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1. Introduction
1.1. Purpose

As stated in the Qualification Plan (Reference (1)) of this project, the process of Commercial
Grade Dedication (CGD) is intended to ensure that all design requirements and safety functions
are satisfied. This was accomplished by identifying the Critical Characteristics for Design
(CCDs) which, when satisfied provide reasonable assurance that the design requirements and
safety functions are satisfied. To ensure that the Commercial Grade Item (CGI)/Commercial
Grade Service (CGS) satisfies the CCDs, Critical Characteristics for Acceptance (CCAs) were
identified which, when satisfied provide reasonable assurance that the item/service is as
specified and satisfies the CCDs and thus satisfies the design requirements and safety functions.
To document the CCDs and CCAs, a Preliminary Technical Evaluation Report (PTER)
(Reference (2)) was prepared.

The purpose of the PTER is to describe results of the preliminary technical evaluation to ensure
that the Non-Rewritable Field Programmable Gate Array (NRW-FPGA)-Based Power Range
Monitor (PRM) System meets all safety design and quality requirements for US nuclear plant
applications as one of major activities for CGD. The preliminary technical evaluation
includes identification of the requirements to be imposed on Fuchu Complex as part of the
commercial grade procurement of the test system, and required qualification activities by NED.
Note that since this project should be sufficient for the establishment of the qualification
envelope for PRM System that will be provided to US market; therefore, qualification testing
and analysis are performed in accordance with IPSNE 10 CFR50 Appendix B QA Program.

After completing procurement and qualification activities (including qualification testing and
analysis, and software qualification), a Final Technical Evaluation Report (FTER) was
established based on the PTER, and the results of qualification activities.

The purpose of this FTER is to document results of confirmation of the procurement,
acceptance, and qualification of the Test System for NRW-FPGA-Based PRM System
Qualification Project.

1.2. Definition

(1)Critical Characteristics for Acceptance (CCAs) - Identifiable and measurable
attributes/variables of a CG items and CG services, which once selected to be verified,
provide reasonable assurance that the items and services received is the items and services
specified.

(2)Critical Characteristics for Design (CCDs) - Those properties or attributes which are
essential for the items and services’s form, fit, and functional performance. CCDs are the
identifiable and/or measurable attributes which provide assurance that the items and services
will meet its design requirement or safety function.

TOSHIBA CORPORATION
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2. Approach

The PTER categorizes all Critical Characteristics (CCs) by the activities that will be performed
to verify that each is satisfied. The following activities were performed to verify CCs in this
project:

¢ Requirements to be imposed on the commercial vendor as CGI.

¢ Requirements to be imposed on the commercial vendor as CGS.

o The analyses that will be performed to ensure that the system to be specified is
representative or bounds the system configuration for US customer orders, and for the EPRI
TR-107330 qualification requirements.

¢ The testing that will be performed to ensure that the system to be specified is representative
or bounds the system configuration for US customer orders, and for the EPRI TR-107330
qualification requirements.

e Software qualification activities to be performed by NED.
This FTER reports the result of verification of CCs identified in PTER.

The results of verification are summarized in Appendix A of this FTER.

3. Result of Final Technical Evaluation

As a result of final technical evaluation, all CCs identified in PTER have been verified through
procurements, qualification tests, qualification analysis, and software qualification of this
project.

4. Conclusion

All CCs have been verified in this project, so Toshiba concludes that Toshiba
NRW-FPGA-Based PRM System meets all safety design and quality requirements for US
nuclear plant applications.
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Appendix A

Comparison Table of ERS/PQAP Requirements and
Qualification Activities for Ensured Satisfaction

[Note]
X: Applicable,

---: Not Applicable
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P Remarks on selection of
07330 Post-Qualification Methods for Ensuring
CTM ITEM NO. Document Section of ent of the | t of the CG ”’l‘:“ QAF re | CCDs for CGIL CCAs for CGI
CG ltems | Services salisfied
Observation No.5 Procurement of the CGI Verification of design tool CG Suvey Check List (EO6SC-001-R0), Section 9
- ce X . provides reasonable assurance X
(EOSSR-001-R1) - - that the requirements is
satisfied.
Observation No.6 Procurement of the CGI V&V activities in accrdance with |GG Suvey Check List (E06SC-001-R0), Section 9
. CG Survey Report X - provides reasonable assurance X IEEE1012, R.G1.168.
(EOSSR-001-R1) = = that the requirements is
satisfied.
54 5.1.1 Basic Design Procurement of the CGI Unit Model Numbers CG Survey Check List (E05SC-001-R0), Section 1, Section 5, and Section 8
456A ERS Requirements X reasonable assurance Quality of Design and CG Survey Check List (E06SC-001-R0), Section 9
4568 - - s that the requirements is X Manufacture Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
493 satisfied. Revision 0), Section 1
7.C 512 Syslem Procurement of the CGI Unit Model Numbers 'CG Survey Check List (E05SC-001-R0), Section 1, Section 5, and Section 8
44120 =®s Initialization X provides reasonable assurance Quality of Design and CG Survey Check List (E06SC-001-R0), Section 9
44121 Requirements - - - that the requirements is X Manufacture Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
4463 satisfied. Revision 0), Section 1
5.1.3 Nominal System r ot of the CGI [CG Survey Check List (E05SC-001-R0), Section 1, Section 5, and Section 8
4528 Setpoints provides reasonable assurance Unit Model Numbers CG Survey Check List (EO6SC-001-R0), Section 9
that the requirements i of |Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
eatisfiod. Units. Revision 0), Section 1, Section 2, Section 5, and Section 6
Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
ERS X = 2 e R X Ry of Paven and Revision 0), Identification of Modules
anaiysis provides ressonsble Trip st point of each module |Setpoint Support Analysis Report (FPG-TRT-C51-0003 Rev.0), Al Sections
. assurance that the setpoint Performing correct action upon
analysis requirement (from the reaching setpoint
EPRI TR) is satisfied.
7 5.1.3.1 Response Time (CG Survey Check List (E05SC-001-RO0), Section 1, Section 5, and Section 8
4341 Requirements. Qualification testing provides CG Survey Check List (EOBSC-001-R0), Section 9
4343F rossanebls aestmics et the Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
total system response time
|requirement (from the ERS) is Unit Model Numbers [Ravielon 0), Saction 1, and Séation 2
Bt Configuration identiications of | S°1o® Verfication Check Shest and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
Revision 0), Identification of Modules
ERS X — X — T T—— e X :’l:;ty D |Qualification Test Summary Report (FPG-TRT-C51-0101, Rev.0), Section 6
includes activity to reasonably Manufacture
assure that all other ERS
time
(except total system response
time) are satisfied.
5.1.4 Drift and (CGI procurement acceplance Unit Model Numbers CG Survey Check List (E05SC-001-R0), Section 1, Section 5, and Section 8
Accuracy includes activity to reasonably of |CG Survey Check List (EO6SC-001-R0), Section 8
Requirements assure that this Units Source Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
performance/design Quality of Design and Revision 0), Section 1, and Section &
requirement is satisfied. Manufacture Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
|Accuracy of APRM Upscale Revision 0), Identification of Modules
Qualification testing provides (High-High ) trip/reset |Qualification Test Summary Report (FPG-TRT-C51-0101, Rev.0), Section 6
ERS X X reasonable assurance that the X | Accuracy of Simulated Thermal |Setpoint Support Analysis Report (FPG-TRT-C51-0003 Rev.0), Section 4
= — linearity requirement (from the Power Upscale trip/reset
EPRI TR) is satisfied.
Qualification analysis
addresses the drift analysis
requirement and overall
accuracy requirement(from the
EPRI TR).
492 5.1.5 Instrument Unit Model Numbers. [CG Survey Check List (E05SC-001-R0), Section 1, Section 5, and Section 8
Modes CGI procurement acceptance Configuration Identifications of ~ [CG Survey Check List (EOSC-001-R0), Section 9
includes activity to reasonably Units Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
assure that this Quality of Design and Revision 0), Section 1, Section 2, and Section 7
performance/design Manufacture Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
ERS X . X . requirement is satisfied. X Change of state of signal when  [Revision 0), Identification of Modules
imode is changed Qualification Test Summary Report (FPG-TRT-C51-0101, Rev.0), Section 6

Qualification testing provides
reasonable assurance that the
mode function requirement
(from the ERS) is satisfied.
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ERS/POAM Requirement 1o be confirmed by | Remarks on selection of
EPRI TR-107330 Post-Qualification Methods for Ensuring
CTM ITEM NO. Sastion of ent of the | t of the CG Mm"""' Quacation | aotteare || Activities | ERSIPQAP requirements are | CCPS for €61 e for ool
CG tems | Services satisfied
4236 5.1.6 Failure Detection Unit Model Numbers CG Survey Check List (EOSSC-001-R0), Section 1, Section 5, and Section 8
4237A and Self Test Configuration Identifications of  |CG Survey Check List (EO6SC-001-R0), Section 9
43478 Requirements CGl procurement acceptance Units. Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
4347C includes activity to reasonably Quality of Design and Revision 0), Section 1, Section 2, and Section 8
44126 ERS X - X assure that this X Manufacture Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
4461 - == = performance/design Fault condition signal generated |Revision 0), Identification of Modules.
445611 requirement is satisfied. during faults Qualification Test Summary Report (FPG-TRT-C51-0101, Rev.0), Section 6
44615
44618
44619
4232 5.1.7 Unit Model Numbers CG Survey Check List (E05SC-001-R0), Section 1, Section 5, and Section 8
4233 Availability/Reliability i reancnably Quality of Design and CG Survey Check List (EOBSC-001-R0), Section 9
4234 Requirements  reauinemant is satished Manufacturer Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
4235 . 2 X Documentation Revision 0), Section 1 and Section 13
641 ERS X - X — — — Qualification analysis Qualification Test Summary Report (FPG-TRT-C51-0101, Rev.0), Section 6
addresses the
availability/reliability analysis
requirement (from the EPRI
o)
4314 5.2.1 Unit Procurement of the CGI Configuration Identifications of  [Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
4321 Configuration its. Revision 0), Section 2
ERS Requirements X Lo e o - - ;’::ﬂt::' ’:::’:::;::W = X Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
satisfied. Revision 0), Identification of Modules
RS4.3.1 5.2.2 Unit Input/Output Procurement of the CGI Unit Model Numbers [Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
ERS4.4.1 Requirements provides reasonable assurance Configuration Identifications of  |Revision 0), Section 1 and Section 2
ERS4.1.2 ERS X — - — - - that the requirements is X Units Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
ERS4.1.3 eatisfied. Revision 0), Identification of Modules
- .C 5.2.3 Module Configuration Identifications of | Source Verification Check Sheel and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
43210 Requirements Units Revision 0), Section 2, Section 6, Section 9, Section 11, and Section 13
4321E -~ Module Model Numbers Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
43212A - Revision Number Revision 0), Identification of Modules
43212cC — Serial Number
432120 Procurement of the CGI Module Documentation
4321.2E ERS X — - . . . provides reasonable assurance X Output Linearities
432124 that the requirements is [APRM Inoperable Trip
4322 satisfied. Accuracy of Trip/Reset
LVPS Power output
2228 Display Linearity for Modules
43222C
432220
4334
4346 5241 Chassis [Quality of Design and 'CG Survey Check List (E05SC-001-R0), Seclion 1, Section 5, and Section 8
Regquirements Manufacture CG Survey Check List (E06SC-001-R0), Section 9
Chassis structure Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
o i i e G5 Chassis type, dimensions Revision 0), Section 10
rocurement of Weight
provides reasonable assurance
ERS X - = = == = that the requirements is X
salisfied.
465 5.2.4.2 Sysiem Cables Quality of Design and 'CG Survey Check List (E05SC-001-R0), Section 1, Section 5, and Section 8
and Connectors. Manufacture CG Survey Check List (E06SC-001-R0), Section 9
Procurement of the CGI (Cable Type and length Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
ERS X . . — . — provides reasonable assurance X Connecter Type Revision 0), Section 4
that the requirements is Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
satisfied. Revision 0), Connector Type of LPRM Modules
4342 5.2.4.3 Data Retention FPGA type Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
Capability Procurement of the CGI ROM type Revision 0), Section 11
ERS Requirements. X . - . . . provides reasonable assurance X Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
that the requirements is Revision 0), FPGA type and ROM type
satisfied.
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ERSIPGAW Requlrement fo be confirmed by | omarys on selecton of
Post-Qualification
EPRITRAOTSIO | 1o cyment | section of Document Qualification | Qualification |  Software Methods for Eneuring | ccpg for cat CCAs for CGI
CTM ITEM NO. ent of the | t of the CG Te QAF
CG Homs | Services | Analyses bl s s satisfied
5.2.4.4 Transferring Unit Model Numbers [CG Survey Check List (EO5SC-001-R0), Section 1, Section 5, and Section 8
information between |Procirement of the CG1, Wk Quality of Design and CG Survey Check List (E06SC-001-R0), Section 9
modules and modudes special requirements for lass of Manufacture Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
o interconnect, Revision 0), Section 1
provide reasonable assurance
that transfer requirements are
ERS X - - X - - satisfied. X
Qualification testing provides
reasonable assurance that the
requirements are met.
468 5245 Unit Model Numbers Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
Grounding/Shielding Provision of Grounding Points Revision 0), Section 1and Section 11
Requirements Procurement of the CGI Provision of Shielding Points
provides reasonable assurance
ERS X - - - - - that the requirements is X
satisfied.
5.2.4.6 Termination Procurement of the CGI Unit Model Numbers ISource Verification Check Sheet and Record for Commercial Grade Dedication (FPG-08-ESVR-0001,
Requirements provides reasonable assurance Connector type Revision 0), Section 1and Section 11
that the requirements is.
ERS X - - X satisfied. X
Qualification testing provides
reasonable assurance that the
requirements are met.
5.2.4.7 Requirement Varistor Type Number [Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-08-ESVR-0001,
for Power Supply line Noise Filter Type Number Revision 0), Section 12
Procurement of the CGI
provides reasonable assurance
= X - - - - - that the requirements is. X
satisfied.
422 5.3 Software [Quality of Design and [CG Survey Check List (E05SC-001-R0), Section 1, Section 5, and Section 8
4452F Requirements Manufacture CG Survey Check List (E06SC-001-R0), Section 9
726 Documentation that work is Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
7.4 performed in accordance witha  |Revision 0), Section 11
752 program that has: Software Qualification Report (FPG-DRT-C51-0023, Rev.0), Section 4
763  Lifecycle V&V requirements
773 such as FE specs,
87E FPGA design specs,
[implementation records, testing
Software qualification by NED records, etc.)
reasanable sssurance '—NT mc-bbo.m‘-hl:c'?’qwmm (of
that the ent e,
i Tmentie - Document and Coding Control
|Requirements
ERS X - - — X - Procurement of the CGI X r—:‘:r"::‘:m‘:m Control
provides reasonable assurance [
thal the requirements is ~ Change Control Requirements
satisfied.. including providing ~ Design Language and Tool
necessary V&V information (Control Requiremants
gl ey — Labelling requirements for logic
revision number on chips
Design Requirements.
- Synchronous design
— Modular design using
completely tested FEs
— Lengths of train of the FEs
FPGA model number (for size,
non-rewritable, retention
capability)
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Remarks on selection of
EPRI TR-107330 Post-Qualification Methods for Ensuring
CTM ITEM NO. Document Section of Document | 0\ o tof the CG. mf:— Qs are | CCDs for cGI CCAs for CGI
CG tems | Services satisfied
4782 5.4 Design Life Unit Model Numbers CG Survey Check List (EO5SC-001-R0), Section 1, Section 5, and Section 8
rocenient of e /GOl Quality of Design and CG Survey Check List (EO6SC-001-R0), Section 9
rovides rensoneble Basiraice ure Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
that the requirements is Revision 0), Section 1
satisfied, including providing
imodular design, bypass
ers x | - x - [ X
Qualification testing provides
reasonable assurance that the
requirements are met.
2361 55.1 Environmental
ﬁg Requirimunte Quaiification testing provides
ERS — — X - reasonable assurance that the - - Qualification Test Summary Report (FPG-TRT-C51-0101 Rev.0), Section 6
lenvironmental requirements are
met.
55.2 Seismic
Requirements Qualification testing
provides
ERS — - b % — eaooradls Sesiiraos et the. - - Qualification Test Summary Report (FPG-TRT-C51-0101 Rev.0), Section 6
seismic requirements are met.
437 55.3 EMURFI
I Qualif test des
ification testing provi g
ERS —_ — X - vl Soscaien il i —_ — Qualification Test Summary Report (FPG-TRT-C51-0101 Rev.0), Section 6 I
requirements are met.
55.4 Surge Withstand
[Requirement
Qualification testing provides
ERS —_— - X — ancibls Sabiira i St s - - Qualification Test Summary Report (FPG-TRT-C51-0101 Rev.0), Section 6 |
requirements are met.
555 ETF/B Withstand
Requirement
Qualification testing provides
ERS —_ -— X — eaurabie asetmi that 1 - - Qualification Test Summary Report (FPG-TRT-C51-0101 Rev.0), Section 6 ‘
requirements are met.
55.6 ESD Withstand
Requirement
Qualification testing provides 3 y
ERS - - X — rmsoreble sesuras et the - - Qualification Test Summary Report (FPG-TRT-C51-0101 Rev.0), Section 6 |
requirements are met.
5.5.7 Isolation Unit Model Numbers CG Survey Check List (EO5SC-001-R0), Section 1, Section 5, and Section 8
Requirement Procurement for CGl ensures Configuration Identification of ICG Survey Check List (EO6SC-001-R0), Section 8
that vendor provides items that Units Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
NED has selected based on the Quality of design and Revision 0), Section 1 and Section 2
requirements. manufacture Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
ERS X = X . X Revision 0), Identification of Modules
Qualification testing provides Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
reasonable assurance that the
requirements are met.
4374 5.5.8 Power Supply Unit Model Numbers [CG Survey Check List (E05SC-001-R0). Section 1, Section 5, and Section 8
4347A Procurement for CGI ensures Configuration Identification of  [CG Survey Check List (EO6SC-001-R0), Section 9
46110 that vendor provides items that Units Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
4811 F NED has selected based on the Quality of design and Revision 0), Section 1 and Section 2
46111 ERS X — X — requirements. X manufacture Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
43470 Revision 0), Identification of Modules l
461.1A Qualification testing provides |Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6

reasonable assurance that the
requirements are met.
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CTM ITEM NO.

Section of

ent of the
CG ftems

tof the CG
Services

i

Remarks on selection of
Methods for Ensuring

satisfied

CCDs for CGI

CCAs for CGI

ERS

5.6 Classification

The ERS contains requirements
ithroughout which invoke the
Appendix B QA program.

There are many CCs specific to
this ERS requirement.

(See many
other sections)

(See many other sections)

Final Technical Evaluation Report FPG-DRT-C51-0102 Rev.1

(See many other sections)

475
4781

ERS

5.8 Maintenance
Requirements

Procurement for CGI ensures.
that vendor provides items that
INED has selected based on the
requirements.

Qualification analyses provides
assurance that the
MTBF requirement is met.

Unit Model Numbers
Quality of Design and

G Survey Check List (E05SC-001-R0), Section 1, Section 5, and Section 8
CG Survey Check List (E06SC-001-R0), Section 9

Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
Revision 0), Section 1

(Availability/Reliability Analysis Report (FPG-TRT-C51-0002), Section 3

ERS

5.9 Design Method

Software qualification by NED
provides reasanable assurance
that the requirement is
satisfied.

Procurement of the CGI
provides reasonable assurance
that the requirements is
satisfied., i providing
necessary V&V information
from vendor.

(See many
other sections)

(See many other sections)

(See many other sections)

5.10 Material
Requirements

Procurement of the CGI
provides reasonable assurance
that the requirements is
satisfied.

(Hazadous materials are not used )

15.11 Requirements for
Third Party/Sub-
Vendor ltems

Procurement of the CGI
provides reasonable assurance
that the requirements is
salisfied.

(No item is provided from Sub-vendor or Third Party to NED)

|6 Fabrication
Requirements

Procurement of the CGI
provides reasonable assurance
that the requirements is
satisfied.

(See many
other sections)

(See many other sections)

(See many other sections)

7.1 Unit and Module
tests

Procurement of the CGI
provides reasonable assurance
that the requirements is
satisfied.

Documentation

[Source Verification Check Sheel and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
Revision 0), Section 13
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Remarks on selection of
EPRI TR-107330 Procurem Post-Qualification Methods for Ensuring
crMmEMNO. | Desument' iSestion of entof the | tof the cg | Y4anication | Quatication Activities | ERSIPQAP requirements are | OCD3 for €6 o e 0w
CG Items | Services satisfied
528 7.2.1 System Tests (See many other sections for CGi and Modules)
5.2¢ CG Survey Check List (EO5SC-001-R0), Section 1, Section 2, Section 5,
52D The requirement is satisfied by CG Survey Check List (E06SC-001-R0), Section 9
52E INED's acceptance activity for CG Survey Check List (E0SSC-003-R0), All Section
52F CGI. ic Diagrams (PRM System for Qualification) (FPG-VDN-C51-0047, Revision 9), All Section
Users Manual for Current Monitor Box (FPG-VDN-C51-0136, Revision 0), All Section
| The procurement for CG Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
services provides associated Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0002,
services for performing the test Revision 0), All Section
such as wiring design of test (See many Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0003,
ERS X X - X - system and Test Equipment. | 022 MRV | (See many other sections)  [Revision 0), All Section
e ) | Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0004,
Qualification testing provides Revision 0), All Section
reasonable assurance that the Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0001,
requirements are met. Revision 0), All Section
Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0003,
System validation tests are Revision 0), All Section
performed in software Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
qualification activities. Software Qualification Report (FPG-DRT-C51-0023 Rev.0), Section 4
53 7.2.2 Operability Test hs-o ‘many other sections for CGI and Modules)
Requirements CG Survey Check List (EO5SC-001-R0), Section 1, Section 2, Section 5,
CG Survey Check List (E06SC-001-R0), Section 9
CG Survey Check List (E0SSC-003-R0), All Section
Schematic Diagrams (PRM System for Qualification) (FPG-VDN-C51-0047, Revision 9), All Section
Users Manual for Current Monitor Box (FPG-VDN-C51-0136, Revision 0), All Section
Qualification testing provides Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
reasonable assurance that the Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0002,
requirements are met. Revision 0), All Section
ERS - X — X . — - Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0003,
The procurement for CG Revision 0), All Section
services provides wiring design |Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0004,
of test system and Test Revision 0), All Section
Equipment. Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0001,
Revision 0), All Section
| Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0003,
Revision 0), All Section
Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
54 7.2.3 Prudency Testing ,(_s.o many other sections for CGl and Modules)
CG Survey Check List (E05SC-001-R0), Section 1, Section 2, Section 5,
CG Survey Check List (E06SC-001-R0), Section 9
CG Survey Check List (EO5SC-003-R0), All Section
Schematic Diagrams (PRM System for Qualification) (FPG-VDN-C51-0047, Revision 9), All Section
Users Manual for Current Monitor Box (FPG-VDN-C51-0136, Revision 0), All Section
Qualification testing provides Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
reasonable assurance that the Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0002,
requirements are met. Revision 0), All Section
ERS s % — X —_ _ = Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0003,
The procurement for CG Revision 0), All Section
services provides wiring design Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0004,
of test system and Test Revision 0), All Section
Equipment. Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0001,
Revision 0), All Section
Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0003,
Revision 0), All Section
Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
55 7.2.4 Operability and
Prudency Tests Qualification testing provides
ERS | Applicability — — — X — reasonable assurance that the — - Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6

requirements are met.
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P Remarks on selection of
TR-107330 Post-Qualification Methods for Ensuring
CTM ITEM NO. Section ent of the | t of the CG mﬂ Oh?::bn g QAF are | CCDs for CGI CCAs for CGI
CG Items | Services satisfied
A 7.3.1.1 Test specimen Unit Model Numbers. Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
6218 Hardware Configuration Identification of  |Revision 0), Section 1, and Section 2
621.C Configuration and Units. Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
&ﬂ Arrangement Procurement of the CGI Revision 0), Identification of Modules
2 provides reasonable assurance
621F ERS X -— -_— - — that the requirements is X
621.6 satisfied.
621.H
6211
6211
B 7.3.1.2 Test Specimen Unit Model Numbers [Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
Software Procurement of the CGI Configuration Identification of Revision 0), Section 1, and Section 2
ERS Requirements X . . — . provides reasonable assurance X Units Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0002,
that the requirements is Revision 0), Identification of Modules
satisfied.
7.3.1.3 Test Support
Equipment CG Survey Check List (EOSSC-001-R0), Section 1, Section 2, Section 5,
Requirements CG Survey Check List (E06SC-001-R0), Section 9
CG Survey Check List (E0SSC-003-R0), All Section
Schematic Diagrams (PRM System for Qualification) (FPG-VDN-C51-0047, Revision 9), All Section
Users Manual for Current Monitor Box (FPG-VDN-C51-0136, Revision 0), All Section
|Procurement for CG services Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
ides reasonable assurance Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0002,
that the requirements are met. Revision 0), All Section
ERS —_ X — X — — - Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-08-ESVR-0003,
Control of test equipment is. Revision 0), All Section
part of the qualification testing Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0004,
scope. Revision 0), All Section
Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0001,
[Revision 0), All Section
Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0003,
Revision 0), All Section
Master Test Plan (FPG-PLN-C51-0005, Revision 3), Appendix 1
63 7.3.2 Qualification Qualification testing provide Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
Tests and Analysis that
ERs requirements =5 = e X = testing meet the ERS = =
requirements.
m (Quakification testing provides Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
ERS —_— - —_— X — | ble assurance that the —_— -
[requirements are met
7.3.2.2 EMURF Test Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
Requirement Qualification testing provides
ERS — — — K -— reasonable assurance that the - -
requirements are met.
7.3.2.3 EMURF] Test
Mounting Requirement Qualification testing provides
reasonable assurance that the
requirements are met. Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
ERS s X o X e — = Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0003,
Procurement for CG services Revision 0), All Section
provides reasonable assurance Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
that Test Equipment meets the
requirements.
633 7.3.2.4 Environmental
 Test Requirement Qualification testing provides
ERS — — — X - reasonable assurance that the — - Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
requirements are met.
6331 73241 Qualification testing provides
Environmental Test reasonable assurance that the
Mounting Requirement requirements are met. Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
ERS = X e X = — - Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0003,

Procurement for CG services

provides reasonable assurance

that Test Equipment meets the
requirements.

Revision 0), All Section
Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0]), Section 6
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Remarks on selection of
Post-Qualification
EPRITRA0730 | pocument  [Section of Document Software Mathods for Ensuring | ccps for cot CCAs for CGI
CTM ITEM NO. ent of the | t of the CG Tests QAF
CG tems | Services | Analyses satisfied
%34 7.3.2.5 Seismic Test
Requirement Qualification testing provides
ERS P - - X - . reasonable assurance that the . - Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
requirements are met.
6341 7.3.2.5.1 Seismic Test
Mounting Requirement
Qualification testing provides
reasonable assurance that the "
ERS - — - X — - [sdicemerisaram — - Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6 |
5342 7.3.2.6 Seismic Test [Qualification testing provides
ERS Measurement -— -— - X — — reasonable assurance that the — - Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
are met,
[ 6343 fm.zu. :;umc Test chiaiiscation ladtng provides
ERS ot as = s X - - reasonable assurance that the i = |Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6 l
o gt requirements are met.
6344 7.3.26.2 Seismic Test Qualification testing provides
ERS Specuum Anstye - - - X - - reasonable assurance that the - - Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6 I
oo requirements are met.
7'3|'2‘7 Surge Qualification testing provides
YN Copusity reasonable assurance that the
Tost Requirement are met. Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
ERS X X _ Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0003,
- - p= - Procurement for CG services = Revision 0), All Section
provides reasonable assurance Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
Ithat Test Equipment meets the
7.3.2.8 Class 1E to
[
Non-1E I Test Qualification testing prm
|Requirement requirements are met. Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
ERS X X Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0003,
i — e = Procurement for CG services . = Revision 0), All Section
provides reasonable assurance Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
that Test Equipment meets the
requirements,
- 7.3.2.9 EFT/B Test
g Qualification testing provides
g degmant reasonable assurance that the
requirements are met.
ERS X X = Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
i . - = Procurement for CG services S Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
provides reasonable assurance
that Test Equipment meets the
requirements.
6542 7.3.2.10 ESD Test Qualification testi
ng provides
Requiresoent reasonable assurance that the
requirements are met. Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
E X X Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0003,
e - == - - Procurement for CG services = - Revision 0), All Section
provides reasonable assurance Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
that Test Equipment meets the
|requirements.
7.3.2.11 Power Quality Qualification testing provides
(Tolecance. reasonable assurance that the N
Requirement requirements are met. Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0003,
ERS e X - X - == Procurement for CG services = - Revision 0), All Section
provides reasonable assurance Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
that Test Equipment meets the
requirements.
644 7.3.3 Requirements for Qualification testing provides
ERS Compliance to e - — X o . reasonable assurance that the —— - Master Test Plan (FPG-PLN-C51-0005, Revision 2). Appendix 1-10)
Specifications [requirements are met.
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requirements are met.

Remarks on selection of
EPRI TR-107330 Post-Qualification Methods for Ensuring
CTM ITEM NO. N entof the |t of the CG | Yy ey we | SO CN ORALION
CG Items | Services satisfied
o 8.1 Packaging
410.1.8 Requirements
410.1.C
0D Procurement for CG services
‘:%1:: provides reasonable assurance
4
41016 ”"‘?n""‘“’| N foroiipmant = CG Survey Check List (E0SSC-001-R0), Section 1, Section 4, and Section 6
4.101.H - “ Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0003,
41004 RS X X [Feswaemects: Revision 0), All Section
- - - - - Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0004,
Qualification testing = 0), Al Section
requirements provide o
reasonable assurancp fl'\-l the Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
packaging s i
accordance with
requirements.
8.2 Shipping O TG S8IVices
Requirements provides applicable shipping
requirements for Test
Specimen.
ERS X X Qualification testing . CG Survey Check List (EOBSC-004-R0), All Section
- - - requirements provide - Qualification Test Summary Report (FPG-TRT-C51-0101 Revision.0), Section 6
reasonable assurance that
|shioging by NED to apd from
R e
1US, s in darice with these
8.3 Storage
Requirements Procurement for CG services
provides applicable storage
i for Test
Specimen. Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-07-ESVR-0001,
ERS — b & — b 4 - ; f— —_ Revision 0), All Section
Qualification testing g 7
requirements provide Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
reasonable assurance that the
storage will be in accordance
lwith these requirements.
81A 9.1.1 Equipment Bocaneriion
810 (General Overview Proouremant for COI provides Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
81E e [Documentation X = = == - senonabis aseusanos that the X Revision 0), Section 13
81 F requirements are met.
Pers
473 [Documentation
474 9.1.3 Users Manual
4788
479C Frocurecsac for Gl peovides Surce Verification Check Sheet and Record for Commercial Grade Dedication (FPG-0B-ESVR-0001,
ERS X -— — — — reasonable assurance that the X Revision 0), Section 13
23 requirements are met. :
85
BEIA 9.2.1 Programmatic Qualification testing provides
865 ERS |Documentation A. - — - X —_ |reasonable assurance that the —_ - Master Test Plan (FPG-PLN-C51-0005, Revision 0), Appendix 1-10
requirements are met.
8618 [6:21 Programmatic
s L [Rootmertation B. System Set-up and Check-out Test Procedure (FPG-TPRC-C51-1001, Revision 6), All Section
Operability Test Procedure (FPG-TPRC-C51-1009, Revision 5), All Section
Prudency Test Procedure (FPG-TPRC-C51-1010, Revision 5), All Section
|Environmental Test Procedure (FPG-TPRC-C51-1002, Revision 3), All Section
_— X Pesrgdonsdaieyll Seismic Test Pracedure (FPG-TPRC-C51-1003, Revision 3), All Section
- - - - m““"":‘ = - EMI/RFI Test Procedure (FPG-TPRC-C51-1004, Revision 7), All Section
PR EFT/B Test Procedure (FPG-TPRC-C51-1006, Revision 4), All Section
Surge Withstand Capability Test Procedure (FPG-TPRC-C51-1005, Revision 4), All Section
ESD Test Procedure (FPG-TPRC-C51-1007, Revision 5), All Section
Class 1E to Non-1E Isolation Test Procedure (FPG-TPRC-C51-1008, Revision 5), All Section
: n:t,b 9.2.1 Programmatic Quaification testing provides
ERS [Boouneniation:C. == = = X — roasonable assurance that the = = Qualfication Test Summary Report (FPG-TRT-C51-0101,Rev.0), All Section
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Remarks on selection of
Post-Qualification
ol | Document |section of Document o< (FTOEIETAN| Qualification | qualification Mothoda for Enmieg | ccoe sorcol CCAs for CGI
Analyses Tests gt
CG ltems | Services satisfied
i 9.2.1 Programmatic Audits are pnrformod during
Documentation D. col C (nnd to
CG Survey Report (EOSSR-001-R1)
Ré X X . X . Mopm-l Der the SQAP) _ CG Survey Report (EOSSR-003-R1)
and of third parties. These CG Survey Report (EOBSR-001-R1)
activities provide reasonable CG Survey Report (E0BSR-004-R0)
assurance thal the audit
are satisfied.
BE1F 9.2.1 Programmalic (Availability/Reliability Analysis Report (FPG-TRT-C51-0002 Revision 0), All Section
Documentation £ Qualification Setpoint Support Analysis Report (FPG-TRT-C51-0003 Revision 0), All Section
ERS — = X = - ressonable sesurance that the = Definition Phase y Hazard Analysis (FPG-DRT-C51-0018, Revison 0), Appendix
requirements are met.
[ 862A 622 Technical ltems
8628 Procurement for CGI provides
8820 ERS X% = w— - - reasonable assurance that the (See many other sections) (See many other sections)
requirements are met.
9.2.3 Application
863A Guide.
8638
863.C
863D
863E
863F
w _— _ . . . X After all qualification activities, _ (Application Guide wil be provided in the Topical Report of NRW-FPGA-Based Power Range Monitor
861K NED performs this activity. (PRM) System Qualification)
863L
863M
863N
8630
863P
863.Q
863R
:ﬁl‘ Supporting Q analyses provide | Availability/Reliability Analysis Report (FPG-TRT-C51-0002 Revision 0), All Section
ERS yeas o iy X = s reasonable assurance that the - Definition Phase y Hazard Analysis Report (FPG-DRT-C51-0018, Revison 0),
Documentation requirements are met. Appendix
BB 925Vav Procurement of CGI provides [Documentation
87.Cc Documentation required documents to be
- X . . _ . [Propmred by FudnriP. Source Verification Check Sheet and Record for Commercial Grade Dedication (FPG-06-ESVR-0001,
Sowars qualifioni dea Revision 0), Section 13
qualification provi
required documents to be
prepared by NED.
[0.2.6 Test System This information is covered by
Description ERS section 9.2.3; software
design description does not
&5 = _ . . . apply, since the PRM system _ -
does not have programmable
software. The hardware
description of ERS 9.2.3 is
sufficient.
9.2.7 Critical
ERS Characteristics G - = = = m:ﬁ:ﬂ’"’“"“ required - Preliminary Technical Evaluation Report (FPG-DRT-CS1-0001, Revision 10), Appendix A
9.2.8 Test Systom
8108 Drawing Procurement of CG service Diagrams (PRM System for Qualification) (FPG-VDN-C51-0047, Revision 9), All Section
:’!ID ERS &= X - == - provides required documents. = Users Manual for Test Rack (FPG-VDN-C51-0135, Revision 0), All Section
9.2.9 Sysiem
Software/Hardware
Configuition 4 Qualification testing provides
ERS Document = - - X == reasonable assurance that the - Master Configuration List (FPG-CFM-C51-0001, Revision 7), All Section
requirements are met.
“f :;2..10“: Qualification testing provides
ERS Nt Brosadule —_ —_ - X — reasonable assurance that the - Test Summary Report (FPG-TRT-C51-0101,Rev.0)), Section 5
requirements are met.
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L LT T T T L —— R b oot
Post-Qualification
EPRITRA0TI0 | Document  |Section of Document| Software Methods for Eneuing | g for cot CCAs for CGI
CTM ITEM NO, ent of the | t of the CG Tests Qualification S/PQAF are
CG ltems | Services satisfied
B4 6211 System Test
862E - Documentation . . X . R ?"’""“‘”" "“mh. _ System Validation Test Procedure (FPG-TPRC-C51-0001, Revision 2), All Section
- m"“'mm"""m"““. sl - Qualification Test Summary Report (FPG-TRT-C51-0101,Rev.0), Section 6
6.4 Critical Digital
— Review X Retwe “‘""“r:':‘."‘ by NSO _ INICSD's Critical Digital Review Report (FPG-DRT-C51-0006, Revision 1), All Section
- N - = ;’_":": m"”uinm ey i':‘“m"‘“ - Actel's Critical Digital Review Report (FPG-DRT-C51-0006, Revision 0), All Section
6.3 Commercial Grade (S&& many other sections 1or CTGT)
Dedication (CGD) NED prepared PTER. Preliminary Technical Ey Report (FPG-DRT-C51-0001, Revision 10), Appendix A
NED performed CG Survey. (Seam CG Survey Report (EOSSR-001-R1)
PQAM X poss =5 = = Procurement for CGl provides | -2 M‘;"Y') (See many other sections) CG Survey Report (EOSSR-003-R1)
reasonable assurance that the CG Survey Report (E06SR-001-R1)
requirements are met. ICG Survey Report (EO6SR-004-R0)
 Control of Purchased
720 Material, Equipment, Procurement of CG items and
PaAM T X X - = e lassurance that procurement QA| m(::.u";:'yn) (Res:many. encione) (Ses:many wastions)
requirements are satisfied.
L } 3.3 Qualification INED performs the qualification
— v X testing, "‘bh""' Prov "'"_1 e Process Control Sheet (System Validation test] ) (FPG-PLN-A70-0003 Revision 0)
= =5 == = mr':n “""“'w “':: Pty bt = Process Control Sheet (Qualification testing -xf‘I G-PLN-A70-0004 Revision 3)
witnessing are met.
73 16 Nonconforming
78 Materials, Parts or CG procurement requirements INNR-06-001-1
[Components for problem reporting provide NNR-06-002-1/11
reasonable assurance that NNR-06-003-1/11
problem reporting requirements. INNR-07-002-1
are met. NNR-08-001-4
POAM X X X X = - - NNR-08-002-U
[Work under the NED QA VNNR-06-012
program provides reasonable VNNR-06-013
assurance that problem VNNR-07-001
reporting requirements are met. [VNNR-07-002
6.4.4 19 Reviews, Audits This requirement is met by the
72E land Surveilance following activities.
I f Fi
7.'7;: - f;m: ﬂ:""' o CG Survey Report (E0SSR-001-R1)
PQAM b4 X X %X — - In-process audils of Fuchu-IP — - gg s y R (gzm“’:)
(Job Order will state urvey Raport{ )
s Wk NQAD el CG Survey Report (E0BSR-004-R0)
have access to Fuchu-IP for
jaudits)
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1 Purpose

This Verification and Validation (V&V) plan is prepared by Toshiba Nuclear Energy
Systems & Services Division (NED) for the NRW-FPGA (Non-Rewritable Field
Programmable Gate Array) -Based Power Range Monitor (PRM). This plan has the
following purposes:

. (1) This V&V plan (VVP) specifies V&V activities performed by NED and Toshiba
Nuclear Instrumentation & Control Systems Dep. (NICSD).

(2) This VVP defines the envelope of the NICSD VVP.

For the V&V of NRW-FPGA-Based PRM System, NICSD shall prepare its own VVP
describing their V&V activities in detail.

This VVP is based on NED AS-200A128 “Digital System Life Cycle Procedure,”
AS-200A129 “Digital System Development Procedure,” AS-200A130 “Digital System
Verification & Validation Procedure,” AS-200A132 “Digital System Safety and Hazard
Analysis Procedure,” and Control & Electrical Systems Design & Engineering Dept.
(ICDD) P-101 “NICSD Manufacture of FPGA-Based Equipment.”

TOSHIBA CORPORATION 5/50
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2 Reference Documents

2.1 Code of Federal Regulations

This VVP does not refer to the Code of Federal Regulations (CDR) directly, but does
indirectly through the TOSHIBA internal standards in section 2.4.

2.2 Regulatory Guides and NRC Documents

2.2.1 US NRC Reguiatory Guide 1.168 - Verification, Validation, Reviews, And Audits
For Digital Computer Software Used in Safety Systems of Nuclear Power Plants,
Revision 1 Feb. 2004.

2.2.2 US NRC Regulatory Guide 1.152 - Criteria for Programmable Digital Computer

System Software in Safety related Systems of Nuclear Power Plants, Revision 1 Jan.
1996

Other regulatory guides and NRC documents are referenced through the TOSHIBA internal
standards in section 2.4.

2.3 Industry Standards and EPRI Reports

2.3.1 IEEE Std 1012-1998, “IEEE Standard for Software Verification and Validation”
2.32 IEEE Std 829-1983, “IEEE Standard for Software Test Documentation”

2.33 IEEE Std 7.4.3.2-1993, “IEEE Standard Criteria for Digital Computers in Safety
Systems of Nuclear Power Generating Stations”

2.4 Toshiba Internal Documents

2.4.1 AS-200A002, “Design Verification Procedure”

2.42 AS-200A005, “Design Review Meeting Convening Standard”

TOSHIBA CORPORATION 6/50
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243
244
245
2.4.6
2.4.7
248
249

2.4.10
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2.4.12
24.13
2.4.14
24.15
24.16
2.4.17
2.4.18
2.4.19
2.4.20

2.4.21

2.4.22

2.4.23

AS-200A010, “Control Procedure of vendor generated documents™
AS-200A015, “Design Change Control Procedure”

AS-200A128, “Digital System Life Cycle Procedure”

AS-200A129, “Digital System Development Procedure”

AS-200A130, “Digital System Verification & Validation Procedure”
AS-200A131, “Digital System Configuration Management Procedure”
AS-200A132, “Digital System Safety and Hazards Analysis Procedure”

AS-300A006, “Nonconformance Control Procedure for Procured Items and

Services”
AS-300A008, “Nonconformance Control and Corrective Action Procedure”
AS-300A103, “Test Control Procedure”
P-101, “NICSD Manufacture of FPGA-Based Equipment”
FPG-PLN-A70-0001, Project Quality Assurance Plan
FPG-PLN-C51-0002, Software Quality Assurance Plan
FPG-RQS-C51-0001, Equipment Requirement Specification
FPG-PRD-A11-0002, Master Engineering Schedule
FPG-DRT—CS 1-0002, Preliminary Hazard Analysis Report
NICSD D-68016, “NICSD Procedural Standard for FPGA Products Development™
NICSD D-68017, “NICSD Procedural Standard for FPGA Device Development”

NICSD D-68018, “NICSD Procedural Standard for Functional Element

Development”

NICSD D-68019, “NICSD Procedural Standard for FPGA Configuration

Management”

NICSD D-68020, “NICSD Procedural Standard for Control of Software Tools
Used with FPGA Based Systems”

TOSHIBA CORPORATION 7/50
Nuclear Energy Systems & Services Division



FPG-PLN-C51-0006 Rev.5

2.4.24 NICSD D-67003, “NICSD Procedural Standard for Software Media Registration
and Change”

Notice: Upon application of above NED, NICSD and other Toshiba internal standards, the
latest version shall be used.

TOSHIBA CORPORATION 8/50
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3 Definitions and Abbreviations

3.1 Definitions

Functional Element (FE): A Functional Element is a component of digital logic that shall

be completely verified and validated through full pattern tests. i.e. tests that are performed

for every possible input combination. An FE is written in Very High Speed Integrated

Circuit Hardware Definition Language (VHDL). - All VHDL source for the
NRW-FPGA-Based PRM System shall solely consist of FEs and interconnects between FEs.

hazard: A source of potential harm or a situation with a potential for harm in terms of
human injury, damage to health, property, or the environment, or some combination of these

(Reference 2.3.1). '

module: A part of a unit. Modules have the specific functions, for example, circuit
board(s), AC-DC converter, connector assembly etc. See unit.

Netlist: Description of logics created by the logic synthesis tool. A design engineer
describes FPGA logic in the form of VHDL source codes. The logic synthesis tool
converts the VHDL source code into forms of digital circuits and outputs the resulting
circuit in the form of a Netlist. The layout tool transforms the Netlist into physical -
placement of interconnects on the FPGA, which are represented as an FPGA fuse-map.

unit: NRW-FPGA-Based PRM System consists of the LPRM units, the LPRM/APRM units,

and the FLOW units. Fach unit is a drawer type chassis which houses the individual

plug—in modules. '

validation: Confirmation by examination and provisions of objecﬁve evidence that the

particular requirements for a specific intended use are fulfilled. The process of evaluating
a system or component during or at the end of the development process to determine
whether it satisfies specified requirements.

verification: Confirmation by examination and provision of objective evidence that
specified requirements have been fulfilled. The process of evaluating a system or
component to determine whether the products of a given development phase satisfy the

conditions imposed at the start of that phase.

3.2 Abbreviations
APRM: Average Power Range Monitor

TOSHIBA CORPORATION 9/50
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DCN: Design Change Notice

DRS: Document Review Sheet

DVR: Design Verification Report

EDIF Electronic Design Interchange Format

ERS: Equipment Requirement Specification

FPGA: Field Programmable Gate Array (a programmable logic device)

ICDD: Control & Electrical Systems Design & Engineering Department

IPSNE: Toshiba Corporation, Industrial and Power Systems & Services
Company, Nuclear Energy

IR: Independent Reviewer

LPRM: Local Power Range Monitor

MCL: Master Configuration List

NED: Nuclear Energy Systems and Services Division

NICSD: Nuclear Instrumentation & Control Systems Department

NRW-FPGA: Non-Rewritable Field Programmable Gate Array

PHA: Preliminary Hazard Analysis

PRM: Power Range Monitor

PRS: Problem Reporting Sheet

QA: Quality Assurance

RTM: Requirements Traceability Matrix

SCSI: Small Computer System Interface

SDD: Software Design Description

SER: Safety Evaluation Report

SIL: Software Integrity Level

SQAP: Software Quality Assurance Plan

SRS: Software Requirements Specification

VDCL: Vendor generated Document Check List |

VHDL: Very High Speed Integrated Circuit Hardware Definition Language (A
hardware description language that defines the FPGA circuit)

V&V: Verification and Validation

VFS: Verification Follow Sheet |

VVP: Verification and Validation Plan

VVR: Verification and Validation Report

TOSHIBA CORPORATION 10/50
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4 Verification and Validation Overview

4.1 Organization

The NRW-FPGA-Based PRM System Software Quality Assurance Plan (SQAP) (Reference
2.4.15) describes the V&V Team organization. Figure 4-1 is excerpted from the SQAP and
depicts the NED V&V Team organization.

Both design and V&YV activities shall be performed by Control & Electrical Systems Design
& Engineering Dept. (ICDD). However, as shown in the figure above, the Monitoring
System Engineering Group (which consists of the Design Engineers lead by the Group
Manager) shall perform design activities, and the V&V team (that is independent from the
Design Engineers) shall perform V&V activities which require independence.

NICSD shall describe its V&V organization in the NICSD VVP.

Vice President, IPSNE

Technology Executive, NED

[

Sourcing Dept

Plant Project
Engineering Dept

Senior Manager

J 3

I

Group Manager

W/ @7 5 3)

S
'.

(4) |

GF (.

Design Engineers

V&V Team*

A

R
Monitoring System
Engineering Group

\

J

\_{

Control & Electrical Systems
Design & Engineering Dept

Quality Assurance Dept.

——

QA Staff

PQA

Engineers

F

M

@
@)

@
()
©®

M

Assign and evaluate the Group
Manager

Report to the Senior Manager
Assign and evaluate the
verifiers

Assign Engineers

Report to the Manager
Submittal of design
documentation for review
Submittal of reviewed
documentation for approval

* The V&V team consists of persons who belong to the Control & Electrical Systems Design &
Engineering Department, and who are independent from the Monitoring System Engineering
Group with separate cost, schedule and resources.

Figure 4-1 NED Organization associated with this Plan
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4.2 Master Schedule

Activities described in this VVP shall be performed according to the Master Engineering
Schedule (Reference 2.4.17) that was established by NED at the beginning of the
NRW-FPGA-Based PRM System Qualification Project (FPGA/SER Project).

For the V&V activities performed by NICSD, NICSD shall establish its master schedule
based on NED’s Master Engineering Schedule. NICSD shall provide its schedule to NED
with the NICSD VVP (See section 5.2).

4.3 Software Integrity Level Scheme

The software integrity level (SIL) scheme shall be determined based on Table A-1 of
AS-200A129 Digital System Development Procedure (Reference 2.4.6), which is considered
to be equivalent to the Appendix B of IEEE Std 1012 (Reference 2.3.1).

The SIL shall be 4 for the PRM safety software and 3 for the PRM non-safety software as
documented in the Appendix A of the SQAP. Note that all the V&V activities defined in
section 5 shall be applied for both SIL-3 and SIL-4 PRM software.

4.4 Resource Summary

The Senior Manager of ICDD of NED shall assign appropriate persons for the V&V team to
perform the NED V&V activities. The V&V team members shall meet the following
restrictions:

e Be indepen(ient of the design activities in schedule, cost, and resource.
¢ Be technically qualified for the work performed.

NICSD shall assign appropriate persons for the NICSD V&V team to perform the NICSD
V&V activities. NICSD shall state more detail about the resources for activities in the
NICSD VVP. The NICSD V&V team members shall meet the following restrictions:

* Be independent of the design activities in schedule, cost, and resource.
e Be technically qualified for the work performed.

The NICSD Senior Manager or a Group Manager who is independent of the design activities
shall be responsible for the assignment of the NICSD V&V team members.

This VVP includes some special procedural requirements to NICSD. NICSD shall prepare
necessary resources including facilities and tools in order to meet the requirements.

TOSHIBA CORPORATION 12/50
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4.5 Responsibilities

For the NED part of the V&V activities, the responsibilities of the V&V activities are
defined in AS-200A130 Digital System V&V Procedure (Reference 2.4.7) as follows:

The Preparer(s) of documentation of V&V activities must:

e Be in the V&V team which is independent of the Engineering/Design Group
that has responsibility for the software development activities, with separate
cost, schedule and resources.

¢ Not have contributed to the design.

e Be technically qualified for the work performed.

The Independent Reviewer of documentation of V&V activities must:

o Be in the V&V team which is independent of the Engineering/Design Group
that has responsibility for the software development activities, with separate
cost, schedule and resources.

e Not have contributed to the design.

Be independent of the Preparer of the V&V Activity Output Document (that is,
the Independent Reviewer must not have collaborated on the preparation of the
document).

e Betechnically qualified for the work being reviewed.

The independent review of documentation of V&V acfivities, as well as design
documentation, shall be performed by V&V personnel. As shown in Figure 4-1 the V&V
personnel are independent of the Monitoring System Engineering Group.

All safety related development documents must also be approved in writing prior to use.
The Approver is usually the Group Manager.

For the Preparer, the Independent Reviewer, and the Approver for specific documents, Table
3 of ICDD P-101 (Reference 2.4.13) shall be applied.

For the NICSD part of the V&V, NICSD shall assign NICSD V&V team for the NICSD
V&V activities. The responsibilities of the Preparer, the Independent Reviewer, and the
Approver of NICSD must be equivalent to those of NED stated above.

The NICSD V&YV team shall be responsible for the following activities:
e Establishing the NICSD VVP
¢ Independent review of design documents
e Reviewing the Requirements Traceability Matrix (RTM) that is prepared based
on the concept phase RTM, which is to be received from NED.
e Issuing the NICSD V&V report (VVR) at the end of each V&V phase.

The NICSD V&YV team shall submit the NICSD VVP and NICSD VVRs to the NED V&V
team without delay. The NED V&V team reviews those documents to determine whether
they are acceptable for NED. If those documents are not acceptable, the NED V&V team

TOSHIBA CORPORATION 13/50
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shall prepare Nonconformance Notice Report (NNR) in accordance with the SQAP
(Reference 2.4.15).

NED V&YV personnel may also perform witness activities on the works of NED and NICSD
design engineers to verify that they are working in compliance with applicable internal
standards. For NICSD design engineers, they are required to work in accordance with the
special provisions from NED, especially provisions to avoid security risks. Results of
these reviews if necessary, shall be documented in NED’s VVR for each phase..

4.6 Tools, Techniques, and Methodologies

For tools, techniques, and methodologies, refer to Section 9 of the SQAP. The following is
additional information about the tools that NICSD uses for its V&V activities:

1. Synplify Tool
The Synplify tool synthesizes logic from VHDL source codes and produces Netlists.
As by-products of logic synthesizing, Synplify performs syntactic check of the
VHDL source codes and adequacy check of the synthesized logic.

2. Netlist Viewer tool
The Netlist Viewer tool depicts the logic block diagrams according to the Netlists.
The Netlist Viewer tool is used to inspect the Netlist to ensure the correct
conversion of the logic, i.e. ensure that functional elements (FEs) are correctly
connected in the Netlists. The Netlist Viewer tool is integrated as a function in the
Actel Libero tool, which is an FPGA development package. (See 5.5.2)

3. Designer tool
The Designer tool is a layout tool. It converts gate-level Netlists into a Fuse Map
file. To generate the Fuse Map file, the Designer tool determines which cells in an
FPGA chip are to be used, and makes connections to obtain the desired circuit
defined by the Netlist. The Designer tool is used to generate the gate-level delay
information.

4. ModelSim tool ,
ModelSim tool is used for simulation of an FPGA using the gate-level Netlists and
gate-level delay information generated by Designer tool, for generation of test
signals for the PinPort device to test FPGAs, and for measurement of the toggle
coverage rate for given test vectors.

5. Silicon Sculptor tool

Silicon Sculptor tool embeds Fuse Maps generated by the Designer tool on the
FPGA chips.

6. PinPort device
The PinPort device has a small computer system interface (SCSI), which is
connected by an SCSI cable to a personal computer containing the ModelSim tool.

TOSHIBA CORPORATION 14/50
Nuclear Energy Systems & Services Division



FPG-PLN-C51-0006 Rev.5

For each test, the ModelSim tool generates inputs to, and monitors outputs from, the
FPGA chip. For this testing, the FPGA chip is mounted in a socket in the PinPort
device.

NICSD shall use these tools in accordance with NICSD procedure D-68020 (Reference
2.4.23). In addition, NICSD shall prepare an appropriate procedure meeting the
requirements in section 3.2.3 of SQAP, in particular personnel training to use the tools.
The procedure can be prepared as a part of the NICSD VVP.

NICSD may use test equipment for the validation testing of Units/Modules. This
equipment includes a signal generator and a data recorder. The signal generator generates
inputs to the Units/Modules, while the data recorder records outputs from the Units/Modules.
To control the signal generator and the data recorder, test equipment software may be used.

To develop new test equipment software, or use legacy software, NICSD shall follow the
SQAP including the requirements for configuration management, and D-68020. NICSD
shall explain the V&V activities associated with the use of their tools in the NICSD VVP.

NED shall assess the controls of the tools and test equipment software as a V&V activity.
See section 5.5.6, 5.6.4, and 5.7.4.

For system validation testing, NED may use test equipment software similar to that used for
Unit/Module testing. To develop new equipment software, or use legacy software, NED
shall follow the SQAP including the requirements for configuration management.
Specifically:

e For newly developed test equipment software, NED shall follow the life cycle
approach in accordance with AS-200A128 through AS-200A132. The SIL shall be
2 for the software, and the scope and rigor of V&V for the software are determined
in accordance with SIL 2. The developed software shall be controlled under the
configuration management requirements of section 10 of the SQAP.

e For legacy test equipment software, NED shall perform the following activities for
the software: :

— Define the Test Equipment software functions required in the project.

— Establish the equipment software acceptance criteria.

— Establish the procedure to use the equipment software. This procedure includes
the methods to record errors in accordance with the configuration management
process.

— Perform hazard analysis to ensure that the software causes no harm to the
product.

— Train the personnel to use the test equipment software.

Section 5.5 of SQAP defines the metrics that should be maintained for each
NRW-FPGA-Based PRM system.

TOSHIBA CORPORATION 15/50
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5 Verification and Validation Activities for This Project
(1) Management of V&V

IEEE Std 1012 (Reference 2.3.1) defines tasks for the management of V&V. Table 5-1
shows the corresponding activities in the project.

Table 5-1 V&V Tasks for Management of V&V

Task defined in IEEE Std 1012 Activity in this VVP

1) Software Verification and Establishment of this VVP

Validation Plan (SVVP) Generation

2) Baseline Change Assessment The configuration management activities in section 5.10 covers
the requirements of the Baseline Change Assessment

3) Management Review of V&V V&V personnel shall review the V&V efforts at the end of each

V&V phase, and summarize the results in the VVR.

4) Management and Technical Review | V&V personnel shall attend the design review meetings, which
Support is prescribed in AS-200A005 (Reference 2.4.2), for
management and technical support, if necessary.

5) Interface With Organizational and | V&V personnel shall attend the project meeting to coordinate
Supporting Processes V&V effort with organizational and supporting processes.

(2) V&V Phases

Required V&V activities for the NWR-FPGA-Based development are defined in
AS-200A130 “Digital System Verification & Validation Procedure” (Reference 2.4.7).

ICDD P-101 (Reference 2.4.13) describes how the requirements of the AS-200A128
(Reference 2.4.5) through AS-200A132 (Reference 2.4.9) are to be implemented in the
development and procurement of FPGA-based systems from NICSD.

P-101 decomposes the V&V phases in AS-200A130 to the following, as shown in Figure
5-1: .

(1) Project Planning and Concept Definition phase
(2) Requirements Definition phase

(3) Design phase

(4) Implementation and Integration phase

(5) Unit/Module Validation Testing phase

(6) System Validation Testing phase

(7) Operation and Maintenance (O&M) phase.

TOSHIBA CORPORATION 16/50
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Project Planning and Requirements Design Phase Impl ion & Unit/Modul, System Validation Operation and
Concept Definition Definition Phase Integration Phase Validation Testing Testing Phase Maintenance
Phase Phase Phase

NNICSD Activities [ Per NICSD ISO Procedufes, with Special Requirements)

. NED Activities
D NICSD Activities

Figure 5-1 Process for Development and Procurement of FPGA-based systems

In addition, P-101 prescribes which parts NED shall perform and which parts NICSD shall
perform. Further information for V&V activities for each phase is described in the
following sections. In this project, the O&M phase is considered to correspond to the
qualification testing phase. Note that the scope of this VVP does not include the O&M
phase.

The following sections, V&V inputs and outputs are defined for each V&V phase. The
source and format of the inputs and outputs are defined in relevant NED and NICSD
standards.

5.1 Project Planning and Concept Definition Phase

NED V&V personnel shall perform all Project Planning and Concept Definition Phase
(Concept Phase) V&V activities.

V&V Inputs:
(1) ERS (Review Document) (Reference 2.4.16)
(2) SQAP (Review Document) (Reference 2.4.15)
(3) Preliminary Hazard Analysis (PHA) Report (Review Document)
(Reference 2.4.18)
V&V Outputs:
(1) VVP (This document)
(2) Document Review Reports
(3) Project Planning and Concept Definition Phase RTM
(4) Project Planning and Concept Definition Phase VVR
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5.1.1  Preparation of VVP .

NED V&V personnel shall prepare NED VVP in accordance with AS-200A 130 and the
SQAP.

5.1.2  Document Reviews
NED V&V personnel shall perform an independent review of the following documents for
completeness, correctness, consistency, and accuracy:
SQAP, including the Project Specific Configuration Management Plan.
Equipment Requirement Specification (ERS)
Preliminary Hazard Analysis Report (PHA)
VVP (This document)
Concept Phase RTM
Concept Phase VVR

Note that the section 6 of the SQAP states the reviews for the ERS and VVP, and Appendix
A of the SQAP defines the SIL applied to the PRM Systems.

All documents listed above will be independently reviewed. Document review is a method
of verification to assure that the design output is correct and satisfactory by addressing that,
the design inputs were correctly incorporated into the design, and the design output is
reasonable compared to the design input.  If the document includes design, the review shall
be performed in accordance with AS-200A002 (Reference 2.4.1), the review result shall be
documented on the Design Verification Report (DVR), and when applicable the Verification
Follow Sheet (VFS) shall be used for identification of comments and following up the
comments to close. Otherwise they may be documented using the DRS that is the exhibit
of P-101.

For the review of the RTM, the Independent Reviewer shall review to ensure all entries
made contain sufficient detail, complete and unambiguous.

5.1.3  Project Planning and Concept Definition Phase RTM effort

(1) Preparation of the RTM

NED design engineer shall prepare the Project Planning and Concept Definition Phase RTM,
to track implementation of requirements.

The requirements shall be taken from the input documents of the Project Planning and
Concept Definition, which are listed as “input” at the beginning of this section.

All the requirements entered in the RTM shall be collected and compiled by the RTM
Preparers. The entries in the RTM should be limited to requirements which are verifiable
(testable or measurable) but must completely cover all the functionality of the product under
development.

The Preparer shall summarize any open items revealed by the RTM effort. The Design
/Engineering Group must resolve these items to the satisfaction of the RTM Preparer and the
Reviewer.
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(2) Compilation of the Project Planning and Concept Definition Phase RTM report

NED design engineer shall prepare and release the Project Planning and Concept Definition
Phase RTM report for internal use, with a summary of open items revealed by the RTM
effort.

5.1.4 Concept Phase VVR
NED V&V personnel shall produce this VVR including:
(1) References to the reviewed documents.
(2) References to the DVRs.
(3) References to the Concept Phase RTM.
(4) Any findings, recommendations, or suggestions to reduce any risks identified in
the V&V activities.

5.2 Establishment of NICSD V&V Plan'

The NICSD V&YV team shall establish its own VVP conforming to the NED VVP (this
document) and submit the NICSD VVP to the NED V&V team. The NED V&V personnel
shall review the NICSD VVP to assure that the NICSD VVP meets the requirements of the
NED VVP. The review shall be performed in accordance with Section 6.4 of the SQAP,
and recorded in a Vendor generated Document Check List (VDCL) in accordance with
AS-200A010 (Reference 2.4.3). The NED V&V Team shall notify NICSD in writing
about the results of this review and whether the NICSD VVP is acceptable. The Group
Manger of the Monitoring System Engineering Group shall approve the NICSD VVP based
on the review.

The NICSD VVP may be written in Japanese.

5.3 Requirements Definition Phase

NICSD shall perform the Requirements Definition Phase (Requirements Phase) V&V
activities in accordance with the NICSD VVP. In addition, NED V&V personnel will
perform the independent review of the updated PHA, and prepare an NED Requirement
Phase VVR. This section states the minimum requirements for the NICSD VVP, which
shall specify the details of the NICSD V&V activities.

V&V Inputs:
(1) ERS (Base Document) .
(2) Project Planning and Concept Definition Phase RTM (Base Document)
(3) Unit/Module Design Specifications (Review Document)
(4) PHA Report (Review Document)
V&V Outputs:
(1) Document Review Reports (by NICSD and NED)
(2) Requirements Definition Phase RTM (by NICSD)
(3) NICSD Requirements Phase VVR (by NICSD)
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(4) Requirements Phase VVR (by NED)

5.3.1 Document Reviews

The NICSD V&YV team shall perform the following independent reviews:

Review of the Software Requirements Specification (SRS) included in the Unit Design
Specifications and Module Design Specifications, for completeness, correctness, consistency,
and accuracy. The review includes a check that the requirements are unambiguous, testable
or observable, and that the requirements provide acceptance criteria or acceptable ranges of
values. The functional requirements, interface requirements and functional allocation
written in the SRS shall be reviewed.

The reviewers shall document results of the review in accordance with NICSD D-68016
(Reference 2.4.19).

The NED V&V personnel shall independently review the Requirements Definition Phase
PHA, and document the results of the review in accordance with AS-200A002.

5.3.2  Requirements Definition Phase RTM effort

(1) Preparation of Requirements Phase RTM
NICSD design engineer shall generate the Requirement Definition Phase RTM to trace the

requirements collected during the Concept Phase RTM effort to the requirements in the
Unit/Module Design Specifications.

The NICSD V&YV team shall independently review this RTM, and verify the following:

e The requirements are traceable “forwards” from the base requirements (from the
Concept Phase RTM) to the SRS; that is, that all the requirements from the Concept
Phase appropriately correspond to the functions described in the Unit/Module
Design Specifications. In addition, the SIL requirements from the Concept Phase
are addressed in the SRS.

It should be noted that since NED prepares the ERS based on the vendor package,
the requirements in the Concept Phase RTM should be consistent with those in the
SRS.

o The requirements are traceable “backwards” from the SRS to the Concept Phase.
That is, all the requirements listed in the SRS are covered by the Concept Phase
requirements, and no new requirements have been created in the Unit/Module
Design Specification.

The NICSD Design Group and V&V team shall report any open items or nonconformance
items revealed by the Requirements Definition Phase RTM effort.

The NICSD VVP shall specify the method to track the completion of open items.

(2) Compilation of the Requirements Definition Phase RTM report
NICSD shall compile the Requirements Definition Phase RTM report. The RTM report
must include the RTM, how each requirement is addressed in the Unit/Module Design
Specifications, the open items, and any resolutions to the open items.
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5.3.3  Issuance of the Requirements Definition Phase V&V Report

The NICSD V&V team shall issue the NICSD Requirements Definition Phase VVR. The
report includes: .

(1) Copies of or references to Document Reviews.

(2) Reference to the Requirements Definition Phase RTM

(3) Any findings, recommendations, or suggestions to reduce risks identified in the
V&V activities.

NED V&V personnel shall establish the Requirements Definition Phase VVR based on the
NICSD VVR. The report includes any findings, recommendations, or suggestions to
mitigate any V&V risks in this phase. The NICSD VVR shall be attached to the NED
VVR.

5.4 Design Phase

In the design phase, NICSD produces the FPGA Design Specifications including the
Software Design Description (SDD) for each FPGA. Because FPGAs are independent
from each other, most of the activities in this phase and the implementation phase can be
performed independently.

NICSD shall perform the Design Phase V&V in accordance with the NICSD VVP. In
addition, NED V&V personnel will perform the independent review of the updated PHA,
and prepare an NED Design Phase VVR. This section states the minimum requirements
for the NICSD VVP, which shall specify the details of the NICSD V&V activities.

It should be noted that the logic design is made using FEs and interconnects between FEs.
All the FEs used in design are registered in the FE library through the life-cycle activities
defined in the NICSD procedure D-68018 (Reference 2.4.21).

V&V Inputs:
(1) Unit/Module Design Specifications (Base Document)
(2) Requirements Definition Phase RTM (Base Document)
(3) FPGA Design Specification (Review Document)
(4) PHA Report (Review Document) (Reference 2.4.18)
V&V Outputs:
(1) Document Review Reports (by NICSD and NED)
(2) Design Phase RTM (by NICSD)
(3) NICSD Design Phase VVR (by NICSD)
(4) Design Phase VVR (by NED)

Note: NICSD V&V activities for FEs are described separately in Section 5.8.
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54.1 Document Reviews :

The NICSD V&V team shall perform an independent review of the SDD included in the
FPGA Design Specifications for completeness, correctness, consistency, and accuracy. The
FPGA design shall comply with the design rules of FPGA logic in Appendix A of NICSD
procedure D-68017 (Reference 2.4.20). The special instruction to be applied in the review
is that the logic of FPGA shall be constructed of previously tested FEs, and the interface to
each FE shall be consistent with that specified in FE specifications.

The review includes the check of FE documents. (See section 5.8.)
The reviewers shall document results of the review in accordance with NICSD D-68016.

The NED V&V personnel shall independently review the Design Phase PHA, and document
the results of the review in accordance with AS-200A002.

5.4.2  Design Phase RTM effort

(1) Preparation of Design Phase RTM

NICSD shall perform the Design Phase RTM effort to trace the design as documented in the
FPGA Design Specifications to the Requirements Phase RTM effort.

The NICSD V&V team shall independently review this RTM, and verify the following:

e The requirements are traceable “forwards” from the base requirements in the
Requirements Phase to the FPGA Design Specifications; that is, each FPGA in the
FPGA Design Specifications addresses the functions and interfaces of the FPGA
requirements described in the Module Design Specifications. In addition, the SIL
requirements from the Requirements Phase are addressed in the FPGA Design
Specifications.

o The requirements are traceable “backwards” from the FPGA Design Specifications
to the Requirements Phase.

The NICSD Design Group and V&V team shall report any open items revealed by the
Design Phase RTM effort. The report shall be issued in accordance with the official
document procedure of NICSD. The Design Group must resolve these items to the
satisfaction of the RTM Preparer and the Reviewer. Any open items not resolved during
this phase must be carried to the next phase.

The NICSD VVP shall specify the method to track the completion of open items.

(2) Compilation of the Design Phase RTM report

NICSD shall compile the Design Phase RTM report. The Design Phase RTM report must
include the RTM, how each requirement is addressed in the FPGA Design Specifications,
the open items, and any resolutions to the open items.

5.4.3  Issuance of Design Phase V&V Activities Report
NICSD shall issue the NICSD Design Phase VVR. The report includes:
(1) Copies of or references to Document Reviews.
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(2) Copies of or references to the results of the checks of the FE document, the FE
library control, and the software tool control. (See 5.8)

(3) Reference to the Design Phase RTM.

(4) Any findings, recommendations, or suggestions to reduce any risks identified in the
V&V activities.

NED V&V personnel shall éstablish the NED Design Phase VVR based on the NICSD
VVR. The report includes any findings, recommendations, or suggestions to mitigate any
V&YV risks in this phase. The NICSD VVR shall be attached to the NED VVR.

5.5 Implementation and Integration Phase

NICSD shall perform the Implementation and Integration Phase (Implementation Phase)
V&V in accordance with the NICSD VVP. In addition, NED V&V personnel will perform
the independent review of the updated PHA, and prepare an NED Implementation Phase
VVR. This section includes the minimum requirements for the NICSD VVP, which will
specify the details of the NICSD V&V activities.

The development activities in the implementation and integration phase are divided into the
following steps as illustrated in P-101.

Step (1): VHDL Source Coding

Step (2): FPGA Implementation

Step (3): FPGA Validation

In step (1), NICSD design engineers generate VHDL source codes implementing the
functional requirements from the SDD using editor tools. In the coding, verified functional
elements (FEs) are used to implement specific logic steps. Although editor tools are
software, errors in the editor tools are likely to be obvious to the NICSD design engineers.

In step (2), the VHDL source codes are compiled into gate-level Netlists by the Synplify tool.
To verify that the gate-level Netlists are correctly converted, the Netlists are drawn in logic
diagrams, and visually compared with the VHDL source codes. The gate-level Netlists are
converted to Fuse Maps by the Actel Designer tool, then the NICSD design engineers embed
the Fuse Maps into FPGA chips by the Silicon Sculptor tool. Test vectors used in step (3)
and FPGA Validation test procedures are prepared in this step. The test vectors shall be
prepared so that every operative connection between FEs is tested. More detailed
explanation is described in section 5.5.2.

Note that “FPGA Validation test procedure” is equivalent to “FPGA Test Procedure” in
NICSD procedure D-68017. Similarly, “FPGA Validation test report” is equivalent to
“FPGA Test Report” in NICSD procedure D-68017.

In step (3), the NICSD design engineers test the FPGA chips with embedded Fuse Maps
using the PinPort device and ModelSim tool. The ModelSim tool generates inputs to the
FPGAs according to the test vectors, which are generated prior to the FPGA validation
testing.

TOSHIBA CORPORATION 23/50
Nuclear Energy Systems & Services Division



FPG-PLN-C51-0006 Rev.5

For steps (2) and (3), software tools are used where the results of software tool errors may
not be obvious to the NICSD design engineers. So, the verification and testing are
carefully considered.

The V&V in this phase includes activities (discussed below) to mitigate software tool errors,
such as incorrect compilation of VHDL source codes, incorrect gate assignment, or faulty
connections between FEs. )

V&V Inputs:
(1) FPGA Design Specifications (Base Document)
(2) Design Phase RTM (Base Document)
(3) FPGA Source Code written in VHDL language (Review Document)
(4) Log files produced by software tools (Review Document)
(5) FPGA validation test procedure (Review Document)
(6) FPGA validation test reports (Review Document)
(7) Software Baseline (Review Document)
(8) PHA Report (Review Document)
V&V Outputs:
(1) Document Review Reports (by NICSD and NED)
(2) Implementation Phase RTM (by NICSD)
(3) NICSD Implementation Phase VVR (by NICSD)
(4) Implementation Phase VVR (by NED)

5.5.1 VHDL Source Codes
The NICSD V&V team shall review the VHDL source codes for FPGA logics with the depth
and intensity commensurate with the SIL of the source codes.
The review includes:
e Tracing the source code to the FPGA design specifications to verify correctness,
consistency, completeness, and accuracy.
¢ Reviewing the source code for compliance with the design rules of FPGA logic in
Appendix A of NICSD procedure D-68017.
In particular, the logic for the safety system FPGA must consist of combinations of the FEs.
The review shall check to ensure that the interfaces between FEs are correct.

5.5.2 Logic Synthesis and Layout Verification
The NICSD design engineers use the Synplify tool to compile a VHDL source code to
gate-level Netlists. A Netlist is stored in an EDIF (Electronic Design Interchange Format)
file.

The Netlist Viewer tool integrated in the Actel Libero tool depicts logic diagrams according
to the Netlist. The NICSD design engineers compare the original VHDL files with the
logic diagrams to verify the correctness of the compilation. In the comparison, checks
shall be made for the block connections and the FE interfaces. Note that FEs are seen as
elementary logic blocks on the logic diagrams.
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Since VHDL source codes implement logics using FEs, the Netlist includes “calls” for the
FEs. The Designer tool integrates the Netlist file and the FE Netlists withdrawn from the
FE library into a single Fuse Map

The NICSD V&V team shall perform the verification, which includes:

(1) Checking the message files produced by Synplify tool and Designer tool, to
confirm that the logic synthesis and layout are performed normally. The
software tool options and tool warning messages shall be checked.

(2) Review the results of comparison between the logic block diagrams and VHDL
files.

The NICSD VVP shall state the method to be used in performing the verification.

5.5.3 FPGA validation testing
FPGA validation testing shall be performed in accordance with NICSD procedure D-68017,
using test purpose FPGAs that are prepared in the same manner as those FPGAs to be
implemented in the modules.

The design engineers who perform FPGA testing shall prepare Problem Reporting Sheets
(PRS) in accordance with NICSD procedure D-68017, to document any test failures, any
product or configuration nonconformance, or any errors in the test procedure itself. The
PRS shall be resolved by modifying design documentation, logic, or testing plans and
procedures as necessary, revising all previous materials and performing reviews as necessary
to incorporate the changes. NICSD shall document the amount of retest required for these
changes, and shall perform retests as needed to resolve all PRSs.

5.5.4 Document Reviews
The NICSD V&V team shall perform an independent review of the following items:

(1) FPGA validation test procedures

Review the FPGA validation test procedures prepared by the NICSD Design Group for
completeness, correctness, consistency, and accuracy. The FPGA Validation tests shall
achieve 100% toggle coverage of the active FE connections using the toggle coverage
scheme provided by the ModelSim tool.

The FPGA Validation tests shall be performed to assure that every operative connection
between FEs is toggled. Note that not all connections in a FPGA can be toggled, because
some connections are connected to ground level or power level directly.

NICSD shall evaluate the test coverage ratio, i.e. the number of toggled connections in the
test to the number of operative connections, and confirm that the ratio achieves 100%.

In addition, experience has shown that 100% toggle testing may not fully test all
connections between FEs. For example, in testing an OR gate that inputs signal A and B,
and outputs signal X, toggling the signal A while the signal B is set to “1” has no meaning,
since the signal X keeps “1” regardless of the signal A value. NICSD design engineers
shall review the circuit performance using the Netlist Viewer tool to determine if additional
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tests are needed to check all connections. When needed, these additional tests are added to
the test vector. The final test vector is fully verified to assure the completeness of the logic
of the FPGA circuit design.

(2) FPGA validation test reports
After NICSD design engineers (who are independent of the design engineers of the FPGA
product being tested as required by D-68016) will perform these tests, the NICSD V&V
Team shall reviews the FPGA validation test reports to verify:

¢  The tests have been appropriately performed according to the test procedures.

¢ There are sufficient tests records, including the findings during the validation

testing
e The tests results are acceptable.
o Ifabove issues are not satisfied, the test shall be performed again.

(3) Software Baseline

The NICSD design engineers shall establish the Software Baseline after FPGA Validation
Testing is finished. The NICSD V&V Team shall review the Software Baseline to confirm
that the items required by the NICSD procedure D-68019 (Reference 2.4.22) have been
appropriately established.

(4) Implementation Phase PHA
The NED V&V personnel] shall independently review the Implementation Phase PHA, and
document the results of the review in accordance with AS-200A002.

5.5.5 Implementation Phase RTM effort

(1) Preparation of Implementation Phase RTM

NICSD shall perform the Implementation Phase RTM effort to trace the FPGA validation
test procedures to the preceding phases of the RTM effort.

The NICSD V&V team shall independently review this RTM, and verify the following:
¢ The requirements are traceable “forwards” from the base requirements to the FPGA;
that is, that all the requirements in the Design Phase are correctly addressed in the
FPGA validation test cases and the test results are acceptable.
o The requirements are traceable “backwards” from the FPGA validation procedures
to the Design Phase.

(2) Compilation of the Implementation Phase RTM Report

e The Implementation Phase RTM report must include the RTM, how each
requirement is addressed in the FPGA validation test procedures, the open items,
and any resolutions to the open items.

5.5.6  Assessment of Software tools

NED V&YV personnel shall assess the NICSD control of the software tools used in the design
and V&YV activities.
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NED V&YV personnel shall review NICSD’s records for software tool control to ensure:

o  FPGAs used for the project are manufactured using the correct tool versions.
e NICSD is controlling the software tools in accordance with procedures that NED
has reviewed and approved.

NED may also perform in-process audits and witness activities to verify that NICSD is
working in compliance with these controls and procedures. Results of these reviews, and
audits if necessary, shall be documented in NED’s VVR for this phase.

5.5.7 Issuance of Implementation Phase V&V Report
NICSD shall issue the NICSD Implementation Phase VVR. The report includes:

(1) Copies of or references to Document Reviews.

(2) Copies of or references to the source code reviews.

(3) Copies of or references to the software tools message file checks

(4) Copies of or references to the logic block diagram checks

(5) Reference to the Implementation Phase RTM

(6) Any findings, recommendations, or suggestions to reduce risks identified in the
V&V activities.

NED V&V personnel shall establish the Implementation Phase VVR based on the NICSD
VVR. The report includes any findings, recommendations, or suggestions to mitigate any
V&V risks in this phase. The NICSD VVR shall be attached to the NED VVR.

5.6 Unit/Module Validation Testing Phase

After the FPGA testing has finished, the validated FPGA logics are embedded into new
FPGAs, which are soldered on the printed circuit boards. Finally, the printed circuit boards
are assembled as the modules. NICSD shall perform Unit/Module Validation Testing
Phase V&V in accordance with the NICSD VVP. In addition, NED V&V personnel will
perform the independent review of the updated PHA, and prepare an NED Unit/Module
Validation Testing Phase VVR. This section states the minimum requirements for the
NICSD VVP, which will specify the details of the NICSD V&V activities.

V&V Inputs:
(1) Module validation test procedures (Review Document, Base Document)
(2) Unit validation test procedures (Review Document, Base Document)
(3) Module validation test reports (Review Document)
(4) Unit validation test reports (Review Document)
(5) User Documentation for Unit and Module (Review Document)
(6) Requirements Phase RTM (Base Document)
(7) PHA Report (Review Document)
V&V Outputs:
(1) Document Review Reports (by NICSD and NED)
(2) Unit/Module Validation RTM (by NICSD)
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(3) NICSD Unit/Module Validation Testing Phase VVR (by NICSD)
(4) Unit/Module Validation Testing Phase VVR (by NED) B

5.6.1  Unit and Module validation testing

(1) NICSD shall perform the Module validation testing and Unit validation testing by
personnel who are independent of the Design Group. The tests shall be performed
following the Module validation: test procedures and Unit validation test procedures
respectively. NICSD shall establish these test procedures prior to the testing.

(2) NICSD shall prepare Problem Reporting Sheets (PRS) in accordance with NICSD
procedure D-68016 (Reference 2.4.19), to document any test failures, any product or
configuration nonconformance, or any errors in the validation test procedure itself. The
NICSD Test Group shall forward the PRS to the NICSD Design Group for resolution. The
PRS shall be resolved by modifying design documentation, logic, or testing plans and
procedures as necessary, revising all previous materials and performing reviews as necessary
to incorporate the changes. NICSD shall document the amount of retest required for these
changes, and shall perform retests as needed to resolve all PRSs.

5.6.2 Document Reviews

(1) Module validation test procedures
The NICSD V&V team shall review the Module validation test procedures prepared by the
NICSD design engineers for completeness, correctness, consistency, and accuracy.

(2) Unit validation test procedures
The NICSD V&V team shall review the Unit validation test procedures prepared by the
NICSD design engineers for completeness, correctness, consistency, and accuracy.

(3) Module validation test reports _
The NICSD design engineers shall prepare the Module validation test reports including the
signed validation test procedures, and any PRSs written as results of the testing. The
NICSD V&V personnel shall perform an independent review of the Module validation test
reports. The validation test reports shall be prepared and reviewed in accordance with
NICSD procedure D-68016. In this review, the Module validation test procedures are
considered to be base documents.

(4) Unit validation test reports ’

The NICSD design engineers shall prepare the Unit validation test reports including the
signed validation test procedures, and any PRSs written as results of the testing. The
NICSD V&V personnel shall perform an independent review of the Module validation test
reports and the Unit validation test reports. The validation test reports shall be prepared and
reviewed in accordance with NICSD procedure D-68016. In this review, the Unit
validation test procedures are considered to be base documents.

(5) User Documentation for Unit and Module

The NICSD design engineers shall prepare the Unit and Module user documentation, which
includes the contents stated in Section 4.1.6 of SQAP at minimum. The NICSD V&V
personnel shall perform an independent review of the user documentation.
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(6) Unit/Module Validation Testing Phase PHA
The NED V&V personnel shall independently review the Unit/Module Validation Testing
Phase PHA, and document the results of the review in accordance with AS-200A002.

5.6.3  Unit/Module Validation Phase RTM effort

(1) Preparation of Unit/Module Validation Phase RTM

NICSD shall perform Unit/Module Validation Phase RTM effort to trace the requirements
from Requirements Phase RTM, and report any open items revealed by this RTM effort.

The NICSD Design Group must resolve these items to the satisfaction of the RTM Preparer
and the Reviewer. NICSD must resolve all open items before the end of Unit/Module
Validation Testing Phase. NICSD and NED shall confirm that the validation tests
comprehensively validate all the entries in the RTM from the Requirements Phase.

(2) Compilation of the Unit/Module Validation Phase RTM report
The NICSD V&V team shall compile the Unit/Module Validation Phase RTM report

5.6.4  Assessment of Test Equipment Software

NED V&V personnel shall assess the NICSD control of the test equipment software, if used
in the Unit/Module Validation Testing.

NED V&V personnel shall review NICSD’s records for test equipment software control to
ensure:

o Test equipment software used for the project tests is prepared in accordance with
procedures that NED V&V personnel have reviewed and approved.

e NICSD is controlling the software tools in accordance with NICSD procedure
D-67003 (Reference 2.4.24).

NED may also perform in-process audits and witness activities to verify that NICSD is
working in compliance with these controls and procedures. Results of these reviews, and
audits if necessary, shall be documented in NED’s VVR for this phase.

5.6.5 Issuance of the Unit/Module VVR
The NICSD V&V team shall establish the NICSD Unit/Module VVR.  The report includes:

(1) A description of how the V&V activities were completed.

(2) A description of how adherence to each software life cycle requirements and
system requirements were demonstrated,

(3) Copies of or reference to the NICSD VVRs issued for requirements phase
through implementation phase.

(4) References to the independent reviews of the unit and module hardware review.

(See 5.9)
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(5) Copies of or references to Unit/Module Validation Test Reports, including the
configuration of the test specimen.
(6) Reference to the Unit/Module Validation Phase RTM.

Approval of this phase VVR confirms that all required reviews and testing were performed
completely and that no unresolved anomalies (PRSs) or issues remain.

NED V&V personnel shall establish the Unit/Module Verification and Validation Final
report based on the NICSD VVR, when the NICSD VVR is acceptable to NED. The report
includes any findings, recommendations, or suggestions on using the NICSD Unit/Module
VVR. . NICSD and NED shall confirm that the validation tests comprehensively validate all
the entries in the RTM from Requirements Phase.

5.7 System Validation Testing Phase

NED V&V personnel shall perform the System Validation Testing Phase V&V activities.
V&V Inputs: :
(1) ERS (Base Document)
(2) System Validation test procedure (Review Document)
(3) System Validation test report (Review Document)
(4) System Validation Testing Phase RTM (Review Document)
(5) Concept Phase RTM (Base Document)
(6) Hazard Analysis Report (Review Document)
V&V Outputs:
"~ (1) Document Review Reports (by NED)
(2) System Validation Testing Phase RTM (by NED)
(3) System Verification and Validation Final report (by NED)

5.7.1  System Validation Testing
(1) - NED PQA (see Figure 4-1) shall perform the system validation testing.
(2) NED PQA shall prepare nonconformance notice reports (NNRs) to document any test
failures, any product or configuration nonconformance, or any errors in the validation test
procedure itself. NED PQA shall forward the NNRs to the Design Group for resolution,
and perform retests as needed to resolve all NNRs.
See sections 5.7.2 through 5.7.5 for NED V&V activities.

572  Document Reviews

NED V&V personnel shall review the system validation testing procedures (which are
prepared by NED design engineers) and the System Validation Test Reports (which are
prepared by NED design engineers), and any NNRs written as a result of the testing.

The NED V&V personnel shall independently review the final hazard analysis report, and
document the results of the review in accordance with AS-200A002.
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5.7.3  System Validation Testing Phase RTM effort

(1) Preparation of System Validation Testing Phase RTM

NED V&V personnel shall perform the System Validation Testing Phase RTM effort to trace
the requirements from Concept Phase RTM for the System. NED shall confirm that the
validation tests comprehensively validate all the entries in the Concept Phase RTM.

(2) Compilation of the Final RTM report

The NED design engineers prepare the Final RTM report. The Final RTM report must
include the RTM, how each requirement is addressed in the test results, and resolutions to all
open items. The Final RTM shall be reviewed by NED V&V personnel, and approved by the
Group Manager of the Monitoring System Engineering Group.

5.7.4  Assessment of Test Equipment Software
NED may use Test Equipment Software for the System Validation Testing. In that case,
NED test personnel shall use the software in accordance with the requirements for test
equipment software in section 4.6.

NED V&V personnel shall review the records for test equipment software control to ensure:

e Test Equipment Software used for the tests is prepared in accordance with the SQAP
and section 4.6.

o  The test equipment software is controlled using Master Configuration List (MCL) in
accordance with AS-200A131.

If NED PQA uses the test equipment software that NICSD developed for Unit/Module
testing for system testing, the test equipment software shall be considered as legacy software
discussed in section 4.6.

5.7.5 Issuance of the final VVR
The NED V&V Team shall prepare, review and approve the Verification and Validation
Final report. The report includes:
e Adescription of how the V&V activities were completed,
e A description of how adherence to each software and system requirement was
demonstrated,
¢ System configuration tested,
e  Version data for all test equipment software used in the testing.
Approval of the final VVR confirms that all required reviews and testing are performed
completely and that no unresolved anomalies or issues remain.

5.8 Functional Element V&V

NICSD design engineers control a library of general purpose FEs. For the FEs used in the
FPGAs for the PRM system, V&V effort from the requirements phase through the
implementation phase shall be applied. The depth and intensity of the V&V effort shall be
in accordance with the SIL of the target FPGAs.
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NICSD shall follow NICSD procedure D-68018 (Reference 2.4.21) for NICSD activities
related to the design, V&YV, testing or modification of FEs.

The following is the outline of the procedure prescribed in D-68018:
(1) FE Requirements Definition
The FE Requirements Specification is established to address at a minimum:
¢ FE functional requirements,
e Input/Output Signals,
o Interface/Interaction with other FE

(2) FE Design
The FE Specification (also referred to as a Software Design Document or SDD) is
established. The FE Specification specifically states how all of the requirements
specified in the FE Requirements Specification for this FE will be implemented. The
FE Specification should contain sufficient criteria to support verification testing of the
FE when performing FE testing.

The RTM is prepared to trace the design features in the FE Specification to the
requirements shown in the FE Requirements Specification.

The FE test procedure that documents the following process is prepared:

e Make a VHDL source code which only indicates the connection to I/O pins and
call the FE EDIF File.

e Convert the VHDL source code into an EDIF File with the synthesis tool and
convert the EDIF File into a Fuse map with the layout tool.

e Implement the Fuse-map into the FPGA chip with the implementation tool.
Mount the implemented FPGA chip on the signal test tool.

e Test the FE embedded in the FPGA chip for all possible input patterns to
determine the correctness on the signal test tool.

The RTM is prepared to trace the tests in the FE test procedure to the requirements
shown in the FE Requirements Specification.

(3) FE Coding
The coding of FEs is performed in VHDL. FEs are designed in accordance with the
design rules shown in D-68017 Appendix A.

VHDL source code is translated into FE EDIF File with the logic synthesis tool.

(4) FE Testing
The tests are performed in accordance with the FE Test Procedure, and the Test Report
is produced. "

(5) Final FE Acceptance/Releas.e
The FE is registered into the FE library after the confirmation of the issuance of the
Test Report.
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(6) Maintenance Phase
FE logic modifications are approved, documented, verified and validated, and
controlled.

Above activities corresponds to the FE life cycle phases in SQAP (Reference 2.4.15) as
shown in Table 5-1.

Table 5-2 The Relation between FE Life Cycle Phase and Activities for FE per D-68018

Expected FE Life Cycle Phase in SQAP Activities for FE per D-68018
Requirements Definition Phase | FE Requirements Definition

Design and Implementation Phase FE Design, FE Coding,

Testing Phase FE Testing, Final FE Acceptance/Release
N/A ' Maintenance Phase

NICSD shall perform the following V&V activities in the FPGA/SER project.

5.8.1 Document Check

The NICSD V&V team shall check the following documents to ensure that NICSD
procedure D-68018 is appropriately applied for FEs placed in the FE library and used in the
PRM project:

e FE Requirements Specification

¢ FE Specification

e RTM between the FE Specification and the FE Requirements Specification

e FE test procedure

e RTM between the FE Specification and the FE test procedure

e FE test report

In the check, the NICSD V&V team shall ensure that the full pattern tests have been
appropriately performed for each FE.

The NICSD VVP shall document the procedure for the check. The NED V&V Team shall
review this procedure as part of the review of NICSD’s VVP.

The results of the check shall be documented and included in the Design phase VVR, and
shall be reviewed by NED V&V personnel. See section 5.4.

5.8.2  Check of the FE library control and the software tool control
The NICSD V&V team shall check that appropriate control activities have been performed
as follows:
o The FE library is being controlled in accordance with NICSD procedure D-68019.
o The software tools are being controlled in accordance with NICSD procedure
D-68020 (Reference 2.4.23)
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The results of the check shall be documented and included in the NICSD Design phase VVR,
and shall be reviewed by NED V&V personnel. (See section 5.4)

5.9 Hardware V&V

The NICSD V&V team shall perform the independent review of the unit and module
hardware design in accordance with NICSD procedure D-68016. The results of the review
shall be documented and reported as a part of Unit/Module Validation Testing Phase VVR.

5.10 Configuration Management

SQAP Section 10 describes the Configuration Managemen:c Plan to be used by NED and
NICSD in this project. Required V&V activities throughout the project are as follows:

e The NED V&V Team shall perform V&V activities on the NED MCL throughout
the project life cycle in accordance with the requirements of Procedure AS-200A130.
Specifically, this includes performing an independent review of the software
baseline (when applicable) throughout the project. The NED V&V Team shall
document the results of these activities in the NED VVR for each phase.

e The NICSD V&V Team shall perform V&V activities on the NICSD MCL
throughout the NICSD effort in accordance with NICSD VVP. The NICSD V&V
team shall document the results of NICSD V&V activities in the NICSD VVR for
each phase. The specific activities to be performed by NICSD V&V personnel will
be described in NICSD’s VVP.

o The NED V&V Team shall review the NICSD V&V Team VVR to ensure that
NICSD is performing the appropriate V&V activities for the NICSD MCL. NED
shall document the results of this review in the NED VVR for each life cycle phase.

Note that the Project Specific Configuration Management Plan is contained in the SQAP;
accordingly, independent review of the SQAP adequately completes the AS-200A130 and
AS-200A131 procedure requirement for independent review of the Project Specific
Configuration Management Plan.
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6 Software Verification and Validation Reporting
The NICSD VVP shall state that the reports to be issued by NICSD include the followings:

Problem Reporting Sheet (PRS)

Problem Reporting Sheet shall be prepared to document any test failures, any
. product or configuration nonconformance, or any errors in the test procedure itself

during FPGA and Unit/Module validation testing. See D-68016 (Reference 2.4.19)

and D-68017 (Reference 2.4.20).

NNR

An NNR shall be issued if NICSD finds any problems in documents, equipment, or

activities, for which an NICSD VVR has been already issued. See AS-300A006

(Reference 2.4.10).

RTM Reports for Phases in NICSD’s Scope

RTM Reports shall be prepared to trace the requirements in the previous phase to

the current phase documents.

VVR for each phase

A VVR shall be prepared at the end of each V&V phase. The report shall include the

results of documents reviews, copies of or references to PRS or NNR, and RTM

Reports.

These NICSD reports shall be written in Japanese.

The reports issued by NED include:

NNR

An NNR shall be issued if NED finds any problems in documents, equipment, or
activities, for which a VVR has been already issued. In addition, an NNR shall be
issued to document any test failures, any product or configuration nonconformance,
or any errors in the test procedure itself during system validation testing. See
AS-300A008 (Reference 2.4.11).

RTM Reports in NED’s Scope

RTM Reports shall compare the results of the System Validation Testing Phase with
the requirements in the Project Planning and Concept Definition Phase.

Hazard Analysis Report

The Hazard Analysis Report shall be prepared and updated to determine if the
design and associated activities throughout the life cycle are established in a manner
that minimize risk and design errors. The PHA Report shall be first prepared at the
Concept Phase, and be updated from the Requirements Definition Phase through
System Validation Testing Phase.

VVR for each phase .

A VVR shall be prepared at the end of each V&V phase. The report includes the
results of documents reviews, copies of or references to PRS or NNR, NICSD
VVRs, and references to the PHA Report and RTM Report.

V&V Final Report

The V&V Final Report shall be established at the end of V&V activities. The Report
includes copies or references to all VVRs from the life cycle phases.
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These NED reports shall be written in English and available in NED offices for audit. For
preparation of Hazard Analysis Reports, see section 4.2.4 of SQAP.
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7 V&V Administrative Requirements

7.1 Problem Reporting and Corrective Action

If NED or NICSD finds any problem in documentation, equipment, or design and V&V
activities after the Software Baseline has been established in the Implementation Phase, the
problems shall be reported, and corrective action shall be taken in accordance with section 8
of SQAP (Reference 2.4.15).

7.2 Task lteration Policy

Affected V&V tasks or activities shall be repeated if design documents are changed in
accordance with AS-200A015 (Reference 2.4.4) or if this VVP is updated. AS-200A015
prescribes a change control procedure consisting of change proposal, evaluation of the
change, and authorization of change. In a change proposal, the design change is specified
in a Design Change Notice (DCN) which includes the change item, current design, previous
design, and the reason of the change.

If design documents are changed, the independent review shall be performed for the affected
documents. Further, the design engineer shall update the RTM and the PHA to reflect the
design change. This requires another independent review of the RTM. As a result, the
VVR of the phase for the updated documents shall be updated.

For RTMs, design engineers shall revise the RTM even if there is nothing affected by the
design change. V&V personnel shall verify that the decision of the design engineers as to
the need for documentation change is correct.

Note that the change of the RTM may affect the next phase RTM. The design engineers
shall follow the propagation of the effects of change through RTMs. All changes of RTMs
shall be reviewed by V&V personnel.

The above policy applies to both the NED and the NICSD V&V activities.

For the case of this VVP update, see the next section.

7.3 Deviation Policy

If the NED V&V personnel determine that this VVP must be changed, the change shall be
made in the same manner in which this plan has been established, i.e. the update shall be
reviewed independently, and approved by the Project Manager.
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For the approval of the VVP change, the Project Manager may need to know the impact on
the quality of the project, the schedule, and the resources. The V&V personnel must
explain this information to the Project Manager along with the reason of the change.

When the VVP is updated, the NED V&V personnel shall perform the following actions:
e The NED V&V personnel shall assess the effect of the change to determine if there
are any V&V activities to be repeated.
e The NED V&V personnel shall repeat the needed V&V activities.
e The NED V&V personnel shall notify the NICSD V&V team about the change to
the NED VVP.

When the VVP is updated, the NICSD V&V team shall perform the following actions:

e The NICSD V&V team shall update the NICSD VVP so that it conforms to the
updated NED VVP. The changes to be made to the NICSD VVP shall be approved
by the NED V&V personnel.

e The NICSD V&V personnel shall assess the effect of the change to determine if
there are any V&V activities to be iterated.

e The NICSD V&V personnel shall repeat the needed V&V activities.

If the NICSD V&V team change the NICSD VVP, the change shall be made in the same
manner in which the initial NICSD VVP has been established, i.e. NICSD shall submit the
updated VVP to the NED for approval. The NED V&V personnel shall review the updated
NICSD VVP for its conformance to the NED VVP, and the Group Manager of the
Monitoring System Engineering Group shall approve the updated NICSD VVP based on the
review.

The NICSD V&V team may change the NICSD VVP of their necessity, as long as the
change is submitted to and approved by the NED. '

The V&V activities affected by the change shall be updated in accordance with the updated
VVP.

7.4 Control Procedures

The documents that resulted from the V&V effort shall be controlled in accordance with the
Project Quality Assurance Plan (Reference 2.4.14) and section 10 of the SQAP.

7.5 Standards, Practices and Conventions

For Standards, Practices, and Conventions, Refer to section 5 of SQAP.
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8 V&V Documentation Requirements

This section defines the purpose, format, and content of the test documents, the Hazard
Analysis Documents, and the RTMs.

8.1 Test Documents

NED shall establish the following test documents.

(1) System Validation test procedure

The System Validation test procedure shall be established so that it includes the contents of
the Test Plan, the Test-Design Specification, the Test-Case Specification, and the
Test-Procedure defined in IEEE Std 829-1983 (Reference 2.3.2).

The System Validation test procedure shall be accordance with AS-300A103 (Reference
2.4.12). '

(2) System Validation test report
The System Validation test report shall be established so that it includes the contents of
Test Log, Test Incident Report, and Test Summary Report defined in IEEE Std 829-1983.

The System Validation test report shall be prepared in accordance with AS-300A103.

Note that IEEE Std 829-1983 requires the Test-Item Transmittal Report. However, since
the transmittal of the test items or the test specimen is performed in accordance with
another procedure of this project, the Test-Item Transmittal Report is not included in this
plan.

NICSD shall establish the following test documents in accordance with IEEE Std 829-1983:
(1) Unit/Module Validation test procedures
(2) Unit/Module Validation test reports
(3) FPGA Validation test procedures
(4) FPGA Validation test reports

The NICSD VVP shall prescribe the purpose, format, and content of the test documents.

8.2 Hazard Analysis Documents

For Hazard Analysis, the initial PHA Report shall be prepared at the Concept Phase, and be
updated from the Requirements Definition Phase through System Validation Testing Phase.
SQAP (Reference 2.4.15) section 4.2.4 describes the reporting in detail.
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8.3 RTM

As described in Section 5 of this plan, NED will create the Concept phase RTM, and then
NICSD will maintain and update the RTM for the work in NICSD’s scope.

NED shall develop the Concept phase RTM in accordance with procedure AS-200A130
(Reference 2.4.7). The content of the RTM shall consist of the requirements from the ERS
and other applicable documents, presented in a matrix format.

NED and NICSD shall use the same general format in Exhibit for the RTM. If the RTM
becomes too large to be filled in the format, the RTM may be divided into sub matrices, as
long as the traceability between two subsequent phases must be clearly shown.
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Exhibit RTM format

No. | Findings Project Planning and | Requirements Design Phase Implementation and Unit/Module System Validation
and Open Concept Definition Definition Phase Integration Phase Validation Testing Testing Phase
Items Phase Phase

Note: The row width and the column height, and the size of the format are not restricted.
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Appendix A Compliance with IEEE Std 1012-1998

Section_

TEEE Std 1012-1998

1

Overview

NED V&V Plan

No specific requirement

2

Normative reference

No specific requirement

3

Definitions, abbreviations

No specific requirement

4

V&V software integrity levels

Section title

4.1

Software integrity levels

Section title

The V&V effort shall specify a software
integrity scheme.

43

The mapping of the software integrity level
scheme and the associated minimum V&V
tasks shall be documented in the SVVP.

43

The basis for assigning software integrity
levels to software components shall be
documented in a V&V Task Report and V&V
Final Report.

43

The integrity level assigned to reusable
software shall be in accordance with the
integrity level scheme adopted for the project,
and the reusable software shall be evaluated
for use in the context of its application.

46

V&V processes

Section title

The V&V effort shall comply with the task
descriptions, inputs, and outputs as described
in Table 1.

Comply

Section 5 of VVP covers the
requirements described in Table 1

The V&V effort shall perform the minimum
V&V tasks as specified in Table 2 for the
assigned software integrity level.

Comply

Section 5 of VVP covers the
requirements described in Table 2

If the user of this standard has selected a
different software integrity level scheme, then
the mapping of that integrity level scheme to
Table 2 shall define the minimum V&V tasks
for each of the user’s software integrity levels.

43

Comply

Secion 4.3 of VVP requires all the
V&V activities defined for SIL 4
software.

Some V&V activities and tasks include
analysis, evaluations, and tests that may be
performed by multiple organizations (e.g.,
software development, project management,
quality assurance, V&V). ... The degree to
which these analyses efforts are coordinated
with other organizations shall be documented
in the organizational responsibility section of
the SVVP.

N/A for
VVP

SQAP covers the requirement by
describing the Hazard Analyses that
performed by the Design engineers.

The user of this standard shall document the
V&V processes in the SVVP and shall define
the information and facilities necessary to
manage and perform these processes,
activities, and tasks, and to coordinate those
V&V processes with other related aspects of
the project. The results of V&V activities and
tasks shall be documented in task reports,
activity summary reports, anomaly reports,
V&V test documents, and the V&V Final
Report.

5,6

Comply

5.1

Process: Management

Section title

5.11

The V&V effort shall perform, as appropriate
for the selected software integrity level, the
minimum V&V tasks for Management of
V&V from the following list:

Because this statement constitutes
specific requirements with the list
below, the compliance is determined
for each item in the list.

1) Task: Software Verification and Validation
Plan (SVVP) Generation

2) Task: Baseline Change Assessment

3) Task: Management Review of V&V

4) Task: Management and Technical Review
Support

5) Task: Interface With Organizational and

Supporting Processes

Table 5-1

Comply
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Section [ [EEE Std 1012-1998 NED V&V Plan_| Compliance | Comments _ :
52 Process: Acquisition - N/A Out of the project scope
53 Process: Supply - N/A Out of the project scope
53.1 Activity: Planning V&V - - Section title
5.4 Process: Development - - Section title
541 Activity: Concept V&V - - Because this statement constitutes
The V&V effort shall perform, as appropriate specific requirements with the list
for the selected software integrity level, the below, the compliance is determined
minimum V&V tasks for Concept V&V from for each item in the list.
the following list: i
1) Task: Concept Documentation Evaluation 512 Comply
2) Task: Criticality Analysis
3) Task: Hardware/Software/User
Requirements Allocation Analysis
4) Task: Traceability Analysis 5.1.3 Comply
5) Task: Hazard Analysis 512 Comply The PHA is performed by the design
engineers.
6) Task: Risk Analysis 5.1.4 Comply
542 Activity: Requirements V&V - - Because this statement constitutes
The V&V effort shall perform, as appropriate specific requirements with the list
for the selected software integrity level, the below, the compliance is determined
minimum V&V tasks for Requirements V&V for each item in the list.
from the following list:
1) Task: Traceability Analysis 532 Comply
2) Task: Software Requirements Evaluation 53.1 Comply
3) Task: Interface Analysis
4) Task: Criticality Analysis 532 Comply
5) Task: System V&V Test Plan Generation 562 Comply Module/Unit/System validation test
and Verification procedures. In addition, the ERS
describes testing.
6) Task: Acceptance V&V Test Plan - N/A Out of the project scope
Generation and Verification
7) Task: Configuration Management 512 Comply NED/NICSD V&V team performs
Assessment 574 V&V activities on the MCL
5.10 throughout the project life cycle.
8) Task: Hazard Analysis 531 Comply PHA shall be performed by the
design engineers, and reviewed by
V&V personnel.
9) Task: Risk Analysis 533 Comply VVR describe the project risk.
543 Activity: Design V&V 54 - Because this statement constitutes
The V&V effort shall perform, as appropriate specific requirements with the list
for the selected software integrity level, the below, the compliance is determined
minimum V&V tasks for Design V&V from for each item in the list.
the following list:
1) Task: Traceability Analysis 542 Comply
2) Task: Software Design Evaluation 541,542 Combl
3) Task: Interface Analysis Py
4) Task: Criticality Analysis 542 Comply
5) Task: Component V&V Test Plan | 554 Coinpl
Generation and Verification Py
6) Task: Integration V&V Test Plan | 562 Conivi
Generation and Verification Py
7) Task: V&V Test Design Generation and | 5.5.4 C
Verification oply
8) Task: Hazard Analysis 54.1 Comply
9) Task: Risk Analysis 543 Comply
544 Activity: Implementation V&V - - Because this statement constitutes
The V&V effort shall perform, as appropriate specific requirements with the list
for the selected software integrity level, the below, the compliance is determined
minimum V&V tasks for Implementation for each item in the list.
V&V from the following list:
1) Task: Traceability Analysis 5.5.5,55.1 Comply
2) Task: Source Code and Source Code 551 Comply
Documentation Evaluation
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TEEE Std 1012-1998

NED V&V Plan

3) Task: Interface Analysis

554

Comply

The interface in [EEE standard is
considered to correspond to internal
and external wiring connections in
FPGA systems.

4) Task: Criticality Analysis

551,554

Comply

The V&V activities of the
Implementation phase are planed so
that they are commensurate with SIL
4 software.

5) Task: V&V Test Case Generation and
Verification

6) Task: V&V Test Procedure Generation and
Verification

Comply

7) Task: Component V&V Test Execution and
Verification

Comply

8) Task: Hazard Analysis

Comply

9) Task: Risk Analysis

Comply

Activity: Test V&V

Section title

For software integrity levels 3 and 4, the V&V
effort shall generate its own V&V software
and system test products (e.g., plans, designs,
cases, procedures), execute and record its own
tests, and verify those plans, designs, cases,
procedures, and test results against software
requirements.

Comply

For software integrity levels 1 and 2, the V&V
effort shall verify the development process test
activities and products (e.g., test plans,
designs, cases, procedures, and test execution
results).

N/A

This VVP does not target level 1 and
2 software. Although test equipment
software is SIL 2 software, its V&V
is not included in this VVP,

The V&V effort shall perform, as appropriate
for the selected software integrity level, the
minimum V&V tasks for Test V&V from the
following list:

Because this statement constitutes
specific requirements with the list
below, the compliance is determined
for each item in the list.

1) Task: Traceability Analysis

Comply

2) Task: Acceptance V&V Test Procedure
Generation and Verification

N/A

Out of the project scope

3) Task: Integration V&V Test Execution and
Verification

Comply

4) Task: System V&V Test Execution and
Verification

Comply

5) Task: Acceptance V&V Test Execution and
Verification

N/A

Out of the project scope

6) Task: Hazard Analysis

5.6.2,5.7.2

Comply

7) Task: Risk Analysis

5.6.5

Comply

54.6

Activity: Installation and Checkout V&V

N/A

Out of the project scope

Process: Operation

N/A

Out of the project scope

5.6

Process: Maintenance

N/A

Out of the project scope

Software V&V reporting, administrative, and
documentation requirements

Section title

6.1

V&V reporting requirements

V&V reporting occurs throughout the
software life cycle. The SVVP shall specify
the content, format, and timing of all V&V
reports. The V&V reports shall constitute the
Software Verification and Validation Report
(SVVR). The V&V reports shall consist of
required V&YV reports (i.e., V&V Task
Reports, V&V Activity Summary Reports,
V&V Anomaly Reports, and V&V Final
Report). The V&V reports may also include
optional reports. Reporting requirements are
described in 7.6 of this standard.

Comply

6.2

V&V administrative requirements

The SVVP describes the V&V administrative
requirements that support the V&V effort.
These V&V administrative

requirements shall consist of the following:

Because this statement constitutes
specific requirements with the list
below, the compliance is determined
for each item in the list.

1) Anomaly Resolution and Reporting

7.1

Comply
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Section

TEEE Sid 1012-1998

NED V&V Plan_| Co

Comments

2) Task Iteration Policy

72

Cdmpiy

3) Deviation Policy

7.3

Comply

4) Control Procedures

7.4

Comply

5) Standards, Practices, and Conventions

7.5

Comply

V&V documentation requirements

8

Comply

SVVP outline
The SVVP shall contain the content as
described in 7.1 through 7.8 of this standard.

VVP section |
through 8

Comply

71

(SVVP Section 1) Purpose
The SVVP shall describe the purpose, goals,

and scope of the software V&V effort,
including waivers from this standard. The
software project for which the Plan is being
written and the specific software processes
and products covered by the software V&V
effort shall be identified.

1

Comply

72

(SVVP Section 2) Referenced documents
The SVVP shall identify the compliance
documents, documents referenced by the
SVVP, and any supporting documents
supplementing or implementing the SVVP.

Comply

73

(SVVP Section 3) Definitions
The SVVP shall define or reference all terms

used in the SVVP, including the criteria for
classifying an anomaly as a critical anomaly.
All abbreviations and notations used in the
SVVP shall be described.

Comply

74

(SVVP Section 4) V&V overview

The SVVP shall describe the organization,
schedule, software integrity level scheme,
resources, responsibilities, tools, techniques,
and methods necessary to perform the
software V&V.

Comply

74.1

(SVVP Section 4.1) Organization

The SVVP shall describe the organization of
the V&V effort, including the degree of
independence required. The SVVP shall
describe the relationship of the V&V
processes to other processes such as
development, project management, quality
assurance, and configuration management.

4.1

Comply

The SVVP shall describe the lines of
communication within the V&V effort, the
authority for resolving issues raised by V&V
tasks, and the authority for approving V&V
products.

4.1

Comply

742

(SVVP Section 4.2) Master Schedule

The SVVP shall describe the project life cycle
and milestones. It shall summarize the
schedule of V&V tasks and task results as
feedback to the development, organizational,
and supporting processes. V&V tasks shall be
scheduled to be re-performed according to the
task iteration policy.

42

Comply
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743

[EEE Std 1012-1998

(SVVP Section 4.3) Software integrity level
scheme

The SVVP shall describe the agreed upon
software integrity level scheme established for
the system and the mapping of the selected
scheme to the model used in this standard. The
SVVP shall document the assignment of
software integrity levels to individual
components (e.g., requirements, detailed
functions, software modules, subsystems, or
other software partitions), where there are
differing software integrity levels assigned
within the program. For each SVVP update,
the assignment of software integrity levels
shall be reassessed to reflect changes that may
occur in the integrity levels as a result of
architecture selection, detailed design choices,
code construction usage, or other development
activities.

43

TNED V&V Plan | Comy

(SVVP Section 4.4) Resources summary
The SVVP shall summarize the V&V

resources, including staffing, facilities, tools,
finances, and special procedural requirements
(e.g., security, access rights, and
documentation control).

44

Comply

745

(SVVP Section 4.5) Responsibilities
The SVVP shall identify an overview of the

organizational element(s) and responsibilities
for V&V tasks.

45

Comply

(SVVP Section 4.6) Tools, techniques, and
methods

The SVVP shall describe documents,
hardware and software V&V tools, techniques,
methods, and operating and test environment
to be used in the V&V process. Acquisition,
training, support, and qualification
information for each tool, technology, and
method shall be included.

4.6

Comply

Tools that insert code into the software shall
be verified and validated to the same rigor as
the highest software integrity level of the
software. Tools that do not insert code shall be
verified and validated to assure that they meet
their operational requirements. If partitioning
of tool functions can be demonstrated, only
those functions that are used in the V&V
processes shall be verified to demonstrate that
they perform correctly for their intended use.

Not
Comply

In Regulatory Guide 1.168, the NRC
staff states that this requirement is
one of the exceptions in endorsing
[EEE std 1012-1998.

See Appendix B.

The SVVP shall document the metrics to be
used by V&V (see Annex E), and shall
describe how these metrics support the V&V
objectives.

46

Comply

75

(SVVP Section 5) V&V processes

The SVVP shall identify V&V activities and
tasks to be performed for each of the V&V
processes described in Clause 5 of this
standard, and shall document those V&V
activities and tasks. The SVVP shall contain
an overview of the V&V activities and tasks
for all software life cycle processes.

Comply

(SVVP Sections 5.1 through 5.6) “Software
life cycle”

The SVVP shall include sections 5.1 through
5.6 for V&V activities and tasks as shown in
SVVP Outline (boxed text).

The SVVP shall address the following eight
topics for each V&V activity:

Because this statement constitutes
specific requirements with the list
below, the compliance is determined
for each item in the list.
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Section

[EEE S 1012-1998

Compliance

Comments

1) V&V Tasks. The SVVP shall identify the
V&V tasks to be performed.

NED V&V Plan
5

Comply

2) Methods and Procedures. The SVVP shall
describe the methods and procedures for each
task, including on-line access, and conditions
for observation/evaluation of development
processes. The SVVP shall define the criteria
for evaluating the task results.

51-5.10

Comply

3) Inputs. The SVVP shall identify the
required inputs for each V&V task. The SVVP
shall specify the source and format of each
input.

5,51,53-58

Comply

4) Outputs. The SVVP shall identify the
required outputs from each V&V task. The
SVVP shall specify the purpose, format, and
recipients of each output.

5,5.1,5.3:58

Comply

The outputs of the Management of V&V and
of the V&V tasks shall become inputs to
subsequent processes and activities, as
appropriate.

5,5.1,53=58

Comply

5) Schedule. The SVVP shall describe the
schedule for the V&V tasks. The SVVP shall
establish specific milestones for initiating and
completing each task, for the receipt and
criteria of each input, and for the delivery of
each output.

42

Comply

6) Resources. The SVVP shall identify the
resources for the performance of the V&V
tasks. The SVVP shall specify resources by
category (e.g., staffing, equipment, facilities,
travel, and training.)

44

Comply

7) Risks and Assumptions. The SVVP shall
identify the risks (e.g., schedule, resources, or
technical approach) and assumptions
associated with the V&V tasks. The SVVP
shall provide recommendations to eliminate,
reduce, or mitigate risks.

51,53-58

Comply

The risks and assumptions will be
included in the VVR, and reported to
the project management.

8) Roles and Responsibilities. The SVVP shall
identify the organizational elements or
individuals responsible for performing the
V&V tasks.

5.1,5:3=5:8

Comply

7.6

(SVVP Section 6) V&V reporting

requirements
V&V reporting shall consist of Task Reports,

V&V Activity Summary Reports, Anomaly
Reports, and the V&V Final Report.

Comply

7.7

(SVVP Section 7) V&V administrative
requirements

Section title

(SVVP Section 7.1) Anomaly resolution and
reporting

The SVVP shall describe the method of
reporting and resolving anomalies, including
the criteria for reporting an anomaly, the
anomaly report distribution list, and the
authority and time lines for resolving
anomalies. The section shall define the
anomaly criticality levels.

7.1

Comply

772

(SVVP Section 7.2) Task iteration policy
The SVVP shall describe the criteria used to

determine the extent to which a V&V task
shall be repeated when its input is changed or
task procedure is changed.

72

Comply
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Section

| IEEE Std 1012-1998

NED V&V Plan

Compliance

7.7.3

(SVVP Section 7.3) Deviation policy

The SVVP shall describe the procedures and
criteria used to deviate from the Plan. The
information required for deviations shall
include task identification, rationale, and
effect on software quality. The SVVP shall
identify the authorities responsible for
approving deviations.

73

Comply

7.74

(SVVP Section 7.4) Control procedures

The SVVP shall identify control procedures
applied to the V&V effort. These procedures
shall describe how software products and
V&V results shall be configured, protected,
and stored.

7.4

Comply

The SVVP shall describe how the V&V effort
shall comply with existing security provisions
and how the validity of V&V results shall be
protected from unauthorized alterations.

45

Comply

775

(SVVP Section 7.5) Standards. practices, and
conventions
The SVVP shall identify the standards,
practices, and conventions that govern the
performance of V&V tasks including internal
organizational standards, practices, and
policies.

7:5

Comply

7.8

(SVVP Section 8) V&V documentation

requirements
The SVVP shall define the purpose, format,

and content of the test documents.

Comply
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Appendix B Compliance with Regulatory Guide 1.168

Regulatory Guide 1.168 Rev.1 (Reference 2.2.1) endorses IEEE Std 1012-1998 with some exceptions.

The following table describes the comphance of the VVP with the exceptions.

. Guide 1.168 Regulatory Position

NED V&V Plan Compliance

Comments

1. CRITICAL SOFTWARE

Software used in nuclear power plant safety systems
should be assigned integrity level 4 or equivalent, as
demonstrated by a mapping between the applicant or
licensee approach and integrity level 4 as defined in

[EEE Std 1012-1998.

43 Comply

2. SOFTWARE RELIABILITY

Consistent with the staff’s position on reliability
measures for digital safety systems contained in other
regulatory guides, the NRC staff's acceptance of
quantitative reliability goals for computer-based safety
systems is predicated on deterministic criteria for the
computer system in its entirety (i.e., hardware, system
software, firmware, application, and interconnections).
1.168-6

5 Comply

The NED VVP describes the V&V
activities that shall be performed.
The criterion for the reliability goal
is whether the activities are
appropriately accomplished or not.

3. INDEPENDENCE OF SOFTWARE
VERIFICATION AND VALIDATION

A method of performing independent software V&V is
described in Revision 1 of Regulatory Guide 1.152.

4.1 Comply

4. CONFORMANCE OF MATERIALS

IEEE Std 1012-1998 provides guidance for
retrospective V&V of software that was not verified
under the standard. The use of this guidance for the
acceptance of pre-existing safety system software not
verified during development to the provisions of this
regulatory guide or its equivalent is not endorsed.
Revision 1 of Regulatory Guide 1.152 provides
information on the acceptance of pre-existing software.
Additional detailed information on acceptance
processes is available in EPRI TR-106439, “Guideline
on Evaluation and Acceptance of Commercial Grade
Digital Equipment for Nuclear Safety Applications™
(October 1996).4

- N/A

No legacy software shall be used in
the PRM system.

5. QUALITY ASSURANCE

In addition to the provisions of IEEE Std 1012-1998 (in
Clause 7.7.4) regarding control procedures, any V&V
materials necessary for the verification of the
effectiveness of the V&V programs or necessary to
furnish evidence of activities affecting quality should
be maintained as quality assurance records. The records
necessary for the verification of changes must be
maintained in accordance with Criterion XVIL

- N/A for
VVP

TOSHIBA NED QA program based
on Appendix B shall be applied.

6. TOOLS FOR SOFTWARE DEVELOPMENT
Tools used in the development of safety system
software should be handled according to IEEE Std
7-4.3.2-1993,1 as endorsed by Revision 1 of
Regulatory Guide 1.152. IEEE Std 7-4.3.2-1993 states
that “V&V tasks of witnessing, reviewing, and testing
are not required for software tools, provided the
software that is produced using the tools is subject to
V&V activities that will detect flaws introduced by the
tools.” If this cannot be demonstrated, the provisions of
this regulatory guide are applicable.

552,554,58 Comply

Section 5.5.2,5.5.4, and 5.8 of VVP
address how to possible tool errors.

7. VERIFICATION AND VALIDATION TASKS
Exception is taken to the “optional” status of some
tasks on this list; they are considered by the NRC staff
to be necessary components of acceptable methods for
meeting the requirements of Appendices A and B to 10
CFR Part 50 as applied to software, regardless of
whether they are performed by the V&V organization.

Section title
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7.1 Audits

Safety system software V&V organizations may
employ audits, including functional audits, in-process
audits, and physical audits of software. Although these
audits are commonly considered to be the
responsibility of the software quality assurance
organization and the configuration management
organization, they may be performed and relied upon
by the V&V organization.

N/A for

Because Audit shall be performed
by PJ QA, this VVP does not refer
to audit

7.2 Regression Analysis and Testing

Criterion III, “Design Control,” requires that design
changes be subject to design control measures
commensurate with those applied to the original

design. Regression analysis and testing following the
implementation of software modifications is an element
of the V&V of software changes. It is considered by the
NRC staff to be part of the minimum set of software
V&V activities for safety system software.

72

Comply

7.3 Security Assessment

A security breach of a digital system containing safety
system software has the potential to prevent that
software from fulfilling its safety function. Appendix A
imposes functional and reliability requirements with
respect to safety systems. According to 10 CFR 73.46,
vital equipment (which includes safety system
software) must be protected by physical barriers and
access control. The NRC staff considers security
assessment of safety system software to be part of the
minimum set of software V&V activities for such
software. 1.168-9

45

Comply

7.4 Test Evaluation

Test evaluation includes confirming the technical
adequacy of test materials such as plans,

designs, and results. These materials are evaluated for
consistency with Criterion II, “Quality

Assurance Program,” in its requirement for controlled
conditions, and with Criterion XI, “Test

Control,” in its requirement for the evaluation of test
results.

554,562,572,

574

Comply

7.5 Evaluation of User Documentation

User documentation is important to the safe operation
and proper maintenance of safety system software. The
requirements of Criterion III, “Design Control,” for
correctly translating the design basis of safety system
software into specifications, procedures, drawings, and
instructions, apply to software documentation,
including user documentation.

Comply

8. OTHER CODES AND STANDARDS

Various sections of [EEE Std 1012-1998 and IEEE Std
1028-1997 reference other industry codes and
standards. These references to other standards should
be treated individually. If a referenced standard has
been incorporated separately into the NRC’s
regulations, licensees and applicants must comply with
that standard as set forth in the regulation. If the
referenced standard has been endorsed in a regulatory
guide, the standard constitutes a method acceptable to
the NRC staff for meeting a regulatory requirement as
described in the regulatory guide. If a referenced
standard has been neither incorporated into the NRC’s
regulations nor endorsed in a regulatory guide,
licensees and applicants may consider and use the
information in the referenced standard, if appropriately
Justified, consistent with current regulatory practice.

N/A
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1 Introduction

1.1 Purpose

The Nuclear Instrumentation & ConErol Systems Department (NICSD) Verification and
Validation (V&V) p]an (NTCSD ‘VVP) is prepared for Non-Rewritable (NRW) Field
Programimable Gate ‘Airay (FPGA)-based safety télated Tnstriimentation and Contfol (I&C)
systems based ori the Nuclear Energy ysten Servrces D1V151on (NED) V&V plan (NED

VVP) (Reference: (47)) to define the NICSD V.

The system -désign. is determined 'by. ‘the Instrumentation’ & -Control Systems Design and
'Engmeermg Déepartment ) of Nuclear Energy Systems and Services Division (NED),
and ICDD procures the FPA A-based equipment from Toshiba Fuchu Complex Power
Systems Segment (Fuchu-PS) NICSD. NIESD. procuteés major FPGA-based compeneénts,.
‘including. modiiles witi FPGA logic from the Toshiba Fuchu-PS Power Platform
‘Development Department. (PPDD) using:a: commerc1al grade dedication-process.

For V&V of the FPGA-based: safety-related I&C systems; ICDD and NIESD organize
indépendent: V&V (AV&V) Teams. TheICDD, and NICSD TV&V Teams work together.

The software hfecycle process, mcludmg-‘V ; Is: deﬁned _m ‘the' prOJect document “NICSD
' lan for FPGA- :

s NED AS-200A130 “]j)lgltal System Veérification & Validation Procedure™
(Reference (12)),.and.

o NICSD'NQ:2013 “Preparation Guidefor V&V Plan™(Reference (17))

1.2 Scope

This: NIESD: VVP applies. to-the V&V activities for the FPGA-based saféty-related I&C
‘Systems; which Toshiba:will: supply to US NiicleatPower Plants.

‘Section 4" of the project. document “Software: Program Plan,” (SPP) {(Reference (45)) |
establishes requirements and provides: gurdance and expectations for the V&V activities.
This NICSD VVP ¢omplies with Section:4:6f the:SPP for thie. NICSD portions of the V&V
activities. Table A shows complianceto/Section 4 of the SPP.

TOSHIBA CBRPDHATION
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2 Definitions and Abbreviations

21 Definitions

‘Functional Element(FE): A Functiopal Element is a compopent of digital logic that is
comipletely- venﬁed and validated through full pattern testmg, i.e. tests that are.performed for
all possible mput ombinations. An FE is writted in Very- ngh Speed Integrated ‘Circuit
‘Hardware Descnptlon Language (VHDL). All VHDI; sourée codes for the
NRW FPGA—based System solely-consist of FEs and interconnect between FEs.

Modiile: A pait-of a unit, Each module consists. of one-or iore prifited circuit boards; on
-which the FPGAs and-other ¢ireuitry aré-mounted, anda front:panel.

‘Netlist; Description. of logics -créated by the logic synthesxs tool. A desxgn éngineer
describes FPGA logic-in the form of VHDL source: codes:and FEs. The logi¢- synthes1s tool
.converts the VHDL source code into forms of dxgltal circuits:and outputs-the: resulting circuit
in the: form of a netlist. The layout toel transforms the: netlist. int6 physicdl placemient of
Antercénnects on:the FPGA, which are represented asian FPGA: fuse-map.

Unit: A‘major component of EPGA-based equipment. A unitis:a chassis that has front slots
And back: slots: to miount modules: Fdch unit comsists of sevéral modules: There is &
vemcal mlddle plane between the front and back slots in: each umt. ThlS plane cons1sts of

'Vénﬁcatlon Verification-consists: of reviews perfornied.on the:results of each development
‘phase to ensure, th phase was,completed: appropriately” and correctly See'Section 4.2 of the.
'SPP (Reference (45))

2 2 Abbrevnatlons

BRR. Biselinié Review Report

CAR Gorrective Action Request

CDR Critical Digital Review

CER Gode of Federal Régiilation

cM ‘Configuration Management

Cca Gommercial Grade:

COTS: Commercial-Off-The-Shelf

DCN Design Change Notice:

DVR. Design Verification Report

ECWD ‘Elemientary Cotitrol Wiring Diagram
EDIF Electronic Design Interchange Format

TDSHIBA CORPORATION
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EDS

ES
‘FPGA
Fuchu:PS
1&C
1€DD
TED
IEEE

RTIS,
RIM

Equipmerit Design Specification

Engineering Schedule

Functional Eleniént

Field Progiammablé Gate Array (d progiammable logic device)
‘Toshiba Fuchu Complex Power Systems Segrnent.
Instrumentation and Control

Tnteilock Block Diagisim

Instrumientation: & Control Systems Design-and Engifieefing Départment
Integrated Developmerit Environment.

Tnstruitientatiofi Electrical Diagraim

Institute of Electrical and Electronics Engineers

Indepéndent Reviewer

Indépendent Verifitation afid Validation:
‘Master: ConﬁguratlonLlst

"Nonconformance Nouce Réport '
Nuclear Quality. (standards:for NIESD)

Personal Computer

Project Control Documert
Project Control Document List
Previously Developed:Software:

Projéct Maniager
Power Platform Development:Departmeri
Process Review:Megting.

Problem Repoitirig Sheet

Toshiba Corporation, Power Systems-& Services Company, Nuclear Energy
Quality. Assurarice |
‘Quality Assurance Department

Quality Control

Regulatory Guide

Reédctor Trip.and Tsolation System.

Requirements TFraceability Matfix

TOSHIBA CORPORATION
Nuclear- lnstrumentaﬂon &'Control Systems. Department
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>SB‘:PR‘ Software Build Procedure and Report

SSAR Software Saféty Analysis Repott

SCAR Fuchu Site Corrective Action Requést

SCMP Software Quality Configuration: Management Plan
Sos Small Computer System Interface

SD. Software Developmeént

SDD Software Design Description

‘SDL Softwate Development Lead

SDOE Secure' Developmient atid Operational Environment
SIL SQﬁWarefIhtcgﬁty‘Levﬁe'li

SM Senior Manager

SMP .Soﬁwate Management Plan

‘SRS. _Soﬁware Reaqiirements Specification
‘SPP: "-,Soﬁware Pro gram Plan

ice Ménagement Plan

V& Verification.and Validation

‘VDCL 'Vendor generated Documenit:Check List:
VES. Verificafion Follow Sheet

VHDL, Very High Speed: Integrated Circuit Hardware Definition Language (A ;
hardware descnptxonlanguage that:definiés the FPGA. c1rcu1t)

VNNR:  “Vendor Nonconformance Notice:Report
VVE Verification and ‘Validation Plar
VVR ‘Verification aiid Validation Report

Table 3-1 of tlie NIESD SMP is provided for a bettér understanding of terminological
difference between the SPP and NICSD SMP., ThlS NICSD VVP also-uses Table 3-1 of the.
NIESD SMP.

TOSHIBA CORPORATION
‘Nuclear Instrumentation & Control" Systems Department.
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3 Reference Documents

3.1 Code of Federal Regulations

This NICSD VVP does not refer to. the Code- of Federal Regulatlons (CFR) directly. The
Toshiba mtemal standards n Sectlon 3.4 are ‘based on-the. CFR.

3.2 Regulatory Guides.and NRC Documents
(1) Regulatory Guide 1.168
“Verification, Validation, Reviews, and. Audits for Digital Computer Software Used in
‘Safety Systems of Nuclear Power Plants.” Rev.1, 2004

(2) Regulatory Guide.1.152
" “Criteria for Use of Computers in’ -Safety Systems of Nuclear:Power Plants,” Rev:3; July

201T .

Othier regulatory guides may be feferred to mdxrectly through the Toshiba intersial standards
in:Section 3:4.

3.3 Industry Standards
((3) IEEE Std. 1012-1998
“IEBE. Standard for. Software Verification' aid Validatior”
(4) IEEE:Std..1028-1997

3i4 Toshiba Internal-Standards (NED), NICSD)

®) Toshiba Nuaclear Energy Systems and Services Division:AS-100A004
~ “Dociiment Control Procedire™

“Preparatlon Procedure for Engmeermg Commumcatlon Sheet’

(6] Toshiba Nuclear Energy Systems-and Service Division-AS -200A002
“Design Verification Procedure™

(_8) Toshiba Nuclear Energy Systems.and* Services Division:AS-200A010
“Control Procedure;of vendor; generated documerits”

'(9) Toshiba Nuclear Energy. Systems: and Service Division AS-200A017
“Disign Plannmg Procedure”

{10) Toshiba Nuclear Energy Systems and: Service Division AS200A128
s‘Di”g_it‘a] S_Yétéﬁl Life C}{cle’ Procedure”

(11)Toshiba Nuclear Energy Systems.and Service Division AS-200A129
“Digital System Development Procedure”

12) Toshiba Nuclear Energy Systems and: Service Division AS-200A130
“Dlgxtal System Verification & Validation Procedure”

{(13) Toshiba Nuclear Energy Systems and Service Division AS-200A13 1
“ngxtal System Configuration Management. Procedure®

(14) Toshiba Nuclear Energy:Systems and'Service Division AS-300A008
“Nonconformance Control and Corrective.Action.Procedure”

TOSHIBA CORPORATION
‘Nuclear Instrumentation & Control Systemis. Department
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(15)Toshiba Nuclear Energy Systems and. Services Division AS-300A009
“Corrective Action Request Application Procedure”

(16) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2011
“Procedure for FPGA Test”

(17) Toshiba Nuclear Instrumentation & Control Systems. Department NQ-2013
“Preparation Guide for V&V Plan”

(18) Toshiba Nuclear Instrumentation & Control' Systems. Department NQ-2014
“Preparation -Guide for: V&V Report” )

(19) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2015
“Preparation Procedure for RFM & RTM Report”

(20) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2019
“Preparation Procedure for Test Specification”

(21) Toshiba Nuclear Instrumentation & Control:Systems Departiment NQ-2024
“Procedure for Document Control”

(22) Toshiba Nuclear Instrumentation & Control Systems Départment’NQ-2030,
“Procedural Standard: for FPGA Products Development®™

[(23) Toshiba-Nuclear Instrumentation &; Confrol Systems Department N@-2031
“Procedural Standard:for EP(

{(24) Toshiba Nuclear Ins 6l ystems Depaitment NQ-2032
“Procedural; Standafd for. Euuctlonal Elemeiit Dévelopment™

(25) Toshiiba Nucléar Insttumexntation & Coiitrol Systems Départment NQ-2033:
“Procedural Standard for FPGA Configuration Management”

(26) ‘Toshiba Nuclear Instruméntation:&.Control. Systems Department NQ-2003
“Procedure for Controf of Software Tosls”

{27) Toshiba Nuclear Instruthentation & Control Systems Department NQ-2036
“Procedure for Desigt Control”

(28) Toshiba Nuclear Ins,trumentatm_g-,& ‘Control. Systems Departinent NQ-2037
“Cyber Security Procedires:of Saféty Related-Digital Systetn™

(29) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3005.
“Procedure for Evaluation of Suppliers”

(30) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3006.
“Procedure for Control of Noneonforming Procuremerit Items and Services”

(31) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3009
“Corfective Action Request Application Procedure”

(32) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3015
“Test Control Procedure”

(33) Toshiba Nuclear Instrumentation & Conttol Systems Department NQ-3016
“Software Test”

(34) Toshiba Nuclear Instrumentation & Contrel Systems Department. NQ-3019
“Procedure for Control of Nonconformance and Correctlve Actlon

TasHIBA GDHPDHATIDN
Nuclear Instrumentation & Control Systems Department
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(35) Tostiiba Nuclear Instrumentation & Control Systems Department NQ-3020 |
“Control Procedure of QA Records”

(36) Toshiba: Nuclear Iistrumeritation & Control Systems Depattment NQ-4001 I
“Commmercial Grade Dedication”

3:5 Toshiba Internal Standards (PPDD)

(37) Toshiba Power Platform Developnient Department E:67019 I
“’PPDD: Procedure for Opetation for Problem Reporting Sheet”

(38) Toshiba:Power Platform. Development:Departrent E-68016 |

~“PPDD Procedural Stanidird for FPGA Produéts Dévelopment™

(39) Toshiba Power Platform Development Department E-68017 |
“PPDD Procedural Standard for FPGA Device Development”

(40) Toshiba Power Platform Development Department E-68018 ]
“PPDD Procedural Standard for Funétional Element Dévelopment”

@ 1) Toshiba Power Platform Development Department E-68019 |
“pPDD Procedural Standard for FRGA. Configuration:Management™

-(42) Toshiba Power Platform Develop_ment Department‘ ' 68020 I

Notite: Upon: apphcatxon sdbove: NEE ‘NIGSD: aiid othier Toshiba internal stanidards; the:
Iatest version shall bé iised.

3:6 Project Documents
(44)NRW FPGA Based I&C ystem Quahﬁcaﬁon PIO_] ect, FA10 0301-0001 1

l

Soﬁware Management Plan 7 Rev 2

(47)NRW :FPGA-Based 1&C: System Quahﬁcatwn Pro_] ect,:FA32’ ’_709 0001
“Nucléar Energy Systems.and Services. Division FPGA-based ~Safety-Related System§-
Verificatioi. and. Validation Plan,™ Rev. 3.

(48)NRW -FPGA-Baséd I&C Systém. Quallﬁcauon Project, FA32-3702-1000 |
“Nugclear Instrument & Control Systems Department Software Management Plan for

FPGA:based Safety-Related Systems ' Rev. 2.

TOSHIBA -CORPORATION
‘Nuclear.Instrumentation:& Control: Systems Départment
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(49)NRW-FPGA-Based 1&C System Qualification Project, 'FA32-3701-1001 |
“Nuclear Instrument & Confrol Systems Departmernt. ‘Software Quahty Assurance Plan
for FPGA-Based Safety-Related Systems,” Rev: 1

(50)NRW-FPGA-Based 1&C System Qualification Project, FA32-3708-1000 |
“Nuclear Instrumient & Coritrol Systems Department Software Corifiguration
Management Pian for FPGA-Based Safety-Related Systems,” Rev. 1

3.7 Tosthiba Irternal Guide (NICSD)
s I)Nuclear Instrument: & Control Systems Department:$M8K 0000
“Codé Review Guide;” Rev.0

TOsSHIBA CBHPORATIDN
Nuglear Instrumentation & Control. Systems Department
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4 Verification and Validation Overview

4.1 Organization

Figure 4-1 shows the Toshiba- organizations for FPGA-based. safety:related I&C systems
design and deveélopment. Efigineers from ICDD and NICSD organize Independent
Verification and Validation av. &V) Teams:for the V&V of'the FPGA logic. The éngineers
from ICDD and:the engineers. from NICSD:in the'IV&V Teams ‘communicate with each other,
and work together as oiie V&V Feam- as'needéd for the: quahty of the: products In this plan,
the word “ICDD: IV&V Team? of “NICSD IV&V Team” is used when two IV&V Teams
needs fo 'be distinguished: Otherwise, the réiatk:applies t6 the both IV&V Teams. The
NICSD IV&V Team performs: the NICSD V&V actlvmes defined in this NICSD 'VVP, This
structure. provides ‘the required mdependence between development activities. and V&V
activities.

Vice President, S
——

Techno]ogy Executive; for
_ Lxgh! Wa(cheactors NED

Quallty ‘Assurance
Dcpaﬂmeur.

. PchctQAGmp

Nuclear. Inszrum-tanon & K
\ Conh'ol Systems Dept. NICSD) i
. -
( oo Pl Ddelogiasin Depiies (BPDID)
i FuichiCompléx

) A'Job Ordérisiissued from each group'iiJCDD!to the: Nufiar Thitniméntition: Syitems Developaient & DesigningiGroup.
y Overs:ght of IV&V' team

(
@) Report of V&V Results

‘Figure 4-1 Toshiba Organizations for:-FPGA-based FPGA Systems Design-and
Dévelopment
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For the FPGA-based safety-related I&C systems, the Nuclear Instrumentation Systems
Development & Designing Group (NISD) in NICSD is respensible for the design.and
development. The NICSD Software Development Team (NICSD' SD Team) compnsed of
NICSD Software Development Lead (NICSD SDL) and NISD design engineers are
responsible for software development (i.e. FPGA logic development).

4.2 Master Schedule
The NICSD-IV&V activities and inilestones dre. developed.and controlled as déscribed in the
NICSD SMP (Reference (48))

4.3 Software Integrity Level Scheme
The software integrity: level (SIL) scheme shall be-determined based on Table A-1 of NED

AS-200A129 (Reference. (1 1)), which is. substantially equivalerit to Appendix B of IEEE
Std. 1012 (Reference (3)).

For safety-related FPGA logic, the SIL shall be 4 in accordance with RG 1.168
(Reference (1)): All docuents pertaining to safety-related FPGA. design are labeled as “US
Safety—Related” on the coveér sheet, and are considered SIL 4 software documents. All
software embedded in the FPGA- based Safety Related I&C, systems shall be developed,
verified, and validated as SIL4, safety—related software.

4:4 Resource Summary’
‘The Sénior Manajger (SM) of NICS) s the NICSD Project’ Manager (NICSD PM) shall

provide )appropnate resources. fot-ithe V&V dctivities: defined i thiis NICSD VVP: For
human resources,. the. followmg conditions ‘shall'be.met.

Al NICSD IV&V Team mienibers.shall:

e Beindépendent of the design activities in management, budget; and resource.

o  Betechnically qialified for the work performed.
The NICSD IV&V Team members shall be. quallﬁed as described in the Section 15.4 of the
NICSD SMP (Reference (48)) The Section 15.4 of the NICSD SMP tequires that the |
NICSD.IV&V: Lead shall determine necessary: training'related to the following skills, as

applicable to the:job functions being performed, and require the responsible:manager: to
schedule project specific.training as “Pro_]ect Specific Indoctrination/Training Course.?”

« Code mspectlon

« Software tool to:be used for V&V
The NICSD IV&V Team members shall be aware of and comply with the requirement for
independence from the development organizatiof.

This NICSD VVP includes some special procedural requirements to PPDD. NICSD shall
put these requirements in the procurement specification to the PPDD.

4.5 Responsibilities -
The SM of NICSD as the NICSD. PM. shall assign the NICSD IV&V Lead, who leads the

V&V activities encompassing. the NICSD engineering/design work in accordance with the
NICSD SMP (Reference (48)). The NICSD TV&V Lead assigns the other IV&V Team [

TOSHIBA CORPORATION
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members of NICSD who were trained-as déscribéd in Section 4:4-of this VVP.

‘The NICSD IV&YV Léad is equivalent to- the Software V&V Lead- described in the SPP
(Reference- (45)) In addition to the responsrbﬂmes defined in the NICSD SMP, the NICSD
IV&V Lead has responsibilities listed in.Section 4.2.4 of fhe SPP, including. review of- Secure
'Developrnent and Operational Ervironmert (SDOE) implesmientation. SDOE-is défined in -
the.SPP and in Régulatory Guide1:152 (Reference: ).

The followmg positions, created-as. -necessary’ durmg thie project, are: adrmmstratlvely assigned
‘to the:Software V&V Lead, asnecessary: If these positions are not dssigned, the Software
V&V'Lead shall be responsible for the-activities: hstedbelow

Soffware Test Lead —The Software TestLead shall be responsible for defining the softwaré
and -systems test. plans procedures and caséy; Each :Software Tést Lead shall be
responsrble for the overseeing the, performance of. testing and test engineers, workmg with
the NICSD Software Development Lead (SDL) to resolve test anomalies, and setting
boundaries and requiremnents for retest activities.

‘Baseline Review — The NICSD IV&V Team ensures-that: act1_v1t1es are properly performed

and docuniérited at each phiase in the software: life. cycle “The NIGSD: IV&V Teari is

E responsrble for venfymg all work products are completed placed under conﬁguratron
1 and: . :

( 2:2030 ( deﬁnes the responsrbﬂltles in. the
&V actlvr’nes of the NICSD engmeermg an des1gn ‘work:
The Preparer(s) of the NICSD VVP and V&V zeports. (VV;

e  Bepartofithe NICSD IV&V Team.

o  Not have contributed to-the design:

-+ Be ‘technically qualified for the work peirformed; and knowledgeable in the
technologies:and methods-used'in the design;

The NICSD TV&V Teamn performs indépendent reviews -of the'NIESD and PPDD. design
documents

The’NICSDIV&V Teaii may also overses'the workof NICSD aiid: PPDD; to:verify that they:
are working in compliance with applicable‘internal standards; and: fo: evaluate that; their work
is techmcally acceptable for safety—relateduse

):shall:

overswht of the: NICSD IV &V Team act1v1ties

4.6 Tools, Techniques, and Methodologies
The: NICSD V&V, Team will use:severdl commeréial softivare toolsforthe V&V activities of

theé FPGA-based safety-related I&C systems. The NICSD SMP. (Reéfereiice-(48)) déscribes |
Software tools used forengineering.

TOSHIBA - GOFIPUHATIDN
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4,6.1 Verification and Validation

The NICSD IV&V Team shall review the Requirements Traceability Matrix (RTM)-and tie
Softwate Safety Analysis Reports (SSAR), Equipment Design Specification (EDS), System
Test Procedurés, System User’s Manuals, Elementary Control Wiring Diagrams (ECWD),
Unit Detail Design Specxﬁcahons Unit User’s Manuals, Module Design Specifications,
Module Test Procedures, FPGA Design Specifications, and FPGA Test Procedures. This
review may be performed on either the printed or the electronic documents. Toshiba
NUPDM will be used for distribution and archives of the documents. And a set of standard

business software tool will be used for the review. -

Document review is a method of verification to assure that the design output. is correct and
_sa’usfactory by addressmg that, the-design inputs were correctly incorporated into- the de51gn,

aid the design output is reasonable compated to. the design input. The teview shall be
’performed in accordance with NED AS-200A002 (Reference (7)), AS-200A130 (Reférence,
(12)), and NQ-2036 (Reference (27)). IEEE Std. 1012 (Reference (3)); and IEEE Std. 1028
{(Reference (4)) provide guidance for the reviews.

Document réview peiformed-as technical review confirms whetlier:
4) The doctiment coriforms to itS'upstreai requirements
b) The document. adheres tos regulations; ‘standards, gtudehnes plans, and proceduresv
apphcablc tothe pro_] ject
<) .Changes 1o the document a.ras;.properly implemented-and afféctzonly those system areas:

=correcmess arid venﬁablhty ag apphcable Appendlx A of the SPP “Terms and Bef mtlon”‘
provides defiiitions for these words: >

The review. result. shall be dogumentedon the. Demgn Verification Report (DVR), atid when
appllcable the Verification Follow Sheet: (VE S) shall ‘be-used for identification of Comments
and following up the commentsto close.

‘4.6.2 Requirements Traceability Activities

Reéquirements: Traceablhty Matrices. (RTMs) shall be- generated by‘the NICSD SD. Tedm and
PPDD design engineers and feviewed by the IV&V Team fo -ensuré the software- has
.completely, accurately, correctly, and con51stently addressed the requirements. The: R’IM
shall provide: traceablhty, venﬁcahon aid-validation:- of fequitements.

4,6.3 Baseline Reviews

‘The NICSD IV&V-Team shall perform Baseline Reviews:at the conclusion of each phase in
the software life cycle to ensure that:the required activities durmg that phase were completed

The Baséline Review shall confirm that planned products inchidinig design-documents; test
documents, VHDL..source codes; netltsts fiisemaps, test-reports; RTMs, SSARs, and V&V
Reports were prepared that appropriate reviews were. performed for these products, and that
these products-were-documented: and maintained under conﬁguratlon management (CM)..

The NICSD IV&V Team shall confirm the following:
e  The NICSD design activities ate performed, ard thé désign outputs are prepared.as

TOSHIBA CORPORATION
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planned in the NICSD:SMP.

o NICSD V&V activities are:perforined as planined in this'NICSD VVP.

e  The NICSD design outpt documents are controlled 4rid listed on 4 Project-Céitrol
Documieit List (PCDL) in accordance with NQ:2036 (Reference(27)):
Docurnents which :aré issued or used for @ specific plarit: (project). and specify
technical aiid quality requiréments of prescribe activities affectmg quahty, such as

specification, instructions, procedures and drawings are categonzed as Project
Control Documents (PCDs) PCDL is: the list of PEDs; including:

(1) Contract namie (or-Project name)
(2).Job Nuniber
"(3) Project Document Number
(4) Docimerit Filing Nytnber
(5) Revision Nuimber
.(6) Document:Title:,
_All Softwarg life- cycle actlvm:ls for & given phase shall be completed. prior

’Imaccordance V&"lth Sectxon-,4.2-.6~,.6~.of the;SPP'(Reference, 5)); theBRRshall -
e  Describe the.review scope; |
e Identify the reviewers;
o  Tdentify the persons conticted dufing the feview;
¢ ‘Docuinent the gutpuits and-versions reviewed,
¢ (Containasuriiary of the review results; and
o  Describérecommendationsand findings.
4:64 FPGA developtieiit Tool
The NICSD IV&V Team:will use the following FPGA.developmentdools for V&V activities.
I, Désignertosl _ -
2. Synplify™ tool
3. “Netlist:Viewer tool
4, ModelSin® tos]

These:tools ate commercial software tools; that PPDD uses for” developmient of FPGA based
modules. Section 8.1:2:of the- NIGSD SMP (Reférence. (48)) déscribes the tools as well as ]
methods used to accept use of the togls:for FPGA-based safety systems for nuclear power

TDSHIBA CORPORATION
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plants.

In addition to the’above tools, NICSD uses office productivity tools, database software, or
editor tools, These software tools are SIL 1 software, and do not need special control
procedure.

4.65 Test Equipment

NICSD shall control the software tools as described in the NICSD SMP,

The NICSD ' TV&V Teani will review and approve theé PPDD work products associated Wlth
FPGA review and test.

The NICSD IV&V Team shall document the result of a séftware tool in a V&V Report.
NICSD expect that PPDD uses the following test equipment for the module testing at the
factory:
. Slgnal-oeneratmo equipment — Slgnal-generatmg equipment is used to generate test
signal to-modules. :
e Si gna[-r‘eco_rdmg_,,. equipment — Signal-tecording equipment is:used to record responsé
§ignals from:the module. '

¢  Test Personal Computer (PC) — Ohé or iiore PCs dre iised- to' control thé.
Ssignal-generatifig eqmpment\ and. thHe signal-recording équipment: ThE Test PE:
records:the. generated and. response sxgnals

theum s ,‘dA

Test equipment software is nqt-emﬁedd_ed in-any FPGA-based safety-related systems.

4.6.6 Metrics

The NICSD IV&V Teain should monitor and track thie followmg metrics through the lifecycle
phases described in Section 5 to évaluaté the product quality.

e  Number of changes applied for the design documents

e  Number of 6pen items carri¢d to the next phase:

e  Number of open items closed in thie current phase

e Number of Site.Corrective Action Requests (SCARs)
Number of Site Nonconformance Notice Reports (SNNRs)
e Number of problems found during V&V testing

4.7 Security

NICSD takes appropriate measures to ensure Secure Devélopment and Operaﬁonal
Environmént (SDOE) as addressed in the SPP.  The requirements for the NICSD SDOE are
mapped and described in the NQ-2037 (Reference (28)). The NICSD IV&V Team shall
verify ‘that the cyber security requirements described in NQ-2037 are correctly reflected in.
the software life cycles.

TOSHIBA CORPORATION
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5 Verification and Validation Activities

Table B of this NICSD VVP describes V&V activities assigned to each Software Life Cycle
Phases.

The following sub-sections describe the V&V activities for the NICSD scope.

5.1 Management

5.1.1 Management of V&V

Section 4.3.1 of the SPP (Reference (45)) describes management of the V&V Activities.
The management of the V&V process is performed throughout the life cycle phase. Table
10 of the SPP defines the V&V management tasks, which are equivalent to the management
tasks defined in IEEE Std. 1012 (Reference (3)). Table 5-1 shows the corresponding
activities to the management tasks in this VVP.

Table 5-1 V&V Management Activities

l) Software Verification and Establishment of this NICSD VVP
Validation Plan (SVVP) Update

2) Baseline Change Assessment | Activity Iteration Policy in Section 7.2 in this NICSD
VVP covers the requirements of the Baseline Change
Assessment

3) Management Review The NICSD PM and NICSD SQA Team oversee the
NICSD IV&V Team activities.

4) Management and Technical A Process Review Meeting (PRM) is held in every
Review Support phase to ensure that the required activities during that
phase were completed. The NICSD IV&V Team shall
attend the PRM for management and technical support.

5) Organizational and Supporting | The NICSD IV&V Team shall attend the PRM. The
Processes Interface NICSD IV&V Team shall attend the project
management meetings when the NICSD IV&V Lead
considers it necessary.

The NICSD SQA Team will oversee NICSD IV&V
work when the NICSD SQA Lead determines that such
oversights are needed.

5.1.2 V&V Phases

Section 13 of the NICSD SMP (Reference (48)) defines the software life cycle for the
FPGA-based safety-related I&C systems. Figure 5-1 is the summary drawing illustrating the
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major activities in the life cycle process for FPGA-based systems.

Project Planning | Requirements Design Phase Implementation Module System Operations and
and Cancept Definiton & Integratk Validati Maintenance

o‘:- T Valdation T
rest
Specticaton Design e
| Speaty Dedicaon
Plaming for
Modues
System
Procurement ntogration
Oocunent VAV Raview VAV Review|
v Receing
Evakiation Inspacion
Modte Design Moase Test
Oesign FPOA
FPGA Test Reports.
Mode
PPDD Activities
(Per PPOD ISO Procedures, with Special Procurement Requirements
Mandating P Sufficient for Ap BQA)

(1) Unit Detailed Design Spec. includes Softs qui S|
(2), (3) Module Design Spec. and FPGA Design Spec. include Software Design Description.

Figure 5-1 Life Cycle Process for FPGA-based Systems

The NICSD IV&V Team activities shall be performed for the life cycle phases defined in the
NICSD SMP (Reference (48)). This NICSD VVP includes the life cycle phases from the
Project Planning and Concept Definition Phase through the System Validation Testing Phase.
This NICSD VVP ends after the System Validation Testing, prior to shipment from Japan
However, if any need for design change arises after finalizing the V&V activities, this NICSD
VVP and the V&V activities shall be reactivated from the earliest phase affected by the
change, and necessary activities shall be iterated. For design changes in the Operations and
Maintenance phase, another VVP will be prepared.

5.1.3 Use of Previously Developed or Purchased Software

PPDD is a commercial supplier. The FPGA logic lifecycle is treated as the software
lifecycle in the NICSD SMP (Reference (48)) and SPP (Reference (45)). The FPGA logic
procured from PPDD is included in the FPGA and is commercial. The FPGA logic is
treated as Previously Developed Software (PDS). The FPGA logic is comprised of
combinations and connections of software elements called functional elements (FEs). The
FEs are treated as Commercial-off-the Shelf (COTS) software. NICSD dedicates the FPGA
logic implemented in FPGA under NICSD Commercial Grade Dedication (CGD) process
defined in the NICSD SMP. NICSD shall evaluate the PPDD before ordering to PPDD
through a CG Survey, Critical Digital Review (CDR), or both of them. The NICSD IV&V
Team will review and oversee the PPDD in each step of works, and accept those works.
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5.2 Project Planning and Concept Definition Phase

The activities in‘the Pro_]ect Planninig: and Concept Definition: Phase are performed by IEDD.
aiid NICSD: The activities of NICSD-in the- PIOjeCt Planning and:Concept Définition-Phase
are-described in this'section.

During this: ‘phase; NICSD generatés the Equipment: Design. Specification. (EDS) including thé
design basis and apphcable regulations and mdustxy practices in the design, and starts the
master conﬁguratlon list (MCL). The MCL started in this. phase is updated throughout the

software life cycle.

Table A of:the NICSD SMP: (Reference (48)) lists-the outline-of the-output. documents of the I
NICSD V&V activities;

521 Preparationof NICSD VVP ) “ _
The NICSD IV&V Team shall prepare ﬂns NICSD VVP in accordance with: NQ-2013

rev1ew thls NICSD VR, o _ 5 . , .
Forthe procedures‘to-be: nsed ,fdr'the.doc::ume“nféieview;. seeSection4.6.1 in'this NICSD VVP:

‘The NICSDIV&V Teamdeliversthe NICSD'VVP'to the ICDD TV&V Team for review.

522 Preparatlon of Software Test:Plan

. :
s Module Validatior Testing
e SystemValidation Testing

‘Thé Software TestPlan defines the'scope; appro_ach, fesources, and schedule of the testing
-activities, anid shall réquire generation of the following: documents

Software Validation Test Plan,(SVTP)

Test: Speclﬁcatlon (mclndmg Test ﬁemgn, Test: Case)
Test Procedure

Test Report

5:2.3 Document Reviews.
The NICSD' IV&V Team shall perform idep endent reviews- of the documents, which are.
hsted in Table A of the NT 26 D" SMP marked P in the “Othet Outputs” co]umn For

"The NICSD TV&V Team-reviews the: docu{nents fo; the V&V activities in thig phaserefemng,_
‘to ‘the methods.and procedures descnb -in-Table: 11 of'the'SPP; The Table B is. prov1ded
for-abétteér understandmg‘ iof: termmologlcal diffetenice betweern thie' SPP and NICSD VVE.

5:2:4 Project Planmiiig and-Concept Definition Phase RTM efforts
(1) Preparation of the RTM

‘The NICSD SD Team shall update the ProJect Planning and Concept Definition Phase RTM
delivered by ICDD-to maintain the traceabxhty between the IEDD: requn'ements and the EDS.
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in accordance with NQ-2015 (Reference (19))

Thie NICSD SD.Team traces the upper level requirements in the NED documents to the EDS,
and traces the EDS requirements back to the upper level requirements.

The'RTM efforts ensure the following:
¢ The requirements are traced “forwards” from the upstream documents to the
downstream documerits.
e The downstream requircments are traced back to ‘the upstream documeits:
See Section'8.1 for preparation of RTM.
(2) Compilation of the Project Planning and Concept Definition Phase RTM report:

“The NICSD SDTeam summarizes open items reévealed by the RTM efforts. The NICSD SD
Team must resolve these items to the satisfaction of the RTM preparer(s).

"The NICSD-IV&V Team shall review the RTM for work performed by NICSD.

The NICSD IV&V Team shall describe the result.of RTM review in the V&V Report for this
7phase

5:2.5  Sécurity Review

The: NICSD IV&V Team shall review that the cyber secunty requirements described in
'NQ-2037 (Reference (28)) and the SPP aie- correctly reﬂected in'thes software hfe cycles

; > that: p N g ) ;
.mcluded i the: EDSs and SSARs In add1t10n the NICSD Vi &V Téam shall conﬁrm that:an
appropriate secure development environmerit is established: The result of Security Review
.shall be:described in the V&V Report,

5.2.6 Project Planning and Concept Definition Phase V&V Reporting

“Theé NICSD TV&V Team shall prepare the Project Planning-and Concépt Definition Phase
V&V Report, summarizing. the V&V activities performed for this Project Planning and
‘Concept. Definition Phase. This report will be extended: at the end of each phase to add the
resilts of each phasé report. At the'end of the lifecycle, the final report will thus comtain the
results from all lifecycle phases.

“The NICSD V&V Report shall include:

(1) References:to the reviewed documents:
(2) References to.the Design Verification Reports (DVR)
(3) Reference to the Project Planning and Concept Definition Phase RTM (NICSD
portion)
(4) Open items revealed in the RTM efforts
(5) Result of the Security Review
(6) Result of the:SSAR review
'(7)_ Metrics described in Section 4.6.6
(8) Any findings, recommendations, or suggestions to' reduce.any risks identified in the.
V&V activities
The NICSD IV&V Team delivers the NICSD V&V Report to the ICDD V&V Team for
Teview:
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5,2:7‘ Baseline Review
To complete the: Project Pianmng .and- Concept Definitioni Phase, the NICSD IV&V Teaint
shiall perform- baseline reviews. at the phase end as described in Section 4.6:3. The NICSD

IV&V Team shall issue-a Baseline Review Report (BRR) documenting the results of the
Baseline Review and. reportito the NICSD SQA Teain for review and approval as. QA record.

5:3 Requirements Definition Phase

The development activities in the Requirements Definition Phase are petformed by NICSP.
In the Requirements Definition-Phase, the NICSD SD Tearnn develops-a Unit Detailed Design
Specification. This specification addresses software and hardware requirements
accomplished by unit-design, and prov1des necessary functional requirements for module
design.

Table A of the NICSD SMP (Reference:(48)) lists:the outline of the output: documents of the
NICSD V&V sctivities.

5:3.1 Document Reviews:
[CSD _IV&V Team sha]_ll perfo i dependent reviews of the documents whlch are

53.2 Requirements.Definition Phiase RTM. efforts

(1) Preparation of Requirements Definition Phase RTM

ThéNICSD.SD Téan pérfornis the Requiteinents Définition Plidse REM efforts-
The RTM efforts enstire thie following;

¢ 'The requirenierits are traced “forwards” fromi the' Pfoject Planding dnd Corcept
] i this:phase: des1gn documents

o Therequiretheits até traced:back from this phase-to the Project Planning and: ‘Concept:
Deﬁmtlon Phase: “Tha g 1s, all reguirements: listed in' this- -phase-are covered by the
PrOJect Plannmg and. Concept Definition Phase réquirements, and 0o new
feqiirenients have been'created i this phase.

In this Requn'ements Definition Phase softie requiremerts from the Pl'OjeCt PIanmng .and
Concept Definition:Phase aré dllocated to-hardware. These:hardwiate: Téquiremerts-dre also
traced. In addifion; the:RTM efforts must address interface requirements among units, ‘and
among modules.

{(2) Compilation of the Requiremients Definition Phase RTM repoit:
The NICSD IV&V Team shall rev1ew the RTM

phase

TOSHIBA CORRORATION
Nuclear Instrumentation & Control Systeins Department

23/48



FA32:3709-1000 Rev. §

53.3 Security Review
The NICSD IV&V Team shall review that the cyber security requirements described in

NQ-2037 (Reference: (28)) and. the SPP (Reference (45)) are correctly reflected in the [
software life cycles.

The NICSD IV&V Team shall perform independent review (IR) of the. Unit Detailed Design

Spécifications and SSARs, #nd cenfirm that appropriate cyber security requirements

complying with NQ=2037 and thie SPP are included in the Unit Detailed: ‘Design Specifications.
The result of Security Review shall be described'in the V&V report.

5.3.4 Requirements Definition Phase V&V Reporting
The NICSD IV&V Team shall prepare the Requitements Deéfinition Phase V&V -Report
summanzmg the V&V -activities performed for this Requirements Definition Phase
The NICSD V&V Report shall iriclude:
(1) Reference:tothe reviewed .documents.
(2) Reference to.the Design Verification Reports (DVR)
(3) Reference to the Requiréments Pefinition:Phase RTM
1(4)" (Dpen.i’temsfreveal"ed ei11=ﬂie RTM‘cﬁ‘Or_ts
(6) »_Results,.of:the SSAR-mwew
«(7) Metrics:described:in'Section'4:6:6
(8) Any" ﬁndmcs récommendations; or suggestions to reduce.any-tisks identified in the
V&V activities

The NICSD IV&YV Tgam délivers the NICSD V&V Report 16. the ICDD V&V Team for
review,

5:3.5 Baseline Review
To complete the Requirements Definition Phase, the NICSD IV&V Teain shall perform
Dbaseline reviews at the phase end as described in.Section 4.6. 3. The NICSD: TV&YV Feam

ghall issue.a BRR documentmg the zesults: of the. Baseline Review @nd Teport 1o, the NIGSD
SQA Teamm for feviewand. approval s QA record..

5.4 Design Phase

NICSD procures the FPGA-based modules from PPDD, In the design phase, PPDD
produces the Module Design Specifications and the FPGA. De31gn Specificdtions, which
define'the FPGA logic design, iri accordarice with PPDD procedure E-68017 (Refereiice-(39)). I
A special charactérisfic of the Toshiba FPGA-based 1&C systems’is that FPGA. logic consists
of the verified and well proven functional elements (FEs) and interconnects: between FEs.
All FE are generated by PPDD. ‘The V&V activities for FEs are desciibed separately in
Section 5.8.

Table A of the-NICSD SMP (Reference (48)) lists the. outline: of the output doctiments of I
these V&V activities.
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541 I;reparaﬁon of SVTP

The NICSD: IV&V Team shall initiate preparatlon of a Software Validation Test Plan (SVTP)
in accordance with this: NICSD VVP and in Section 9 of the SPP (Reference (45)) The
SVTP shall outline. the methodology of how various tests will be used to validate that the
integrated software meets the requirements stated in the EDS and the Unit Detailed Design
‘Specification.

‘The:SVTP can include a'plan for Platform Factory Test (PFT), if necessary.

Thi§ activity shall be initiated in this phase to ensuré completion prior to the Systen.
‘Vilidation Testing Phase: ’

54.2 Document Reviews

Durinig this- phase; the NICSD IV&V Team is involved in reviewing each PPDD work
product. The NICSD IV&V Team ensures the quality and compléteness of each work
product-and its readiness-for CGD.

"The NICSD IV&V Team shall perform irdepéndent reviews of the documents, which are:
listed in Table A of thie NICSD SMP (Reference (48)), and marked “DVR” in the “Other
Outputs” column For the procedures to be.used for the. document review, see Section 4.6:1
inthis:NICSD VVP.

“'I‘h NICSD IV&V Team Teviews: the docum

tter understandmg of termmologlcal ditfererice between: the SPP 4nd NICSB VP,

The NICSD V&V Team: shall review demgn and test decuments submitted by PPDD..
PPDD use PPDD standard E-68017 (Reference (39)) that has equlvalent réquiréments for
FPGA: design, ¢oding and testing specified ifi NICSD Standard NQ-2031 (Reference (23)).

The NICSD IV&V Teaini shall confirm that the FPGA logic is designed adhering, to the
design ritles: given: in. the NICSD Standard NQ-2031, Appendix A, ds Well as corfirming thit
‘guidance, prov1ded by the FPGA. véndor, Microsémi Corporation; in Application Notes for the
chosen FPGA mtegrated circuit is appropriately mcoxporated in the design. Tn partlcular, the
FPGA. logic consists of the verified and well proven FEs, and the interface to each FE is
tonsisterit with the FE specification. The'NICSD IV&V Teatn shall review arid approve the
regiilts of the PPDD review.

The NICSD IV&V Teéam shall chéck that the FE documients:ate apptoptiately maintained. as
desctibied ifi Section 5.8. | '

The NICSD IV&V Team shall confirm that the requiremerits-in PPDD Stanidard E-68017 are
equivalent to the requireinents in NICSD Standard NQ-2031 through the CG Survey réport or
CDR report, or otlier means.

5.4.3 Design Phase RTM efforts

(1) Préparatiorn-of Design Phase RTM

The PPDD. design engineers prepare the RTM to maintain the- traceability from theurit design
to thé-module design and to the FBGA:  Thie RTM-efforts ensure the following:

s The requirenients are traced “forwards” from the: Requuements Definition Phase to
this phase -design documents. That is, all reqmrements in the unit design are
allocated to modules mounted in the unit, and requirements in each module. design are
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allocated to FPGAs included in the module.

e The requirements are traced back from this phase to'the Requirements Definition
Phase. That i3, all requirements listed in- this phase are: c‘:oVeréd’bY‘fthe Redquiréments
Definition Phase, and nio new requirements have been created in this phase.

Note: An FPGA de51gn may include maintenance or test purpose circuits. Inclusion
of ‘these kinds of circuits. must be described .in the Medule Design Spe01ﬁcat10n as
exceptions. The NICSD IV&YV Teatn shall confirm that these circuits do not cause
any adverse effects to the module functions.

(2) Compilation of the Design Phase RTM fepoit

The NICSD IV&YV Team shall review the RTM prepared by PPDD.

The NICSD SD Team shall update the RTM of the Requirements Definition Phasé based on

the RTM prepared by PPDD.

The NICSD IV&V Team shall describe the result of RTM.review in the V&V Report for this
phase.
‘5.4.4 Security Review

The NICSD TV&V Team shall verify that thé cyber security reguirements described in
_NQ-2037 (Reference (28)) and the: SPP (Reference (45)) are correctly reflected in the
software life cycles

'Team shall conﬁxm that an appropnate secure development enwronment is: estabhshed in
PPDD. The result of the Security. Review shall be described in the V&V Report
5.4.5 Design Phase V&Y Reporting:

The NICSD'TV&YV Teamshall prépare the Design Phase V&V Report summarizing the V&V
activities performed for this.Design Phase,

The NIESD V&V Repoit shall include:
(1) Reference fo'the reviewed documerits
(2) Reférence to the Design Verification:Reports (DVR)
(3) Reference to. the.resulis of the FE documernt-and the software tool control checks, sé€
Section 5.8,

(4) Refetence to the Pesign Phase RTM
(5) Open itenis revéaled in the RTM efforts
(6) Results of the:Security Review

(7) Results of the-SSAR review

(8) Metrics:described in Section 4.6.6

) Any findings, ‘Tecommendations, or: suggestions.to reduce ‘any risks-identified in the
V&V activities
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The NICSD IV&V Team delivers the NICSD-V&V Report to the ICDD IV&V Team for
“Teview.

5.4.6 Baseline-Reviéw

To complete the Design Phase; the. NICSD IV&V Teain shall petfoti baseline reviews atthe
phasé: end as described in: Section 4.6.3. The NIESD IV&V Team shall issué @ BRR
documenting. the results of -the Baseline Review: and report to-the NICSD. ‘SQA: Team for
review and.approval.as QA record.

5.5 Impleme'nta"tion'and Integration Phase

In the Implementation and: Integration Phase, the. FPGAs are. developed by PPDD in the
followmg three steps:

Step 1 VHDL Source Coding:

The PPDD design engineers generate VHDL source. code- that. implements; the functional
requirements’ writtenn in the FPGA. Demgn Specrﬁcatron in accordance with PPDD!
procedure E-68017 (Reference (39)) In geneating the VHDL. source. code, the:PPDD.
desigri engineers use editor 190ls. Since subsequent 4ctivities adequafely venfy and
validate the VHDL source codé; no V&V activities:are necessary:: for the. editortools.

Step:2: FPGA. Iimpleientation

The PPDD design engmeers convert the: VHDI
vSynphfy “tool, alc 2 § :
PPDD FE: libraty; arid mtegrated mto a smgle nethst by thie Desrgner tool: supphed by
Microsemii.

To détect efrors in the nétlists, which 1 miay beindétected’ by the software tools, and €frors in
the source code, the-NIESD IV&V-Team confirms logic diagrams from the. nétlist, and
mspects the. loglc dlagrams COmMPparing with, the‘VHDL source:code. The logic dlagrams
are drawn by the Netlist Viewer tool, ‘whick is supphed by Microsemi, but is mdependent
‘of the: Synphfy® tool.

After:the mspecﬁon the: PPDD: design engineers convert: the netlists into a placed, routed
nethst, called fuse 1nap; and ¢mbeds the fisse Tiap into.4'tést puipose FPGA.

To minimize risks-associated ‘with timing, the PPDD-design -engineers' perform timing:
analysis and simulation during; their: -design process.. This: two=part process includes static:
timing'atialysis and dynamiic. Hming sintulation. Static: timing analysis evaluates the setup
and hold ‘times on each path within the FPGA désign. The Designer software fool
evaluates the propagation delay to each element-in .the-code in. order: to determme each
tlmmg path in. the code. The result from this static analysrs can be interpreted by the:
ModelSim® tool. Thé PPDD: desrgn engineers thien use ModglSim® tool to'validate the
design with dynamic s sunulatmn using accurate:propagation: delays:

Step 3: FPGA. Testing;
PPDD petforms testing on the FPGAs as-defined below. The NICSD IV&V Team
reviews the FPGA Test Procedure prepared by PPDD.

This testing includes:
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a) Simulation of the fuse map g'enerat;:d‘jn.Stepnz, and
b) FPGA Testing using the test purpose FPGA produced in Step:2:

The PPDD-design engineers perform FPGA. Testing: usmg the ModelSim® teol, and the
PinPort device. The ModelSim® tool is not only used in simulatior, but also i in: FPGA-
Testing using an FPGA chip that émbeds target FPGA logic for testing. The ModelSim®
tool generates inputs to. theé FPGAs according to the test véctors ﬂlat__are,p;epjaifgd pudor: to
the FPGA Testing.

The PPDD engmeers use Mode]Slm too] to simulate the internal operation of the logic.
The ModelSim® ‘tool provide the PPDD engineer w1th the capability to watch individual
signals within the FPGA and-validate that timed FPGA logic werks.as the engineer mtends
These tests venfy that the. FPGA timing’ eofistraints are- satxsﬁed and that additional PPDD
timing rules are satisfied: The NICSD IV&V Team shall review FPGA Test Reports
describing the result.of the FPGA Testing.

After the. test i§- satisfactorily performed using both the simulation software tool and an
implementation in an FPGA, the FPGA logic is considered quallﬁed and registered. 'Thus
the baseline for'the registered FRGA 10g1<: is established.

The qualified FPGA logic' must be implemented in an FPGA .integrited circuit prior fo
bemg soldered to.a module: prmted circuit board.

Table- A £ihe NICSD:SMP (Reference (48)) lists the-outline of the:onitputs of these V&V I

actlvmes

The NICSD IV&V Team should observe PPDD activities to- verify ‘that. PPDD woik in
accordance- with- their procedures and NICSD’s expectauons These:observations. could be
.coordinated with: NICSD SQA Team. Results.of the observation shall be documerited in the
V&V Report: Ifthe:NICSD IV&YV Tear finds any tonconformance: i PPDD?s ‘ackivities,
tlie NICSD IV&YV Team shall issue-a SCAR documenting the rejection of the PPDD work
product:

5.5.1 VHDL Source Code Reviews

The NIGSD IV&V Tean shall revicw.thie soufce:code to vetify correctriess, corisistericy,
coinpleteness, accuracy; and‘traceability t6 the design specifications i accordance with
NQ-2031 (Reference (23)), Sections 13.4.3 and 14.5:1 of fhe NICSD ‘SMP {(Reference (48)),
and Code Review Guide 8M8K0000. (Reference (51)). The results of these reviewsmust be
docurhented usitig:a Sotirce Code Review Sheet: These verifications miustinclude (at 2

mihimuri) reviéw of the FPGA.source code written in 'VHDL:(or-equivalent configurition
information) to.ensure that the source code matches what was specifiediinthe FPGA Désign
‘Specification (Software Design Description). NICSD.IV&V Lead shall organize.a Code-
Review Team by -a‘s,si‘g_ni.ﬁ'g}'éode Review Lead-and Code:Reviewers.. The reviewermay use:
sofiware devélopment:tools-such as-a"VHDL Simulator'in addition to traditional.techniques
described in IEEE Std 1028 (Referenice (4)). ‘

PPDD shall- prov1de necessary information for the source-code.reviews such as:source codes, l
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report files-of softwaré tools (Synplify; Designer, and other tools) and software documents to
the Code Review Team.
The- Code Reviewers review the information with a Source:Code Review Sheet specified in
Code Review Guide 8M8K0000:
The major checkpoints‘are,

(1) Use'of FE Design,

(2) Synchronous Design

(3) Interface reviéw for compatibility between FPGA, speciilly for Input/Output Pin

Setting,
(4) Warning of Software Tools,
(5) Equations, algorithms, and control logic;
* (6) Constraint,
(7) Softwate operation within reqiiireiment constrairits, aiid
(8) Conformance to Coding:Guideline 68017 (Reférenice (39)).

The results:of these reweWs must be documented in the: Source;Code Rewew Sheet by the

P

‘DesigherinPPDDiand-obseivers. ‘Code Review Team shall class1fy €ag ;,a.no‘malyas:Major
:or Mirior,:and shall determine thé disposition of each-anomaly-as: “Use:as.is” or “Rework.”
Source:Code:Review, Sheet shall include-the classification, the disposition, and the
determination whether the: criteria of closing the disposition.is satisfied.

552 Logic Synthesis and Layout

The PPDD: design engineers convert the: VHDL , source code into:a netlist-using:the; Synphfy®'
tool, and convert the netlist into a fuse. hap using:d place-and. layout tool. iritegrated.in the
De51gner tool. The-PPDD design engirieers check the message- files froin thi software tools.
to confirm ‘that logic synthes1s and layout arc performed without errots; or problematic

warmngs The NICSD V&V Team verifies- the result of the message checks.and-documents:
1tin the V&V Report.

5.5.3 Signal'Tini'iil'g'-

The NICSD IV&V Team confirms that the PPDD design engineers meet:the FPGA design
fiiles. The.NICSD IV&V ‘Team shall verlfy the t1m1ng analysis performed to show- that:the-
tiiding margin described in NQ-2031 (Reference (23)) exists within:this FPGA. The NICSD

TV&V Team ghall evaluate:the result of the FPGA internal timing: analysis, £ and document it in
the V&V Report.

5.5:4. Netlist Inspection

The NICSD IV&V Tedm:inspects the netlists by comparing the origindl VHDE filés with the-
logic dlagrams generated from the nétlists by the'Netlist Viewer:tool, to verify the.correctness
of the-conversion. In.the:comparison, the:FE-interfaces shall be. checked, because the VHDL,
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source code implements logic using FEs. ‘
The results of the netlist check shall be documented in the V&V Report.

55.5 Document Reviews

The NICSD IV&V Team shall perform independent reviews of theé doctuments, which are
listed in Table A of the NICSD SMP (Reference (48)), and marked “DVR” in the “Other
Outputs” column. For the procedures to be used for-the document review, see Section 4:6.1
in this NICSD VVP. :

The NICSD IV&V Team reviews the documents for the: V&V activities in: this phase refeiring
to the methiods and procedures described in Table 14-of the SPP. The Table B is provided
for a better understanding of terminélogical difference between the SPP.and the NICSD VVP.

It should be noted that the NICSD-IV&V team must confirm that the test cases for FPGA
Testing achieve 100% toggle coverage (see NICSD Standard NQ-ZOII(Reference (16)) for a
definition of toggle coverage), of the active FE connections, and the test casés are sufficient to
ensure that the FPGA performs its intended functions.

5.5.6 FPGA Testing:
PPDD prepates the: FPGA Test Procedures. in accorddnce with E-68016° (Refeérence (38)), |

mcludmg test cases, before the execution of the testmg The NICSD IV&V Team shall
reviewtie FPGA Test Procedures in-accordance: with NQ-2030 (Reference (22))

gdure approyved by
est Reports. The:

1. evaluate the

NIESD.IV&V Teain. shal A Test Reports.

Any-test failures; any product. or configuration nonconformances, or-any errors in the: test
procedure itself shall be resolved as described-in Section 7.1.

55.7 Software Tool Control Review

The NICSD IV&V Team shall review the PPDD control ofthe software-tools used in: their

.de51gn and V&V act1v1t1es as described in Section.8.1.2 of'the NICSD SMP. The NICSD
TV&V Teéam shill review PPDD’s tecords for'software tool coritrél to ensure:

 PPDD uses corect versions-ofsoftware tools for FPGA manufa‘cturihv
e PPDD is controlling the sofiware tools in accordance with- procedures that NICSD has
reviéwed and-approved.

5.5.8 Implemeritation and Integration Phase RTM éfforts
(1) Preparation‘of Implementation and Integration Phase. RTM
‘The PPDD design engineers perform the Implementation and: Integration Phase RTM efforts.
The RTM efforts ensure that the FBGA Test Procedures cover all logic requirements for
FPGAs defined in the FPGA Design Specifications. Note that traceablhty between FPGA

design te VHDL source code is-verified in VHDL source code review, and is not included in
the RTM efforts.

(2) Compilation of the Tmplementation and Integration Phase RTM Report
The NICSD IV&V, Team shall review the RTM from PRDD.
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The:NICSD V&Y Team shail describe the result-of RTM review in the- V&V Report for this
559 Security Review
Thie: NICSD V&V Tedth shall feview that the cyber security requiremerits described: in

NQ-2037 (Refereiice (28)) and the' SPP (Reéference (45)) are correctly reflected ‘in the
software life cycles.

The NIESD TV&V ‘Team shall perform an indepéndent review (IR) of the FPGA- Test.
Procedures, TFPGA Test' Reports; The NICSDIV&V Team shall also review-that appropriate
cyber security:requirements- complying: with NQ 2037 and the SPP are included in the: FPGA
Test Procediires.

In addition; 'the¢ NICSD V&V Team shall confirm that appropriate security measures are
taken in VHDL code generation, .code conversion. from source code to fase map, and data
storage.

Thie result of’-tﬁér-SecnﬁtyReviéw5.shall’-'be described in the V&V Report.

5510 Implementatlon andlntegrahon Phase V&V Reportmg

-’(4)‘ Referericeito. 'the soﬁware toolsmessa_ge-'rﬁle'che‘éks
_ -(5) Reference;to: the netlist; mspectlons

(10) Results-'of Software TooI~Gontrol-Rev1eW
r1): Open items:revealed in the’RTM efforts.

-'(13) Results of the. SSAR TEVIEW
(14). Metrics:described in'Section4.6:6

15y -Any finidings, -récommendations, of-suggéstions'to reduce any risks-identified in the:
Vi&Vactivities

‘The NICSD V&V Report includes: the Software Build® Procedure-and Report (SBPR) ag
'deﬁned in the-SPP,. ’Ehe followmg documents are treated-as SBPR
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¢ FPGA Control Sheet
FPGA Control Sheet shall document the names of the VHDL source code files.
Thie NICSD IV&V Team delivers the NICSD V&V Report to the ICDD IV&V Team for
review.
5.5:11 Baseline Review
To complete the Implementation and Integration Phase; the NICSD V&V Team shall
pérform baseline review at the phase end a5 described in Section 4.6.3. The NICSD IV&V

Team shail issue a BRR documentmg the results of the Baseline Review and report to NICSD
SQA Team for review and-approval as.QA record.

5.6 Module Validation Testing Phase

Once the module using verified FPGAs has been assembled, PPDD peiforms module.
functional testing in 4ccordance with writfen test procedures. In the Modile Validation
Tésting Phase, PPDD demonstrates that the modules: perform all intended functions within the
predetermmed demgn, and that the modules do .not perform unintended or undesuable
functions. PPDD. develops Module Test Procedures based on E-68016 (Reference (38)):
These:test procédures, mcludmg.tcst plari; test cases; and acceptance criteria; are writtent by an
enginéer other than theé engiricer-who. desigried the module to.be tested.

‘Thé PPDD. persorinél perform-iodule validation testmg 4nd generaté-a- Moduile:Tést- Report-
Wwhich. inclides: & test lo” and 2.listing. 6f “any~ testing ano a.hes, PPDD will resolve test

rocedure oL chanomg FPGA loglc If FPGA loglc is
/ ~actlv1t1es m Sectlon 5.5 for the FPGA logic shall be iterated: These
changes shall be, recorded. The test is tepeated in its ent1rety until ‘the test passes
siiccessfully. After successful résults are obtained, the test report shall be reviewed with
change records (ifany), approved, and placed ‘under CM.,

Table A of the NICSD SMP (Reéference:(48)) lists: tlie-outline of the outpiits of these V&V
activities. '

In addition to the activities described in the following subsections, the NICSD IV&V Team
should oversee PPDD activitiesto verify that PPDD work in accordance with theit procedures:
and NICSD’S expectatlons Results:of observation shall ‘be'documented in the V&V Report.
If the NICSD IV&V Team finds any nonconformance in a PPDD’s activity, the NICSD. _
IV&V-Team shall issue.a: SCAR:in.accordance with NQ-3019 (Reference’ (34)).

5:6.1 Document Reviews
The NIGSD: IV&V Team shall perform independent reviews of the docuinents, which are
listed in Table A of the NIGSD SMP (Reference (48)), and marked “DVR” in the “Other

Outputs” column. For:the procedures to be used for the document review,-see Section 4.6.1
in this NICSD V'VP.

The NICSD IV&V Team reviews the documents for the V&V activities in this phase referring
to the methods and procedures.described in Table 15 of the SPP (Reference (45)). “The Table
B is. provided for a.better understanding of terminological difference between the SPP and
NICSD VVP.
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5.6.2 Module Validation Testing
PEDD prepares Module Test Procedures m accordance w1th E—68016 (Reference (38))

......

Procédures. PPDD prepares the Module Test Procedures before the executlon of the testmg
The NICSD IV&V Team shall rev1ew the Module Test Procedures in accordance with
NQ 2030 (Reference (27)) If NICSD cons1ders necessary, NICSD shall requlre addltlonal

Any test farlures; any- product— or c,onﬁguratron nonconformances, or any errofs. in the test
procedure itself shall be resolved as described inSection 7:1:
5.6.3 Test:Equipment Software Review
"The NIESD IV.&V Team shall review the PPDD control of the test-équipmient software, used
in the Module Validation' Testing: The NICSD IV&V Téam-shall review PPDD’s:tecords
for test equipment software control to-ensure:

s Test equipmeént software used-for the project tests is prepared in accordance with

procedures that the NICSD IV&V Team has' revrewed and .approved.

+ PPDD is controlling the software-togls in accordance with PPDD procedure, E-68020.
(Reference, (42))

s i}recedures cover all loglc qulllrements f°1' the}

'modules deﬁned in the Module Desrgn écccﬂicatlons

{2)-Compilation of the Module. Validation' Festing Phase RTM: Report

‘Thie NICSD IV&V Team shall review the REM: from:PPDD.

T}IJ:SNICSDIV&V Tearn shall describe the:result of RTM review in V&V Report for this
phase.

5:6.5 Security Review

The NICSD IV&V Team, shall review that the cyber secunty requirements described in
NQ-2037 (Reference (28)) and .the. SPP' (Reference (45)) are correctly eflected in: thie:

software.life cycles

The NIGSD V&V Team. shall perform independent’ review (IR) of the Module Test
Procedtires and shall . reviewthat appropnate cyber: secufity fequirerdents complying-with
‘NQ=2037 and the SPP:are ificluded in thie: Module Test Procedures and the:SSARS.

In addition, the NICSD IV&V Teatn shall confitm that appropriate securrty Tieasures: are:

taken in the’ followmg activitiés:
¢ Delivery.of the fus¢inap
* Embedment 6flogic ifito FPGAs
* Storage-oflogic embedded FPGAs
»  Moduledssembly
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e Transpoitation and storage 6f modules
The resiilt of Security Review shall be described in the V&V Report.
5.6.6 Modiile Validation Testing Phase V&V Réporting
The NICSD IV&YV Team shall prepare the Module Validation Testing Phase V&V Report:
summarizing the V&V activities performed for this Module Validation Testing Phase:
The NICSD V&YV Report shall include:

(1) Reference to the reviewed documents

(2) Reférence to the Design Verification Reports (DVR)

.(3) Reférence to the Module Test Reports

(4) Refeérence to the Module Validation Testing Phase RTM

(5) Results of Test Equipment Software Review

(6) Opén items revealed in the RTM efforts

(7). Results of the Security Review

(8) Résults.of the SSAR review

(9) Mettics described-inSection 4:6.6

(10) g5, recommendations; er-suggestions:to reduce. aniy risks.identified in the

The NIGSD-IV&Y Team délivéis e NICSD VAV Report o'the I0DD IVEY Team foi
Teview:

5.6.7 Baseline Review

To complete the Module Validation Testing Phase, the NICSD IV&V Téam shall perform
baselme reviews at the phase end as described in Section 4.6;3. The NICSD IV&V Team:
shall issue a:BRR. documenting, the results of the-Baseline. Review and réport to NICSD SQA
Team for-review-and approval as QA record.

5.7 System Validation Testing Phase

For the umit integratlon, a NICSD receiving: mspector receives:thé modules to be. installed in
the units.  Affer accepting the moduiles in the previous phase; NICSD assembles the module
into ‘the units. Then, NIGSD assembles the system from the units. The NICSD test
‘personnel. shall perform the System Validation Testing in accordance with the SVTP. This
test must deihonstrate- thdt the system perforins all intended functions within the
predetermined design, and that the system does not perform uniftended or -undesirable
functions that were identified in the test scope.

The NICSD test persorinel generate a test record, which includes a test log: Testing
.anomalies,-if any, will be recorded in a NNR in accordance with NQ-3019 (Reference (34)). |
NICSD will resolve test anomalies, which may require changing the test procedure or
changing: FPGA logic. If FPGA logic is changed the V&V activities in Section 5.5 and 5.6
for the FPGA logic shall be iterated, The test is repeated in its entirety until the test passes
successfully: After successful results are obtained, the NICSD IV&V Team shall review the
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test record with change records (if any). Then the test-record will be approved, and placed
under the:SCMP (Reference. (50))

Table A of the NICSD SMP (Reference (48)) lists the outline-of the outputs of these V&V
activities.

The'NICSD IV&V Team evaluates the results of the System Validation Testing te confirm
that requirements identified in the EDS and Unit Detailed Design Specifications -are
satisfactorily coveted, and issue a Software Validation Test Report (SVIR).

The NICSD.IV&V Team may-also-observe NICSD. activities to verify that NICSD work.in
accordance with.applicable. NICSD procediirés. Resilts of observation shall be documeéritéd
ifrthe V&V Reépoit.

5.7.1 Document Reviews.

The NICSD IV&V Team shall perform: independent reviews of the documents, which are
listed in Table A of the NICSD SMP- (Reférence (48)), and marked “DVR” in the “Other

Outputs” column. For the procedures to be used for the document:review, see Section 4:6.1
in this NICSD VVP.

The NICSD IV&V Team reviews the:documents: for thie V&V-activities in this:phase:réferring
1o the: methods and procedures descnbed in Table 15 and Table 16 of -the SPP (Reference
1(45)) The, Table: B is prov1ded for ‘a better understandmg of” termmologlcal differericeé
‘between the SPP-and NIESD VVP.

572 gk féliiiz'itidii’Té‘s“tiﬁg
The N
Vilidation Testmg in accordance w1th SVTP

Any test faﬂures .any product of corifigutation. noniconformarce, or any errors- in the test
procedure-dtself shall be resolved as described:in Section 7.1

The NICSD IV &V Team shall describe the result of Unit Validation Testmg in the. V&V
Report for this phase

5.7.3 System Validation Tésting

The NICSD test personnel shall perfonn the’ System Validation Testing 1 1in accordance with:
SVTP:

Any test failures, any product or conﬁguratlon nonconformance, or any: errors-in the: test
rocedure itself shall be resolved as:desctibed in Section'7.1.

Successful completion of testing and document reviews will complete the: requirements for
commercxal grade dedlcatlon The NICSD IV&V Team shall reV1ew the completed‘

that the evaluatlons are complete and correct, Completlon of the NICSD IV&V Tearn

review of the-commercial grade dedication shall be the last technical activity'tobe: completed,
The NICSD: IV&V ‘Team shall déscribé’the result of System- Validation Testing in V&V’
Report for this-phase.

The NICSD IV&V' Téam shall prepdré a Software Validation Test Report' (SVIR). The

Software Vialidation Test’ Report (SVTR) includés-the resilt of Unit Vilidation Testing and
System Validation Testing.
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5.7.4 Test Equipment Software Review

The NICSD IV&V Team shall review the NICSD control of the test equipment software, used
in the-Unit and System Validation Testing. The NICSD IV&V Team shall review NICSD’s
records for test equipment software control to ensure that the test equipment Software used for
the tests is.controlled in-accordance with NQ-2003 (Reference (26)).

5.7.5 System Validation Testing Phiase RTM efforts

(1) Prepatation of System Validation Testing Phase RTM

NICSD design engineers perform the System Validation Testing. Phasc RTM cfforts. The

RTM efforts énsure the uiiits and system validation test procedures cover all finctional
requiréiments-deéfined ifi the Unit Detailed Desigh Specifications and the EDS.

(2) Compilation of the Systein Validation Testing Phase RTM Report

The NICSD IV&V Team shall review the RTM., ‘

The NICSD IV&V Team shall describe-the result-of RTM review in the V&V Report.

5.9.6 Security Review

The- NICSD IV&V Team shall review that the cyber security requirements. described in

'NQ-2037 (Reference (28)) and 'the SPP (Reference (45)) are correctly reflected in the,
software life cycles.

'The NICSD IV& ‘;_Team_shall perform mdependent rev1ew (IR) of the :test DE 'edures, and

In add1t1011, the NICSD IV&V Team sha]l conﬁrm -that ;appropnate secunty measures are
taken in: storage: «of the-units and:the systems:

The result of Security Review shall bedescribed inxthe V&V Report.

5.7 System Validation Testing Pliase V&V-Reporting

The NICSD IV&V Team shall prepare the System Validation Testmg Phase, V&V: Report
‘Summarizing:the V&V activities performed for this: System Validation: Testmg Phase.

. The NICSD V&V Report shall-include:
(1) Reference:to.the réviewed documents, including hardwate verification; s€&'Section 5.9
(2) Reference to the Design Verification Reports (DVR)
(3) Reference to the units and system validation.test:report
(4) Reference to the System- Validation Testing Phase' RTM:
(5) Results of the Test Equipment Software Review
(6) Results.of the Security Review:
(7) Completion of SSAR, which shall confitm that;
e. All system safety requirements have been satisfied’ by the: Tife cycle phases.
e No. additional hazards have beérn introduced by the work: doné :during the life
. cycle activity:
(8) Metrics. deseribed in Section 4.6.6
(9) Evaluation of the test results
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(10) Conclusionof the V&V activities

“The: NICSD V&V Team delivers the NICSD V&V Report'to the ICDD. IV&V Team for
Teview.

5.7.8° Baséline'Review

To complete the software development, the NICSD IV&V Team shall perform baseline
réviews at thi¢ phasé end as degcribed in Séction 4.6.3. ICDD and NICSD shall confirm the
-completion. the. V&V activities from the Pro;ect Planmng and Concept Definition Phase
through ‘the: System Vahdatlon Testing Phase to complete. the, software development. All
‘opén iteins' shall be. closed. The NIESD V&V Team shall issue:a BRR dotumenting the
fesilts of the Bascline: Review aiid- reéport to NICSD-SQA Team for review and approval as
QA tecord..

58 Functional Element V&V
FPGA logic is:designed- iusing:FEs fiorm the PPDD FE library. The control of these FEs is

‘revxewed in the De&gd Phase: by the NICSD IV&V T eam.. The IV &V Team shall review
the fo]lowmg at & minimum:

““"t;reports — each FE shall be developed

o1 managemenf

The followmg subsectlon prov1des detiils of thie review.
‘These FE V&V activities:can be omitted:for-the. FE for which PPDD has. already performed
the same Vi 2V activities; and NICSD orICDD hiss: perfonned the:same réview. fot dfiother

saféty-rel ated Work:

To-preparean EE used iii sthe FPGA-based system,. PPDD shall: follow the PPDD: procedute
E-68018 (R"'ference (40)) for deSIgn Afid- testiig; afid-shall get téview anid approval fromd I

The -outline’ of the procedure prescnbed i E:68018:is asfollows:
(1) FERequirements.Specification
The BERequitermients Specification s ésfablishied to address dt a mifiimun:
& FE-functionl requiréments;
& Input/Outpit:Signals; afid
o Interface/Titeraction with:other FE.

The FE Requirements Spemﬁcatlon must be verified by -other engineers who: do not:
contribute the FE; Reqmrements Specxﬁcatlon.

(2) FEDesign.

Thie'PPDD-design engineers-establishithé-FE Specification and the:other PPDD design
engmeers estabhsh the FE Test Procedure The FE:Specification states-how all of the.
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)

requirements Specified in the FE Requitements Specification for this FE will be
iniplemented, and should contain sufficient criteria to support functional testing of the
FE.

The FE Test Procedure describes the process from producing the VHDL source code
through the execution of FE testing using test FPGA chips.

The EE Specification and FE Test Procedure must be-verified by other engineers who do
not contribute to. the FE Speclﬁcatlon or FE Test Procedure.

An RTM i$ prepared fo trace the désign features in the FE Specification to: the
reqmrements shown in the FE Requirements Specification. The RTM must also be
verified.

FE Coding

The PPDD design engineer$ gerieraté VHDL source code of FEs in accordance with the
design rulés shown in E-68017 (Réference (39)) Appendlx A. The VHDL source code
is' converted into-an FE EDIF File by the Synphfy tool. At this point, the PPDD
desxgn engineers: perform fanetional testing of theé FE to Venfy that the FE meets the
requirements.definéd in.the FE:Specification using the ModelSini® tool.

"The FE source code must be reviewed by independent engineers: in. PPDD" who:do not
‘cotitribute to the FE codiig:

{4) FETesti

)

®

vahdahon usmghardi Al n n 5 e:programmed FPGA
‘The PPDP design engmeers perform FE ‘testing in accordarice: with an FE “Test
Procedure prepared Pprior. to the testing and record the: results in an FE Test Report

Another PPDD design engineer evaluates the FE Test Report and record: the results of
the:évaluation.

Findl FE Acceptance/Release

The PPDD design-engineers propose the. registration of the FE in the FE library to the
PPDD: conﬁguratlon manager: The PPDD configuration manager:confirms that;the FE
Requirement Specrﬁcatlon, FE Specification, FE Test Procediire, and FE Test Repotts
with-a satisfictory résult aré-established, and detérmines whether the FE is acceptable.
‘When the FE‘is‘aceeptable, f1i& PPDD corifiguration manager releases the EE for use, by
approving the registration of the FE in the FE library.

The duplicated complete. package:of electronic:files for FES library that is in¢orporated
into FPGA désign is-dlso stored’in NICSD controlled storage locker:

Maintenance Phase

FE logic modifications are approved, documented, verified- and va‘lidated, and
controlled. Section 7.1.2 explains PPDD activities. for problem réporting

The verification process for the FE permits a more. traceable process than for complete FPGA.
logic verification. Because of the simplicity of thie FE, a shorter simulation is possible; with
more thorough verification at this-level..
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581 Docament Check
The NIGSD IV&:V Team shall.check: the following documents to ensure:that PPDD procedure
E-68018: (Reference (40)) is appropnately applied for FEs placed in‘the FE libraty:

s FERequiremients Specification

» FE Specification
 RTM between the FE Specification and the FE Requirements Specification
e FE Test Procedure
. RTM between the FE Specification-and the FE Test Procedure
o: FE Test Repert
The NICSD IV&V Team:shall:check the:documents for the following items:
e FE Specifications, FE Test Procedure.and FE Test Reports:shetild be ‘gstablished and

checked against. FE Requirémients Specificationis. FE Requirements Speifications
should'be-established and checked 4gainstNQ-2032 (Referénce’(24));

* TheRTMsbetween documents have been-appropriately prepated and feviewed:

o Fiill pattertitests have been performed for eachFE.

s The testresults are: acceptable

heck:shall:be:documented and-inciuded:in:the V¢ &V Reportzat the: Design

582 Checkof FE Libiaky Contioland Software Tool Control

‘The NICSD V&V Team shall check-the follo\mng items at ‘a minimum, fo confirm that
PPDD:ad equately,controls the FE hbrary

e PPDD controls the FE hbrary in accordance wlth PPDD procedure “B:68019;
(Reference (41))

e PPDD controls the software tooIs in. accerdance wrth PPDD procedure E-68020
(Reference (42)) See:Section 5:5:7 o this: NICSD: 37871

.IV&V Team shall ‘document the results.of the check:in.the V&V Report.at the -
Jlesrgn Phase. ‘See'Section’5:4.5 of this NICSD ViVP:

59 Hardware: V&V
:The NICSD‘:-.IV &V Team or venﬁer in. NICSD shall perform 'a_n mdependent Teview of the

‘TGSHIBA I:CIRPDFIATIBN
Nuclear Instrumentatlon & Control Systems Department

39/48



FA32:3709-1000 Rev. 8

6 V&V Reporting

6.1 V&V Report

The NICSD IV&V Team shall prepare the' NICSD Verification and Validation Report (VVR);
which documents the NICSD actiVities starting with the Project Planning and Concept
Definition Phase and progressing. through the System Validation Testing Phase. The NICSD
VVR shall be prepared at the Project Planning and. Concept. Definition Phase, and shall be

updated at the end. oféach life cyclé phase. Section 5 deseribes the coritents to be included
in the NICSD VVR.

The NIESD.IV&V Lead shall approve NICSD VVR.

6.2 Anomaly Reporting

Anomalies found after a version of the software was released or became a baseline, these
anomalies shall be controlled in accordance with NQ-3019 (Reference (34)). Anomalies
found before the: abiove. milestones, such anomalies shall be controlled in accordance with the
.apphcable désign cofitrol procedures. Normally; anomialies identified during design teviews:
are comtrolled. per Vefification Follow Sheet’(VFS) and/or Comment List those refeired by
Design Verification Report in- accordance -with AS 200A002 (Reference (7)) and ones. during
source code reviews are controlled through Soutce Code Review Sheetand. Anomaly List.

independent rev1ews of documents, Whlch are:
.6.1,.and 5:7.1. For document: -Teviews, t.he.

V&V-T fication Report (DVR), which. shall incliide'd -
list of ‘comments to beé resolved. Resolution for the open itemis shall be tracked using a
Verification Follow Sheet (VFS) and/or Comment List. The DVR shall be closed with
evaluation that:all identified issues have been resolved. Closed itemns at the phase-and open
items to the next phase:shall; be verified ini-each Baseline’Review . Repoit (BRR):

For-source. code reviews, the:Source Code Review Sheet shall be used, which is-described in
section 5.5.1. The Code Review Téam shall credte an Anomaly List to. track identified
anomalies: The classification aiid disposition for each anomaly- shall be docurhented in the
Source:Code Review Sheet.. At theExit: Mectmgs the resolution of anomalies in the Source
Code Review Sheet shall be verified -and the exit decision shall be determine if the Code
Review result-megt the ‘exit-criteria.

For individual FPGAs tests, the IV&V Team shall.review the test procedures and fest results. |
The IV&V Team shall use:list of commierits, and a DVR to récard their review. Anomalies
shall be tracked with-a Verification Follow Sheet. Resulfs shall be summarized in the BRR
and résolution of anomaliés shall be verified through the Baseline Review Meeting.

For FPGA tests, the IV&V Team shall review the test procedures and test results, The
IV&V Team shall use list-of comments, and a DVR to-record their review. Anomalies shall
be tracked with .a VerificationFollow Sheet. Results shall be summarized in the BRR.and
resolution of-anomalies shall be verified thirough the Baseline Review Meéting.

Through completion of module: tesf:lng, the IV&V Team shall review work performed by the
design team. After module testing is complete, the IV&V Team shall be responsible for
generation and-performance. of Software Validation "Testing.
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‘For Software Validation Testing of Individual Umts and of" Systems .an IV&V Team member

shall generate-a written Sofiware Validation Tést'Plan (SVTP) ‘which-is described. in seétion
5.4.1. The design team.shall write Systemi Test Specification, which shall be reviewed by
the IV&V Team. A member of the. Quality Control Group for Nuclear Instrumentatton &
Control Systems (NICS- QC) shall write Software Validation Test Procedures, and NICS-QC
sha]l perform testmg and sha]l generate Software Vahdatlon T est Records IV &V Team
Test anomahes shall be reported to the Desrgn and fV&V Team through the Slte Correctlve
Action Request (SCAR) or Site Nonconformance Notice Report (SNNR) piocesses.
Sections-6:2.1 and 622 explain the SNNR -anid SCAR processes and isteractions with the
Désign and IV&V Teams,

6:2:1 Site Nonconformance Notice Report
If an- anomaly is. found.in the FPGA-based Safety-Related I&C systéms- that-will be shipped

and uséd in US nuclear power plants, the anomaly is conttolléd in accordance with NQ-3019

(Reference (34)). In-case that the anomaly is Judged nonconformmg parts, modules, unitsor.

Systems' (hardwa:re) of which cause:is generated. by the:NICSD, Site Noncorformance Notice -

Report (SNNR) is issued.in accordance: with NQ-3019. (Reference: (34)) If the-anomaly i§.8
result from a design error, the TV&V Teani shall send the nonconformance to the NISD group_
that shall then 'PIOPOSE 2. Technical Justtﬁcatton and; sposition. The ‘ : .

revrew the Techmcal Justtﬁca’non and Dlsposﬂ:ion in th SNNR, and shall send acceptable- ,

of the previous process _
noncoiformarce. The V&V Teéam s
statug of eac SNNR in-the VVR. Restilts shall be summarized in the BRR-and re§olution of
.anomalies shall be verified through the Baseline Review Meetmg

fabrtcatron

6.2.2 Site Correcfive:Action Request

A Corrective Action Reguiest (CAR) is used to document a- calise; cofrective. Action 19 be: ,
taken, and to follow corrective action processes when a- condmon adverse to quality is '
identified affer the baseline has been ‘established .in PCDs When a condition -adverse:to' -

quahty is found. durmg IV&V astivities, the NICSD IV&V: team has a. respon51b1hty for
preparation: of SCAR:in accordance with AS-300A009 (Reference’ (15)). And the Q Quality
Assurance Group. for Nuclear Instrumentation & Control Systems (NICS-QA) has a
responsiblhty for:issuance;0f SCAR.  NICSD Standard, 'NQ=3009 (Reference (15)).is:applied.
Note that:if the anomaly has already been implemented in the product; the NICSD IV&V
‘Team shall report the anomaly to NICS-QC fo détérming whether a-SNNR is to be issued or
not.

evaluate -edch -open jtein-and shmimatize the- curfent.
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7 V&V Administrative Requirements
7.1 Anomaly Reporting and Resolution

7:1.1 Problems Found in NICSD Activities

If a problei is identified- in the NICSD design or IV&V in any phase including Software
Validation Testing, each problem shall be reported using the. SNNR or SCAR processes, as
described in.Section.6.2.

NICSD test personnel perform the System Validation Testing: The test pérsonnel shall
document any test failures, any product or configuration nonconformance, or any errors in. the
test procedure as a nonconformance using' the SNNR or SCAR processes: The
nonconformance may be resolved by modxfymg design documentation, loglc test plans or test
procedures as necessary. The NICSD IV&V team shall review the revised materials that
incorporate the changes. NICSD documents the:amount:of retest required for these changes,
and performs retests as needed to resolve all SNNRs and SCARs The NICSD IV&V team
shall confirm that all SNNRs and SCARs are. adequately resolved by the-end of the. System
Validation Testing Phase, Problems Found'in PPDD-Activities '

7.1.2 ProblemsFound in PPDD: Activities
The PPDD engineers Wh ’ “erfonn*FPGA or mitdule: estm»_ hall documen ‘f"an“" test fallur”,;

( gic, p '
necessary The NICSD IV&V “Tear shall teview-the rewsed iriaterials. that: mcorporate the-
chapges ‘and the PRS to corifirm that all anomilies are resolved: adéquately. PPDD
document the amount of retest requlred for these changes, and performs.retests as needed to,
resolve all PRSs. 'Retests shall goback to' PPDD- de51gn tean..

the nonconformance dlscovered in other PPED prOJects is affected fo- th1s FPGA products ), "
PPDD issués @ VNNR. NICSD shall control the VNNR in accordance with NQ-3006:
(Reference (30)).

713 P—roh‘lemsxFound. in-Other Vendors? Activities

'been prov1ded to NICSD ‘0T PPDD the problem shalI be con51dered a. vendor nonconformance»,
and a VINNR is-issued in accordance with NQ-3006 (Reference (30))..

7.14 Design Change Activities

Change control shall be implemented in accordance with the NICSD SCMP (Reference (50)).

When changes are:needed-in documents, Documént Chiange Request (DCR) sheét can be used
for notification in accordance with NQ-2024 (Reference (21)):
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7.2 Activity lteration Policy
If'a design is changed, or atesult of test or analysis is changed; the V&V dctivities that are
affected by the change shall be iterated as follows:

e The NICSD IV&V Team shall perform an independent feview; or evaluation of the
affected documents,

o Theextent of the condition shall be: -analyzed, and all affected work products for NED,
NICSD, and PPDD identified and tracked:for resolutlon whiich may" affect: ‘any-or all

ofthie: deSIgn phases.

e The NICSD SD Team shall update-the, work products, RTM and SSAR. to réflect the
design charge.

e ‘The PPDD enginéers:shall update the work products and RTM to réflect the design |
change.

¢ The NICSD IV&V Tearn shall peiforr.an indepeiident feview of thé updated work
prodticts; RTM, and SSAR; including evaluation of fegression testing fequiremetits:

& Any réqiired tetésting ctivities:shall be performed and reviewed by TV& V:

o TheNICSD:IV&V Team shallupdate:the VVR forthe updated work: products

;and the V&V Team shall rewe; the ch;n;ges
changes inthe RTM..

7.3 Deviation Pollcy

Ifany deviations from’this NICSD VVP éte:tequired, this NICSD VVP shall be: npdated using’
the §aie review-and approval process by which this NICSD VVP was-driginally créated.

The information required. for deviationis shall identify dctivities to be deviated, and shall
include rationales and effects on software quality:

7.4 Coritrol Procedures

The documents: that resulted from'the V&V activities: shall ‘be controlled in-accordance with
the NICSD SCMP' (Reférence: (50))

7.5 Standards, Practices.and Conventions

The Toshiba Tnternal Standards in Section: 3.4, and pidjéct documientsin Seétion 3.6 shall be:
appliedto the V&V activitiés. The SPP (Refererice (45)) is used for.guidance. The IEEE
standards in Section.3.3 are used-as. guidance; as endorsed by apphcable USNRC regulatory
guldes

The Toshiba Internal Standards.in:Section 3.5 shall be applied.to PPDD’s activities.

TOSHIBA CORPORATION
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8 V&V Documentation Requiremeiits

8.1 RTM
The RTM-traces the basé- Téquirements through-the life cycle phases ensuring forward and
backward traceability. The NICSD SD Team shiall us¢ NQ-2015 (Refererice (19)) to prepare

the RTM. Also, the- PPDD de51gn engineer. shall use NQ-2015 tequired with the
‘procurement: speclﬁcatxon by the NICSD SD.Tean to- prépare‘the RTM.

8.2 Test Documents
(1) NICSD Test Documerts.
The NICSD IV&V Teain prepares: ‘the test documents for uiiit validation testing and Systein

Validation Testing, which contain test cases and aceceptarice- critérig, in accordance with the
Software Test Plan.

Thie following, proceduies-aré used when creatinig test docimerits.
o NQ:2019 (Reference (20))
o NQ-3016 (Reference (33))
o NQ:3015 (Reference(32))
(2Y PPDD Test: Documents
The PPDD ’desxgn

S ~and the. Module Test

geuerate the FPGA Test Reports m»eccofdance w1th E )17 (Refere
test personnel generate the- “Module Test Reports in- accordance with E-68016 (Reference

(38)):

9 VP Maihtenance

The NICSD IV&V Team shall be: responsible- for the. mainfaining of'this NICSD VVP. The
NIGSD VVP- shall be: maintained in accordance with Section 16 of the. NICSD SMP
(Reference (48)) The updated NIESD* VVEP shall be: prepared, verified and-approved in the
Same. manner that the NICSD VVP was first establislied 4s a.document in accordance with
N"ICSD NQ-2024 “Procedure for Document Control” (Reference (21)) Also the issued
NICSD V'VP shall be retained as.a QA record jn-accordance with. NICSD NQ-3020, “Control
Procedure:of QA Records” (Reference (35)).
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Table A, Compliance to SPP

Table.A, Compliance to-the SPP_

Title

Section(s)

i R’ém?qu

: Soﬁware Venﬁcatlon and ‘Validation Program Plan{(SVVPP)

N/A

Section Title

Introductxon

N/A:

':l\ffo:-reqt.‘l'irer_;;ent

Purpose.

1

Scope

1

[Deleted]

N/A

" No zequirement

5e1aﬁ§nsh§p of the SVVPP tq-Other SPP Sectmns

B2

No requirement

Vérification:and Validation Overview

Organization

| _S;ﬁ:lgedul'qv

Resource Suminiry

Mriagement of V&V Activities 51
~Planning PRass V&V Activities 52 .
Requirements Phase'V & V Activities |53 _

Désign Phase’V & V Activities

“Tmplernéntation Phase V'& V-Activitiés

55

| Testing and Integration Phase'V &V Activities

§:5,5.6:57

| Inistallation:Phidsé’ V& V-Activities

| SVinclidé PET

-Operation Phase V' & V- Activitiey

| Out of scope:

:Mainteniance Phase V &V Activities

Oiitiof'scope”

Sumiary.of V&V Activities

‘ 'l{;éﬁéuSlYPEYt?_lOPed"QEERygc__hassaci-_Softwag;:

“V & Vi Réporting and Admiistrative Réquireients

Section Title

,K‘egéi'ﬁ‘rig;? or'Each "Syst_éni.o'r- Logical "Gi'dl.z'p,v_éf Systems —

 Anomaly Reporting.and Resolution

Notice:

The definition:of: phase for.the FPGA-based safety-related systems differs from:thatn the.
‘SPP (Reference (45)), see:SMP (Reference (48)):
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e oyriePromss.

;System
Valldatlon‘
Testing VBV

| vesigavev:  |:andintegration. | Vai
ey -

SPP “Ihiis. ‘NICSDVVE

V&V Activities

: ManagementReviewofV&V '_ . - 1 ‘anagementReviewofV&V
"SVVP Gé SFation ) i
‘Concept Documéntation Evaluation

| Propiiin PlanEvaliation

Plan is included i SVTP) .

"PFT.Pldn:Generation . »
eration /A L " '

PITPlanG

Planiilig TraceablityAnalysis | RTMReview: i B 1 1
‘Hazard Anialysls’ | N7 (safety Analysis). SST- . $ST R
‘RiskAnalysis ) M M| PM

vay | vay vevy | vaw
vay vav | wvey 1w

‘PhasgREpoRt

Baseline iiéh_"éws

1 T vaw

T Regiirements Défiiftion Phass DVR: [ -1 T 1 I
K V&V 4 i :

‘RFMReview: L o ] we | ] ) L .

ATION
Gontrol Systoms Doiattinert
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Life Cycle Process Development
] Project Plansiing S Implementation System
SPP This NICSD VVP andConcept | SSOUSDRMS | pegnyay | andintegration | ModuleValldation |0
Definitionv&v | i HOnY! vay esting: Testing V&V
Software Design Evaluation ) D V&v
e s e 1 Design Phase DVR
Software-Désign Interface Analysis . ' V&V
UnitTest Plan Generation V&V(Test
S R personnel):
: an € i V&Y/(Test
Integration:Test Plan Generation peisornel)
I . e o Nl iAatia ot Plan. ; ‘'V&V(Test
System Validation Test Plan Generation System Validation;Test-Plan.Generation personnel)
SVT Test Case-Generation V&V(Test
personnel)
PFT Test Case Generation V&V(Test
personnel)
PIT Test Case Generation N/A
Source Code Traceability Analysis V&V
Source Code:Evaluation VHDL Source Code Review v&v
Source Code Interface Analyslis V&V
. . PPDD(prepare
nitand i G e . -+
Unit and Integration Test Case Generation |. Iinplementation’ and Integration Phase V&V(review)
Unit, Integration, and SVT Test Procedure. { DVR ' PPDD{prepare
Gefieration V&V(review)
Operation dnd Maintenance Manual
Review v&v
Unit and Integration Test Execution STT.
; ; : Implementatiomrand Integration Phase ; v
.Software Release Report -and System Validation Phase DVR V&v V&V
Test Traceability. Analysis -RTM Review V&Y V&V
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Table B, V&V Activities. Assigned to Each Softwaré Life Cycle Phase

tife Cycle Process Developmeént
Project Planning Requitements- Implementation Module System
Spp This NICSD VVP and Concept De f? riifidi"i V&Y Design V&V and Integration Validation Validation
Deflnition V&V it V&V Testing VEV. Testing V&V
! System Validation Test Procedure V&V(Test V&V(Test
PFT Procedure Generation Generation personnel) personnel)
V&V(Test V&V(Test
SVT -Execution y
- SVT Execution (includihg PFT) p"'s“‘—‘?‘-’u——ﬂ‘-’ﬂ‘“—“‘L—
PFT Execution V&V(Tast V&V(Test
personnel) personnel)
PIT Bxecution N/A
‘Installation: Configuration Audit N7/A
Installation Clieckout N/A
V&VFinal Report-Generation Final V&V Refiort Generation V&vy
Evaluation Of New. Constraints N/A )
Operation Procedures Bvaluation N/A
Proposed Change Assessment N/A T B
SVVP Revision N/A .
. Anomaly Evaiuation ‘N/A. '
‘Migration Assessment’ N/A )
Retirement Assessment N/A
Task Iteration N/A
‘Regression Analysis N/A )
"SR = Safety refated’ CCB=Change Control Board PM=roject Monager, may be two separate PM; one responsible V&V=V&V Lead
CM=Configuration Menagement Lead for design/developiment and responsitile for V&V SIT=8ystem Installation Test
emjty cell'=process is siot applied DT=Software Development Team $Sl=Software Safety Lead: Team
SST=Software Safety Team: STT=Software Test Tcam
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1 Introduction

1.1. Purpose

This Nuclear Instrumentation & Control Systems Department (NICSD) Software Quality Assurance
Plan (NICSD SQAP) describes the software quality assurance-plan that NICSD utilizes to develop.

and procure the Field Programmable Gate Array (EPGA)-based safety-related Instrumentation arid
Control (I&C) systems for US uclear | power plat.

This NICSD SQAP defines.an -additional software, Quality Assurance (QA) requirenients that shall
be applied to the systems and equipment. This NICSD SQAP: comphes with and supplements: an
existing Quality Assurance Program Descnptron (QAPD) of Toshiba Corporation, Power’ Systems
Company, Nitclear Eneroy (PSNE), AS standatds- of Nuclear Energy Systems & Sefviceés Division
(NED); and NICSD NQ standards to implement all safety-related activities, The requirements
provided herein augment the PSNE Q_APD,

1.2. Background

This. NICSD. SQAP is .developed for the FPGA- based safety related I&E systems based on a
deseription ‘of Section 5 of the “Software Prograni Plan (SPP) (Reference (8)), and in accordance
with the NICSD Standard NQ-2038: “Preparation Procedurefor:Software Quality Assurance Plan”
(Reference (42))

accordance W1th 10-GFR 50 Appendlx B requxrements PPDD: has 2 quahty assurance program in.
aécordance with. 1ISO-9001. The: process for obtaining comiriercial grade itéms is described in
Section 10 of the NICSD Standard NQ-2030 “Procedural Standard for FPGA Products
Development” (Refetence (34)) This NICSD: SQAP describes the software. quality assurance
activities. performed by NICSD, inchiding the ¢ mmércizl Grade Dedication (CGD) activifies used
to de31gnate commercial .grade items from D for use .in safety-related apphcatrons and to

detémninecormpliance with the requiréments of SPP.

As described-in the “Nuclear Energy Systems and Services Division FPGA-based Safety-Related
Systemis- Software Manageftient Plai” (NED SMP). (Reference (9)), NED performs a limited part of
the. software life cycle -of FPGA-based safety-related systems and, the NED SMP covers their
activities: iticluding software quahty assuranice. Therefore this SQAP doés not include NED’S life
cyelé and their activities.

"The'NIESD SQAP sections afe prepared to comply with the:life‘cyclé activitiesidescribed in Section

13 of the “Nuclear Instrumentation & Control Systems, Department Software Management Plan. for
FPGA:-based safety-related 1&C, Systems” (NICSD SMP)-(Reference (10)) atid, using the IEEE Std
730 (Reference (2)) as-a giide. Figure 13-1 of the NICSD SMP shows 4 simplified diagram of the
process flow through the life cycle phases. for-the FPGA-based systems.

1.3. Scope
This NICSD SQAP shall be applied to the software quality assurance activities from the Project,

Plannmg and Concept Definition Phase through the Retitement Phase in the:softwate life cycle for-
the FPGA-based safety-related I&C systerns.
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The “Software Program Plan” (SPP) (Referencé (8)) establishés réquiréments and-provides guidance
and expectations for the design, development, implementation, safety analysis, review, testing,
installation; and confxguratxon management étc. This NICSD SQAP covers Sectioh 5 “Software:
Quiility Assurance Program Plan” (SQAPP) of the:SPP: '

Table A ini Appendix. B shiows the compliancé fraceability matrix- 6f this SQAP to the SPP.
The NICSD SQAP-provides: the following information:

o A description of the project sofiware quality assurance planning measures to be used to
demonstrate how the. project requirerents.are met. NICSD’s basic approach is described in
this-NICSD .SQAP.

¢ A determination of the Software Integrity Level (SIL) for the types of software is covered
by this SQAP See IEEE Std.1012 (Reference (5)) for the SIL levels to be used for various
types of software,

This NICSD SQAP addiesses QA -activities in the software life cycle-défined in the NICSD SMP
(Reference (10)). The following software-are excluded-from-the requirements of this: SQAP

2 Abbreviations

AS Toshiba Nuiclear Energy Systems and Services Division Work Standard
BRR Baseline Review Report

CAD Computer Aided Désign

CDI Commercial Dedication Instruction

CG Commercial Grade

CGD Comimercidl Grade Dedication

CeS Commercial'Grade Survey

COTS  Commercial Off:the-Shelf Software

DCR Documerits:Change Request-

DR Design.Review

DVR Désign Verification Report

EPC Engineering, Procurement, and Censtruction
FE: Funcfional Element

FPGA.  Field Programmable Gate Array

FTER Final Technical Evaluation Report
Fuchu=PS Fuchu Complex Power Systems Segient
GPM  Group Manager |

I&C Instrumentation-and Control _

IEEE Institiite of Electrical and Electronics:Efigineers
IR Independent Reviewer

ISO International Standardization Organization

V&V Independént Verificition and Validatior
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IV&V Lead  Independent Verification and Validation Lead

NED Nuclear Energy Systems & Services Division

NICSD  Nuclear Instrumentation & Control Systems Department

NICS-QA  Quality Assurance Group for Nuclear Instrumentation & Control Systems
NICS-QC Quality Control Group for Nuclear Instrumentation & Control Systems
NISD Nucléar Instrumentation Systems Development. & Designing Group

NQ Nuclear Quality

PDS Previously Developed Software
PFT Platform Factory Test

PM Project Manager

PPDD  Power Platform Developméent Department.
PRM. Process Review Meeting

PRS Problem Reporting Sheet

PSNE Power Systems-Company, Nuclear Energy
PTER  Preliminary Technical Evaluation Report

QA. Quahty Assurance

QAPD Quahty Assurarice Program Description
QC Quality Control

QVL. Qualified Vendor Eist:

RG: Regulatory Guide:

RIM Reqmrements Traceablhty Matnx
SCAR Zorrective Acti

SCL.

SeMP

SD

SD Team ..p I

SDL Software Development Lead

SDOE  Secure Development and Operational Environment
SIL. Software Integtity Level

SMP. Software Managemeént Plan

SNNR Site Nonconformance Notice Report

SPP Software Program Plan:

SQ. Sofiware Quality

SQA Software:Quality Assurance

SQA Team Software: Quahty Assuratce:Team

SQAL Soﬁware Quahty Assurance: Lead

SQAP Software Quahty Assurance Plan

SQAPP Software Quahty ‘Assurance:Progiam Plan.
Ss Software Safety

SS Téam Softivaré Safety Téam:

SSAR  Software Safety Analysis Report

SSL Software:Safety Lead

SSsp Sofitware SafetyPlan

SVTP ‘Software Validation Test Plan

SVIR  Software Validation Test Report

SVVp Software Verification and Validation Plan
USNRC  United States Nuclear Regulatory Commission,
V&V Verification and Validation.

VHDL Very High: Speed Integrated Cirguit: Hardware Description Language.
VNNR  Vendor Nonconformznce Notice Report
VVP Verification and Validation Plan

VVR Verification and Validation Report
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3 Reference Documents
(1) USNRC,RG 1.169,
“Conﬂguratlon Management Plans for Digital Computer- Software Used in Safety Systems of
Nuclear Power Plants” ; Revision 0
(W) IEEE__Std 7302002,
“IEEE- Standard .for-Softwaré Quahty Assuraitce Plans”
(3) IEEE Std. 828-1990,
“IEEE Standard for Sofiware Confi guratlonManagement Plans”
(4). IEEE Std. 829-1983,
- “IEEE Standard for. Software Test Documentation”
(5) IEEE.Std. 1012-1698,
“IEEE-Standard for Software Verification and Validation Plans™
(6) Not used |

(7) Toshiba Project Document Number-FA10-0301-0001,
“PrOJect Spemﬁc Document Control Procedure”, Rev.0,

(8) Toshiba Pioject Decument Number FAl 0-0501-0024
“Software: Program Plan™Rev. 1

earlr strumentatlon ’ Control _ ystems Department Software Management Plan:for
FPGA—based Safety—Related Systems” Rev2,

\(lll) ToshlbaPIOJect ‘Docoment Nimber FA32—3708 1000
“Niclear nstrunexitation. & Coritrol- -Systeriis Departméiit - Software Configliration Management
Plan-for FRGA-based Safety-Related Systems™ Rev.1,

(12) Toshiba Project Document Number FA32-3709-1000;
: & Control. Systems Department Verification-and ‘Validation Planfor
FPGA..based Safety-Related Systeiris” Rev.7,

(13) Toshxba Cmporatmn Power: Systems Company Nuclear. Energy Regulatlons and Procediies
4811 PORTIN G PROCEDURE FOR DEFECTS AND NONCOMPLIANCE UNDER

(15) Tosﬁlbé Nuclear nergy Systems and Service. Divisioi AS—200A128
' “Dlglfal System Llfc Cyclc Procedure”

(17): Toshiba: Nuclear Energy Systems and’ Semce Division-AS-200A130,
' “D1g1ta1 System Verification-& Validation Procedure”
(18) “Toshiba, Niiclear I Eneigy Systems.and Service Division AS-200A131,
“Digital System Conﬁguranon Management Procedure”
(19) Toshiba Nuclear: -Energy Systems and Service Division. AS-200A132
 “Digital System Safety and Hazards. Analysis Procedare”
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(20) Toshiba Nuclear Energy Systems and Service Division AS-300A005
“Preparation Procedure for Source Verification Report”

(21) Toshiba Nuclear Energy Systems and Service Division AS-300A009,
“Corrective Action Request Application Procedure™

(22) Toshiba Nuclear Instrumentation & Control Systems Department NQ-1002,
“Standard of Organization for Fuchu-PS Nuclear Quality Assurance”

(23) Toshiba Nuclear Instrumentation & Control Systems Department NQ-1003,
“Application of AS Standards™

(24) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2001,
“Process Review Meeting Convening Standard”

(25) Toshiba Nuclear Insttuméntation & Control Systems Departnent NQ-2003,

“Procedure for Control of Software, Tools” .

(26) Toshiba Nuclear Instrumentation & Control Systerns Depdrtment NQ-2004,
“Preparation Procedure for Equiipment Design Specification”

(27) Toshiba Nuclear Instrumentation & Contro] Systems. Department NQ-2013;
“Preparation Guide for Verification and Validation Plan”

(28). Toshiba Nuclear Instrumentation & Control Systems Department NQ-2014,
“Preparation Guide for V&V. Report”

(29) Toshiba Nuclear Instruméntation &: Control Systems Department NQ-2015;
“Preparation- Procedire for RTM.and RTM Report”

(30) Toshiba Nuclear Instriimentation & Control Systems Departmient - NQ-2019 s
“Pieparation Procediire for. Test Spemﬁcaﬁ on”

(31) Toshiba Nirclear: Instrumentafion. & Control: Systems Department N'Q-20241

- “Déturnent Gontrol Procedire”

(32) Toshiba Nuclear: Instrumentatlon & Control; Systems Department NQ-202s;.
“Preparatlon Procediire for Procurement Document for CG-Items & Services™

(33) Toshiba Nuclear Instrumenftation & Control Systems Departient NQ-2026,
“Control Procedure-of suppher generated documents™

(34) Toshiba Nuclear Instrunientation & Contrél Systems Departaient NQ-2030;

~ “Procedural Standard for EPGA Products Development”

(35) Toshiba Nuclear Instrumentation: & Control Systems Department NQ- 2031
“Procedural Standard for FPGA Dévice Dévelopment” ‘

(36) Toshiba Nuclear- Instrumentatlon & Control Systems Department NQ-2032,
“Procedural Standard for Functiorial Element. Development”

(37) Toshiba Nuclear Instrumentation & Conitrol Systems Department NQ-2033,
“Procedural.Standard for EPGA Conﬁguratlon Marnagement”

(38) Toshiba Nuclear Instrumetitation & Control Systems Departtent NQ-2034;;
“Procedural Standard for Control of’ Soﬁware Topls Used-with I'PGA Based Systems”

(39) Toshiba Nuclear Instrumentation & Control—Systems Departiment NQ-2035,
“Procedure for Design Charige Control”

(40) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2036,
“Procedure-for Design Control”

(41) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2037,
“Cyber Security. Procedures of Safety Related Digital. System”

(42) Toshiba Nuclear Instrumentation & Control Systems Department NQ-2038,
“Preparation: Procedure for Software: Quahty Assurance Plan” o

(43) Toshiba Nuiclear Instrumentation & Control Systenis Departiment NQ-3005,.
“Procedure for Evaluation of Suppliérs”

(44) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3006,
“Procedure for Control of Nonconforming Procurement Items and Services™

(45) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3009,

“Corrective Action Réqiiest Application Procedure®™
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(46) Toshiba Nuclear Instrumentationi & Control Systems. Department NQ-3015,
“Test Control Procedure”

(47) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3016,
“Software Test” '

(48) Toshiba Niiclear Instrumentation & Control Systems Department NQ-3019,
“Procedure for.Cornitrol of Noncoriformanee and Corrective Action™

(49) Toshiba Nuclear Instrumeritation & Control Systems Department NQ-3020,
“Control Procedure of QA Records”

(50) Toshiba Nuclear Instrumentation & Control Systems Department NQ-3022,
“Internal Audit Procedure”

(51) Toshiba Nuclear Instrumentation & Control Systems: Department NQ-3023,
“Procedure for Purchase”

(52) Toshiba Nuclear Instrumentation & Control Systems Department NQ-4001,
“Commercial Grade Dedication™

(53) Toshiba Fuchu Complex Power Systems D-81018,.
“Procedure for Control of Cyber Security?”

(54). Toshiba Fuchu Complex: Power Systems D-81030,
“Standard-for Document-System™

(55) Toshiba Power Platform Development Department E-68007,
“DR: control procedure”

56) Toshiba Power Platform Development Départment: E-68016,

“PPDD Procedural Standard for’ FPGA Ptoducts Develop ment”

" #Procedural Standard for Functional Element Develoj ment'”'-'
(59) Toshiba Power Platform Developmeént Department: E-68019,
“Procedural Standard for Configuration | Management™
(60) Toshiba Power Platform Deévelopment Department E-68027
“Test Specification Preparation Standard”

Notice: Uponi apphcatlon of abové NED, NICSD; and ethier Toshiba internal :standards, the-latést
version shall be used.

4 Management
' This section-describes the:project’s-organization strictiire; roles; and responsibilities.

4.1. Organization

The orgamzahon s responsﬂnlrty for development of the. FPGA-based systems software design is
described in Section 5:1 of the NICSD:SMP (Reference (10)).

NICSD has two quality assurance groups. "The NICS- QA group is responsxble for efisuring process
as Staff QA. The NICS-QC group is responsible for ensuring items as' the: line QA/QC group.
defined in the NICSD Standard NQ-I 002 “Standard of Orgamzatlon for Fuchu=PS Nuclear Quality.
Assuranee” (Reference (22)): For’softwaré quahty assurance activities, both-of these groups work:
together asa Software QA (SQA) Team which is organizationally mdependent from the NICSD
Software Development Lead (SDL) .and Software Development (SD) Team. NiCs- QA performs
verification of the software design activities through an intérnal audit, Commercial Grade (CG)
survey, and -software surveillance of the NICSD Independent Verification and Validation, (08 &V)
Team. And NICS-QC perfoimis fmore difect validation of items, such a$ over51ght, withéss,
receiving inspection, ‘test, and inspection. NICSD organizes an IV &V Team. for the V&V of'the

TOSHIBA CORPORATION 9123
‘Nuclear instrumentation & Control Systems Department




FA32-3701-1001 Rev.3

FPGA software. The NICSD IV&V Teamn ensures the software design activities independestly from
the NICSD SDL and SP Team. The organization and responsibility of the NICSD IV&V Team is
described in the “Nuclear Instrumentation & Control Systems Department Verification and
Validation Plan for FPGA-based Safety-Related Systems” (NICSD VVP) (Reference (12)).

4.2. Responsibilities

The NICSD Software QA: Lead (SQAL) who is a531gned by the NICSD Project Manager (PM) is
responsible for conducting the- dctivities described in -the following subsections. The NICSD
SQAL has. an authority to assign the NICSD SQA Team miembets. The NICSD SQAL is
responsible to: provide QA trainings {0 NICSD péeisonriel in thie project. The NICSD SQAL shall
be responsible for implementing this- SQAP and, shall venfy that a schedule and resources are
adequate to ensure that reéquired SQAPP of SPP (Reference (8)) and the NICSD SMP (Reference
(10)) can be provided throtghout th¢ life cycle. The NIGSD SQAL who is respon31b1e for the
personnel implementing this SQAP shall also verify that the, processes defined in this SQAP are
effective, adequate, suitable, and sufficient, by correcting and extending the SQAP as regtired to
ensure that the. SQAPP of SPP and NICSD SMP objectives are met. The NICS-QA Group
Manager takes a role:ofthe NICSD SQAL umless the NICSD PM assigns-someone.else.

4.2:1. Responsibilities for FPGA-based Safety-Related 1&C Systems Life Cycle
The soﬂware hfe cycle of the FPGA based safety—related I&C systems 1s deﬁned in. Secuon 13 of

4 ' ition Phas eqire . Definif ‘on Phase”;
“System Vahdatmn Testmg Phase” and, -Operatlcns and Ma.tntenance Phase”. PPDD effort i 1s
during: the “DeSIgn Phase’”, “Implementatlon afid Tritegration Phase”, and “Module Validation
Testing Phase”. Although PPDD effort is performed under the CGD process in NICSD,. it is
mspected by through safety activifies of NICSD. as discussed and dedicated tbmuch an apptoved
CGGD process. NICSD has a respotisibility to téview and.approve the PPDD activities through
CGD and IV&V activities throughout the course of PPDD’s work.

Theé NICSD SQAL has a responsibility to enisure that the FPGA-based safety-related I&C. systems
life cycle s correctly and sufficiently performed.

The NICS-QA conducts internal audits of:each organization inside NICSD in accordanee with the
NICSD Standard NQ-3022 “Intemal Audit Procedure™ (Reference (50)); ‘at least once a year.
Wheir'the- sibject of ‘an audit inchides’ FPGA-based safety-related &€ systems, the NIESD SQAL
should be the audit leader, or at least, the audit team shall include: the NICSD SQA Team member.
The audit team shall venfy adequacy of tlie activities performed under the softvare life cycle, by
checking objective evidence using written. checklists reviewed by the NICSD SQAL. The
checklists shall be based on the requiremenits-of the procedural-software plans which are the: NICSD
SMP, the “Nuclear Tnstruméntation & Control Systers Départment Software Configuration
Management Plan for EPGA-based Safety-Related Systems™ (NICSD SCMP) (Reference (11)), the
NICSD VVP (Reference (12)) and this SQAP, to-the life cyele: .phase and. activity bemg audited.
The NICSD:SQA Tearh shall participate in. Process Review Meeting (PRM) convened in accordance
with thée NICSD. Standard NQ—ZOOI “Process Review Meeting, Convemng Standard” (Reference
(24)) to oversee the adequate activities inder the life cycle. In addition to participating in the
PRMs, the NICSD'SQAL will conduct-a.softwaré surveillanee of the NICSP' V&V Team activities
at the end of each life cycle phase to-confirm the correctness and sufficiency of the verification
activifies performied. by them. In the software surveillance; the NIGSD SQA Teani shall réview the
Design Vérificafion Reports (DVRs) prépared by Verifier and/or Independent Reviewer (IR) in
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accordance with the NED Standard AS-200A002 “Design Verification Procedure” (Reference (14))
and, Verification and Validation Reports:. (VVRs), and Baseline. Review Reports (BRRs) prepared by
the NICSD IV&V Team. -And if necessary, The NICSD SQAL will conduct-a direct: surveillance
for the NICSD'IV&V Team to confirm that the IV&V and Baseline Review: activities are pelzfonned
appropriately.in accordance with. apphcable procedures-and plans.

The NICS=QA shall condiict-a-CG Survey of PPDD -when required by a Commercial Dedication
Instruction (CDI) ii accordance with the NICSD Standard NQ-4001 “Cominéreial Grade
Dedication” (Reference (52)). The NIGSD SQAL should be the CG survey leader, or:at least, the
CG survey team. shall include the NICSD SQA Team member In the CG Survey, the. survey: team
shall verify capability -of PPDD t6 control Critical Charactéristics identified by the CDL. The
documentation process of PPDD should be one of the Critical Characteristics. for the d1g1tal 1tems
and the CG Survey team shall verify it. This CG Survey could support the. [V&V activities to
verify documents prepared by PPDD in edch life cycle phase,-and the NICSD SQAL to confirm the
results of the IV&V activities. The NICSD SQA Team shall participate in the Design Review
(PR) Meeting(s) convened by the PPDD in* aceordance with the PPDD Standaid -E-68007 “BR
contro] procedure” (Reference (53)) to oversee the PPDD work in each life cyclé phase.

The NICS-QC shall be responsible to venfy afid validate that the'produicts from PPDD are correctly
manufactured and tested without diserepancies.

4 2; 2 ResponSIbllltles for-Usmg FEs

are developed by PPDD NICSD procures the FPGA-based modules Whlch mclude the FPGA
logic comprised of FEs from PPDD. NIGSD will not modify any FPGA.- logic-and FEs of its own
accord. The specific requiremerits for using EEs are described in Section 11.1 of this SQAP. The
procedure for control of FEs developed by PPDD is documented inthe PPDD Standard E-68018
“Procedural Staridard for Functiohal Elemént Devélopment™ (Reférénce (58)).

The NICSD: IV&V Team is responsible to- ensure; that all -documientation: including records and
assocjated data régarding FES; - which demonstiates the: traceability to prodicts,. are’prepated and
contro]led in PPDD and they have no.nonconformance.

The: NICSD SQA Team is respgnsible to ensure ‘the -adequacy of FE controlled by PPDD in
accordance with their procedures throtghout the €G Survey: and the oversight.of PRDD.

The NICSD SQA Team is also, responsible for overseeing the NICSD IV&V Team activities over
PPDD asdescribed ifi Section 4.2.1..

4.2:3. Responsibilities for Using Software Tools
Thie: NICSD SDL is responsiblé ‘to list all Software tools for NICSD use in the NICSD SMP
(Reference (10)).

The NICSD SDL controls- software tools used. for.software development and implementation: in
accordance with the NICSD Standard NO-2034 “Procedural’ Standard:for Control of Software Tools
Used with FPGA Based: Systems” (Reference (38)): The-NICSD PM-or the NISD GPMarid/or’
SDL verifies that all of used softwate tools are listed in the NICSD SMP..
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The NICSD SDL is responsible to specify the software tools and their revisions to be used for
manufacturing of FPGA modules for the FPGA-based safety-related. 1&C ‘systems in a job order to
PPDD.

The NICSD SQA. Team shall be responsible to ensure:that the CGD based procuremient process is
correctly conducted arid the acéeptance of the product is performed correctly.

4.2.4. ResponSIbllltles for Test Equipment Software

The NICSD SDL is responsible for. xdentlfymg and- venfymo the Test Equipment software used for
Special testing for commercial grade items, hardware acceptance testing, and factory .acceptance
testing. ‘'The NICSD IV&V Lead is responsible for 1dent1fymg and venfymg the Test Equipment
software used for software testing irichuding FPGA Testing; Module *Validation Testing, and-System
Validation Testing. The NICSD SDL and NICSD IV&V Lead verify that testing documents
specify the identification of Test Equipment software. The NIESD SDL aid NICSD IV&V Lead. is
responsiblé te confirm that the speclﬁed Test Equipment software i§ used at each test. The NICSD
IV&V Team shall also confirm the usage of the Test Equipment software at the FPGA testing and
Module Validation ‘Testing throuigh oversight of PPDD test:aétivity. The NICS-QC test personnel
shall use the Test Equipment software as specxﬁed by the fést documents. The NICSD.SDL and.
NICSD [V&:V Lead.are. responsxblc for: reviewing the test: Teports:

The NICSD SQA Team shall be responsible to ensure that: dequate-rcontrol,; sin:place ; and used for
the Test: Eqmpment software. -The: LG‘Survey teafn thiat s1gned.b" ‘thie: NICS: QA Group Manaoer
of the PPDD_ , t

results of Vemﬁcatlon of the procurement documents and testmg documents performed by the
NICSD:SD TFeam and NICSD V&V Team.

If NICSD or PPDD uses any Test. Equipment software; the following activities: shall be performed:
o Defining the Test Equipmeiit software fanctions required in the project
o Estabhshmg the Test Equipment software acceptance.criteria
o Establishing the procedureto use the Test Equipment.software
e Traihing-and recording for a personiiel-to use the Test Equipierit software.

These activities shall be described in appropriate Test Documents.

For PPDD activities, NICSD has a respou31b1]1ty to review-and-approve the PPDD activities through
CG survey, and through V&V activities to be performed throughout the course of PPDD’s ‘work.
The V&V activities are desciibed in the NICSD VVP (Reference (12)). The V&V activities in
general.include-oversight to PPDD acfivities, in:progess monitoring’ and, document reviews, etc.

5 Documentation

This section identifies the documentation governing the deyelopment, verification and validation of
the software. .Table:A of the NICSD SMP (Reference (10)) deseribes dn outline of the output
document required for software life cycle activities. This section addresses the. QA. related
decumentation.

5.1; Software Plans.
The:NICSD SD Team and. Software Saféty: (SS) Team prepare an NICSD SMP including Software
Safety Plan. (SSP), the:NICSD Software Configuration Lead (SCL) prepares:an NICSD SCMP; and
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the NICSD IV&V Team prepares an NICSD VVP respectively: The NICS-QA shall verify that
these software plans are prepared in accordance with applicable requirements in the SPP.
Revisions to these software plans will be recemmerided in a verification conducted by the NICS-QA
using the measure of coirective action requirement, and also the internal andit team will - make such
recommendation as necessary at the'conclusion of each audit. _

Revision of these software plans shall be in dccordance with Section 16 of the NICSD SMP
(Reference (10)).

5.2. Audits, Surveillances and Commercial Grade Surveys

The NICS-QA will conduct the Tuternal Audit for cacli organization in the NICSD once-a year as
defined in NQ-3022 (Reference (50)). In-addition to the NICSD Internal Audit, the NICSD SQAL
also conducts the NICSD software surveillance at the'end of thie every.software life cycle-defined in
the NICSD SMP (Reference (10))

PPDD as a Commercral Grade Suppher The quahﬂcatron of the PPDD is effectrve for three years
and is continued by triennial. Commercial Grade. Survey (CGS). And between the CGS, the
qualification is verified by annual eyvaluations. performed in-the-year other than the year of the CGS.

Additionally, the NICSD'can-tequest the NIGS:QA to-condiict the CGS -as néeded.

The V&V activities: in general include ‘oversight, in-process monitoring, document reviews, etc.

The NICSD QA. Team reviews:the docamertation-of the V&V activities performed by the NICSD
V&V Team in dccordance with the NICSD VVP (Reférence (12)).

If required by the NICSD SD cam, the‘
apphed for witiiess: of FP ciole

to: FPGA: «chips;. and monitoring. of thé DR

Meetmg(s) held by:thé-PBDD. ‘These actlvmesrmll._‘be verified recurrently for each order by the:

NICSD.

5.3. Report Documentation
The NICS-QA and/or the NICSD SQA Team will prepare. the following reports in every audit,
software surveillance; and'CG Survey and evaluation. The audit reports, surveillance reports, CG
Survey reports, and relating Fuchu Site Corrective Action Requests (SCARSs) prepared in accordance
with the NED Standard AS-300A009 “Corrective Action Request Applrca’uon Procedure”
(Reference (21)), shall be submitted to-the NICS-QA manager for review. NICSD Stardard
NQ-3009 {Reference. (45)) is applred instead of AS-300A009 after September 1, 2012 when it
became available. The Intérnal-Audit Repott,, the. Software: Surveillance Report, and the CG survey
report prepared in the life cycle phase : shall be subject of baseline review of the life cycle phase as
described in the “Nuclear Instruimentation & Control Systems Department Software Configuration
Management Plan for FPGA-based Safety-Related Systems™ (NICSD SCMP) (Reference (11)).
¢ NICSD Internal Audit Report
The NICS-QA will issue the Intérnal Audit Reports in accordance with NQ-3022 (Reference
(50)) when they completed the annual NICSD Internal Audit.
e Software Surverllance Reporfs
the same format s theIntemal Audit Report
» CGS Reports for the PPDD _
The NICS-QA will issue the Commercial Grade Survey reports in-accordance with:the
NICSD Standard NQ=3005 “Procedure for Evaluation of Suppliers” (Reference (43)) when
they conducted the C€GS.
e Source Verification Report for the PPDD
The NICS-QC will issue the Source Verification Reports in accordance. with the NED
Standard AS-300A005 “Preparation Procedure for Source Verification Report” (Réference

SOUICE; enﬁcatron performed; by the NICS- QC will be:
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(20)) when they conduct a source verification of performance and capability of the PPDD,
such as a witness of FPGA program writing into FPGA chips, and 2 monitoring of the DR
Meeting held by the PPDD.

6 Standards, Practices, Conventions, and Metrics
An overview of the NICSD QA: Program is provided in the NICSD SMP. Section 6.1 (Reference
(10)).

This section describes the standards, practices; and conventions to be applied to the FPGA-based
safety-related I&C Systems. It identifies general statistical techniques and metrics fo be applied in
the quality assurance process.

A compliance with these: stan&ard's shall be monitored and assured through a review and audit
process described in Section 7.

6.1. Documentation Standards
All documents developed by thé NICSD shall comply with the requirements in tlie NICSD Standard
NQ-2024 “Docuinent Control Procedure” (Reference (31)).

6.2. Design Standards
All design work: developed by the NIESD sskiall - comply with the requlrements ‘deseiibed in. the
NICSD Standard NQ-2036 “Procedure for Design Control” (Reférence (40)).

6.3. Coding Standards

The software developrient process shall provide gnidance to-ensure standardization, compatibility,
and maintainabilityof resulting'software products. Theprocess shall provide a-coding standard for
each language as well as usage-guidelines for each software tool.

e VHDL source coding of the PPDD should confoir to- the PPDD Standard E-68017
“Procedural Standard for FPGA: Device Development” (Reference (57)).

» The NICSD design team évaluates iti the Prehmmanly Technical Evaluation Report (PTER)
that the coding guidance in the PPDD is acceptable The NICSD has its own coding
guideline document; the NICSD Standard NQ-2031 “Procedural Standard for FPGA Device
Development” (Refererice (35)) that is used in the evaluation.

6.4. Testing Standards

The NICSD IV&V Team prepares a Software Validation Test Plan (SVTP) for the. validation testing
that may-include a Platform Factory Test (PFT, ) of the FPGA-based systems,, based on the NICSD
VVP (Reference. (12)). The NICSD IV&V Team also prepares the test documents for unit
validation testing and System Validation Testinig, which contain test cases and acceptance criteria, in
accordance with the SVTP, the NICSD Standard NQ-2019 “Preparation Procedure for Test
Specification” (Reference (,aO)) the NICSD Standard N@-3015 “Test Control Procedure”
(Reference(46)), the NICSD Standard NQ-3016 “Software Test” (Reference (47)) and the NICSD
VVP (Reference (12)).
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The procureinent document for the PPDD. describes the requirements for the testing which are
conducted by the PPDD in the following software life cycle phases defined in the NICSD SMP
(Reference (10)). Testing documents prepared by the PEDD are verified by the NIGSD V&V
Team in accordanée with the NICSD VVP.

& Impleémentation and Integration;Phase
® Module Validation Testing Phase

Testing of FPGAs and miodules developed by the PPDD in the above phases. shall comply with the
requirements-described in.the PPDD Standard E-68027 “Test Specification Preparation Standard”
(Reference (60)) with special provisions to be specified in the.Job Otder by the NICSD.

Complying to the instruction through CDI by the. NIESD SD Team, the NICS-QA. shall conduct-a
CG Survey for the PPDD in order to évaluate a capability of the PPDD to implement FPGA Tésting
and Module Vahdauon Testmg adequately In the CG Survey, the survey team shall verify
procedures-for testing;- mcludmo E-68027, performance and docuinentation in aécordance with these
procedures. The successful CG Survey allows the NICSD to aceept the test results by the PPDD.

The: NICSD. IV&V Tearh verifies and ‘dpproves the testing docurhents prepared by the PPDD
through the IV&V act1v1t1es pnor to 1mplementat10n of the test and evaluate the test resul ..‘,gcc_:ept

6:5.. Acceptance Criteria-for-the:Functional Elements (FEs)

AS§ described-in Section 4.2:2 of this NICSD: SQAP, the FPGA-based modiiles'incorp tmg ‘the FEs;
‘which are.treated as COTS, are. procured by the. NI D from the- PDD through~ 1e/€GD. process.
The NICS-QA- verifies that the control process of the FE is acceptable to the NICSD for usé:in thé
"FPGA-based modules by condicting the Commercial Grade. Survey:(€GS) of the PPDD.pertequest
+from:the SDI., prior to the:acceptance of the FRGA-based: ‘modules from the PPDD.

In this CGS, the NICS-QA shall verify that the PPDD- procedure for the FE development is
equivalent to and complies with tli¢. NICSD Standard NQ-2032 “Procedural Staridard for Finctionial
Element Development” (Reférencer (36)). The CGS: feam will verify a decumentation and
configuration: control.status.of the-FEs in- comphance ‘with- venﬁed PPDD.procedures. The: NICSD
IV-&V-Teatii shall venfy that the FEs ate- properly implemented-in the FPGA- through theit activities-
over the PPDD. The NICSD SQAL shall oversee an activities of thé NICSD IV&V Team by
checkmg their results.

6.6. Metrics

‘The NICSD SQAL shall be responsible, for defining; implementing; collecting, analyzlng, and
overSeeing metrics data for the FPGA-based-modiiles.

‘The following metrics shall be maintained;

e The errors discovered during FPGA Testmg and ‘the: Module Validation Testmg by the
PPDD shall be-identified thfough the use of Probleri Reporting Sheets (PRS) (see Section
7.1.2-of the:NICSD VVP (Reference (12))) so that-the number of errors: discovered.can be
tracked for an.error: dlscovery mietric reporting. The: overall goal is to identify a decreasifig
nimber and §everity of érrors, s tlie testing progresses.

- The errors, discovered durmg System Validation Testing and Unit Vahdatton Testing
conducted: by the NIGSD. shall be-idexitified through the use of Fuchu Site Nonconfoitnancs
Notice: Report (SNNR) (see. Section. 9.1) so that the number of errors discovered can be
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tracked for the error discovery metric reporting. The overall goal is to identify a
decreasing number and severity of errors as the testing progresses.

e Each PRS and SNNR shall be recorded with identification number and date in the log.

e In cases where the problem was caused by either the NICSD or the PPDD could not be
readily determined, the NICSD kas a responsibility to determine the responsible
organization.

Metrics that are demonstrated to be of no: value shall be abandoned, or if necessary; shall be replaced
with metrics that have a value to ascertaining process compliance,

7 Software Reviews

The purpose of this section is to:address the review requirements throughout the software life cycle.
Reviews are designed to ensure that sofiware documentation and processes comply with the
procedures, established standards, and guidelines. Reviews are technical in nature and are designed
to verify technical adequacy and completeness of the design and development of software. The
NICSD IV&V Team is responisible for softwarereview. Methodologies of performing reviews are
described in the NED Standard AS:200A130 “Digital System Verification & Validation Procedure”
(Reference (17)) and NQ:2030: (Reference (34)) In this section, activities of the NIGSD SQA
Team are described.

The NICSD IV&V Tedm activities ate described'ini the NICSD VVP (Refererice (12)).

7.1. NICSD Activity Review
The NICS-QA shall condiict the Infernal Audit for €ach organization of thé¢ NICSD once a year or

more frequently if required as defiied in NQ-3022 (Reférence (50)). As described in Section 6.2 of
NQ-3022, audits shall be: performed as deemed necessary by the NICS-QA ‘manager.

In addition to the NICSD Internal Audit, the NICSD SQAL shall also conduct the NICSD software
surveillance at the end of the every software life cyele defined in the NICSD SMP (Reference (10)).

In the software surveillance, the NICSD SQA Team shall review the DVRs prepared by the NICSD
IV&V Team. The DVRs. are. intended fo be. prepared by the NICSD Independent Reviewer as
described in the Table-A il the. NICSD.SMP. This review shall be documented in the Software
Surveillance Report, which.shall be updated for each life cycle phase. Through this review of the
NICSD IV&YV activities including reviewing the NICSD Software Safety Analysis Reports @NICSD
SSARs) prepared by the' NICSD SS Team in accordance with Section 14 of the NICSD SMP, the

NICSD SQA Team reviews the software saféty analysis activities.

The NICSD SQA Team shall also feview the Baseline Review Report (BRR) prepared by the
NICSD IV&V Team. Through a review of the BRR, the NICSD SQA Team shall ensure inclusion
of all applicable software modification requested by Documents Change Request (DCR) defined by
NQ-2024 (Reference (31)), SNNR-V/IL, and SCAR, in the baseline reviews.

And if necessary, the NICSD SQAL shall conduct a direct surveillance for the NICSD IV&V Team
to confirm that the IV&V and Baseline Review -activities are performed appropriately in accordance
with applicable procedures-and plans including the NICSD VVP (Reference (12)). For example,
when the IV&V activity is suspectéd as not adequate, prior to determining that, the NICSD SQAL
will confirm more detail through the directsurveillance. When direct surveillance is conducted, the
following shall be addressed to confirm IV&V activities (reference SPP Table-10 through 18 for
each phase as guidance).
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. Momtor exécution of the Software Verification and Validation Plan (SVVP) (ie., the
NICSD VVP) and analyze problems associated-with its execution

‘o Repott:progress of the'various V&V activities

¢ Ensure the software being produced fulfills requiretnents

o Evaluate testing results-and check: for completeness

« Monitor V&V outputs-and determiine when a task'is complete

o Assess proposed changes to the software fo identify affected requitemerits and any néw

hazards or risks as well as changmo and re-performing V&YV tasks as necessary to-address
the- changes

% Determiiie the timing for changes:or updates in the SVVP. are reqiired

7.2. PPDD Activity Review

The NICS-QA also conducts thie Commercial Grade. Survey (CGS) for Toshiba Fuchu Coniplex
Power Systems Segment (Fuchu-PSJ, which includes the PPDD, to keep them as a Commercial
Grade Supplier in: the Quahﬁed Vendor List (QVL) of NIGSD in -accordaiice with NQ-3005
(Reference (43)) at least every 3-years. The NICS= QA also-conducts an annual evaluation of the
Fichu-PS.including the PPDD to maintain the; quahﬁcatmn ofthem in the NIGSD QVL ‘every year.

In :addition, the NIC D SDL or: the

’the PEDD |

8 Test

As mentioned previously, the NICS- QA conduets .an.internal audit for the NICS- QC to verify
‘comphance with an-applicable aspect of-the QA: progiai. dind 'to deferininé. its effectiveness: The
,NIC' “QC: lias.a responsibility to perform-festing in accordance Wlﬂl NQ—3015 (Reference(46))v,: S0
that-theraudit team evaluates:the: testifig activities by the NICS- QC durm«7 i intetiial andit.

The NICSD SQAL Wlll conduct the followmg actlvmes regardmg the software testmg by rewewmg

.phase whlch mcludes testmg actmﬁes

The NICSD. SQAL also conducts-a:feview of siuch tésting activities through the Baseline Review
Réport.prepared by-the NIESD V&V Team, ifthe specific testing: activities.are-not:addressed in‘the
DVRs.

8.1. NICSD Activity Review for Testing
"The NICSD SQA Team shall,rewew the DVR for tﬁe following item preparcd by the: NfCSD IV&V

Pal.ﬁnth%m below.

o Software Validation Test Plan (NICSD SVTR)
((Module Validation Testing: Phase))
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8.2. PPDD Activity Review for Testing

The NICS-QA shall review the testing activity of PPDD through the Commercial Grade Surveys
(CGS:s) as described in Section 4.2 and 7.2 in this NICSD SQAP.

The NICSD SQA Team also reviews the DVRs prepared by the NICSD IV&V Team for the
following items which are the scope of responsibility of the PPDD under the procurement from the
NICSD in accordance with the CGD process.

e FPGA Test Procedure (Implementation and Integration Phase)
e FPGA Test Report (Implementation and Integration Phase)
e Module Test Procedure (Moedule Validation Testing Phase)

When a source surveillance, monitoring, witness, or Hold Point is required by the ‘procurement
documents to the PPDD in accordance with the NICSD Standard NQ-2025 “Preparation-Procedure
for ‘Procurement Document for CG Items & Services” (Reference (32)), an inspector of the
NICS-QC performs these activities to verify the PPDD activities. The PPDD is requested to
prepare and submit the schedule of these activities to the NICS-QC.

9 Nonconformance Control and Corrective Action
Any anomalres and devratrons found in Work product after: 1ts release for rev1ew, test, o othe_r use by

documented The purpose of a formal procedure for nonconformance control and correctlve* action:
is to ensure that all erfors and failurés are prompily actéd upon and in 4 unifomn mannér
encompassing all project software. V&V activities are the primary vehicle to uncover problems

while the NICSD SCMP (Reference (11)) shall ensure that actions taken to correct.problems by
changing design artifacts are consistent and traceable. Any problems found during V&V activities
including the RTM efforts shall be reported in the V&V reports. Likewise, any’ problems- found
during the Baseline Revrews shall be reported in the Baseline Review Reports.

Through the NICSD SQA Team involvement in the-review of DVRs, VVRs,.and BRRs, the NICSD
SQA Team has the authority to issue the SCAR-as necessary in the same measures as:an ‘audit issue.
Once the SCAR regarding the software.Quality Assurance:is issued, the NICSD: SQAL will have a
responsibility to ensure that the corrective action is firmly-implemented.

Processing of anomalies and corrective actions shall include evaluation of any metrics mdicated in
Section 6.6, to determine if the anomaly or cerrective action is indicative of a single event, or of a
developing adverse trend.

The design change caused by corrective action shall be controlled in accordance with Section 5.2.6
“Change Control” of'the NICSD SCMP.

9.1. Nonconformance Control and Corrective Action Process for NICSD
Activities

Any problems identified through the NICSD IV&V activities and/or the NICSD SQA activities. shall
be reported in the following manner:

» As for the issues regarding an item of itself, the issue shall be reported and resolved with the
Fuchu Site Nonconformance Notice Report (SNNR-I) in accordance with the NICSD

TOSHIBA CORPORATION 18123
Nuclear Instrumentation & Contro! Systems Department



FA32-3701-1001 Rev.3

Standard NQ-3019 “Procedure for Control of Nonconformance and Corrective Action”
(Reference (48)).

. As for the issues regarding a process, the issue shall be reported and resolved with-the Fuchu
Site:Corrective Action Request (SCAR) in accordance with the NED Standard AS-300A009
(Reference (21)) with application identified by the NICSD standard NQ-1003 “Application
of AS Standards” (Reference (23)), or the Fuchu Site. Nonconformance Notice Repoit
(SNNR-II) in accordance with the NICSD Standard NQ-3019. NICSD Standard NQ-3009
(Reference (45)) is applied instead of AS-300A009 after September 1, 2012.

In ¢asés where it is not obvious. to déterming which organization caused the problem, i.e., which
procedure shall be-applied, the: NICSD SQAL has a responsibility to :make a final déecision on a
responsible organization.

Both ifi SNNR and SCAR, any safety critical anomaliés discovéred post-release or after a
completion of CGD shall be evaluated to determine if notification under Part 21 is required and
perform. appropriate notifications in accordance with the PSNE Regulations & Procedures 4810
“REPORTING PROCEDURE FOR DEFECTS AND NONCOMPLIANCE UNDER USNRC
T0GFR21” (Reference (13))

9.2. Nonconformance Control and Corrective Action.for PPDD Activities
If"the PPDD ﬁnds ‘any problem of the conﬁguratlon 1tems durmg FPGA Testmg and Module.

¢ ). The requirement fo- use the
VNNR process is transmltted to the PPDD by the NICSD procurement docuiriénts. The NICS- QC
Manager, who is appointed as'a person to receive VNNR by NQ-3006, shall notify the-NICSD
SOAL that.a VNNR has been received.from the PPDD.

10 Tools, Techniques and Methodologies
Tools, Techniques and Methodologies are, described it Section 8.1 of the NICSD. SMP (Reference

11 Vendor Control

The NIGSD shall perform the procurement of FPGA:based modules- in accordance with the CGD
procedure described in Section 6.2 .of the NICSD :SMP (Reference (10)). Personnel implementing
this SQAP shall verify correct implementation of thesé activities.

11.1. Previously Developed Software (PDS) and Commercial-off-the-Shelf
(€OTS)

As a part of the vendoer control, this séction provides the software QA functions for control of

Previously Developed Software (PDS) and Commercial-off- the-Shelf (COTS) in the FPGA-based

safety-related systems.

As defined in Section 11 of the NICSD SMP (Reference (10)), the NICSD treats the FPGA logic as
PDS, aiid treats the Functional Elements (FEs), which constitute the FPGA logic, as COTS.
NICSD procures the FPGA modules from the PPDD through' the commercial grade dedication
process. The PPDD shall develop the software for the FPGAs using the verified and adequately
proven FEs in accordance with the requircments defined in the procurement documents from the
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NICSD. This procurement documents shall be developed by the NICSD in accordance with
NQ-2025 (Reference (32)).

The FEs and FPGA logic are categorized as Software Integrity Level (SIL) 4 software, because the
FEs are incorporated into the FPGA logic to be used for an actual safety-related product. SIL is
defined by IEEE Std. 1012 (Reference (5)).

The NICSD SQA activities for control of the FEs.by the PPDD shall verify the followings:

e The FEs shall be the software Iibrary for the products qualified by the PPDD through the
quality-assurance program in @ccordance with ISO-9001.

e The PPDD shal{ train, educate, and quahfy a personne! who involved in the development of
FEs.

e The PPDD shall develop the software life cycle approach for FEs.

e The PPDD shall develop the software requirements decuments for FEs.

o The PPDD shall provide adequate traceability of the FEs as. well as the requirements.
throughout the life cycle, and perform the functional testing of the FEs.

e The PPDD shall demonstrate that the FEs meét the requirements through the functional

testing.

The PPDD shall document the results of the functional testing of the FEs.

The PPDD shall storg FEs using a sufficiently dependable methed.

The PPDD:shiall track the gperating history of FEs which applied in FPGAs.

The: PPDD: shall conirol-and dispose- problems to ensure they do. not affect the safety

fiinction:of: any: apphcatxon when:applicable:

e Thg PPDD shall have a measure to-report the problem.to-the NICSD in a timely manner:

The PPDD activities are verified or monitored by the NICSD SQA Team via the CG survey, source
verification, and/or-by the. NICSD IV&V Team per the NICSD VVP (Reference (12)).

11.2. Software Tool Vendors

Software tool vendors shall be controlled in accordance with the NICSD Standard NQ-3023
“Procedure for Purchase” (Reference (51)). NQ-3006 (Reference (44)) defines the requirerdents to
the vendors when the vendor finds the d1screpancxes in'the delivered product.

The error notification from the sofiware tool review results for the development of FPGA. logic shall
be controlled in accordance with NQ-2034 (Reference (38)).

The NICSD SQAL shall ensure that the NICSD SDL applies all pertinent information provided by
the vendors in the form of reports on tools, intégrated circuits, and application notes.

12 Records Collection, Maintenance and Retention

Records collection, maintenance ‘and retention shall be in accordance with the 10 CFR 50 Appendix
B Quality Assurance program,.as described in the NICSD Standard NQ-3020 “Control Procedure of
QA Records” (Reference (49)).

Requirements for récords ¢ollection, mdintenance, and retention by the NICSD for the FPGA-based
safety-related 1&C Systems shall comply with the requirements-described in NQ-3020 (Reference
(49)) with:special provisionsto be.specified in the Job Order Sheet by the NED.
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13 Software Training

All NICSD personnel who are involved in the activities for safety-related products including the
software development shall be trained on the QA program course, the applicable AS ‘standards, and
the NQ standards identified by NQ-1003 (Reference (23)) and, shall be registered in the personnel
list.for thie safety-related works, prior to start work on the specific project. Also, the: personnel who
ate involved in the software Quality Assurance. activities. for the project shall be.trained on this
NICSD SOAP either- by-classroom training.or self-study. The NICSD SQAL has a responsibility
for this training: The- software QA personne] shall be competent in the appropriate technical and
quality activities ‘required in the design, development, review, test, and modification of software
products: The software training:plan is described in Section 15 of the NICSD SMP (Reference.
(10))

14 Risk Management

If the NICSD SQAL finds' QA related potential risks through the NICSD SQA activities, those
potential risks shall be reported to the: NICSD SDL, IV&V Lead, and Software Safety Lead so that
all reported personnel shall evaluate reported. potential sk. If the NICSD SQAL identifies the
poteritial risk:is.a.risk"to the project through the evaluation of and the discussion with all members,

the-risk:shall be reported tothe NICSD PM, and the NICSD PM. shall- assign a responsible personnel
forthe fisk mitigation plan. The mitigation plan’shall be reviewed and approved-by-the NICSD PM:
Once:the mmgatlon plan is: put qn.place, ‘the status risk shall be. monitored in- the:periodic NICSD:
Management Meetmgs

15 Cyber Security

The NICSD (including SQA) and the PPDD shall implement Secure Development-and Operational
Environment. (SDOE) requirements in accordance with the NICSD Standard NQ-2037 “Cyber
Security Procedures.of Safety Relaied. Digital System™ (Reférence. (41)).

The NICSD ‘SQAL shall verify compliance with the requirements of the SDOE and Toshiba cyber.
security: procedures and. practices throughout every aspect of the NICSP SQA activities for the
project.

16 SQAP Maintenance

As. defined in Table-A of the NICSD SMP (Reference (10)), the NICSD SQA. Team is responsible
for preparing:the NICSD SQAP, the NICSD SQAL s responsible for reviewing it, and the NIGSD
PM is responsible for approval. The QA personnel of the NICS-QA. Group shall be responsible to
miaintain this SQAP. The NICSD SQAP shall be maintained in-accordance with Section 16 of the
NICSD SMP. The updated SQAP shall be prepared, verified and approved in the same: manner as
the SQAP was first established as a document in accordance with NQ-2024 (Reference (3 1)) Also
issied NICSD SQAP ‘shall be retained as a QA record ifi acéordance with NQ-3020: (Reference

(49)).

17 Life Cycle Task Iteration Process
The kife cycle task iteration process is described in Section 13.9 of the NICSD SMP- (Reference
(10)).
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18 Deviations

18.1. Deviation Policy
The deviation: policy is-described in‘Section 171 of the NIGSD SMP (Reference:(10)).

18.2. Deviation from NICSD SQAP

~Nene
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Appendix A: Compliance Traceability Matrix of Section 5 of

Software Program Plan.

(Note: This appendix is just for reference and not a part of this document.)

Table A Compliance Traceability Matrix of Section 5 of Software Program Plan

Section in the SPP Section in this SQAR
5.1 Introduction 1.Introduction
5.1.1 Purpose 1.1 Purpose
5.1.2 Scope. 1.3 Scope

5.1.3 [Deleted]

5.1.4 Reldtionship of the SQAPP to Other SPP
Sections

5.2 Reference Documents

3 Reférence Documernts

5.3 Management. 4 Management

5.3.1 Organization 4.1 Organization

5:3.2 Tasks 4.2 Responsibilities

5:3.3 Roles and Responsibilities 4.2 Responsibilities

5.4 Documentation 5 Documentation, 7.1 NICSD Activity réview
5.5 Standards, Practices, Conventxons and Metiics | 6.Standards; Practices, Conventions,. and Mettics
5.6 Reviews-and Audits 7 Software Reviews: N
5.6.1 Reviews

5 6.1.1 Baseline Reviews:

'%:Soﬁme;-ekéﬁéﬁéﬂ

2*Technical Reviews:

5 6.1.3:Managerial Review'

42 Responeibilities

5.6.2 Audits and Inspection

7.1 NICSD Acfivity Review.

5.6.2.1 Functional Audit

4.2 Responsibilities, 7.1 NICSD Act1v1ty Revxew

5.6.2.2 Physical Audit

4.2 Responsibilities, 5.2 Audits, Surveillances and
Commercial Grade: Surveys, 7.1 NICSD Activity:
Review

5.6.2.3 In-Process Audit and Inspections

4.2 Responsibilities, 5.3 Reports Documentation, 7.1
NICSD Activity review

5.7 Test

8 Test

5.8 .Anomaly Reporting and Corrective Actions.

9 Nonconformance:Control:and Corrective:Action

5.8.1 Anomaly Reéporting.

‘9 Nonconformance Control-and Cormrective-Action’

5.8.2 Corrective Action

‘9 Nonconformance Control and Corrective. Action,

5.9 Software Modification Process

7.1 NICSD Activity Review

5.10 Tools, Techniques, and Methodologies

10 Tools, Techniques.and Metho‘do]o‘g_i'es-

5.11 Code Cantrol

5.12 Media Control

5.13 EPC Tedm Member, EPC Subcontractor, and
Vendor Control

1.2 Background, 11 Vendor Control

5.14 Previously Developed or Purchased (COTS)
Software

11.1 Previously Developed Software (PDS) and
Commeréial-off-the-Shel£(COTS)

5.15 Records Collection, Mainténdnce, and 16 SQAP Maintcnancc

Retention

5.16 Training 13 Software Training

5.17 Risk Management 14 Risk Management o
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