
 

 

CITY COUNCIL REGULAR SESSION 

CITY OF LAKE CITY 

January 03, 2023 at 6:00 PM 
Venue: City Hall 

AGENDA 

SECOND REVISION  
 

Second revision made 12/30/2022:  Item#10, supporting documentation added 

Revision made 12/30/2022:  Item#1, supporting documentation added, Item#7, 
added reminder notation to remove from table  

This meeting will be held in the City Council Chambers on the second floor of City Hall 
located at 205 North Marion Avenue, Lake City, FL 32055.  Members of the public may 
also view the meeting on our YouTube channel.  YouTube channel information is 
located at the end of this agenda.   

Pledge of Allegiance 

Invocation - Pastor Pamela Green with Trinity United Methodist Church 

Roll Call 

Ladies and Gentlemen; The Lake City Council has opened its public meeting. 
Since 1968, the City Code has prohibited any person from making personal, 
impertinent, or slanderous remarks or becoming boisterous while addressing 
the City Council. Yelling or making audible comments from the audience 
constitutes boisterous conduct. Such conduct will not be tolerated. There is 
only one approved manner of addressing the City Council. That is, to be 
recognized and then speak from the podium. 

As a reminder, persons are not to openly carry a handgun or carry a 
concealed weapon or firearm while the governing body is meeting.  

Minutes 

1. December 19, 2022 Regular Session  

Approval of Agenda 

Public Participation/Persons Wishing to Address Council 
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City Council Regular Session Agenda  January 03, 2023 

 
Citizens are encouraged to participate in City of Lake City meetings. The City of Lake City 
encourages civility in public discourse and requests that speakers direct their comments 
to the Chair. Those attendees wishing to share a document and or comments in writing 
for inclusion into the public record must email the item to submissions@lcfla.com no later 
than noon on the day of the meeting.  Citizens may also provide input to individual council 
members via office visits, phone calls, letters and e-mail that will become public record. 

Approval of Consent Agenda 

2. Authorize budget amendment from account# 001.03.512-030.41 (City Clerk 
Operating Expense Communication Services) allocated for Mobile Device 
Archiving Platform in the amount of $10,000.00 to account# 001.07.513-030.41 
(Information Technology Operating Expense Communication Services) and 
$10,110.14 from account #001.01.511-030.34 (City Council Operating Expense 
Contractual) allocated for 2022 Election Expense to account #001.07.513-
030.41 (Information Technology Operating Expense Communication Services) 
for the purchase of a text message archiving platform in the contract purchase 
amount of $20,110.14 from SMARSH.  

Presentations 

3. Enterprise Fleet Management - Power Point Presentation  

4. Jennifer Daniels, Columbia County Economic Development - Update on 
Projects (City Council Member Todd Sampson)  

Old Business 

Ordinances 

Open Public Hearing 

5. City Council Ordinance No. 2022-2235 (final reading) - An ordinance of the City 
of Lake City, Florida, adopting a Tax Deferral Policy for affordable rental 
housing property; providing for the addition of provisions to the City Code 
implementing Ad Valorem Tax Deferrals for the operation, rehabilitation, 
renovation, or development of affordable rental housing; providing for the repeal 
of ordinances in conflict; providing for severability; providing for codification; and 
providing an effective date. 

Passed on first reading on 12/19/2022  

Close Hearing 

Adopt City Council Ordinance No. 2022-2235 on final reading.  

Resolutions 
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6. Recommended Action:  Motion to reaffirm the vote from the December 19, 2022 

meeting on City Council Resolution No. 2022-137.   

City Council Resolution No. 2022-137 - A resolution of the City Council of the 
City of Lake City, Florida, amending the Annual Operating Budget for the fiscal 
year beginning October 1, 2021. 

The vote from the December 19, 2022 meeting was as follows: Mr. Jernigan-
Aye, Mayor Witt- Aye, Mr. Hill-Nay, Mr. Sampson-Nay, Ms. Young-Aye  

Other Items - None  

New Business 

Ordinances - None  

Resolutions 

7. City Council Resolution No. 2023-001 - A resolution of the City Council of the 
City of Lake City, Florida authorizing the appointment of Paul Dyal as City 
Manager of the City of Lake City, Florida, for an indefinite term, and authorizing 
the City to enter into an employment agreement with Paul Dyal.  

Supporting documents - Exhibit A - Contract submitted by Paul Dyal and Exhibit 
B - Contract with red line changes made by City Attorney Todd Kennon and 
Council Liaison Jake Hill, Jr..  

Note:  Exhibit C - represents final revisions for consideration  

Reminder:  Will need a motion to remove from the table the employment 
agreement for Management Services between the City of Lake City, 
Florida and Paul Dyal. (Item tabled at 12/19/2022 meeting) 

8. City Council Resolution No. 2023-002 - A resolution of the City Council of the 
City of Lake City, Florida, authorizing the City to enter into a state-funded grant 
agreement with the State of Florida, Department of Transportation, for the 
award of up to $502,156.00, from the Department of Transportation, for the 
design, construction, and CEI for the resurfacing of Grandview Street from Faith 
Road to McFarlane Avenue.  

9. City Council Resolution No. 2023-003 - A resolution of the City Council of the 
City of Lake City, Florida, authorizing the execution of the federally funded 
Community Development Block Grant Cares (CDBG-CV) Subgrant agreement 
with the Florida Department of Economic Opportunity to facilitate the 
rehabilitation of the existing Richardson Community Center for the use of Covid 
testing and vaccinations and reimburse the City for certain costs expended up 
to an amount of $2,000,000.00.  
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Other Items 

10. Discussion and Possible Action - Deeding Richardson Community Center to 
Columbia County, (Presenter County Manager David Kraus and City Council 
Member Todd Sampson)  

Departmental Administration 

Comments by Council Members 

Adjournment 

 

UPCOMING DATES OF INTEREST 

Monday, January 16:   

10:00 AM   Martin Luther King, Jr. Parade - Northeast Florida Leadership Council  

11:15 AM   Martin Luther King, Jr. Parade - George & Warren Foundation  

YouTube Channel Information 

Members of the public may also view the meeting on our YouTube channel at: 
https://www.youtube.com/c/CityofLakeCity 
 

Pursuant to 286.0105, Florida Statutes, the City hereby advises the public if a person 
decides to appeal any decision made by the City with respect to any matter considered 
at its meetings or hearings, he or she will need a record of the proceedings, and that, 
for such purpose, he or she may need to ensure that a verbatim record of the 
proceedings is made, which record includes the testimony and evidence upon which 
the appeal is to be based.  

SPECIAL REQUIREMENTS:  Pursuant to 286.26, Florida Statutes, persons needing 
special accommodations to participate in these meetings should contact the City 
Manager’s Office at (386) 719-5768.   
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File Attachments for Item:

1. December 19, 2022 Regular Session
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REGULAR SESSION    MINUTES      CITY COUNCIL 
       
The City Council in and for the citizens of the City of Lake City, Florida, met in Regular Session, on 
December 19, 2022 beginning at 6:00 PM, in the City Council Chambers, located at City Hall 205 North 
Marion Avenue, Lake City, Florida. Members of the public also viewed the meeting on our YouTube 
Channel. 
 
PLEDGE OF ALLEGIANCE  
 
INVOCATION – Mayor Stephen Witt   
 
ROLL CALL  
        

Mayor/Council Member   Stephen M. Witt 
City Council     Jake Hill, Jr.  

        C. Todd Sampson 
Chevella Young 

        Ricky Jernigan 
  City Attorney     Todd Kennon  

  City Manager     Paul Dyal   
Sergeant-at-Arms   Chief Gerard Butler 
Deputy City Clerk    Michelle Cannon 

 

PROCLAMATIONS – None 

 

MINUTES 

1. December 5, 2022 Regular Session  

 

Mr. Sampson made a motion to approve the December 5, 2022 regular session 

minutes. Mr. Hill seconded the motion and the motion carried unanimously on a 

voice vote. 

 

APPROVAL OF AGENDA 

Mr. Hill made a motion to approve the agenda as presented. Mr. Sampson seconded the 

motion and the motion carried unanimously on a voice vote. 

 

PUBLIC PARTICIPATION/PERSONS WISHING TO ADDRESS COUNCIL  

 

 Camille Souza 

 

APPROVAL OF CONSENT AGENDA 

 

2. The Olustee Festival Committee is requesting approval to hang the Olustee Festival 

Banner on the Welcome to Lake City Signs. The festival will be held on Friday, February 

17, 2023 through Saturday, February 18, 2023. 
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3. The Police Department is requesting approval for the purchase of the VirTra 100 LE 

training simulator, via sole source, at a cost of $44,277.18. This simulator will be used 

for training officers to increase safety in real situations, and will be used during the 

Citizens Police Academy classes. 

 

Note:  Mayor Witt asked for a motion to approve the Consent Agenda.  No motions were made 

to approve the consent agenda therefore the Mayor proceeded with the next agenda item.  The 

Consent Agenda was discussed later in the meeting. 

 

PRESENTATIONS – None 

 

OLD BUSINESS  

 

4. Discussion and Possible Action: Employment Agreement for Management Services 

between the City of Lake City, Florida, and Paul Dyal.  

  

Attorney Kennon went over the red line changes in the proposed agreement.   

 

Mr. Dyal stated he was okay with everything except for Section 3 Compensation and 

Section 8 Severance as it relates paid leave/time off hours.  Mr. Dyal stated the 

compensation needs to be around $160,000 and he is not agreeing with the cap on the 

hours at 500 hours.     

 

Mr. Kennon covered the difference in the City policy as it relates to the cap on the leave 

time for other employees.   

 

Public Comment:  Glenel Bowden  

 

Mr. Hill stated the $140,000 is a fair salary for Lake City and the offer proposed is fair 

for Mr. Dyal.  He supports starting the salary at $140,000.   

  

Mr. Sampson requested the ICMA Code of Ethics to be included.  Attorney Kennon 

responded it was omitted as Mr. Dyal is not ICMA credentialed.   

 

Mr. Sampson stated he felt 12 workweeks of salary is fair for Section 8 Severance and 

would like to see Section 5 Additional Annual Leave deleted.  Relating to Section 15 

Bonding, he felt a background and credit check would be needed for the bonding. Mr. 

Sampson stated Item #3 on Appendix 1 needs to be limited to 12 weeks not 20 weeks.   

 

Mayor Witt suggested tabling the discussion.  Ms. Young concurred with tabling the 

discussion and stated she would support the salary more towards $160,000 and 

definitely not under $150,000.   

 

Mr. Jernigan stated he felt the $140,000 salary was not enough and would support a 

salary between $150,000 and $160,000.   
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Mr. Hill made a motion to be removed as the council liaison for the negotiation 

committee.  Mayor Witt suggested Mr. Jernigan.  No second was received.   

 

Mr. Sampson stated he would never support a salary above $140,000 and discussed 

historical salaries of previous managers.  He reminded members the former applicant, 

Mr. Adams, was not going to have an Assistant City Manager position, therefore that is 

the reason for his request at a higher annual salary of $160,000.   

 

Ms. Young stated she would support $150,000.   

 

Mr. Sampson made a motion to table the Employment Agreement for 

Management Services between the City of Lake City and Paul Dyal.  The motion 

also incudes authorization for Mr. Jernigan to take over the negotiations.  Mr. Hill 

seconded the motion.  A roll call vote was taken and the motion passed.  

 

Mr. Sampson Aye 

Mr. Hill  Aye 

Ms. Young  Aye 

Mr. Jernigan  Aye 

Mayor Witt  Aye 

 

NEW BUSINESS 

 

 Ordinances 

5. City Council Ordinance No. 2022-2233 (first reading) - An ordinance of the City of 

Lake City, Florida, amending the Future Land Use Plan Map of the City of Lake 

City Comprehensive Plan, as amended; relating to an amendment of 50 or less 

acres of land, pursuant to an application, CPA 22-07, by the property owner of 

said acreage, under the Amendment Procedures established in Sections 

163.3161 through 163.3248, Florida Statutes, as amended; providing for 

changing the Future Land Use classification from Commercial to Residential, 

High Density (less than or equal to 20 dwelling units per acre) of certain lands 

within the corporate limits of the City of Lake City, Florida; providing severability; 

repealing all ordinances in conflict; and providing an effective date. Mr. 

Sampson made a motion to approve City Council Ordinance No. 2022-2233, 

on first reading, amending the Future Land Use Plan Map of the City of 

Lake City Comprehensive Plan, as amended; relating to an amendment of 

50 or less acres of land, pursuant to an application, CPA 22-07, by the 

property owner of said acreage, under the Amendment Procedures 

established in Sections 163.3161 through 163.3248, Florida Statutes, as 

amended, and providing for changing the Future Land Use classification 

from Commercial to Residential, High Density (less than or equal to 20 

dwelling units per acre) of certain lands within the corporate limits of the 

City of Lake City, Florida. Mr. Hill seconded the motion. A roll call vote was 

taken and the motion carried. 
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Mr. Sampson Aye 

Mr. Hill  Aye 

Ms. Young  Aye 

Mr. Jernigan  Aye 

Mayor Witt  Aye  

 

6. City Council Ordinance No. 2022-2234 (first reading) - An ordinance of the City of 

Lake City, Florida, amending the Official Zoning Atlas of the City of Lake City 

Land Development Regulations, as amended; relating to the rezoning of ten or 

more contiguous acres of land, pursuant to an application, Z 22-06, by the 

property owner of said acreage; providing for rezoning from Commercial, General 

(CG) to Residential, Multiple Family-2 (RMF-2) of certain lands within the 

corporate limits of the City of Lake City, Florida; providing severability; repealing 

all ordinances in conflict; and providing an effective date. Mr. Hill made a 

motion to approve City Council Ordinance No. 2022-2234, on first reading, 

amending the Official Zoning Atlas of the City of Lake City Land 

Development Regulations, as amended; relating to the rezoning of ten or 

more contiguous acres of land, pursuant to an application, Z 22-06, by the 

property owner of said acreage, and providing for rezoning from 

Commercial, General (CG) to Residential, Multiple Family-2 (RMF-2) of 

certain lands within the corporate limits of the City of Lake City, Florida. Mr. 

Sampson seconded the motion. A roll call vote was taken and the motion 

carried. 

Mr. Hill  Aye 

Mr. Sampson Aye 

Ms. Young  Aye 

Mr. Jernigan  Aye 

Mayor Witt  Aye  

 

7. City Council Ordinance No. 2022-2235 (first reading) - An ordinance of the City of 

Lake City, Florida, adopting a Tax Deferral Policy for affordable rental housing 

property; providing for the addition of provisions to the City Code implementing 

Ad Valorem Tax Deferrals for the operation, rehabilitation, renovation, or 

development of affordable rental housing; providing for the repeal of ordinances 

in conflict; providing for severability; providing for codification; and providing an 

effective date. Mr. Hill made a motion to approve City Council Ordinance No. 

2022-2235, on first reading, adopting a Tax Deferral Policy for affordable 

rental housing property; providing for the addition of provisions to the City 

Code implementing Ad Valorem Tax Deferrals for the operation, 

rehabilitation, renovation, or development of affordable rental housing, and 

providing for the repeal of ordinances in conflict. Mr. Sampson seconded 

the motion. A roll call vote was taken and the motion carried. 
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Mr. Hill  Aye 

Mr. Sampson Aye 

Ms. Young  Aye 

Mr. Jernigan  Aye 

Mayor Witt  Aye  

   

8. City Council Ordinance No. 2022-2236 (first reading) - An ordinance of the City of 

Lake City, Florida, pursuant to Petition No. ANX 22-01, relating to voluntary 

annexation; making findings; annexing certain real property located in Columbia 

County, Florida, which is reasonably compact, and contiguous to the boundaries 

of the City of Lake City, Florida, into the boundaries of the City of Lake City, 

Florida; providing severability; repealing all ordinances in conflict; and providing 

an effective date. Mr. Jernigan made a motion to approve City Council 

Ordinance No. 2022-2236, on first reading, pursuant to Petition No. ANX 22-

01, relating to voluntary annexation; making findings, and annexing certain 

real property located in Columbia County, Florida, which is reasonably 

compact, and contiguous to the boundaries of the City of Lake City, 

Florida, into the boundaries of the City of Lake City, Florida. Mr. Hill 

seconded the motion. A roll call vote was taken and the motion carried. 

 

Mr. Jernigan  Aye 

Mr. Hill  Aye 

Mr. Sampson Aye 

Ms. Young  Aye 

Mayor Witt  Aye  

 

9. City Council Ordinance No. 2022-2237 (first reading) - An ordinance of the City of 

Lake City, Florida, pursuant to Petition No. ANX 22-02, relating to voluntary 

annexation; making findings; annexing certain real property located in Columbia 

County, Florida, which is reasonably compact, and contiguous to the boundaries 

of the City of Lake City, Florida, into the boundaries of the City of Lake City, 

Florida; providing for severability; repealing all ordinances in conflict; and 

providing an effective date. Mr. Sampson made a motion to approve City 

Council Ordinance No. 2022-2237, on first reading, pursuant to Petition No. 

ANX 22-02, relating to voluntary annexation; making findings, and annexing 

certain real property located in Columbia County, Florida, which is 

reasonably compact, and contiguous to the boundaries of the City of Lake 

City, Florida, into the boundaries of the City of Lake City, Florida. Mr. Hill 

seconded the motion. A roll call vote was taken and the motion carried. 

 

Mr. Sampson Aye 

Mr. Hill  Aye 

Ms. Young  Aye 

Mr. Jernigan  Aye 

Mayor Witt  Aye  
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 Resolutions 

 

10. City Council Resolution No. 2022-131 - A resolution of the City Council of the 

City of Lake City, Florida, authorizing the acceptance and execution of State of 

Florida Department of Transportation, Public Transportation Grant Agreement; 

and providing an effective date. Mr. Hill made a motion to approve City 

Council Resolution No. 2022-131, authorizing the acceptance and execution 

of State of Florida Department of Transportation, Public Transportation 

Grant Agreement. Mr. Sampson seconded the motion. A roll call vote was 

taken and the motion carried. 

 

Mr. Hill  Aye 

Mr. Sampson Aye 

Ms. Young  Aye 

Mr. Jernigan  Aye 

Mayor Witt  Aye  

 

11. City Council Resolution No. 2022-133 - A resolution of the City Council of the 

City of Lake City, Florida, retiring Canine Gyllian from the Lake City Police 

Department and authorizing the adoption of Canine Gyllian to Police Officer 

Chauncey Mays; relinquishing any and all liability for the housing, care, 

veterinary needs, and food related to Canine Gyllian; and establishing an 

effective date. Mr. Sampson made a motion to approve City Council 

Resolution No. 2022-133, retiring Canine Gyllian from the Lake City Police 

Department and authorizing the adoption of Canine Gyllian to Police Officer 

Chauncey Mays, and relinquishing any and all liability for the housing, 

care, veterinary needs, and food related to Canine Gyllian. Mr. Hill 

seconded the motion. A roll call vote was taken and the motion carried. 

 

Mr. Sampson Aye 

Mr. Hill  Aye 

Ms. Young  Aye 

Mr. Jernigan  Aye 

Mayor Witt  Aye  

 

12. City Council Resolution No. 2022-134 - A resolution of the City Council of the 

City of Lake City, Florida, authorizing the execution of the Third Judicial Circuit 

Mutual Aid Agreement between Municipalities and Sheriffs of Counties located in 

the Third Judicial Circuit of Florida, through the Lake City Police Department. Mr. 

Hill made a motion to approve City Council Resolution No. 2022-134, 

authorizing the execution of the Third Judicial Circuit Mutual Aid 

Agreement between Municipalities and Sheriffs of Counties located in the 

Third Judicial Circuit of Florida, through the Lake City Police Department. 

Mr. Sampson seconded the motion. A roll call vote was taken and the 

motion carried. 
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Mr. Hill  Aye 

Mr. Sampson Aye 

Ms. Young  Aye 

Mr. Jernigan  Aye 

Mayor Witt  Aye  

 

13. City Council Resolution No. 2022-135 - A resolution of the City Council of the 

City of Lake City, Florida, authorizing the execution of a Memorandum of 

Understanding with Another Way, Inc., Domestic Violence and Rape Crisis 

Center, through the Lake City Police Department, to coordinate services that are 

provided to adult and adolescent victims and survivors of rape. Mr. Hill made a 

motion to approve City Council Resolution No. 2022-135, authorizing the 

execution of a Memorandum of Understanding with Another Way, Inc., 

Domestic Violence and Rape Crisis Center, through the Lake City Police 

Department, to coordinate services that are provided to adult and 

adolescent victims and survivors of rape. Mr. Sampson seconded the 

motion. A roll call vote was taken and the motion carried. 

 

Mr. Hill  Aye 

Mr. Sampson Aye 

Ms. Young  Aye 

Mr. Jernigan  Aye 

Mayor Witt  Aye 

 

14. City Council Resolution No. 2022-136 - A resolution of the City Council of the 

City of Lake City, Florida, authorizing the execution of a Memorandum of 

Understanding with Another Way, Inc., Domestic Violence and Rape Crisis 

Center, through the Lake City Police Department, to coordinate services to 

victims and survivors of domestic violence. Ms. Young made a motion to 

approve City Council Resolution No. 2022-136, authorizing the execution of 

a Memorandum of Understanding with Another Way, Inc., Domestic 

Violence and Rape Crisis Center, through the Lake City Police Department, 

to coordinate services to victims and survivors of domestic violence. Mr. 

Hill seconded the motion. A roll call vote was taken and the motion carried.  

 

Ms. Young  Aye 

Mr. Hill  Aye 

Mr. Sampson Aye 

Mr. Jernigan  Aye 

Mayor Witt  Aye 

 

14. City Council Resolution No. 2022-137 - A resolution of the City Council of the 

City of Lake City, Florida, amending the Annual Operating Budget for the fiscal 

year beginning October 1, 2021. Mr. Jernigan made a motion to approve City 

Council Resolution No. 2022-137, amending the Annual Operating Budget 

for the fiscal year beginning October 1, 2021. Mayor Witt seconded the 

motion.   A roll call vote was taken and the motion carried. 
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Mr. Jernigan  Aye 
Mayor Witt  Aye 
Mr. Hill  Nay 
Mr. Sampson Nay 
Ms. Young Nay - because she had a question as 

to what is being amended    
 

At this time, Finance Director Angela 
Taylor Moore, reported this was done 
every year to cover expenses that may 
have gone over budget.  After receiving 
this explanation, Ms. Young changed 
her vote to Aye. 

 
      Ms. Young   Aye  

 
15. City Council Resolution No. 2022-139 - A resolution of the City of Lake City, 

Florida, authorizing Task Assignment Number Five to the continuing contract with 

Gmuer Engineering, LLC; providing for the extension of a water main into Sunset 

Meadows Subdivision from the existing water main in NW Lake Jeffery RD; 

providing for a cost not-to-exceed $7,600.00; and providing for an effective date. 

Mr. Sampson made a motion to approve City Council Resolution No. 2022-

139, authorizing Task Assignment Number Five to the continuing contract 

with Gmuer Engineering, LLC; providing for the extension of a water main 

into Sunset Meadows Subdivision from the existing water main in NW Lake 

Jeffery RD, and providing for a cost not-to-exceed $7,600.00. Mr. Hill 

seconded the motion. A roll call vote was taken and the motion carried. 

 

Mr. Sampson Aye 

Mr. Hill  Aye 

Ms. Young  Aye 

Mr. Jernigan  Aye 

Mayor Witt  Aye  

 

 Other Items 

 

16. Discussion and Possible Action: HAECO Lease (Presenter:  Attorney Todd 

Kennon and City Manager Paul Dyal) 

 

 For the benefit of new members, Mr. Dyal gave an overview of the ongoing 

process with the new lease for the Airport tenant, HAECO. 

 

 City Attorney Todd Kennon provided members with the changes being offered in 

the lease, and went through those line item strikethroughs.  

 

 HAECO representative, Mark Easton addressed members on the lease. 
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 Members concurred to hold a Special Meeting on Wednesday, December 28, 

2022 at 6PM to discuss and decide about the lease. 

 

17. Discussion and Possible Action: Schedule Council Photo Session on Monday, 

February 6, at 5:00 PM. 

 

DEPARTMENTAL ADMINISTRATION 

 

18. Discussion and Possible Action:  Request to change budgeted vacant position of 

Wastewater Operator to a Trainee position in hopes of filling the position and allowing 

the person to obtain licensing while working for the City. (Presenter:  Wastewater 

Director Cody Pridgeon) 

 

 Mr. Jernigan made a motion to change the budgeted vacant position of 

Wastewater Operator to a Trainee position, and allowing the person to obtain 

licensing while working for the City. Mr. Sampson seconded the motion. A roll 

call vote was taken and the motion carried. 

 

Mr. Jernigan  Aye 

Mr. Sampson Aye 

Mr. Hill  Aye 

Ms. Young  Aye 

Mayor Witt  Aye 

 

Mr. Sampson made a motion to discuss Consent Agenda Items #2 and 3 for approval. Mayor 

Witt seconded the motion. A roll call vote was taken, but not completed.  

 

Ms. Young asked for clarification as to why the Items were being brought up at this time and not 

discussed earlier. 

 

Mr. Dyal suggested to vote on the items separately.  

 

Mr. Sampson and Mayor Witt withdrew their motions.  

 

Mr. Sampson made a motion to approve Consent Agenda Item #2.  Mayor Witt seconded the 

motion.   

 

Mr. Sampson inquired about application requirements and process.  

 

A roll call vote was taken and the motion failed on a 3-2 vote. 

 

Mr. Sampson Aye 

Mayor Witt  Aye 

Mr. Hill  Nay 

Ms. Young  Nay  

Mr. Jernigan  Nay 
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Mr. Sampson made a motion to approve Consent Agenda Item #3.  Mr. Jernigan seconded the 

motion.  

 

Chief Butler elaborated on the VirTra Simulator at the request of Mr. Jernigan. 

 

A roll call vote was taken and the motion carried. 

 

Mr. Sampson Aye 

Mr. Jernigan  Aye 

Mr. Hill  Aye 

Ms. Young  Aye 

Mayor Witt  Aye 

 

COMMENTS BY COUNCIL MEMBERS 

Mayor Witt wished everyone a Happy Holiday. 

 

 
ADJOURNMENT 
All matters having been handled, the meeting adjourned at 7:12 PM on a motion made and 
duly seconded. 
 
 
  

__________________   ___  ____         
Stephen M. Witt, Mayor/Council Member 

 
_____________ ____________ 
Michelle Cannon, Deputy City Clerk 
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File Attachments for Item:

2. Authorize budget amendment from account# 001.03.512-030.41 (City Clerk Operating 

Expense Communication Services) allocated for Mobile Device Archiving Platform in the 

amount of $10,000.00 to account# 001.07.513-030.41 (Information Technology Operating 

Expense Communication Services) and $10,110.14 from account #001.01.511-030.34 (City 

Council Operating Expense Contractual) allocated for 2022 Election Expense to account 

#001.07.513-030.41 (Information Technology Operating Expense Communication Services) for 

the purchase of a text message archiving platform in the contract purchase amount of 

$20,110.14 from SMARSH. 
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MEETING DATE 

01/03/2023 
 

  

COUNCIL  AGENDA 

SECTION 

 

 

ITEM 

NO. 
  

 
SUBJECT:    

 

   Budget Amendment for SMARCH Text Message Archiving Platform 

DEPT / OFFICE: City Council  

Originator:   Audrey Sikes, City Clerk  

 

City Manager 

 

Department Director 

   

Date 
12/29/22 

 
 

 
 

 
 Recommended Action:     

Motion to authorize a budget amendment from account# 001.03.512-030.41 (City Clerk Operating 
Expense Communication Services) allocated for Mobile Device Archiving Platform in the amount of 
$10,000.00 to account# 001.07.513-030.41 (Information Technology Operating Expense 
Communication Services) and $10,110.14 from account #001.01.511-030.34 (City Council Operating 
Expense Contractual) allocated for 2022 Election Expense to account #001.07.513-030.41 
(Information Technology Operating Expense Communication Services) for the purchase of a text 
message archiving platform in the contract purchase amount of $20,110.14 from SMARSH.   

 Summary Explanation & Background:    

The City of Lake City would like to implement a text message archiving platform with SMARSH.  
This platform will allow the City to archive data on City mobile devices for compliance with public 
records and record retention.  The total quote is $20,110.14.   

 

There is $10,000.00 budgeted in the City Clerks budget (512-30-41) for this platform.  The 
additional funds in the amount of $10,110.14 can be taken from the Council budget (511-30-34) 
since the 2022 Fall Election was not necessary.  This budget amendment will also allow the funds 
to be moved to the Information Technology Department.  Next year the Information Technology 
Department will budget accordingly for the platform 

 Alternatives:  Deny request and do not implement text message archiving for the City  

Source of Funds: 001.03.512-030.41 and 001.01.511.030.34  
   Financial Impact: Funds available to cover cost of platform 

  Exhibits Attached:  SMARSH Quote, Clerk and Council Budget allocation, Contract                   

Pricing documentation.  

  

    

CITY OF LAKE CITY 
Report to Council 
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FY 2023 Budget General Fund 001

        CITY OF LAKE CITY 
CITY  COUNCIL 
EXPENSES 
Account 030.31 - Operating Expense Professional Services 
001.01.511-030.31 Paralegal Services for Special Meetings 1,800.00 
001.01.511-030.31 Redistricting of Council Districts 30,000.00 

Account 030.31 - Operating Expense Professional Services Totals $31,800.00 

Account 030.34 - Operating Expense Contractual 
001.01.511-030.34 2022 Election Expense 15,000.00 
001.01.511-030.34 Municode - Codification Project  8,000.00 

Account 030.34 - Operating Expense Contractual Services Totals $23,000.00 

Account 030.40 - Operating Expense Travel 
001.01.511-030.40 Airport Conference 2,000.00 
001.01.511-030.40 City Council Travel Allowance  - Annual 9,000.00 
001.01.511-030.40 FLC Board Travel Expenses -Hill 600.00 
001.01.511-030.40 FLC Legislative Conference 3,200.00 
001.01.511-030.40 Florida Black Caucus of Local Elected Officials  1,800.00 
001.01.511-030.40 Florida League of Cities Conference 7,500.00 
001.01.511-030.40 IEMO Training - Basic  2,200.00 

Account    030.40 - Operating Expense Travel  Totals $26,300.00 

Account 030.41 - Operating Expense Communication 
001.01.511-030.41 Verizon 2,422.00 

Account 030.41 - Operating Expense Communication Services Totals $2,422.00 

Account 030.42 - Operating Expense Postage 
001.01.511-030.42 Postage 50.00 

Account 030.42 - Operating Expense Postage Totals $50.00 

Account 030.46 - Operating Expense Repair & Maintenance 
001.01.511-030.46 Misc. repair and maintenance 200.00 
001.01.511-030.46 Update lettering on door 200.00 

Account 030.46 - Operating Expense Repair & Maintenance Totals $400.00 

Account 030.47 - Operating Expense Printing & Binding 
001.01.511-030.47 Business Cards/letterhead/envelopes 400.00 
001.01.511-030.47 Misc. copy reproductions 50.00 

Account 030.47 - Operating Expense Printing & Binding Totals $450.00 

Account 030.48 - Operating Expense Promotional 
001.01.511-030.48 Bereavement and/or Birth Celebration Boxes/Cards 1,500.00 
001.01.511-030.48 Community Shred It Day 2,000.00 
001.01.511-030.48 Florida League of Cities Ad Quality Cities Publication  450.00 
001.01.511-030.48 Lake City Reporter - Ad - Chamber Guide 2,000.00 
001.01.511-030.48 Misc. Promotional Items  600.00 
001.01.511-030.48 National Night Out 500.00 

Account 030.48 - Operating Expense Promotional Activities Totals $7,050.00 
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FY 2023 Budget General Fund 001 
CITY OF LAKE CITY 

CITY CLERK 
EXPENSES 
Account 030.31 - Operating Expense Professional Services 
001.03.512-030.31 Annual Code Update 4,000.00 

Account 030.31 - Operating Expense Professional Services $4,000.00 

Account 030.34 - Operating Expense Contractual Services 
001.03.512-030.34 Records Destruction - Shredding 4,000.00 
001.03.512-030.34 Records Retention - Mini Storage 6,000.00 

Account 030.34 - Operating Expense Contractual Services $10,000.00 

Account 030.40 - Operating Expense Travel 
001.03.512-030.40 FACC Fall Academy  1,050.00 
001.03.512-030.40 FACC Summer Academy 1,050.00 
001.03.512-030.40 FRMA Fall Certification Training  1,600.00 
001.03.512-030.40 FRMA Summer Certification Training  1,600.00 

Account 030.40 - Operating Expense Travel Totals $5,300.00 

Account 030.41 - Operating Expense Communication Services 
001.03.512-030.41 Archive Social - Social Media Archiving - Annual Fee  3,000.00 
001.03.512-030.41 MCCI - Just FOIA Public Records Request Annual Fee 5,025.00 
001.03.512-030.41 Mobile Device Archiving Platform  10,000.00 
001.03.512-030.41 Municode Meetings Agenda Platform Annual Fee 4,600.00 
001.03.512-030.41 Verizon 485.00 
001.03.512-030.41 Website - Archiving Platform 2,500.00 

Account 030.41 - Operating Expense Communication Services $25,610.00 

Account 030.42 - Operating Expense Postage 
001.03.512-030.42 Mailing correspondence - annexations 700.00 
001.03.512-030.42 Mailing correspondence - misc 50.00 
001.03.512-030.42 Mailing correspondence - public records 25.00 

Account 030.42 - Operating Expense Postage Totals $775.00 

Account 030.44 - Operating Expense Rental & Leases 
001.03.512-030.44 Konica Copier Lease 2,000.00 

Account 030.44 - Operating Expense Rental & Leases Totals $2,000.00 

Account 030.46 - Operating Expense Repair & Maintenance 
001.03.512-030.46 Misc. maintenance 150.00 

Account 030.46 - Operating Expense Repair & Maintenance $150.00 
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Attachment A: NASPO ValuePoint Master Agreement Terms and Conditions 
 

1. Master Agreement Order of Precedence 
 

a. Any Order placed under this Master Agreement shall consist of the following 
documents: 

 
(1) A Participating Entity’s Participating Addendum1 (“PA”); 
(2) NASPO ValuePoint Master Agreement Terms & Conditions and the cloud service provider 
service terms;  
(3) The Solicitation; 
(4) Contractor’s response to the Solicitation, as revised (if permitted) and accepted by 
the Lead State; and 
(5) A Service Level Agreement issued against the Participating Addendum. 

 
b. These documents shall be read to be consistent and complementary.  Any conflict 
among these documents shall be resolved by giving priority to these documents in the 
order listed above.  Any conflicts between Attachment A and the other Attachments will 
be resolved in favor of Attachment A, except for conflicts between the Attachment A 
Exhibits and Attachment E, which in that event, Attachment E will prevail.  Contractor 
terms and conditions that apply to this Master Agreement are only those that are 
expressly accepted by the Lead State and must be in writing and attached to this Master 
Agreement as an Exhibit or Attachment. 

 

2.  Definitions - Unless otherwise provided in this Master Agreement, capitalized terms 
will have the meanings given to those terms in this Section. 

 

Confidential Information means any and all information of any form that is marked as 
confidential or would by its nature be deemed confidential obtained by Contractor or its 
employees or agents in the performance of this Master Agreement, including, but not 
necessarily limited to (1) any Purchasing Entity’s records, (2) personnel records, and (3) 
information concerning individuals, is confidential information of Purchasing Entity. 

 
Contractor means the person or entity providing solutions under the terms and 
conditions set forth in this Master Agreement. Contractor also includes its employees, 
subcontractors, agents and affiliates who are providing the services agreed to under the 
Master Agreement. 

 
Data means all information, whether in oral or written (including electronic) form, 

 
1 A Sample Participating Addendum will be published after the contracts have been awarded. 
2 The Exhibits comprise the terms and conditions for the service models: PaaS, IaaS, and PaaS.  23



 

 
 

created by or in any way originating with a Participating Entity or Purchasing Entity, and 
all information that is the output of any computer processing, or other electronic 
manipulation, of any information that was created by or in any way originating with a 
Participating Entity or Purchasing Entity, in the course of using and configuring the 
Services provided under this Agreement. 

 
Data Breach means any actual or reasonably suspected non-authorized access to or 
acquisition of computerized Non-Public Data or Personal Data that compromises the 
security, confidentiality, or integrity of the Non-Public Data or Personal Data, or the 
ability of Purchasing Entity to access the Non-Public Data or Personal Data. 

 
Data Categorization means the process of risk assessment of Data. See also “High 
Risk Data”, “Moderate Risk Data” and “Low Risk Data”. 

 
Disabling Code means computer instructions or programs, subroutines, code, 
instructions, data or functions, (including but not limited to viruses, worms, date bombs 
or time bombs), including but not limited to other programs, data storage, computer 
libraries and programs that self-replicate without manual intervention, instructions 
programmed to activate at a predetermined time or upon a specified event, and/or 
programs purporting to do a meaningful function but designed for a different function, 
that alter, destroy, inhibit, damage, interrupt, interfere with or hinder the operation of the 
Purchasing Entity’s’ software, applications and/or its end users processing environment, 
the system in which it resides, or any other software or data on such system or any 
other system with which it is capable of communicating. 

 
Fulfillment Partner means a third-party contractor qualified and authorized by 
Contractor, and approved by the Participating State under a Participating Addendum, 
who may, to the extent authorized by Contractor, fulfill any of the requirements of this 
Master Agreement including but not limited to providing Services under this Master 
Agreement and billing Customers directly for such Services. Contractor may, upon 
written notice to the Participating State, add or delete authorized Fulfillment Partners as 
necessary at any time during the contract term. Fulfillment Partner has no authority to 
amend this Master Agreement or to bind Contractor to any additional terms and 
conditions. 

 
High Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization 
of Federal Information and Information Systems (“High Impact Data”). 

 
Infrastructure as a Service (IaaS) as used in this Master Agreement is defined the 
capability provided to the consumer to provision processing, storage, networks, and 
other fundamental computing resources where the consumer is able to deploy and run 
arbitrary software, which can include operating systems and applications. The 
consumer does not manage or control the underlying cloud infrastructure but has 
control over operating systems, storage, deployed applications; and possibly limited 
control of select networking components (e.g., host firewalls). 
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Intellectual Property means any and all patents, copyrights, service marks, 
trademarks, trade secrets, trade names, patentable inventions, or other similar 
proprietary rights, in tangible or intangible form, and all rights, title, and interest therein. 

 
Lead State means the State centrally administering the solicitation and any resulting 
Master Agreement(s). 

 
Low Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization of 
Federal Information and Information Systems (“Low Impact Data”). 

 
Master Agreement means this agreement executed by and between the Lead State, 
acting on behalf of NASPO ValuePoint, and the Contractor, as now or hereafter 
amended. 

 
Moderate Risk Data is as defined in FIPS PUB 199, Standards for Security 
Categorization of Federal Information and Information Systems (“Moderate Impact Data”). 

 
NASPO ValuePoint is the NASPO ValuePoint Cooperative Purchasing Program, 
facilitated by the NASPO Cooperative Purchasing Organization LLC, a 501(c)(3) limited 
liability company (doing business as NASPO ValuePoint) is a subsidiary organization 
the National Association of State Procurement Officials (NASPO), the sole member of 
NASPO ValuePoint. The NASPO ValuePoint Cooperative Purchasing Organization 
facilitates administration of the cooperative group contracting consortium of state chief 
procurement officials for the benefit of state departments, institutions, agencies, and 
political subdivisions and other eligible entities (i.e., colleges, school districts, counties, 
cities, some nonprofit organizations, etc.) for all states and the District of Columbia. The 
NASPO ValuePoint Cooperative Development Team is identified in the Master 
Agreement as the recipient of reports and may be performing contract administration 
functions as assigned by the Lead State. 

 
Non-Public Data means High Risk Data and Moderate Risk Data that is not subject to 
distribution to the public as public information. It is deemed to be sensitive and 
confidential by the Purchasing Entity because it contains information that is exempt by 
statute, ordinance or administrative rule from access by the general public as public 
information. 

 
Participating Addendum means a bilateral agreement executed by a Contractor and a 
Participating Entity incorporating this Master Agreement and any other additional 
Participating Entity specific language or other requirements, e.g. ordering procedures 
specific to the Participating Entity, other terms and conditions. 

 
Participating Entity means a state, or other legal entity, properly authorized to enter 
into a Participating Addendum. 

 
Participating State means a state, the District of Columbia, or one of the territories of 
the United States that is listed in the Request for Proposal as intending to participate. 
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Upon execution of the Participating Addendum, a Participating State becomes a 
Participating Entity. 

 
Personal Data means data alone or in combination that includes information relating to 
an individual that identifies the individual by name, identifying number, mark or 
description can be readily associated with a particular individual and which is not a 
public record. Personal Information may include the following personally identifiable 
information (PII): government-issued identification numbers (e.g., Social Security, 
driver’s license, passport); financial account information, including account number, 
credit or debit card numbers; or Protected Health Information (PHI) relating to a person. 

 
Platform as a Service (PaaS) as used in this Master Agreement is defined as the 
capability provided to the consumer to deploy onto the cloud infrastructure consumer- 
created or -acquired applications created using programming languages and tools 
supported by the provider. This capability does not necessarily preclude the use of 
compatible programming languages, libraries, services, and tools from other sources. 
The consumer does not manage or control the underlying cloud infrastructure including 
network, servers, operating systems, or storage, but has control over the deployed 
applications and possibly application hosting environment configurations. 

 
Product means any deliverable under this Master Agreement, including Services, 
software, and any incidental tangible goods. 

 
Protected Health Information (PHI) means individually identifiable health information 
transmitted by electronic media, maintained in electronic media, or transmitted or 
maintained in any other form or medium. PHI excludes education records covered by 
the Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 
1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held 
by a covered entity in its role as employer.  PHI may also include information that is a 
subset of health information, including demographic information collected from an 
individual, and (1) is created or received by a health care provider, health plan, 
employer or health care clearinghouse; and (2) relates to the past, present or future 
physical or mental health or condition of an individual; the provision of health care to an 
individual; or the past, present or future payment for the provision of health care to an 
individual; and (a) that identifies the individual; or (b) with respect to which there is a 
reasonable basis to believe the information can be used to identify the individual. 

 
Purchasing Entity means a state, city, county, district, other political subdivision of a 
State, and a nonprofit organization under the laws of some states if authorized by a 
Participating Addendum, who issues a Purchase Order against the Master Agreement 
and becomes financially committed to the purchase. 

 
Services mean any of the specifications described in the Scope of Services that are 
supplied or created by the Contractor pursuant to this Master Agreement. 

 
Security Incident means the possible or actual unauthorized access to a Purchasing 
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Entity’s Non-Public Data and Personal Data the Contractor believes could reasonably 
result in the use, disclosure or theft of a Purchasing Entity’s Non-Public Data within the 
possession or control of the Contractor. A Security Incident also includes a major 
security breach to the Contractor’s system, regardless if Contractor is aware of 
unauthorized access to a Purchasing Entity’s Non-Public Data.  A Security Incident may 
or may not turn into a Data Breach. 

 
Service Level Agreement (SLA) means a written agreement between both the 
Purchasing Entity and the Contractor that is subject to the terms and conditions in this 
Master Agreement and relevant Participating Addendum unless otherwise expressly 
agreed in writing between the Purchasing Entity and the Contractor. SLAs should 
include: (1) the technical service level performance promises, (i.e. metrics for 
performance and intervals for measure), (2) description of service quality, (3) 
identification of roles and responsibilities, (4) remedies, such as credits, and (5) an 
explanation of how remedies or credits are calculated and issued. 

 
Software as a Service (SaaS) as used in this Master Agreement is defined as the 
capability provided to the consumer to use the Contractor’s applications running on a 
Contractor’s infrastructure (commonly referred to as ‘cloud infrastructure). The 
applications are accessible from various client devices through a thin client interface 
such as a Web browser (e.g., Web-based email), or a program interface. The consumer 
does not manage or control the underlying cloud infrastructure including network, 
servers, operating systems, storage, or even individual application capabilities, with the 
possible exception of limited user-specific application configuration settings. 

 
Solicitation means the documents used by the State of Utah, as the Lead State, to 
obtain Contractor’s Proposal. 

 
Statement of Work means a written statement in a solicitation document or contract 
that describes the Purchasing Entity’s service needs and expectations. 

 

3.  Term of the Master Agreement: The initial term of this Master Agreement is for ten 
(10) years with no renewal options. 

 

4. Amendments: The terms of this Master Agreement shall not be waived, altered, 
modified, supplemented or amended in any manner whatsoever without prior written 
approval of the Lead State and Contractor. 

 

5. Assignment/Subcontracts: Contractor shall not assign, sell, transfer, or sublet 
rights, or delegate responsibilities under this Master Agreement, in whole or in part, 
without the prior written approval of the Lead State. 

 
The Lead State reserves the right to assign any rights or duties, including written 
assignment of contract administration duties to the NASPO Cooperative Purchasing 
Organization LLC, doing business as NASPO ValuePoint. 

 
6. Discount Guarantee Period: All discounts must be guaranteed for the entire term of 
the Master Agreement. Participating Entities and Purchasing Entities shall receive the 
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immediate benefit of price or rate reduction of the services provided under this Master 
Agreement. A price or rate reduction will apply automatically to the Master Agreement 
and an amendment is not necessary. 

 
7. Termination: Unless otherwise stated, this Master Agreement may be terminated by 
either party upon 60 days written notice prior to the effective date of the termination. 
Further, any Participating Entity may terminate its participation upon 30 days written 
notice, unless otherwise limited or stated in the Participating Addendum.  Termination 
may be in whole or in part. Any termination under this provision shall not affect the 
rights and obligations attending orders outstanding at the time of termination, including 
any right of any Purchasing Entity to indemnification by the Contractor, rights of 
payment for Services delivered and accepted, data ownership, Contractor obligations 
regarding Purchasing Entity Data, rights attending default in performance an applicable 
Service Level of Agreement in association with any Order, Contractor obligations under 
Termination and Suspension of Service, any responsibilities arising out of a Security 
Incident or Data Breach, and maintenance, license or service contracts in progress 
between the Purchasing Entity and service provider. Termination of the Master 
Agreement due to Contractor default may be immediate if defaults cannot be 
reasonably cured as allowed per the Default and Remedies provision. 

 

8. Confidentiality, Non-Disclosure, and Injunctive Relief 
a. Confidentiality. Each party acknowledges that it and its employees or agents may, in 
the course of providing a Product under this Master Agreement, be exposed to or 
acquire information that is confidential to the other Party or Purchasing Entity’s clients.  
Any reports or other documents or items (including software) that result from the use of 
the Confidential Information by the receiving Party shall be treated in the same manner 
as the Confidential Information. Confidential Information does not include information 
that (1) is or becomes (other than by disclosure by the receiving Party) publicly known; 
(2) is furnished by the disclosing Party to others without restrictions similar to those 
imposed by this Master Agreement; (3) is rightfully in the receiving Party’s possession 
without the obligation of nondisclosure prior to the time of its disclosure under this 
Master Agreement; (4) is obtained from a source other than the disclosing Party 
without the obligation of confidentiality, (5) is disclosed with the written consent of the 
disclosing Party or; (6) is independently developed by employees, agents or 
subcontractors of the receiving Party who can be shown to have had no access to the 
Confidential Information. 

 
b. Non-Disclosure. Each Party shall hold Confidential Information in confidence, using 
at least the industry standard of confidentiality, and shall not copy, reproduce, sell, 
assign, license, market, transfer or otherwise dispose of, give, or disclose Confidential 
Information to third parties or use Confidential Information for any purposes whatsoever 
other than what is necessary to the performance of Orders placed under this Master 
Agreement.  Contractor shall advise each of its employees and agents of their 
obligations to keep Confidential Information confidential. Contractor shall use 
commercially reasonable efforts to assist Purchasing Entity in identifying and preventing 
any unauthorized use or disclosure of any Confidential Information. Without limiting the 
generality of the foregoing, Contractor shall advise Purchasing Entity, applicable 
Participating Entity, and the Lead State immediately if Contractor learns or has reason 
to believe that any person who has had access to Confidential Information has violated 
or intends to violate the terms of this Master Agreement, and Contractor shall at its 28



 

 
 

expense cooperate with Purchasing Entity in seeking injunctive or other equitable relief 
in the name of Purchasing Entity or Contractor against any such person.  Except as 
directed by Purchasing Entity, Contractor will not at any time during or after the term of 
this Master Agreement disclose, directly or indirectly, any Confidential Information to 
any person, except in accordance with this Master Agreement, and that upon 
termination of this Master Agreement or at Purchasing Entity’s request, Contractor shall 
turn over to Purchasing Entity all documents, papers, and other matter in Contractor's 
possession that embody Confidential Information. Notwithstanding the foregoing, 
Contractor may keep one copy of such Confidential Information necessary for quality 
assurance, audits and evidence of the performance of this Master Agreement. 

 
c. Injunctive Relief. Contractor acknowledges that breach of this section, including 
disclosure of any Confidential Information, will cause irreparable injury to Purchasing 
Entity that is inadequately compensable in damages. Accordingly, Purchasing Entity 
may seek and obtain injunctive relief against the breach or threatened breach of the 
foregoing undertakings, in addition to any other legal remedies that may be available. 
Contractor acknowledges and agrees that the covenants contained herein are 
necessary for the protection of the legitimate business interests of Purchasing Entity 
and are reasonable in scope and content. 

 
d. Purchasing Entity Law.  These provisions shall be applicable only to extent they are 
not in conflict with the applicable public disclosure laws of any Purchasing Entity. 

 

9. Right to Publish: Throughout the duration of this Master Agreement, Contractor must 
secure prior approval from the Lead State or Participating Entity for the release of any 
information that pertains to the potential work or activities covered by the Master 
Agreement , including but not limited to reference to or use of the Lead State or a 
Participating Entity’s name, Great Seal of the State, Coat of Arms, any Agency or other 
subunits of the State government, or any State official or employee, for commercial 
promotion which is strictly prohibited. News releases or release of broadcast e-mails 
pertaining to this Master Agreement or Participating Addendum shall not be made without 
prior written approval of the Lead State or a Participating Entity. 

 

The Contractor shall not make any representations of NASPO ValuePoint’s opinion or 
position as to the quality or effectiveness of the services that are the subject of this 
Master Agreement without prior written consent. Failure to adhere to this requirement 
may result in termination of the Master Agreement for cause. 

 

10. Defaults and Remedies 
a. The occurrence of any of the following events shall be an event of default under this 
Master Agreement: 

 

(1) Nonperformance of contractual requirements; or 
 

(2) A material breach of any term or condition of this Master Agreement; or 
 

(3) Any certification, representation or warranty by Contractor in response to the 
solicitation or in this Master Agreement that proves to be untrue or materially 
misleading; or 
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(4) Institution of proceedings under any bankruptcy, insolvency, reorganization or 
similar law, by or against Contractor, or the appointment of a receiver or similar 
officer for Contractor or any of its property, which is not vacated or fully stayed 
within thirty (30) calendar days after the institution or occurrence thereof; or 

 

(5) Any default specified in another section of this Master Agreement. 
 

b. Upon the occurrence of an event of default, the party claiming default shall issue a 
written notice of default, identifying the nature of the default, and providing a period of 
30 calendar days in which the party in default shall have an opportunity to cure the 
default. The Lead State shall not be required to provide advance written notice or a 
cure period and may immediately terminate this Master Agreement in whole or in part if 
the Lead State, in its sole discretion, determines that it is reasonably necessary to 
preserve public safety or prevent immediate public crisis.  Time allowed for cure shall 
not diminish or eliminate Contractor’s liability for damages. 

 

c. If the party in default is afforded an opportunity to cure and fails to cure the default 
within the period specified in the written notice of default, the party in default shall be in 
breach of its obligations under this Master Agreement and Lead State shall have the 
right to exercise any or all of the following remedies: 

 

(1) Exercise any remedy provided by law; and 
 

(2) Terminate this Master Agreement; and 
 

(3) Suspend Contractor from being able to respond to future NASPO ValuePoint 
solicitations; and 

 

(4) Suspend Contractor’s performance; and 
 

(5) Withhold payment for the portion of the nonconforming Service at issue until the default 
is remedied. 

 

d. Unless otherwise specified in the Participating Addendum, in the event of a default 
under a Participating Addendum, a Participating Entity shall provide a written notice of 
default as described in this section and have all of the rights and remedies under this 
paragraph regarding its participation in the Master Agreement, in addition to those set 
forth in its Participating Addendum.   

 

11. Changes in Contractor Representation: The Contractor must notify the Lead State 
of changes in the Contractor’s key administrative personnel, in writing within 10 calendar 
days of the change.  The Lead State reserves the right to approve changes in key 
personnel, as identified in the Contractor’s proposal. The Contractor agrees to propose 
replacement key personnel having substantially equal or better education, training, and 
experience as was possessed by the key person proposed and evaluated in the 
Contractor’s proposal. 

 

12. Force Majeure: Neither party shall be in default by reason of any failure in 
performance of this Contract in accordance with reasonable control and without fault or 
negligence on their part.  Such causes may include, but are not restricted to, acts of 
nature or the public enemy, acts of the government in either its sovereign or contractual 
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capacity, fires, floods, epidemics, quarantine restrictions, strikes, freight embargoes and 
unusually severe weather, but in every case the failure to perform such must be beyond 
the reasonable control and without the fault or negligence of the party. 

 

13. Indemnification 
 

a. The Contractor shall defend, indemnify and hold harmless NASPO, NASPO 
ValuePoint, the Lead State, Participating Entities, and Purchasing Entities, along with 
their officers, agents, and employees as well as any person or entity for which they may 
be liable, from and against claims, damages or causes of action including reasonable 
attorneys’ fees and related costs for any death, injury, or damage to property arising 
directly from act(s), error(s), or omission(s) of the Contractor, its employees or 
subcontractors or volunteers, at any tier, relating to the performance under the 
Master Agreement. Contractor’s duties under this provision are dependent on the indemnified 
party giving Contractor (1) prompt written notice of such third party claim and (2) sole authority to 
defend or settle the claim. 

 
b. Indemnification – Intellectual Property. The Contractor shall defend, indemnify and 
hold harmless NASPO, NASPO ValuePoint, the Lead State, Participating Entities, 
Purchasing Entities, along with their officers, agents, and employees as well as any 
person or entity for which they may be liable ("Indemnified Party"), from and against 
claims, damages or causes of action including reasonable attorneys’ fees and related 
costs arising out of the claim that the Service or its use, infringes Intellectual Property 
rights ("Intellectual Property Claim") of another person or entity. 

 
(1) The Contractor’s obligations under this section shall not extend to any claim 

based on: 
 

(a) Contractor’s compliance with Participating Entity/Purchasing Entity’s 
designs, specifications or instructions; or 
 

 
(b) Contractor’s use of technical information or technology provided by 
the Participating Entity/Purchasing Entity; or 

 
(c) non-Contractor software, modifications a Participating 
Entity/Purchasing Entity makes to, or any specifications or materials 
a Participating Entity/Purchasing Entity provides or makes available 
for a Service; or 

 
(d) Participating Entity/Purchasing Entity’s combination of the Service 
with a non-Contractor product, data 
or business process; or damages based on the use of a non- 
Contractor product, data or business 
Process; or 
 
(e) Participating Entity/Purchasing Entity’s use of either Contractor’s 
trademark. 

 
(2) The Indemnified Party shall notify the Contractor within a reasonable time 

after receiving notice of an Intellectual Property Claim.  Even if the Indemnified Party 31



 

fails to provide reasonable notice, the Contractor shall not be relieved from its 
obligations unless the Contractor can demonstrate that it was prejudiced in defending 
the Intellectual Property Claim resulting in increased expenses or loss to the Contractor 
and then only to the extent of the prejudice or expenses. If the Contractor promptly and 
reasonably investigates and defends any Intellectual Property Claim, it shall have 
control over the defense and settlement of it. However, the Indemnified Party must 
consent in writing for any money damages or obligations for which it may be 
responsible. The Indemnified Party shall furnish, at the Contractor’s reasonable request 
and expense, information and assistance necessary for such defense.  

 

If Contractor reasonably believes that a Service may infringe or misappropriate a third 
party’s intellectual property rights, Contractor will seek to (i) procure for Participating 
Entity/Purchasing Entity the rights to continue to use the Service or (ii) modify or replace 
it with a functional equivalent to make it non-infringing and notify Participating 
Entity/Purchasing Entity to discontinue use of the prior version, which Participating 
Entity/Purchasing Entity must do immediately. If the foregoing options are not commercially 
reasonable for Contractor, or if required by a valid judicial or government order, Contractor may 
terminate Participating Entity/Purchasing Entity’s license or access rights in the Service. 
 

14. Independent Contractor: The Contractor shall be an independent contractor. 
Contractor shall have no authorization, express or implied, to bind the Lead State, 
Participating States, other Participating Entities, or Purchasing Entities to any 
agreements, settlements, liability or understanding whatsoever, and agrees not to hold 
itself out as agent except as expressly set forth herein or as expressly agreed in any 
Participating Addendum. 

 

15. Individual Customers: Except to the extent modified by a Participating Addendum, 
each Purchasing Entity shall follow the terms and conditions of the Master Agreement 
and applicable Participating Addendum and will have the same rights and 
responsibilities for their purchases as the Lead State has in the Master Agreement, 
including but not limited to, any indemnity or right to recover any costs as such right is 
defined in the Master Agreement and applicable Participating Addendum for their 
purchases. Each Purchasing Entity will be responsible for its own charges, fees, and 
liabilities. The Contractor will apply the charges and invoice each Purchasing Entity 
individually. 

 

16. Insurance 
 

a. Unless otherwise agreed in a Participating Addendum, Contractor shall, during the 
term of this Master Agreement, maintain in full force and effect, the insurance described 
in this section. Contractor shall acquire such insurance from an insurance carrier or 
carriers licensed to conduct business in each Participating Entity’s state and having a 
rating of A-, Class VII or better, in the most recently published edition of Best’s Reports. 
Failure to buy and maintain the required insurance may result in this Master 
Agreement’s termination or, at a Participating Entity’s option, result in termination of its 
Participating Addendum. 

 
b. Coverage shall be written on an occurrence basis. The minimum acceptable limits 
shall be as indicated below, with no deductible for each of the following categories: 

 
(1) Commercial General Liability covering premises operations, independent 
contractors, products and completed operations, blanket contractual liability, 
personal injury (including death), advertising liability, and property damage, 32



 

with a limit of not less than $1 million per occurrence/$3 million general 
aggregate; 

 

(2) CLOUD MINIMUM INSURANCE COVERAGE, if Contractor hosts this kind of data: 
 

 

 
 

Level of Risk 

Data Breach and Privacy/Cyber Liability 
including Technology Errors and Omissions 

Minimum Insurance Coverage 

Low Risk Data $2,000,000 

Moderate Risk Data $5,000,000 

High Risk Data $10,000,000 
 

(3) Contractor must comply with any applicable State Workers Compensation or 
Employers Liability Insurance requirements. 

 
(4) Professional Liability. As applicable, Professional Liability Insurance Policy in 
the minimum amount of $1,000,000 per occurrence and $1,000,000 in the 
aggregate, written on an occurrence form that provides coverage for its work 
undertaken pursuant to each Participating Addendum. 

 
c. Contractor shall pay premiums on all insurance policies.  Such policies shall also 
reference this Master Agreement and shall have a condition that they not be revoked by 
the insurer until thirty (30) calendar days after notice of intended revocation thereof shall 
have been given to Purchasing Entity and Participating Entity by the Contractor. 

 
d. Prior to commencement of performance, Contractor shall provide to the Lead State a 
written endorsement to the Contractor’s general liability insurance policy or other 
documentary evidence acceptable to the Lead State that (1) names the Participating 
States identified in the Request for Proposal as additional insureds, (2) provides that no 
material alteration, cancellation, non-renewal, or expiration of the coverage contained in 
such policy shall have effect unless the named Participating State has been given at 
least thirty (30) days prior written notice, and (3) provides that the Contractor’s liability 
insurance policy shall be primary, with any liability insurance of any Participating State 
as secondary and noncontributory.  Unless otherwise agreed in any Participating 
Addendum, the Participating Entity’s rights and Contractor’s obligations are the same as 
those specified in the first sentence of this subsection.  Before performance of any 
Purchase Order issued after execution of a Participating Addendum authorizing it, the 
Contractor shall provide to a Purchasing Entity or Participating Entity who requests it the 
same information described in this subsection. 

 
e. Contractor shall furnish to the Lead State, Participating Entity, and, on request, the 
Purchasing Entity copies of certificates of all required insurance within thirty (30) 
calendar days of the execution of this Master Agreement, the execution of a 
Participating Addendum, or the Purchase Order’s effective date and prior to performing 
any work. The insurance certificate shall provide the following information: the name 
and address of the insured; name, address, telephone number and signature of the 
authorized agent; name of the insurance company (authorized to operate in all states); 
a description of coverage in detailed standard terminology (including policy period, 
policy number, limits of liability, exclusions and endorsements); and an acknowledgment 
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of the requirement for notice of cancellation. Copies of renewal certificates of all 
required insurance shall be furnished within thirty (30) days after any renewal date. 
These certificates of insurance must expressly indicate compliance with each and every 
insurance requirement specified in this section. Failure to provide evidence of coverage 
may, at sole option of the Lead State, or any Participating Entity, result in this Master 
Agreement’s termination or the termination of any Participating Addendum. 

 
f. Coverage and limits shall not limit Contractor’s liability and obligations under this 
Master Agreement, any Participating Addendum, or any Purchase Order. 

 

17. Laws and Regulations: Any and all Services offered and furnished shall comply 
fully with all applicable Federal and State laws and regulations. 

 

18. No Waiver of Sovereign Immunity: In no event shall this Master Agreement, any 
Participating Addendum or any contract or any Purchase Order issued thereunder, or 
any act of a Lead State, a Participating Entity, or a Purchasing Entity be a waiver of any 
form of defense or immunity, whether sovereign immunity, governmental immunity, 
immunity based on the Eleventh Amendment to the Constitution of the United States or 
otherwise, from any claim or from the jurisdiction of any court. 

 

This section applies to a claim brought against the Participating State only to the extent 
Congress has appropriately abrogated the Participating State’s sovereign immunity and 
is not consent by the Participating State to be sued in federal court. This section is also 
not a waiver by the Participating State of any form of immunity, including but not limited 
to sovereign immunity and immunity based on the Eleventh Amendment to the 
Constitution of the United States. 

 

19. Ordering 
 

a. Master Agreement order and purchase order numbers shall be clearly shown on all 
acknowledgments, shipping labels, packing slips, invoices, and on all correspondence. 

 
b. This Master Agreement permits Purchasing Entities to define project-specific 
requirements and informally compete the requirement among other firms having a 
Master Agreement on an “as needed” basis. This procedure may also be used when 
requirements are aggregated or other firm commitments may be made to achieve 
reductions in pricing.  This procedure may be modified in Participating Addenda and 
adapted to Purchasing Entity rules and policies. The Purchasing Entity may in its sole 
discretion determine which firms should be solicited for a quote. The Purchasing Entity 
may select the quote that it considers most advantageous, cost and other factors 
considered. 

 
c. Each Purchasing Entity will identify and utilize its own appropriate purchasing 
procedure and documentation. Contractor is expected to become familiar with the 
Purchasing Entities’ rules, policies, and procedures regarding the ordering of supplies 
and/or services contemplated by this Master Agreement. 

 
d. Contractor shall not begin providing Services without a valid Service Level 
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Agreement or other appropriate commitment document compliant with the law of the 
Purchasing Entity. 

 
e. Orders may be placed consistent with the terms of this Master Agreement during the 
term of the Master Agreement. 

f. All Orders pursuant to this Master Agreement, at a minimum, shall include: 

(1) The services or supplies being delivered; 
(2) The place and requested time of delivery; 
(3) A billing address; 
(4) The name, phone number, and address of the Purchasing Entity 
representative; 
(5) The price per unit or other pricing elements consistent with this Master 
Agreement and the contractor’s proposal; 
(6) A ceiling amount of the order for services being ordered; and 
(7) The Master Agreement identifier and the Participating State contract identifier. 

 
g. All communications concerning administration of Orders placed shall be furnished 
solely to the authorized purchasing agent within the Purchasing Entity’s purchasing 
office, or to such other individual identified in writing in the Order. 

 
h. Orders must be placed pursuant to this Master Agreement prior to the termination 
date of this Master Agreement. Contractor is reminded that financial obligations of 
Purchasing Entities payable after the current applicable fiscal year are contingent upon 
agency funds for that purpose being appropriated, budgeted, and otherwise made 
available. 

 
i. Notwithstanding the expiration or termination of this Master Agreement, Contractor 
agrees to perform in accordance with the terms of any Orders then outstanding at the 
time of such expiration or termination. Contractor shall not honor any Orders placed 
after the expiration or termination of this Master Agreement. Orders from any separate 
indefinite quantity, task orders, or other form of indefinite delivery order arrangement 
priced against this Master Agreement may not be placed after the expiration or 
termination of this Master Agreement, notwithstanding the term of any such indefinite 
delivery order agreement. 

 

20. Participants and Scope 
 

a. Contractor may not deliver Services under this Master Agreement until a Participating 
Addendum acceptable to the Participating Entity and Contractor is executed. The 
NASPO ValuePoint Master Agreement Terms and Conditions are applicable to any 
Order by a Participating Entity (and other Purchasing Entities covered by their 
Participating Addendum), except to the extent altered, modified, supplemented or 
amended by a Participating Addendum. By way of illustration and not limitation, this 
authority may apply to unique delivery and invoicing requirements, confidentiality 
requirements, defaults on Orders, governing law and venue relating to Orders by a 
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Participating Entity, indemnification, and insurance requirements. Statutory or 
constitutional requirements relating to availability of funds may require specific language 
in some Participating Addenda in order to comply with applicable law.  The expectation 
is that these alterations, modifications, supplements, or amendments will be addressed 
in the Participating Addendum or, with the consent of the Purchasing Entity and 
Contractor, may be included in the ordering document (e.g. purchase order or contract) 
used by the Purchasing Entity to place the Order. 

 
b.  Subject to subsection 20c and a Participating Entity’s Participating Addendum, the 
use of specific NASPO ValuePoint cooperative Master Agreements by state agencies, 
political subdivisions and other Participating Entities (including cooperatives) authorized 
by individual state’s statutes to use state contracts is subject to the approval of the 
respective State Chief Procurement Official. 

 
c.  Unless otherwise stipulated in a Participating Entity’s Participating Addendum, 
specific services accessed through the NASPO ValuePoint cooperative Master 
Agreements for Cloud Services by state executive branch agencies, as required by a 
Participating Entity’s statutes, are subject to the authority and approval of the 
Participating Entity’s Chief Information Officer’s Office3. 

 
d. Obligations under this Master Agreement are limited to those Participating Entities 
who have signed a Participating Addendum and Purchasing Entities within the scope of 
those Participating Addenda. Financial obligations of Participating States are limited to 
the orders placed by the departments or other state agencies and institutions having 
available funds. Participating States incur no financial obligations on behalf of political 
subdivisions. 

 
e. NASPO ValuePoint  is not a party to the Master Agreement. It is a nonprofit 
cooperative purchasing organization assisting states in administering the NASPO 
ValuePoint cooperative purchasing program for state government departments, 
institutions, agencies and political subdivisions (e.g., colleges, school districts, counties, 
cities, etc.) for all 50 states, the District of Columbia and the territories of the United 
States. 

 
f. Participating Addenda shall not be construed to amend the terms of this Master 
Agreement between the Lead State and Contractor. 

 
g. Participating Entities who are not states may under some circumstances sign their 
own Participating Addendum, subject to the approval of participation by the Chief 
Procurement Official of the state where the Participating Entity is located.  Coordinate 
requests for such participation through NASPO ValuePoint. Any permission to 
participate through execution of a Participating Addendum is not a determination that 
procurement authority exists in the Participating Entity; they must ensure that they have 
the requisite procurement authority to execute a Participating Addendum. 

 
3 Chief Information Officer means the individual designated by the Governor with Executive Branch, enterprise- 
wide responsibility for the leadership and management of information technology resources of a state. 
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h. Resale. Subject to any explicit permission in a Participating Addendum, Purchasing 
Entities may not resell goods, software, or Services obtained under this Master 
Agreement. This limitation does not prohibit: payments by employees of a Purchasing 
Entity as explicitly permitted under this agreement; sales of goods to the general public 
as surplus property; and fees associated with inventory transactions with other 
governmental or nonprofit entities under cooperative agreements and consistent with a 
Purchasing Entity’s laws and regulations. Any sale or transfer permitted by this 
subsection must be consistent with license rights granted for use of intellectual property. 

 

21. Payment: Unless otherwise stipulated in the Participating Addendum, Payment is 
normally made within 30 days following the date of a correct invoice is received. 
Purchasing Entities reserve the right to withhold payment of a portion (including all if 
applicable) of disputed amount of an invoice. After 45 days the Contractor may assess 
overdue account charges up to a maximum rate of one percent per month on the 
outstanding balance. Payments will be remitted by mail. Payments may be made via a 
State or political subdivision “Purchasing Card” with no additional charge. 

 

22. Data Access Controls: Unless otherwise provided for in the service provider 
terms, Contractor will provide access to Purchasing Entity’s Data only to those 
Contractor employees, contractors and subcontractors (“Contractor Staff”) who need to 
access the Data to fulfill Contractor’s obligations under this Agreement. Contractor shall 
not access a Purchasing Entity’s user accounts or Data, except on the course of data 
center operations, response to service or technical issues, as required by the express 
terms of this Master Agreement, or at a Purchasing Entity’s written request. 

 
Contractor may not share a Purchasing Entity’s Data with its parent corporation, other 
affiliates, or any other third party without the Purchasing Entity’s express written 
consent. 

 
Contractor will ensure that, prior to being granted access to the Data, Contractor Staff 
who perform work under this Agreement have successfully completed annual instruction 
of a nature sufficient to enable them to effectively comply with all Data protection 
provisions of this Agreement; and possess all qualifications appropriate to the nature of 
the employees’ duties and the sensitivity of the Data they will be handling. 

 
23. Operations Management: Unless otherwise provided in the service provider 
terms, Contractor shall maintain the administrative, physical, technical, and procedural 
infrastructure associated with the provision of the Product in a manner that is, at all 
times during the term of this Master Agreement, at a level equal to or more stringent 
than those specified in the Solicitation. 

 

24. Public Information: This Master Agreement and all related documents are subject 
to disclosure pursuant to the Purchasing Entity’s public information laws. 

 

25. Purchasing Entity Data: Purchasing Entity retains full right and title to Data 
provided by it and any Data derived therefrom, including metadata. 
Contractor shall not collect, access, or use user-specific Purchasing Entity Data except 
as strictly necessary to provide Service to the Purchasing Entity.  No information 
regarding Purchasing Entity’s use of the Service may be disclosed, provided, rented or 
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sold to any third party for any reason unless required by law or regulation or by an order 
of a court of competent jurisdiction. The obligation shall extend beyond the term of this 
Master Agreement in perpetuity. 

 
Unless otherwise provided for in the service provider terms, Contractor shall not use 
any information collected in connection with this Master Agreement, including 
Purchasing Entity Data, for any purpose other than fulfilling its obligations under this 
Master Agreement. 

 

26. Records Administration and Audit. 
 

a. The Contractor shall maintain books, records, documents, and other evidence 
pertaining to this Master Agreement and orders placed by Purchasing Entities under it 
to the extent and in such detail as shall adequately reflect performance and 
administration of payments and fees.  Contractor shall permit the Lead State, a 
Participating Entity, a Purchasing Entity, the federal government (including its grant 
awarding entities and the U.S. Comptroller General), and any other duly authorized 
agent of a governmental agency, to audit, inspect, examine, copy and/or transcribe 
Contractor's books, documents, papers and records directly pertinent to this Master 
Agreement or orders placed by a Purchasing Entity under it for the purpose of making 
audits, examinations, excerpts, and transcriptions. This right shall survive for a period 
of six (6) years following termination of this Agreement or final payment for any order 
placed by a Purchasing Entity against this Agreement, whichever is later, to assure 
compliance with the terms hereof or to evaluate performance hereunder. 

 
b. Without limiting any other remedy available to any governmental entity, the 
Contractor shall reimburse the applicable Lead State, Participating Entity, or Purchasing 
Entity for any overpayments inconsistent with the terms of the Master Agreement or 
orders or underpayment of fees found as a result of the examination of the Contractor’s 
records. 

 
c. The rights and obligations herein exist in addition to any quality assurance obligation 
in the Master Agreement requiring the Contractor to self-audit contract obligations and 
that permits the Lead State to review compliance with those obligations. 

 
d. The Contractor shall allow the Purchasing Entity to audit conformance to the Master 
Agreement and applicable Participating Addendum terms. The purchasing entity may 
perform this audit or contract with a third party at its discretion and at the purchasing 
entity’s expense. 

 
27. Administrative Fees: The Contractor shall pay to NASPO ValuePoint,  or its 
assignee, a NASPO ValuePoint Administrative Fee of one-quarter of one percent 
(0.25% or 0.0025) no later than 60 days following the end of each calendar quarter. The 
NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on 
sales of the Services. The NASPO ValuePoint Administrative Fee is not negotiable. This 
fee is to be included as part of the pricing submitted with proposal. 

 
Additionally, some states may require an additional administrative fee be paid directly to 
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the state on purchases made by Purchasing Entities within that state. For all such 
requests, the fee level, payment method and schedule for such reports and payments 
will be incorporated into the Participating Addendum that is made a part of the Master 
Agreement. The Contractor may adjust the Master Agreement pricing accordingly for 
purchases made by Purchasing Entities within the jurisdiction of the state. All such 
agreements shall not affect the NASPO ValuePoint Administrative Fee percentage or 
the prices paid by the Purchasing Entities outside the jurisdiction of the state requesting 
the additional fee. The NASPO ValuePoint Administrative Fee shall be based on the 
gross amount of all sales at the adjusted prices (if any) in Participating Addenda. 

 
28. System Failure or Damage: RESERVED 

 
29. Title to License: If access to the Product requires an application program interface 
(API), Contractor shall convey to Purchasing Entity an irrevocable and perpetual license 
to use the API. 

 
30. Data Privacy: The service provider must comply with all applicable laws related to 
data privacy and security, including IRS Pub 1075. Prior to entering into a SLA with a 
Purchasing Entity, the Contractor and Purchasing Entity must cooperate and hold a 
meeting to determine the Data Categorization to determine whether the Contractor will 
hold, store, or process High Risk Data, Moderate Risk Data and Low Risk Data. The 
Contractor must document the Data Categorization in the SLA or Statement of Work. 

 
31. Warranty: At a minimum the Contractor must warrant the following: 

 
a. Contractor has acquired any and all rights, grants, assignments, conveyances, 
licenses, permissions, and authorization for the Contractor to provide the Services 
described in this Master Agreement. 

 
b. Contractor will perform materially as described in this Master Agreement, SLA, 
Statement of Work, including any performance representations contained in the 
Contractor’s response to the Solicitation by the Lead State. 

 
c. Contractor represents and warrants that the representations contained in its response 
to the Solicitation by the Lead State. 

 
d. Unless otherwise provided for in the services terms in Attachment E, the Contractor will not 
interfere with a Purchasing Entity’s access to and use of the 
Services it acquires from this Master Agreement. 

 
e. The Services provided by the Contractor are compatible with and will operate 
successfully with any environment (including web browser and operating system) 
specified by the Contractor in its response to the Solicitation by the Lead State. 

 
f. The Contractor must use industry-leading technology to detect and remove worms, Trojans, 
rootkits, rogues, dialers, spyware, etc. 

 
32. Transition Assistance: 

 
a. The Contractor shall reasonably cooperate with other parties in connection with all 39



 

Services to be delivered under this Master Agreement, including without limitation any 
successor service provider to whom a Purchasing Entity’s Data is transferred in 
connection with the termination or expiration of this Master Agreement. The Contractor 
shall assist a Purchasing Entity in exporting and extracting a Purchasing Entity’s Data, 
in a format usable without the use of the Services and as agreed by a Purchasing 
Entity, at no additional cost to the Purchasing Entity. Any transition services requested 
by a Purchasing Entity involving additional knowledge transfer and support may be 
subject to a separate transition Statement of Work. 

 
b. A Purchasing Entity and the Contractor shall, when reasonable, create a Transition 
Plan Document identifying the transition services to be provided and including a 
Statement of Work if applicable. 

 
c. The Contractor must maintain the confidentiality and security of a Purchasing Entity’s 
Data during the transition services and thereafter as required by the Purchasing Entity. 

 
33. Waiver of Breach: Failure of the Lead State, Participating Entity, or Purchasing 
Entity to declare a default or enforce any rights and remedies shall not operate as a 
waiver under this Master Agreement or Participating Addendum. Any waiver by the 
Lead State, Participating Entity, or Purchasing Entity must be in writing. Waiver by the 
Lead State or Participating Entity of any default, right or remedy under this Master 
Agreement or Participating Addendum, or by Purchasing Entity with respect to any 
Purchase Order, or breach of any terms or requirements of this Master Agreement, a 
Participating Addendum, or Purchase Order shall not be construed or operate as a 
waiver of any subsequent default or breach of such term or requirement, or of any other 
term or requirement under this Master Agreement, Participating Addendum, or 
Purchase Order. 

 
34. Assignment of Antitrust Rights: Contractor irrevocably assigns to a Participating 
Entity who is a state any claim for relief or cause of action which the Contractor now has 
or which may accrue to the Contractor in the future by reason of any violation of state or 
federal antitrust laws (15 U.S.C. § 1-15 or a Participating Entity’s state antitrust 
provisions), as now in effect and as may be amended from time to time, in connection 
with any goods or services provided to the Contractor for the purpose of carrying out the 
Contractor's obligations under this Master Agreement or Participating Addendum, 
including, at a Participating Entity's option, the right to control any such litigation on such 
claim for relief or cause of action. 

 
 

35. Debarment : The Contractor certifies, to the best of its knowledge, that neither it nor 
its principals are presently debarred, suspended, proposed for debarment, declared 
ineligible, or voluntarily excluded from participation in this transaction (contract) by any 
governmental department or agency. This certification represents a recurring 
certification made at the time any Order is placed under this Master Agreement. If the 
Contractor cannot certify this statement, attach a written explanation for review by the 
Lead State. 

 

36. Performance and Payment Time Frames that Exceed Contract Duration: All 
maintenance or other agreements for services entered into during the duration of an 
SLA and whose performance and payment time frames extend beyond the duration of 
this Master Agreement shall remain in effect for performance and payment purposes 
(limited to the time frame and services established per each written agreement). No new 40



 

leases, maintenance or other agreements for services may be executed after the 
Master Agreement has expired.  For the purposes of this section, renewals of 
maintenance, subscriptions, SaaS subscriptions and agreements, and other service 
agreements, shall not be considered as “new.” 

 

37. Governing Law and Venue 
 

a. The procurement, evaluation, and award of the Master Agreement shall be governed 
by and construed in accordance with the laws of the Lead State sponsoring and 
administering the procurement. The construction and effect of the Master Agreement 
after award shall be governed by the law of the state serving as Lead State (in most 
cases also the Lead State). The construction and effect of any Participating Addendum 
or Order against the Master Agreement shall be governed by and construed in 
accordance with the laws of the Participating Entity’s or Purchasing Entity’s State. 

 
b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or 
action relating to the procurement, evaluation, and award is in the Lead State.  Venue 
for any claim, dispute or action concerning the terms of the Master Agreement shall be 
in the state serving as Lead State. Venue for any claim, dispute, or action concerning 
any Order placed against the Master Agreement or the effect of a Participating 
Addendum shall be in the Purchasing Entity’s State. 

 
c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely 
and exclusively within the United States District Court for (in decreasing order of 
priority): the Lead State for claims relating to the procurement, evaluation, award, or 
contract performance or administration if the Lead State is a party; the Participating 
State if a named party; the Participating Entity state if a named party; or the Purchasing 
Entity state if a named party. 

 
d. This section is also not a waiver by the Participating State of any form of immunity, 
including but not limited to sovereign immunity and immunity based on the Eleventh 
Amendment to the Constitution of the United States. 

 
38. No Guarantee of Service Volumes: The Contractor acknowledges and agrees that 
the Lead State and NASPO ValuePoint makes no representation, warranty or condition 
as to the nature, timing, quality, quantity or volume of business for the Services or any 
other products and services that the Contractor may realize from this Master 
Agreement, or the compensation that may be earned by the Contractor by offering the 
Services. The Contractor acknowledges and agrees that it has conducted its own due 
diligence prior to entering into this Master Agreement as to all the foregoing matters. 

 
39. NASPO ValuePoint eMarket Center: In July 2011, NASPO ValuePoint entered into 
a multi-year agreement with SciQuest, Inc. whereby SciQuest will provide certain 
electronic catalog hosting and management services to enable eligible NASPO 
ValuePoint’s customers to access a central online website to view and/or shop the 
goods and services available from existing NASPO ValuePoint Cooperative Contracts. 
The central online website is referred to as the NASPO ValuePoint eMarket Center. 

 
The Contractor will have visibility in the eMarket Center through Ordering Instructions. 
These Ordering Instructions are available at no cost to the Contractor and provided 
customers information regarding the Contractors website and ordering information. 
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At a minimum, the Contractor agrees to the following timeline: NASPO ValuePoint 
eMarket Center Site Admin shall provide a written request to the Contractor to begin 
Ordering Instruction process. The Contractor shall have thirty (30) days from receipt of 
written request to work with NASPO ValuePoint to provide any unique information and 
ordering instructions that the Contractor would like the customer to have. 

 
40. Contract Provisions for Orders Utilizing Federal Funds: Pursuant to Appendix II 
to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for Non-Federal 
Entity Contracts Under Federal Awards, Orders funded with federal funds may have 
additional contractual requirements or certifications that must be satisfied at the time the 
Order is placed or upon delivery.  These federal requirements may be proposed by 
Participating Entities in Participating Addenda and Purchasing Entities for incorporation 
in Orders placed under this master agreement. 

 
41. Government Support: No support, facility space, materials, special access, 
personnel or other obligations on behalf of the states or other Participating Entities, 
other than payment, are required under the Master Agreement. 

 
42. NASPO ValuePoint Summary and Detailed Usage Reports: In addition to other 
reports that may be required by this solicitation, the Contractor shall provide the 
following NASPO ValuePoint reports. 

 
a. Summary Sales Data. The Contractor shall submit quarterly sales reports directly to 
NASPO ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee 
Reporting Tool found at http://www.naspo.org/WNCPO/Calculator.aspx.  Any/all sales 
made under the contract shall be reported as cumulative totals by state. Even if 
Contractor experiences zero sales during a calendar quarter, a report is still required. 
Reports shall be due no later than 30 day following the end of the calendar quarter (as 
specified in the reporting tool). 

 

b. Detailed Sales Data. Contractor shall also report detailed sales data by: (1) state; (2) 
entity/customer type, e.g. local government, higher education, K12, non-profit; (3) 
Purchasing Entity name; (4) Purchasing Entity bill-to and ship-to locations; (4) 
Purchasing Entity and Contractor Purchase Order identifier/number(s); (5) Purchase 
Order Type (e.g. sales order, credit, return, upgrade, determined by industry practices); 
(6) Purchase Order date; (7) and line item description, including product number if used. 
The report shall be submitted in any form required by the solicitation. Reports are due 
on a quarterly basis and must be received by the Lead State and NASPO ValuePoint 
Cooperative Development Team no later than thirty (30) days after the end of the 
reporting period. Reports shall be delivered to the Lead State and to the NASPO 
ValuePoint Cooperative Development Team electronically through a designated portal, 
email, CD-Rom, flash drive or other method as determined by the Lead State and 
NASPO ValuePoint.  Detailed sales data reports shall include sales information for all 
sales under Participating Addenda executed under this Master Agreement. The format 
for the detailed sales data report is in shown in Attachment F. 

 
c. Reportable sales for the summary sales data report and detailed sales data report 
includes sales to employees for personal use where authorized by the solicitation and 
the Participating Addendum. Report data for employees should be limited to ONLY the 
state and entity they are participating under the authority of (state and agency, city, 
county, school district, etc.) and the amount of sales. No personal identification 
numbers, e.g. names, addresses, social security numbers or any other numerical 42



 

identifier, may be submitted with any report. 
 

d. Contractor shall provide the NASPO ValuePoint Cooperative Development 
Coordinator with an executive summary each quarter that includes, at a minimum, a list 
of states with an active Participating Addendum, states that Contractor is in negotiations 
with and any PA roll out or implementation activities and issues. NASPO ValuePoint 
Cooperative Development Coordinator and Contractor will determine the format and 
content of the executive summary.  The executive summary is due 30 days after the 
conclusion of each calendar quarter. 

 
e. Timely submission of these reports is a material requirement of the Master 
Agreement. The recipient of the reports shall have exclusive ownership of the media 
containing the reports. The Lead State and NASPO ValuePoint shall have a perpetual, 
irrevocable, non-exclusive, royalty free, transferable right to display, modify, copy, and 
otherwise use reports, data and information provided under this section. 

 
f. If requested by a Participating Entity, the Contractor must provide detailed sales data 
within the Participating State. 

 
 

43. Entire Agreement: This Master Agreement, along with any attachment, contains 
the entire understanding of the parties hereto with respect to the Master Agreement 
unless a term is modified in a Participating Addendum with a Participating Entity.   

 

44. Limitation of Liability: Except as otherwise set forth in the Indemnification 
paragraphs above, the limit of liability shall be as follows: 

 a. Contractor’s liability for any claim, loss or liability arising out of, or connected with 

the Services provided, and whether based upon default or other liability such as 

breach of contract, warranty Negligence, misrepresentation or otherwise, shall in no 

case exceed direct damages in: (i) an amount equal to two (2) times the charges 

specified in the purchase order for the Services, or parts therof forming the basis of 

the Purchasing Entity’s claim, (said amount not to exceed a total of twelve (12) 

months charges payable under the applicable Purchase order) or (ii) five million 

dollars ($5, 000,000), whichever is greater. 

 

b. The Purchasing Entity may retain such monies from any amount due Contractor 
as may be necessary to satisfy any claim for damages, costs and the like asserted 

against the Purchasing Entity unless Contractor at the time of the presentation of 

claim shall demonstrate to the Purchasing Entity’s satisfaction that sufficient monies 

are set aside by the Contractor in the form of a bond or through insurance coverage 
to cover associated damages and other costs. 

 

The limitation of liability in Section 44 will not apply to claims for bodily injury or 
death.
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Exhibit 1 to the Master Agreement: Software-as-a-Service 
 

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to 

the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user 

accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to 

service or technical issues, (3) as required by the express terms of this Master Agreement, Participating 

Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request. 
 

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly 

necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s 

use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless 

required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall 

survive and extend beyond the term of this Master Agreement. 
 

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business 

activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity 

information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and 

availability of Purchasing Entity information and comply with the following conditions: 
 

a. The Contractor shall implement and maintain appropriate administrative, technical and 

organizational security measures to safeguard against unauthorized access, disclosure or theft 

of Personal Data and Non-Public Data. Such security measures shall be in accordance with 

recognized industry practice and not less stringent than the measures the Contractor applies to 

its own Personal Data and Non-Public Data of similar kind. 
 

b. All data obtained by the Contractor in the performance of the Master Agreement shall 

become and remain the property of the Purchasing Entity. 
 

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless 

otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any 

stipulation of responsibilities will identify specific roles and responsibilities and shall be included 

in the service level agreement (SLA), or otherwise made a part of the Master Agreement. 
 

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in 

transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor. 

The level of protection and encryption for all Non-Public Data shall be identified in the SLA. 
 

e. At no time shall any data or processes — that either belong to or are intended for the use of a 

Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the 

Contractor or any party related to the Contractor for subsequent use in any transaction that 

does not include the Purchasing Entity. 
 

f. The Contractor shall not use any information collected in connection with the Services issued 

from this Master Agreement for any purpose other than fulfilling the Services. 
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3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users 

solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in 

data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing 

Entity data on portable devices, including personal computers, except for devices that are used and kept 

only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access 

Purchasing Entity data remotely only as required to provide technical support. The Contractor may 

provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise 

prohibited in a Participating Addendum. 
 

4. Security Incident or Data Breach Notification: 
 

a. Incident Response: Contractor may need to communicate with outside parties regarding a 

security incident, which may include contacting law enforcement, fielding media inquiries and 

seeking external expertise as mutually agreed upon, defined by law or contained in the contract. 

Discussing security incidents with the Purchasing Entity should be handled on an urgent as- 

needed basis, as part of Contractor’s communication and mitigation processes as mutually 

agreed upon, defined by law or contained in the Master Agreement. 
 

b. Security Incident Reporting Requirements: The Contractor shall report a security incident to 

the Purchasing Entity identified contact immediately as soon as possible or promptly without 

out reasonable delay, or as defined in the SLA. 
 

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data 

breach that affects the security of any purchasing entity’s content that is subject to applicable 

data breach notification law, the Contractor shall (1) as soon as possible or promptly without 

out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable 

law, and (2) take commercially reasonable measures to address the data breach in a timely 

manner. 
 

5. Personal Data Breach Responsibilities: This section only applies when a Data Breach occurs with 

respect to Personal Data within the possession or control of the Contractor. 
 

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate 

Purchasing Entity identified contact by telephone in accordance with the agreed upon security 

plan or security procedures if it reasonably believes there has been a security incident. 
 

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing 

Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required 

by applicable law, if it has confirmed that there is, or reasonably believes that there has been a 

Data Breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably 

requested by the Purchasing Entity to investigate and resolve the Data Breach, (2) promptly 

implement necessary remedial measures, if necessary, and (3) document responsive actions 

taken related to the Data Breach, including any post-incident review of events and actions taken 

to make changes in business practices in providing the services, if necessary. 
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c. Unless otherwise stipulated, if a data breach is a direct result of Contractor’s breach of its 

contractual obligation to encrypt personal data or otherwise prevent its release as reasonably 

determined by the Purchasing Entity, the Contractor shall bear the costs associated with (1) the 

investigation and resolution of the data breach; (2) notifications to individuals, regulators or 

others required by federal and state laws or as otherwise agreed to; (3) a credit monitoring 

service required by state (or federal) law or as otherwise agreed to; (4) a website or a toll-free 

number and call center for affected individuals required by federal and state laws — all not to 

exceed the average per record per person cost calculated for data breaches in the United States 

(currently $217 per record/person) in the most recent Cost of Data Breach Study: Global 

Analysis published by the Ponemon Institute at the time of the data breach; and (5) complete all 

corrective actions as reasonably determined by Contractor based on root cause. 
 

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any 

electronic discovery, litigation holds, discovery searches and expert testimonies related to the 

Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require 

access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of 

process and other legal requests related to the Purchasing Entity without first notifying and obtaining 

the approval of the Purchasing Entity, unless prohibited by law from providing such notice. 
 

7. Termination and Suspension of Service: 
 

a. In the event of a termination of the Master Agreement or applicable Participating Addendum, 

the Contractor shall implement an orderly return of purchasing entity’s data in a CSV or another 

mutually agreeable format at a time agreed to by the parties or allow the Purchasing Entity to 

extract it’s data and the subsequent secure disposal of purchasing entity’s data. 
 

b. During any period of service suspension, the Contractor shall not take any action to 

intentionally erase or otherwise dispose of any of the Purchasing Entity’s data. 
 

c. In the event of termination of any services or agreement in entirety, the Contractor shall not 

take any action to intentionally erase purchasing entity’s data for a period of: 
 

• 10 days after the effective date of termination, if the termination is in accordance with 

the contract period 
 

• 30 days after the effective date of termination, if the termination is for convenience 
 

• 60 days after the effective date of termination, if the termination is for cause 
 

After such period, the Contractor shall have no obligation to maintain or provide any purchasing 

entity’s data and shall thereafter, unless legally prohibited, delete all purchasing entity’s data in 

its systems or otherwise in its possession or under its control. 
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d. The purchasing entity shall be entitled to any post termination assistance generally made 

available with respect to the services, unless a unique data retrieval arrangement has been 

established as part of an SLA. 
 

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely 

dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and 

paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted 

and shall not be recoverable, according to National Institute of Standards and Technology 

(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity. 
 

8. Background Checks: Upon the request of the Purchasing Entity, the Contractor shall conduct criminal 

background checks and not utilize any staff, including subcontractors, to fulfill the obligations of the 

Master Agreement who have been convicted of any crime of dishonesty, including but not limited to 

criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which incarceration for 

up to 1 year is an authorized penalty. The Contractor shall promote and maintain an awareness of the 

importance of securing the Purchasing Entity’s information among the Contractor’s employees and 

agents. If any of the stated personnel providing services under a Participating Addendum is not 

acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal history 

investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) request 

immediate replacement of the person, or (2) immediately terminate the Participating Addendum and 

any related service agreement. 
 

9. Access to Security Logs and Reports: The Contractor shall provide reports on a schedule specified in 

the SLA to the Purchasing Entity in a format as specified in the SLA agreed to by both the Contractor and 

the Purchasing Entity. Reports shall include latency statistics, user access, user access IP address, user 

access history and security logs for all public jurisdiction files related to this Master Agreement and 

applicable Participating Addendum. 
 

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master 

Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its 

discretion and at the Purchasing Entity’s expense. 
 

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least 

annually at its expense, and provide an unredacted version of the audit report upon request to a 

Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version. 

A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a 

third-party audit. 
 

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour 

advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing 

Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service 

availability and performance. A major upgrade is a replacement of hardware, software or firmware with 

a newer or better version in order to bring the system up to date or to improve its characteristics. It 

usually includes a new version number. 
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Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when 

Contractor makes such updates and upgrades generally available to its users. 
 

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely 

affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the 

Purchasing Entity. 
 

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update 

or upgrade. 
 

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary 

system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such 

that adequate protection and flexibility can be attained between the Purchasing Entity and the 

Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor 

shall understand each other’s roles and responsibilities. 
 

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties, 

require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing 

Entity data to that which is absolutely necessary to perform job duties. 
 

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in 

piecemeal or in entirety at its discretion without interference from the Contractor at any time during the 

term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing 

Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is 

required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools 

if Contractors applications are not able to provide this functionality directly. 
 

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and 

operation of all hardware, software and network support related to the services being provided. The 

technical and professional activities required for establishing, managing and maintaining the 

environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with 

agreed-upon maintenance downtime), and provide service to customers as defined in the SLA. 
 

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to 

services provided under this Master Agreement, including but not limited to all subcontractors or other 

entities or individuals who may be a party to a joint venture or similar agreement with the Contractor, 

and who shall be involved in any application development and/or operations. 
 

18. Right to Remove Individuals: The Purchasing Entity shall have the right at any time to require that 

the Contractor remove from interaction with Purchasing Entity any Contractor representative who the 

Purchasing Entity believes is detrimental to its working relationship with the Contractor. The Purchasing 

Entity shall provide the Contractor with notice of its determination, and the reasons it requests the 

removal. If the Purchasing Entity signifies that a potential security violation exists with respect to the 

request, the Contractor shall immediately remove such individual. The Contractor shall not assign the 
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person to any aspect of the Master Agreement or future work orders without the Purchasing Entity’s 

consent. 
 

19. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and 

disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective 

(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing 

Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test 

and take action to correct any issues detected during the test in a time frame mutually agreed between 

the Contractor and the Purchasing Entity. 
 

20. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to 

Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973, or any other state 

laws or administrative regulations identified by the Participating Entity. 
 

21. Web Services: The Contractor shall use Web services exclusively to interface with the Purchasing 

Entity’s data in near real time. 
 

22. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with 

validated cryptography standards as referenced in FIPS 140-2, Security Requirements for Cryptographic 

Modules for all Personal Data, unless the Purchasing Entity approves in writing for the storage of 

Personal Data on a Contractor portable device in order to accomplish work as defined in the statement 

of work. 
 

23. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the 

Service for its business purposes; (ii) for SaaS, use underlying software as embodied or used in the 

Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s 

documentation. 
 

No Contractor terms, including standard click through license or website terms or use of privacy policy, 

shall apply to Purchasing Entities unless such terms are included in this Master Agreement. 
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Exhibit 2 to the Master Agreement: Platform-as-a-Service 
 

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to 

the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user 

accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to 

service or technical issues, (3) as required by the express terms of this Master Agreement, Participating 

Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request. 
 

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly 

necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s 

use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless 

required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall 

survive and extend beyond the term of this Master Agreement. 
 

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business 

activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity 

information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and 

availability of Purchasing Entity information and comply with the following conditions: 
 

a. The Contractor shall implement and maintain appropriate administrative, technical and 

organizational security measures to safeguard against unauthorized access, disclosure or theft 

of Personal Data and Non-Public Data. Such security measures shall be in accordance with 

recognized industry practice and not less stringent than the measures the Contractor applies to 

its own Personal Data and Non-Public Data of similar kind. 
 

b. All data obtained by the Contractor in the performance of the Master Agreement shall 

become and remain the property of the Purchasing Entity. 
 

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless 

otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any 

stipulation of responsibilities will identify specific roles and responsibilities and shall be included 

in the service level agreement (SLA), or otherwise made a part of the Master Agreement. 
 

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in 

transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor. 

The level of protection and encryption for all Non-Public Data shall be identified in the SLA. 
 

e. At no time shall any data or processes — that either belong to or are intended for the use of a 

Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the 

Contractor or any party related to the Contractor for subsequent use in any transaction that does 

not include the Purchasing Entity. 
 

f. The Contractor shall not use any information collected in connection with the Services issued 

from this Master Agreement for any purpose other than fulfilling the Services. 
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3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users 

solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in 

data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing 

Entity data on portable devices, including personal computers, except for devices that are used and kept 

only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access 

Purchasing Entity data remotely only as required to provide technical support. The Contractor may 

provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise 

prohibited in a Participating Addendum. 
 

4. Security Incident or Data Breach Notification: The Contractor shall inform the Purchasing Entity of 

any security incident or data breach within the possession and control of the Contractor and related to 

the service provided under the Master Agreement, Participating Addendum, or SLA. Such notice shall 

include, to the best of Contractor’s knowledge at that time, the persons affected, their identities, and 

the Confidential Information and Data disclosed, or shall include if this information is unknown. 
 

a. Incident Response: The Contractor may need to communicate with outside parties regarding a 

security incident, which may include contacting law enforcement, fielding media inquiries and 

seeking external expertise as mutually agreed upon, defined by law or contained in the Master 

Agreement, Participating Addendum, or SLA. Discussing security incidents with the Purchasing 

Entity should be handled on an urgent as-needed basis, as part of Contractor’s communication 

and mitigation processes as mutually agreed, defined by law or contained in the Master 

Agreement, Participating Addendum, or SLA. 
 

b. Security Incident Reporting Requirements: Unless otherwise stipulated, the Contractor shall 

immediately report a security incident related to its service under the Master Agreement, 

Participating Addendum, or SLA to the appropriate Purchasing Entity. 
 

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data 

breach that affects the security of any Purchasing Entity data that is subject to applicable data 

breach notification law, the Contractor shall (1) promptly notify the appropriate Purchasing 

Entity within 24 hours or sooner, unless shorter time is required by applicable law, and (2) take 

commercially reasonable measures to address the data breach in a timely manner 
 

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to Personal 

Data within the possession or control of the Contractor. 
 

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate 

Purchasing Entity identified contact by telephone in accordance with the agreed upon security 

plan or security procedures if it reasonably believes there has been a security incident. 
 

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing 

Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required 

by applicable law, if it has confirmed that there is, or reasonably believes that there has been a 

data breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably 
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requested by the Purchasing Entity to investigate and resolve the data breach, (2) promptly 

implement necessary remedial measures, if necessary, and (3) document responsive actions 

taken related to the data breach, including any post-incident review of events and actions taken 

to make changes in business practices in providing the services, if necessary. 
 

c. Unless otherwise stipulated, if a Data Breach is a direct result of Contractor’s breach of its 

contractual obligation to encrypt Personal Data or otherwise prevent its release, the Contractor 

shall bear the costs associated with (1) the investigation and resolution of the data breach; (2) 

notifications to individuals, regulators or others required by federal and state laws or as 

otherwise agreed to; (3) a credit monitoring service required by state (or federal) law or as 

otherwise agreed to; (4) a website or a toll-free number and call center for affected individuals 

required by federal and state laws — all not to exceed the average per record per person cost 

calculated for data breaches in the United States (currently $217 per record/person) in the most 

recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute at the 

time of the data breach; and (5) complete all corrective actions as reasonably determined by 

Contractor based on root cause. 
 

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any 

electronic discovery, litigation holds, discovery searches and expert testimonies related to the 

Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require 

access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of 

process and other legal requests related to the Purchasing Entity without first notifying and obtaining 

the approval of the Purchasing Entity, unless prohibited by law from providing such notice. 
 

7. Termination and Suspension of Service: 
 

a. In the event of an early termination of the Master Agreement, Participating or SLA, Contractor 

shall allow for the Purchasing Entity to retrieve its digital content and provide for the 

subsequent secure disposal of the Purchasing Entity’s digital content. 
 

b. During any period of service suspension, the Contractor shall not take any action to 

intentionally erase or otherwise dispose of any of the Purchasing Entity’s data. 
 

c. In the event of early termination of any Services or agreement in entirety, the Contractor shall 

not take any action to intentionally erase any Purchasing Entity’s data for a period of 1) 45 days 

after the effective date of termination, if the termination is for convenience; or 2) 60 days after 

the effective date of termination, if the termination is for cause. After such day period, the 

Contractor shall have no obligation to maintain or provide any Purchasing Entity data and shall 

thereafter, unless legally prohibited, delete all Purchasing Entity data in its systems or otherwise 

in its possession or under its control. In the event of either termination for cause, the Contractor 

will impose no fees for access and retrieval of digital content to the Purchasing Entity. 
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d. The Purchasing Entity shall be entitled to any post termination assistance generally made 

available with respect to the services, unless a unique data retrieval arrangement has been 

established as part of an SLA. 
 

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely 

dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and 

paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted 

and shall not be recoverable, according to National Institute of Standards and Technology 

(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity. 
 

8. Background Checks: 
 

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal background 

checks and not utilize any staff, including subcontractors, to fulfill the obligations of the Master 

Agreement who have been convicted of any crime of dishonesty, including but not limited to 

criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which 

incarceration for up to 1 year is an authorized penalty. The Contractor shall promote and 

maintain an awareness of the importance of securing the Purchasing Entity’s information among 

the Contractor’s employees and agents. 
 

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared. 

The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is 

responsible for its secure guest operating system, firewalls and other logs captured within the 

guest operating system. Specific shared responsibilities are identified within the SLA. 
 

c. If any of the stated personnel providing services under a Participating Addendum is not 

acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal 

history investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) 

request immediate replacement of the person, or (2) immediately terminate the Participating 

Addendum and any related service agreement. 
 

9. Access to Security Logs and Reports: 
 

a. The Contractor shall provide reports on a schedule specified in the SLA to the Purchasing Entity 

in a format as specified in the SLA and agreed to by both the Contractor and the Purchasing 

Entity. Reports will include latency statistics, user access, user access IP address, user access 

history and security logs for all Purchasing Entity files related to the Master Agreement, 

Participating Addendum, or SLA. 
 

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared. 

The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is 

responsible for its secure guest operating system, firewalls and other logs captured within the 

guest operating system. Specific shared responsibilities are identified within the SLA. 
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10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master 

Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its 

discretion and at the Purchasing Entity’s expense. 
 

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least 

annually at its expense, and provide an unredacted version of the audit report upon request to a 

Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version. 

A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a 

third-party audit. 
 

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour 

advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing 

Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service 

availability and performance. A major upgrade is a replacement of hardware, software or firmware with 

a newer or better version in order to bring the system up to date or to improve its characteristics. It 

usually includes a new version number. 
 

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when 

Contractor makes such updates and upgrades generally available to its users. 
 

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely 

affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the 

Purchasing Entity. 
 

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update 

or upgrade. 
 

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary 

system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such 

that adequate protection and flexibility can be attained between the Purchasing Entity and the 

Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor 

shall understand each other’s roles and responsibilities. 
 

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties, 

require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing 

Entity data to that which is absolutely necessary to perform job duties. 
 

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in 

piecemeal or in entirety at its discretion without interference from the Contractor at any time during the 

term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing 

Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is 

required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools 

if Contractors applications are not able to provide this functionality directly. 
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16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and 

operation of all hardware, software and network support related to the services being provided. The 

technical and professional activities required for establishing, managing and maintaining the 

environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with 

agreed-upon maintenance downtime), and provide service to customers as defined in the SLA. 
 

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to 

services provided under this Master Agreement, including but not limited to all subcontractors or other 

entities or individuals who may be a party to a joint venture or similar agreement with the Contractor, 

and who shall be involved in any application development and/or operations. 
 

18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and 

disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective 

(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing 

Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test 

and take action to correct any issues detected during the test in a time frame mutually agreed between 

the Contractor and the Purchasing Entity. 
 

19. Compliance with Accessibility Standards: The Contractor shall comply with and adhere to 

Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973 or any other state 

laws or administrative regulations identified by the Participating Entity.. 
 

20. Web Services: The Contractor shall use Web services exclusively to interface with the Purchasing 

Entity’s data in near real time. 
 

21. Encryption of Data at Rest: The Contractor shall ensure hard drive encryption consistent with 

validated cryptography standards as referenced in FIPS 140-2, Security Requirements for Cryptographic 

Modules for all Personal Data as identified in the SLA, unless the Contractor presents a justifiable 

position that is approved by the Purchasing Entity that Personal Data, is required to be stored on a 

Contractor portable device in order to accomplish work as defined in the scope of work. 
 

22. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the 

Service for its business purposes; (ii) for PaaS, use underlying software as embodied or used in the 

Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s 

documentation. 
 

No Contractor terms, including standard click through license or website terms or use of privacy policy, 

shall apply to Purchasing Entities unless such terms are included in this Master Agreement. 
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Exhibit 3 to the Master Agreement: Infrastructure-as-a-Service 
 

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to 

the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user 

accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to 

service or technical issues, (3) as required by the express terms of this Master Agreement, Participating 

Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request. 
 

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly 

necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s 

use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless 

required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall 

survive and extend beyond the term of this Master Agreement. 
 

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business 

activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity 

information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and 

availability of Purchasing Entity information and comply with the following conditions: 
 

a. The Contractor shall implement and maintain appropriate administrative, technical and 

organizational security measures to safeguard against unauthorized access, disclosure or theft 

of Personal Data and Non-Public Data. Such security measures shall be in accordance with 

recognized industry practice and not less stringent than the measures the Contractor applies to 

its own Personal Data and Non-Public Data of similar kind. 
 

b. All data obtained by the Contractor in the performance of the Master Agreement shall 

become and remain the property of the Purchasing Entity. 
 

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless 

otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any 

stipulation of responsibilities will identify specific roles and responsibilities and shall be included 

in the service level agreement (SLA), or otherwise made a part of the Master Agreement. 
 

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in 

transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor. 

The level of protection and encryption for all Non-Public Data shall be identified in the SLA. 
 

e. At no time shall any data or processes — that either belong to or are intended for the use of a 

Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the 

Contractor or any party related to the Contractor for subsequent use in any transaction that does 

not include the Purchasing Entity. 
 

f. The Contractor shall not use any information collected in connection with the Services issued 

from this Master Agreement for any purpose other than fulfilling the Services. 
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3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users 

solely from data centers in the U.S. Storage of Purchasing Entity data at rest shall be located solely in 

data centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing 

Entity data on portable devices, including personal computers, except for devices that are used and kept 

only at its U.S. data centers. The Contractor shall permit its personnel and contractors to access 

Purchasing Entity data remotely only as required to provide technical support. The Contractor may 

provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise 

prohibited in a Participating Addendum. 
 

4. Security Incident or Data Breach Notification: The Contractor shall inform the Purchasing Entity of 

any security incident or data breach related to Purchasing Entity’s Data within the possession or control 

of the Contractor and related to the service provided under the Master Agreement, Participating 

Addendum, or SLA. Such notice shall include, to the best of Contractor’s knowledge at that time, the 

persons affected, their identities, and the Confidential Information and Data disclosed, or shall include if 

this information is unknown. 
 

a. Security Incident Reporting Requirements: The Contractor shall report a security incident to 

the Purchasing Entity identified contact immediately as soon as possible or promptly without 

out reasonable delay, or as defined in the SLA. 
 

b. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data 

breach that affects the security of any purchasing entity’s content that is subject to applicable 

data breach notification law, the Contractor shall (1) as soon as possible or promptly without 

out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable 

law, and (2) take commercially reasonable measures to address the data breach in a timely 

manner. 
 

5. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to Personal 

Data within the possession or control of the Contractor and related to the service provided under the 

Master Agreement, Participating Addendum, or SLA. 
 

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate 

Purchasing Entity identified contact by telephone in accordance with the agreed upon security 

plan or security procedures if it reasonably believes there has been a security incident. 
 

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing 

Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required 

by applicable law, if it has confirmed that there is, or reasonably believes that there has been a 

data breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably 

requested by the Purchasing Entity to investigate and resolve the Data Breach, (2) promptly 

implement necessary remedial measures, if necessary, and (3) document responsive actions 

taken related to the Data Breach, including any post-incident review of events and actions taken 

to make changes in business practices in providing the services, if necessary. 
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c. Unless otherwise stipulated, if a Data Breach is a direct result of Contractor’s breach of its 

contractual obligation to encrypt Personal Data or otherwise prevent its release, the Contractor 

shall bear the costs associated with (1) the investigation and resolution of the data breach; (2) 

notifications to individuals, regulators or others required by federal and state laws or as 

otherwise agreed to; (3) a credit monitoring service required by state (or federal) law or as 

otherwise agreed to; (4) a website or a toll-free number and call center for affected individuals 

required by federal and state laws — all not to exceed the average per record per person cost 

calculated for data breaches in the United States (currently $217 per record/person) in the most 

recent Cost of Data Breach Study: Global Analysis published by the Ponemon Institute at the 

time of the data breach; and (5) complete all corrective actions as reasonably determined by 

Contractor based on root cause. 
 

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any 

electronic discovery, litigation holds, discovery searches and expert testimonies related to the 

Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require 

access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of 

process and other legal requests related to the Purchasing Entity without first notifying and obtaining the 

approval of the Purchasing Entity, unless prohibited by law from providing such notice. 
 

7. Termination and Suspension of Service: 
 

a. In the event of an early termination of the Master Agreement, Participating or SLA, Contractor 

shall allow for the Purchasing Entity to retrieve its digital content and provide for the 

subsequent secure disposal of the Purchasing Entity’s digital content. 
 

b. During any period of service suspension, the Contractor shall not take any action to 

intentionally erase or otherwise dispose of any of the Purchasing Entity’s data. 
 

c. In the event of early termination of any Services or agreement in entirety, the Contractor shall 

not take any action to intentionally erase any Purchasing Entity’s data for a period of 1) 45 days 

after the effective date of termination, if the termination is for convenience; or 2) 60 days after 

the effective date of termination, if the termination is for cause. After such day period, the 

Contractor shall have no obligation to maintain or provide any Purchasing Entity data and shall 

thereafter, unless legally prohibited, delete all Purchasing Entity data in its systems or otherwise 

in its possession or under its control. In the event of either termination for cause, the Contractor 

will impose no fees for access and retrieval of digital content to the Purchasing Entity. 
 

d. The Purchasing Entity shall be entitled to any post termination assistance generally made 

available with respect to the services, unless a unique data retrieval arrangement has been 

established as part of an SLA. 
 

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely 

dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and 

paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted 
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and shall not be recoverable, according to National Institute of Standards and Technology 

(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity. 
 

8. Background Checks: 
 

a. Upon the request of the Purchasing Entity, the Contractor shall conduct criminal background 

checks and not utilize any staff, including subcontractors, to fulfill the obligations of the Master 

Agreement who have been convicted of any crime of dishonesty, including but not limited to 

criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which 

incarceration for up to 1 year is an authorized penalty. The Contractor shall promote and 

maintain an awareness of the importance of securing the Purchasing Entity’s information among 

the Contractor’s employees and agents. 
 

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared. 

The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is 

responsible for its secure guest operating system, firewalls and other logs captured within the 

guest operating system. Specific shared responsibilities are identified within the SLA. 
 

c. If any of the stated personnel providing services under a Participating Addendum is not 

acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal 

history investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) 

request immediate replacement of the person, or (2) immediately terminate the Participating 

Addendum and any related service agreement. 
 

9. Access to Security Logs and Reports: 
 

a. The Contractor shall provide reports on a schedule specified in the SLA to the Contractor 

directly related to the infrastructure that the Contractor controls upon which the Purchasing 

Entity’s account resides. Unless otherwise agreed to in the SLA, the Contractor shall provide the 

public jurisdiction a history or all API calls for the Purchasing Entity account that includes the 

identity of the API caller, the time of the API call, the source IP address of the API caller, the 

request parameters and the response elements returned by the Contractor. The report will be 

sufficient to enable the Purchasing Entity to perform security analysis, resource change tracking 

and compliance auditing 
 

b. The Contractor and the Purchasing Entity recognize that security responsibilities are shared. 

The Contractor is responsible for providing a secure infrastructure. The Purchasing Entity is 

responsible for its secure guest operating system, firewalls and other logs captured within the 

guest operating system. Specific shared responsibilities are identified within the SLA. 
 

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master 

Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its 

discretion and at the Purchasing Entity’s expense. 
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11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least 

annually and at its own expense, and provide an unredacted version of the audit report upon request. 

The Contractor may remove its proprietary information from the unredacted version. For example, a 

Service Organization Control (SOC) 2 audit report would be sufficient. 
 

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour 

advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing 

Entity of any upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service 

availability and performance. A major upgrade is a replacement of hardware, software or firmware with 

a newer or better version in order to bring the system up to date or to improve its characteristics. It 

usually includes a new version number. 
 

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when 

Contractor makes such updates and upgrades generally available to its users. 
 

No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely 

affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the 

Purchasing Entity. 
 

Contractor will notify the Purchasing Entity at least sixty (60) days in advance prior to any major update 

or upgrade. 
 

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary 

system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such 

that adequate protection and flexibility can be attained between the Purchasing Entity and the 

Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor 

shall understand each other’s roles and responsibilities. 
 

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties, 

require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing 

Entity data to that which is absolutely necessary to perform job duties. 
 

15. Import and Export of Data: The Purchasing Entity shall have the ability to import or export data in 

piecemeal or in entirety at its discretion without interference from the Contractor at any time during the 

term of Contractor’s contract with the Purchasing Entity. This includes the ability for the Purchasing 

Entity to import or export data to/from other Contractors. Contractor shall specify if Purchasing Entity is 

required to provide its’ own tools for this purpose, including the optional purchase of Contractors tools 

if Contractors applications are not able to provide this functionality directly. 
 

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and 

operation of all hardware, software and network support related to the services being provided. The 

technical and professional activities required for establishing, managing and maintaining the 

environments are the responsibilities of the Contractor. The system shall be available 24/7/365 (with 

agreed-upon maintenance downtime), and provide service to customers as defined in the SLA. 
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17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to 

services provided under this Master Agreement, including but not limited to all subcontractors or other 

entities or individuals who may be a party to a joint venture or similar agreement with the Contractor, 

and who shall be involved in any application development and/or operations. 
 

18. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and 

disaster recovery plan upon request and ensure that the Purchasing Entity’s recovery time objective 

(RTO) of XXX hours/days is met. (XXX hour/days shall be provided to Contractor by the Purchasing 

Entity.) Contractor must work with the Purchasing Entity to perform an annual Disaster Recovery test 

and take action to correct any issues detected during the test in a time frame mutually agreed between 

the Contractor and the Purchasing Entity. 
 

19. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the 

Service for its business purposes; (ii) for IaaS, use underlying software as embodied or used in the 

Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s 

documentation. 
 

No Contractor terms, including standard click through license or website terms or use of privacy policy, 

shall apply to Purchasing Entities unless such terms are included in this Master Agreement. 
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Ατταχηmεντ B � Ιδεντιφιχατιον οφ Σερϖιχε Μοδελσ Ματριξ

Σερϖιχε Μοδελ: Λοω Ρισκ Dατα Μοδερατε Ρισκ Dατα Ηιγη Ρισκ Dατα Dεπλοψmεντ Μοδελσ Οφφερεδ:
Σαασ Ξ Ξ Ξ ΧΑ Τεχηνολογιεσ

ΧΑ Τεχηνολογιεσ προϖιδεσ ΣααΣ σολυτιονσ τηατ
ηελπ αγενχιεσ φροm πλαννινγ το δεϖελοπmεντ

το σοφτωαρε δεϖελοπmεντ το εναβλινγ ονλινε
βυσινεσσ ωιτη σεχυριτψ. ΧΑ Τεχηνολογιεσ ηελπ
ϕυmπ σταρτ τηε ΙΤ προχεσσ σο τηατ αγενχιεσ
χαν βεχοmε mορε αγιλε ανδ mαναγε τηειρ ΙΤ
οπερατιονσ ωιτη mορε εφφιχιενχψ ανδ λοωερ
χοστ. ΧΑ Τεχηνολογιεσ οφφερσ α πορτφολιο οφ
φιϖε διφφερεντ ΣααΣ Αππλιχατιονσ το εναβλε
αγενχιεσ το βε τηριϖε ιν τηε αππλιχατιον
εχονοmψ.

 Προϕεχτ Πορτφολιο Μαναγεmεντ (ΧΑ
ΠΠΜ)

 Αγιλε Χεντραλ
 Αππλιχατιον Σψντηετιχ

Μονιτορινγ (ΧΑ ΑΣΜ)

 Αππλιχατιον Περφορmανχε

Μονιτορινγ (ΧΑ ΑΠΙΜ
 Μοβιλε Αππσ Αναλψτιχσ (ΧΑ ΜΑΑ)

Μιχροσοφτ Αζυρε
Αζυρε ηασ χοννεχτιονσ το οϖερ 3000 ΣααΣ
βασεδ αππσ χοϖερινγ ϖιρτυαλ mαχηινεσ,

δεϖελοπερ σερϖιχεσ, ΑΠΙ αππλιχατιονσ, Οφφιχε
365,  Αζυρε Αχτιϖε Dιρεχτορψ αππλιχατιον
χοννεχτορσ, Wεβ αππλιχατιονσ, δατα σερϖιχεσ
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ανδ Μιχροσοφτ Dψναmιχσ σολυτιονσ ϖια 
τηε Αζυρε Μαρκετπλαχε.  
  
  
 
 

ΙααΣ  Ξ  Ξ  Ξ  ΑWΣ 
 Χοmmυνιτψ χλουδ.  Ιν αδδιτιον το 

τηε ΑWΣ ΓοϖΧλουδ, ιτ ισ ποσσιβλε το 
χρεατε χοmmυνιτψ χλουδσ υσινγ ΑWΣ 
Dεδιχατεδ Ηοστσ ανδ γρουπ νετωορκ 
αχχεσσ χοντρολσ σο τηατ ονλψ 
mεmβερσ οφ α δεσιγνατεδ 
χοmmυνιτψ ηαϖε αχχεσσ το χλουδ 
ρεσουρχεσ. 

 Πυβλιχ χλουδ. Τηε χλουδ 
ινφραστρυχτυρε ισ προϖισιονεδ φορ 
οπεν υσε βψ τηε γενεραλ πυβλιχ. 

 Ηψβριδ χλουδ. Πυβλιχ ανδ Χοmmυνιτψ 
mοδελσ χαν βε χοmβινεδ. 

 
Μιχροσοφτ Αζυρε  
Αζυρε ηασ χοννεχτιονσ το οϖερ 3000 ΣααΣ 
βασεδ αππσ χοϖερινγ ϖιρτυαλ mαχηινεσ, 
δεϖελοπερ σερϖιχεσ, ΑΠΙ αππλιχατιονσ,Οφφιχε 
365,  Αζυρε Αχτιϖε Dιρεχτορψ αππλιχατιον 
χοννεχτορσ, Wεβ αππλιχατιονσ, δατα σερϖιχεσ 
ανδ Μιχροσοφτ Dψναmιχσ σολυτιονσ ϖια 
τηε Αζυρε Μαρκετπλαχε.  
  
 

ΠααΣ  Ξ  Ξ  Ξ  ΑWΣ 
 Χοmmυνιτψ χλουδ. Ιν αδδιτιον το τηε 

ΑWΣ ΓοϖΧλουδ, ιτ ισ ποσσιβλε το 
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χρεατε χοmmυνιτψ χλουδσ υσινγ 
Dεδιχατεδ Ηοστσ ανδ γρουπ νετωορκ 
αχχεσσ χοντρολσ σο τηατ ονλψ 
mεmβερσ οφ α δεσιγνατεδ 
χοmmυνιτψ ηαϖε αχχεσσ το χλουδ 
ρεσουρχεσ. 

 Πυβλιχ χλουδ. Τηε χλουδ 
ινφραστρυχτυρε ισ προϖισιονεδ φορ 
οπεν υσε βψ τηε γενεραλ πυβλιχ. 

 Ηψβριδ χλουδ. Πυβλιχ ανδ Χοmmυνιτψ 
mοδελσ χαν βε χοmβινεδ. 

 
Μιχροσοφτ Αζυρε  
Αζυρε ηασ χοννεχτιονσ το οϖερ 3000 ΣααΣ 
βασεδ αππσ χοϖερινγ ϖιρτυαλ mαχηινεσ, 
δεϖελοπερ σερϖιχεσ, ΑΠΙ αππλιχατιονσ,Οφφιχε 
365,  Αζυρε Αχτιϖε Dιρεχτορψ αππλιχατιον 
χοννεχτορσ, Wεβ αππλιχατιονσ, δατα σερϖιχεσ 
ανδ Μιχροσοφτ Dψναmιχσ σολυτιονσ ϖια 
τηε Αζυρε Μαρκετπλαχε.  
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Attachment C – Cost Schedule 
_________________________________________________________________________________________________ 

Cloud Solutions By Category.  Specify Discount Percent % Offered for products in 
each category. Highest discount will apply for products referenced in detail listings for 
multiple categories. Provide a detailed product offering for each category. 

Software as a Service Discount %  ______

Infrastructure as a Service  Discount % ______

Platform as a Services Discount % ______ 

Value Added Services Discount %_______

-------------------------------------------------------------------------------------------------------------------------- 

Additional Value Added Services :

 Maintenance Services   
Onsite Hourly Rate $ ____________
Remote Hourly Rate $ ___________

Professional Services  

‚ Deployment Services   Onsite Hourly Rate $ ____________ 
Remote Hourly Rate $ ___________

‚ Consulting/Advisory Services Onsite Hourly Rate $ ____________ 
Remote Hourly Rate $ ___________

‚ Architectural Design Services Onsite Hourly Rate $ ____________ 
Remote Hourly Rate $ ___________

‚ Statement of Work Services   Onsite Hourly Rate $ ____________ 
Remote Hourly Rate $ ___________

Partner Services  Onsite Hourly Rate $ ____________ 
Remote Hourly Rate $ ___________

Training Deployment Services  Onsite Hourly Rate $ ____________ 
Online Hourly Rate $ ____________

1

1

1

1

90-300
90-300

90-300

90-300

90-300
90-300

90-300
90-300

90-300
90-300

90-300
90-300

90-300

90-300

Please see the next page for additional information regarding SHI's proposed pricing to NASPO ValuePoint.
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ΣααΣ/ΙααΣ/ΠααΣ"αρε"αλλ"ραπιδλψ"εmεργινγ"τεχηνολογιεσ."Ασ"συχη,"πριχινγ"προδυχτσ"οφφερεδ"ανδ"πριχινγ"
στρυχτυρε"φορ"τηοσε"προδυχτσ"χαν"χηανγε"ραπιδλψ.""Χυρρεντλψ"ΣΗΙ"δισχουντσ"φορ"ΟΕΜ�σ"τηατ"προϖιδε"τηισ"
τεχηνολογψ"ρανγε"γρεατλψ."Ιν"αδδιτιον,"ιν"mοστ"χασεσ"τηεσε"σολυτιονσ"αρε"χυστοmιζεδ"ον"α"χασε"βψ"χασε"
βασισ"ανδ"δεπενδ"γρεατλψ"ον"τηε"χυρρεντ"ινφραστρυχτυρε,"τηε"ωορκλοαδσ"βεινγ"χονσιδερεδ"φορ"mιγρατιον"
ανδ"τηε"αmουντ"οφ"εξπεχτεδ"γροωτη."ΣΗΙ"ισ"αλωαψσ"τρψινγ"το"σταψ"χοmπετιτιϖε"ανδ"ωε"ωιλλ"χοντινυαλλψ"
ωορκ"το"προϖιδε"ΝΑΣΠΟ"Παρτιχιπατινγ"Εντιτιεσ"τηε"ηιγηεστ"δισχουντσ"ωε"αρε"αβλε"το"προϖιδε."""""

Ον"τηε"ατταχηεδ"σπρεαδσηεετ"ωε"προϖιδε"αν"εξαmπλε"οφ"πριχινγ"φορ"Μιχροσοφτ"Ο365"ανδ"Αζυρε"ασ"ωελλ"ασ"
Αmαζον"Wεβ"Σερϖιχεσ.""ΣΗΙ"χαν"αγρεε"το"α"mινιmυm"δισχουντ"οφ"λιστ"mινυσ"1%"ον"αλλ"οφ"τηε"δελιϖερψ"
mοδελσ"βυτ"ιν"mανψ"χασεσ"mαψ"οφτεν"βε"αβλε"το"γιϖε"mορε"εξτενσιϖε"δισχουντσ."""

Ασ"ιτ"ρελατεσ"το"Αδδιτιοναλ"ςαλυε"Αδδεδ"Σερϖιχεσ"τηε"σαmε"ισ"τρυε.""Τηε"χλουδ"ενϖιρονmεντ"ισ"εϖολϖινγ"ανδ"
ασ"ιτ"δοεσ"τηε"τψπε"ανδ"σχοπε"οφ"σερϖιχε"ενγαγεmεντσ"ανδ"οφφερινγσ"χηανγε"ασ"ωελλ.""Τηε"χατεγοριεσ"λιστεδ"
ον"τηε"Χοστ"Σχηεδυλε"χαν"ϖαρψ"ωιδελψ"δεπενδινγ"ον"τηε"σπεχιφιχ"ενγαγεmεντ"ασ"mανψ"οφ"τηε"σολυτιονσ"
τηατ"ωιλλ"βε"προχυρεδ"τηρουγη"τηισ"χοντραχτ"ωιλλ"βε"υσαγε"βασεδ,"mεανινγ,"ΝΑΣΠΟ"Εντιτιεσ"ωιλλ"βε"βιλλεδ"
ονλψ"φορ"ωηατ"τηεψ"υσε"ιν"α"σπεχιφιχ"mοντη"ορ"θυαρτερ.""Εαχη"παρτνερ"ηασ"α"διφφερεντ"στρατεγψ"φορ"υσαγε"
βασεδ"βιλλινγ.""Τηε"Παρτιχιπατινγ"Εντιτιεσ"δεδιχατεδ"ΣΗΙ"αχχουντ"τεαmσ"ωιλλ"ωορκ"ωιτη"τηεm"το"ρεϖιεω"ανδ"
υνδερστανδ"τηε"ϖαριουσ"βιλλινγ"στρατεγιεσ"ασσοχιατεδ"ωιτη"τηε"σολυτιονσ."
"
ΣΗΙ"ηασ"προϖιδεδ"α"ρανγε"οφ"ηουρλψ"φεεσ"βασεδ"ον"τψπιχαλ"ενγαγεmεντσ"τηατ"ωε"δελιϖερ"τοδαψ.""Ασ"σερϖιχε"
mοδελσ"δεϖελοπ"ωε"ωιλλ"ωορκ"ωιτη"ΝΑΣΠΟ"το"χρεατε"α"πριχινγ"στρυχτυρε"τηατ"βενεφιτσ"τηε"ΝΑΣΠΟ"
Παρτιχιπατινγ"εντιτιεσ."

Πλεασε"σεε"βελοω"φορ"στανδαρδ"λεϖελσ"οφ"σερϖιχε"προϖιδερ"ανδ"αχτυαλ"ηουρλψ"ρατεσ"ΣΗΙ"ωουλδ"χηαργε"τοδαψ."

"

Σερϖιχε" ΝΑΣΠΟ"Πριχε/Ηουρ"
Ασσοχιατε"Χονσυλταντ" ∃110"
Χονσυλταντ" ∃162"
Σολυτιον"Αρχηιτεχτ" ∃225"
Σρ."Σολυτιον"Αρχηιτεχτ" ∃285"
Προγραm"Ενγαγεmεντ"Μαναγερ" ∃93"
Προϕεχτ"Λεαδερ" ∃98"
Προϕεχτ"Μαναγερ" ∃135"
Σρ."Προϕεχτ"Μαναγερ" ∃199"

"

ΣΗΙ"ωουλδ"ωελχοmε"τηε"οππορτυνιτψ"το"δισχυσσ"ουρ"πριχε"οφφερινγ"φορ"ΝΑΣΠΟ"ιν"mορε"δεταιλ.""Wε"αρε"αλσο"
οπεν"το"οτηερ"πριχινγ"mοδελσ,"σηουλδ"ΝΑΣΠΟ"δετερmινε"τηατ"ανοτηερ"πριχινγ"mοδελ"ωουλδ"βεστ"mεετ"τηε"
νεεδ"οφ"ψουρ"Παρτιχιπατινγ"Εντιτιεσ."
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March 10, 2016 

NASPO ValuePoint 
State of Utah 
Division of Purchasing 
3150 State Office Building, Capitol Hill 
Salt Lake City, Utah 84114ど1061 

Dear NASPO ValuePoint and the State of Utah   

SHI is pleased to provide the following response to your recent request for proposal. Per the bid 
request, our cover letter includes the following required statements. 

 5.2.1  Α στατεmεντ ινδιχατινγ τηε Οφφερορ�σ υνδερστανδινγ τηατ τηεψ mαψ βε ρεθυιρεδ το 
νεγοτιατε αδδιτιοναλ τερmσ ανδ χονδιτιονσ, ινχλυδινγ αδδιτιοναλ αδmινιστρατιϖε φεεσ, ωιτη 
Παρτιχιπατινγ Εντιτιεσ ωηεν εξεχυτινγ α Παρτιχιπατινγ Αδδενδυm.  

ΣΗΙ Ρεσπονσε: 

SHI acknowledges that negotiations of additional terms and administrative fees may be required by 
Participating Entities. 

 5.2.2  Α στατεmεντ ναmινγ τηε φιρmσ ανδ/ορ σταφφ ρεσπονσιβλε φορ ωριτινγ τηε προποσαλ. 

ΣΗΙ Ρεσπονσε: 

SHI is responsible for writing this proposal led by Senior Director Public Sector ど Denise Verdicchio, 
Director of West Region Public Sector ど Alison Turner, Senior Contract Manager – Natalie Slowik, and 
Public Program Manager Meghan Flisakowski. In addition to the SHI team, we used resources available 
to us from the partners we are presenting as part of our response.  

 5.2.3  Α στατεmεντ τηατ Οφφερορ ισ νοτ χυρρεντλψ συσπενδεδ, δεβαρρεδ ορ οτηερωισε εξχλυδεδ 
φροm φεδεραλ ορ στατε προχυρεmεντ ανδ νονどπροχυρεmεντ προγραmσ.  

ΣΗΙ Ρεσπονσε: 

SHI is currently in good standing with Federal and State procurement and nonどprocurement programs.  

 5.2.4    Α στατεmεντ αχκνοωλεδγινγ τηατ α 0.25% ΝΑΣΠΟ ςαλυεΠοιντ Αδmινιστρατιϖε Φεε ανδ 
ανψ Παρτιχιπατινγ Εντιτψ Αδmινιστρατιϖε φεε ωιλλ αππλψ το τοταλ σαλεσ φορ τηε Μαστερ 
Αγρεεmεντ(σ) αωαρδεδ φροm τηε ΡΦΠ.   

ΣΗΙ Ρεσπονσε: 

SHI acknowledges the 0.25% Administrative Fee for total sales under the Master Agreement associated 
with this NASPO ValuePoint RFP as well as any fees from the Participating Entities. 
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 5.2.5  Α στατεmεντ ιδεντιφψινγ τηε σερϖιχε mοδελ(σ) (ΣααΣ, ΙααΣ, ανδ/ορ ΠααΣ) ανδ 
δεπλοψmεντ mοδελ(σ) τηατ ιτ ισ χαπαβλε οφ προϖιδινγ υνδερ τηε τερmσ οφ τηε ΡΦΠ. Σεε 
Ατταχηmεντ Χ φορ α δετερmινατιον οφ εαχη σερϖιχε mοδελ συβχατεγορψ. Τηε σερϖιχεσ mοδελσ, 
δεπλοψmεντ mοδελσ ανδ ρισκ χατεγοριεσ χαν βε φουνδ ιν τηε Σχοπε οφ Σερϖιχεσ, Ατταχηmεντ D. 
Νοτε: Μυλτιπλε σερϖιχε ανδ/ορ δεπλοψmεντ mοδελ σελεχτιον ισ περmιττεδ, ανδ ατ λεαστ ονε 
σερϖιχε mοδελ mυστ βε ιδεντιφιεδ. Σεε Ατταχηmεντ Η. 

ΣΗΙ Ρεσπονσε: 

SHI will partner with OEM’s who provide each of the service/deployment models NASPO is requesting.    
Our proposed service models are IaaS and PaaS, each deployed in either Community, Public or Hybrid 
models.  

As the technology and customer’s needs in these categories are constantly emerging, it is SHI’s intention 
to continually review and identify new partners and solutions that may be appropriate for the NASPO 
ValuePoint Cloud contract. 

 5.2.6  Α στατεmεντ ιδεντιφψινγ τηε δατα ρισκ χατεγοριεσ τηατ τηε Οφφερορ ισ χαπαβλε οφ στορινγ 
ανδ σεχυρινγ. Σεε Ατταχηmεντ D ανδ Ατταχηmεντ Η. 

ΣΗΙ Ρεσπονσε: 

Our proposed IaaS and PaaS cloud offers have the ability to store and secure Low, Moderate and High 
Risk data in conformance with FIPS designations. 
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5 ΜΑΝDΑΤΟΡΨ ΜΙΝΙΜΥΜ ΡΕΘΥΙΡΕΜΕΝΤΣ 

5.1 ΣΙΓΝΑΤΥΡΕ ΠΑΓΕ 
The signature page has been completed online per bid instructions. 

5.2 ΧΟςΕΡ ΛΕΤΤΕΡ 
Per bid requirements the information requested can be found in SHI’s cover letter found previously in 
this RFP response document. 

5.3 ΑΧΚΝΟWΛΕDΓΕΜΕΝΤ ΟΦ ΑΜΕΝDΜΕΝΤΣ 
Per bid requirement, SHI has acknowledged the amendments associated with this RFP. 
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5.4 ΕΞΕΧΥΤΙςΕ ΣΥΜΜΑΡΨ 
SHI International Corp. is pleased to submit our response to the NASPO ValuePoint Solicitation CH16012 
for Cloud Solutions.  SHI has been in business for over 26 years as an IT Solutions provider.  We 
appreciate our strong partnership with NASPO ValuePoint, and we look forward to driving even more 
benefits to NASPO ValuePoint Participating Entities through this Cloud Solutions agreement. Our 
response intends to establish the basis for an initial Cloud Solutions contract and create a path by which 
we will continue to meet NASPO ValuePoint’s evolving needs in this rapidly changing marketplace. 

As with the NASPO ValuePoint Software Value Added Reseller contract, SHI intends to approach the 
Cloud Solutions contract with the same degree of dedication and commitment. This commitment starts 
with the dedicated account teams for State and Local Government and Education as we realize that it is 
important for these teams to focus your unique needs and requirements. This commitment is evident 
not only by the tenure of our sales teams but also our desire to grow our account team so we can 
continue to bring more dedicated support to our the SLED customers.  

We realize though that it takes more than just a great account team. SHI’s eどProcurement systems are 
highly advanced and customized for our customers.  Our quoting, ordering, tracking, and reporting 
capabilities are all customizable to help simplify our customers’ processes. 

In addition, SHI’s pricing methodology is competitive and stands the test of time.  We understand that 
government entities need to identify cost savings wherever possible.  SHI’s proposal not only offers a 
competitive price point, but also provides additional opportunities to assist customers with real savings 
and help you to achieve best value in your procurements.   

Wηψ ΣΗΙ φορ Χλουδ Σολυτιονσ? 
At SHI, we understand that one size does not fit all; each customer has different objectives and 
procurement requirements.  The processes requirements, system workflow and options, and the 
information to be collected with a requisition all vary widely from customer to customer.  In fact, we 
have found they often vary within a customer, as different business units and organizations may have 
differences in product selection or preferred systems solutions. 

SHI has the ability to assess what the client is trying to accomplish and map the best technology to that 
environment.   In a market where technology is rapidly changing, we bring further value by offering the 
ability to add partners and solutions as they emerge.   Our goal will be to work in partnership with 
NASPO ValuePoint and expand this contract to include all of these offerings so we can provide end to 
end solutions for the member community. NASPO ValuePoint customer will have access to our broad 
product offering including cloud products such as: 

 Microsoft Office 365 
 Box 
 Adobe Creative Cloud 
 AWS 
 CA Technologies 

Rather than attempt to force multiple customers into a single support model, SHI provides systems and 
services that adapt and scale to the customer’s varying needs.  Our Public Sector Account Executives 
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provide customized and specialized support for their local customers, ensuring SHI is meeting their 
requirements, while upholding the terms of the NASPO ValuePoint agreement. 

SHI understands that our customers need to become faster and more agile as their “customers” demand 
more capabilities and speed to completion from their internal IT organizations.  When deciding upon a 
cloud based solution it is also important that organizations understand the true cost associated with 
subscribing to a service over traditional on premise procurements.  Lastly, evaluating customer 
workloads and how that should factor into the decision making process for cloud services is imperative.  
The SHI sales team works in concert with SHI product specialists and with our cloud partners to help our 
clients procure, configure, migrate, and makeどready all the components needed to deploy.  We then 
stay proactively involved to maintain our clients’ environment. As hybrid and cloud based environments 
become the norm, NASPO ValuePoint customers will gain valuable perspective when they align with a 
partner that was not born in the cloud.  SHI brings the unique ability to consult and execute across cloud 
and traditional onどpremise environments.      

SHI has helped our customers acquire over $1B of cloud based services and technology.  We have 
helped these customers recognize savings by selecting and right sizing the right cloud service platform.  
We look forward to doing the same for NASPO ValuePoint customers.        

SHI has demonstrated that we are a top partner for NASPO ValuePoint Participating States.  We are 
confident in our ability to meet and exceed your expectations and requirements under this contract.  
Per bid requirements we have provided a separate section regarding the Master Agreement Terms and 
Conditions of this RFP. Our partners have provided additional comments and SHI agrees to work with 
NASPO ValuePoint in the review and discussion of these terms.  

SHI would welcome the opportunity to discuss our proposal with you in more detail.  We hope you find 
our proposal compelling, based upon the elements of this offer and also based upon the strong 
relationship that SHI has developed with NASPO ValuePoint.  We are confident in our ability to provide 
excellent support to NASPO ValuePoint and each Participating State under the Cloud Solutions contract, 
and we look forward to working with you! 
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5.5 ΓΕΝΕΡΑΛ ΡΕΘΥΙΡΕΜΕΝΤΣ 

  
 Οφφερορ mυστ αγρεε τηατ ιφ αωαρδεδ α χοντραχτ ιτ ωιλλ προϖιδε α Υσαγε Ρεπορτ Αδmινιστρατορ 

ρεσπονσιβλε φορ τηε θυαρτερλψ σαλεσ ρεπορτινγ δεσχριβεδ τηε Μαστερ Αγρεεmεντ Τερmσ ανδ 
Χονδιτιονσ, ανδ ιφ αππλιχαβλε Παρτιχιπατινγ Αδδενδυmσ.  

ΣΗΙ Ρεσπονσε: 

SHI acknowledges and will provide a Usage Report Administrator who is responsible for the quarterly 
sales reporting as agreed to in the Master Agreement Terms and Conditions and any agreed to 
Participating Addendums. 

 

  
 Οφφερορ mυστ προϖιδε α στατεmεντ τηατ ιτ αγρεεσ το χοοπερατε ωιτη ΝΑΣΠΟ ςαλυεΠοιντ ανδ 

ΣχιΘυεστ (ανδ ανψ αυτηοριζεδ αγεντ ορ συχχεσσορ εντιτψ το ΣχιΘυεστ) ωιτη υπλοαδινγ αν 
Οφφερορ�σ ορδερινγ ινστρυχτιονσ, ιφ αωαρδεδ α χοντραχτ. 

ΣΗΙ Ρεσπονσε: 

SHI acknowledges and agrees to work with SciQuest (and any authorized agent or successor entity to 
SciQuest). 

  
 Οφφερορ mυστ ατ α mινιmυm χοmπλετε, προϖιδε, ανδ mαινταιν α χοmπλετεδ ΧΣΑ ΣΤΑΡ Ρεγιστρψ 

ΣελφどΑσσεσσmεντ1. Οφφερορ mυστ ειτηερ συβmιτ α χοmπλετεδ Τηε Χονσενσυσ Ασσεσσmεντσ 
Ινιτιατιϖε Θυεστιονναιρε (ΧΑΙΘ), Εξηιβιτ 1 το Ατταχηmεντ Β, ορ το συβmιτ α ρεπορτ δοχυmεντινγ 
χοmπλιανχε ωιτη Χλουδ Χοντρολσ Ματριξ (ΧΧΜ), Εξηιβιτ 2 το Ατταχηmεντ Β. Οφφερορ mυστ αλσο 
ρεπρεσεντ ανδ ωαρραντ τηε αχχυραχψ ανδ χυρρενχψ οφ τηε ινφορmατιον ον τηε χοmπλετεδ. 
Οφφερορσ αρε ενχουραγεδ το χοmπλετε ανδ συβmιτ βοτη δοχυmεντσ. 

ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  For this response we have included three partners, 
AWS, CA Technologies, and Microsoft Azure/O365. Each of these partners have reviewed the 
requirements associated with this RFP and provided the information they believe is applicable and 
necessary.  

  

                                                            

1 CSA STAR SelfどAssessment documents the security controls provided by an Offeror’s offerings, thereby helping 
Purchasing Entities assess the security of an Offeror, if awarded a Master Agreement, they currently use or are 
considering using.  
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 Οφφερορ, ασ παρτ οφ ιτσ προποσαλ, mυστ προϖιδε α σαmπλε οφ ιτσ Σερϖιχε Λεϖελ Αγρεεmεντ2, ωηιχη 

σηουλδ δεφινε τηε περφορmανχε ανδ οτηερ οπερατινγ παραmετερσ ωιτηιν ωηιχη τηε 
ινφραστρυχτυρε mυστ οπερατε το mεετ ΙΤ Σψστεm ανδ Πυρχηασινγ Εντιτψ�σ ρεθυιρεmεντσ. 

ΣΗΙ Ρεσπονσε: 

SHI understands the importance of clearly defined SLAs to NASPO Participating Entities.  We have 
included SLA examples for the partners that we are responding with and will continue to provide NASPO 
this information as we add partners/products over the life of the contract. Additional information 
regarding SLAs of the proposed solutions can be found in our response to 8.10.2. 

5.7 ΡΕΧΕΡΤΙΦΙΧΑΤΙΟΝ ΟΦ ΜΑΝDΑΤΟΡΨ ΜΙΝΙΜΥΜΣ ΑΝD ΤΕΧΗΝΙΧΑΛ 

ΣΠΕΧΙΦΙΧΑΤΙΟΝΣ 
 Οφφερορ mυστ αχκνοωλεδγε τηατ ιφ ιτ ισ αωαρδεδ α χοντραχτ υνδερ τηε ΡΦΠ τηατ ιτ ωιλλ αννυαλλψ 

χερτιφψ το τηε Λεαδ Στατε τηατ ιτ στιλλ mεετσ ορ εξχεεδσ τηε τεχηνιχαλ χαπαβιλιτιεσ δισχυσσεδ ιν ιτσ 
προποσαλ.  

ΣΗΙ Ρεσπονσε: 

SHI acknowledges this request and agrees to annually certify with the Lead State the technical 
capabilities identified in this response. 

                                                            

2 SLAs can vary depending on the cloud service being procured as well as the individual ordering activity, and the 
Lead State does not expect to require a single SLA to all cloud solutions being proposed under the RFP.  
Additionally, by submitting a sample the Lead State does not agree to its terms and you understand that a 
Purchasing Entity may revise the SLA to conform to the requirements of its laws. 
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6 ΒΥΣΙΝΕΣΣ ΙΝΦΟΡΜΑΤΙΟΝ 

6.1 ΒΥΣΙΝΕΣΣ ΠΡΟΦΙΛΕ 
Προϖιδε α προφιλε οφ ψουρ βυσινεσσ ινχλυδινγ: ψεαρ σταρτεδ, οργανιζατιοναλ στρυχτυρε, χλιεντ βασε 
(ινχλυδινγ ανψ φοχυσ βψ ρεγιον, mαρκετ σεχτορ, ετχ.), γροωτη οϖερ τηε λαστ τηρεε (3) ψεαρσ, νυmβερ οφ 
εmπλοψεεσ, εmπλοψεε ρετεντιον ρατεσ (σπεχιφιχ φορ εmπλοψεεσ τηατ mαψ βε ασσοχιατεδ ωιτη τηε σερϖιχεσ 
ρελατεδ το τηε ΡΦΠ) οϖερ τηε λαστ τωο (2) ψεαρσ, ετχ.  Βυσινεσσεσ mυστ δεmονστρατε α mινιmυm οφ τηρεε 
(3) ψεαρσ οφ εξπεριενχε προϖιδινγ χλουδ σολυτιονσ φορ λαργε σχαλε προϕεχτσ, ινχλυδινγ γοϖερνmεντ 
εξπεριενχε, το βε ελιγιβλε φορ αωαρδ. 

ΣΗΙ Ρεσπονσε: 

Founded in 1989, SHI International Corp. is a global provider of technology products and services. Over 
the past 20 years SHI has transformed itself from a $1 million “softwareどonly” regional reseller into a 
global, full lifecycle provider of technology, services and solutions.  Our ability to adjust as technology 
does allows us to keep pace with what is relevant and important to our customers including cloud and 
onどpremise solutions. SHI is ranked 15th among CRN's Solution Provider 500 list of North American IT 
solution providers. With over 3,500 employees worldwide, SHI is the largest Minority and Woman 
Owned Business Enterprise (MWBE) in the U.S. SHI does not provide retention rate per individual teams 
but as a company we have an average 78% retention rate. 

Driven by the industry's most experienced and stable sales force and backed by software volume 
licensing experts, hardware procurement specialists, and certified IT services professionals, SHI delivers 
custom IT solutions to Corporate, Enterprise, Public Sector, and Academic customers. Providing world 
class support to more than 14,000 customers, SHI continues to grow our customer base and maintain 
our customer loyalty with 99% retention.  

SHI International Corp., headquartered in Somerset, New Jersey and has 30+ offices across the United 
States, Canada, United Kingdom, Germany, France and Hong Kong. SHI has a team of 3,500, with more 
than 900 employees in Texas, and more than 1,500 in New Jersey. Within the Public Sector, we currently 
have 95 dedicated field representatives and intend to continue growing the team. We have remained 
under the same ownership since 1989 and most Vice Presidents and Managers have been with SHI for 
more than 15 years.   

We value our relationships with publishing and manufacturing partners who create products and 
solutions for you. Across a majority of product specific entities, we have forged longstanding alliances 
with their top manufacturers (in the spirit of our vendor agnostic approach) and their management and 
support teams, so that we might better serve the needs of our customers.  Our sales and support teams 
also attend seminars, training, and customer facing events in support of new technology solutions and 
customer goals. 

SHI has been supporting customers in their acquisition of cloud technology since its emergence on the 
market when traditional software partners began offering SaaS versions of their products. SHI 
immediately began to support this emerging technology for our customers. This has grown to include 
PaaS and Iaas.  We have hired dedicated support teams internally to help address the specific needs of 
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our customers when looking at any type of cloud based technology as these can vary greatly from on 
premise solutions.   We help analyze their current environment and infrastructure, address their 
business needs and desired outcomes and the help to develop a cloud ready strategy that not only 
accounts for now but will also scale to meet future needs.   SHI has helped our customers acquire over 
$1B of cloud based services and technology.  We have helped these customers recognize savings by 
selecting and right sizing the right cloud service platform. Additional information on customers who 
have worked with SHI on similar solutions can be found in our response to question, 6.2. 

For 2015 SHI reported earnings of $6.8B, which demonstrates 14% growth over 2014. SHI has a 
financially strong and stable business model that has proven itself over time.  Providing a compelling 
value to our entire customer base, SHI is able to offer the lowest gross margin of our top 4 competitors, 
while at the same time maintaining our profitability with the lowest overhead cost structure in the 
industry. SHI has remained a privatelyどheld company under the same owner since 1989. As privately 
held company we do not release all financial information but would be happy to discuss in more detail 
with NASPO ValuePoint if needed. 
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6.2 ΣΧΟΠΕ ΟΦ ΕΞΠΕΡΙΕΝΧΕ 
Dεσχριβε ιν δεταιλ τηε βυσινεσσ� εξπεριενχε ωιτη γοϖερνmεντ ορ λαργε χονσορτιυm χοντραχτσ σιmιλαρ το 
τηε Μαστερ Αγρεεmεντσ σουγητ τηρουγη τηισ ΡΦΠ.  Προϖιδε τηε αππροξιmατε δολλαρ ϖαλυε οφ τηε 
βυσινεσσ� φιϖε (5) λαργεστ χοντραχτσ ιν τηε λαστ τωο (2) ψεαρσ, υνδερ ωηιχη τηε βυσινεσσ προϖιδεδ 
οφφερινγσ ιδεντιχαλ ορ ϖερψ σιmιλαρ το τηοσε ρεθυιρεδ βψ τηισ ΡΦΠ. Γοϖερνmεντ εξπεριενχε ισ πρεφερρεδ. 

ΣΗΙ Ρεσπονσε: 

SHI has been supporting customers in their acquisition of cloud technology since its emergence on the 
market when traditional software partners began offering SaaS versions of their products. SHI 
immediately began to support this emerging technology for our customers. A few examples of these 
customers include: 

Στατε οφ Φλοριδα  
Microsoft, Symantec, VMware Contracts 
Approximately $45 million in cloud sales in the last 2 years 

Στατε οφ Αλαβαmα  
Microsoft, Symantec, VMware Contracts 
Approximately $15 million in cloud sales in the last 2 years 

Χιτψ οφ Βαλτιmορε ΜD 
AWS 
Approximately $12 thousand in cloud sales in the last 2 years 

Χοmmονωεαλτη οφ Κεντυχκψ Οφφιχε οφ Τεχηνολογψ  
Microsoft Azure  
Quarterly Billing: $31,648 Office 365 Users:  29000 
 

Χοmmονωεαλτη οφ Κεντυχκψ Dεπαρτmεντ οφ Εδυχατιον (ΚΕΤΣ)  
Microsoft Azure  
Quarterly Billing: $32,751 Office 365 Users: 1,250,000 
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6.3 ΦΙΝΑΝΧΙΑΛΣ 
Οφφερορ mυστ προϖιδε αυδιτεδ φινανχιαλ στατεmεντσ, οφ τηε λαστ τωο ψεαρσ, το τηε Στατε τηατ 
δεmονστρατε τηατ αν Οφφερορ mεετσ ατ α mινιmυm Dυν ανδ Βραδστρεετ (D&Β) χρεδιτ ρατινγ οφ 3Α2 ορ 
βεττερ, ορ α ρεχογνιζεδ εθυιϖαλεντ ρατινγ. Πλεασε προϖιδε τηε Ρεσπονδεντ�σ D&Β Νυmβερ ανδ τηε 
χοmποσιτε χρεδιτ ρατινγ. Τηε Στατε ρεσερϖεσ τηε ριγητ το ϖεριφψ τηισ ινφορmατιον. Ιφ α βρανχη ορ ωηολλψ 
οωνεδ συβσιδιαρψ ισ βιδδινγ ον τηισ ΡΦΠ, πλεασε προϖιδε τηε D&Β Νυmβερ ανδ σχορε φορ τηε παρεντ 
χοmπανψ τηατ ωιλλ βε φινανχιαλλψ ρεσπονσιβλε φορ περφορmανχε οφ τηε αγρεεmεντ.  

ΣΗΙ Ρεσπονσε: 

SHI remains an operationally and financially stable company.  We have remained under the same 
ownership since 1989 and most Vice Presidents and Managers have been with SHI more than 15 years.   

SHI D&B Number is:  61ど142ど9481 

ΧΡΕDΙΤ ΡΑΤΙΝΓ: 

SHI’s D&B Rating: 5A3 (Credit Score) 

6.4 ΓΕΝΕΡΑΛ ΙΝΦΟΡΜΑΤΙΟΝ 

  
Προϖιδε ανψ περτινεντ γενεραλ ινφορmατιον αβουτ τηε δεπτη ανδ βρεαδτη οφ ψουρ Σολυτιονσ ανδ τηειρ 
οϖεραλλ υσε ανδ αχχεπτανχε ιν τηε χλουδ mαρκετπλαχε.  

ΣΗΙ Ρεσπονσε: 

SHI understands that  in order to bring the right solution to the customer, we need to first understand 
their vision.  Once we understand what they are trying to accomplish, our preどsales engineers help design 
a strategy that is suitable to their environment today, and that will scale to meet their future needs.  This 
approach  might  include  conducting  assessments  of  the  customer’s  current  environment  or  proof  of 
concept for a potential solution.  When the customer is ready to move forward, SHI will help to ensure 
that the customer is procuring those products using the most advantageous pricing programs and at the 
most aggressive possible cost.  We then follow through with deployment services and support to ensure 
that the solution the customer procured is working as expected. 
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As cloud offerings continue to transition from IT marketing buzzwords to viable IT solutions, SHI 
continues to adjust our valueどadded solutions to support customers at every stage of cloud adoption. 

Whether you’re still assessing how the cloud fits into your environment, are split between some already 
deployed cloud applications/infrastructure and some legacy IT solutions, or are already 100% in the 
cloud, SHI can help. 

Utilizing cloud solutions requires coordinating both business and technical resources across multiple 
business units. Since each business owner has different goals, SHI provides the tools, processes, and 
expertise to ensure your organization’s usage of cloud computing is available, compliant, secure, makes 
good business sense and is seamless to endどusers. 

To support your cloud efforts, SHI offers: 

 Ασσεσσ – We offer both vendorどagnostic and manufacturerどspecific assessments to guide you 
through every step of moving to the cloud. 

 Dεπλοψ – We help you get your cloud up and running with an array of SaaS (Softwareどasどaど
Service), IaaS (InfrastructureどasどaどService), and PaaS (PlatformどasどaどService) solutions.  

 Μαινταιν – We make managing your cloud easy and predictable by assisting with reporting, 
billing, support contract management, and more. 

 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 
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SHI is responding today with offerings from Amazon Web Services (AWS), Microsoft Azure and O365, 
and CA Technologies as well additional service offerings from our partner Ascent Innovations. 

ΑWΣ Ρεσπονσε: 

ΑWΣ Dιφφερεντιατορσ: Below are some features and benefits of AWS that set our cloud infrastructure 
services apart: 

 Παχε οφ Ιννοϖατιον: AWS’s pace of innovation is funded and sustained through our economies 
of scale and commitment to delivering the products and services that matter most to our 
customers. Our approach to product development and delivery is fundamentally different than 
that of other Cloud Service Providers (CSPs). We have decentralized, autonomous development 
teams that work directly with customers. They are empowered to autonomously develop and 
launch new features based on what they learn from interactions with both commercial and 
public sector customers. AWS’s continual innovation ensures that customers maintain stateどofど
theどart IT infrastructure without having to make recapitalization investments. As of January 1, 
2016, AWS has launched a total of 1,896 new services or major features since inception in 2006 
(including 516 in 2014 and 722 in 2015). According to the Gartner, Inc. 2015 Magic Quadrant for 
Cloud Infrastructure as a Service (IaaS), Worldwide, “AWS is a thought leader; it is 
extraordinarily innovative, exceptionally agile, and very responsive to the market.” 

 Σερϖιχε Βρεαδτη ανδ Dεπτη: AWS offers the broadest set of global compute, storage, 
networking, database, analytics, application, deployment, management, and mobile services 
that help organizations move faster, lower IT costs, and scale applications. AWS has been 
continually expanding its services to support virtually any cloud workload, and it now has more 
than 50 services that serve over one million active customers in more than 190 countries 
through our 12 regions, 32 Availability Zones, and 54 Edge Locations. Gartner Inc. reported in its 
2015 Magic Quadrant for Cloud Infrastructure as a Service (IaaS), Worldwide report that AWS 
“has the richest array of IaaS features,” “continues to rapidly expand its service offerings and 
offer higherどlevel solutions,” and has “over 10 times more cloud IaaS compute capacity in use 
than the aggregate total of the other 14 providers in this Magic Quadrant.” 

 Παρτνερ ανδ Σοφτωαρε Εχοσψστεm: According to the Gartner, Inc. 2015 Magic Quadrant for Cloud 
Infrastructure as a Service (IaaS), Worldwide report, AWS has attracted “a very large technology 
partner ecosystem that includes software vendors that have licensed and packaged their 
software to run on AWS, as well as many vendors that have integrated their software with AWS 
capabilities. It also has an extensive network of partners that provide application development 
expertise, managed services, and professional services such as data center migration.” AWS has 
thousands of organizations in the AWS Partner Network (APN) including system integrators, 
consulting firms, and independent software vendors (ISVs). AWS Marketplace, an online 
software store, helps customers search over 2,300 listings to buy and immediately start using 
software that runs on AWS.  

 ΑWΣ Χλουδ Σεχυριτψ Αυτηοριζατιονσ ανδ Εξπεριενχε: AWS offers customers a powerful cloud 
security capability based on cuttingどedge security experience and backed by an extensive 
repertoire of accreditations and authorizations. In The Forrester Wave™: Public Cloud Platform 
Service Providers’ Security, Q4 2014 report, Forrester Research named AWS as the only provider 
in the Leader category. Forrester stated, "AWS leads the pack. AWS demonstrated not only a 
broad set of security capabilities in data center security, certifications, and network security, but 
also excelled in customer satisfaction, security services partnerships, and a large installed base.” 
AWS has achieved two Provisional Authorizations to Operate (PどATOs) for mission systems 
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designated by DISA as Cloud Computing Security Requirements Guide (SRG) level 2 (covering all 
AWS regions in the contiguous United States [CONUS]) and SRG level 4 (covering only the AWS 
GovCloud (US) Region). 

 ΑWΣ Πριχινγ: As AWS’s cloud computing infrastructure grows, it gains efficiency and economies 
of scale, which we pass on to our customers in the form of lower prices. The Gartner, Inc. 2015 
Magic Quadrant for Cloud Infrastructure as a Service (IaaS), Worldwide report states that AWS 
has “over 10 times more cloud IaaS compute capacity in use than the aggregate total of the 
other 14 providers,” demonstrating how AWS’s massive economies of scale make it possible to 
lead the cloud market in lowering prices. The AWS strategy of pricing each service 
independently gives customers tremendous flexibility to choose the services they need for each 
project and to pay only for resources used. The economies of scale available with the cloud, and 
the massive scale at which we operate, allows AWS to constantly purchase and refresh large 
volumes of infrastructure at very low cost. Consequently, AWS customers reap the benefits of 
decreased IT costs such as better performance through improved quality and availability of IT 
infrastructure and enhanced functionality through systemどwide innovation in the AWS IaaS 
platform. 

Βυσινεσσ Βενεφιτσ οφ ΑWΣ Χλουδ Σερϖιχεσ 
There are additional business benefits that AWS cloud services can help customers realize. A few of 
these are listed here: 

 Αλmοστ Ζερο Υπφροντ Ινφραστρυχτυρε Ινϖεστmεντ: If a customer wants to build a largeどscale 
system, it may cost a fortune to invest in real estate, physical security, hardware (racks, servers, 
routers, backup power supplies), hardware management (power management, cooling), and 
operations personnel. Because of the high upfront costs, the project would typically require 
several rounds of management approvals before the project could even get started. With AWS’s 
utilityどstyle cloud computing, there is no fixed cost or startup cost. 

 ϑυστどΙνどΤιmε Ινφραστρυχτυρε: In the past, if an application became popular and a business’ 
systems or infrastructure did not scale, it became a victim of its own success. Conversely, if a 
developer invested heavily and did not get popular, it became a victim of failure. By deploying 
applications in the AWS cloud with justどinどtime selfどprovisioning, customers do not have to 
worry about preどprocuring capacity for largeどscale systems. AWS’s cloud increases agility, lowers 
risk, and lowers operational cost, because customers can scale cloud resources as they grow and 
only pay for what they use. 

 Μορε Εφφιχιεντ Ρεσουρχε Υτιλιζατιον: System administrators usually worry about procuring 
hardware (when they run out of capacity) and higher infrastructure utilization (when they have 
excess and idle capacity). With AWS, they can manage resources more effectively and efficiently 
by having the applications request and relinquish resources onどdemand. 

 ΥσαγεどΒασεδ Χοστινγ: With utilityどstyle pricing, AWS customers are billed only for the 
infrastructure that has been used. AWS customers do not pay for allocated but unused 
infrastructure. This adds a new dimension to cost savings, allowing customers to see immediate 
cost savings when they deploy an optimization patch to update their cloud application. For 
example, if a caching layer can reduce data requests by 70%, the savings begin to accrue 
immediately. Moreover, if customers build platforms on the cloud, they can pass on the same 
flexible, variable usageどbased cost structure to their own customers. 

 Ρεδυχεδ Τιmε το Μαρκετ: Parallelization is the one of the great ways to speed up processing. If 
one computeどintensive or dataどintensive job that can be run in parallel takes 500 hours to 
process on one machine, with cloud architectures, it would be possible to spawn and launch 500 
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instances and process the same job in 1 hour. Having available an elastic infrastructure provides 
the application with the ability to exploit parallelization in a costどeffective manner reducing time 
to market. 

Τεχηνιχαλ Βενεφιτσ οφ ΑWΣ Χλουδ Σερϖιχεσ 
 Αυτοmατιον � �Σχριπταβλε Ινφραστρυχτυρε�: AWS customers can create repeatable build and 

deployment systems by leveraging programmable (APIどdriven) infrastructure. 
 Αυτο Σχαλινγ: AWS customers can scale their applications up and down to match unexpected 

demand without any human intervention. Auto Scaling encourages automation and drives more 
efficiency. 

 Προαχτιϖε Σχαλινγ: Customers can scale applications up and down to meet anticipated demand 
with proper planning of traffic patterns so that costs remain low while scaling. 

 Μορε Εφφιχιεντ Dεϖελοπmεντ Λιφεχψχλε: Production systems may be easily cloned for use as 
development and test environments. Staging environments may be easily promoted to 
production. 

 Ιmπροϖεδ Τεσταβιλιτψ: Never run out of hardware for testing. Inject and automate testing at 
every stage during the development process. AWS customers can spin up an “instant test lab” 
with preどconfigured environments only for the duration of testing phase. 

 Dισαστερ Ρεχοϖερψ ανδ Βυσινεσσ Χοντινυιτψ: The cloud provides a lower cost option for 
maintaining a fleet of disaster recovery servers and data storage. With the cloud, customers can 
take advantage of geoどdistribution and replicate the environment in other locations within 
minutes. 

 Οϖερφλοω Τραφφιχ το τηε Χλουδ: With a few clicks and effective load balancing tactics, customers 
can create a complete overflowどproof application by routing excess traffic to the cloud. 

Αναλψστ Ρεπορτσ: Gartner, Inc., a leading information technology research company, reported in its 2015 
Magic Quadrant for Cloud Infrastructure as a Service (IaaS), Worldwide report that “AWS is a thought 
leader; it is extraordinarily innovative, exceptionally agile, and very responsive to the market. It has the 
richest array of IaaS features and PaaSどlike capabilities. It continues to rapidly expand its service 
offerings and offer higherどlevel solutions.” The Gartner Magic Quadrant for May 2015 (Φιγυρε 4) depicts 
AWS in the Leaders Quadrant. 
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2015 Γαρτνερ Μαγιχ Θυαδραντ φορ Χλουδ Ινφραστρυχτυρε ασ α Σερϖιχε 

Additionally, Gartner positions AWS in the Leaders Quadrant of the new Magic Quadrant for Public 
Cloud Storage Services . Gartner defines leaders as offering innovative storage offerings built on a 
hardened platform, with global data centers and established credibility as a business. 

 

2015 Γαρτνερ Μαγιχ Θυαδραντ φορ Πυβλιχ Χλουδ Στοραγε Σερϖιχεσ 
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The Forrester Wave: Public Cloud Platform Service Providers’ Security, Q4 2014 report evaluated four of 
the leading public clouds along 15 key security criteria, detailing the findings about how well each 
vendor fulfilled their criteria and where they stand in relation to each other. Forrester's evaluation 
states "AWS leads the pack. AWS demonstrated not only a broad set of security capabilities in data 
center security, certifications, and network security, but also excelled in customer satisfaction, security 
services partnerships, and a large installed base. AWS led with the size of its development and technical 
support staff as well." 

 

Φορρεστερ Wαϖε�: Πυβλιχ Χλουδ Σερϖιχε Προϖιδερσ� Σεχυριτψ, Θ4 �14 

More analyst reports can be found at http://aws.amazon.com/resources/analystどreports/ 

ΧΑ Ρεσπονσε: 

CA Technologies is a leader in IT Management Solutions in the industry. CA has be steadily moving its 
premier on premise management solutions to the cloud. CA Clarity Project and Portfolio Management 
(PPM) is one of the leading solutions used by State governments today. 

Μιχροσοφτ Ρεσπονσε: 

Supported by a winning combination of SHI’s Licensing Team and Professional Services, SHI offers the 
following servers to compliment Microsoft Azure consumption: 

 Azure Jumpstart (Onboarding) 
 Cloud Assessment & Migration 
 Design Planning 
 Virtual Network Connectivity 
 Virtual Machine Configuration/Migrations 
 Cloud Service Architecture 
 Azure Storage/StorSimple Migrations 
 Azure Website Migrations & HA Architecture 
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 Azure Application Services 
 Azure Active Directory 
 Identity Management (SSO, MFA) 

 

  
Οφφερορ mυστ δεσχριβε ωηετηερ ορ νοτ ιτσ αυδιτινγ χαπαβιλιτιεσ ανδ ρεπορτσ αρε χονσιστεντ ωιτη ΣΑΣ 70 
ορ λατερ ϖερσιονσ ινχλυδινγ, ΣΣΑΕ 16 6/2011, ορ γρεατερ. 

ΣΗΙ Ρεσπονσε: 

SHI is ISO9000 certified. Based on the solutions we provide, we currently do not use SAS 70. As we add 
partners to support this contract we will review this requirement with them and provide updates to 
NASPO. 

ΑWΣ Ρεσπονσε: 

The AWS cloud infrastructure has been designed and is managed in alignment with regulations, 
standards, and best practices, including: 

 Federal Risk and Authorization Management Program (FedRAMP) 
 Service Organization Controls (SOC) 1/American Institute of Certified Public Accountants 

(AICPA): AT 801 (formerly Statement on Standards for Attestation Engagements [SSAE] No. 
16)/International Standard on Assurance Engagements (ISAE) 3402 (formerly Statement on 
Auditing Standards [SAS] No. 70) 

 SOC 2 
 SOC 3 
 Payment Card Industry Data Security Standard (PCI DSS) 
 International Organization for Standardization (ISO) 27001 
 ISO 27017 
 ISO 27018 
 ISO 9001 
 Department of Defense (DoD) Security Requirements Guide (SRG) security impact levels 2 and 4 
 Federal Information Security Management Act (FISMA) 
 US Health Insurance Portability and Accountability Act (HIPAA) 
 FBI Criminal Justice Information Services (CJIS) 
 National Institute of Standards and Technology (NIST) 800ど171 
 International Traffic in Arms Regulations (ITAR) 
 Federal Information Processing Standard (FIPS) 140ど2 
 Family Educational Rights and Privacy Act (FERPA) 
 Information Security Registered Assessors Program (IRAP) (Australia) 
 ITどGrundschutz (Germany) 

For information on all of the security regulations and standards with which AWS complies, visit the AWS 
Compliance page. 

   

87



   

21  
 

ΧΑ Ρεσπονσε: 

CA SaaS environment is compliant with SSAE16 for services where infrastructure and application are 
managed and maintained by CA; certifications can be found here:  ηττπ://ωωω.χα.χοm/υσ/λπγ/σαασど
συmmαρψどαυδιτどρεπορτ.ασπξ . CA Agile Management currently does not hold SSAE16 certification. For 
SaaS offerings where infrastructure is managed by a third party, provider’s SSAE16 reports are available 
upon request. 

Μιχροσοφτ Ρεσπονσε: 

Please see Microsoft Azure CCM Document for complete details. 

Azure meets a broad set of international as well as regional and industryどspecific compliance standards, 
such as ISO 27001, FedRAMP, SOC 1 and SOC 2. Azure’s adherence to the strict security controls 
contained in these standards is verified by rigorous thirdどparty audits that demonstrate Azure services 
work with and meet worldどclass industry standards, certifications, attestations, and authorizations. 

 ΦεδΡΑΜΠ. Azure has been granted a Provisional Authority to Operate (PどATO) from the Federal 
Risk and Authorization Management Program (FedRAMP) Joint Authorization Board (JAB) at a 
Moderate impact level based upon the FIPS 199 classification. FedRAMP is a US government 
program that provides a standard approach to security assessment, authorization, and 
monitoring for cloud services used by federal agencies and thereby saves the taxpayer and 
individual organizations the time and cost of conducting their own independent reviews. 

 ΦΕΡΠΑ. The Family Educational Rights and Privacy Act (FERPA) is a US federal law that protects 
the privacy of student educational records. Microsoft agrees to use and disclosure restrictions 
imposed by FERPA. 

 ΦΙΠΣ 140ど2. Azure complies with the Federal Information Processing Standard (FIPS) Publication 
140ど2, a US government standard that defines a minimum set of security requirements for 
products and systems that implement cryptography. 

 Χοmπρεηενσιϖε, ινδεπενδεντλψ ϖεριφιεδ χοmπλιανχε. Azure is designed with a compliance 
strategy that helps customers address business objectives and industry standards and 
regulations. The security compliance framework includes test and audit phases, security 
analytics, risk management best practices, and security benchmark analysis to achieve 
certificates and attestations. Microsoft Azure offers the following certifications for all inどscope 
services. 

 ΧDΣΑ. The Content Delivery and Security Association (CDSA) provides a Content Protection and 
Security (CPS) standard for compliance with antiどpiracy procedures governing digital media. 
Azure passed the CDSA audit, enabling secure workflows for content development and 
distribution. 

 ΧϑΙΣ. Any US state or local agency that wants to access the FBI’s Criminal Justice Information 
Services (CJIS) database is required to adhere to the CJIS Security Policy. Azure is the only major 
cloud provider that contractually commits to conformance with the CJIS Security Policy, which 
commits Microsoft to adhere to the same requirements that law enforcement and public safety 
entities must meet. 

 ΧΣΑ ΧΧΜ. The Cloud Security Alliance (CSA) is a nonprofit, memberどdriven organization with a 
mission to promote the use of best practices for providing security assurance within the cloud. 
The CSA Cloud Controls Matrix (CCM) provides detailed information about how Azure fulfills the 
security, privacy, compliance, and risk management requirements defined in the CCM version 
1.2, and is published in the CSA’s Security Trust and Assurance Registry (STAR). 
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 ΕΥ Μοδελ Χλαυσεσ. Microsoft offers customers EU Standard Contractual Clauses that provide 
contractual guarantees around transfers of personal data outside of the EU. Microsoft is the first 
company to receive joint approval from the EU’s Article 29 Working Party that the contractual 
privacy protections Azure delivers to its enterprise cloud customers meet current EU standards 
for international transfers of data. This ensures that Azure customers can use Microsoft services 
to move data freely through our cloud from Europe to the rest of the world. 

 ΦDΑ 21 ΧΦΡ Παρτ 11. The US Food and Drug Administration (FDA) Code of Federal Regulations 
(CFR) Title 21 Part 11 lists requirements for the security of electronic records of companies that 
sell food and drugs manufactured or consumed in the United States. The compliance reports 
produced by Azure’s independent third party SSAE and ISO auditors identify the procedural and 
technical controls established at Microsoft and can be used to satisfy the requirements of CFR 
Title 21 Part 11. Microsoft is able to show how relevant controls within these reports have an 
impact on compliance with the FDA 21 CFR 11 regulations. 

 ΗΙΠΑΑ. The Health Insurance Portability and Accountability Act (HIPAA) is a US federal law that 
regulates patient Protected Health Information (PHI). Azure offers customers a HIPAA Business 
Associate Agreement (BAA), stipulating adherence to certain security and privacy provisions in 
HIPAA and the HITECH Act. To assist customers in their individual compliance efforts, Microsoft 
offers a BAA to Azure customers as a contract addendum. 

 ΙΡΑΠ. Azure has been assessed against the Australian Government Information Security 
Registered Assessors Program (IRAP), which provides assurance for public sector customers that 
Microsoft has appropriate and effective security controls. 

 ΙΣΟ/ΙΕΧ 27018. Microsoft is the first cloud provider to have adopted the ISO/IEC 27018 code of 
practice, covering the processing of personal information by cloud service providers. 

 ΙΣΟ/ΙΕΧ 27001/27002:2013. Azure complies with this standard, which defines the security 
controls required of an information security management system. 

 ΜΛΠΣ. MultiどLevel Protection Scheme (MLPS) is based on the Chinese state standard issued by 
the Ministry of Public Security. Azure operated by 21Vianet adheres to this standard, which 
provides assurance for both the management and technical security of cloud systems. 

 ΜΤΧΣ. Azure has achieved Levelど1 certification with the MultiどTier Cloud Security Standard for 
Singapore (MTCS SS), a cloud security standard covering areas such as data security, 
confidentiality, business impact, and operational transparency, developed under the Singapore 
Information Technology Standards Committee. 

 ΠΧΙ DΣΣ. Azure is Level 1 compliant with Payment Card Industry (PCI) Data Security Standards 
(DSS) version 3.0, the global certification standard for organizations that accept most payments 
cards, as well store, process, or transmit cardholder data. 

 ΣΟΧ 1 ανδ ΣΟΧ 2. Azure has been audited against the Service Organization Control (SOC) 
reporting framework for both SOC 1 Type 2 and SOC 2 Type 2. Both reports are available to 
customers to meet a wide range of US and international auditing requirements. The SOC 1 Type 
2 audit report attests to the design and operating effectiveness of Azure controls. The SOC 2 
Type 2 audit included a further examination of Azure controls related to security, availability, 
and confidentiality. Azure is audited annually to ensure that security controls are maintained. 

 ΤΧΣ ΧΧΧΠΠΦ. Azure operated by 21Vianet is among the first cloud providers in China to pass the 
Trusted Cloud Service certification developed by the China Cloud Computing Promotion and 
Policy Forum (CCCPPF). 

 ΥΚ ΓどΧλουδ. The UK Government GどCloud is a cloud computing certification for services used by 
government entities in the United Kingdom. Azure has received OFFICIAL accreditation from the 
UK Government Pan Government Accreditor. 
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6.5 ΒΙΛΛΙΝΓ ΑΝD ΠΡΙΧΙΝΓ ΠΡΑΧΤΙΧΕΣ 
DΟ ΝΟΤ ΙΝΧΛΥDΕ ΨΟΥΡ ΠΡΙΧΙΝΓ ΧΑΤΑΛΟΓ, ασ παρτ οφ ψουρ ρεσπονσε το τηισ θυεστιον. 

  
Dεσχριβε ψουρ βιλλινγ ανδ πριχινγ πραχτιχεσ, ινχλυδινγ ηοω ψουρ βιλλινγ πραχτιχεσ αρε τρανσπαρεντ ανδ 
εασψ το υνδερστανδ φορ Πυρχηασινγ Εντιτψ�σ.  

ΣΗΙ Ρεσπονσε: 

Many of the solutions that will be procured through this contract will be usage based, meaning, NASPO 
Entities will be billed only for what they use in a specific month or quarter.  Each partner has a different 
strategy for usage based billing.  SHI works to normalize these practices to our customers. In cases such 
as these SHI will work upfront with both the customer and the partner to make sure that the billing 
practices meet the customers’ needs.  Regardless of the solution, we will supply a transparent usage 
report to the customer so they can easily determine the accuracy.   If awarded, SHI will adhere to the 
contracted discount structure agreed to and make this transparent on our quotes and invoices to the 
customer.   

If at any time there is a question or concern with an invoice, a Participating State can contact their 
Account Executive or Inside Sales Representative for assistance.  

  
Ιδεντιφψ ανψ τψπιχαλ χοστ ιmπαχτσ τηατ α Πυρχηασινγ Εντιτψ mιγητ νεεδ το χονσιδερ, ιφ ανψ, το ιmπλεmεντ 
ψουρ χλουδ σολυτιονσ. 

ΣΗΙ Ρεσπονσε: 

SHI works closely with each of our customers during the “Address” phase as identified in 6.4.1 to ensure 
they understand the financial impacts they will incur when moving to the cloud.  It is important not only 
to look at the immediate cost but also to analyze the cost over time so the customer can budget 
correctly.    

Some Cloud solutions will be a oneどtime fee or a licensing program, while others may use a utilityどstyle 
pricing model, only paying for the resources consumed. Whatever the model, SHI has a team dedicated 
to support customers.  

While some Participating Entities may have a clear understanding of the solution they want to use 
others are just beginning to explore their options. SHI helps to educate our customers on the 
importance of analyzing current infrastructure before migrating to the cloud. The dedicated account 
teams will have preどsales, vendor neutral discussions covering topics such as: 

 The people, processes, and technology that will be affected by a move to the cloud 
 Understanding the risks and create compliance plans 
 Identity and access management 
 Security as a foundational component of cloud deployment 
 Categorizing Data and determining what data is a good candidate for migration 
 Analyzing workloads 
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When these critical issues are addressed before customers choose and deploy cloud solutions NASPO 
Participating Entities will realize significant cost savings.  

Your SHI team will work with you every day to help analyze your spending, your current and future 
projects, and buying alternatives.  The savings that States realize when working with SHI to plan and 
negotiate their Cloud Solutions direction can be in the thousands, hundreds of thousands, or even 
millions of dollars.   

  
Οφφερορ mυστ δεσχριβε ηοω ιτσ Σολυτιονσ αρε ΝΙΣΤ χοmπλιαντ, ασ δεφινεδ ιν ΝΙΣΤ Σπεχιαλ Πυβλιχατιον 800ど
145, ωιτη τηε σερϖιχε mοδελσ ιτ οφφερσ. 

ΣΗΙ Ρεσπονσε: 

While SHI does not manufacturer or offer our own products and solutions, we do work with the top 
partners in the industry.  The products that we are responding with today all comply with NIST.  As we 
work to add partners and solutions we will ensure that they NIST compliant. 

ΑWΣ Ρεσπονσε: 

AWS’s industryどleading security strength benefits you in many ways, one of which is by using a platform 
that is audited extensively by independent thirdどparty assessors. At times, these audits confirm we can 
meet new requirements, even as they are issued, and this is the case for the National Institute of 
Standards and Technology (NIST) guidelines 800ど171, which were released in June 2015. This guidance is 
applicable to the protection of Controlled Unclassified Information (CUI) on nonfederal systems. 

AWS is already compliant with these guidelines, and customers can effectively comply with NIST 800ど
171 immediately. NIST 800ど171 outlines a subset of the NIST 800ど53 requirements, a guideline under 
which we have already been audited under our FedRAMP program. The FedRAMP Moderate security 
control baseline is mορε rigorous than the recommended requirements established in Chapter 3 of 800ど
171 and includes a significant number of security controls above and beyond those required of FISMA 
Moderate systems that protect CUI data. A detailed mapping is available in the NIST Special Publication 
800ど171, starting on page D2 (which is page 37 in the PDF). 

Μιχροσοφτ Ρεσπονσε: 

Both Azure and the underlying Microsoft Cloud and Infrastructure Operations (MCIO) physical 
environments employ security frameworks that span multiple standards, including the ISO 27000 family 
of standards, NIST 800, and others. Please see Microsoft Azure CCM document for additional 
information. 
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6.6 ΣΧΟΠΕ ΑΝD ςΑΡΙΕΤΨ ΟΦ ΧΛΟΥD ΣΟΛΥΤΙΟΝΣ 
Σπεχιφψ τηε σχοπε ανδ ϖαριετψ οφ τηε Σολυτιονσ ψου οφφερ υνδερ τηισ σολιχιτατιον. Ψου mαψ προϖιδε α λιστ 
οφ τηε διφφερεντ ΣααΣ, ΙααΣ, ανδ/ορ ΠααΣ σερϖιχεσ ανδ δεπλοψmεντ mοδελσ τηατ ψου οφφερ. 

ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 

SHI is responding today with offerings from AWS, Microsoft, and CA as well additional service offerings 
from our partner Ascent Innovations. 

ΑWΣ Ρεσπονσε: 

AWS offers a Public Cloud as the customer decides how, when, and how they are using. AWS has 
additional tools and features.  
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ΧΑ Ρεσπονσε: 

CA Technologies provides SaaS solutions that help agencies from planning to development to software 
development to enabling online business with security. CA Technologies help jump start the IT process 
so that agencies can become more agile and manage their IT operations with more efficiency and lower 
cost. CA Technologies offers a portfolio of five different SaaS Applications to enable agencies to be 
thrive in the application economy. 

ΧΑ Προϕεχτ Πορτφολιο Μαναγεmεντ (ΧΑ ΠΠΜ) 
CA PPM represents a single platform that enables you to manage your entire innovation lifecycle and 
make more informed strategic investments. CA PPM helps you track and prioritize market and customer 
requirements and make better decisions on how to invest limited resources, so you can optimize your 
enterprise, IT, service and product portfolio, delivering initiatives on time and on budget.  

ΧΑ Αγιλε Χεντραλ 
Agile is a mindset that changes how you deliver value to your customers—one that transforms market 
strategy into marketable innovation. When you’re agile, the right people will always get access to the 
right information, faster than ever before. You’ll remove the barriers that separate your teams. CA Agile 
Central provides the tools and training to make your teams more agile. 

ΧΑ Αππλιχατιον Σψντηετιχ Μονιτορινγ (ΧΑ ΑΣΜ) 
CA Application Synthetic Monitoring in unique application for Website Performance Monitoring. 

CA App Synthetic Monitor has the ability to provide true end user experience and performance 
monitoring by conducting checks from an external sites to replicate an actual, realどtime user experience 
and provides your business with hard data about your website's performance and availability. 

CA App Synthetic Monitor can be setup up immediately to start reporting with analysis and alerting, 
using preどbuilt scripts. CA App Synthetic Monitor also has a powerful API that integrates seamlessly with 
your enterprise APM solution. 

ΧΑ Αππλιχατιον Περφορmανχε Μονιτορινγ (ΧΑ ΑΠΙΜ) 
APIs are the building blocks of digital transformation. 

States have the unique opportunity to open of the troves of data and transform society by providing 
citizens access to highどquality digital information right on their mobile devices, when and where they 
want it. CA API Management provides the tools to both accelerate and secure this digital 
transformation. 

ΧΑ Μοβιλε Αππσ Αναλψτιχσ (ΧΑ ΜΑΑ) 
With more mobile devices than people, the secret to a successful mobile app? A great user experience.  

CA Mobile App Analytics provides developers and tests with the tools to get your app firing on all 
cylinders. It provides the ability to monitor, analyze and fix your app on the fly. CA Mobile App Analytics 
stimulates collaboration between business analysts, developers, operations and support in order to 
accelerate mobile app delivery and improve endどuser experience. By emulating and fixing problems 
before you go live, you dramatically improve your customer experience. 
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Μιχροσοφτ Ρεσπονσε: 

Αζυρε Αχτιϖε Dιρεχτορψ Β2Χ 
Azure Active Directory, the cloud service with the proven ability to handle billions of authentications per 
day, extends its capabilities to manage consumer identities with a new service: Azure Active Directory 
B2C, now in public preview. Azure Active Directory B2C is a comprehensive, identity management 
solution for your consumerどfacing applications that can be easily integrated to any platform, and 
accessible from any device. The service will be free during the public preview period. 

Αζυρε Αχτιϖε Dιρεχτορψ 
Azure Active Directory provides identity management and access control for your cloud applications. To 
simply user access to cloud applications, you can synchronize onどpremises identities, and enable single 
signどon. Azure Active Directory comes in 3 editions: Free, Basic, and Premium. 

Αζυρε Αχτιϖε Dιρεχτορψ Dοmαιν Σερϖιχεσ 
Azure Active Directory Domain Services provide scalable, highどperformance, managed domain services 
such as domainどjoin, LDAP, Kerberos, Windows Integrated Authentication and Group Policy support. 
With the click of a button, administrators can enable managed domain services for virtual machines and 
directoryどaware applications deployed in Azure Infrastructure Services. Built on the same underlying 
technology as Windows Server Active Directory, Azure Active Directory Domain Services provide an easy 
way to migrate traditional onどpremises applications to the cloud. 

ΑΠΙ Μαναγεmεντ 
Azure API Management lets you publish APIs to developers, partners, and employees securely and at 
scale. 

Αππλιχατιον Γατεωαψ 
Azure Application Gateway is an Azureどmanaged layerど7 solution providing HTTP load balancing, SSL 
termination, and sessionどbased cookie affinity to Internetどfacing or internal web applications. 

ςισυαλ Στυδιο Αππλιχατιον Ινσιγητσ 
Visual Studio Application Insights (in preview) is an allどinどone telemetry solution that can help you detect 
issues, triage impact and solve problems in your web apps and services. It provides deep diagnostics and 
realどtime insights while being a seamless part of your ALM processes through Visual Studio, Visual 
Studio Team Services, and Azure Diagnostics integrations. It supports ASP.NET, J2EE and most of the 
popular web technologies for web apps on Azure or on your own servers. 

Αππ Σερϖιχε 
Azure App Service lets you create apps faster with a oneどofどa kind cloud service to quickly and easily 
create enterpriseどready web and mobile apps for any platform or device and deploy them on a scalable 
and reliable cloud infrastructure. 

Αυτοmατιον 
Azure Automation lets you create, deploy, monitor, and maintain resources in your Azure environment 
automatically by using a highly scalable and reliable workflow execution engine. 
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Βαχκυπ 
On your corporate laptops, Azure Backup protects Windows client data and shared files and folders. In 
your datacenter, integrated with System Center Data Protection Manager (DPM), Backup protects 
Microsoft SharePoint, Exchange, SQL Server, HyperどV virtual machines, and other applications. 

Βατχη 
Azure Batch makes it easy to run largeどscale parallel and highどperformance computing (HPC) workloads 
in Azure. Use Batch to scale out parallel workloads, manage the execution of tasks in a queue, and 
cloudどenable applications to offload compute jobs to the cloud. 

ΒιζΤαλκ Σερϖιχεσ 
Azure BizTalk Services is a powerful and extensible cloudどbased integration service. It provides B2B and 
EAI capabilities for delivering cloud and hybrid integration solutions. 

ΧDΝ 
Azure Content Delivery Network lets you deliver highどbandwidth content to users around the world with 
low latency and high availability via a robust network of global data centers. 

Χλουδ Σερϖιχεσ 
Azure Cloud Services removes the need to manage server infrastructure. With web and worker roles, it 
lets you quickly build, deploy, and manage modern applications. 

Αζυρε Χονταινερ Σερϖιχε 
Azure Container Service is a container hosting environment optimized for Azure that lets you deploy, 
scale, and orchestrate containerどbased applications using Docker Swarm and Apache Mesos—popular, 
open source tools you’re already familiar with. 

Dατα Χαταλογ 
Azure Data Catalog is a fully managed service that serves as a system of registration and system of 
discovery for enterprise data sources. It lets users—from analysts to data scientists to developers—
register, discover, understand, and consume data sources. Use crowdsourced annotations and metadata 
to capture tribal knowledge within your organization, shine light on hidden data, and get more value 
from your enterprise data sources. 

Dατα Φαχτορψ 
Azure Data Factory is a managed service that lets you produce trusted information from raw data in 
cloud or onどpremises sources. Easily create, orchestrate, and schedule highlyどavailable, faultどtolerant 
work flows of data movement and transformation activities. Monitor service health and all of your data 
pipelines at a glance with a rich visual experience offered through the Azure portal. 

Dατα Λακε Αναλψτιχσ 
The Data Lake analytics service is a new distributed analytics service built on Apache YARN that 
dynamically scales so you can focus on your business goals, not on distributed infrastructure. Instead of 
deploying, configuring and tuning hardware, you write queries to transform your data and extract 
valuable insights. The analytics service can handle jobs of any scale instantly by simply setting the dial 
for how much power you need. You only pay for your job when it is running making it costどeffective. The 
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analytics service supports Azure Active Directory letting you simply manage access and roles, integrated 
with your onどpremises identity system. It also includes UどSQL, a language that unifies the benefits of SQL 
with the expressive power of user code. UどSQL’s scalable distributed runtime enables you to efficiently 
analyze data in the store and across SQL Servers in Azure, Azure SQL Database and Azure SQL Data 
Warehouse. 

Dατα Λακε Στορε 
The Data Lake store provides a single repository where you can capture data of any size type and speed 
simply without forcing changes to your application as the data scales. In the store, data can be shared 
for collaboration with enterpriseどgrade security. It is also designed for highどperformance processing and 
analytics from HDFS applications (ie. Azure HDInsight, Data Lake analytics service, Hortonworks, 
Cloudera, MapR) and tools, including support for low latency workloads. For example, data can be 
ingested in realどtime from sensors and devices for IoT solutions, or from online shopping websites into 
the store without the restriction of fixed limits on account or file size unlike current offerings in the 
market. 

Αζυρε DεϖΤεστ Λαβσ 
Azure DevTest Labs makes it easy to quickly create environments to deploy and test applications. Use 
reusable templates and artifacts to build Windows and Linux environments while minimalizing waste 
and controlling costs. 

Αζυρε DΝΣ 
Azure DNS lets you host your DNS domains alongside your Azure apps and manage DNS records by using 
your existing Azure subscription. Microsoft’s global network of name servers has the reach, scale, and 
redundancy to ensure ultraどfast DNS responses and ultraどhigh availability for your domains. With Azure 
DNS, you can be sure your DNS will always be fast and available. 

DοχυmεντDΒ 
Azure DocumentDB is a fullyどmanaged NoSQL document database service that offers querying and 
transactionどprocessing over schemaどfree data, predictable and reliable performance, and rapid 
development. 

Εϖεντ Ηυβσ 
Azure Event Hubs enables elasticどscale telemetry and event ingestion with durable buffering and subど
second endどtoどend latency for millions of devices and events. 

ΕξπρεσσΡουτε 
Azure ExpressRoute lets you create private connections between Azure datacenters and infrastructure 
that’s on your premises or in a colocation environment. 

ΗDΙνσιγητ 
Azure HDInsight is a Hadoopどbased service that brings an Apache Hadoop solution to the cloud. Gain the 
full value of big data with a cloudどbased data platform that manages data of any type and size. 
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Αζυρε ΙοΤ Ηυβ 
Jumpstart your Internet of Things project with Microsoft Azure IoT Hub. Connect, monitor, and control 
millions of IoT assets running on a broad set of operating systems and protocols. Establish reliable, biど
directional communication with these assets, even if they’re intermittently connected, and analyze—
and act on—incoming telemetry data. Enhance the security of your IoT solutions by using perどdevice 
authentication to communicate with devices that have the appropriate credentials. Revoke access rights 
to specific devices to maintain the integrity of your system. 

Κεψ ςαυλτ 
Azure Key Vault offers an easy, costどeffective way to safeguard keys and other secrets in the cloud by 
using hardware security modules (HSMs). Protect cryptographic keys and small secrets like passwords 
with keys stored in HSMs. For added assurance, import or generate your keys in HSMs that are certified 
to FIPS 140ど2 level 2 and Common Criteria EAL4+ standards, so that your keys stay within the HSM 
boundary. Key Vault is designed so that Microsoft does not see or extract your keys. Create new keys for 
DevどTest in minutes and migrate seamlessly to production keys managed by security operations. Key 
Vault scales to meet the demands of your cloud applications without the hassle required to provision, 
deploy, and manage HSMs and key management software. 

Λοαδ Βαλανχερ 
Azure Load Balancer distributes Internet and private network traffic among healthy service instances in 
cloud services or virtual machines. It lets you achieve greater reliability and seamlessly add more 
capacity to your applications. 

Μαχηινε Λεαρνινγ 
Azure Machine Learning lets you easily design, test, operationalize, and manage predictive analytics 
solutions in the cloud. 

Μαναγεδ Χαχηε Σερϖιχε 
Azure Managed Cache Service is a distributed, inどmemory, scalable solution that lets you build highly 
scalable and responsive applications by providing superどfast access to data. 

Μεδια Σερϖιχεσ 
Azure Media Services offers cloudどbased media solutions, including ingest, encoding, format conversion, 
content protection, and both onどdemand and liveどstreaming capabilities. 

Μοβιλε Ενγαγεmεντ 
Azure Mobile Engagement lets you maximize mobile app usage and revenue. It's an SaaSどdelivered, 
dataどdriven userどengagement platform that enables realどtime, fineどgrained user segmentation, app user 
analytics, and contextuallyどaware smartどpush notifications and inどapp messaging across all connected 
devices. It closes the marketing loop for app developers and marketers, letting them get directly in 
touch with all of their customers in a personal, contextuallyどaware, and nonどintrusive way, and at the 
right time. 
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Μοβιλε Σερϖιχεσ 
Azure Mobile Services is a scalable cloud backend for building Windows Store, Windows Phone, Apple 
iOS, Android, and HTML/JavaScript applications. Store data in the cloud, authenticate users, and send 
push notifications to your application within minutes. 

ΜυλτιどΦαχτορ Αυτηεντιχατιον 
Azure MultiどFactor Authentication helps prevent unauthorized access to onどpremises and cloud 
applications by providing an additional layer of authentication. Follow organizational security and 
compliance standards while also addressing user demand for convenient access. 

Νοτιφιχατιον Ηυβσ 
Azure Notification Hubs is a highly scalable, crossどplatform push notification infrastructure that lets you 
either broadcast push notifications to millions of users at once or tailor notifications to individual users. 

Οπερατιοναλ Ινσιγητσ 
Azure Operational Insights lets you collect, correlate and visualize all your machine data, such as event 
logs, network logs, performance data, and much more, from both your onどpremises and cloud assets. 

Ρεδισ Χαχηε 
Azure Redis Cache—based on the popular open source Redis cache—gives you access to a secure, 
dedicated cache for your Azure applications. 

ΡεmοτεΑππ 
Azure RemoteApp helps employees stay productive anywhere, on a variety of devices—Windows, Mac 
OS X, iOS, or Android. 

Σχηεδυλερ 
Azure Scheduler lets you invoke actions that call HTTP/S endpoints or post messages to a storage queue 
on any schedule. Create jobs that reliably call services either inside or outside of Azure and run those 
jobs right away, on a regular or irregular schedule, or at a future date. 

Σεαρχη 
Azure Search is a fullyどmanaged service for adding sophisticated search capabilities to web and mobile 
applications without the typical complexities of fullどtext search. 

Σεχυριτψ Χεντερ 
Azure Security Center helps you prevent, detect, and respond to threats with increased visibility and 
control over the security of all of your Azure resources. It provides a central view of security across your 
subscriptions and lets you set policies and monitor security configurations. Policyどdriven 
recommendations guide resource owners through the process of implementing security controls and 
enable the rapid deployment of integrated Microsoft and partner solutions. Using Microsoft global 
threat intelligence, securityどrelated events from across your Azure deployments are automatically 
collected and analyzed to identify actual threats and reduce false alarms. The resulting alerts offer 
insights into the attack and suggest ways to remediate issues. 
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Σερϖιχε Βυσ 
Azure Service Bus is a messaging infrastructure that sits between applications allowing them to 
exchange messages for improved scale and resiliency. 

Σερϖιχε Φαβριχ 
Service Fabric is a microservices platform used to build scalable, reliable, and easily managed 
applications for the cloud. Addressing the significant challenges in developing and managing cloud 
applications, Service Fabric allows developers and administrators to avoid solving complex infrastructure 
problems and focus instead on implementing missionどcritical, demanding workloads. 

Σιτε Ρεχοϖερψ 
Azure Site Recovery helps you protect important applications by coordinating the replication and 
recovery of private clouds for simple, costどeffective disaster recovery. 

ΣΘΛ Dαταβασε 
Azure SQL Database is a relational database service that lets you rapidly create, extend, and scale 
relational applications into the cloud. 

ΣΘΛ Dατα Wαρεηουσε 
Azure SQL Data Warehouse is an elastic data warehouse as a service with enterpriseどgrade features 
based on the massively parallel SQL Server processing architecture. It lets you scale data, either onど
premises or in our cloud. It’s the first cloud data warehouse that can dynamically grow or shrink, so you 
pay only for the query performance that you need, when you need it, up to petabyteどscale. SQL Data 
Warehouse lets you use your existing TransactどSQL (TどSQL) skills to integrate queries across structured 
and unstructured data. SQL Data Warehouse integrates with our data platform tools, including Azure 
HDInsight, Machine Learning, and Data Factory and Microsoft Power BI for a complete dataど
warehousing and businessどintelligence solution in the cloud. With SQL Data Warehouse, you choose 
where to keep your data, either in the cloud or onどpremises, based on your performance, security, and 
scale requirements. 

ΣΘΛ Σερϖερ Στρετχη Dαταβασε 
With SQL Server Stretch Database, you can dynamically stretch warm and cold transactional data from 
Microsoft SQL Server to Azure. Unlike typical cold data storage, your data is always at hand. Stretch 
Database lets you provide longer data retention times than typical enterprise storage without breaking 
the bank. Depending on how often you’ll access the data, choose the appropriate level of service, then 
scale up or down as needed. Using Stretch Database doesn’t require any application changes. And you 
can use Stretch Database with new Always Encrypted technology, which helps protect your data at rest 
and in motion—extending data in a more secured manner for greater peace of mind. 

Στοραγε 
Azure Storage offers nonどrelational data storage including Blob Storage, Table Storage, Queue Storage, 
and Files. 
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ΣτορΣιmπλε 
Azure StorSimple is a unique hybrid cloud storage solution for primary storage, archiving, and disaster 
recovery. StorSimple optimizes total storage costs and data protection. Note that the StorSimple 8000 
Series is licensed separately from Azure services. 

Στρεαm Αναλψτιχσ 
Azure Stream Analytics is an eventどprocessing engine that helps you gain insights from devices, sensors, 
cloud infrastructure, and existing data properties in realどtime. It's integrated out of the box with Event 
Hubs, and the combined solution can both ingest millions of events and do analytics to help you better 
understand patterns, power a dashboard, detect anomalies, or kick off an action while data is being 
streamed in real time. 

Τραφφιχ Μαναγερ 
Azure Traffic Manager lets you route incoming traffic across multiple hosted Azure services, whether 
they’re running in the same datacenter or in different datacenters around the world. 

ςιρτυαλ Μαχηινεσ 
Azure Virtual Machines lets you deploy a Windows Server or Linux image in the cloud. You can select 
images from a marketplace or use your own customized images. 

ςιρτυαλ Νετωορκ 
Azure Virtual Network lets you create private networks in the cloud with full control over IP addresses, 
DNS servers, security rules, and traffic flows. Securely connect a virtual network to onどpremises 
networks by using a VPN tunnel, or connect privately by using the ExpressRoute service. 

ςισυαλ Στυδιο Τεαm Σερϖιχεσ 
Visual Studio Team Services is a cloudどbased application lifecycle management (ALM) solution for 
everything from hostedどcode repositories and issueどtracking to loadどtesting and automated builds. It's 
accessible from nearly anywhere, and you can create an account for free. Visual Studio Team Services is 
licensed separately from Azure services. 

ςΠΝ Γατεωαψ 
Azure VPN Gateway lets you establish secure, crossどpremises connections between your virtual network 
within Azure and onどpremises IT infrastructure. 
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6.7 ΒΕΣΤ ΠΡΑΧΤΙΧΕΣ 
Σπεχιφψ ψουρ πολιχιεσ ανδ προχεδυρεσ ιν ενσυρινγ ϖισιβιλιτψ, χοmπλιανχε, δατα σεχυριτψ ανδ τηρεατ 
προτεχτιον φορ χλουδどδελιϖερεδ σερϖιχεσ; ινχλυδε ανψ ιmπλεmεντατιονσ οφ ενχρψπτιον ορ τοκενιζατιον το 
χοντρολ αχχεσσ το σενσιτιϖε δατα. 

ΣΗΙ Ρεσπονσε: 

SHI doesn’t develop cloud solutions but we are partnering with several cloud partners to respond to this 
RFP and will continue to add products and solutions over the course of this contract as new technologies 
emerge or as customer needs arise. As we add partners, we will ensure that we can provide their best 
practices regarding policies and procedures as requested by NASPO. 

ΑWΣ Ρεσπονσε: 

The AWS virtual infrastructure has been designed to provide optimum availability while ensuring 
complete customer privacy and segregation. AWS’s highly secure data centers use stateどofどtheどart 
electronic surveillance and multiどfactor access control systems and maintain strict, leastどprivilegedど
based access authorizations. Our environmental systems are designed to minimize the impact of 
disruptions to operations, and our multiple geographic regions and Availability Zones allow customers to 
remain resilient in the face of most failure modes, including natural disasters or system failures. AWS 
manages over 1,800 security controls to provide an optimally secure environment for all of our 
customers.  

In addition, network traffic between AWS regions, Availability Zones, and individual data centers travels 
over private network segments by default. These private network segments are fully isolated from the 
public Internet and not routable externally. AWS resources can be configured to reside only on isolated 
AWS network segments and to avoid utilizing any public IP addresses or routing over the public Internet. 

AWS security engineers and solution architects have developed whitepapers and operational checklists 
to help customers select the best options for their needs and to recommend security best practices, 
such as storing secret keys and passwords in a secure manner and rotating or changing them frequently. 

ΒυιλτどΙν Σεχυριτψ Φεατυρεσ  
Not only are applications and data protected by highly secure facilities and infrastructure, they are also 
protected by extensive network and security monitoring systems. AWS and its partners offer over 700 
tools and features to help customers meet their security objectives concerning visibility, auditability, 
controllability, and agility. These tools and features provide basic but important security measures such 
as Distributed Denial of Service (DDoS) protection and password bruteどforce detection on AWS 
accounts. AWSどprovided security features include: 

 Σεχυρε Αχχεσσ – Customer access points, also called Application Programming Interface (API) 
endpoints, allow secure HTTP access (HTTPS) so that customers can establish secure 
communication sessions with their AWS cloud services using Secure Socket Layer 
(SSL)/Transport Layer Security (TSL). 

 ΒυιλτどΙν Φιρεωαλλσ – Customers can control how accessible their instances are by configuring 
builtどin firewall rules—from totally public to completely private or somewhere in between. And 
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when instances reside within an Amazon Virtual Private Cloud (Amazon VPC) subnet, customers 
can control egress as well as ingress. 

 Υνιθυε Υσερσ – The AWS Identity and Access Management (IAM) tool allows AWS customers to 
control the level of access their own users have to AWS infrastructure services. With AWS IAM, 
each user can have unique security credentials, eliminating the need for shared passwords or 
keys and allowing the security best practices of role separation and least privilege. 

 ΜυλτιどΦαχτορ Αυτηεντιχατιον (ΜΦΑ) – AWS provides builtどin support for MFA for use with AWS 
accounts as well as individual AWS IAM user accounts. 

 Πριϖατε Συβνετσ – The Amazon VPC service allows customers to add another layer of network 
security to instances by creating private subnets and even adding an Internet Protocol Security 
(IPsec) Virtual Private Network (VPN) tunnel between a home network and Amazon VPC. 

 Ενχρψπτεδ Dατα Στοραγε – Customers can have the data and objects they store in Amazon Elastic 
Block Store (Amazon EBS), Amazon Simple Storage Service (Amazon S3), Amazon Glacier, 
Amazon Redshift, and Amazon Relational Database Service (Amazon RDS) on Oracle and SQL 
Server encrypted automatically using Advanced Encryption Standard (AES) 256, a secure 
symmetricどkey encryption standard using 256どbit encryption keys. 

 Dεδιχατεδ Χοννεχτιον Οπτιον – The AWS Direct Connect service allows customers to establish a 
dedicated network connection from their premises to AWS. Using industryどstandard 802.1q 
VLANs, this dedicated connection can be partitioned into multiple logical connections to enable 
access to both public and private IP environments within the AWS cloud. 

 Ισολατεδ ΓοϖΧλουδ – For customers who require additional measures in order to comply with US 
International Traffic in Arms Regulations (ITAR), AWS offers an entirely separate region called 
AWS GovCloud (US). This isolated region provides an environment where customers can run 
ITARどcompliant applications and provides special endpoints that utilize only Federal Information 
Processing Standard (FIPS) 140ど2 encryption. 

 Dεδιχατεδ, ΗαρδωαρεどΒασεδ Χρψπτο Κεψ Στοραγε Οπτιον – For customers who must use 
Hardware Security Module (HSM) appliances for cryptographic key storage, AWS CloudHSM 
provides a highly secure and convenient way to store and manage keys. 

 Χεντραλιζεδ Κεψ Μαναγεmεντ – For customers who use encryption extensively and require strict 
control of their keys, the AWS Key Management Service (KMS) provides a convenient 
management option for creating and administering the keys used to encrypt data at rest. 

 Περφεχτ Φορωαρδ Σεχρεχψ – For even greater communication privacy, several AWS cloud services 
such as Elastic Load Balancing and Amazon CloudFront offer newer, stronger cipher suites. 
These cipher suites allow SSL/TLS clients to use Perfect Forward Secrecy, a technique that uses 
session keys that are ephemeral and not stored anywhere. This prevents the decoding of 
captured data, even if the secret longどterm key itself is compromised. 

Several of AWS’s builtどin cloud security features focus on providing visibility into data, performance, and 
resource usage. The tools listed below help customers gain more insight into their cloud operations, 
giving them the means to better control their security and providing information for dataどdriven 
decisions. 

 ΑWΣ Τρυστεδ Αδϖισορ – Provided automatically when AWS customers sign up for premium 
support, the AWS Trusted Advisor service is a convenient way for customers to see where they 
could use a little more security. It monitors AWS resources and alerts customers to security 
configuration gaps such as overly permissive access to certain Amazon Elastic Compute Cloud 
(Amazon EC2) instance ports and Amazon S3 storage buckets, minimal use of role segregation 
using AWS IAM, and weak password policies. 

102



   

36  
 

 Αmαζον ΧλουδWατχη – Amazon CloudWatch enables customers to collect and track metrics, 
collect and monitor log files, and set alarms. Amazon CloudWatch can monitor AWS resources 
such as Amazon EC2 instances, Amazon DynamoDB tables, and Amazon RDS DB instances, as 
well as custom metrics generated by a customer’s applications and services and any log files 
their applications generate. Customers can use Amazon CloudWatch to gain systemどwide 
visibility into resource utilization, application performance, and operational health, using these 
insights to react intelligently and keep applications running smoothly. 

 ΑWΣ ΧλουδΤραιλ – AWS CloudTrail provides logs of all user activity within an AWS account. The 
recorded information includes the identity of the API caller, the time of the API call, the source 
IP address of the API caller, the request parameters, and the response elements returned by the 
AWS cloud service. The AWS API call history produced by AWS CloudTrail enables security 
analysis, resource change tracking, and compliance auditing. 

 ΑWΣ Χονφιγ – With the AWS Config service, customers can immediately discover all of their AWS 
resources and view the configuration of each. Customers can receive notifications each time a 
configuration changes as well as dig into the configuration history to perform incident analysis.  

More information on these and other features is available at http://aws.amazon.com/security/awsど
securityどfeatures/.  

ΤηιρδどΠαρτψ Σεχυριτψ Τοολσ 
We also offer additional thirdどparty security tools to complement and enhance our customers’ 
operations in the AWS cloud. AWS Partner Network (APN) partners offer hundreds of familiar and 
industryどleading products that are equivalent to, identical to, or integrate with existing controls in a 
customer’s onどpremises environments. Customers can browse and purchase APN partner products on 
the AWS Marketplace. These products complement existing AWS cloud services to enable customers to 
deploy a comprehensive security architecture and a more seamless experience across their cloud and 
onどpremises environments. The APN partner security products cover multiple areas of security, 
including application security, policy management, identity management, security monitoring, 
vulnerability management, and endpoint protection. Error! Reference source not found. is a snapshot of 
the APN partners and categories of products available under the security category in the AWS 
Marketplace. 
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Several of the security products that AWS offers are provided only by APN partners that are prequalified 
by the APN Partner Competency Program, which confirms their technical proficiency and proven 
customer success in specialized solution areas. AWS’s Security Competency Partners can also provide 
demos and consulting services that are not always available through the AWS Marketplace. 

ΧΑ Ρεσπονσε: 

This is addressed throughout all of our policies and procedures.  CA SaaS Operations and Delivery runs 
an Information Security Management Framework (ISMS), which includes security organization, 
documentation, monitoring, and continuous improvement cycle.  The security documentation comprises 
of CA SaaS Operations information security policies, procedures, guidelines and checklists. ISMS 
documentation is reviewed along with applicable controls annually. CA offers a variety of SaaS solutions, 
details for each offering has been provided in Exhibit 1 and 2 of this proposal. 

Μιχροσοφτ Ρεσπονσε: 

Below are diagrams that illustrate the policies and procedures in ensuring visibility, compliance, data 
security and threat protection for cloudどdelivered services with Microsoft. 

Αζυρε Χονχεπτυαλ Dεσιγν Πηασε 1 
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Αζυρε Χονχεπτυαλ Dεσιγν Πηασε 2 
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Αζυρε Χονχεπτυαλ Dεσιγν Πηασε 3 
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Αζυρε Πηψσιχαλ Dεσιγν Πηασε 1 

 

Αζυρε Πηψσιχαλ Dεσιγν Πηασε 2 
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Αζυρε Πηψσιχαλ Dεσιγν Πηασε 3 

 

 

Αζυρε Λογιχαλ Dεσιγν Πηασε 1 

 

108



   

42  
 

Αζυρε Λογιχαλ Dεσιγν Πηασε 2 

 

 

Αζυρε Λογιχαλ Dεσιγν Πηασε 3 
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7 ΟΡΓΑΝΙΖΑΤΙΟΝ ΑΝD ΣΤΑΦΦΙΝΓ 

7.1 ΧΟΝΤΡΑΧΤ ΜΑΝΑΓΕΡ 
Τηε Οφφερορ mυστ προϖιδε α Χοντραχτ Μαναγερ ασ τηε σινγλε ποιντ οφ χονταχτ φορ mαναγεmεντ οφ τηε 
ΝΑΣΠΟ ςαλυεΠοιντ Μαστερ Αγρεεmεντ, αδmινιστερεδ βψ τηε Στατε οφ Υταη.  Τηε Χοντραχτ Μαναγερ 
mυστ ηαϖε εξπεριενχε mαναγινγ χοντραχτσ φορ χλουδ σολυτιονσ. 

  
Προϖιδε τηε ναmε, πηονε νυmβερ, εmαιλ αδδρεσσ, ανδ ωορκ ηουρσ οφ τηε περσον ωηο ωιλλ αχτ ασ 
Χοντραχτ Μαναγερ ιφ ψου αρε αωαρδεδ α Μαστερ Αγρεεmεντ. 

ΣΗΙ Ρεσπονσε: 

Ρεθυιρεδ Ινφορmατιον  Οφφερορ’σΡεσπονσε
Name  Denise Verdicchio
Phone Number  908ど884ど1389
Email Address  Denise_Verdiccio@SHI.com

Position/Title  Senior Director, Public Sector
Years of industry experience  20 years in industry, 20 years with SHI 

Work Hours   Standard Business work hours
 

  
Dεσχριβε ιν δεταιλ τηε Χοντραχτ Μαναγερ�σ εξπεριενχε mαναγινγ χοντραχτσ οφ σιmιλαρ σιζε ανδ σχοπε το 
τηε ονε τηατ ωιλλ βε αωαρδεδ φροm τηισ ΡΦΠ.  Προϖιδε α δεταιλεδ ρεσυmε φορ τηε Χοντραχτ Μαναγερ. 

ΣΗΙ Ρεσπονσε: 

Dense Verdicchio has spent 20 years in the industry, and that entire time at SHI.  Denise has held 
positions at SHI in Sales, Sales Management, and most recently, Denise was promoted to Senior Director 
for SHI’s Public Sector field sales team across the country.  As such, Denise has responsibility for all SHI 
Public Sector contracts.  She has had experience managing many contracts of similar size and scope, and 
she is dedicated to excellence and continuous improvements in offerings and customer service. 

Denise’s resume follows: 
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Denise Verdicchio 
908.884.1389                                             202 Gregory Lane 
denise_verdicchio@SHI.com                                        Branchburg, NJ 08876  
 

 

Senior Sales Professional  /  Account Manager  
Offering 20 years of experience and achievement in the sale of IT software, hardware, and 

professional services to diverse business, healthcare, and government entities. 
 

 Top sales performer with remarkable talent for connecting with customers, influencing key 
decision makers, and matching buyer needs with the right products to ensure ongoing satisfaction 
and repeat business.  

 
 Assertive and resolute in pursuing opportunities, closing deals, resolving issues, and collaborating 

with vendors and other partners on seamless, timely implementation of world-class solutions.   
 

 Knowledgeable and articulate in interfacing with clients and in delivering high-impact presentations 
that drive audiences to desired action.  Accustomed to communicating with CEOs, CIOs, CTOs and 
other senior staff. 

 
 Inspirational, empowering leader able to guide sales teams to unprecedented results; 

exceptionally organized in multitasking, keeping accounts up to date, and giving proper attention 
to multiple, concurrent deals. 

 
 Passionate, enthusiastic, and hardworking. Driven each day to advance company goals, grow 

market share, surpass revenue targets, and boost bottom line profits while consistently exceeding 
client expectations.  
 

 7-time President’s Club recipient, 3-time Chairwoman’s Club designation, and Bali Award winner. 
 

Career History
 

 
SHI  I NTERNATI ONAL , Somerset, NJ, 1995 to Present 

In a series of increasingly responsible roles, develop new business, exceed sales targets, and 
provide outstanding service to customers of this $6B global provider of innovative IT products and 

services. 
 

Senior Director Public Sector, 7/ 1/ 2015-Present 

SENIOR SALES EXECUTIVE WITH 20 YEAR ACCOMPLISHED CAREER KNOWN FOR DELIVERING AND SUSTAINING 

REVENUE AND PROFIT GAINS WITHIN HIGHLY COMPETITIVE MARKET.   LEAD $1.3B BUSINESS UNIT INCLUDING TEAM 

OF 6 REGIONAL DIRECTORS AND 100 ACCOUNT EXECUTIVES IN ALL ASPECTS OF SALES, SERVICE, BUSINESS 
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DEVELOPMENT, ACCOUNT MANAGEMENT, SOLUTIONS IMPLEMENTATION, AND ISSUE RESOLUTION ACROSS NORTH 

AMERICA.  COLLABORATIVE LEADERSHIP STYLE INCLUDING ONGOING PERSONALIZED COACHING TO OTHER TEAM 

MEMBERS, OPEN INFORMATION SHARING, AND NURTURING CULTURE RESULTING IN CREATIVE AND INNOVATIVE 

ENVIRONMENT.     EXCEPTIONAL COMMUNICATOR WITH CONSULTATIVE SALES STYLE, STRONG NEGOTIATION SKILLS, 
EXCEPTIONAL, EXCEPTIONAL PROBLEM SOLVING ABILITIES, AND A KEEN CLIENT NEEDS ASSESSMENT APTITUDE.   

 SKILLED IN SENIOR-LEVEL PRESENTATIONS, NEGOTIATIONS, AND RELATIONSHIP BUILDING 
 MAINTAIN KNOWLEDGE AND EXPERTISE OF TECHNOLOGIES INCLUDING END USER COMPUTING, 

DATACENTER, AND SECURITY 
 DEVELOP AND IMPLEMENT SHORT AND LONG TERM SALES AND BUSINESS PLANS  
 PROVIDE LEADERSHIP AND INNOVATION IN KEY ACCOUNT DEVELOPMENT AND MANAGEMENT  
 ACKNOWLEDGED FOR EXCEPTIONAL STAFF DEVELOPMENT, MOTIVATION, AND TEAM BUILDING 

 

Director – East Region SLED, 8/ 2013 to 6/ 30/ 2015 
Lead team of 17 Account Executives in all aspects of sales, service, business development, account 
management, solutions implementation, and issue resolution for 8-state territory, SHI’s largest region 
representing over $200M in annual revenue. Oversee daily operations in assisting customers with 
software and hardware procurement and implementation, system configuration, data center 
optimization, cloud computing, IT asset management, and various other computing solutions—
ultimately helping clients maximize their IT investments and run successful businesses. Aggressively 
pursue new business through cold calling and other strategies. Travel extensively to client sites to 
provide in-person client support or drive new business opportunities.  Partner with IT vendors and 
strategic partners on solutions implementation and in planning strategies to increase business. 

 Excel in delivery of informative, insightful sales presentations to CEOs, CIOs, CTOs, CFOs, and 
other IT and procurement staff to update on current business and /  or explain what SHI can 
do for them.  

 Consistently demonstrate tremendous organization in keeping accounts current, overseeing 
all deals from 12 Account Executives, and responding to up to 400 customer emails daily.  

 Motivate teams each day to work to their full potential. Provide ongoing coaching and support.  
 Promoted to Director after highly successful tenure as Account Executive.  

 

SHI  I NTERNATI ONAL , Somerset, NJ 
Account Executive – NJ State and Local Government, 2010 to Present 

Develop new business, service customer needs, and oversee daily account management for public 
sector clients in NJ State and Local Government.  Interface daily with customers in providing 
information, resolving issues, communicating SHI offerings, and enabling them to secure quotes 
through their own procurement systems. Negotiate deals, support customer contracts, and deliver 
sales presentations. Onboard new vendors, enabling them to procure software on the NJ state 
contract. Collaborate with vendors on delivery of comprehensive IT solutions.  

 Grew this new line of business from $0 to $40M in three years, establishing all new clients--
including 19 NJ counties, more than 100 individual townships, and all state agencies. 

 Delivered more than $2M in cost savings to clients through successful price negotiations with 
vendors.  

 Regularly exceed quarterly /  annual sales targets. 
 

SHI  I NTERNATI ONAL , Somerset, NJ 
Account Executive – North Carolina Commercial Accou nts, 1998 to 2010 
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Orchestrated customized, total IT solutions for Duke Energy (30K employees), SAS Institute, Wake 
Forest University, and other commercial accounts throughout North Carolina. Aggressively pursued 
and developed new business through cold calling, networking, and other forms of outreach.  

 Fostered and fortified strong, mutually beneficial relationships with Microsoft, Adobe, 
Symantec, McAfee, HP, VMware, Amazon Web Service, EMC, Lenovo, and other strategic 
partners.  

 Demonstrated tremendous energy and unyielding commitment to being in front of customers 
as often as possible to create and expand relationships.  

 
~  Earlier SHI experience as Human Resources Assistant  (1997 to 1998), hiring employees to all 

SHI divisions; and as I nside Account Manager  (1995 to 1997),  answering customer calls, 
quoting product, placing orders, and providing support to North Carolina accounts. ~   

Education
 

 
Bachelor of Arts Degree in Psychology and Sociology   

RUTGERS COLLEGE, New Brunswick, NJ 
Double Major; Honor’s Graduate 

 
Professional Development: 

Microsoft Sales Professional Certification •  VMWare Sales Specialist •   
McAFee Certified Sales Professional 

  
Dεσχριβε ιν δεταιλ τηε ρολεσ ανδ ρεσπονσιβιλιτιεσ οφ τηε Χοντραχτ Μαναγερ ασ τηεψ αππλψ το τηε ΝΑΣΠΟ 
ςαλυεΠοιντ Μαστερ Αγρεεmεντ τηατ ωιλλ βε αωαρδεδ φροm τηισ ΡΦΠ. 

ΣΗΙ Ρεσπονσε: 

As SHI’s Senior Director for Public Sector, Denise not only will take personal responsibility for the 
management of this contract, she also has access to and control over a wide variety of resources within 
SHI to ensure the success of this contract.  

Denise understands the intracacies of implementing and maintaining a contract of this nature, 
supporting multiple state agencies and municipalities.  When SHI enters into an agreement of this 
magnitude, we take great care to implement support and service plans to meet the needs of each State, 
while also supporting each indivual agency, city, county, township, school district and higher education 
institution.   

While Denise will act as the Contract Manager and Single Point of Contact for this contract, she is 
certainly not alone in the support of this contract.  Denise will coordinate the efforts of SHI’s contracts 
team, our Solutions specialists, our Public Sector Marketing team, and of course our Public Sector sales 
team across the country. 

To give you an idea of our scope of coverage from a sales perspective, SHI is proud to support our Public 
Sector customers with the following team members who work εξχλυσιϖελψ ωιτη Πυβλιχ Σεχτορ: 
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 88 Field Account Executives supporting State & Local Government and Education 
 150 Inside Account Executives supporting Small/Medium Local Government and Education 

customers 
 94 Inside Account Managers who partner with our Field Account Executives and assist 

customers with their day to day quoting and ordering needs 
 7 Public Sector Marketing Managers who are dedicated to support the success of our sales team  

 
In short, SHI has many representatives who will support the NASPO ValuePoint SVAR contract both 
within our Headquarters office and across the country.  Denise looks forward to coordinating all of these 
resources to the maximum benefit of NASPO ValuePoint and each Participating State. 
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8 ΤΕΧΗΝΙΧΑΛ ΡΕΘΥΙΡΕΜΕΝΤΣ 
Ιφ αππλιχαβλε το αν Οφφερορσ οφφερινγ, αν Οφφερορ mυστ προϖιδε α ποιντ βψ ποιντ ρεσπονσεσ το εαχη 
τεχηνιχαλ ρεθυιρεmεντ δεmονστρατινγ ιτσ τεχηνιχαλ χαπαβιλιτιεσ. Ιφ α τεχηνιχαλ ρεθυιρεmεντ ισ νοτ 
αππλιχαβλε το αν Οφφερορ�σ οφφερινγ τηεν τηε Οφφερορ mυστ εξπλαιν ωηψ τηε τεχηνιχαλ ρεθυιρεmεντ ισ νοτ 
αππλιχαβλε. 

Ιφ αν Οφφερορ�σ προποσαλ χονταινσ mορε τηαν ονε Σολυτιον (ι.ε., ΣααΣ ανδ ΠααΣ) τηεν τηε Οφφερορ mυστ 
προϖιδε α ρεσπονσε φορ εαχη Σολυτιον. Ηοωεϖερ, Οφφερορσ δο νοτ νεεδ το συβmιτ α προποσαλ φορ εαχη 
Σολυτιον. 

ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 

SHI is responding today with offerings from AWS, Microsoft, and CA as well additional service offerings 
from our partner Ascent Innovations. For Section 8 we have provided the response from each of these 
partners. 

8.1 ΤΕΧΗΝΙΧΑΛ ΡΕΘΥΙΡΕΜΕΝΤΣ 

  
Οφφερορ mυστ ιδεντιφψ τηε χλουδ σερϖιχε mοδελ(σ) ανδ δεπλοψmεντ mοδελ(σ) ιτ ιντενδσ το προϖιδε το 
Ελιγιβλε Υσερσ. Σεε Ατταχηmεντ D. 

ΑWΣ Ρεσπονσε: 

Our proposed service models are IaaS and PaaS, each deployed in either Community, Public or Hybrid 
models. Our proposed IaaS and PaaS cloud offers have the ability to store and secure Low, Moderate 
and High Risk data in conformance with FIPS designations. 

Amazon Web Services, Inc. (AWS) provides customers of all sizes with onどdemand access to a wide range 
of cloud infrastructure services, charging you only for the resources you actually use. AWS enables you 
to eliminate the need for costly hardware and the administrative pain that goes along with owning and 
operating it. Instead of the weeks and months it takes to plan, budget, procure, set up, deploy, operate, 
and hire for a new project, our customers can simply sign up for AWS and immediately begin 
deployment in the cloud with the equivalent of 1, 10, 100, or 1,000 servers. Whether an organization 
needs to prototype an application or host a production solution, AWS makes it simple for customers to 
get started and be productive. 

Βροαδ Νετωορκ Αχχεσσ 
AWS provides a simple way to access servers, storage, databases, and a broad set of application services 
over the Internet. Cloud computing providers such as AWS own and maintain the networkどconnected 
hardware required for these application services, while you provision and use what you need via a web 
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application. All AWS cloud services are driven by robust APIs that allow for a wide variety of monitoring 
and management tools to integrate easily with AWS cloud resources. Common tools from vendors such 
as Microsoft, VMware, BMC Software, Okta, RightScale, Eucalyptus, CA, Xceedium, Symantec, Racemi, 
and Dell already support AWS, to name just a few. This flexibility allows AWS customers to easily 
provision, manage, and monitor all of their IT resources through a “single pane of glass” with the tool 
that best fits their unique needs. This also means a full inventory of those resources is only a few clicks 
away. 

 Μαναγεmεντ Χονσολε: The AWS Management Console is a single destination for managing all 
AWS resources, from Amazon Elastic Compute Cloud (Amazon EC2) instances to Amazon 
DynamoDB tables. Use the AWS Management Console to perform any number of tasks, from 
deploying new applications to monitoring the health of applications. The AWS Management 
Console also enables customers to manage all aspects of their AWS account, including accessing 
monthly spending by service, managing security credentials, or even setting up new AWS 
Identity and Access Management (AWS IAM) users. The AWS Management Console supports all 
AWS regions and lets customers provision resources across multiple regions. 

 Χοmmανδ Λινε Ιντερφαχε: The AWS Command Line Interface (CLI) is a unified tool used to 
manage AWS cloud services. With just one tool to download and configure, customers can 
control multiple AWS resources from the command line and automate them through scripts. 
The AWS CLI introduces a new set of simple file commands for efficient file transfers to and 
from Amazon Simple Storage Service (Amazon S3). 

Many of the tools that organizations use to manage onどpremises environments can be integrated with 
AWS as well. Integrating an AWS environment can provide a simpler and quicker path for cloud 
adoption, because a customer’s operations team does not need to learn new tools or develop 
completely new processes. For example: 

 AWS Management Portal for vCenter enables customers to manage their AWS resources using 
VMware vCenter. The portal installs as a vCenter plugどin within the existing vCenter 
environment. Once installed, it enables customers to migrate VMware VMs to Amazon EC2 and 
manage AWS resources from within vCenter. The AWS resources that customers create using 
the portal can be located in their AWS account, even though those resources have been created 
using vCenter. For experienced VMware administrators, AWS Management Portal for vCenter 
provides a familiar look and feel that can make it easy to start using AWS. AWS Management 
Portal for vCenter is available at no additional charge.  

 The Amazon EC2 VM Import Connector extends the capabilities of VMware vCenter to provide a 
familiar graphical user interface customers can use to import their preexisting Virtual Machines 
(VMs) to Amazon EC2. Using the connector, importing a VM is as simple as selecting a VM from 
the vSphere infrastructure, and specifying the AWS region, Availability Zone, operating system, 
instance size, security group, and Amazon Virtual Private Cloud (Amazon VPC) details (if desired) 
into which the VM should be imported. Once the VM has been imported, customers can launch 
it as an instance from the AWS Management Console and immediately take advantage of all the 
features of Amazon EC2. 

 AWS Management Pack for Microsoft System Center enables customers to view and monitor 
their AWS resources directly in the Operations Manager console. This way, customers can use a 
single, familiar console to monitor all of their resources, whether they are onどpremises or in the 
AWS cloud. You get a consolidated view of all AWS resources across regions and Availability 
Zones. It also has builtどin integration with Amazon CloudWatch so that the metrics and alarms 
defined in Amazon CloudWatch surface as performance counters and alerts in the Operations 
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Manager console. Information on AWS Management Pack for Microsoft System Center can be 
found here. 

Ραπιδ Ελαστιχιτψ 
AWS provides a massive global cloud infrastructure that allows you to quickly innovate, experiment, and 
iterate. Instead of waiting weeks or months for hardware, you can instantly deploy new applications, 
instantly scale up as your workload grows, and instantly scale down based on demand. Customers need 
to be confident that their existing infrastructure can handle a spike in traffic and that the spike will not 
interfere with normal business operations. Elastic Load Balancing and Auto Scaling can automatically 
scale a customer’s AWS resources up to meet unexpected demand and then scale those resources down 
as demand decreases. 

Ρεσουρχε Ποολινγ 
The AWS environment is a virtualized, multiどtenant environment. AWS has implemented security 
management processes, PCI controls, and other security controls designed to isolate each customer 
from other customers. AWS systems are designed to prevent customers from accessing physical hosts or 
instances not assigned to them by filtering through the virtualization software. This architecture has 
been validated by an independent PCI Qualified Security Assessor (QSA) and was found to be in 
compliance with all requirements of PCI DSS version 2.0 published in October 2010.  

Μεασυρεδ Σερϖιχε 
AWS utilizes automated monitoring systems to provide a high level of service performance and 
availability. Proactive monitoring is available through a variety of online tools both for internal and 
external use. Systems within AWS are extensively instrumented to monitor key operational metrics. 
Alarms are configured to notify operations and management personnel when early warning thresholds 
are crossed on key operational metrics. An onどcall schedule is used such that personnel are always 
available to respond to operational issues. This includes a pager system so alarms are quickly and 
reliably communicated to operations personnel. 

Βιλλινγ Οπτιονσ: With AWS, customers can generate detailed billing reports that break down costs by the 
hour, day, or month; or by each account in your organization; or by product or product resource, or by 
tags that you define yourself. 

You might choose to receive detailed billing reports in order to do any of the following: 

 Bring your billing data into an application that can read a CSV file. 
 Build an application that uses your billing data. 
 Monitor your monthどtoどdate charges. 
 Forecast your monthly charges. 
 Share your data with a partner. 
 Import your billing data into your accounting system. 
 Retrieve your bill for multiple accounts. 

You can customize these reports to list the AWS resources that generate the included charges, and 
create tags for your AWS resources to add your own labels to nearly every line item in your reports. You 
can view these reports in applications that can read CSV files, such as Microsoft Excel, or you can write 
custom applications that import the billing data from the file for analysis. 
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AWS publishes these reports up to several times a day in commaどseparated value (CSV) format to an 
Amazon S3 bucket that you specify. After you set up your account to receive detailed billing reports in 
an Amazon S3 bucket, AWS starts to write reports to the bucket several times each day. You can get 
these reports using the Amazon S3 console, application programming interface (API), and command line 
interface (CLI). The file contains charges for the account, broken down by AWS product and individual 
type of usage. 

Χονσολιδατεδ Βιλλινγ: You can also use the Consolidated Billing feature to consolidate payment for 
multiple AWS accounts within your organization by designating one of them to be the payer account. 
With Consolidated Billing, you can see a combined view of AWS charges incurred by all accounts, as well 
as get a detailed cost report for each individual AWS accounts associated with your payer account. 
Consolidated Billing is offered at no additional charge. 

ΑWΣ Βυδγετσ: You can define a monthly budget for your AWS costs—whether at an aggregate cost level 
(i.e., “all costs”) or further refined to include only those costs relating to specific cost dimensions or 
groups of cost dimensions, including Linked Account, Service, Tag, Availability Zone (“AZ”), Purchase 
Option (e.g., Reserved), and/or API Operation. 

Further, you can attach email notifications to these budgets that are triggered when your actual or 
forecasted costs exceed a threshold—that you define—relative to your budgeted costs. For example, 
you could create a monthly budget titled “Monthly Marketing Budget – EC2” and include within it only 
those costs relating to EC2 that you have tagged “Department:Marketing.” You could then elect to 
receive email notifications when your actual costs exceed 80% of your budgeted costs or when your 
forecasted costs exceed 100% of your budgeted costs. All of your budgets are available for viewing 
within the Budgets Dashboard—complete with detailed data (e.g., budget dimensions and time range) 
and variance analyses—and within Cost Explorer. 

Full information on AWS billing can be found on the AWS website: 
http://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/DetailedBillingReports.html.  

Ηψβριδ Μοδελ (Εξτενδ ΙΤ Σερϖιχεσ) 
A hybrid cloud environment allows organizations to address immediate IT needs though utilizing the 
benefits of cloud computing, while also retaining onどpremises infrastructure. A hybrid model is a 
prudent approach to cloud adoption for organizations that require the immediate use of scalable cloud 
services, but are not ready to fully migrate all application and workloads to the cloud. 

AWS provides the tools and solutions to integrate existing onどpremises resources with the AWS cloud. 
By using AWS to enhance and extend your capabilities, without giving up the investments you have 
already made, you can accelerate your adoption of cloud computing. 

Γενεραλ Ηψβριδ Χλουδ Ρεθυιρεmεντσ ανδ Ισσυεσ: Some of the common requirements and issues 
associated with hybrid cloud are: 

 Onどdemand, scalable compute resources. 
 Flexible, secure, and reliable network connectivity. 
 Automated backup and recovery. 
 A highly secure and controlled platform, with a wide array of additional security features. 
 Integrated access control. 
 Easyどtoどuse management tools that integrate with onどpremises management resources. 
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ΑWΣ Χαπαβιλιτιεσ φορ Ηψβριδ Χλουδ Σολυτιονσ: AWS provides all of the capabilities required for a 
dynamic, reliable, and secure hybrid cloud solution: 

 Εξτενδ Νετωορκ Χονφιγυρατιον: Flexible network connectivity is a cornerstone of integrating 
distributed environments, including AWS and your existing onどpremises equipment. With 
Amazon VPC, you can extend your onどpremises network configuration into your virtual private 
networks on the AWS cloud. AWS resources can operate as if they are part of your existing 
corporate network. Amazon VPC lets you provision a logically isolated section of the AWS cloud 
where you can launch AWS resources in a virtual network that you define. You have complete 
control over your virtual networking environment, including selection of your own IP address 
range, creation of subnets, and configuration of route tables and network gateways. 

 Ιντεγρατεδ Χλουδ Βαχκυπσ: AWS helps simplify the backup and recovery environment for the 
enterprise. You can leverage the onどdemand nature of the cloud and automate your backup and 
recovery processes so they are not only less complex and lightweight, but also easy to manage 
and maintain. Storage services with AWS are designed to provide 99.999999999% durability, so 
you can feel confident your backups are protected. 

 Ιντεγρατεδ Νετωορκ Χοννεχτιον: Onどpremises connection with AWS is best accomplished with 
AWS Storage Gateway, a software appliance installed in your data center with cloudどbased 
storage to provide seamless and secure integration between an organization’s existing IT 
environment and the AWS storage infrastructure. Using industryどstandard storage protocols, the 
service allows you to store data in the AWS cloud for scalable and costどeffective storage. It 
provides lowどlatency performance by maintaining frequently accessed data onどpremises while 
securely storing all of your data encrypted in the Amazon Simple Storage Service (Amazon S3) or 
Amazon Glacier. 

 Ιντεγρατεδ Ρεσουρχε Μαναγεmεντ ανδ Wορκλοαδ Μιγρατιον: All AWS cloud services are driven 
by robust APIs that allow for a wide variety of monitoring and management tools that integrate 
easily with your AWS cloud resources. It’s likely that many of the tools that your organization is 
using to manage your onどpremises environments can be extended to include AWS as well. 
Integrating your AWS environment can provide a simpler and quicker path for cloud adoption, 
because your operations team does not need to learn new tools or develop completely new 
processes. 

Σολυτιον Υσε Χασεσ: Use cases for AWS hybrid solutions include: 

 Migrating workloads and data that are “cloud ready” (i.e., applications that do not need 
significant reどarchitecting for a cloud migration). 

 Retaining data onどpremises to meet regulatory and compliance needs. 
Ηψβριδ Χλουδ Ρεσουρχεσ: AWS provides the tools, information, and guidance to build a hybrid cloud 
environment that can offer an immediate impact to customers. Visit our hybrid cloud webpage for 
information on how to get started: http://aws.amazon.com/enterprise/hybrid/ 

ΧΑ Ρεσπονσε: 

Agile ど CA Agile Central is a SaaS offering that is generally used to document and manage work within 
the SDLC. 
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APIM – CA APIM SaaS offering helps accelerate, secure and manage APIs. CA is responsible for 
development and management of application. AWS provides IaaS services to CA for management of the 
underlying cloud infrastructure. 

ASM ど CA App Synthetic Monitor (ASM) provides endどtoどend transaction responseどtime visibility into 
cloud, mobile and Web applications.  Application utilizes Rack Space IaaS services. 

MAA – CA Mobile App Analytics stimulates collaboration between business analysts, developers, 
operations and support in order to accelerate mobile app delivery and improve endどuser experience. 
This service is hosted at CenturyLink Data center and the infrastructure is managed and maintained by 
CA SaaS Ops and Delivery team. 

PPM – Project Portfolio Management represents a single platform that enables you to manage your 
entire innovation lifecycle and make more informed strategic investments. CA PPM helps you track and 
prioritize market and customer requirements and make better decisions on how to invest limited 
resources.  

Μιχροσοφτ Ρεσπονσε: 

See the response to question 6.7. 

  
Φορ τηε πυρποσεσ οφ τηε ΡΦΠ, mεετινγ τηε ΝΙΣΤ εσσεντιαλ χηαραχτεριστιχσ ισ α πριmαρψ χονχερν. Ασ συχη, 
δεσχριβε ηοω ψουρ προποσεδ σολυτιον(σ) mεετ τηε φολλοωινγ χηαραχτεριστιχσ, ασ δεφινεδ ιν ΝΙΣΤ Σπεχιαλ 
Πυβλιχατιον 800ど145: 

8.1.2.1 ΝΙΣΤ Χηαραχτεριστιχ ど ΟνどDεmανδ ΣελφどΣερϖιχε:  
Προϖιδε α βριεφ ωριττεν δεσχριπτιον οφ ηοω τηε χλουδ σολυτιονσ προποσεδ σατισφιεσ τηισ ινδιϖιδυαλ 
εσσεντιαλ ΝΙΣΤ Χηαραχτεριστιχ. Αττεστ χαπαβιλιτψ ανδ βριεφλψ δεσχριβε ηοω σελφどσερϖιχε τεχηνιχαλ χαπαβιλιτψ 
ισ mετ. 

ΑWΣ Ρεσπονσε: 

Amazon Web Services, Inc. (AWS) provides customers of all sizes with onどdemand access to a wide range 
of cloud infrastructure services, charging you only for the resources you actually use. AWS enables you 
to eliminate the need for costly hardware and the administrative pain that goes along with owning and 
operating it. Instead of the weeks and months it takes to plan, budget, procure, set up, deploy, operate, 
and hire for a new project, our customers can simply sign up for AWS and immediately begin 
deployment in the cloud with the equivalent of 1, 10, 100, or 1,000 servers. Whether an organization 
needs to prototype an application or host a production solution, AWS makes it simple for customers to 
get started and be productive. 

ΧΑ Ρεσπονσε: 

Agile ど CA Agile Central is a SaaS offering that is generally used to document and manage work within 
the SDLC. 
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APIM – N/A. This is a SaaS service and clients do not have direct access to the underlying infrastructure 
in order to provision computing capabilities. CA is responsible for the management and maintenance of 
the infrastructure and will make any necessary adjustments as part of providing this service to its clients. 

ASM – This does not apply as this is a SaaS service. ASM customers are able to manage all aspects of 
their accounts, create subどaccounts, and make any configuration changes necessary for their monitors. 

MAA – This is a SaaS offering and OnどDemand service is not available, however, MAA customers are 
enabled to manage their accounts and carry out configuration changes required to manage mobile 
applications. 

PPM – Each PPM SaaS instance is provisioned to support the users subscribed to it. Additional storage 
and compute resources are provided as required without client action. Clients have the capability to 
provision users and define access in a selfどservice model 

Μιχροσοφτ Ρεσπονσε: 

Microsoft Azure is a growing collection of integrated cloud services—analytics, computing, database, 
mobile, networking, storage, and web—for moving faster, achieving more, and saving money. Azure 
serves as a development, service hosting, and service management environment, providing customers 
with onどdemand compute, storage, networking, and content delivery capabilities to host, scale, and 
manage applications on the Internet. 

8.1.2.2 ΝΙΣΤ Χηαραχτεριστιχ ど Βροαδ Νετωορκ Αχχεσσ:  
Προϖιδε α βριεφ ωριττεν δεσχριπτιον οφ ηοω τηε χλουδ σολυτιονσ προποσεδ σατισφιεσ τηισ ινδιϖιδυαλ 
εσσεντιαλ ΝΙΣΤ Χηαραχτεριστιχ. Αττεστ χαπαβιλιτψ ανδ βριεφλψ δεσχριβε ηοω νετωορκ αχχεσσ ισ προϖιδεδ. 

ΑWΣ Ρεσπονσε: 

AWS provides a simple way to access servers, storage, databases, and a broad set of application services 
over the Internet. Cloud computing providers such as AWS own and maintain the networkどconnected 
hardware required for these application services, while you provision and use what you need via a web 
application, mobile client, or programmatically through published and well documented APIs. 

ΧΑ Ρεσπονσε: 

Agile ど All access to the application is through a browser. 

APIM – The APIM service is accessed via HTTPS on a supported browser with no requirements for a 
workstation client install; mobile friendly and optimized for use with iOS and Android tablets 

ASM – The ASM dashboard and API are accessible from any host connected to the public Internet.  The 
API and dashboard require authentication, and each account is only accessible by the account owner 
(customer). 

MAA – Upon native authentication, MAA dashboard is accessible by any host over public internet. Also, 
mobile devices connect to the service using REST API. 

PPM – The PPM service is accessed via HTTPS on a supported browser with no requirements for a 
workstation client install. 
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Μιχροσοφτ Ρεσπονσε: 

An Azure virtual network (VNet) is a representation of your own network in the cloud. It is a logical 
isolation of the Azure cloud dedicated to your subscription. You can fully control the IP address blocks, 
DNS settings, security policies, and route tables within this network. You can also further segment your 
VNet into subnets and launch Azure IaaS virtual machines (VMs) and/or Cloud services (PaaS role 
instances). Additionally you can connect the virtual network to your onどpremises network using one of 
the connectivity options available in Azure. In essence, you can expand your network to Azure, with 
complete control on IP address blocks with the benefit of enterprise scale Azure provides. 

 

8.1.2.3 ΝΙΣΤ Χηαραχτεριστιχ ど Ρεσουρχε Ποολινγ: 
Προϖιδε α βριεφ ωριττεν δεσχριπτιον οφ ηοω τηε χλουδ σολυτιονσ προποσεδ σατισφιεσ τηισ ινδιϖιδυαλ 
εσσεντιαλ ΝΙΣΤ Χηαραχτεριστιχ. Αττεστ χαπαβιλιτψ ανδ βριεφλψ δεσχριβε ηοω ρεσουρχε ποολινγ τεχηνιχαλ 
χαπαβιλιτψ ισ mετ. 

ΑWΣ Ρεσπονσε: 

The AWS environment is a virtualized, multiどtenant environment. AWS has implemented security 
management processes, PCI controls, and other security controls designed to isolate each customer 
from other customers. AWS systems are designed to prevent customers from accessing physical hosts or 
instances not assigned to them by filtering through the virtualization software. This architecture has 
been validated by an independent PCI Qualified Security Assessor (QSA) and was found to be in 
compliance with all requirements of PCI DSS version 2.0 published in October 2010. 

ΧΑ Ρεσπονσε: 

Agile ど We monitor all system resources and have alerting mechanisms when resource constraints have 
reached a defined threshold.  We can easily scale our systems to accommodate any additional capacity.  
If we determine a single user is using a significant amount of resources we will proactively reach out to 
them to understand what they are trying to accomplish and help them to formulate more performant 
queries. 

APIM – CA API Management SaaS (SaaS APIM) has been built from the ground up to be a multiど
tenanted, SaaSどbased offering that leverages Amazon’s infrastructure to scale appropriately; utilize a 
continuous integration model to provide for frequent updates; and fail over across multiple availability 
zones. 

ASM – All ASM core servers are dedicated physical servers.  ASM Public Status Pages are served from 
dedicated web servers (used only by CA ASM) in the Amazon Cloud, on shared tenancy virtualization.   
Amazon Cloud virtual machines used by ASM are managed by and provisioned by CA ASM systems 
administrators. 

MAA – MAA core service utilizes dedicated infrastructure layered with virtualization capabilities. It 
doesn’t share computing resources with other services. Tenants are segregated using application 
containerization capabilities. 
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PPM – For US based clients a scalable service is provided based solely within the US. Clients are provided 
with dedicated compute resources and pooled network/ISP which are monitored and adjusted to insure 
performance. 

Μιχροσοφτ Ρεσπονσε: 

Azure Resource Manager enables you to deploy and manage your solutions through resource groups. 
Typically, a resource group contains resources related to a specific application. For example, a group 
may contain a web app that hosts your public website, a SQL Database that stores relational data used 
by the site, and a Storage account that stores nonどrelational assets. Every resource in a resource group 
should share the same lifecycle. For more information about Resource Manager, see Resource Manager 
overview. 

Currently, not every service supports the portal or Resource Manager. For those services, you will need 
to use the classic portal. For the status of each service, see Azure portal availability chart. 

You can also manage resources through Azure PowerShell and Azure CLI. For more information about 
using those interfaces, see Using Azure PowerShell with Azure Resource Manager and Use the Azure CLI 
for Mac, Linux, and Windows with Azure Resource Manager. 

 

8.1.2.4 ΝΙΣΤ Χηαραχτεριστιχ ど Ραπιδ Ελαστιχιτψ:  
Προϖιδε α βριεφ ωριττεν δεσχριπτιον οφ ηοω τηε χλουδ σολυτιονσ προποσεδ σατισφιεσ τηισ ΝΙΣΤ 
Χηαραχτεριστιχ. Αττεστ χαπαβιλιτψ ανδ βριεφλψ δεσχριβε ηοω ραπιδ ελαστιχιτψ τεχηνιχαλ χαπαβιλιτψ ισ mετ. 

ΑWΣ Ρεσπονσε: 

AWS provides a massive global cloud infrastructure that allows you to quickly innovate, experiment, and 
iterate. Instead of waiting weeks or months for hardware, you can instantly deploy new applications, 
instantly scale up as your workload grows, and instantly scale down based on demand. Customers need 
to be confident that their existing infrastructure can handle a spike in traffic and that the spike will not 
interfere with normal business operations. Elastic Load Balancing and Auto Scaling can automatically 
scale a customer’s AWS resources up to meet unexpected demand and then scale those resources down 
as demand decreases. 

ΧΑ Ρεσπονσε: 

Agile ど This is a SaaS service, therefore, CA monitors all system resources and have alerting mechanisms 
when resource constraints have reached a defined threshold.  Data storage and network capacity are 
monitored and scaled to meet current client demands. Compute resources are scaled to meet client 
processing requirements 

APIM – CA API Management SaaS (SaaS APIM) has been built from the ground up to be a multiど
tenanted, SaaSどbased offering that leverages Amazon’s infrastructure to scale appropriately; utilize a 
continuous integration model to provide for frequent updates; and fail over across multiple availability 
zones. 
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ASM – All ASM core servers are dedicated physical servers; there is no elasticity.  The ASM Public Status 
Pages are served from web servers in the Amazon Cloud, and the pool of web servers can be grown or 
shrunk if necessary.  Any changes to the size of the pool would be transparent to endどusers and 
customers, and would only be done by CA ASM systems administrators. Since this is a SaaS environment 
the CA SaaS Operations and delivery along with RackSpace are responsible for management of the 
capacity and monitoring. 

MAA – The pool of web and application servers can be grown or shrunk when necessary.  Any changes 
to the size of the pool remains transparent to endどusers and customers, and would only be done by CA 
MAA systems administrators. 

PPM – Data storage and network capacity are monitored and scaled to meet current client demands. 
Compute resources are scaled to meet client processing requirements. 

Μιχροσοφτ Ρεσπονσε: 

Azure provide the ability to manually scale your application or set parameters to automatically scale it. 
Azure offers the ability to scale applications that are running Web Roles, Worker Roles, or Virtual 
Machines. To scale an application that is running instances of Web Roles or Worker Roles, you add or 
remove role instances to accommodate the work load. 

When scaling an application up or down that is running Virtual Machines, new machines are not created 
or deleted, but are turned on or turned off from an availability set of previously created machines. 
Scaling can be based on average percentage of CPU usage or based on the number of messages in a 
queue. 

Please consider the following information before you configure scaling for your application: 

 You must add Virtual Machines that you create to an availability set to scale an application that 
uses them. The Virtual Machines that you add can be initially turned on or turned off, but they 
will be turned on in a scaleどup action and turned off in a scaleどdown action. For more 
information about Virtual Machines and availability sets, see Manage the Availability of Virtual 
Machines. 

 Scaling is affected by core usage. Larger role instances or Virtual Machines use more cores. You 
can only scale an application within the limit of cores for your subscription. For example, if your 
subscription has a limit of twenty cores and you run an application with two medium sized 
Virtual Machines (a total of four cores), you can only scale up other cloud service deployments 
in your subscription by sixteen cores. All Virtual Machines in an availability set that are used in 
scaling an application must be the same size. For more information about core usage and 
machine sizes, see Virtual Machine and Cloud Service Sizes for Azure. 

 You must create a queue and associate it with a role or availability set before you can scale an 
application based on a message threshold. For more information, see How to use the Queue 
Storage Service. 

 You can scale resources that are linked to your cloud service. For more information about linking 
resources, see How to: Link a resource to a cloud service. 

 To enable high availability of your application, you should ensure that it is deployed with two or 
more role instances or Virtual Machines. For more information, see Service Level Agreements. 
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8.1.2.5 ΝΙΣΤ Χηαραχτεριστιχ � Μεασυρεδ Σερϖιχε:  
Προϖιδε α βριεφ ωριττεν δεσχριπτιον οφ ηοω τηε χλουδ σολυτιονσ προποσεδ σατισφιεσ τηισ ΝΙΣΤ 
Χηαραχτεριστιχ. Αττεστ χαπαβιλιτψ ανδ βριεφλψ δεσχριβε ηοω mεασυρεδ σερϖιχε τεχηνιχαλ χαπαβιλιτψ ισ mετ. 

ΑWΣ Ρεσπονσε: 

AWS utilizes automated monitoring systems to provide a high level of service performance and 
availability. Proactive monitoring is available through a variety of online tools both for internal and 
external use. Systems within AWS are extensively instrumented to monitor key operational metrics. 
Alarms are configured to notify operations and management personnel when early warning thresholds 
are crossed on key operational metrics. An onどcall schedule is used such that personnel are always 
available to respond to operational issues. This includes a pager system so alarms are quickly and 
reliably communicated to operations personnel. 

ΧΑ Ρεσπονσε: 

Agile ど Continuous monitoring of all service components (infrastructure and application) is deployed to 
proactively identify any component or service trending towards failure or approaching capacity 

CA’s bestどofどbreed monitoring solutions are deployed and supplemented with vendor specific diagnostic 
tools where appropriate 

24x7 staffed network operation center (NOC) to analyze and respond to automated monitoring alerts 

APIM – Continuous monitoring of all service components (infrastructure and application) is deployed to 
proactively identify any component or service trending towards failure or approaching capacity. This 
portion is handled for the underlying cloud infrastructure by AWS with active participation by CA 
including escalations of issues. 

ASM – CA ASM systems administrators track the resource consumption of each virtual machine in the 
cloud. Since this is a SaaS service, ASM customers do not need this information in order to use the 
service, nor do they have access to view it. 

MAA – CA MAA systems administrators track the resource consumption of each virtual machine in use. 
ITIL flows are utilized to ensure service delivery. MAA customers do not need this information in order 
to use the service, nor do they have access to view it. 

PPM – Continuous monitoring of all service components (infrastructure and application) is deployed to 
proactively identify any component or service trending towards failure or approaching capacity 
CA’s bestどofどbreed monitoring solutions are deployed and supplemented with vendor specific diagnostic 
tools where appropriate 24x7 staffed network operation center (NOC) to analyze and respond to 
automated monitoring alerts 

Μιχροσοφτ Ρεσπονσε: 

By default, minimal monitoring is provided for a new cloud service using performance counters gathered 
from the host operating system for the roles instances (virtual machines). The minimal metrics are 
limited to CPU Percentage, Data In, Data Out, Disk Read Throughput, and Disk Write Throughput. By 
configuring verbose monitoring, you can receive additional metrics based on performance data within 
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the virtual machines (role instances). The verbose metrics enable closer analysis of issues that occur 
during application operations. 

By default performance counter data from role instances is sampled and transferred from the role 
instance at 3どminute intervals. When you enable verbose monitoring, the raw performance counter data 
is aggregated for each role instance and across role instances for each role at intervals of 5 minutes, 1 
hour, and 12 hours. The aggregated data is purged after 10 days. 

After you enable verbose monitoring, the aggregated monitoring data is stored in tables in your storage 
account. To enable verbose monitoring for a role, you must configure a diagnostics connection string 
that links to the storage account. You can use different storage accounts for different roles. 

Note that enabling verbose monitoring will increase your storage costs related to data storage, data 
transfer, and storage transactions. Minimal monitoring does not require a storage account. The data for 
the metrics that are exposed at the minimal monitoring level are not stored in your storage account, 
even if you set the monitoring level to verbose. 

  
Offeror must identify for each Solution the subcategories that it offers for each service model.  For 
example if an Offeror provides a SaaS offering then it should be divided into education SaaS offerings, eど
procurement SaaS offerings, information SaaS offering, etc.   

ΣΗΙ Ρεσπονσε: 

Our ΙααΣ service model offers the following subcategories: 
� Computer/Infrastructure Services 

o Operating systems 
 Windows 
 Linux 
 BSD 

o Dedicated Hosts 
o Xen Hypervisor 

� Storage 
o File 
o Block 
o Object 
o Archive 
o Cache 
o Content Delivery Network (CDN) 

� Network 
o Virtual network 
o Load balancer 
o DNS 
o Gateways via VPNs 
o Firewall  
o Traffic manager 
o Direct link 

� PC/Desktop “aaS” 
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� Security 
o Identity & Access Management 
o Encryption 
o Network Security 
o Intrusion Management 
o DDOS Monitoring / Management 

The following ΙααΣ subcategories are supported if designed and provisioned by users: 
� Disaster Recovery 

o Business Continuity 
o High Availability / Failover 

� Security subcategories listed below are in addition to the native IaaS subcategories listed above: 
o Data Loss Prevention (DLP) 
o Web Security 
o Email Security 
o Security Information and Event Management (SIEM) 

Our ΠααΣ service model offers the following subcategories: 
 Analytics 

o Hadoop 
o Business Intelligence 
o Data Warehouse 

 Database 
o Relational 
o NoSQL 

 Development, Testing and Deployment 
o Containers 
o Services and APIs 
o Mobile  
o Internet of Things 
o Tools 
o Runtime environments 

 Open Source 
 

ΧΑ Ρεσπονσε: 

Agile ど We provide a SaaS offering that is generally used to document and manage work within the SDLC.  
In addition to the CA Agile offering CA Technologies also offers educational services and consultancy 
services. 

APIM – In addition to the APIM SaaS offering CA Technologies also offers educational services and 
consultancy services. CA provides education and training services to its clients. 

ASM – An ASM is a SaaS offering that provides customers with the ability to monitor the availability, 
health, and performance of network services (web sites, email servers, etc.). 

MAA – CA MAA helps app developers visualize, investigate, manage, and support user interactions with 
their mobile apps. It provides deep insights into the performance, user experience, crash, and log 
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analytics of mobile apps. CA MAA is aimed to help enterprises understand the experience of mobile app 
users across the DevOps application lifecycle. Enterprises can accelerate the delivery of userどexperienceど
focused mobile applications and can achieve faster time to market by continuous application delivery 
while ensuring robust security. 

PPM – In addition to the PPM SaaS offering CA Technologies also offers educational services and 
consultancy services. 

Μιχροσοφτ Ρεσπονσε: 

Microsoft Azure offers IaaS, Saas and PaaS offerings for Commercial, Education and Government 
entities. 

  
Ασ αππλιχαβλε το αν Οφφερορ�σ προποσαλ, Οφφερορ mυστ δεσχριβε ιτσ ωιλλινγνεσσ το χοmπλψ ωιτη, τηε 
ρεθυιρεmεντσ οφ Ατταχηmεντσ Χ & D. 

ΣΗΙ Ρεσπονσε: 

ΑWΣ Ρεσπονσε: 

Please see response to question 6.5.3 and 8.6.2.  

ΧΑ Ρεσπονσε: 

Please see response to question 6.5.3 and 8.6.2. 

Μιχροσοφτ Ρεσπονσε: 

Please see response to question 6.5.3 and 8.6.2.  

  
Ασ αππλιχαβλε το αν Οφφερορ�σ προποσαλ, Οφφερορ mυστ δεσχριβε ηοω ιτσ οφφερινγσ αδηερε το τηε σερϖιχεσ, 
δεφινιτιονσ, ανδ δεπλοψmεντ mοδελσ ιδεντιφιεδ ιν τηε Σχοπε οφ Σερϖιχεσ, ιν Ατταχηmεντ D. 

ΣΗΙ Ρεσπονσε: 

The IaaS and PaaS services offered are designed to strictly support the NIST cloud definitions and 
functional delineations for each respective service model.  The IaaS and PaaS implementations are 
audited to comply with numerous oversight entities, so that users are able to build architectures 
suitable for storing, processing and appropriate handling of Low, Moderate and High Risk data. 

SHI is taking a flexible approach to this response in order to provide NASPO and NASPO Participating 
entities with the broadest offering of products over the life of this contract.     
 
ΑWΣ  
SHI has the flexibility to offer AWS Services directly to the customer or through a certified partner such 
as Day 1 Solutions.   We will work with each customer on a case by case basis to determine which is the 
most cost effective and efficient method. 
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Μιχροσοφτ  
SHI will be reselling Microsoft products and services to NASPO Participating Entities.   SHI will handle all 
of the logistics for NASPO Entities – scoping, quoting, PO placement, licensing agreements, usage 
reports, and billing.  SHI is Microsoft’s number 1 partner in the Public Sector space and vast experience 
specifically with 0365 and Azure as well as other cloud based offerings. 

ΧΑ  
SHI will be reselling CA products and solutions to NASPO participating entities.  SHI will work with each 
customer on a case by case basis to determine which is the most cost effective and efficient solution 
based on their needs.  

8.2 ΣΥΒΧΟΝΤΡΑΧΤΟΡΣ 
Οφφερορσ mυστ εξπλαιν ωηετηερ τηεψ ιντενδ το προϖιδε αλλ χλουδ σολυτιονσ διρεχτλψ ορ τηρουγη τηε υσε οφ 
συβχοντραχτορσ.  Ηιγηερ ποιντσ mαψ βε εαρνεδ βψ προϖιδινγ αλλ σερϖιχεσ διρεχτλψ ορ βψ προϖιδινγ δεταιλσ 
οφ ηιγηλψ θυαλιφιεδ συβχοντραχτορσ; λοωερ σχορεσ mαψ βε εαρνεδ φορ φαιλυρε το προϖιδε δεταιλεδ πλανσ φορ 
προϖιδινγ σερϖιχεσ ορ φαιλυρε το προϖιδε δεταιλ ρεγαρδινγ σπεχιφιχ συβχοντραχτορσ. Ανψ Συβχοντραχτορ 
τηατ αν Οφφερορ χηοοσεσ το υσε ιν φυλφιλλινγ τηε ρεθυιρεmεντσ οφ τηε ΡΦΠ mυστ αλσο mεετ αλλ 
Αδmινιστρατιϖε, Βυσινεσσ ανδ Τεχηνιχαλ Ρεθυιρεmεντσ οφ τηε ΡΦΠ, ασ αππλιχαβλε το τηε Σολυτιονσ 
προϖιδεδ.  Συβχοντραχτορ δο νοτ νεεδ το χοmπλψ ωιτη Σεχτιον 6.3. 

ΣΗΙ Ρεσπονσε: 

SHI is taking a flexible approach to this response in order to provide NASPO and NASPO Participating 
entities with the broadest offering of products over the life of this contract.     
 
ΑWΣ  
SHI has the flexibility to offer AWS Services directly to the customer or through a certified partner such 
as Day 1 Solutions.   We will work with each customer on a case by case basis to determine which is the 
most cost effective and efficient method. 

Μιχροσοφτ  
SHI will be reselling Microsoft products and services to NASPO Participating Entities.   SHI will handle all 
of the logistics for NASPO Entities – scoping, quoting, PO placement, licensing agreements, usage 
reports, and billing.  SHI is Microsoft’s number 1 partner in the Public Sector space and vast experience 
specifically with 0365 and Azure as well as other cloud based offerings. 

ΧΑ  
SHI will be reselling CA products and solutions to NASPO participating entities.  SHI will work with each 
customer on a case by case basis to determine which is the most cost effective and efficient solution 
based on their needs. CA Technologies may use subどcontractors and will ensure that any such usage 
meets the security and other contractual requirements for the service being provided. CA Technologies 
retains responsibility for any activities performed by a subcontractor. 
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Οφφερορ mυστ δεσχριβε τηε εξτεντ το ωηιχη ιτ ιντενδσ το υσε συβχοντραχτορσ το περφορm χοντραχτ 
ρεθυιρεmεντσ.  Ινχλυδε εαχη ποσιτιον προϖιδινγ σερϖιχε ανδ προϖιδε α δεταιλεδ δεσχριπτιον οφ ηοω τηε 
συβχοντραχτορσ αρε αντιχιπατεδ το βε ινϖολϖεδ υνδερ τηε Μαστερ Αγρεεmεντ.   

ΣΗΙ Ρεσπονσε: 

SHI will work hand in hand with each of the partners represented on this NASPO RFP response as well as 
any partners added in the future to meet the requirements of this RFP.    The partners are a critical piece 
of this process as many of these products are usage based and the OEM holds that information.  For 
Microsoft Azure, SHI may work with our elite partners that can offer additional services regarding Azure 
and specific to the customer requirements. Elite partners undergo an intensive vetting process to ensure 
that any work performed is on par with the standards SHI uses for their internal employees responsible 
for service delivery. Elite partners are required to fulfill statement of work requirements. 

Any implementation or support services will also be delivered by the respective partner.    SHI will work 
with our customers and partners to determine what the best path to these services are in each case.   
Most often we pass these through directly to the partner so the customer has immediate access to 
support when needed. 

SHI can offer Project Management to our customers to ensure that migrations to the cloud happen 
efficiently and on time.      

SHI is always available to our customers and can assist in directing our customers to the correct place for 
support. 

For CA Agile, currently coどlocation data center operations are subどcontracted, however, all 
infrastructure is managed and maintained by CA as well as application development. Therefore, 
subcontractors do not have access to the Data. 

For CA APIM, AWS is the IaaS provider, managing all aspects of the underlying cloud infrastructure. 

For CA ASM, Rackspace provides IaaS services to provision processing, storage, networks, and other 
fundamental computing resources. CA manages the operating systems and all aspects of ASM 
applications. 

For CA MAA and PPM ど Currently coどlocation data center operations are subどcontracted, however, all 
infrastructure is managed and maintained by CA as well as application development. Therefore, 
subcontractors do not have access to the Data. 
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Ιφ τηε συβχοντραχτορ ισ κνοων, προϖιδε τηε θυαλιφιχατιονσ οφ τηε συβχοντραχτορ το προϖιδε τηε σερϖιχεσ; ιφ 
νοτ, δεσχριβε ηοω ψου ωιλλ γυαραντεε σελεχτιον οφ α συβχοντραχτορ τηατ mεετσ τηε εξπεριενχε 
ρεθυιρεmεντσ οφ τηε ΡΦΠ.  Ινχλυδε α δεσχριπτιον οφ ηοω τηε Οφφερορ ωιλλ ενσυρε τηατ αλλ συβχοντραχτορσ 
ανδ τηειρ εmπλοψεεσ ωιλλ mεετ αλλ Στατεmεντ οφ Wορκ ρεθυιρεmεντσ.  

ΣΗΙ Ρεσπονσε: 

All of the partners that SHI has included in this RFP Response are known.   Below you will find 
qualifications that demonstrate how they will meet the experience requirements of the RFP.    SHI has 
created a partner package that includes all of the requirements set forth by NASPO.   Each time we 
engage a new partner or subcontractor we will have that partner review and fill out the partner package 
to demonstrate that they meet or exceed NASPO requirements. 

For CA Products, all subcontractors are vetted to meet the same or higher compliance standards as CA 
Technologies. All subcontractors are subjected to the annual SSAE16 audit and covered in the related 
report. 

8.3 WΟΡΚΙΝΓ WΙΤΗ ΠΥΡΧΗΑΣΙΝΓ ΕΝΤΙΤΙΕΣ 
ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 

SHI is responding today with offerings from AWS, Microsoft, and CA as well additional service offerings 
from our partner Ascent Innovations.  For this Section each partner has provide a specific response. 

  
Οφφερορ mυστ δεσχριβε ηοω ιτ ωιλλ ωορκ ωιτη Πυρχηασινγ Εντιτιεσ βεφορε, δυρινγ, ανδ αφτερ α Dατα 
Βρεαχη, ασ δεφινεδ ιν τηε Ατταχηmεντσ ανδ Εξηιβιτσ.  Ινχλυδε ινφορmατιον συχη ασ:  

Περσοννελ ωηο ωιλλ βε ινϖολϖεδ ατ ϖαριουσ σταγεσ, ινχλυδε δεταιλ ον ηοω τηε Χοντραχτ Μαναγερ ιν 
Σεχτιον 7 ωιλλ βε ινϖολϖεδ;  

 Ρεσπονσε τιmεσ;  

 Προχεσσεσ ανδ τιmελινεσ;  

 Μετηοδσ οφ χοmmυνιχατιον ανδ ασσιστανχε; ανδ  

 Οτηερ ινφορmατιον ϖιταλ το υνδερστανδινγ τηε σερϖιχε ψου προϖιδε. 

ΑWΣ Ρεσπονσε: 

Data Breaches and other security vulnerabilities, either reported, actual incidents, or other events, are 
evaluated using CVSS v2.   Impacted clients are notified directly via nonどautomated email within 24 
hours, and at least every 5 days afterwards until resolved.    
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In addition to direct communication, security bulletins are disclosed publicly 
http://aws.amazon.com/security/securityどbulletins/ 

AWS has implemented a formal, documented incident response policy and program. The policy 
addresses purpose, scope, roles, responsibilities, and management commitment and has been 
developed in alignment with the ISO 27001 standards, system utilities are appropriately restricted and 
monitored. Below is an outline of the threeどphased approach AWS has implemented to manage 
incidents:  

1) Activation and Notification Phase: Incidents for AWS begin with the detection of an event. This can 
come from several sources including:  
a) Metrics and alarms ど AWS maintains an exceptional situational awareness capability, most issues 

are rapidly detected from 24x7x365 monitoring and alarming of real time metrics and service 
dashboards. The majority of incidents are detected in this manner. AWS utilizes early indicator 
alarms to proactively identify issues that may ultimately impact Customers.  

b) Trouble ticket entered by an AWS employee  
c) Calls to the 24X7X365 technical support hotline. If the event meets incident criteria, then the 

relevant on どcall support engineer will start an engagement utilizing AWS Event Management 
Tool system to start the engagement and page relevant program resolvers (e.g. Security team). 
The resolvers will perform an analysis of the incident to determine if additional resolvers should 
be engaged and to determine the approximate root cause.  

2) Recovery Phase ど the relevant resolvers will perform break fix to address the incident. 
Once troubleshooting, break fix and affected components are addressed, the call leader will assign 
next steps in terms of follow どup documentation and follow ど up actions and end the call 
engagement.  

3) Reconstitution Phase ど Once the relevant fix activities are complete the call leader will declare that 
the recovery phase is complete. Post mortem and deep root cause analysis of the incident will be 
assigned to the relevant team. The results of the post mortem will be reviewed by relevant senior 
management and relevant actions such as design changes etc. will be captured in a Correction of 
Errors (COE) document and tracked to completion.  

In addition to the internal communication mechanisms detailed above, AWS has also implemented 
various methods of external communication to support its customer base and community. Mechanisms 
are in place to allow the customer support team to be notified of operational issues that impact the 
customer experience. A "Service Health Dashboard" (http://status.aws.amazon.com/) is available and 
maintained by the customer support team to alert customers to any issues that may be of broad impact.  

The AWS incident management program is reviewed by independent external auditors during audits for 
our SOC, PCI DSS, ISO 27001 and FedRAMP compliance. Additionally, the AWS incident response 
playbooks are maintained and updated to reflect emerging risks and lessons learned from past 
incidents. Plans are tested and updated through the due course of business (at least monthly). 

ΧΑ Ρεσπονσε: 

CA Technologies abides to contractual requirements for notification, in addition to working with legal to 
ensure compliance with regulatory requirements. There may be cases where incident analysis 
completion is a requirement for confirming the breach, and / or its impact and data leakage boundary. 
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Prior to completion of this activity, CA may not have the needed conclusions for customer 
communication.  Once subscriber data has been identified as part of the investigation, said subscribers 
will be notified as soon as possible and not longer than 5 days. A report of the incident will be available 
and distributed to clients within 30 days. 

Μιχροσοφτ Ρεσπονσε: 

The Microsoft Azure trustworthy foundation concept ensures application security through a process of 
continuous security improvement with its Security Development Lifecycle (SDL) and Operational Security 
Assurance (OSA) programs using both Prevent Breach and Assume Breach security postures.  
 
Prevent Breach works through the use of ongoing threat modeling, code review and security testing; 
Assume Breach employs RedどTeam / BlueどTeam exercises, live site penetration testing and centralized 
security logging and monitoring to identify and address potential gaps, test security response plans, 
reduce exposure to attack and reduce access from a compromised system, periodic postどbreach 
assessment and clean state. 
 
Azure validates services using third party penetration testing based upon the OWASP (Open Web 
Application Security Project) top ten and CRESTどcertified testers. The outputs of testing are tracked 
through the risk register, which is audited and reviewed on a regular basis to ensure compliance to 
Microsoft security practices. 

Azure services staff suspected of committing breaches of security and/or violating the Information 
Security Policy equivalent to a Microsoft Code of Conduct violation are subject to an investigation 
process and appropriate disciplinary action up to and including termination. 
 
Contracting staff suspected of committing breaches of security and/or violations of the Information 
Security Policy are subject to formal investigation and action appropriate to the associated contract, 
which may include termination of such contracts.  

Logging of service, user and security events (web server logs, FTP server logs, etc.) is enabled and 
retained centrally. MCIO restricts access to audit logs to authorized personnel based on job 
responsibilities. Event logs are archived on secure infrastructure and are retained for 180 days. 
 
Microsoft Identity Manager and intrusion detection system tools are implemented within the Azure 
environment. Azure uses an early warning system to support realどtime analysis of security events within 
its operational environment. Monitoring agents and the alert and incident management system 
generate near realどtime alerts about events that could potentially compromise the system. 

Microsoft Azure has developed robust processes to facilitate a coordinated response to incidents if one 
was to occur. A security event may include, among other things, unauthorized access resulting in loss, 
disclosure or alteration of data.  
 
The Azure Incident Response process follows five main phases: 

 Identification – System and security alerts may be harvested, correlated, and analyzed. Events 
are investigated by Microsoft operational and security organizations. If an event indicates a 
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security issue, the incident is assigned a severity classification and appropriately escalated 
within Microsoft. This escalation will include product, security, and engineering specialists. 

 Containment – The escalation team evaluates the scope and impact of an incident. The 
immediate priority of the escalation team is to ensure the incident is contained and data is safe. 
The escalation team forms the response, performs appropriate testing, and implements 
changes. In the case where inどdepth investigation is required, content is collected from the 
subject systems using bestどofどbreed forensic software and industry best practices. 

 Eradication – After the situation is contained, the escalation team moves toward eradicating any 
damage caused by the security breach, and identifies the root cause for why the security issue 
occurred. If a vulnerability is determined, the escalation team reports the issue to product 
engineering. 

 Recovery – During recovery, software or configuration updates are applied to the system and 
services are returned to a full working capacity. 

 Lessons Learned – Each security incident is analyzed to ensure the appropriate mitigations 
applied to protect against future reoccurrence. 

 

In the event a followどup action concerning a person or organization after an information security 
incident requires legal action, proper forensic procedures including chain of custody shall be required 
for preservation and presentation of evidence to support potential legal action subject to the relevant 
jurisdiction. Upon notification, impacted customers (tenants) and/or other external business 
relationships of a security breach shall be given the opportunity to participate as is legally permissible in 
the forensic investigation. 
 
Security incident response plans and collection of evidence adheres to ISO 27001 standards. MCIO has 
established processes for evidence collection and preservation for troubleshooting an incident and 
analyzing the root cause. In case a security incident involves legal action such as subpoena form, the 
guidelines described in the TSG are followed. 

  
Οφφερορ mυστ δεσχριβε ηοω ιτ ωιλλ νοτ ενγαγε ιν νορ περmιτ ιτσ αγεντσ το πυση αδωαρε, σοφτωαρε, ορ 
mαρκετινγ νοτ εξπλιχιτλψ αυτηοριζεδ βψ τηε Παρτιχιπατινγ Εντιτψ ορ τηε Μαστερ Αγρεεmεντ. 

ΑWΣ Ρεσπονσε: 

AWS services are provisioned onどdemand by the customer; this is the passive nature of IaaS.  The 
customer controls how it uses its account and what content moves onto and off of its account.  AWS 
SOC reports (available under AWS NDA) provide additional details on the specific control activities 
executed by AWS to prevent unauthorized access to AWS resources. Neither SHI nor AWS are agents of 
or otherwise engaged in advertising via advertising networks, adware, procured software or other such 
marketing entities. 

ΧΑ Ρεσπονσε: 

CA Technologies hosts all of its SaaS Offerings in a secure private data center, and does not allow thirdど
party marketing or content providers to inject any content into the customer’s session. No Advertising, 
software or any additional content of any type is allowed by CA policies and controls. 
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Μιχροσοφτ Ρεσπονσε: 

Microsoft Azure does not provide eどcommerce solutions.  

Note that Customer Data will be used only to provide customer the Microsoft Azure service. This may 
include troubleshooting aimed at preventing, detecting and repairing problems affecting the operation 
of the services and the improvement of features that involve the detection of, and protection against, 
emerging and evolving threats to the user (such as malware or spam). 
 
More information on Microsoft’s commitment around use of customer data can be found in the Privacy 
Statement and Online Services Use Rights 

  
Οφφερορ mυστ δεσχριβε ωηετηερ ιτσ αππλιχατιονどηοστινγ ενϖιρονmεντσ συππορτ α υσερ τεστ/σταγινγ 
ενϖιρονmεντ τηατ ισ ιδεντιχαλ το προδυχτιον. 

ΑWΣ Ρεσπονσε: 

You can get started quickly, with processes that are easy to repeat, through the ability to create a 
custom Amazon Machine Image (AMI) in Amazon Web Services. This makes sure that every developer 
and tester can be working with the same configuration. In addition, you can use AWS CloudFormer to 
take an image of your entire cloud infrastructure and create a template so you can start up exact 
replicas of that infrastructure for development and test. https://aws.amazon.com/devどtest/ 

ΧΑ Ρεσπονσε: 

CA has the ability to provide its customers with a test/staging environment that is identical to 
production with the possible exception of capacity.  CA works with its clients on a caseどbyどcase basis to 
provide the appropriate level of testing/staging environment based on needs and requirements. 

Μιχροσοφτ Ρεσπονσε: 

Azure has the capability of both staging and production environments for the services offered. 
Environments can be created via Azure credits provided through all MSDN subscriptions in addition to 
the Azure DevTest Labs feature which is now in preview. 

  
Οφφερορ mυστ δεσχριβε ωηετηερ ορ νοτ ιτσ χοmπυτερ αππλιχατιονσ ανδ Wεβ σιτεσ αρε βε αχχεσσιβλε το 
πεοπλε ωιτη δισαβιλιτιεσ, ανδ mυστ χοmπλψ ωιτη Παρτιχιπατινγ εντιτψ αχχεσσιβιλιτψ πολιχιεσ ανδ τηε 
Αmεριχανσ ωιτη Dισαβιλιτψ Αχτ, ασ αππλιχαβλε. 

ΑWΣ Ρεσπονσε: 

In 1998, The Congress of the United States of America amended the Rehabilitation Act to require 
Federal agencies to make their electronic and information technology accessible to people with 
disabilities. Inaccessible technology interferes with an individual's ability to obtain and use information 
quickly and easily. Section 508 was enacted to eliminate barriers in information technology, to make 
available new opportunities for people with disabilities, and to encourage development of technologies 
that will help achieve these goals. 
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The law applies to all Federal agencies when they develop, procure, maintain, or use electronic and 
information technology. Under Section 508 (29 U.S.C. ' 794d), agencies must give disabled employees 
and members of the public access to information that is comparable to the access available to others. 

AWS offers the Voluntary Product Accessibility Template (VPAT) upon request. 

AWS provides APIどbased cloud computing services with multiple interfaces to those services, 
including SDKs, IDE Toolkits, and Command Line Tools for developing and managing AWS resources.  In 
addition, AWS provides two graphical user interfaces, the AWS Management Console and the AWS 
ElasticWolf Client Console. The AWS ElasticWolf Client Console has incorporated Section 508 
requirements and AWS has prepared a Voluntary Product Accessibility Template (VPAT) for the Console, 
which outlines the Console’s accessibility features. 

ΧΑ Ρεσπονσε: 

A CA licensed program that has been evaluated by us for Section 508 purposes will have a Voluntary 
Product Accessibility Template (“VPAT").  CA evaluates such licensed programs consistent with the 
standards of the Information Technology Industry Council (“ITIC”).  CA’s evaluation of each such licensed 
program is recorded on the standardized VPAT template developed by ITIC.   The VPAT identifies how 
each evaluated licensed program does or does not meet the Section 508 requirements, or provides 
functional equivalence (“Functional Equivalence”), as set forth in the Section 508 regulations. 

As part of the postどcontract maintenance and support to be provided to its licensees under any 
agreement, CA will provide Section 508 upgrades and enhancements, Section 508 Functional 
Equivalence or other Section 508 deliverables referenced in any VPAT ("Section 508 Upgrades and 
Enhancements") on a when and ifどavailable basis, comprised of errorどcorrections, patches, workど
arounds, and additional features and functionality which are within the domain of, and which will not 
replace, the underlying CA licensed program.   

CA is not aware of any requirement under Section 508 that governs professional IT services beyond 
traditional software support.  CA Services does not make any representation or warranty regarding 
whether any work it performs under this agreement will affect the accessibility of any generally 
available CA Software product. Should the Government require CA Services to develop, modify and/or 
deliver code or other work product in the course of performing under this agreement, CA does not 
represent or warrant that such code or work product will be independently compliant with Section 
508.  A copy (CA PPM only) can be requested by calling 1ど800ど225ど5224. 

Μιχροσοφτ Ρεσπονσε: 

The Microsoft Product Support Services Help Desk is familiar with such features as keyboard access and 
other options important to people with disabilities. 

Microsoft offers a teletypewriter (TTY) service for customers who are deaf or hard of hearing. For 
assistance in the United States, contact Microsoft Technical Support on a TTY at 1ど800ど892ど5234. This 
service is available Monday through Friday 6:00 A.M. to 6:00 P.M. PST.  

For information on additional support services, visit the Microsoft Accessibility Web site at 
http://www.microsoft.com/enable 
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Οφφερορ mυστ δεσχριβε ωηετηερ ορ νοτ ιτσ αππλιχατιονσ ανδ χοντεντ δελιϖερεδ τηρουγη Wεβ βροωσερσ αρε 
βε αχχεσσιβλε υσινγ χυρρεντ ρελεασεδ ϖερσιονσ οφ mυλτιπλε βροωσερ πλατφορmσ (συχη ασ Ιντερνετ Εξπλορερ, 
Φιρεφοξ, Χηροmε, ανδ Σαφαρι) ατ mινιmυm. 

ΑWΣ Ρεσπονσε: 

SHI’s content delivered through Web browsers is accessible through current released versions of 
Internet Explorer, Chrome, FireFox, and Safari. 

ΧΑ Ρεσπονσε: 

CA SaaS applications are all delivered through the current releases of all major browsers, Internet 
Explorer, Chrome at a minimum. 

Μιχροσοφτ Ρεσπονσε: 

Azure supports several hardware platforms and browsers in order to perform tasks within the cloud 
platform. As Azure is computer based, using a mobile device or computer using a current browser is 
required. 

The latest mobile devices are supported: 

 All current mobile OS and one version back 
 Blackberry OS (Excluding Blackberry Priv which operates on Android OS) 

 

The latest versions of the following browsers are supported: 

 Edge (latest) 
 Internet Explorer (11 and up) 
 Safari (7 and up) 
 Chrome (latest) 
 Firefox (latest) 
 Safari 6 and lower are not supported. If you're using OS X, you can either use Chrome, Firefox, or 

upgrade to OS X Mavericks to get Safari 7. 
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Οφφερορ mυστ δεσχριβε ηοω ιτ ωιλλ, πριορ το τηε εξεχυτιον οφ α Σερϖιχε Λεϖελ Αγρεεmεντ, mεετ ωιτη τηε 
Πυρχηασινγ Εντιτψ ανδ χοοπερατε ανδ ηολδ α mεετινγ το δετερmινε ωηετηερ ανψ σενσιτιϖε ορ περσοναλ 
ινφορmατιον ωιλλ βε στορεδ ορ υσεδ βψ τηε Οφφερορ τηατ ισ συβϕεχτ το ανψ λαω, ρυλε ορ ρεγυλατιον 
προϖιδινγ φορ σπεχιφιχ χοmπλιανχε οβλιγατιονσ. 

ΣΗΙ Ρεσπονσε: 

SHI conducts one or more onboarding meetings with the Purchasing Entity and designees to define 
requirements and procedures needed for the purpose of account setup, provisioning of resources, 
access management, procurement and retirement of subcategory functionality offered under our IaaS 
and PaaS service models.    

SHI does not require access to nor does it grant itself read, write, administrative or any other type of 
access to the subcategory resources used to store, process and transfer the data owned by the 
Purchasing Entity. 

8.4 ΧΥΣΤΟΜΕΡ ΣΕΡςΙΧΕ 

  
Οφφερορ mυστ δεσχριβε ηοω ιτ ενσυρε εξχελλεντ χυστοmερ σερϖιχε ισ προϖιδεδ το Πυρχηασινγ Εντιτιεσ.  
Ινχλυδε: 

 Θυαλιτψ ασσυρανχε mεασυρεσ; 

 Εσχαλατιον πλαν φορ αδδρεσσινγ προβλεmσ ανδ/ορ χοmπλαιντσ; ανδ 

 Σερϖιχε Λεϖελ Αγρεεmεντ (ΣΛΑ).   

ΣΗΙ Ρεσπονσε: 

SHI provides a comprehensive customer support plan to ensure we are meeting each customer’s needs.  
SHI’s Account Executives are empowered to make decisions around the support of their customers, and 
they have the autonomy to resolve issues as they arise.  Because our Account Executives are 
accountable and responsible for ensuring customer satisfaction, SHI is able to provide high quality 
customer service and ensure efficient and effective response to questions and issues.  In addition, the 
SHI Regional Directors are engaged with the account teams to provide executive level support and to 
meet with customers as needed. 

SHI believes in regular communication with our customers.  SHI Account Executives meet with the 
Participating States and individual contract users to review their business with SHI.  During these review 
meetings, we discuss purchase history, as well as the customer’s future plans.  With open discussions, 
SHI can provide tremendous value in supporting future initiatives and will engage the support teams as 
needed to meet the customer’s goals and objectives. 

SHI encourages and actively solicits customer feedback.  Our Director of Quality collects customer 
comments and concerns to ensure they are addressed and resolved as quickly as possible.  SHI sends an 
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annual customer satisfaction survey to request feedback on our performance and the services we 
provide.  By soliciting feedback, we remain in touch with our customers’ needs. 

SHI remains nimble in our approach to supporting our customers’ IT needs, allowing us to address each 
customer on an individual basis.  We understand that “one size does not fit all” and that philosophy is 
apparent in our service structure. 

We believe our commitment to meeting our customers’ needs is demonstrated in our level of success 
under the current NASPO ValuePoint SVAR agreement.  SHI holds the most Participating Addenda and 
has achieved the most volume under the contract.  We have met and exceeded service levels for NASPO 
ValuePoint and for each State during the contract term, and we have been an active participant in 
helping NASPO ValuePoint and the States to explore new avenues to achieve additional benefits under 
the contract.   

Here is what one SHI customer has to say about SHI’s ability to meet his organization’s needs under the 
current SVAR contract: 

�Ι αm ωριτινγ τηισ λεττερ το ρεχοmmενδ ΣΗΙ ασ α ϖαλυε αδδεδ ρεσελλερ οφ Σοφτωαρε φορ τηε Στατε οφ Αριζονα.  Ι ωορκεδ 
ασ αν ΙΤ ινφραστρυχτυρε mαναγερ φορ τηε Dεπαρτmεντ οφ Χορρεχτιονσ φορ σιξ ψεαρσ ανδ ηαϖε βεεν ωορκινγ ατ τηε Χιτψ 
οφ Πηοενιξ τηε παστ τηρεε ψεαρσ.  Ι χαν αττεστ τηατ δυρινγ mψ χαρεερ ιν Ινφορmατιον Τεχηνολογψ Ι ηαϖε νεϖερ ωορκεδ 
ωιτη α ϖενδορ τηατ ωασ mορε ρεσπονσιϖε ανδ προϖιδεδ βεττερ χυστοmερ σερϖιχε τηαν ΣΗΙ.  Wηεν α θυοτε ωασ νεεδεδ 
φορ σοφτωαρε, ΣΗΙ αλωαψσ προϖιδεδ τιmελψ σερϖιχε ανδ νεϖερ λεφτ υσ ωαιτινγ.  Ιν αδδιτιον ΣΗΙ ωουλδ χονταχτ ανδ mεετ 
ωιτη ουρ τεαmσ το mακε συρε τηε νεεδσ οφ ουρ οργανιζατιον ωερε βεινγ mετ.  Wηεν ηελπ ωασ νεεδεδ ρεχονχιλινγ 
λιχενσινγ ΣΗΙ ωασ αχχοmmοδατινγ ανδ θυιχκ το ηελπ βψ προϖιδινγ υσεφυλ ρεπορτσ. ΣΗΙ ισ α γρεατ ρεσουρχε ανδ τρυλψ αν 
εξχεπτιοναλ παρτνερ.  Ι ωηολεηεαρτεδλψ ρεχοmmενδ τηειρ σερϖιχεσ.� 

どϑοην Ρψαν, Χιτψ οφ Πηοενιξ Ινφορmατιον Τεχηνολογψ Σερϖιχεσ 
ΑWΣ Ρεσπονσε: 

 Quality assurance measures: 
o Average contacts to resolution 
o Average response time 

 Escalation plan: 
o Dedicated resource escalates to SE immediately upon receipt of case, if requested by 

user, or if SLA is missed. 
o Support Engineer (SE) resource escalates to Sr. Support Engineer immediately upon 

receipt of case, if requested by user, or if second SLA is missed. 
o Sr. Support Engineer escalates to AWS engineering if SLA is missed. 
o Dedicated resource and highest Engineer resources is engaged on the case until 

completed and closed by the user. 
 SLA = <12 hour response time 

 

ΧΑ Ρεσπονσε: 

Metrics are developed and monitored independently within each business unit. These metrics and 
performance are reviewed during both our internal and external audits. High level metrics are reported 
and reviewed during the Management Reviews.   

CA Technologies Quality Assurance: 
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CA’s SMART methodology for governance encompasses 2 Milestones: Build Commit and GoどtoどMarket 
Commit.   These Milestones provide project level inspection to evaluate a projects plan and the 
execution of that plan before going to market. CA’s Agile@CA methodology for software development 
defines how CA designs, develops and tests software. Together, both SMART and Agile@CA provide a 
comprehensive framework for developing and delivering quality products.  

QA processes are built into Agile@CA development process and with special emphasis within the PreどGo 
to Market phase, which consists of develop, build, code, and test the product; for each build created, 
unit testing and build verification testing. 

Customer validation of the product occurs as alpha/beta test cycles or earlier in the development with 
Agile end of sprint reviews.  The validation plan is created as part of the preどbuild commit activities and 
validated before completion of the Go to Market Commit. 

Agile@CA process ensures QA involvement from the earliest start of the project. QA gains an 
understanding of the requirements. With a focus on Nonどfunctional Requirements, testing such as 
performance and scalability are highlighted as elements for a testing plan.  

The cross functional nature of the Agile Core Teams ensures that all aspects of the project are reviewed 
and ready to go to market.  

QA develops detailed test cases based on the project test strategy and test coverage requirements. Test 
cases are reviewed with Development. Test automation is also completed where planned. Testing is 
executed in accordance with the QA Plan during Sprints or cycles. Defects are identified and triaged 
during these cycles.  CA provides its teams with enterprise level test management, defect management, 
and test automation tools and practices to help assure high levels of quality. 

Quality for CA PPM is achieved by a combination of manual, automation and performance testing. Since 
we practice Agile development process, we utilize continuous integration (CI) build approach that 
executes a battery of unit tests for every build to ascertain the health of the build. In addition, we 
continuously execute automated QA test cases twice a day (also called Continuous Regression Testing 
(CRT) on a passed CI build. We use a combination of JUnit, Testing, Selenium and homeどgrown testing 
tools to subject our application to 5000+ automated test cases and scripts. Performance testing is done 
using Load Runner and SilkPerformer periodically. We perform various configuration testing with 
application deployed on architectural stack supported  by CA PPM. Dataどscrubbed versions of customer 
dataset are used to perform upgrade and end to end customer scenario testing. QA test cases are 
manually executed on fresh install and QA dataset upgrade as well. 

Customer validation of the product occurs as alpha/beta test cycles or earlier in the development with 
Agile end of sprint reviews.  The validation plan is created as part of the preどbuild commit activities and 
validated before completion of the Go to Market Commit. 

Customers can escalate any issue within the system.  In addition, if incident resolution objectives are not 
met, CA Technologies follows a defined escalation process.  Escalations are assessed by the CA Support 
management team and are assigned to escalation manager that “owns” the escalation to resolution.  
The escalation manager will provide regular updates to the customer and CA Technologies management 
so that appropriate CA Technologies resources are brought into the resolution effort.  The escalation 

140



   

74  
 

manager will also be the central point of contact for the customer until the escalation is considered 
resolved. 

CA SaaS production environments have an SLA at 99.8% uptime calculated arrear monthly. 

Μιχροσοφτ Ρεσπονσε: 

For complete details regarding Microsoft product SLAs, visit www.microsoftvolumelicensing.com 

Αζυρε Αχτιϖε Dιρεχτορψ 
We guarantee at least 99.9% availability of the Azure Active Directory Basic and Premium services. The 
services are considered available in the following scenarios: 

 Users are able to login to the service, login to the Access Panel, access applications on the 
Access Panel and reset passwords. 

 IT administrators are able to create, read, write and delete entries in the directory or provision 
or deどprovision users to applications in the directory. 

 

No SLA is provided for the Free tier of Azure Active Directory. 

ΑΠΙ Μαναγεmεντ 
 We guarantee that API Management Service instances running in the Standard tier will respond 

to requests to perform operations at least 99.9% of the time. 
 We guarantee that API Management Service instances running in the Premium tier deployed 

across two or more regions will respond to requests to perform operations at least 99.95% of 
the time. 

No SLA is provided for the Developer tier of the API Management Service. 

View full details 

Αππ Σερϖιχε 
We guarantee that Web Apps running in a customer subscription will be available 99.95% of the time. 
No SLA is provided for Mobile Apps, Logic Apps, or API Apps while such services are still in Preview or for 
Apps under either the Free or Shared tiers. 

Αππλιχατιον Γατεωαψ 
We guarantee that each Application Gateway Cloud Service having two or more medium or larger 
instances will be available at least 99.9% of the time. 

Αυτοmατιον 
We guarantee that at least 99.9% of runbook jobs will start within 30 minutes of their planned start 
times. 

We guarantee at least 99.9% availability of the Azure Automation DSC agent service. 

No SLA is provided for the Free tier of Azure Automation. 
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Βαχκυπ 
We guarantee at least 99.9% availability of the backup and restore functionality of the Azure Backup 
service. 

ΒιζΤαλκ Σερϖιχεσ 
We guarantee that at least 99.9% of the time customers will have connectivity between their BizTalk 
Service Environments in the Basic, Standard and Premium tiers and our Internet gateway. We do not 
offer an SLA for the BizTalk Services Developer tier. 

Χαχηε 
We guarantee at least 99.9% of the time that customers will have connectivity between the Cache 
endpoints and our Internet gateway. 

ΧDΝ 
We guarantee that at least 99.9% of the time CDN will respond to client requests and deliver the 
requested content without error. We will review and accept data from any commercially reasonable 
independent measurement system that you choose to monitor your content. You must select a set of 
agents from the measurement system’s list of standard agents that are generally available and 
represent at least five geographically diverse locations in major worldwide metropolitan areas 
(excluding PR of China). 

Χλουδ Σερϖιχεσ ανδ ςιρτυαλ Μαχηινεσ 
 For Cloud Services, we guarantee that when you deploy two or more role instances in different 

fault and upgrade domains, your Internet facing roles will have external connectivity at least 
99.95% of the time. 

 For all Internet facing Virtual Machines that have two or more instances deployed in the same 
Availability Set, we guarantee you will have external connectivity at least 99.95% of the time. 

DοχυmεντDΒ 
We guarantee at least 99.95% of the time we will successfully process requests to perform operations 
against DocumentDB Resources. 

ΕξπρεσσΡουτε 
We guarantee a minimum of 99.9% ExpressRoute dedicated circuit availability. 

ΗDΙνσιγητ 
For HDInsight, we guarantee that any HDInsight Cluster that you deploy will have external connectivity 
at least 99.9% of the time over a monthly billing cycle. 

ΙοΤ Ηυβ 
 For IoT Hub, we promise that at least 99.9% of the time deployed IoT hubs will be able to send 

messages to and receive messages from registered devices and the Service will able to perform 
create, read, update, and delete operations on IoT hubs. 

 No SLA is provided for the Free Tier of IoT Hub. 

Κεψ ςαυλτ 
We guarantee that we will process Key Vault transactions within 5 seconds at least 99.9% of the time. 
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Μαχηινε Λεαρνινγ 
 For the Request Response Service (RRS), we guarantee 99.95% availability of API transactions. 
 For the Batch Execution Service (BES) and management APIs, we guarantee 99.9% availability of 

API transactions. 
No SLA is provided for the free tier of Machine Learning. 

Μεδια Σερϖιχεσ 
 For Media Services Encoding, we guarantee 99.9% availability of REST API transactions. 
 For Streaming, we will successfully service requests with a 99.9% availability guarantee for 

existing media content when at least one Streaming Unit is purchased. 
 For Live Channels, we guarantee that running Channels will have external connectivity at least 

99.9% of the time. 
 For Content Protection, we guarantee that we will successfully fulfill key requests at least 99.9% 

of the time. 
 For Indexer, we will successfully service Indexer Task requests processed with an Encoding 

Reserved Unit 99.9% of the time. 

Μοβιλε Ενγαγεmεντ 
We guarantee at least 99.9% availability of REST API calls to the Azure Mobile Engagement Service. No 
SLA is provided for the free tier. 

Μοβιλε Σερϖιχεσ 
We guarantee 99.9% availability of REST API calls to all provisioned Azure Mobile Services running in 
Standard and Premium tiers in a customer subscription. No SLA is provided for the free tier of Mobile 
Services. 

ΜυλτιどΦαχτορ Αυτηεντιχατιον 
We guarantee 99.9% availability of Azure MultiどFactor Authentication. The service is considered 
unavailable when it is unable to receive or process authentication requests for the MultiどFactor 
authentication provider deployed in a customer subscription. 

Οπερατιοναλ Ινσιγητσ 
We guarantee that at least 99.9% of the time, log data will be indexed within six hours of the data being 
queued for indexing by the Operational Insights Service. 

No SLA is provided for the free tier of Azure Operational Insights. 

ΡεmοτεΑππ 
We guarantee at least 99.9% of the time users will have connectivity to their applications through the 
RemoteApp service. No SLA is provided for the free tier of RemoteApp. 

Σχηεδυλερ 
We guarantee that at least 99.9% of the time all scheduled jobs will initiate within 30 minutes of their 
planned execution times. 
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Σεαρχη 
We guarantee at least 99.9% availability for index query requests when an Azure Search Service Instance 
is configured with two or more replicas, and index update requests when an Azure Search Service 
Instance is configured with three or more replicas. No SLA is provided for the free tier. 

Σερϖιχε Βυσ 
 For Service Bus Relays, we guarantee that at least 99.9% of the time, properly configured 

applications will be able to establish a connection to a deployed Relay. 
 For Service Bus Queues and Topics, we guarantee that at least 99.9% of the time, properly 

configured applications will be able to send or receive messages or perform other operations on 
a deployed Queue or Topic. 

 For Service Bus Basic and Standard Notification Hub tiers, we guarantee that at least 99.9% of 
the time, properly configured applications will be able to send notifications or perform 
registration management operations with respect to a Notification Hub. 

 For Event Hubs Basic and Standard tiers, we guarantee that at least 99.9% of the time, properly 
configured applications will be able to send or receive messages or perform other operations on 
the Event Hub. 

Σιτε Ρεχοϖερψ 
 For each Protected Instance configured for OnどPremisesどtoどOnどPremises Failover, we guarantee 

at least 99.9% availability of the Site Recovery service. 
 For each Protected Instance configured for OnどPremisesどtoどAzure planned and unplanned 

Failover, we guarantee a fourどhour Recovery Time Objective for unencrypted Protected 
Instances, and a sixどhour Recovery Time Objective for encrypted Protected Instance, depending 
on the size of the Protected Instance. 

ΣΘΛ Dαταβασε 
Web and Business Tiers 

We guarantee at least 99.9% of the time customers will have connectivity between their Web or 
Business Microsoft Azure SQL Database and our Internet gateway. 

Basic, Standard, and Premium Tiers 

We guarantee at least 99.99% of the time customers will have connectivity between their Basic, 
Standard, or Premium Microsoft Azure SQL Database and our Internet gateway. 

Στοραγε 
 We guarantee that at least 99.99% of the time, we will successfully process requests to read 

data from Read AccessどGeo Redundant Storage (RAどGRS) Accounts, provided that failed 
attempts to read data from the primary region are retried on the secondary region. 

 We guarantee that at least 99.9% of the time, we will successfully process requests to read data 
from Locally Redundant Storage (LRS), Zone Redundant Storage (ZRS), and Geo Redundant 
Storage (GRS) Accounts. 

 We guarantee that at least 99.9% of the time, we will successfully process requests to write data 
to Locally Redundant Storage (LRS), Zone Redundant Storage (ZRS), and Geo Redundant Storage 
(GRS) Accounts and Read AccessどGeo Redundant Storage (RAどGRS) Accounts. 
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ΣτορΣιmπλε 
We guarantee at least 99.9% availability of the backup, cloud tiering, and restore functionality of the 
Azure StorSimple service. 

Στρεαm Αναλψτιχσ 
 We guarantee at least 99.9% availability of the Stream Analytics API. 
 We guarantee that 99.9% of the time, deployed Stream Analytics jobs will be either processing 

data or available to process data. 

Τραφφιχ Μαναγερ 
We guarantee that DNS queries will receive a valid response from at least one of our Azure Traffic 
Manager name server clusters at least 99.99% of the time. 

ςισυαλ Στυδιο Τεαm Σερϖιχεσ 
 We guarantee at least 99.9% availability of Visual Studio Team Services for paid Visual Studio 

Team Services users to access the associated Visual Studio Team Services account. 
 We guarantee at least 99.9% availability to execute build operations using the paid Visual Studio 

Team Services Build Service. 
 We guarantee at least 99.9% availability to execute load testing operations using the paid Visual 

Studio Team Services Load Testing Service. 
 We guarantee at least 99.9% availability to execute build and deployment operations using the 

paid Visual Studio Team Services Build & Deployment Service. 

ςΠΝ Γατεωαψ 
We guarantee 99.9% availability for each VPN Gateway. 

Microsoft will provide at least 90 days' notice for adverse material changes to any of the SLAs listed 
above. 

Availability for all Azure services is calculated over a monthly billing cycle.  

Incidents can be reported through the Azure Management Portal as well. Security incidents are provided 
through the Azure Management portal in addition to being placed on the Azure Health Dashboard.  

Azure Support options are available as an additional cost. 

 Free: No phone support 
 Developer: No phone support. Email or Instant Messaging Support only 
 Standard: 3 support calls per month 
 Professional Direct: Unlimited support calls per month per and escalation line 
 Premier: Unlimited support calls per month per an escalation line and onsite services 
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Οφφερορ mυστ δεσχριβε ιτσ αβιλιτψ το χοmπλψ ωιτη τηε φολλοωινγ χυστοmερ σερϖιχε ρεθυιρεmεντσ: 

 Ψου mυστ ηαϖε ονε λεαδ ρεπρεσεντατιϖε φορ εαχη εντιτψ τηατ εξεχυτεσ α Παρτιχιπατινγ 
Αδδενδυm.  Χονταχτ ινφορmατιον σηαλλ βε κεπτ χυρρεντ. 

 Χυστοmερ Σερϖιχε Ρεπρεσεντατιϖε(σ) mυστ βε αϖαιλαβλε βψ πηονε ορ εmαιλ ατ α mινιmυm, φροm 
7ΑΜ το 6ΠΜ ον Μονδαψ τηρουγη Συνδαψ φορ τηε αππλιχαβλε τιmε ζονεσ. 

 Χυστοmερ Σερϖιχε Ρεπρεσεντατιϖε ωιλλ ρεσπονδ το ινθυιριεσ ωιτηιν ονε βυσινεσσ δαψ. 

 Ψου mυστ προϖιδε δεσιγν σερϖιχεσ φορ τηε αππλιχαβλε χατεγοριεσ. 

 Ψου mυστ προϖιδε Ινσταλλατιον Σερϖιχεσ φορ τηε αππλιχαβλε χατεγοριεσ. 

ΣΗΙ Ρεσπονσε: 

At SHI, our people remain our greatest asset.  All members of the SHI Account Team are dedicated to 
providing high quality customer service and support.  Our success has stemmed from outstanding 
customer support through dedicated Account Teams, constant development of procurement and 
Internet solutions, strong partnerships with top manufacturers, and a companyどwide determination to 
be the best.   

SHI has 88 Public Sector dedicated, field based Account Executives across the country today.  We 
continue to expand our footprint rapidly.      

SHI can comply with the requirement of having a lead representative for Participating Entity.    We are 
happy to publish a current list contact information for our Account Executive team on a regular basis to 
NASPO. 

SHI has representative’s available Monday through Friday from 7ど6AM to support our customers.  As 
needed SHI will adjust hours to respond to emergencies or other high priority needs. 

SHI has an SLA of 4 hours from inquiry and then our team will follow up with 24 hours or as needed until 
the request is completed. 

The dedicated SHI Account Team will help the Participating Entity contact our cloud partners for scoping 
and services surrounding all of our partners.  SHI will work jointly with our partners to provide Design 
Services for all categories as well Installation Services for all categories. 

Specifically for AWS solutions, SHI currently provides: 

 <12 hour response SLA 
 8amど7pm ET 
 MonどFri 
 Design Services 
 Installation Services are available as part of defined statement of work (SOW) 

 
Upon award a dedicated resource responsible for emergency notifications and weekend coverage will 
be provided. 
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ΧΑ Ρεσπονσε: 

A service delivery manager will be assigned to each SaaS subscriber. CA provides 24x7x365 support for 
Severity 1 cases. All severity 1 cases must be submitted via telephone.  Access to CA Support Online is 
available 24x7x365 for online technical support and access to CA software product and documentation 
downloads, fixes, service packs, patch downloads, communities, beta testing, FAQs, samples, webcast 
recordings and demos, usage tips, technical updates and HYPER notifications, as such are made available 
by CA. CA will use reasonable efforts to meet the service level objectives stated below with regard to 
remedial software support and will provide ongoing efforts to resolve Severity 1 support cases. All cases 
can be submitted to CA on a 24 hours per day, 7 days per week, 365 days per year basis. Due to the 
complexities of technical environments, the model represents an estimate of response times only and 
actual response times may vary. 

Response Level Objectives:  

 1 hour for Severity 1 cases (24x7)  
 2 business hours for Severity 2 cases (During normal business hours, as published on CA Support 

Online, based on the time a case is initially submitted online or telephonically.) 
 4 business hours for Severity 3 cases (During normal business hours, as published on CA Support 

Online, based on the time a case is initially submitted online or telephonically.) 
 1 business day for Severity 4 cases (During normal business hours, as published on CA Support 

Online, based on the time a case is initially submitted online or telephonically.) 
 

CA Services are available for configuration and design of the service. No installation is necessary to 
consume the stock service. 

Μιχροσοφτ Ρεσπονσε: 

Phone Support will be offered on a 24/7 basis 

There are five levels of support available: 
 Free: No supported email or phone support available. However there are forums  headed by 

Microsoft MVP associates and employees. 
 Developer: 8 hour response time 
 Standard: 2 hour response time    
 Professional Direct: 1 hour response time 
 Premier: 15 minute response time 
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8.5 ΣΕΧΥΡΙΤΨ ΟΦ ΙΝΦΟΡΜΑΤΙΟΝ 
 

ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 

SHI is responding today with offerings from AWS, Microsoft, and CA as well additional service offerings 
from our partner Ascent Innovations.  For this Section each partner has provide a specific response. 

  
Οφφερορ mυστ δεσχριβε τηε mεασυρεσ ιτ τακεσ το προτεχτ δατα.  Ινχλυδε α δεσχριπτιον οφ τηε mετηοδ βψ 
ωηιχη ψου ωιλλ ηολδ, προτεχτ, ανδ δισποσε οφ δατα φολλοωινγ χοmπλετιον οφ ανψ χοντραχτ σερϖιχεσ.  

ΑWΣ Ρεσπονσε: 

It is important that customers understand some important basics regarding data ownership and 
management in the cloud shared responsibility model:  

 Customers continue to own their data.  
 Customers choose the geographic location(s) in which to store their data—it does not move 

unless the customer decides to move it.  
 Customers can download or delete their data whenever they like.  
 Customers should consider the sensitivity of their data, and decide if and how to encrypt the 

data while it is in transit and at rest. 
AWS provides customers with the ability to delete their data. However, AWS customers retain control 
and ownership of their data, and it is the customer's responsibility to manage their data. 

Dατα Ρεχοϖερψ/Τρανσφερ 

AWS allows customers to move data as needed on and off AWS storage using the public Internet or AWS 
Direct Connect (which lets customers establish a dedicated network connection between their network 
and AWS).  

AWS Import/Export accelerates moving large amounts of data into and out of AWS using portable 
storage devices for transport. AWS transfers customer data directly onto and off of storage devices 
using Amazon’s highどspeed internal network and bypassing the Internet. For significant data sets, AWS 
Import/Export is often faster than Internet transfer and more cost effective than customers upgrading 
their connectivity. With Import/Export encryption is mandatory, and AWS will encrypt customer data 
using the password they specified and transfer it onto the device 

Dελετινγ Dατα 

Customers can use MultiどObject Delete to delete large numbers of objects from Amazon S3. This feature 
allows customers to send multiple object keys in a single request to speed up their deletes. Amazon 
does not charge customers for using MultiどObject Delete. 
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Customers can use the Object Expiration feature to remove objects from their buckets after a specified 
number of days. With Object Expiration customers can define the expiration rules for a set of objects in 
their bucket through the Lifecycle Configuration policy that they apply to the bucket. Each Object 
Expiration rule allows customers to specify a prefix and an expiration period. 

Αρχηιϖινγ Dατα 

With Amazon S3’s lifecycle policies, customers can configure their objects to be archived to Amazon 
Glacier or deleted after a specific period of time. Customers can use this policyどdriven automation to 
quickly and easily reduce storage costs as well as save time. In each rule customers can specify a prefix, 
a time period, a transition to Amazon Glacier, and/or an expiration. For example, customers could 
create a rule that archives all objects with the common prefix “logs/” 30 days from creation, and expires 
these objects after 365 days from creation. Customers can also create a separate rule that only expires 
all objects with the prefix “backups/” 90 days from creation. Lifecycle policies apply to both existing and 
new S3 objects, ensuring that customers can optimize storage and maximize cost savings for all current 
data and any new data placed in S3 without timeどconsuming manual data review and migration.  

ΑWΣ Στοραγε Dεϖιχε Dεχοmmισσιονινγ  

When a storage device has reached the end of its useful life, AWS procedures include a 
decommissioning process that is designed to prevent customer data from being exposed to 
unauthorized individuals. AWS uses the techniques detailed in DoD 5220.22どM (“National Industrial 
Security Program Operating Manual “) or NIST 800ど88 (“Guidelines for Media Sanitization”) to destroy 
data as part of the decommissioning process. All decommissioned magnetic storage devices are 
degaussed and physically destroyed in accordance with industryどstandard practices. 

ΧΑ Ρεσπονσε: 

CA Technologies has a comprehensive Data Protection Program in place which is designed to respect the 
privacy of its employees, customers, vendors, partners and all third parties with whom CA Technologies 
interacts. CA Technologies is committed to complying with all applicable laws relating to privacy and 
data protection worldwide. As part of CA Technologies’ efforts in this area, it has certified to the USどEU 
and USどSwiss Safe Harbor Frameworks and applies those principles on a worldwide basis. Employees are 
made aware of their obligations with respect to privacy by means of corporate policy and procedure, 
employee communications and training. CA Technologies has privacy officers who address data 
protection issues that arise in their respective geographies. CA Technologies external privacy notice 
describes how CA Technologies handles personal information and it can be found at 
www.ca.com/us/privacy. 

Μιχροσοφτ Ρεσπονσε: 

Microsoft datacenters receive SSAE16/ISAE 3402 Attestation and are ISO 27001 Certified. Microsoft 
datacenters are located in nonどdescript buildings that are physically constructed, managed, and 
monitored 24どhours a day to protect data and services from unauthorized access as well as 
environmental threats. Datacenters are surrounded by a fence with access restricted through badge 
controlled gates.  

Preどapproved deliveries are received in a secure loading bay and are monitored by authorized 
personnel. Loading bays are physically isolated from information processing facilities.  
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CCTV is used to monitor physical access to datacenters and the information systems. Cameras are 
positioned to monitor perimeter doors, facility entrances and exits, interior aisles, caged areas, highど
security areas, shipping and receiving, facility external areas such as parking lots and other areas of the 
facilities. 

Data destruction techniques vary depending on the type of data object being destroyed, whether it be 
subscriptions, storage, virtual machines, or databases. In Azure's multiどtenant environment, careful 
attention is taken to ensure that one customer’s data is not allowed to either “leak” into another 
customer’s data, or when a customer deletes data, no other customer (including, in most cases, the 
customer who once owned the data) can gain access to that deleted data. 
 
Azure follows NIST 800ど88 Guidelines on Media Sanitization, which address the principal concern of 
ensuring that data is not unintentionally released. These guidelines encompass both electronic and 
physical sanitization. 

 

  
Οφφερορ mυστ δεσχριβε ηοω ιτ ιντενδσ το χοmπλψ ωιτη αλλ αππλιχαβλε λαωσ ανδ ρελατεδ το δατα πριϖαχψ 
ανδ σεχυριτψ. 

ΣΗΙ Ρεσπονσε: 

SHI does not have access to any stored, processed or transferred data running in the IaaS and/or PaaS 
services and subcategory functionality.   

ΑWΣ Ρεσπονσε: 

AWS does not access any stored, processed of transferred data running in its IaaS and/or PaaS services 
unless expressly as described in it Terms of Use. 

ΧΑ Ρεσπονσε: 

See response to 8.5.1 

Μιχροσοφτ Ρεσπονσε: 

Microsoft Azure has implemented a formal policy that requires assets (the definition of asset includes 
data and hardware) used to provide Microsoft Azure services to be accounted for and have a designated 
asset owner. Azure asset owners are responsible for maintaining upどtoどdate information regarding their 
assets. 

Microsoft datacenters receive SSAE16/ISAE 3402 Attestation and are ISO 27001 Certified. Microsoft 
datacenters are located in nonどdescript buildings that are physically constructed, managed, and 
monitored 24どhours a day to protect data and services from unauthorized access as well as 
environmental threats. Datacenters are surrounded by a fence with access restricted through badge 
controlled gates.  
 
Preどapproved deliveries are received in a secure loading bay and are monitored by authorized 
personnel. Loading bays are physically isolated from information processing facilities.  
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CCTV is used to monitor physical access to datacenters and the information systems. Cameras are 
positioned to monitor perimeter doors, facility entrances and exits, interior aisles, caged areas, highど
security areas, shipping and receiving, facility external areas such as parking lots and other areas of the 
facilities. 

MCIO, and consequently Azure, maintains a current, documented and audited inventory of equipment 
and network components for which it is responsible. MCIO employs automated mechanisms to detect 
discrepancies in device configuration by comparing them against the defined policies. MCIO turns off 
unused ports by default to prevent unauthorized access.  
 
Microsoft Azure Fabric Controlled Hardware Device Authentication maintains a set of credentials (keys 
and/or passwords) used to authenticate itself to various Microsoft Azure hardware devices under its 
control. The system used for transporting, persisting, and using these credentials is designed to make it 
unnecessary for Microsoft Azure developers, administrators, and backup services/personnel to be 
exposed to secret information. 

Microsoft asset and data protection procedures provide prescriptive guidance around the protection of 
logical and physical data and include instructions addressing relocation. Customers control where their 
data is stored while using Azure services such as Site Recovery and Backup. 

Data destruction techniques vary depending on the type of data object being destroyed, whether it be 
subscriptions, storage, virtual machines, or databases. In Azure's multiどtenant environment, careful 
attention is taken to ensure that one customer’s data is not allowed to either “leak” into another 
customer’s data, or when a customer deletes data, no other customer (including, in most cases, the 
customer who once owned the data) can gain access to that deleted data. 
 
Azure follows NIST 800ど88 Guidelines on Media Sanitization, which address the principal concern of 
ensuring that data is not unintentionally released. These guidelines encompass both electronic and 
physical sanitization. 

Microsoft Information Security policy defines and establishes controls for maintaining a safe and secure 
working environment in offices, rooms, facilities, and secure areas storing sensitive information. Access 
to media storage areas is restricted and audited. 
 
Access to Microsoft buildings is controlled, and access is restricted to those with card reader (swiping 
the card reader with an authorized ID badge) or biometrics for entry into Datacenters. Front desk 
personnel are required to positively identify FullどTime Employees (FTEs) or authorized Contractors 
without ID cards. Staff must wear identity badges at all times, and are required to challenge or report 
individuals without badges. Guests are required to wear guest badges and be escorted by authorized 
Microsoft personnel. 

Datacenter entrances are guarded 24x7x365 by security personnel and access is controlled through 
security personnel, authorized badges, locked doors and CCTV monitoring. 
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Οφφερορ mυστ δεσχριβε ηοω ιτ ωιλλ νοτ αχχεσσ α Πυρχηασινγ Εντιτψ�σ υσερ αχχουντσ ορ δατα, εξχεπτ ιν τηε 
χουρσε οφ δατα χεντερ οπερατιονσ, ρεσπονσε το σερϖιχε ορ τεχηνιχαλ ισσυεσ, ασ ρεθυιρεδ βψ τηε εξπρεσσ 
τερmσ οφ τηε Μαστερ Αγρεεmεντ, τηε αππλιχαβλε Παρτιχιπατινγ Αδδενδυm, ανδ/ορ τηε αππλιχαβλε Σερϖιχε 
Λεϖελ Αγρεεmεντ. 

ΑWΣ Ρεσπονσε: 

We will not have any access to a Purchasing Entity’s data because it does not need such access to deliver 
IaaS and PaaS services, and because it cannot grant itself such access to the users’ resources. 

ΧΑ Ρεσπονσε: 

See response to 8.5.1 

Μιχροσοφτ Ρεσπονσε: 

Microsoft will not disclose Customer Data outside of Microsoft or its controlled subsidiaries and 
affiliates except (1) as you direct, (2) with permission from an end user, (3) as described here or in your 
agreement(s), or (4) as required by law.  

Microsoft will not disclose Customer Data to law enforcement unless required by law. Should law 
enforcement contact Microsoft with a demand for Customer Data, Microsoft will attempt to redirect the 
law enforcement agency to request that data directly from you. If compelled to disclose Customer Data 
to law enforcement, then Microsoft will promptly notify you and provide you a copy of the demand 
unless legally prohibited from doing so. 

Upon receipt of any other third party request for Customer Data (such as requests from customer's end 
users), Microsoft will promptly notify you unless prohibited by law.  If Microsoft is not required by law to 
disclose the Customer Data, Microsoft will reject the request.  If the request is valid and Microsoft could 
be compelled to disclose the requested information, Microsoft will attempt to redirect the third party to 
request the Customer Data from you. 

Except as customer directs, Microsoft will not provide any third party: (1) direct, indirect, blanket or 
unfettered access to Customer Data; (2) the platform encryption keys used to secure Customer Data or 
the ability to break such encryption; or (3) any kind of access to Customer Data if Microsoft is aware that 
such data is used for purposes other than those stated in the request.   

In support of the above, Microsoft may provide your basic contact information to the third party. 

We will not disclose Administrator Data, Payment Data or Support Data outside of Microsoft or its 
controlled subsidiaries and affiliates except (1) as you direct, (2) with permission from an end user, (3) as 
described here or in your agreement(s), or (4) as required by law. We may share Administrator Data or 
Payment Data with third parties for purposes of fraud prevention or to process payment transactions. 

The Online Services may enable you to purchase, subscribe to, or use services, software, and content 
from companies other than Microsoft ("Third Party Offerings"). If you choose to purchase, subscribe to, 
or use a Third Party Offering, we may provide the third party with your Administrator Data or Payment 
Data.  Subject to your contact preferences, the third party may use your Administrator Data to send you 
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promotional communications. Use of that information and your use of a Third Party Offering will be 
governed by the third party's privacy statement and policies. 

8.6 ΠΡΙςΑΧΨ ΑΝD ΣΕΧΥΡΙΤΨ 
ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 

SHI is responding today with offerings from AWS, Microsoft, and CA as well additional service offerings 
from our partner Ascent Innovations.  For this Section each partner has provide a specific response. 

  
Οφφερορ mυστ δεσχριβε ιτσ χοmmιτmεντ φορ ιτσ Σολυτιονσ το χοmπλψ ωιτη ΝΙΣΤ, ασ δεφινεδ ιν ΝΙΣΤ Σπεχιαλ 
Πυβλιχατιον 800ど145, ανδ ανψ οτηερ ρελεϖαντ ινδυστρψ στανδαρδσ, ασ ιτ ρελατεσ το τηε Σχοπε οφ Σερϖιχεσ 
δεσχριβεδ ιν Ατταχηmεντ D, ινχλυδινγ συππορτινγ τηε διφφερεντ τψπεσ οφ δατα τηατ ψου mαψ ρεχειϖε.  

ΑWΣ Ρεσπονσε: 

The AWS solution does not require and does not accept access to any Procurement Entity users’ data in 
order to provide IaaS and PaaS services and subcategory service functionality.  Users are entirely able to 
retain full responsibility for encrypting, safeguarding and appropriately handling their Low, Moderate 
and High Risk data in compliance with any oversight guidelines. 

The offered IaaS and PaaS services are audited and certified to meet the needs of various data handling 
standards as listed in section 8.6.2. 

ΧΑ Ρεσπονσε: 

CA Technologies understands that security is a top concern when evaluating cloudどbased applications, 
which is why CA technologies operations worldwide conform to rigorous certification, compliance and 
security programs and processes. In addition, we contract with independent auditors to regularly 
evaluate and validate the security of our service. High risks are identified, validated and remediated 
before production systems are made available. Medium risks are evaluated and resolved on a priority 
basis. We use CIS and NIST standards as baselines for hardening our systems.  We are currently working 
towards a NIST 800ど53r4 certification however this is not yet complete.  We are continuously reviewing 
our compliance with these standards.  We perform monthly scans against our Production Infrastructure 
based on CIS standards. We scan for both vulnerabilities and compliance best practices bases on NIST 
800ど53v4 standards. Vulnerabilities are tracked and remediated based on severity and risk. 

Μιχροσοφτ Ρεσπονσε: 

Both Azure and the underlying Microsoft Cloud and Infrastructure Operations (MCIO) physical 
environments employ security frameworks that span multiple standards, including the ISO 27000 family 
of standards, NIST 800, and others. Please see Microsoft Azure CCM document for additional 
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Οφφερορ mυστ λιστ αλλ γοϖερνmεντ ορ στανδαρδσ οργανιζατιον σεχυριτψ χερτιφιχατιονσ ιτ χυρρεντλψ ηολδσ 
τηατ αππλψ σπεχιφιχαλλψ το τηε Οφφερορ�σ προποσαλ, ασ ωελλ ασ τηοσε ιν προχεσσ ατ τιmε οφ ρεσπονσε. 
Σπεχιφιχαλλψ ινχλυδε ΗΙΠΑΑ, ΦΕΡΠΑ, ΧϑΙΣ Σεχυριτψ Πολιχψ, ΠΧΙ Dατα Σεχυριτψ Στανδαρδσ (DΣΣ), ΙΡΣ 
Πυβλιχατιον 1075, ΦΙΣΜΑ, ΝΙΣΤ 800ど53, ΝΙΣΤ ΣΠ 800ど171, ανδ ΦΙΠΣ 200 ιφ τηεψ αππλψ. 

ΑWΣ Ρεσπονσε:  

The AWS cloud infrastructure has been designed and is managed in alignment with regulations, 
standards, and best practices, including: 

 Federal Risk and Authorization Management Program (FedRAMP) 
 Service Organization Controls (SOC) 1/American Institute of Certified Public Accountants 

(AICPA): AT 801 (formerly Statement on Standards for Attestation Engagements [SSAE] No. 
16)/International Standard on Assurance Engagements (ISAE) 3402 (formerly Statement on 
Auditing Standards [SAS] No. 70) 

 SOC 2 
 SOC 3 
 Payment Card Industry Data Security Standard (PCI DSS) 
 International Organization for Standardization (ISO) 27001 
 ISO 27017 
 ISO 27018 
 ISO 9001 
 Department of Defense (DoD) Security Requirements Guide (SRG) security impact levels 2 and 4 
 Federal Information Security Management Act (FISMA) 
 US Health Insurance Portability and Accountability Act (HIPAA) 
 FBI Criminal Justice Information Services (CJIS) 
 National Institute of Standards and Technology (NIST) 800ど171 
 International Traffic in Arms Regulations (ITAR) 
 Federal Information Processing Standard (FIPS) 140ど2 
 Family Educational Rights and Privacy Act (FERPA) 
 Information Security Registered Assessors Program (IRAP) (Australia) 
 ITどGrundschutz (Germany) 

For information on all of the security regulations and standards with which AWS complies, visit the AWS 
Compliance page. 

ΧΑ Ρεσπονσε: 

Agile ど Our data center provider has a SOC 2 audit report that can be provided upon request.  Our 
application does not currently have such certifications. 

APIM ど The datacenters used by CA Technologies annually undergo SOC 3 audits. A copy of the latest 
SOC 3 report can be found here: 
http://d0.awsstatic.com/whitepapers/compliance/soc3_amazon_web_services.pdf  

ASM ど Rackspace datacenters annually undergo various certification including SOC 3 audits. All 
certifications are listed here:  https://www.rackspace.com/enどus/security/management  

The application currently does not hold a SOC 2 certification. 
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MAA ど CA MAA is certified for SOC 2 Type 1 Security Audit. 

PPM ど SSAEど16 Type II SOC 2 and Soc 1; FedRAMP – (in progress for 2016) 

  
Οφφερορ mυστ δεσχριβε ιτσ σεχυριτψ πραχτιχεσ ιν πλαχε το σεχυρε δατα ανδ αππλιχατιονσ, ινχλυδινγ τηρεατσ 
φροm ουτσιδε τηε σερϖιχε χεντερ ασ ωελλ ασ οτηερ χυστοmερσ χοどλοχατεδ ωιτηιν τηε σαmε σερϖιχε χεντερ. 

ΑWΣ Ρεσπονσε: 

AWS monitoring tools are designed to detect unusual or unauthorized activities and conditions at 
ingress and egress communication points. These tools monitor server and network usage, port scanning 
activities, application usage, and unauthorized intrusion attempts. The tools have the ability to set 
custom performance metrics thresholds for unusual activity. 

Systems within AWS are extensively instrumented to monitor key operational metrics. Alarms are 
configured to automatically notify operations and management personnel when early warning 
thresholds are crossed on key operational metrics. An onどcall schedule is used so personnel are always 
available to respond to operational issues. This includes a pager system so alarms are quickly and 
reliably communicated to operations personnel. 

Documentation is maintained to aid and inform operations personnel in handling incidents or issues. If 
the resolution of an issue requires collaboration, a conferencing system is used which supports 
communication and logging capabilities. Trained call leaders facilitate communication and progress 
during the handling of operational issues that require collaboration. Postどmortems are convened after 
any significant operational issue, regardless of external impact, and Cause of Error (COE) documents are 
drafted so the root cause is captured and preventative actions are taken in the future. Implementation 
of the preventative measures is tracked during weekly operations meetings. 

AWS security monitoring tools help identify several types of denial of service (DoS) attacks, including 
distributed, flooding, and software/logic attacks. When DoS attacks are identified, the AWS incident 
response process is initiated. In addition to the DoS prevention tools, redundant telecommunication 
providers at each region as well as additional capacity protect against the possibility of DoS attacks.  

The AWS network provides significant protection against traditional network security issues, and you 
can implement further protection. The following are a few examples:  

 Dιστριβυτεδ Dενιαλ Οφ Σερϖιχε (DDοΣ) Ατταχκσ. AWS API endpoints are hosted on large, Internetど
scale, worldどclass infrastructure that benefits from the same engineering expertise that has built 
Amazon into the world’s largest online retailer. Proprietary DDoS mitigation techniques are 
used. Additionally, AWS’s networks are multiどhomed across a number of providers to achieve 
Internet access diversity.  

 Μαν ιν τηε Μιδδλε (ΜΙΤΜ) Ατταχκσ. All of the AWS APIs are available via SSLどprotected 
endpoints which provide server authentication. Amazon EC2 AMIs automatically generate new 
SSH host certificates on first boot and log them to the instance’s console. You can then use the 
secure APIs to call the console and access the host certificates before logging into the instance 
for the first time. We encourage you to use SSL for all of your interactions with AWS.  

 ΙΠ Σποοφινγ. Amazon EC2 instances cannot send spoofed network traffic. The AWSどcontrolled, 
hostどbased firewall infrastructure will not permit an instance to send traffic with a source IP or 
MAC address other than its own.  
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 Πορτ Σχαννινγ. Unauthorized port scans by Amazon EC2 customers are a violation of the AWS 
Acceptable Use Policy. Violations of the AWS Acceptable Use Policy are taken seriously, and 
every reported violation is investigated. Customers can report suspected abuse via the contacts 
available on our website at: http://aws.amazon.com/contactどus/reportどabuse/. When 
unauthorized port scanning is detected by AWS, it is stopped and blocked. Port scans of Amazon 
EC2 instances are generally ineffective because, by default, all inbound ports on Amazon EC2 
instances are closed and are only opened by you. Your strict management of security groups can 
further mitigate the threat of port scans. If you configure the security group to allow traffic from 
any source to a specific port, then that specific port will be vulnerable to a port scan. In these 
cases, you must use appropriate security measures to protect listening services that may be 
essential to their application from being discovered by an unauthorized port scan. For example, 
a web server must clearly have port 80 (HTTP) open to the world, and the administrator of this 
server is responsible for the security of the HTTP server software, such as Apache. You may 
request permission to conduct vulnerability scans as required to meet your specific compliance 
requirements. These scans must be limited to your own instances and must not violate the AWS 
Acceptable Use Policy. Advanced approval for these types of scans can be initiated by submitting 
a request via the website at: https://awsどportal.amazon.com/gp/aws/htmlどformsど
controller/contactus/AWSSecurityPenTestRequest  

Παχκετ σνιφφινγ βψ οτηερ τεναντσ. It is not possible for a virtual instance running in promiscuous mode to 
receive or “sniff” traffic that is intended for a different virtual instance. While you can place your 
interfaces into promiscuous mode, the hypervisor will not deliver any traffic to them that is not 
addressed to them. Even two virtual instances that are owned by the same customer located on the 
same physical host cannot listen to each other’s traffic. Attacks such as ARP cache poisoning do not 
work within Amazon EC2 and Amazon VPC. While Amazon EC2 does provide ample protection against 
one customer inadvertently or maliciously attempting to view another’s data, as a standard practice you 
should encrypt sensitive traffic. 

ΧΑ Ρεσπονσε: 

Agile/APIM ど CA Technologies operations worldwide conform to rigorous certification, compliance and 
security programs and processes. We also contract with independent auditors to regularly evaluate and 
validate the security of our service. High risks are identified, validated and remediated before 
production systems are made available. Medium risks are evaluated and resolved on a priority basis. We 
use a coどlocated data center provider and within that environment we have a dedicated cage to which 
only our Operations Team has access.  We also monitor all traffic across our systems using HIDS (OSSEC) 
and NIDS (Snort) to notify of any suspicious activity. As a SaaS application it can be accesses anywhere in 
the world.  Customers have the ability to implement subscription level IP restrictions for restricting 
access to their subscription.  

ASM ど All ASM core servers are behind firewalls; only systems administrators have access to the servers; 
all data is encrypted when transmitted between data centers.  The ASM dashboard and API are 
protected with HTTPS/TLS encryption, and users are required to use a username and password to login 
to their accounts.   

MAA ど All MAA core servers are behind firewalls; only systems administrators have access to the servers; 
all data is encrypted when transmitted between data centers.  The MAA dashboard and API are 
protected with HTTPS/TLS encryption, and users are required to authenticate in order to access these. 
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PPM ど CA Technologies contracts with an independent, third party vendor to evaluate and validate the 
security of our service on an ongoing basis.  Critical and high risks are identified, validated, and 
remediated before production systems are made available. Medium risks are evaluated and resolved on 
a priority basis. Ongoing scans are performed to ensure that no new risks have been introduced. Two 
types of scans are performed:  

 Vulnerability Scans: Vulnerability tests are performed weekly 
 Penetration Scans:  Penetration tests are performed as each new release of the Service is being 

made available and no less than annually 
 

Μιχροσοφτ Ρεσπονσε: 

In addition to the information below, please see the response to question 8.5.2.  

Azure Employees and contractors must have a business need to enter a Microsoft datacenter and have 
received prior approval. Doors between areas of differing security require authorized badge access, are 
monitored through logs and cameras, and audited on a regular basis. Failure to abide by the Microsoft 
Datacenter security policies means instant dismissal for the employee. 

Access to Microsoft buildings is controlled, and access is restricted to those with card reader (swiping 
the card reader with an authorized ID badge) or biometrics for entry into Datacenters. Front desk 
personnel are required to positively identify FullどTime Employees (FTEs) or authorized Contractors 
without ID cards. Staff must wear identity badges at all times, and are required to challenge or report 
individuals without badges. Guests must be escorted by authorized Microsoft personnel. 

  
Οφφερορ mυστ δεσχριβε ιτσ δατα χονφιδεντιαλιτψ στανδαρδσ ανδ πραχτιχεσ τηατ αρε ιν πλαχε το ενσυρε δατα 
χονφιδεντιαλιτψ. Τηισ mυστ ινχλυδε νοτ ονλψ πρεϖεντιον οφ εξποσυρε το υναυτηοριζεδ περσοννελ, βυτ αλσο 
mαναγινγ ανδ ρεϖιεωινγ αχχεσσ τηατ αδmινιστρατορσ ηαϖε το στορεδ δατα. Ινχλυδε ινφορmατιον ον ψουρ 
ηαρδωαρε πολιχιεσ (λαπτοπσ, mοβιλε ετχ). 
 

ΑWΣ Ρεσπονσε: 

AWS does not access customer data, and customers are given the choice as to how they store, manage 
and protect their data. 

ΧΑ Ρεσπονσε: 

Agile/APIM ど All customer data is treated as confidential and as a policy we do not access customer data 
without explicit written consent.  Access to systems containing customer data is restricted to our 
Operations Team according to our Elevated Permissions Policy. All personnel with access to client data 
undergo annual, mandatory security training and are covered under the CA Technologies NDA. 
Violations of security policies are grounds for termination. All access to data and other resources used to 
deliver the service are granted under the least principle. 

ASM ど Customer accounts are password protected, and users can only access their data in their 
accounts.  System administrators have access to ASM servers, and database administrators have access 
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to database servers.  Account access is reviewed periodically.  All data on CA laptops are encrypted and 
a PIN is required to boot. 

MAA ど Customer accounts are password protected, and users can only access their data in their 
accounts.  System administrators have access to MAA servers, and database administrators have access 
to database servers.  Account access is reviewed periodically. 

PPM ど All personnel with access to client data undergo annual, mandatory security training and are 
covered under the CA Technologies NDA. Violations of security policies are grounds for termination. All 
access to data and other resources used to deliver the service are granted under the least principle. 

Μιχροσοφτ Ρεσπονσε: 

Please see response to 8.5.3 

  
Οφφερορ mυστ προϖιδε α δεταιλεδ λιστ οφ τηε τηιρδどπαρτψ αττεστατιονσ, ρεπορτσ, σεχυριτψ χρεδεντιαλσ (ε.γ., 
ΦεδΡαmπ), ανδ χερτιφιχατιονσ ρελατινγ το δατα σεχυριτψ, ιντεγριτψ, ανδ οτηερ χοντρολσ. 

ΑWΣ Ρεσπονσε: 

Please see the response to question 8.6.2 

ΧΑ Ρεσπονσε: 

Please see the response to question 8.6.2 

Μιχροσοφτ Ρεσπονσε: 

Please see the response to question 8.6.2. Additional information can also be found in the Microsoft 
Azure CCM document and online at the Azure Trust Center 

  
Οφφερορ mυστ δεσχριβε ιτσ λογγινγ προχεσσ ινχλυδινγ τηε τψπεσ οφ σερϖιχεσ ανδ δεϖιχεσ λογγεδ; τηε εϖεντ 
τψπεσ λογγεδ; ανδ τηε ινφορmατιον φιελδσ. Ψου σηουλδ ινχλυδε δεταιλεδ ρεσπονσε ον ηοω ψου πλαν το 
mαινταιν σεχυριτψ χερτιφιχατιονσ. 

ΑWΣ Ρεσπονσε: 

The logging and monitoring of Application Program Interface (API) calls are key components in security 
and operational best practices, as well as requirements for industry and regulatory compliance. AWS 
customers can leverage multiple AWS features and capabilities, along with thirdどparty tools, to monitor 
their instances and manage/analyze log files.  

ΑWΣ ΧλουδΤραιλ 
AWS CloudTrail is a web service that records API calls to supported AWS services in an AWS account, 
delivering a log file to an Amazon Simple Storage Service (Amazon S3) bucket. AWS CloudTrail alleviates 
common challenges experienced in an onどpremise environment by making it easier for customers to 
enhance security and operational processes while demonstrating compliance with policies or regulatory 
standards. 
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With AWS CloudTrail, customers can get a history of AWS API calls for their account, including API calls 
made via the AWS Management Console, AWS SDKs, command line tools, and higherどlevel AWS services 
(such as AWS CloudFormation). The AWS API call history produced by AWS CloudTrail enables security 
analysis, resource change tracking, and compliance auditing. 

 For information on the services and features supported by AWS CloudTrail, visit the AWS 
CloudTrail FAQs on the AWS website. 

 The AWS whitepaper Σεχυριτψ ατ Σχαλε: Λογγινγ Ιν ΑWΣ provides an overview of common 
compliance requirements related to logging, detailing how AWS CloudTrail features can help 
satisfy these requirements.  

 The AWS whitepaper Αυδιτινγ Σεχυριτψ Χηεχκλιστ φορ Υσε οφ ΑWΣ provides customers with a 
checklist to assist in evaluating AWS for the purposes of an internal review or external audit. 

ΑWΣ ΧλουδΤραιλ Φεατυρεσ ανδ Βενεφιτσ 
Some of the many features of AWS CloudTrail include: 

 Ινχρεασεδ ςισιβιλιτψ: AWS CloudTrail provides increased visibility into user activity by recording 
AWS API calls. Customers can answer questions such as, what actions did a given user take over 
a given time period? For a given resource, which user has taken actions on it over a given time 
period? What is the source IP address of a given activity? Which activities failed due to 
inadequate permissions? 

 Dυραβλε ανδ Ινεξπενσιϖε Λογ Φιλε Στοραγε: AWS CloudTrail uses Amazon S3 for log file storage 
and delivery, so log files are stored durably and inexpensively. Customers can use Amazon S3 
lifecycle configuration rules to further reduce storage costs. For example, customers can define 
rules to automatically delete old log files or archive them to Amazon Glacier for additional 
savings. 

 Εασψ Αδmινιστρατιον: AWS CloudTrail is a fully managed service; customers simply turn on AWS 
CloudTrail for their account using the AWS Management Console, the Command Line Interface, 
or the AWS CloudTrail SDK and start receiving AWS CloudTrail log files in the specified Amazon 
S3 bucket. 

 Νοτιφιχατιονσ φορ Λογ Φιλε Dελιϖερψ: AWS CloudTrail can be configured to publish a notification 
for each log file delivered, thus enabling customers to automatically take action upon log file 
delivery. AWS CloudTrail uses the Amazon Simple Notification Service (Amazon SNS) for 
notifications. 

 Χηοιχε οφ Παρτνερ Σολυτιονσ: Multiple partners including AlertLogic, Boundary, Loggly, Splunk, 
and Sumologic offer integrated solutions to analyze AWS CloudTrail log files. These solutions 
include features like change tracking, troubleshooting, and security analysis. For more 
information, see the AWS CloudTrail partners section. 

 Λογ Φιλε Αγγρεγατιον: AWS CloudTrail can be configured to aggregate log files across multiple 
accounts and regions so that log files are delivered to a single bucket. For detailed instructions, 
refer to the Aggregating CloudTrail Log Files to a Single Amazon S3 Bucket section of the user 
guide. 

Αmαζον ΧλουδWατχη 
Amazon CloudWatch is a monitoring service for AWS cloud resources and the applications run on AWS. 
Customers can use Amazon CloudWatch to collect and track metrics, collect and monitor log files, and 
set alarms. Amazon CloudWatch can monitor AWS resources such as Amazon EC2 instances, Amazon 
DynamoDB tables, and Amazon RDS DB instances, as well as custom metrics generated by customer 
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applications and services, and any log files that applications generate. Customers can use Amazon 
CloudWatch to gain systemどwide visibility into resource utilization, application performance, and 
operational health, using these insights to react and keep their application running smoothly. 

Customer can use CloudWatch Logs to monitor and troubleshoot systems and applications using their 
existing system, application, and custom log files. Customers can send thier existing system, application, 
and custom log files to CloudWatch Logs and monitor these logs in near realどtime. This helps customers 
better understand and operate their systems and applications, and they can store their logs using highly 
durable, lowどcost storage for later access.  

ΛογΑναλψζερ φορ Αmαζον ΧλουδΦροντ 
LogAnalyzer allows customers to analyze their Amazon CloudFront Logs using Amazon Elastic 
MapReduce (Amazon EMR). Using Amazon EMR and the LogAnalyzer application customers can 
generate usage reports containing total traffic volume, object popularity, a break down of traffic by 
client IPs, and edge location. Reports are formatted as tab delimited text files, and delivered to the 
Amazon S3 bucket that customers specify. 

Amazon CloudFront's Access Logs provide detailed information about requests made for content 
delivered through Amazon CloudFront, AWS's content delivery service. The LogAnalyzer for Amazon 
CloudFront analyzes the service's raw log files to produce a series of reports that answer business 
questions commonly asked by content owners. 

Ρεπορτσ Γενερατεδ 
This LogAnalyzer application produces four sets of reports based on Amazon CloudFront access logs. The 
Overall Volume Report displays total amount of traffic delivered by CloudFront over the course of 
whatever period specified. The Object Popularity Report shows how many times each customer object is 
requested. The Client IP report shows the traffic from each different Client IP that made a request for 
content. The Edge Location Report shows the total number of traffic delivered through each edge 
location. Each report measures traffic in three ways: the total number of requests, the total number of 
bytes transferred, and the number of request broken down by HTTP response code. The LogAnalyzer is 
implemented using Cascading (http://www.cascading.org) and is an example of how to construct an 
Amazon Elastic MapReduce application. Customers can also customize reports generated by the 
LogAnalyzer. 

Τηιρδ Παρτψ Τοολσ 
Many thirdどparty log monitoring and analysis tools are available on AWS Marketplace. 

ΑWΣ Ιδεντιτψ ανδ Αχχεσσ Μαναγεmεντ (ΙΑΜ): 

AWS Identity and Access Management (IAM) is a web service that enables AWS customers to manage 
users and user permissions in AWS. The service is targeted at organizations with multiple users or 
systems that use AWS products such as Amazon EC2, Amazon SimpleDB, and the AWS Management 
Console. With AWS IAM, you can centrally manage users, security credentials such as access keys, and 
permissions that control which AWS resources users can access. 

Permissions let you specify who has access to AWS resources and which actions they can perform on 
those resources. Every AWS Identity and Access Management (IAM) user starts with no permissions. In 
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other words, by default, users can do nothing, not even view their own access keys. To give a user 
permission to do something, you can add the permission to the user (that is, attach a policy to the user), 
or add the user to a group that has the desired permission. 

ΧΑ Ρεσπονσε: 

Agile and APIM ど CA has various log monitoring tools that help us keep track of live production systems 
in order to understand load vs. resource utilization vs. performance. CA along with AWS monitors the 
service and provides real time alerting when systems suddenly die, or when system loads or response 
times approach critical thresholds. Logs are kept for forensic examination and identification of trends in 
order to proactively ensure stability. All systems are required to send logs to a centralized log server.  At 
a minimum log data must contain timestamps, usernames, IP Addresses, and query parameters. 

ASM ど ASM servers log all activity, and data retention is anywhere from 30 days to 1 year depending on 
the application and volume of logs generated. 

MAA ど CA MAA servers log all activity, and data retention is anywhere from 14 to 180 days depending on 
the component and volume of logs generated. 

PPM ど systems are monitored 24 x 7 by an enterprise network intrusion protection solution. Audit logs 
are sent to a centralized CA Audit system and are reviewed daily to ensure that there is no unusual 
activity. 

Μιχροσοφτ Ρεσπονσε: 

Logging of service, user and security events (web server logs, FTP server logs, etc.) is enabled and 
retained centrally. MCIO restricts access to audit logs to authorized personnel based on job 
responsibilities. Event logs are archived on secure infrastructure and are retained for 180 days. 
 
Microsoft Identity Manager and intrusion detection system tools are implemented within the Azure 
environment. Azure uses an early warning system to support realどtime analysis of security events within 
its operational environment. Monitoring agents and the alert and incident management system 
generate near realどtime alerts about events that could potentially compromise the system. 

MCIO has established procedures to receive, generate and disseminate security alerts from external 
organizations as necessary. MCIO coordinates with external agencies regarding the implementing of 
security directives. 
 
The Azure logging and monitoring infrastructure encompasses the entire Azure platform and does not 
vary by tenant. Detected incidents are isolated or contained in the most effective way depending on the 
nature of the event. 

The Azure platform is specifically designed and architected to prevent the possibility of production data 
being moved or replicated outside of the Azure cloud environment. These controls include: 

 Physical and logical network boundaries with strictly enforced change control policies 
 Segregation of duties requiring a business need to access an environment 
 Highly restricted physical and logical access to the cloud environment 
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 Strict controls based on SDL and OSA that define coding practices, quality testing and code 
promotion 

 Ongoing security, privacy and secure coding practices awareness and training 
 Continuous logging and audit of system access 
 Regular compliance audits to ensure control effectiveness 

 
Microsoft Azure customers are responsible for defining policies and establishing controls for how their 
production data is maintained with regard to replication or highどavailability and the demarcation of their 
production environment. 

Azure Employees and contractors must have a business need to enter a Microsoft datacenter and have 
received prior approval. Doors between areas of differing security require authorized badge access, are 
monitored through logs and cameras, and audited on a regular basis. Failure to abide by the Microsoft 
Datacenter security policies means instant dismissal for the employee. 

Log and monitor access is highly restricted to only authorized staff with a business need to access such 
systems. Microsoft Azure platform components (including OS, Virtual Network, Fabric, etc.) are 
configured to log and collect security events. 

Microsoft Azure uses Active Directory (AD) to manage and provision user accounts. Security group 
membership must be approved by the designated security group owners within Microsoft Azure. 
Automated procedures are in place to disable AD accounts upon the user's leave date. Domainどlevel 
user accounts are disabled after 90 days of inactivity. 
 
Strong authentication, including the use of multiどfactor authentication, helps limit access to customer 
data to authorized personnel only. Sample audits are performed by both Microsoft and third parties to 
attest that access is only for appropriate business purposes. When access is granted, it is carefully 
controlled and logged, and revoked as soon as it is no longer needed. 
 
The operational processes and controls that govern access and use of customer data in Azure are 
rigorously maintained and regularly verified by accredited audit firms. 

Designated security group owners within Microsoft Azure are responsible for reviewing appropriateness 
of employee access to applications and data on a periodic basis. Regular access review audits occur to 
validate appropriate access provisioning has taken place. Access is modified based on the results of this 
review. 
 
Membership in security groups must be approved by security group owners. Automated procedures are 
in place to disable AD accounts upon the user's leaveどdate. 
 
Physical access to infrastructure systems is restricted to Microsoft operations personnel or designated 
and authorized thirdどparty contractors at datacenter locations. Access is logged and reviewed by 
security managers. 
 
Within the Microsoft Azure environment, customers are responsible for managing access to the 
applications customers host on Microsoft Azure. 
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Οφφερορ mυστ δεσχριβε ωηετηερ ιτ χαν ρεστριχτ ϖισιβιλιτψ οφ χλουδ ηοστεδ δατα ανδ δοχυmεντσ το σπεχιφιχ 
υσερσ ορ γρουπσ. 

ΑWΣ Ρεσπονσε: 

AWS Identity and Access Management (IAM) is a web service that enables AWS customers to manage 
users and user permissions in AWS. The service is targeted at organizations with multiple users or 
systems that use AWS products such as Amazon EC2, Amazon SimpleDB, and the AWS Management 
Console. With AWS IAM, you can centrally manage users, security credentials such as access keys, and 
permissions that control which AWS resources users can access. 

Permissions let you specify who has access to AWS resources and which actions they can perform on 
those resources. Every AWS Identity and Access Management (IAM) user starts with no permissions. In 
other words, by default, users can do nothing, not even view their own access keys. To give a user 
permission to do something, you can add the permission to the user (that is, attach a policy to the user), 
or add the user to a group that has the desired permission. 

ΧΑ Ρεσπονσε: 

Agile ど Our databases are shared but logically segregated.  We ensure logical security of access to 
customer data by implementing access restrictions between subscriptions and roles within those 
subscriptions to assure adequate segregation of data. There is a plugin available in the unlimited edition 
that allows the administrator to limit access to the application based on IP address. 

APIM – Users of the Portal are divided into two types: Internal users (for publishers of the API) and 
External users (for developers). There are a number of preどdefined roles for both Internal and External 
users that inherit functionality in a hierarchical manner. Portal has RBAC built in that allows you to grant 
access to different functionality for different users. For example, you can assign a user to role that only 
allows them access to update content, or access apps but not create them. 

ASM – Only Public Status Page (PSP) data is stored in the cloud, and PSP web pages are accessible by 
anyone.  PSP data is only sent to the cloud if the customer enables this feature, and they can decide 
which data is made public. 

MAA – CA utilizes IaaS vendor to host the service with strict access controls in place. CA SaaS InfoSec 
team manages users and their associations with groups within LDAP Directory and conducts periodic 
access reviews to conform to governance requirements. 

PPM – Within the CA PPM SaaS application, over 150 individual rights/roles/groups can be used to 
secure application functionality and data records. Additionally, standard audit trail functionality can be 
configured for most objects and attributes to capture creation, edits, and deletions of selected data 
records or attributes. 
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Μιχροσοφτ Ρεσπονσε: 

Visibility for Azure can be restricted through the use of Role Based Access Controls. This feature can limit 
what users have access into and functionality. 

  
Οφφερορ mυστ δεσχριβε ιτσ νοτιφιχατιον προχεσσ ιν τηε εϖεντ οφ α σεχυριτψ ινχιδεντ, ινχλυδινγ ρελατινγ το 
τιmινγ, ινχιδεντ λεϖελσ. Οφφερορ σηουλδ τακε ιντο χονσιδερατιον τηατ Πυρχηασινγ Εντιτιεσ mαψ ηαϖε 
διφφερεντ νοτιφιχατιον ρεθυιρεmεντσ βασεδ ον αππλιχαβλε λαωσ ανδ τηε χατεγοριζατιον τψπε οφ τηε δατα 
βεινγ προχεσσεδ ορ στορεδ. 

ΑWΣ Ρεσπονσε: 

AWS has implemented various methods of external communication to support its customer base and 
the community. Mechanisms are in place to allow the customer support team to be notified of 
operational issues that impact the customer experience. A "Service Health Dashboard" is available and 
maintained by the customer support team to alert customers to any issues that may be of broad impact. 
The “AWS Security Center” is available to provide you with security and compliance details about AWS. 
You can also subscribe to AWS Support offerings that include direct communication with the customer 
support team and proactive alerts to any customer impacting issues. 

ΧΑ Ρεσπονσε: 

CA Technologies documents a plan and associated procedures in case of an information security 
incident. The incident response plan clearly articulates the responsibilities of personnel and identifies 
relevant parties for notification. All security incidents will be investigated and triaged to understand 
where the vulnerability exists. Software vulnerabilities will be investigated by CA engineering teams; 
other vulnerabilities will be addressed by the SaaS Ops team in conjunction with AWS. Affected 
customers will be notified and given a remediation plan. Clients are notified via email of any security 
incident that resulted in a data breach for that client promptly and no later than 5 days. A root cause 
analysis is then sent within 30 days. A meeting to review and discuss can be setup upon request. 

Μιχροσοφτ Ρεσπονσε: 

Μιχροσοφτ Αζυρε Ινχιδεντ Σεϖεριτψ Ταβλε 

Μιχροσοφτ Αζυρε Βροαδ Χοmmερχιαλ Χλουδ Συππορτ Ινχιδεντσ 

Σεϖεριτψ  Χυστοmερ�σ σιτυατιον  Εξπεχτεδ Μιχροσοφτ Ρεσπονσε Εξπεχτεδ Χυστοmερ Ρεσπονσε 

Α 

Critical business impact: 

 Customer’s business has 
significant loss or 
degradation of services 

 Needs immediate attention

 Initial response: 

o 1 hour or less for 
Professional 
Direct 

o 2 hours or less for 
Standard 

 Allocation of appropriate 
resources to sustain continuous 
effort all day, every day 

 Accurate contact information on 
case owner 
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Severity A support is only 
available for the Μιχροσοφτ 
Αζυρε Στανδαρδ ανδ τηε 
Μιχροσοφτ Αζυρε Προφεσσιοναλ 
Dιρεχτ support offerings. If you 
are a Premier customer, please 
login to your Premier portal to 
submit your issue. 

 Continuous effort all day, 
every day 

Β 

Moderate business impact: 

 Customer’s business has 
moderate loss or 
degradation of services but 
work can reasonably 
continue in an impaired 
manner. 

 Needs attention within 2 
business hours (review 
note 1) 

 Initial response: 

o 2 hours or less for 
Professional 
Direct 

o 4 hours or less for 
Standard 

 24x7 continuous effort 
unless customer requests 
to optどout 

 Allocation of appropriate 
resources to sustain continuous 
effort unless customer requests 
to optどout of 24x7 

 Accurate contact information on 
case owner 

Χ 

Minimum business impact: 

 Customer’s business is 
substantially functioning 
with minor or no 
impediments of services. 

 Needs attention within 4 
business hours (review 
note 1) 

 Initial response: 

o 4 hours or less for 
Professional 
Direct 

o 8 hours or less for 
Standard 

o Developer 
(business hours 
only; 8 hours or 
less 

 Accurate contact information on 
case owner 

1. Business Hours are defined as 6:00 A.M. to 6:00 P.M. Pacific Time, Monday through Friday 
excluding holidays for North America. Local hours of operation and business hours can be found 
at http://support.microsoft.com/contactus. 

Microsoft may downgrade the severity level if the customer is not able to provide adequate resources or 
responses to enable Microsoft to continue with problem resolution efforts. 
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Οφφερορ mυστ δεσχριβε ανδ ιδεντιφψ ωηετηερ ορ νοτ ιτ ηασ ανψ σεχυριτψ χοντρολσ, βοτη πηψσιχαλ ανδ 
ϖιρτυαλ Ζονεσ οφ Χοντρολ Αρχηιτεχτυρεσ (ΖΟΧΑ), υσεδ το ισολατε ηοστεδ σερϖερσ. 

ΑWΣ Ρεσπονσε: 

Amazon Virtual Private Cloud (Amazon VPC) lets you provision a logically isolated section of the Amazon 
Web Services (AWS) Cloud where you can launch AWS resources in a virtual network that you define. 
You have complete control over your virtual networking environment, including selection of your own IP 
address range, creation of subnets, and configuration of route tables and network gateways. 

You can easily customize the network configuration for your Amazon Virtual Private Cloud. For example, 
you can create a publicどfacing subnet for your webservers that has access to the Internet, and place your 
backend systems such as databases or application servers in a privateどfacing subnet with no Internet 
access. You can leverage multiple layers of security, including security groups and network access 
control lists, to help control access to Amazon EC2 instances in each subnet. 

ΧΑ Ρεσπονσε: 

Physical access mechanisms (e.g., access cards, biometric devices, mantraps and portals) have been 
implemented and are administered by local operations staff to help ensure that only authorized 
individuals have the ability to access the data centers. Portals and mantraps have been installed as antiど
tailgating measures in most of data center lobbies.  Entry to and exit from the data centers is through 
either a portal or mantrap where present. In data centers without portals or mantraps, the security 
officer monitors the entrance to prevent tailgating. Where present, the portal/mantrap bypass doors are 
only used in the event an individual is unable to use the portal or mantrap in case of emergency. 
Examples include handicap, phobia, or other restrictions on a caseどbyどcase basis. Tours and emergency 
data center security operations crews will be permitted to use the portal bypass door, when necessary. 

The datacenters used by CA Technologies annually undergo SOC 3 audits. A copy of the latest SOC 3 
report can be found here: 
http://d0.awsstatic.com/whitepapers/compliance/soc3_amazon_web_services.pdf  

Μιχροσοφτ Ρεσπονσε: 

Azure has several datacenters in the United States and abroad. The security controls of said datacenters 
are detailed in the Microsoft Azure CCM document. 
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Προϖιδε Σεχυριτψ Τεχηνιχαλ Ρεφερενχε Αρχηιτεχτυρεσ τηατ συππορτ Ινφραστρυχτυρε ασ α Σερϖιχε (ΙααΣ), 
Σοφτωαρε ασ α Σερϖιχε (ΣααΣ) & Πλατφορm ασ α Σερϖιχε (ΠααΣ) 

ΑWΣ Ρεσπονσε: 

The following whitepapers may prove helpful in your formulation of a response to these questions. 

Αρχηιτεχτινγ φορ τηε Χλουδ ΑWΣ Βεστ Πραχτιχεσ Φεβ 2016 

https://aws.amazon.com/whitepapers/architectingどforどtheどawsどcloudどbestどpractices/ 

Μαναγινγ Ψουρ ΑWΣ Ινφραστρυχτυρε ατ Σχαλε Φεβ 2015 

https://d0.awsstatic.com/whitepapers/managingどyourどawsどinfrastructureどatどscale.pdf 

ΧΑ Ρεσπονσε: 

Only SaaS is provided, network diagram can be provided upon signing NDA. 

Μιχροσοφτ Ρεσπονσε: 

Please see the response for question 6.7 for details. 

8.7 ΜΙΓΡΑΤΙΟΝ ΑΝD ΡΕDΕΠΛΟΨΜΕΝΤ ΠΛΑΝ 
ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 

SHI is responding today with offerings from AWS, Microsoft, and CA as well additional service offerings 
from our partner Ascent Innovations.  For this Section each partner has provide a specific response. 

SHI will work closely with our customers and partners in the event that end of life activities take place.  
We can help to create a plan to deprovision data/services ahead of time and offer project management 
around the migration to whatever solution the customer has chosen. 

  
Οφφερορ mυστ δεσχριβε ηοω ιτ mαναγεσ τηε ενδ οφ λιφε αχτιϖιτιεσ οφ χλοσινγ δοων α σερϖιχε το α 
Πυρχηασινγ Εντιτψ ανδ σαφελψ δεπροϖισιονινγ ιτ βεφορε τηε Οφφερορ ισ νο λονγερ χοντραχτυαλλψ οβλιγατεδ 
το mαινταιν τηε σερϖιχε, ινχλυδε πλαννεδ ανδ υνπλαννεδ αχτιϖιτιεσ. Αν Οφφερορ�σ ρεσπονσε σηουλδ 
ινχλυδε δεταιλ ον ηοω αν Οφφερορ mαινταινσ σεχυριτψ οφ τηε δατα δυρινγ τηισ πηασε οφ αν ΣΛΑ, ιφ τηε 
Οφφερορ προϖιδεσ φορ ρεδυνδανχψ δυρινγ mιγρατιον, ανδ ηοω πορταβλε τηε δατα ισ δυρινγ mιγρατιον. 

ΑWΣ Ρεσπονσε: 

AWS Customers manage the creation and deletion of their data on AWS, as well as maintain control of 
access permissions. Customers are responsible for maintaining appropriate data retention policies and 
procedures.  Controls in place limit access to systems and data and provide that access to systems or 
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data is restricted and monitored. In addition, customer data is and server instances are logically isolated 
from other customers by default. Privileged user access control is reviewed by an independent auditor 
during the AWS SOC 1, ISO 27001, PCI, and FedRAMP audits. Refer to the AWS SOC 1 audit report 
(available under AWS NDA) for more information and validation of the control testing related to access 
permissions and data deletion for AWS S3 Services. Refer to the AWS PCI Compliance Package (available 
under AWS NDA) for testing performed to confirm data deletion. Both the AWS SOC 1 audit report and 
the AWS PCI Compliance Package can be requested at ηττπ://αωσ.αmαζον.χοm/χοmπλιανχε/χονταχτ/. 

ΧΑ Ρεσπονσε: 

Agile, APIM, ASM ど The customer is responsible for the lifecycle of their data.  We will retain and protect 
all data until it has been deleted from our systems.  We can remove data from our systems upon written 
request from the customer at termination of the contract.  

MAA ど Tenant deprovisioning procedures are followed when customers decide to discontinue the 
service. As part of deprovisioning, any footprints of tenant's configurations and data is decommissioned. 

PPM ど Upon termination of the service a client's PPM SaaS instance is deprovisioned and all client data is 
programmatically deleted per the stated data retention policies. Data can be delivered per the response 
in 8.7.2. All security measures remain in place during this phase. The client retains ownership of all data 
contained in the service both during the term of contract and after it expires   

Μιχροσοφτ Ρεσπονσε: 

Any service can be deleted via PowerShell or the Azure Management Portal. Any data created via the 
deleted service will be contained in Azure Storage unless this was deleted along with the service. Any 
created security policies within the storage container will be maintained. All necessary SLA’s are covered 
in 8.10.2. 

 

  
Οφφερορ mυστ δεσχριβε ηοω ιτ ιντενδσ το προϖιδε αν ορδερλψ ρετυρν οφ δατα βαχκ το τηε Πυρχηασινγ 
Εντιτψ, ινχλυδε ανψ δεσχριπτιον ιν ψουρ ΣΛΑ τηατ δεσχριβεσ τηε ρετυρν οφ δατα το α χυστοmερ. 

ΑWΣ Ρεσπονσε: 

SHI will work with the Purchasing Entity to prevent any disruption and suspension in IaaS or PaaS 
services.  If a suspension or retrieval effort is required, SHI will petition AWS and will work in good faith 
to accommodate expedient reinstatement of services, transfer of services and data, or any combination 
thereof to prevent data stranding. 

ΧΑ Ρεσπονσε: 

All Terminating clients have the option to receive their data, this option will be discussed during 
termination process. We can provide an export of the data in XML and JSON formats at the end of the 
contract.   

For ASM, this solution is currently not available, due to nature of offering. All request will be handled on 
a case by case basis. 
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MAA – This solution is currently not available. 

PPM ど Terminating clients have the following options to receive their data: 

 API data extractions via HTTPS producing XML formatted flat files. See the user guide XOG 
Developer Guide for technical details. 

 Oracle data pump generated file containing all tables with client data. 
 Oracle data pump generated file of the client’s entire CA PPM database schema. This option 

requires a valid, perpetual CA PPM license. 
 

Μιχροσοφτ Ρεσπονσε: 

Please see our response to question 8.11.  

8.8 ΣΕΡςΙΧΕ ΟΡ DΑΤΑ ΡΕΧΟςΕΡΨ 
ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 

SHI is responding today with offerings from AWS, Microsoft, and CA as well additional service offerings 
from our partner Ascent Innovations.  For this Section each partner has provide a specific response. 

  
Dεσχριβε ηοω ψου ωουλδ ρεσπονδ το τηε φολλοωινγ σιτυατιονσ; ινχλυδε ανψ χοντινγενχψ πλαν ορ πολιχψ. 

 Εξτενδεδ δοωντιmε. 

 Συφφερσ αν υνρεχοϖεραβλε λοσσ οφ δατα. 

 Οφφερορ εξπεριενχεσ α σψστεm φαιλυρε. 

 Αβιλιτψ το ρεχοϖερ ανδ ρεστορε δατα ωιτηιν 4 βυσινεσσ ηουρσ ιν τηε εϖεντ οφ α σεϖερε σψστεm 
ουταγε.  

 Dεσχριβε ψουρ Ρεχοϖερψ Ποιντ Οβϕεχτιϖε (ΡΠΟ) ανδ Ρεχοϖερψ Τιmε Οβϕεχτιϖε (ΡΤΟ). 

 

ΑWΣ Ρεσπονσε: 

Our combined view, SHI and AWS, is that the best way to address downtime and data recovery 
scenarios is to design redundancy and resiliency from the very start.   The AWS platform provides the 
necessary services, subcategories, and functionality needed to design and build high resilience 
environments: 

 Extended downtime and System failure  – provision standby storage and compute resources, in 
applicable legal and geographic jurisdictions, so that outages are quickly averted by poweringどup 
these standby resources.   Provide appropriate user designees’ the access and ability to powerど
up these standby resources without needing any external assistance. 
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 Loss of data – secure data in redundant locations in compliance with applicable legal and 
regulatory requirements.   Enable full use of AWS’ elevenどnines of data durability in each region 
and availability zone to prevent loss. 

Recovery objectives, and RPO and RTO goals – help users classify and clarify required recovery 
objectives and applicable RPO/RTO goals, then offer designs suited to support availability requirements, 
support ongoing audits to ensure goals are consistently met. 

ΧΑ Ρεσπονσε: 

For Agile and APIM ど Disaster to the CA Technologies corporate network in New York will not affect 
customers' service. Secondary services, such as domain name services will be routed through the 
secondary CA Technologies network in Illinois. CA has a BCP plan in place to direct its services. The SaaS 
environment is separate from the CA corporate network and a service specific disaster recovery plan is 
in place. 

In the event of downtime we would failover to our warm data center in order to restore access to the 
application as quickly as possible.  This is done according to our Disaster Recovery Plan. We have 
implemented a physical standby database in both hot/Live site as well as warm/standby sites using 
Oracle Data Guard with realどtime apply to achieve the stated recovery objectives. We enable all of our 
employees with the ability to be able to work remotely and provide remote network access to ensure 
business functions can continue.  All corporate infrastructure has redundant systems that can be utilized 
in the event of failure.  

CA provides an SLA of 99.8% uptime, which can result in unforeseen outages of ~1.5 hours per month. In 
the event of a failure to meet a SLA threshold, customer may be entitled to a number of days of credit. 

Customer data is isolated within dedicated schemas with nightly backups. The maximum data loss would 
be the previous 24hrs. 

Recovery Point Objective (RPO): Maximum data loss: 24 hours 
Data that is uploaded, but not backed up within the 24 hours may have to be reどentered 
Recovery Time Objective (RTO): 72 hours 

ASM ど If unable to resolve in a timely manner, all customers will be notified via email to the registered 
admin.  Failover from the primary to DR site may be utilized if the extended amount of time warrants 
declaration of DR. Customer data is isolated within dedicated schemas with nightly backups. The 
maximum data loss would be the previous 24hrs. Customers would be notified in advance, and given 
ample time to retrieve their data manually or via the ASM API. Data is replicated from the primary 
(production) to secondary (DR) continuously.  In the event of catastrophic loss of live data a failover to 
the DR site would be necessary. 

Recovery Point Objective (RPO): Maximum data loss: 24 hours 
Data that is uploaded, but not backed up within the 24 hours may have to be reどentered 
Recovery Time Objective (RTO): 24 hours 

MAA – Customers are kept abreast with progress during incidents, including outages. CA utilizes bestどofど
breed notification system which enables customer contacts to selfどsubscribe to different types of 
notifications that they would be interested in.  A DR plan has been created should the extended down 
time result in DR declaration. MAA data is backed up fully daily. The maximum data loss would be the 
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previous 24hrs.  Customers would be notified in advance, and given ample time to retrieve their data. 
Using DB clustering technologies, multiple copies of data are maintained helping in recovery of the data. 

Recovery Point Objective (RPO): Maximum data loss: 24 hours 
Data that is uploaded, but not backed up within the 24 hours may have to be reどentered 
Recovery Time Objective (RTO): 72 hours 

PPM ど Hardware/software failure: Because of high availability and redundancy there should be zero loss 
of data in this scenario, but in rare cases, data may be lost up to the last available recovery point. CA 
Technologies will use all commercially reasonable efforts to recover from any system failure event as 
follows: 

Recovery Point Objective: 24 hours or less 
Recovery Time Objective: 4 hours 

Customer data is isolated within dedicated schemas with nightly backups. The maximum data loss would 
be the previous 24hrs. Disaster to the CA Technologies corporate network in New York will not affect 
customers' service. Secondary services, such as domain name services will be routed through the 
secondary CA Technologies network in Illinois. 

Recovery Point Objective (RPO): Maximum data loss: 24 hours 
Data that is uploaded, but not backed up within the 24 hours may have to be reどentered 
Recovery Time Objective (RTO): 72 hours 

Μιχροσοφτ Ρεσπονσε: 

BCPs have been documented and published for critical Azure services, which provide roles and 
responsibilities and detailed procedures for recovery and reconstitution of systems to a known state per 
defined Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO). Plans are reviewed on an 
annual basis, at a minimum. 
 
The BCP team conducts testing of the business continuity and disaster recovery plans for critical 
services, per the defined testing schedule for different loss scenarios. Each loss scenario is tested at least 
annually. Issues identified during testing are resolved during the exercises and plans are updated 
accordingly. 

  
Dεσχριβε ψουρ mετηοδολογιεσ φορ τηε φολλοωινγ βαχκυπ ανδ ρεστορε σερϖιχεσ: 

 Μετηοδ οφ δατα βαχκυπσ  

 Μετηοδ οφ σερϖερ ιmαγε βαχκυπσ 

 Dιγιταλ λοχατιον οφ βαχκυπ στοραγε (σεχονδαρψ στοραγε, ταπε, ετχ.) 

 Αλτερνατε δατα χεντερ στρατεγιεσ φορ πριmαρψ δατα χεντερσ ωιτηιν τηε χοντινενταλ Υνιτεδ Στατεσ. 

ΑWΣ Ρεσπονσε: 

The AWS platform enables a lightweight approach to backup and recovery due, in part, to the following 
characteristics: 
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 Computers are now virtual abstract resources instantiated via code rather than being hardware 
based. 

 Capacity is available at incremental cost rather than upどfront cost. 
 Resource provisioning takes place in minutes, lending itself to realどtime configuration. 
 Server images are available on demand, can be maintained by an organization, and can be 

activated immediately. 
These characteristics offer customers opportunities to recover deleted or corrupted data with less 
infrastructure overhead. 

Προτεχτινγ Χονφιγυρατιονσ Ρατηερ Τηαν Σερϖερσ  
The Amazon Elastic Compute Cloud (Amazon EC2) service enables the backup and recovery of a 
standard server, such as a web server or application server, so that customers can focus on protecting 
their configuration and the state of data rather than the server itself. This set of data is much smaller 
than the aggregate set of server data, which typically includes various application files, operating system 
files, temporary files, and so on. This change of approach means that regular nightly incremental or 
weekly full backups can take far less time and consume less storage space. 

When a compute instance is started in Amazon EC2, it is based upon an Amazon Machine Image (AMI) 

and can also connect to existing storage volumes—for example, Amazon Elastic Block Store (Amazon 
EBS). In addition, when launching a new instance, it is possible to pass user data to the instance that can 
be accessed internally as dynamic configuration parameters. 

A sample workflow is as follows: 

 Launch a new instance of a web server, passing it the identity of the web server and any security 
credentials required for initial setup. The instance is based upon a preどbuilt AMI that contains 
the operating system and relevant web server application (e.g., Apache or IIS). 

 Upon startup, a boot script accesses a designated and secured Amazon Simple Storage Service 
(Amazon S3) bucket that contains the specified configuration file(s).  

 The configuration file contains various instructions for setting up the server (e.g., web server 
parameters, locations of related servers, additional software to install, and patch updates).  

 The server executes the specified configuration and is ready for service. An openどsource tool for 
performing this process called cloudどinit is already installed on Amazon Linux AMIs and is also 
available for a number of other Linux distributions.  
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Φιγυρε � Τραδιτιοναλ Βαχκυπ Αππροαχη 

 

 

Φιγυρε � Αmαζον ΕΧ2 Βαχκυπ Αππροαχη 

In this case, there is no need to back up the server itself. The relevant configuration is contained in the 
combination of the AMI and the configuration file(s). So, the only components requiring backup and 
recovery are the AMI and configuration file(s). 

Αmαζον Μαχηινε Ιmαγε (ΑΜΙ) 
AMIs that customers register are automatically stored in their account using Amazon EBS snapshots. 
These snapshots reside in Amazon S3 and are highly durable. This means that the underlying storage 
mechanism for the AMIs is protected from multiple failure scenarios.  

It is also possible to share AMIs between separate AWS accounts. Consequently, customers can create 
totally independent copies of the AMI by:  

 Sharing the original AMI to another specified AWS account controlled by the customer.  
 Starting a new instance based upon the shared AMI.  
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 Creating a new AMI from that running instance.  
 

The new AMI is then stored in the second account and is an independent copy of the original AMI. Of 
course, customers can also create multiple copies of the AMI within the same account. 

Χονφιγυρατιον Φιλεσ 
Customers use a variety of version management approaches for configuration files, and they can follow 
the same regime for the files used to configure their Amazon EC2 instances. For example, a customer 
could store different versions of configuration files in designated locations and securely control them 
like any other code. That customer could then back up these code repositories using the appropriate 
backup cycle (e.g., daily, weekly, monthly) and snapshots to protected locations. Furthermore, 
customers can use Amazon S3 to store their configuration files, taking advantage of the durability of the 
service in addition to backing up the files to an alternate location on a regular basis. 

Dαταβασε ανδ Φιλε Σερϖερσ 
Backing up data for database and file servers differs from the web and application layers. In general, 
database and file servers contain larger amounts of business data (tens of GB to multiple TB) that must 
be retained and protected at all times. In these cases, customers can leverage efficient data movement 
techniques such as snapshots to create backups that are fast, reliable, and space efficient. 

For databases that are built upon RAID sets of Amazon EBS volumes (and have total storage less than 1 
TB), an alternative backup approach is to asynchronously replicate data to another database instance 
built using a single Amazon EBS volume. While the destination Amazon EBS volume will have slower 
performance, it is not being used for data access and can be easily snapshotted to Amazon S3 using the 
Amazon EBS snapshot capability. 

Dισαστερ Ρεχοϖερψ 
The AWS cloud supports many popular DR architectures from “pilot light” environments that are ready 
to scale up at a moment’s notice to “hot standby” environments that enable rapid failover. With data 
centers in 12 regions around the world (4 in the United States), AWS provides a set of cloudどbased DR 
services that enable rapid recovery of IT infrastructure and data. 

Γενεραλ Dισαστερ Ρεχοϖερψ/ΧΟΟΠ ανδ Βαχκυπ Ρεθυιρεmεντσ ανδ Ισσυεσ 
Some of the minimum needs and requirements in a traditional DR approach are: 

 Facilities to house additional infrastructure, including power and cooling. 
 Security to ensure the physical protection of assets. 
 Suitable capacity to scale the environment. 
 Support for repairing, replacing, and refreshing the infrastructure. 
 Contractual agreements with an Internet Service Provider (ISP) to provide Internet connectivity 

that can sustain bandwidth utilization for the environment under a full load. 
 Network infrastructure such as firewalls, routers, switches, and load balancers. 
 Enough server capacity to run all missionどcritical services, including storage appliances for the 

supporting data, and servers to run applications and backどend services such as user 
authentication, Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), 
monitoring, and alerting.  
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ΑWΣ Χαπαβιλιτιεσ φορ DΡ/ΧΟΟΠ/Βαχκυπ Σολυτιονσ 
With AWS, customers can eliminate the need for additional physical infrastructure, offどsite data 
replication, and upkeep of spare capacity. AWS uses distinct and geographically diverse Availability 
Zones (AZs) that are engineered to be isolated from failures in other AZs. This innovative and unique 
AWS feature enables customers to protect applications from the failure of a single location, resulting in 
significant cost savings and increased agility to change and optimize resources during a DR scenario. 

AWS offers the following highどlevel DR capabilities: 

 Fast Performance: Fast, diskどbased storage and retrieval of files. 
 No Tape: Eliminate costs associated with transporting, storing, and retrieving tape media and 

associated tape backup software. 
 Compliance: Minimize downtime to avoid breaching Service Level Agreements (SLAs). 
 Elasticity: Add any amount of data, quickly. Easily expire and delete without handling media. 
 Security: Secure and durable cloud DR platform with industryどrecognized certifications and 

audits. 
 Partners: AWS solution providers and system integration partners to help with deployments. 

Σολυτιον Υσε Χασεσ 
AWS can enable customers to costどeffectively operate multiple DR strategies. Error! Reference source 
not found. shows a spectrum of scenarios—“backup & restore,” “pilot light,” “warm standby,” and 
“multiどsite”—arranged by how quickly a system can be available to users after a DR event.  

 
Φιγυρε � Σπεχτρυm οφ DΡ Οπτιονσ. 

Each DR option is discussed in more detail below: 

 Backup and Restore: In most traditional environments, data 
is backed up to tape and sent offどsite regularly. Recovery 
time will be the longest using this method, and lack of 
automation leads to increased costs. Using Amazon Simple 
Storage Service (Amazon S3) is ideal for backup data, as it is 
designed to provide 99.999999999% durability of objects 
over a given year. Transferring data to and from Amazon S3 
is typically done via the network, and it is therefore 
accessible from any location. Also, with AWS Storage Gateway, customers can automatically 
back up onどpremises data to Amazon S3. 

 Pilot Light for Simple Recovery into AWS Warm Standby Solution: The idea of the pilot light is an 
analogy that comes from the gas heater. In a gas heater, a small idle flame that’s always on can 
quickly ignite the entire furnace to heat up a house as needed. This scenario is analogous to a 
backup and restore scenario; however, customers must ensure that they have the most critical 
core elements of their system already configured and running in AWS (the pilot light). When the 

Amazon S3 is designed to 
provide 99.999999999% 
durability of objects over a given 
year. This durability level 
corresponds to an average 
annual expected loss of 
0.000000001% of objects. 
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time comes for recovery, customers would rapidly provision a fullどscale production environment 
around the critical core.  

 Warm Standby Solution in AWS: The term “warm standby” is used to describe a DR scenario in 
which a scaledどdown version of a fully functional environment is always running in the cloud. It 
further decreases recovery time because, in this case, some services are always running. By 
identifying businessどcritical systems, customers could fully duplicate these systems on AWS and 
have them always on. 

 MultiどSite Solution Deployed on AWS and OnどSite: A multiどsite solution runs in AWS as well as 
on a customer’s existing onどpremise infrastructure in an activeどactive configuration. During a 
disaster situation, an organization can simply send all traffic to AWS servers, which can scale to 
handle their full production load. 

DΡ Ρεσουρχεσ 
There are multiple resources to help organizations start using AWS for a DR/COOP and backup solution: 

 Read the AWS whitepaper Using AWS for Disaster Recovery  
 Read the Forrester whitepaper File Storage Costs Less in the Cloud than InどHouse 
 Review a sample AWS DR architecture 

 
Review more information on AWS DR capabilities and approaches 

ΧΑ Ρεσπονσε: 

For Agile and APIM ど CA commits to the following data backup and replication during the Subscription 
Term: 

Data Backup: All Customers of the Service offering shall have their data backed up on a daily basis. 
Backups are securely replicated to an alternate location (within the same geographic location) limiting 
data loss to no more than 24 hours in the event of a primary data location disaster. 

 Daily backups are retained for 7 days 
 Removable media are not used for data or backup storage 
 Restoration of data may require engagement of CA Professional Services for an additional fee 

 

In addition, snapshots of database transactions are taken every hour to a disaster recovery site allowing 
for emergency disaster recovery with maximum of 1.5 hours of data loss due to catastrophic onsite 
failure (fire in cage, natural disaster, etc. at data center). Backups are tested monthly and a full disaster 
recovery process to the offsite application cluster is tested semiどannually. 

We manage systems through Chef and the configuration cookbooks are backed up. Backups are stored 
in our warm data center. We have a hot/warm data configuration with both data centers located within 
the US but ~1300 miles apart. 

ASM ど Backups are stored on disk only, sync'd between data centers for DR purposes. Automation tools 
are used to manage the configuration of ASM internal servers, and can be used for recovery. CA has an 
alternate site approximately 900 miles from our primary site. ASM has a warm standby with near time 
data replication between the data centers. 
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MAA – Backups are stored on disk only, sync'd between data centers for DR purposes. Automation tools 
are used to manage the configuration of MAA internal servers, and can be used for recovery. Daily 
differential and full backups reside in the primacy site with weekly data backups residing offsite. The 
MAA service is currently available from one data center only. 

PPM ど Nightly backups are stored on disk only. Server images are template based and are rebuilt as 
needed using automation. CA has an alternate site approximately 900 miles from our primary site. 
Nightly backups are encrypted and synchronized to the alternate data center via a secure tunnel. While 
CA PPM SaaS has global data centers, the location where data is stored and recovered to is within region 
as defined in the PPM SaaS Listing. For US based clients this region in within the US.   

Μιχροσοφτ Ρεσπονσε: 

Azure Backup is efficient over the network and on your disk. Once the initial seeding is complete, only 
incremental changes are sent at a defined frequency. Builtどin features, such as compression, encryption, 
longer retention, and bandwidth throttling, help boost IT efficiency. 

Azure Site Recovery protects server backups by automating the replication of the virtual machines based 
on policies that you set and control. Azure Site Recovery can protect HyperどV, VMware and physical 
servers and you can use Azure or your secondary datacenter as your recovery site. Site Recovery 
coordinates and manages the ongoing replication of data by integrating with existing technologies 
including System Center and SQL Server AlwaysOn. 

Azure has several datacenters in the United States and abroad. The customer has the ability to select 
where their data is stored and how many copies of that data are available. 

8.9 DΑΤΑ ΠΡΟΤΕΧΤΙΟΝ 
ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 

SHI is responding today with offerings from AWS, Microsoft, and CA as well additional service offerings 
from our partner Ascent Innovations.  For this Section each partner has provide a specific response. 

SHI understands that data encryption requirements may vary and we will work with customers to 
classify data and decide if it needs to be encrypted and identify the best solutions. 

  
Σπεχιφψ στανδαρδ ενχρψπτιον τεχηνολογιεσ ανδ οπτιονσ το προτεχτ σενσιτιϖε δατα, δεπενδινγ ον τηε 
παρτιχυλαρ σερϖιχε mοδελ τηατ ψου ιντενδ το προϖιδε υνδερ τηισ Μαστερ Αγρεεmεντ, ωηιλε ιν τρανσιτ ορ ατ 
ρεστ. 

ΑWΣ Ρεσπονσε: 

AWS customers retain control and ownership of their data, and all data stored by AWS on behalf of 
customers has strong tenant isolation security and control capabilities. Customers should consider the 
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sensitivity of their data and decide if and how they will encrypt data while it is in transit and while it is at 
rest. 

Σεχυρινγ Dατα ατ Ρεστ 
There are several options for encrypting data at rest, ranging from completely automated AWS 
encryption solutions to manual, clientどside options. Choosing the right solutions depends on which AWS 
cloud services are being used and customer requirements for key management. Information on 
protecting data at rest using encryption can be found in the Protecting Data Using Encryption section of 
the Amazon Simple Storage Service (Amazon S3) Developer Guide.  

Additionally, the Σεχυρινγ Dατα ατ Ρεστ ωιτη Ενχρψπτιον whitepaper provides an overview of the options 
for encrypting data at rest in AWS cloud services. It describes these options in terms of where 
encryption keys are stored and how access to those keys is controlled. Both serverどside and clientどside 
encryption methods are discussed with examples of how each can be accomplished in various AWS 
cloud services.  

Σεχυρινγ Dατα ιν Τρανσιτ 
Protecting data in transit when running applications in the cloud involves protecting network traffic 
between clients and servers and network traffic betwen servers.  

Services from AWS provide support for both Internet Protocol Security (IPSec) and Secure Sockets 
Layer/Transport Layer Security (SSL/TLS) for protection of data in transit. IPSec is a protocol that extends 
the IP protocol stack, often in network infrastructure, and allows applications on upper layers to 
communicate securely without modification. SSL/TLS, on the other hand, operates at the session layer, 
and while there are thirdどparty SSL/TLS wrappers, it often requires support at the application layer as 
well. 

The ΑWΣ Σεχυριτψ Βεστ Πραχτιχεσ whitepaper provides greater detail on how to protect data in transit and 
at rest in the AWS cloud. 

ΧΑ Ρεσπονσε: 

Agile ど All data in transit is encrypted. We support TLS 1+.  For data at rest we have both database and 
disk level encryption.  DB encryption utilizes Oracle TDE w/ AESど256. 

APIM ど All data is encrypted via TLS Mutual Authentication during transit 

ASM ど All data transmitted between data centers is encrypted inどtransit. HTTPS/TLS is used by the ASM 
dashboard and API. 

MAA ど HTTPS/TLS encrypts the data inどtransit. Sensitive data rest is encrypted using native encryption of 
SQL and NoSQL vendors. 

PPM ど All web traffic is protected by SHA256 bit TLS 1.0, 1.1, or 1.2 encryption and 2048 bit RSA public 
keys. The CA PPM SaaS application encrypts user session data. CA PPM SaaS email services supports TLS 
encryption. 
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Μιχροσοφτ Ρεσπονσε: 

Azure offers security via Azure Active Directory, multifactor authentication, encryption and key 
management for data in transit and at rest, network security (vpn, acl), antimalware, centralized 
monitoring and penetration testing for all levels of users (Commercial, Government, Enterprise). 

  
Dεσχριβε ωηετηερ ορ νοτ ιτ ισ ωιλλινγ το σιγν ρελεϖαντ ανδ αππλιχαβλε Βυσινεσσ Ασσοχιατε Αγρεεmεντ ορ 
ανψ οτηερ αγρεεmεντ τηατ mαψ βε νεχεσσαρψ το προτεχτ δατα ωιτη α Πυρχηασινγ Εντιτψ.  

ΣΗΙ Ρεσπονσε: 

Upon award and request from a Purchasing Entity, we agree to review, discuss, and if applicable sign any 
necessary agreements associated with the purchase of products from this contract. 

  
Οφφερορ mυστ δεσχριβε ηοω ιτ ωιλλ ονλψ υσε δατα φορ πυρποσεσ δεφινεδ ιν τηε Μαστερ Αγρεεmεντ, 
παρτιχιπατινγ αδδενδυm, ορ ρελατεδ σερϖιχε λεϖελ αγρεεmεντ.  Οφφερορ σηαλλ νοτ υσε τηε γοϖερνmεντ 
δατα ορ γοϖερνmεντ ρελατεδ δατα φορ ανψ οτηερ πυρποσε ινχλυδινγ βυτ νοτ λιmιτεδ το δατα mινινγ. 
Οφφερορ ορ ιτσ συβχοντραχτορσ σηαλλ νοτ ρεσελλ νορ οτηερωισε ρεδιστριβυτε ινφορmατιον γαινεδ φροm ιτσ 
αχχεσσ το τηε δατα ρεχειϖεδ ασ α ρεσυλτ οφ τηισ ΡΦΠ. 

ΑWΣ Ρεσπονσε: 

As part of the SHI/AWS solution, we will comply with terms in the Master Agreement which means we 
do not have access to any of the Purchasing Entity users’ data. 

ΧΑ Ρεσπονσε: 

CA Technologies hosts all customer data in secure multiどtenant or single tenant arrangements. All 
customer data is maintained in the strictest privacy according to CA Technologies policies, governance, 
SSAE 16 regulations. CA policies strictly prohibit the resale, redistribution or use by any third party of 
any and all customer data. 

CA Technologies has written data security controls in place at CA Technologies to help ensure that 
Customer Data is appropriately protected and are applicable to SaaS operations. 

Customer Data provided to CA Technologies is considered “Highly Confidential Information” under our 
Data Classification Policy and is afforded the highest level of security at the company. 

CA Technologies has documented and implemented policies and procedures (“Policies and Procedures”) 
that regulate the processing of Customer Data, including its receipt, transmission, storage, distribution, 
access and deletion. CA Technologies Policies and Procedures are designed to comply with all applicable 
laws, rules and regulations in the countries in which it conducts business. 

CA Technologies maintains a comprehensive set of information security Policies and Procedures that are 
approved by senior management and are reviewed and updated to remain compliant with the law and 
current industry practices. These Policies and Procedures include: 

 Organizational security 
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 Physical and environmental security 
 Communications and connectivity 
 Change control 
 Data integrity 
 Incident response 
 Privacy 
 Backup and offsite storage 
 Vulnerability monitoring 
 Information classification 
 Dataどhandling; and 
 Security configuration standards for networks, operating systems, applications and desktops 

 

Μιχροσοφτ Ρεσπονσε: 

Customer Data will be used only to provide customer the Online Services including purposes compatible 
with providing those services. For example, we may use Customer Data to provide a personalized 
experience, improve service reliability, combat spam or other malware, or improve features and 
functionality of the Online Services. Microsoft will not use Customer Data or derive information from it 
for any advertising or similar commercial purposes. "Customer Data" means all data, including all text, 
sound, video, or image files, and software, that are provided to Microsoft by, or on behalf of, you or 
your end users through use of the Online Service.  Customer Data is not Administrator Data, Payment 
Data, or Support Data. 

8.10 ΣΕΡςΙΧΕ ΛΕςΕΛ ΑΓΡΕΕΜΕΝΤΣ  
ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 

SHI is responding today with offerings from AWS, Microsoft, and CA as well additional service offerings 
from our partner Ascent Innovations.  For this Section each partner has provide a specific response. 
Please not that each partner included with this response has specific SLAs associated with their solution 
and oftentimes are nonどnegotiable. SHI will work with customers to review and understand the SLAs of 
the solution that best fits their needs. 

  
Οφφερορ mυστ δεσχριβε ωηετηερ ψουρ σαmπλε Σερϖιχε Λεϖελ Αγρεεmεντ ισ νεγοτιαβλε.  Ιφ νοτ δεσχριβε 
ηοω ιτ βενεφιτσ πυρχηασινγ εντιτψ�σ νοτ το νεγοτιατε ψουρ Σερϖιχε Λεϖελ Αγρεεmεντ. 

ΑWΣ Ρεσπονσε: 

Our IaaS and PaaS service offer is continually updated and improved for compliance, performance, 
security, usability and generally better service.  Purchasing Entities will hold on to negotiated SLAs that 
require lowered service than the IaaS and PaaS offers would provide over time. 
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AWS will give customers 6 months if at any time we decide to alter the SLA. It is important to note that 
in the past 10 years AWS has not deprecated the SLA but instead has improved it. 

SHI agrees to proactively look at SLA and notify Purchasing Entities of any changes. 

ΧΑ Ρεσπονσε: 

The target availability SLA of 99.8% is standard and not negotiable. 

Μιχροσοφτ Ρεσπονσε: 

The SLA’s provided are nonnegotiable. Per Microsoft if the SLA is not met, they will offer a service credit 
based on the month of nonどcompliance.  

  
Οφφερορ, ασ παρτ οφ ιτσ προποσαλ, mυστ προϖιδε α σαmπλε οφ ιτσ Σερϖιχε Λεϖελ Αγρεεmεντ, ωηιχη σηουλδ 
δεφινε τηε περφορmανχε ανδ οτηερ οπερατινγ παραmετερσ ωιτηιν ωηιχη τηε ινφραστρυχτυρε mυστ οπερατε 
το mεετ ΙΤ Σψστεm ανδ Πυρχηασινγ Εντιτψ�σ ρεθυιρεmεντσ. .   

ΑWΣ Ρεσπονσε: 

AWS currently provides Service Level Agreements (SLAs) for several products. Due to the rapidly 
evolving nature of AWS’s product offerings, SLAs are best reviewed directly on our website via the links 
below: 

 Amazon EC2 SLA: http://aws.amazon.com/ec2どsla/  
 Amazon S3 SLA: http://aws.amazon.com/s3どsla  
 Amazon CloudFront SLA: http://aws.amazon.com/cloudfront/sla/  
 Amazon Route 53 SLA: http://aws.amazon.com/route53/sla/  
 Amazon RDS SLA: http://aws.amazon.com/rdsどsla/ 

 

ΧΑ Ρεσπονσε: 

The target availability SLA of 99.8% is standard and not negotiable. 
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Μιχροσοφτ Ρεσπονσε: 

Μιχροσοφτ Αζυρε Σερϖιχεσ 

ΑΠΙ Μαναγεmεντ Σερϖιχεσ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given API Management instance has been deployed in Microsoft 
Azure during a billing month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all API Management instances deployed by you in 
a given Microsoft Azure subscription during a billing month. 
“Προξψ” is the component of the API Management Service responsible for receiving API requests and forwarding them to the 
configured dependent API. 
 
Dοωντιmε:  The total accumulated Deployment Minutes, across all API Management instances deployed by you in a given 
Microsoft Azure subscription, during which the API Management Service is unavailable.  A minute is considered unavailable for 
a given API Management instance if all continuous attempts to perform operations through the Proxy throughout the minute 
result in either an Error Code or do not return a Success Code within five minutes. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
 
Σερϖιχε Χρεδιτ φορ Στανδαρδ Τιερ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 
Σερϖιχε Χρεδιτ φορ Πρεmιυm Τιερ δεπλοψmεντσ σχαλεδ αχροσσ τωο ορ mορε ρεγιονσ:   

Monthly Uptime Percentage  Service Credit 

< 99.95%  10% 

< 99%  25% 

 
Αππ Σερϖιχε 

Αδδιτιοναλ Dεφινιτιονσ: 
“Αππ” is a Web App deployed by Customer within the App Service, excluding web apps in the Free and Shared tiers. 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given App has been set to running in Microsoft Azure during a 
billing month.  Deployment Minutes is measured from when the App was created or the Customer initiated an action that 
would result in running the App to the time the Customer initiated an action that would result in stopping or deleting the Web 
App. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Apps deployed by Customer in a given 
Microsoft Azure subscription during a billing month 
 
Dοωντιmε:  is the total accumulated Deployment Minutes, across all Apps deployed by Customer in a given Microsoft Azure 
subscription, during which the App is unavailable. A minute is considered unavailable for a given App when there is no 
connectivity between the App and Microsoft’s Internet gateway. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ: 
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Monthly Uptime Percentage  Service Credit 

< 99.95%  10% 

< 99%  25% 

 
Αδδιτιοναλ Τερmσ:  Service Credits are applicable only to fees attributable to your use of Apps and not to fees attributable to 
other types of apps available through the App Service, which are not covered by this SLA. 

 

Αππλιχατιον Γατεωαψ  
Αδδιτιοναλ Dεφινιτιονσ: 
“Αππλιχατιον Γατεωαψ Χλουδ Σερϖιχε” refers to a collection of one or more Application Gateway instances configured to 
perform HTTP load balancing services. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the total accumulated minutes during a billing month during which an Application Gateway 
Cloud Service comprising two or more medium or larger Application Gateway instances has been deployed in a Microsoft Azure 
subscription. 
 
Dοωντιmε:  is the total accumulated Maximum Available Minutes during a billing month for a given Application Gateway Cloud 
Service during which the Application Gateway Cloud Service is unavailable.  A given minute is considered unavailable if all 
attempts to connect to the Application Gateway Cloud Service throughout the minute are unsuccessful. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ: 

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Αυτοmατιον Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dελαψεδ ϑοβσ” is the total number of Jobs, for a given Microsoft Azure subscription, that fail to start within thirty (30) minutes 
of their Planned Start Times. 
“ϑοβ” means the execution of a Runbook. 
“Πλαννεδ Σταρτ Τιmε” is a time at which a Job is scheduled to begin executing. 
“Ρυνβοοκ” means a set of actions specified by you to execute within Microsoft Azure. 
“Τοταλ ϑοβσ” is the total number of Jobs scheduled for execution during a given billing month, for a given Microsoft Azure 
subscription.  
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  劇剣建欠健	蛍剣決嫌 伐 経結健欠検結穴	蛍剣決嫌劇剣建欠健	蛍剣決嫌 	捲	などど	
Σερϖιχε Χρεδιτ:   
Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Βαχκυπ Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Βαχκυπ” or “Βαχκ Υπ” is the process of copying computer data from a registered server to a Backup Vault. 
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“Βαχκυπ Αγεντ” refers to the software installed on a registered server that enables the registered server to Back Up or Restore 
one or more Protected Items. 
“Βαχκυπ ςαυλτ” refers to a container in which you may register one or more Protected Items for Backup. 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes during which a Protected Item has been scheduled for Backup to a 
Backup Vault. 
“Φαιλυρε” means that either the Backup Agent or the Service fails to fully complete a properly configured Backup or Recovery 
operation due to unavailability of the Backup Service. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Protected Items for a given Microsoft Azure 
subscription during a billing month. 
“Προτεχτεδ Ιτεm” refers to a collection of data, such as a volume, database, or virtual machine that has been scheduled for 
Backup to the Backup Service such that it is enumerated as a Protected Item in the Protected Items tab in the Recovery Services 
section of the Management Portal. 
“Ρεχοϖερψ” or “Ρεστορε” is the process of restoring computer data from a Backup Vault to a registered server. 
 
Dοωντιmε:  The total accumulated Deployment Minutes across all Protected Items scheduled for Backup by you in a given 
Microsoft Azure subscription during which the Backup Service is unavailable for the Protected Item. The Backup Service is 
considered unavailable for a given Protected Item from the first Failure to Back Up or Restore the Protected Item until the 
initiation of a successful Backup or Recovery of a Protected Item, provided that retries are continually attempted no less 
frequently than once every thirty minutes. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Βατχη Σερϖιχε  
Αδδιτιοναλ Dεφινιτιονσ: 
�Αϖεραγε Ερρορ Ρατε� for a billing month is the sum of Error Rates for each hour in the billing month divided by the total 
number of hours in the billing month.  
"Ερρορ Ρατε" is the total number of Failed Requests divided by Total Requests during a given oneどhour interval.  If the Total 
Requests in a given oneどhour interval is zero, the Error Rate for that interval is 0%. 
 “Εξχλυδεδ Ρεθυεστσ” are requests within Total Requests that result in an HTTP 4xx status code, other than an HTTP 408 status 
code. 
"Φαιλεδ Ρεθυεστσ" is the set of all requests within Total Requests that either return an Error Code or an HTTP 408 status code or 
fail to return a Success Code within 5 seconds. 
 “Τοταλ Ρεθυεστσ” is the total number of authenticated REST API requests, other than Excluded Requests, to perform operations 
against Batch accounts attempted within a oneどhour interval within a given Azure subscription during a billing month.  

 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  などどガ	┽	Average	Error	Rate		
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 
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ΒιζΤαλκ Σερϖιχεσ 
Αδδιτιοναλ Dεφινιτιονσ: 
“ΒιζΤαλκ Σερϖιχε Ενϖιρονmεντ” refers to a deployment of the BizTalk Services created by you, as represented in the 
Management Portal, to which you may send runtime message requests. 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given BizTalk Service Environment has been deployed in Microsoft 
Azure during a billing month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all BizTalk Service Environments deployed by you 
in a given Microsoft Azure subscription during a billing month. 
“Μονιτορινγ Στοραγε Αχχουντ” refers to the Azure Storage account used by the BizTalk Services to store monitoring information 
related to the execution of the BizTalk Services. 
 
Dοωντιmε:  The total accumulated Deployment Minutes, across all BizTalk Service Environments deployed by you in a given 
Microsoft Azure subscription, during which the BizTalk Service Environment is unavailable. A minute is considered unavailable 
for a given BizTalk Service Environment when there is no connectivity between your BizTalk Service Environment and 
Microsoft’s Internet gateway. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Σερϖιχε Λεϖελ Εξχεπτιονσ:  The Service Levels and Service Credits are applicable to your use of the Basic, Standard, and Premium 
tiers of the BizTalk Services.  The Developer tier of the Microsoft Azure BizTalk Services is not covered by this SLA. 
 
Αδδιτιοναλ Τερmσ:  When submitting a claim, you must ensure that complete monitoring data is maintained within the 
Monitoring Storage Account and is made available to Microsoft. 

 

Χαχηε Σερϖιχεσ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Χαχηε” refers to a deployment of the Cache Service created by you, such that its Cache Endpoints are enumerated in the 
Cache tab in the Management Portal. 
“Χαχηε Ενδποιντσ” refers to endpoints through which a Cache may be accessed. 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given Cache has been deployed in Microsoft Azure during a billing 
month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Caches deployed by you in a given Microsoft 
Azure subscription during a billing month. 
 
Dοωντιmε:  The total accumulated Deployment Minutes, across all Caches deployed by you in a given Microsoft Azure 
subscription, during which the Cache is unavailable.  A minute is considered unavailable for a given Cache when there is no 
connectivity throughout the minute between one or more Cache Endpoints associated with the Cache and Microsoft’s Internet 
gateway. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 
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Monthly Uptime Percentage  Service Credit 

< 99%  25% 

 
Σερϖιχε Λεϖελ Εξχεπτιονσ:  The Service Levels and Service Credits are applicable to your use of the Cache Service, which includes 
the Azure Managed Cache Service or the Standard tier of the Azure Redis Cache Service.  The Basic tier of the Azure Redis Cache 
Service is not covered by this SLA. 

 

ΧDΝ Σερϖιχε 
Dοωντιmε To assess Downtime, Microsoft will review data from any commercially reasonable independent measurement 
system used by you. 
 
You must select a set of agents from the measurement system’s list of standard agents that are generally available and 
represent at least five geographically diverse locations in major worldwide metropolitan areas (excluding PR of China).  
 
Measurement System tests (frequency of at least one test per hour per agent) will be configured to perform one HTTP GET 
operation according to the model below:  

1. A test file will be placed on your origin (e.g., Azure Storage account). 
2. The GET operation will retrieve the file through the CDN Service, by requesting the object from the appropriate 

Microsoft Azure domain name hostname. 
3. The test file will meet the following criteria:  
i. The test object will allow caching by including explicit “Cacheどcontrol: public” headers, or lack of “CacheどControl: 

private” header. 
ii. The test object will be a file at least 50KB in size and no larger than 1MB.  
iii. Raw data will be trimmed to eliminate any measurements that came from an agent experiencing technical 

problems during the measurement period.   
 
Μοντηλψ Υπτιmε Περχενταγε:  The percentage of HTTP transactions in which the CDN responds to client requests and delivers 
the requested content without error. Monthly Uptime Percentage of the CDN Service is calculated as the number of times the 
object was delivered successfully divided by the total number of requests (after removing erroneous data). 
 
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99.5%  25% 

 

Χλουδ Σερϖιχεσ  
 
Αδδιτιοναλ Dεφινιτιονσ: 
�Χλουδ Σερϖιχεσ� refers to a set of compute resources utilized for Web and Worker Roles.  
�Μαξιmυm Αϖαιλαβλε Μινυτεσ� is the total accumulated minutes during a billing month for all Internet facing roles that have 
two or more instances deployed in different Update Domains. Maximum Available Minutes is measured from when the Tenant 
has been deployed and its associated roles have been started resultant from action initiated by you to the time you have 
initiated an action that would result in stopping or deleting the Tenant. 
�Τεναντ� represents one or more roles each consisting of one or more role instances that are deployed in a single package. 
�Υπδατε Dοmαιν� refers to a set of Microsoft Azure instances to which platform updates are concurrently applied. 
�Wεβ Ρολε� is a Cloud Services component run in the Azure execution environment that is customized for web application 
programming as supported by IIS and ASP.NET.  
�Wορκερ Ρολε� is a Cloud Services component run in the Azure execution environment that is useful for generalized 
development, and may perform background processing for a Web Role. 
 
Dοωντιmε:  The total accumulated minutes that are part of Maximum Available Minutes that have no External Connectivity. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
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Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.95%  10% 

< 99%  25% 

 

Dατα Φαχτορψ � Αχτιϖιτψ Ρυνσ  
 
Αδδιτιοναλ Dεφινιτιονσ: 
Αχτιϖιτψ Ρυν means the execution or attempted execution of an activity 
Dελαψεδ Αχτιϖιτψ Ρυνσ is the total number of attempted Activity Runs in which an activity fails to begin executing within four (4) 
minutes after the time at which it is scheduled for execution and all dependencies that are prerequisite to execution have been 
satisfied. 
Τοταλ Αχτιϖιτψ Ρυνσ is the total number of Activity Runs attempted during in a billing month for a given Microsoft Azure 
Subscription.  
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  劇剣建欠健	畦潔建件懸件建検	迎憲券嫌 伐 経結健欠検結穴	畦潔建件懸建検	迎憲券嫌劇剣建欠健	畦潔建件懸件建検	迎憲券嫌	 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Dατα Φαχτορψ � ΑΠΙ Χαλλσ  
 
Αδδιτιοναλ Dεφινιτιονσ: 
Εξχλυδεδ Ρεθυεστσ is the set of requests within Total Requests that result in an HTTP 4xx status code, other than an HTTP 408 
status code.   
Φαιλεδ Ρεθυεστσ is the set of all requests within Total Requests that either return an Error Code or an HTTP 408 status code or 
otherwise fail to return a Success Code within two minutes.   
Ρεσουρχεσ means pipelines, data sets, and linked services created within a Data Factory. 
Τοταλ Ρεθυεστσ is the set of all requests, other than Excluded Requests, to perform operations against Resources within active 
pipelines during a billing month for a given Microsoft Azure subscription. 
 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  劇剣建欠健	迎結圏憲結嫌建嫌 伐 繋欠件健結穴	迎結圏憲結嫌建嫌劇剣建欠健	迎結圏憲結嫌建嫌 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 
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DοχυmεντDΒ  
Αδδιτιοναλ Dεφινιτιονσ: 
�Αϖεραγε Ερρορ Ρατε� for a billing month is the sum of Error Rates for each hour in the billing month  divided by the total 
number of hours in the billing month.  
“Dαταβασε Αχχουντ” is a DocumentDB account containing one or more databases. 
"Ερρορ Ρατε" is the total number of Failed Requests divided by Total Requests, across all Resources in a given Azure subscription, 
during a given oneどhour interval. If the Total Requests in a given oneどhour interval is zero, the Error Rate for that interval is 0%. 
 “Εξχλυδεδ Ρεθυεστσ” are requests within Total Requests that result in an HTTP 4xx status code, other than an HTTP 408 status 
code.  
"Φαιλεδ Ρεθυεστσ" is the set of all requests within Total Requests that either return an Error Code or an HTTP 408 status code or 
fail to return a Success Code within 5 seconds. 
“Ρεσουρχε” is a set of URI addressable entities associated with a Database Account. . 
“Τοταλ Ρεθυεστ” is the set of all requests, other than Excluded Requests, to perform operations issued against Resources 
attempted within a oneどhour interval within a given Azure subscription during a billing month.  
 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  などどガ	┽	Average	Error	Rate		
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.95%  10% 

< 99%  25% 

 

ΕξπρεσσΡουτε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dεδιχατεδ Χιρχυιτ” means a logical representation of connectivity offered through the ExpressRoute Service between your 
premises and Microsoft Azure through an exchange provider or a network service provider, where such connectivity does not 
traverse the public Internet. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the total number of minutes that a given Dedicated Circuit is linked to one or more Virtual 
Networks in Microsoft Azure during a billing month in a given Microsoft Azure subscription. 
"ςιρτυαλ Νετωορκ" refers to a virtual private network that includes a collection of userどdefined IP addresses and subnets that 
form a network boundary within Microsoft Azure. 
"ςΠΝ Γατεωαψ" refers to a gateway that facilitates crossどpremises connectivity between a Virtual Network and a customer onど
premises network. 
 
Dοωντιmε:  The total accumulated minutes during a billing month for a given Microsoft Azure subscription during which the 
Dedicated Circuit is unavailable.  A minute is considered unavailable for a given Dedicated Circuit if all attempts by you within 
the minute to establish IPどlevel connectivity to the VPN Gateway associated with the Virtual Network fail for longer than thirty 
seconds. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 
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Αδδιτιοναλ Τερmσ:  Monthly Uptime Percentage and Service Credits are calculated for each Dedicated Circuit used by you. 
 

ΗDΙνσιγητ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Χλυστερ Ιντερνετ Γατεωαψ” means a set of virtual machines within an HDInsight Cluster that proxy all connectivity requests to 
the Cluster. 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given HDInsight Cluster has been deployed in Microsoft Azure. 
“ΗDΙνσιγητ Χλυστερ” or “Χλυστερ” means a collection of virtual machines running a single instance of the HDInsight Service. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Clusters deployed by you in a given Microsoft 
Azure subscription during a billing month. 
 
Dοωντιmε:  The total accumulated Deployment Minutes when the HDInsight Service is unavailable. A minute is considered 
unavailable for a given Cluster if all continual attempts within the minute to establish a connection to the Cluster Internet 
Gateway fail. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 
 

 

Κεψ ςαυλτ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given key vault has been deployed in Microsoft Azure during a 
billing month. 
“Εξχλυδεδ Τρανσαχτιονσ” are transactions for creating, updating, or deleting key vaults, keys, or secrets. 
 “Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Key Vaults deployed by you in a given 
Microsoft Azure subscription during a billing month. 
 
Dοωντιmε:  is the total accumulated Deployment Minutes, across all key vaults deployed by Customer in a given Microsoft 
Azure subscription, during which the key vault is unavailable. A minute is considered unavailable for a given key vault if all 
continuous attempts to perform transactions, other than Excluded Transactions, on the key vault throughout the minute either 
return an Error Code or do not result in a Success Code within 5 seconds from Microsoft's receipt of the request. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula:  
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Μαχηινε Λεαρνινγ � Βατχη Εξεχυτιον Σερϖιχε (ΒΕΣ) ανδ Μαναγεmεντ ΑΠΙσ 
Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Φαιλεδ Τρανσαχτιονσ” is the set of all requests within Total Transaction Attempts that return an Error Code.  
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“Τοταλ Τρανσαχτιον Αττεmπτσ” is the total number of authenticated REST BES and Management API requests by you during a 
billing month for a given Microsoft Azure subscription.   
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 伐 繋欠件健結穴	劇堅欠券嫌欠潔建件剣券嫌劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 
Σερϖιχε Λεϖελ Εξχεπτιονσ:  Service Levels and Service Credits are applicable to your use of the Machine Learning BES and 
Management API Service.  The Free Machine Learning tier is not covered by this SLA. 

 

Μαχηινε Λεαρνινγ � Ρεθυεστ Ρεσπονσε Σερϖιχε (ΡΡΣ) 
Αδδιτιοναλ Dεφινιτιονσ: 
“Φαιλεδ Τρανσαχτιονσ” is the set of all requests within Total Transaction Attempts that return an Error Code.  
“Τοταλ Τρανσαχτιον Αττεmπτσ” is the total number of authenticated REST RRS and Management API requests by you during a 
billing month for a given Microsoft Azure subscription.   
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 伐 繋欠件健結穴	劇堅欠券嫌欠潔建件剣券嫌劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.95%  10% 

< 99%  25% 

 
Σερϖιχε Λεϖελ Εξχεπτιονσ:  Service Levels and Service Credits are applicable to your use of the Machine Learning RRS and 
Management API Service.  The Free Machine Learning tier is not covered by this SLA. 

 

Μεδια Σερϖιχεσ � Χοντεντ Προτεχτιον Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
"Φαιλεδ Τρανσαχτιονσ" are all Valid Key Requests included in Total Transaction Attempts that result in an Error Code or otherwise 
do not return a Success Code within 30 seconds after receipt by the Content Protection Service.  
“Τοταλ Τρανσαχτιον Αττεmπτσ" are all Valid Key Requests made by you during a billing month for a given Azure subscription. 
�ςαλιδ Κεψ Ρεθυεστσ� are all requests made to the Content Protection Service for existing content keys in a Customer's Media 
Service. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 伐 繋欠件健結穴	劇堅欠券嫌欠潔建件剣券嫌劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 
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Μεδια Σερϖιχεσ � Ενχοδινγ Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Ενχοδινγ” means the processing of media files per subscription as configured in the Media Services Tasks. 
“Φαιλεδ Τρανσαχτιονσ” is the set of all requests within Total Transaction Attempts that do not return a Success Code within 30 
seconds from Microsoft’s receipt of the request. 
“Μεδια Σερϖιχε” means an Azure Media Services account, created in the Management Portal, associated with your Microsoft 
Azure subscription. Each Microsoft Azure subscription may have more than one associated Media Service. 
“Μεδια Σερϖιχεσ Τασκ” means an individual operation of media processing work as configured by you. Media processing 
operations involve encoding and converting media files. 
“Τοταλ Τρανσαχτιον Αττεmπτσ” is the total number of authenticated REST API requests with respect to a Media Service made by 
you during a billing month for a subscription.  Total Transaction Attempts does not include REST API requests that return an 
Error Code that are continuously repeated within a fiveどminute window after the first Error Code is received. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 伐 繋欠件健結穴	劇堅欠券嫌欠潔建件剣券嫌劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Μεδια Σερϖιχεσ � Ινδεξερ Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Ενχοδινγ Ρεσερϖεδ Υνιτ” means encoding reserved units purchased by the customer in an Azure Media Services account 
 “Φαιλεδ Τρανσαχτιονσ” is the set of Indexer Tasks within Total Transaction Attempts that either, a) do not complete within a 
time period that is 3 times the duration of the input file, or b) do not start processing within 5 minutes of the time that an 
Encoding Reserved Unit becomes available for use by the Indexer Task.   
 “Ινδεξερ Τασκ” means a Media Services Task that is configured to index an MP3 input file with a minimum fiveどminute 
duration. 
“Τοταλ Τρανσαχτιον Αττεmπτσ” is the total number of Indexer Tasks attempted to be executed using an available Encoding 
Reserved Unit by Customer during a billing month for a subscription. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 伐 繋欠件健結穴	劇堅欠券嫌欠潔建件剣券嫌劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Μεδια Σερϖιχεσ � Λιϖε Χηαννελσ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Χηαννελ” means an end point within a Media Service that is configured to receive media data.  
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given Channel has been purchased and allocated to a Media 
Service and is in a running state during a billing month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Channels purchased and allocated to a Media 
Service during a billing month. 
“Μεδια Σερϖιχε” means an Azure Media Services account, created in the Management Portal, associated with your Microsoft 
Azure subscription. Each Microsoft Azure subscription may have more than one associated Media Service. 
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Dοωντιmε:  The total accumulated Deployment Minutes when the Live Channels Service is unavailable. A minute is considered 
unavailable for a given Channel if the Channel has no External Connectivity during the minute. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Μεδια Σερϖιχεσ � Στρεαmινγ Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given Streaming Unit has been purchased and allocated to a 
Media Service during a billing month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Streaming Units purchased and allocated to a 
Media Service during a billing month. 
“Μεδια Σερϖιχε” means an Azure Media Services account, created in the Management Portal, associated with your Microsoft 
Azure subscription. Each Microsoft Azure subscription may have more than one associated Media Service. 
“Μεδια Σερϖιχε Ρεθυεστ” means a request issued to your Media Service. 
“Στρεαmινγ Υνιτ” means a unit of reserved egress capacity purchased by you for a Media Service. 
“ςαλιδ Μεδια Σερϖιχεσ Ρεθυεστσ” are all qualifying Media Service Requests for existing media content in a customer’s Azure 
Storage account associated with its Media Service when at least one Streaming Unit has been purchased and allocated to that 
Media Service.  Valid Media Services Requests do not include Media Service Requests for which total throughput exceeds 80% 
of the Allocated Bandwidth. 
 
Dοωντιmε:  The total accumulated Deployment Minutes when the Streaming Service is unavailable. A minute is considered 
unavailable for a given Streaming Unit if all continuous Valid Media Service Requests made to the Streaming Unit throughout 
the minute result in an Error Code. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 伐 繋欠件健結穴	劇堅欠券嫌欠潔建件剣券嫌劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Μοβιλε Ενγαγεmεντ 
Αδδιτιοναλ Dεφινιτιονσ: 
"Αϖεραγε Ερρορ Ρατε" for a billing month is the sum of Error Rates for each hour in the billing month divided by the total 
number of hours in the billing month. 
"Ερρορ Ρατε" is the total number of Failed Requests divided by Total Requests during a given oneどhour interval.  If the Total 
Requests in a given oneどhour interval is zero, the Error Rate for that interval is 0%. 
"Εξχλυδεδ Ρεθυεστσ" is the set of REST API requests that result in an HTTP 4xx status code, other than an HTTP 408 status code.  
"Φαιλεδ Ρεθυεστσ" is the set of all requests within Total Requests that either return an Error Code or an HTTP 408 status code or 
fail to return a Success Code within 30 seconds.  
“Μοβιλε Ενγαγεmεντ Αππλιχατιον" is an Azure Mobile Engagement service instance. 
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“Τοταλ Ρεθυεστσ” is the total number of authenticated REST API requests, other than Excluded Requests, made to Mobile 
Engagement Applications within a given Azure subscription during a billing month.  
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: などどガ 伐 畦懸結堅欠訣結	継堅堅剣堅	迎欠建結 
 
Σερϖιχε Χρεδιτ: 

Monthly Uptime Percentage  Service Credit 

< 99.95%  10% 

< 99%  25% 

 
The Free Mobile Engagement tier is not covered by this SLA.  

 

Μοβιλε Σερϖιχεσ 
Αδδιτιοναλ Dεφινιτιονσ: 
"Φαιλεδ Τρανσαχτιονσ" include any API calls included in Total Transaction Attempts that result in either an Error Code or do not 
return a Success Code.  
“Τοταλ Τρανσαχτιον Αττεmπτσ" are the total accumulated API calls made to the Azure Mobile Services during a billing month for 
a given Microsoft Azure subscription for which the Azure Mobile Services are running. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 

  劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 伐 繋欠件健結穴	劇堅欠券嫌欠潔建件剣券嫌劇剣建欠健	劇堅欠券嫌欠潔建件剣券	畦建建結兼喧建嫌 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 
Σερϖιχε Λεϖελ Εξχεπτιονσ:  The Service Levels and Service Credits are applicable to your use of the Standard and Premium 
Mobile Services tiers.  The Free Mobile Services tier is not covered by this SLA. 

 

ΜυλτιどΦαχτορ Αυτηεντιχατιον Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given MultiどFactor Authentication provider has been deployed in 
Microsoft Azure during a billing month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all MultiどFactor Authentication providers deployed 
by you in a given Microsoft Azure subscription during a billing month. 
 
Dοωντιmε:  The total accumulated Deployment Minutes, across all MultiどFactor Authentication providers deployed by you in a 
given Microsoft Azure subscription, during which the MultiどFactor Authentication Service is unable to receive or process 
authentication requests for the MultiどFactor Authentication provider. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 
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Monthly Uptime Percentage  Service Credit 

< 99%  25% 

 

Οπερατιοναλ Ινσιγητσ  
Αδδιτιοναλ Dεφινιτιονσ: 
�Βατχη� means a group of Log Data entries that are either uploaded to the Operational Insights Service or read from storage by 
the Operational Insights Service within a given period of time.  Batches queued for indexing are displayed in the usage section 
of the Management Portal. 
�Λογ Dατα� refers to information regarding a supported event, such as IIS and Windows events, that is logged by a computer 
and for which the Operational Insights Service has been configured to be processed by the Service index. 
�Dελαψεδ Βατχηεσ� is the total number of Batches within Total Queued Batches that fail to complete indexing within six hours 
of the Batch being queued. 
�Τοταλ Θυευεδ Βατχηεσ� is the total number of Batches queued for indexing by the Operational Insights Service during a given 
billing month. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  劇剣建欠健	芸憲結憲結穴	稽欠建潔月結嫌 伐 経結健欠検結穴	稽欠建潔月結嫌劇剣建欠健	芸憲結憲結穴	稽欠建潔月結嫌 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 
< 99.9%  10% 
< 99%  25% 

ΡεmοτεΑππ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Αππλιχατιον” means a software application that is configured for streaming to a device using the RemoteApp Service. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all User Application Minutes across all Users granted access to one or more 
Applications in a given Azure subscription during a billing month. 
“Υσερ” means a specific user account that is able to stream an Application using the RemoteApp Service, as enumerated in the 
Management Portal. 
“Υσερ Αππλιχατιον Μινυτεσ” is the total number of minutes in a billing month during which you have granted a User access to 
an Application. 
 
Dοωντιmε:  The total accumulated User Minutes during which the RemoteApp Service is unavailable.  A minute is considered 
unavailable for a given User when the User is unable to establish connectivity to an Application. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 
Σερϖιχε Λεϖελ Εξχεπτιονσ:  The Service Levels and Service Credits are applicable to your use of the RemoteApp Service.  The 
RemoteApp free trial is not covered by this SLA. 
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Σχηεδυλερ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the total number of minutes in a billing month.  
“Πλαννεδ Εξεχυτιον Τιmε” is a time at which a Scheduled Job is scheduled to begin executing. 
“Σχηεδυλεδ ϑοβ” means an action specified by you to execute within Microsoft Azure according to a specified schedule. 
 
Dοωντιmε:  The total accumulated minutes in a billing month during which one or more of your Scheduled Jobs is in a state of 
delayed execution. A given Scheduled Job is in a state of delayed execution if it has not begun executing after a Planned 
Execution Time, provided that such delayed execution time shall not be considered Downtime if the Scheduled Job begins 
executing within thirty (30) minutes after a Planned Execution Time. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Σεαρχη 
Αδδιτιοναλ Dεφινιτιονσ: 
“Αϖεραγε Ερρορ Ρατε” for a billing month is the sum of Error Rates for each hour in the billing month divided by the total 
number of hours in the billing month.  
"Ερρορ Ρατε" is the total number of Failed Requests divided by Total Requests, across all Search Service Instances in a given 
Azure subscription, during a given oneどhour interval. If the Total Requests in a oneどhour interval is zero, the Error Rate for that 
interval is 0%.  
"Εξχλυδεδ Ρεθυεστσ" are all requests that are throttled due to exhaustion of resources allocated for a Search Service Instance, 
as indicated by an HTTP 503 status code and a response header indicating the request was throttled.  
"Φαιλεδ Ρεθυεστσ" is the set of all requests within Total Requests that fail to return either a Success Code or HTTP 4xx response. 
"Ρεπλιχα" is a copy of a search index within a Search Service Instance. 
"Σεαρχη Σερϖιχε Ινστανχε" is an Azure Search service instance containing one or more search indexes.  
"Τοταλ Ρεθυεστσ" is the set of (i) all requests to update a Search Service Instance having three or more Replicas, plus (ii) all 
requests to query a Search Service Instance having two or more Replicas, other than Excluded Requests, within a oneどhour 
interval within a given Azure subscription during a billing month. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: などどガ 伐 畦懸結堅欠訣結	継堅堅剣堅	迎欠建結	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 
Σερϖιχε Λεϖελ Εξχεπτιονσ:  The Free Search tier is not covered by this SLA. 

 

ΣερϖιχεどΒυσ Σερϖιχε � Εϖεντ Ηυβσ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given Event Hub has been deployed in Microsoft Azure during a 
billing month. 
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“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Event Hubs deployed by you in a given 
Microsoft Azure subscription under the Basic or Standard Event Hubs tiers during a billing month. 
“Μεσσαγε” refers to any userどdefined content sent or received through Service Bus Relays, Queues, Topics, or Notification 
Hubs, using any protocol supported by Service Bus.  
 
Dοωντιmε:  The total accumulated Deployment Minutes, across all Event Hubs deployed by you in a given Microsoft Azure 
subscription under the Basic or Standard Event Hubs tiers, during which the Event Hub is unavailable.  A minute is considered 
unavailable for a given Event Hub if all continuous attempts to send or receive Messages or perform other operations on the 
Event Hub throughout the minute either return an Error Code or do not result in a Success Code within five minutes. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 
Σερϖιχε Λεϖελ Εξχεπτιονσ:  The Service Levels and Service Credits are applicable to your use of the Basic and Standard Event 
Hubs tiers.  The Free Event Hubs tier is not covered by this SLA. 

 

ΣερϖιχεどΒυσ Σερϖιχε � Νοτιφιχατιον Ηυβσ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given Notification Hub has been deployed in Microsoft Azure 
during a billing month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Notification Hubs deployed by you in a given 
Microsoft Azure subscription under the Basic or Standard Notification Hubs tiers during a billing month. 
 
Dοωντιmε:  The total accumulated Deployment Minutes, across all Notification Hubs deployed by you in a given Microsoft 
Azure subscription under the Basic or Standard Notification Hubs tiers, during which the Notification Hub is unavailable.  A 
minute is considered unavailable for a given Notification Hub if all continuous attempts to send notifications or perform 
registration management operations with respect to the Notification Hub throughout the minute either return an Error Code or 
do not result in a Success Code within five minutes. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 
Σερϖιχε Λεϖελ Εξχεπτιονσ:  The Service Levels and Service Credits are applicable to your use of the Basic and Standard 
Notification Hubs tiers.  The Free Notification Hubs tier is not covered by this SLA. 
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ΣερϖιχεどΒυσ Σερϖιχε � Θυευεσ ανδ Τοπιχσ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given Queue or Topic has been deployed in Microsoft Azure 
during a billing month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Queues and Topics deployed by you in a given 
Microsoft Azure subscription during a billing month. 
“Μεσσαγε” refers to any userどdefined content sent or received through Service Bus Relays, Queues, Topics, or Notification 
Hubs, using any protocol supported by Service Bus.  
 
Dοωντιmε:  The total accumulated Deployment Minutes, across all Queues and Topics deployed by you in a given Microsoft 
Azure subscription, during which the Queue or Topic is unavailable. A minute is considered unavailable for a given Queue or 
Topic if all continuous attempts to send or receive Messages or perform other operations on the Queue or Topic throughout 
the minute either return an Error Code or do not result in a Success Code within five minutes. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

ΣερϖιχεどΒυσ Σερϖιχε � Ρελαψσ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given Relay has been deployed in Microsoft Azure during a billing 
month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Relays deployed by you in a given Microsoft 
Azure subscription during a billing month. 
 
Dοωντιmε:  The total accumulated Deployment Minutes, across all Relays deployed by you in a given Microsoft Azure 
subscription, during which the Relay is unavailable. A minute is considered unavailable for a given Relay if all continuous 
attempts to establish a connection to the Relay throughout the minute either return an Error Code or do not result in a Success 
Code within five minutes. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Σιτε Ρεχοϖερψ Σερϖιχε � ΟνどΠρεmισεσどτοどΑζυρε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Φαιλοϖερ” is the process of transferring control, either simulated or actual, of a Protected Instance from a primary site to a 
secondary site. 
“ΟνどΠρεmισεσどτοどΑζυρε Φαιλοϖερ” is the Failover of a Protected Instance from a nonどAzure primary site to an Azure secondary 
site.  You may designate a particular Azure datacenter as a secondary site, provided that if Failover to the designated 
datacenter is not possible, Microsoft may replicate to a different datacenter in the same region. 
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“Προτεχτεδ Ινστανχε” refers to a virtual or physical machine configured for replication by the Site Recovery Service from a 
primary site to a secondary site.  Protected Instances are enumerated in the Protected Items tab in the Recovery Services 
section of the Management Portal. 
“Ρεχοϖερψ Τιmε Οβϕεχτιϖε (ΡΤΟ)” means the period of time beginning when you initiate a Failover of a Protected Instance 
experiencing either a planned or unplanned outage for OnどPremisesどtoどAzure replication to the time when the Protected 
Instance is running as a virtual machine in Microsoft Azure, excluding any time associated with manual action or the execution 
of your scripts. 
 
Μοντηλψ Ρεχοϖερψ Τιmε Οβϕεχτιϖε:  The Monthly Recovery Time Objective for a specific Protected Instance configured for Onど
PremisesどtoどAzure replication in a given billing month is four hours for an unencrypted Protected Instance and six hours for an 
encrypted Protected Instance.  One hour will be added to the monthly Recovery Time Objective for each additional 25GB over 
the initial 100GB Protected Instance size. 
 
Σερϖιχε Χρεδιτ (Ασσυmινγ Προτεχτεδ Ινστανχε οφ 100ΓΒ, ορ λεσσ):   

Protected Instance  Monthly Recovery Time Objective  Service Credit 

Unencrypted  > 4 hours  100% 

Encrypted  > 6 hours  100% 

 
Αδδιτιοναλ Τερmσ:  Monthly Recovery Time Objective and Service Credits are calculated for each Protected Instance used by 
you. 

 

Σιτε Ρεχοϖερψ Σερϖιχε � ΟνどΠρεmισεσどτοどΟνどΠρεmισεσ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Φαιλοϖερ” is the process of transferring control, either simulated or actual, of a Protected Instance from a primary site to a 
secondary site. 
“Φαιλοϖερ Μινυτεσ” is the total number of minutes in a billing month during which a Failover of a Protected Instance configured 
for OnどPremisesどtoどOnどPremises replication has been attempted but not completed. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the total number of minutes that a given Protected Instance has been configured for Onど
PremisesどtoどOnどPremises replication by the Site Recovery Service during a billing month. 
“ΟνどΠρεmισεσどτοどΟνどΠρεmισεσ Φαιλοϖερ” is the Failover of a Protected Instance from a nonどAzure primary site to a nonどAzure 
secondary site. 
 “Προτεχτεδ Ινστανχε” refers to a virtual or physical machine configured for replication by the Site Recovery Service from a 
primary site to a secondary site.  Protected Instances are enumerated in the Protected Items tab in the Recovery Services 
section of the Management Portal. 
 
Dοωντιmε:  The total accumulated Failover Minutes in which the Failover of a Protected Instance is unsuccessful due to 
unavailability of the Site Recovery Service, provided that retries are continually attempted no less frequently than once every 
thirty minutes. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ:   

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 
Αδδιτιοναλ Τερmσ:  Monthly Recovery Time Objective and Service Credits are calculated for each Protected Instance used by 
you. 
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ΣΘΛ Dαταβασε Σερϖιχε (Βασιχ, Στανδαρδ ανδ Πρεmιυm Τιερσ) 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dαταβασε” means any Basic, Standard, or Premium Microsoft Azure SQL Database. 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given Basic, Standard, or Premium Database has been deployed in 
Microsoft Azure during a billing month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Basic, Standard, and Premium Databases for a 
given Microsoft Azure subscription during a billing month. 
 
Dοωντιmε:  The total accumulated Deployment Minutes across all Basic, Standard, and Premium Databases deployed by you in 
a given Microsoft Azure subscription during which the Database is unavailable.  A minute is considered unavailable for a given 
Database if all continuous attempts by you to establish a connection to the Database within the minute fail. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ: 

Monthly Uptime Percentage  Service Credit 

< 99.99%  10% 

< 99%  25% 

 

ΣΘΛ Dαταβασε Σερϖιχε (Wεβ ανδ Βυσινεσσ Τιερσ) 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dαταβασε” means any Web or Business Microsoft Azure SQL Database. 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given Web or Business Database has been deployed in Microsoft 
Azure during a billing month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Web and Business Databases for a given 
Microsoft Azure subscription during a billing month. 
 
Dοωντιmε:  The total accumulated Deployment Minutes across all Web and Business Databases deployed by you in a given 
Microsoft Azure subscription during which the Database is unavailable.  A minute is considered unavailable for a given Database 
if all continuous attempts by you to establish a connection to the Database within the minute fail. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
 

 

Σερϖιχε Χρεδιτ: 
Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 
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Στοραγε Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Αϖεραγε Ερρορ Ρατε� for a billing month is the sum of Error Rates for each hour in the billing month divided by the total 
number of hours in the billing month.   
“Εξχλυδεδ Τρανσαχτιονσ” are storage transactions that do not count toward either Total Storage Transactions or Failed Storage 
Transactions.  Excluded Transactions include preどauthentication failures; authentication failures; attempted transactions for 
storage accounts over their prescribed quotas; creation or deletion of containers, tables, or queues; clearing of queues; and 
copying blobs between storage accounts. 
“Ερρορ Ρατε” is the total number of Failed Storage Transactions divided by the Total Storage Transactions during a set time 
interval (currently set at one hour).  If the Total Storage Transactions in a given oneどhour interval is zero, the error rate for that 
interval is 0%. 
“Φαιλεδ Στοραγε Τρανσαχτιονσ” is the set of all storage transactions within Total Storage Transactions that are not completed 
within the Maximum Processing Time associated with their respective transaction type, as specified in the table below.  
Maximum Processing Time includes only the time spent processing a transaction request within the Storage Service and does 
not include any time spent transferring the request to or from the Storage Service. 
Request Types  Maximum Processing Time 
PutBlob and GetBlob (includes blocks and pages) 
Get Valid Page Blob Ranges 

Two (2) seconds multiplied by the number of MBs transferred in the 
course of processing the request 

Copy Blob  Ninety (90) seconds (where the source and destination blobs 
are within the same storage account) 

PutBlockList  
GetBlockList 

Sixty (60) seconds 

Table Query 
List Operations 

Ten (10) seconds (to complete processing or return a continuation) 

Batch Table Operations  Thirty (30) seconds 
All Single Entity Table Operations  
All other Blob and Message Operations 

Two (2) seconds 

These figures represent maximum processing times. Actual and average times are expected to be much lower. 
 
Failed Storage Transactions do not include: 

1. Transaction requests that are throttled by the Storage Service due to a failure to obey appropriate backどoff principles.  
2. Transaction requests having timeouts set lower than the respective Maximum Processing Times specified above.  
3. Read transactions requests to RAどGRS Accounts for which you did not attempt to execute the request against 

Secondary Region associated with the storage account if the request to the Primary Region was not successful.  
4. Read transaction requests to RAどGRS Accounts that fail due to GeoどReplication Lag. 

“Γεο Ρεπλιχατιον Λαγ” for GRS and RAどGRS Accounts is the time it takes for data stored in the Primary Region of the storage 
account to replicate to the Secondary Region of the storage account.  Because GRS and RAどGRS Accounts are replicated 
asynchronously to the Secondary Region, data written to the Primary Region of the storage account will not be immediately 
available in the Secondary Region. You can query the Geo Replication Lag for a storage account, but Microsoft does not provide 
any guarantees as to the length of any Geo Replication Lag under this SLA. 
“Γεογραπηιχαλλψ Ρεδυνδαντ Στοραγε (ΓΡΣ) Αχχουντ” is a storage account for which data is replicated synchronously within a 
Primary Region and then replicated asynchronously to a Secondary Region. You cannot directly read data from or write data to 
the Secondary Region associated with GRS Accounts. 
“Λοχαλλψ Ρεδυνδαντ Στοραγε (ΛΡΣ) Αχχουντ” is a storage account for which data is replicated synchronously only within a 
Primary Region. 
“Πριmαρψ Ρεγιον” is a geographical region in which data within a storage account is located, as selected by you when creating 
the storage account. You may execute write requests only against data stored within the Primary Region associated with 
storage accounts. 
“Ρεαδ Αχχεσσ Γεογραπηιχαλλψ Ρεδυνδαντ Στοραγε (ΡΑどΓΡΣ) Αχχουντ” is a storage account for which data is replicated 
synchronously within a Primary Region and then replicated asynchronously to a Secondary Region. You can directly read data 
from, but cannot write data to, the Secondary Region associated with RAどGRS Accounts. 
“Σεχονδαρψ Ρεγιον” is a geographical region in which data within a GRS or RAどGRS Account is replicated and stored, as assigned 
by Microsoft Azure based on the Primary Region associated with the storage account.  You cannot specify the Secondary Region 
associated with storage accounts. 
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“Τοταλ Στοραγε Τρανσαχτιονσ” is the set of all storage transactions, other than Excluded Transactions, attempted within a oneど
hour interval across all storage accounts in the Storage Service in a given subscription. 
“Ζονε Ρεδυνδαντ Στοραγε (ΖΡΣ) Αχχουντ” is a storage account for which data is replicated across multiple facilities.  These 
facilities may be within the same geographical region or across two geographical regions. 
 
Μοντηλψ Υπτιmε Περχενταγε:  Monthly Uptime Percentage is calculated using the following formula: 
  などどガ 伐 畦懸結堅欠訣結	継堅堅剣堅	迎欠建結	
Σερϖιχε Χρεδιτ � ΛΡΣ, ΖΡΣ, ΓΡΣ ανδ ΡΑどΓΡΣ (ωριτε ρεθυεστσ) Αχχουντσ: 

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 
Σερϖιχε Χρεδιτ � ΡΑどΓΡΣ (ρεαδ ρεθυεστσ) Αχχουντσ: 

Monthly Uptime Percentage  Service Credit 

< 99.99%  10% 

< 99%  25% 

 

ΣτορΣιmπλε Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Βαχκυπ” is the process of backing up data stored on a registered StorSimple device to one or more associated cloud storage 
accounts within Microsoft Azure. 
“Χλουδ Τιερινγ” is the process of transferring data from a registered StorSimple device to one or more associated cloud storage 
accounts within Microsoft Azure. 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes during which a Managed Item has been configured for Backup or Cloud 
Tiering to a StorSimple storage account in Microsoft Azure. 
“Φαιλυρε” means the inability to fully complete a properly configured Backup, Tiering, or Restoring operation due to 
unavailability of the StorSimple Service. 
“Μαναγεδ Ιτεm” refers to a volume that has been configured to Backup to the cloud storage accounts using the StorSimple 
Service. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Managed Items for a given Microsoft Azure 
subscription during a billing month. 
“Ρεστορινγ” is the process of copying data to a registered StorSimple device from its associated cloud storage account(s). 
 
Dοωντιmε:  The total accumulated Deployment Minutes across all Managed Items configured for Backup or Cloud Tiering by 
you in a given Microsoft Azure subscription during which the StorSimple Service is unavailable for the Managed Item.  The 
StorSimple Service is considered unavailable for a given Managed Item from the first Failure of a Backup, Cloud Tiering, or 
Restoring operation with respect to the Managed Item until the initiation of a successful Backup, Cloud Tiering, or Restoring 
operation of the Managed Item, provided that retries are continually attempted no less frequently than once every thirty 
minutes. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ: 

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 
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Στρεαm Αναλψτιχσ � ΑΠΙ Χαλλσ  
Αδδιτιοναλ Dεφινιτιονσ: 
“Τοταλ Τρανσαχτιον Αττεmπτσ” is the total number of authenticated REST API requests to manage a streaming job within the 
Stream Analytics Service by Customer during a billing month for a given Microsoft Azure subscription.   
“Φαιλεδ Τρανσαχτιονσ” is the set of all requests within Total Transaction Attempts that return an Error Code or otherwise do not 
return a Success Code within five minutes from Microsoft’s receipt of the request. 
 
“Μοντηλψ Υπτιmε Περχενταγε” for API calls within the Stream Analytics Service is represented by the following formula:  
  Monthly	Uptime	ガ 噺 Total	Transaction	Attempts 伐 Failed	TransactionsTotal	Transaction	Attempts  

Σερϖιχε Χρεδιτ: 
Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Στρεαm Αναλψτιχσ � ϑοβσ  
Αδδιτιοναλ Dεφινιτιονσ: 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given job has been deployed within the Stream Analytics Service 
during a billing month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all jobs deployed by Customer in a given Microsoft 
Azure subscription during a billing month. 
 
Dοωντιmε  is  the  total  accumulated Deployment Minutes,  across  all  jobs deployed by Customer  in  a  given Microsoft Azure 
subscription, during which  the  job  is unavailable.   A minute  is considered unavailable  for a deployed  job  if  the  job  is neither 
processing data nor available to process data throughout the minute. 
 
“Μοντηλψ Υπτιmε Περχενταγε” for jobs within the Stream Analytics Service is represented by the following formula:  
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ: 

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

Τραφφιχ Μαναγερ Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes that a given Traffic Manager Profile has been deployed in Microsoft 
Azure during a billing month. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all Traffic Manager Profiles deployed by you in a 
given Microsoft Azure subscription during a billing month. 
“Τραφφιχ Μαναγερ Προφιλε” or “Προφιλε” refers to a deployment of the Traffic Manager Service created by you containing a 
domain name, endpoints, and other configuration settings, as represented in the Management Portal. 
“ςαλιδ DΝΣ Ρεσπονσε” means a DNS response, received from at least one of the Traffic Manager Service name server clusters, 
to a DNS request for the domain name specified for a given Traffic Manager Profile. 
 
Dοωντιmε:  The total accumulated Deployment Minutes, across all Profiles deployed by you in a given Microsoft Azure 
subscription, during which the Profile is unavailable. A minute is considered unavailable for a given Profile if all continual DNS 
queries for the DNS name specified in the Profile that are made throughout the minute do not result in a Valid DNS Response 
within two seconds. 
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Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ: 

Monthly Uptime Percentage  Service Credit 

< 99.99%  10% 

< 99%  25% 

 

ςιρτυαλ Μαχηινεσ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Αϖαιλαβιλιτψ Σετ” refers to two or more Virtual Machines deployed across different Fault Domains to avoid a single point of 
failure. 
“Φαυλτ Dοmαιν” is a collection of servers that share common resources such as power and network connectivity. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the total accumulated minutes during a billing month for all Internet facing Virtual Machines 
that have two or more instances deployed in the same Availability Set. Maximum Available Minutes is measured from when at 
least two Virtual Machines in the same Availability Set have both been started resultant from action initiated by you to the time 
you have initiated an action that would result in stopping or deleting the Virtual Machines. 
“ςιρτυαλ Μαχηινε” refers to persistent instance types that can be deployed individually or as part of an Availability Set.  
 
Dοωντιmε:  The total accumulated minutes that are part of Maximum Available Minutes that have no External Connectivity. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ: 

Monthly Uptime Percentage  Service Credit 

< 99.95%  10% 

< 99%  25% 

 

ςΠΝ Γατεωαψ 
Αδδιτιοναλ Dεφινιτιονσ: 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the total accumulated minutes during a billing month which a given VPN Gateway has been 
deployed in a Microsoft Azure subscription. 
"ςιρτυαλ Νετωορκ" refers to a virtual private network that includes a collection of userどdefined IP addresses and subnets that 
form a network boundary within Microsoft Azure. 
"ςΠΝ Γατεωαψ" refers to a gateway that facilitates crossどpremises connectivity between a Virtual Network and a customer onど
premises network. 
 
Dοωντιmε:  Is the total accumulated VPN Gateway Maximum Available Minutes during which a VPN Gateway is unavailable. A 
minute is considered unavailable if all attempts to connect to the VPN Gateway within a thirtyどsecond window within the 
minute are unsuccessful. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
 

Σερϖιχε Χρεδιτ: 
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Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

ςισυαλ Στυδιο Ονλινε � Βυιλδ Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Βυιλδ Σερϖιχε” is a feature that allows customers to build their applications in Visual Studio Online. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the total number of minutes for which the paid Build Service has been enabled for a given 
Microsoft Azure subscription during a billing month. 
 
Dοωντιmε:  The total accumulated minutes for a given Microsoft Azure subscription during which the Build Service is 
unavailable.  A minute is considered unavailable if all continuous HTTP requests to the Build Service to perform operations 
initiated by you throughout the minute either result in an Error Code or do not return a response. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ: 

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

ςισυαλ Στυδιο Ονλινε � Λοαδ Τεστινγ Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Λοαδ Τεστινγ Σερϖιχε” is a feature that allows customers to generate automated tasks to test the performance and scalability 
of applications. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the total number of minutes for which the paid Load Testing Service has been enabled for a 
given Microsoft Azure subscription during a billing month. 
 
Dοωντιmε:  The total accumulated minutes for a given Microsoft Azure subscription during which the Load Testing Service is 
unavailable.  A minute is considered unavailable if all continuous HTTP requests to the Load Testing Service to perform 
operations initiated by you throughout the minute either result in an Error Code or do not return a response. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ: 

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

ςισυαλ Στυδιο Ονλινε � Υσερ Πλανσ Σερϖιχε 
Αδδιτιοναλ Dεφινιτιονσ: 
“Βυιλδ Σερϖιχε” is a feature that allows customers to build their applications in Visual Studio Online. 
“Dεπλοψmεντ Μινυτεσ” is the total number of minutes for which a User Plan has been purchased during a billing month. 
“Λοαδ Τεστινγ Σερϖιχε” is a feature that allows customers to generate automated tasks to test the performance and scalability 
of applications. 
“Μαξιmυm Αϖαιλαβλε Μινυτεσ” is the sum of all Deployment Minutes across all User Plans for a given Microsoft Azure 
subscription during a billing month. 
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“Υσερ Πλαν” refers to the set of features and capabilities selected for a user within a Visual Studio Online account in a Customer 
subscription. User Plan options and the features and capabilities per User Plan are described on the 
http://www.visualstudio.com website. 
 
Dοωντιmε:  The total accumulated Deployment Minutes, across all User Plans for a given Microsoft Azure subscription, during 
which the User Plan is unavailable.  A minute is considered unavailable for a given User Plan if all continuous HTTP requests to 
perform operations, other than operations pertaining to the Build Service or the Load Testing Service, throughout the minute 
either result in an Error Code or do not return a response. 
 
Μοντηλψ Υπτιmε Περχενταγε:  The Monthly Uptime Percentage is calculated using the following formula: 
  Maximum	Available	Minutes┽DowntimeMaximum	Available	Minutes 	捲	などど	
Σερϖιχε Χρεδιτ: 

Monthly Uptime Percentage  Service Credit 

< 99.9%  10% 

< 99%  25% 

 

8.11 DΑΤΑ DΙΣΠΟΣΑΛ 
Σπεχιφψ ψουρ δατα δισποσαλ προχεδυρεσ ανδ πολιχιεσ ανδ δεστρυχτιον χονφιρmατιον προχεσσ. 

ΣΗΙ Ρεσπονσε: 

SHI has data disposal services available to help customers meet compliance requirements and ensure 
safety of private data.  SHI agrees to work with Purchasing Entities to review all available options related 
to their request. 

ΑWΣ Ρεσπονσε: 

It is important that customers understand some important basics regarding data ownership and 
management in the cloud shared responsibility model:  

 Customers continue to own their data.  
 Customers choose the geographic location(s) in which to store their data—it does not move 

unless the customer decides to move it.  
 Customers can download or delete their data whenever they like.  
 Customers should consider the sensitivity of their data, and decide if and how to encrypt the 

data while it is in transit and at rest. 
AWS provides customers with the ability to delete their data. However, AWS customers retain control 
and ownership of their data, and it is the customer's responsibility to manage their data  

ΑWΣ Στοραγε Dεϖιχε Dεχοmmισσιονινγ  
When a storage device has reached the end of its useful life, AWS procedures include a 
decommissioning process that is designed to prevent customer data from being exposed to 
unauthorized individuals. AWS uses the techniques detailed in DoD 5220.22どM (“National Industrial 
Security Program Operating Manual “) or NIST 800ど88 (“Guidelines for Media Sanitization”) to destroy 
data as part of the decommissioning process. All decommissioned magnetic storage devices are 
degaussed and physically destroyed in accordance with industryどstandard practices.  
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ΧΑ Ρεσπονσε: 

Agile ど A component of our strategy includes disk encryption for data at rest.  This provides an additional 
safeguard that data is protected in the retirement stage of hardware, but our primary control is to utilize 
a 3rd party service that certifies destruction according to industry standards. 

APIM – All Data is held with AWS. Data disposal is outlined in AWS's annual SOC 3 audits. A copy of the 
latest SOC 3 report can be found here: 
http://d0.awsstatic.com/whitepapers/compliance/soc3_amazon_web_services.pdf 

ASM, MAA, and PPM – All electronic media containing CA Technologies or customer sensitive data must 
be disposed of using approved techniques for proper sanitization.  Data storage media is sanitized when 
hardware breaks, customers ask for sanitization to be performed, or when data storage media leaves 
data center’s premises. Note, customer data is only stored on disk, so there is no process necessary for 
other media (e.g. USB, CD, and DVD).  Secure media sanitization is processed through a vendor provided 
data destruction program.   

All CA Technologies staff must ensure that any sensitive data stored on hard disks or other electronic 
media are properly disposed of using one of the approved techniques: 

 Overwriting the media using DOD accepted software 
 Degauss of the media  
 Physically destroying the media rendering it unusable 

 

Μιχροσοφτ Ρεσπονσε: 

Microsoft follows strict standards and specific processes for removing customer data from all systems 
under our control, overwriting storage resources before reuse, and purging or destroying 
decommissioned hardware. 

Customers can retrieve a copy of all customer data at any time and for any reason without any 
assistance or notification required from Microsoft. 

Microsoft contractually commits to specific processes when a customer leaves the service or the 
subscription expires. This includes deleting customer data from all systems under our control. 

 If you, the customer, terminate your subscription or it expires (except for free trials), Microsoft 
will store your customer data in a limitedどfunction account for 90 days (the retention period) to 
give you time to export the data or renew your subscription. During this period, Microsoft 
provides multiple notices, so you will be amply forewarned of the upcoming deletion of data. 

 After this 90どday retention period, Microsoft will disable the account and delete all customer 
data, including any cached or backup copies. For inどscope services and Azure services, that 
deletion will occur within 90 days of the end of the retention period. (Inどscope services are 
defined in the Data Processing Terms section of our Online Services Terms.)  

In the multitenant environments of Microsoft enterprise cloud services, we take careful measures to 
logically separate customer data to help prevent one customer’s data from leaking into the data of 
another customer, as well as to help block any customer from accessing another customer’s deleted 
data. 
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When a disk drive used for storage suffers a hardware failure, it is securely erased or destroyed before 
Microsoft returns it to the manufacturer for replacement or repair. All of the data on the drive is 
completely overwritten to ensure that the data cannot be recovered by any means. 

When such devices are decommissioned, they are purged or destroyed according to NIST 800ど88 
Guidelines for Media Sanitation. 

8.12 ΠΕΡΦΟΡΜΑΝΧΕ ΜΕΑΣΥΡΕΣ ΑΝD ΡΕΠΟΡΤΙΝΓ 
ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 

SHI is responding today with offerings from AWS, Microsoft, and CA as well additional service offerings 
from our partner Ascent Innovations.  For this Section each partner has provide a specific response. 

    
Dεσχριβε ψουρ αβιλιτψ το γυαραντεε ρελιαβιλιτψ ανδ υπτιmε γρεατερ τηαν 99.5%. Αδδιτιοναλ ποιντσ ωιλλ βε 
αωαρδεδ φορ 99.9% ορ γρεατερ αϖαιλαβιλιτψ. 

ΑWΣ Ρεσπονσε: 

SHI’s performance and reporting capabilities draw on the repository of metadata retained by AWS’ IaaS 
and PaaS service platform.  Although there is currently no direct SLA published for performance and 
reporting metadata, the metadata is stored in AWS’ S3 storage subcategory service which offers elevenど
nines of durability.   Any missing performance and reporting can be easily reproduced to deliver the 
desired 99.9% or greater availability. 

ΧΑ Ρεσπονσε: 

Agile ど For Rally SaaS Unlimited Edition customers, our goal is to provide 99.9% upどtime during each 
calendar quarter. If in any calendar quarter an upどtime of 99.5% is not met and our customers were 
negatively impacted (for example, were unable to login to Rally), we will provide a service credit equal 
to one month of fees for use of the Rally Service. 

APIM, ASM, MAA, and PPM – CA SaaS production environments have an SLA at 99.8% uptime calculated 
arrear monthly. 1hr response for P1 issues. 

Μιχροσοφτ Ρεσπονσε: 

Please see the response to 8.10.2 for details. 
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Προϖιδε ψουρ στανδαρδ υπτιmε σερϖιχε ανδ ρελατεδ Σερϖιχε Λεϖελ Αγρεεmεντ (ΣΛΑ) χριτερια. 

ΑWΣ Ρεσπονσε: 

Our support and service detailed above apply to Performance and Reporting: 
 Quality assurance measures: 

o Average contacts to resolution 
o Average response time 

Escalation plan: 
 Dedicated resource escalates to SE immediately upon receipt of case, if requested by user, or if 

SLA is missed. 
 Support Engineer (SE) resource escalates to Sr. Support Engineer immediately upon receipt of 

case, if requested by user, or if second SLA is missed. 
 Sr. Support Engineer escalates to AWS engineering if SLA is missed. 
 Dedicated resource and highest Engineer resources is engaged on the case until completed and 

closed by the user. 
SLA = <12 hour response time 
 

ΧΑ Ρεσπονσε: 

Agile – See response for 8.12.1 

APIM, ASM, MAA, and PPM – Uptime SLA target is 99.8% 

CA runs test scripts using application monitoring tools on the Production system to verify that the CA 
SaaS service is available. Test scripts are run approximately once every ten (10) minutes, twentyどfour 
(24) hours per day, seven days per week, throughout the contracted term of the service. 

Μιχροσοφτ Ρεσπονσε: 

Please see the response to 8.4.1 for details. 

  
Σπεχιφψ ανδ προϖιδε τηε προχεσσ το βε υσεδ φορ τηε παρτιχιπατινγ εντιτψ το χαλλ/χονταχτ ψου φορ συππορτ, 
ωηο ωιλλ βε προϖιδινγ τηε συππορτ, ανδ δεσχριβε τηε βασισ οφ αϖαιλαβιλιτψ. 

ΑWΣ Ρεσπονσε: 

Our contact mediums for Performance and Reporting are: 
 Email to support huntどgroup 
 Phone to designated contact representative 

Escalation plan: 
 Dedicated resource escalates to SE immediately upon receipt of case, if requested by user, or if 

SLA is missed. 
 Support Engineer (SE) resource escalates to Sr. Support Engineer immediately upon receipt of 

case, if requested by user, or if second SLA is missed. 
 Sr. Support Engineer escalates to AWS engineering if SLA is missed. 
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 Dedicated resource and highest Engineer resources is engaged on the case until completed and 
closed by the user. 

SLA = <12 hour response time 
 

ΧΑ Ρεσπονσε: 

CA Support can be engaged by telephone or online via CA Support Online at 
http://www.support.ca.com.  CA Support is available 24x7x365. Technical support will be delivered in 
accordance with customer preference, and will likely include both telephone and email communications. 
CA Support Online is available 24 hours per day and allows customers to manage their cases (i.e. log, 
view, set severity level, update and close cases). CA Support Online also provides various other useful 
features, for example: a knowledge base search; product and documentation downloads; fixes, service 
pack and patch downloads; support utilities; automated notifications; access to communities, beta 
programs; subscriptions for hyper notifications, etc. 

While working with CA Support engineers on cases, email communications and a remote access 
capability can also be used to deliver support services. Secure File Transfer Protocol (FTP) and a secure 
FTP web client allow for the protected transfer of case file attachments to CA Support, with the web 
client additionally providing case file transfer protection from CA Support. Files are encrypted and 
stored securely while on CA systems. Optionally unsecure FTP transfers also are supported. 

Μιχροσοφτ Ρεσπονσε: 

Support is provided by Microsoft at an additional cost. Please see the responses to 8.4.1 and 8.4.2 for 
details. 

    
Dεσχριβε τηε χονσεθυενχεσ/ΣΛΑ ρεmεδιεσ ιφ τηε Ρεσπονδεντ φαιλσ το mεετ ινχιδεντ ρεσπονσε τιmε ανδ 
ινχιδεντ φιξ τιmε. 

ΑWΣ Ρεσπονσε: 

SHI will automatically escalate missed SLA windows, and will work with Purchasing Entity users to 
accommodate desired resolution for Performance and Reporting functionality. 

ΧΑ Ρεσπονσε: 

In the event that the Service Level Availability committed decreases below the Threshold for Service 
Availability Default, Minor or Major, Customer may be entitled to take action as outlined in the contract. 

Μιχροσοφτ Ρεσπονσε: 

SLA remedies are covered in our response to question 8.10.2. Response times are covered in our 
response to question 8.4.2 
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Ιντεντιοναλλψ Dελετεδ. 

    
Dεσχριβε τηε φιρm�σ προχεδυρεσ ανδ σχηεδυλεσ φορ ανψ πλαννεδ δοωντιmε. 

ΑWΣ Ρεσπονσε: 

Due to the nature of IaaS and PaaS, SHI and AWS seldom require client action for any updates or 
maintenance to Performance and Reporting functionality.  However, we notify of any planned downtime 
via email within reasonably adequate timeframes, and respond to client users on a case by case basis to 
minimize any impact.  

ΧΑ Ρεσπονσε: 

Agile ど Regularly scheduled maintenance (planned downtime for upgrades and maintenance) where the 
customer has been given at least eight (8) hours notice does not count as downtime. Unscheduled 
maintenance, in which the Rally Service is unavailable and advance notice was not provided to 
customers, will be counted against the upどtime SLA. 

APIM ど Planned downtime is scheduled and customers are notified in advance. 

ASM ど Customers are notified at least two weeks in advance for planned downtime. 

MAA ど Customers are notified at least two weeks in advance for planned downtime. 

PPM ど Maintenance falls into three categories: 

 Monthly: Monthly maintenance windows are scheduled at least 3 months in advance and occur 
one Saturday each month. Maintenance windows are scheduled during local nonどbusiness 
hours. There is limited client input over these scheduled windows as infrastructure maintenance 
performed during these windows may impact multiple or all clients. Security patches and other 
operating system updates are applied during these windows. A reminder notification will be 
sent 7ど10 days prior to these maintenance windows.   

 Critical Scheduled: Periodically, a critical scheduled maintenance involving security or system 
stability may be required.  A 72 hour notice will be provided to customers for these activities.  In 
many cases this maintenance activities can be more flexibly timed to meet customer business 
needs. CA will provide reasonable accommodations to these types of maintenance periods 
where possible.  

 Unplanned: Unplanned downtime is any loss of production system availability that does not 
have at least 72 hours advance notice to clients. These downtimes are generally system fault 
type issues but can also be proactive, emergency maintenance performed to prevent a system 
failure from occurring. Notices of service interruption will be sent as soon as the maintenance is 
scheduled or monitoring has determined a client’s system is unavailable; a minimum of 24 hour 
notice is provided when practical. These types of downtime count against the client’s uptime 
SLA and, therefore, are infrequent. 

 
Μιχροσοφτ Ρεσπονσε: 

The procedure would be discussed during the support call as outlined in 8.4.2 
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Dεσχριβε τηε χονσεθυενχεσ/ΣΛΑ ρεmεδιεσ ιφ δισαστερ ρεχοϖερψ mετριχσ αρε νοτ mετ. 

ΑWΣ Ρεσπονσε: 

SHI will automatically escalate missed SLA windows, and will work with Purchasing Entity users to 
accommodate desired resolution for Performance and Reporting functionality. 

ΧΑ Ρεσπονσε: 

Defined monetary penalties are provided in the SaaS Listing document. 

Μιχροσοφτ Ρεσπονσε: 

The financial consequences are detailed in our response 8.10.2. 

  
Προϖιδε α σαmπλε οφ περφορmανχε ρεπορτσ ανδ σπεχιφψ ιφ τηεψ αρε αϖαιλαβλε οϖερ τηε Wεβ ανδ ιφ τηεψ αρε 
ρεαλどτιmε στατιστιχσ ορ βατχη στατιστιχσ. 

ΑWΣ Ρεσπονσε: 

Performance reports are available via the Web, and report metrics are available in 5どminute intervals. 

ΧΑ Ρεσπονσε: 

Agile ど Realどtime and historical system status can be viewed at https://status.rallydev.com 

APIM – A report of the Service’s measured monthly SLA is available to Customer upon request 

ASM – Reports can be generated periodically and ad hoc. 

MAA – Reports are generated periodically and ad hoc. Customers can use their support.ca.com 
credentials to access private trust site which contains SLA details for the subscribed service 

PPM – Performance data can be generated and reporting on in a selfどservice manner within the service. 
Currently no stock reports are available for this data. Real time system status is available at 
www.trust.ca.com   

Μιχροσοφτ Ρεσπονσε: 

The financial consequences are detailed in our response 8.10.2. 

  
Αβιλιτψ το πριντ ηιστοριχαλ, στατιστιχαλ, ανδ υσαγε ρεπορτσ λοχαλλψ. 

ΑWΣ Ρεσπονσε: 

Usage reports and historical performance data can be viewed via the Web, downloaded as text files, and 
accessed programmatically via API. 
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ΧΑ Ρεσπονσε: 

Agile and APIM – Reports are available upon customer request 

ASM and PPM ど Customers are sent monthly SLA reports 

MAA ど Reports are generated periodically and ad hoc. Customers can use their support.ca.com 
credentials to access private trust site which contains SLA details for the subscribed service 

Μιχροσοφτ Ρεσπονσε: 

This information is not available. 

  
Οφφερορ mυστ δεσχριβε ωηετηερ ορ νοτ ιτσ ονどδεmανδ δεπλοψmεντ ισ συππορτεδ 24ξ365. 

ΑWΣ Ρεσπονσε: 

Onどdemand IaaS and PaaS service deployment is supported 24x365. 

ΧΑ Ρεσπονσε: 

N/A. CA only offers SaaS solutions and manages all aspects of the service. Clients do not have direct 
access to the environment. 

Μιχροσοφτ Ρεσπονσε: 

Access to the Azure Management Portal for deployment is available 24/7/365 from any device with 
internet access (Desktop, Laptop, Smartphone, and Tablet). 

  
Οφφερορ mυστ δεσχριβε ιτσ σχαλεどυπ ανδ σχαλεどδοων, ανδ ωηετηερ ιτ ισ αϖαιλαβλε 24ξ365. 

ΑWΣ Ρεσπονσε: 

Scaleどup and scaleどdown of IaaS subcategory compute functionality, commonly known as Autoscaling, is 
available 24x365 via Web portal, CLI or API.  Autoscaling is triggered by performance factors, scripting 
and applicable as either horizontal or vertical. 

ΧΑ Ρεσπονσε: 

N/A. CA only offers SaaS solutions and manages all aspects of the service; monitoring and capacity 
planning is included as part of the service. 

Μιχροσοφτ Ρεσπονσε: 

Elasticity in Azure is available 24/7/365 via the Azure Management Portal. 
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8.13 ΧΛΟΥD ΣΕΧΥΡΙΤΨ ΑΛΛΙΑΝΧΕ 
Dεσχριβε ψουρ λεϖελ δισχλοσυρε οφ χοmπλιανχε ωιτη ΧΣΑ Σταρ Ρεγιστρψ φορ εαχη Χλουδ σολυτιονσ οφφερεδ. 

 Χοmπλετιον οφ α ΧΣΑ ΣΤΑΡ ΣελφどΑσσεσσmεντ, ασ δεσχριβεδ ιν Σεχτιον 5.5.5 

 Χοmπλετιον οφ Εξηιβιτσ 1 ανδ 2 το Ατταχηmεντ Β. 

 Χοmπλετιον οφ α ΧΣΑ ΣΤΑΡ Αττεστατιον, Χερτιφιχατιον, ορ Ασσεσσmεντ. 

 Χοmπλετιον ΧΣΑ ΣΤΑΡ Χοντινυουσ Μονιτορινγ. 

ΣΗΙ Ρεσπονσε: 

The scope and requirements of this RFP are such that it would be impossible to include all of the cloud 
based offerings that SHI has in its catalog today.  We will work to add products and solutions over the 
course of this contract as new technologies emerge or as customer needs arise. 

SHI is responding today with offerings from AWS, Microsoft, and CA as well additional service offerings 
from our partner Ascent Innovations.  For this Section each partner has provide a specific response. 

ΑWΣ Ρεσπονσε: 

AWS is compliant with Level 1 CSA STAR Registry SelfどAssessment. Please refer to AWS’ selfどassessment 
found within our Risk and Compliance Whitepaper, page 25ど61. 
https://d0.awsstatic.com/whitepapers/compliance/AWS_Risk_and_Compliance_Whitepaper.pdf. This is 
the latest CAIQ (v3) released by the CSA. 

Per the CSA definitions, AWS aligns with Level 2 via the determinations in our third party audits for SOC 
and ISO: 

 Level 2 Attestation is based on SOC2, which can be requested under NDA ど 
http://aws.amazon.com/compliance/contact/ The SOC 2 report audit attests that AWS has been 
validated by a third party auditor to confirm that AWS’ control objectives are appropriately 
designed and operating effectively.  

 Level 2 Certification is based on ISO 27001:2005 – the AWS ISO 27001:2005 certification is 
available on our website: 
http://d0.awsstatic.com/certifications/iso_27001_global_certification.pdf   

All of the AWS selfどassessed assertions within the CSA STAR Registry SelfどAssessment are backed by 
independent, third party audits across multiple compliance programs. We continue to assert we raise 
the bar on CSA’s “attestation” and “certification” program. 

ΧΑ Ρεσπονσε: 

We have not performed a CSA assessment, however, CA has completed the CCM and CAIQ as part of 
Exhibit 1 and Exhibit 2 of this response. 

Μιχροσοφτ Ρεσπονσε: 

Please see Microsoft Azure CCM document for details on CSA compliance. 

 

213



   

147  
 

8.14 ΣΕΡςΙΧΕ ΠΡΟςΙΣΙΟΝΙΝΓ 

  
Dεσχριβε ιν δεταιλ ηοω ψουρ φιρm προχεσσεσ εmεργενχψ ορ ρυση σερϖιχεσ ιmπλεmεντατιον ρεθυεστσ βψ α 
Πυρχηασινγ Εντιτψ.  

ΣΗΙ Ρεσπονσε: 

Should an emergency arise, each Purchasing Entity has access to a dedicated account team that will 
assist the customer to understand the emergency and assist in getting the best possible solution in a 
timely manner.   

ΑWΣ Ρεσπονσε: 

SHI’s IaaS and PaaS users will selfどservice their needs for implementation, and escalate to SHI for any 
issues.   In response to escalations, SHI handles requests for IaaS and PaaS implementation with the 
same service SLAs described above.  Depending on the extent of the implementation required, SHI will 
engage internal resources, AWS or other qualified subcontractors to meet the desired timeline.   

ΧΑ Ρεσπονσε: 

Standard lead times for requests can be waived for requests that have a critical business need such as a 
data recovery effort. 

Μιχροσοφτ Ρεσπονσε: 

The customer has complete access to a majority of the features via the Azure Management Portal. For 
any additional features not covered the customer will work with the SHI Account Management Team 
and or Microsoft Account Team to expedite implementation requests. 

  
Dεσχριβε ιν δεταιλ τηε στανδαρδ λεαδどτιmε φορ προϖισιονινγ ψουρ Σολυτιονσ.   

ΑWΣ Ρεσπονσε: 

We help clients implement against any desired timelines with bestどeffort approach, and regularly see 
implementations requiring 2ど6 week lead times for provisioning depending on complexity. 

ΧΑ Ρεσπονσε: 

Services do not generally require client action for provisioning. General Service catalog requests, such as 
a data refresh, have a standard 48 hour lead time. 

Μιχροσοφτ Ρεσπονσε: 

The timeframe for provisioning of all services varies on the speed of the customers ISP and overall 
network access. 
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8.15 ΒΑΧΚ ΥΠ ΑΝD DΙΣΑΣΤΕΡ ΠΛΑΝ 

  
Αβιλιτψ το αππλψ λεγαλ ρετεντιον περιοδσ ανδ δισποσιτιον βψ αγενχψ περ πυρχηασινγ εντιτψ πολιχψ ανδ/ορ 
λεγαλ ρεθυιρεmεντσ. 

ΑWΣ Ρεσπονσε: 

Please see response to 8.15.3. 

ΧΑ Ρεσπονσε: 

Agile and APIM ど The customer is responsible for the lifecycle of their data.  We will retain all data until it 
has been deleted from our systems.  We can remove data from our systems upon written request from 
the customer at termination of the contract. 

ASM – Not available 

MAA – Not available 

PPM ど Data and configurations can be retained indefinitely upon notification of a hold 

Μιχροσοφτ Ρεσπονσε: 

Azure Backup offers retention periods that are scheduled within the Azure Management Portal. The 
retention can be scheduled for up to 99 years. 

  
Dεσχριβε ανψ κνοων ινηερεντ δισαστερ ρεχοϖερψ ρισκσ ανδ προϖιδε ποτεντιαλ mιτιγατιον στρατεγιεσ. 

ΑWΣ Ρεσπονσε: 

Amazon’s infrastructure has a high level of availability and provides customers the features to deploy a 
resilient IT architecture. AWS has designed its systems to tolerate system or hardware failures with 
minimal customer impact. Data center Business Continuity Management at AWS is under the direction 
of the Amazon Infrastructure Group. 

Αϖαιλαβιλιτψ 

Data centers are built in clusters in various global regions. All data centers are online and serving 
customers; no data center is “cold.” In case of failure, automated processes move customer data traffic 
away from the affected area. Core applications are deployed in an N+1 configuration, so that in the 
event of a data center failure, there is sufficient capacity to enable traffic to be loadどbalanced to the 
remaining sites. 

AWS provides you with the flexibility to place instances and store data within multiple geographic 
regions as well as across multiple availability zones within each region. Each availability zone is designed 
as an independent failure zone. This means that availability zones are physically separated within a 
typical metropolitan region and are located in lower risk flood plains (specific flood zone categorization 
varies by Region). In addition to discrete uninterruptable power supply (UPS) and onsite backup 
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generation facilities, they are each fed via different grids from independent utilities to further reduce 
single points of failure. Availability zones are all redundantly connected to multiple tierど1 transit 
providers. 

You should architect your AWS usage to take advantage of multiple regions and availability zones. 
Distributing applications across multiple availability zones provides the ability to remain resilient in the 
face of most failure modes, including natural disasters or system failures. 

ΦαυλτどΤολεραντ Dεσιγν 

Amazon’s infrastructure has a high level of availability and provides you with the capability to deploy a 
resilient IT architecture. AWS has designed its systems to tolerate system or hardware failures with 
minimal customer impact. 

Data centers are built in clusters in various global regions. All data centers are online and serving 
customers; no data center is “cold.” In case of failure, automated processes move customer data traffic 
away from the affected area. Core applications are deployed in an N+1 configuration, so that in the 
event of a data center failure, there is sufficient capacity to enable traffic to be loadどbalanced to the 
remaining sites. 

AWS provides you with the flexibility to place instances and store data within multiple geographic 
regions as well as across multiple availability zones within each region. Each availability zone is designed 
as an independent failure zone. This means that availability zones are physically separated within a 
typical metropolitan region and are located in lower risk flood plains (specific flood zone categorization 
varies by region). In addition to utilizing discrete uninterruptable power supply (UPS) and onsite backup 
generators, they are each fed via different grids from independent utilities to further reduce single 
points of failure. Availability zones are all redundantly connected to multiple tierど1 transit providers. 

You should architect your AWS usage to take advantage of multiple regions and availability zones. 
Distributing applications across multiple availability zones provides the ability to remain resilient in the 
face of most failure scenarios, including natural disasters or system failures. However, you should be 
aware of locationどdependent privacy and compliance requirements, such as the EU Data Privacy 
Directive. Data is not replicated between regions unless proactively done so by the customer, thus 
allowing customers with these types of data placement and privacy requirements the ability to establish 
compliant environments. It should be noted that all communications between regions is across public 
Internet infrastructure; therefore, appropriate encryption methods should be used to protect sensitive 
data. 

As of this writing, there are twelve regions: US East (Northern Virginia), US West (Oregon), US West 
(Northern California), AWS GovCloud (US), EU (Ireland), EU (Frankfurt), Asia Pacific (Singapore), Asia 
Pacific (Tokyo), Asia Pacific (Sydney), Asia Pacific (Seoul), South America (Sao Paulo), and China (Beijing). 

AWS GovCloud (US) is an isolated AWS Region designed to allow US government agencies and 
customers to move workloads into the cloud by helping them meet certain regulatory and compliance 
requirements. The AWS GovCloud (US) framework allows US government agencies and their contractors 
to comply with U.S. International Traffic in Arms Regulations (ITAR) regulations as well as the Federal 
Risk and Authorization Management Program (FedRAMP) requirements. AWS GovCloud (US) has 
received an Agency Authorization to Operate (ATO) from the US Department of Health and Human 
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Services (HHS) utilizing a FedRAMP accredited Third Party Assessment Organization (3PAO) for several 
AWS services. 

The AWS GovCloud (US) Region provides the same faultどtolerant design as other regions, with two 
Availability Zones. In addition, the AWS GovCloud (US) region is a mandatory AWS Virtual Private Cloud 
(VPC) service by default to create an isolated portion of the AWS cloud and launch Amazon EC2 
instances that have private (RFC 1918) addresses. More information about GovCloud is available on the 
AWS website: http://aws.amazon.com/govcloudどus/ 

ΧΑ Ρεσπονσε: 

CA Agile Central (Formerly Rally) ど None ど our DR plan is tested at a minimum semiどannually. 

CA APIM ど DR is provided only in a single geography at this point. Professional Services would need to be 
engaged to provide multiどgeo DR 

CA ASM – None 

CA MAA – N/A 

CA PPM ど Risk of up to 24 hours of data loss 

Μιχροσοφτ Ρεσπονσε: 

Any potential issues are on a case by case basis. Solutions to any issues are offered via Azure MSDN 
Forums and Stack Overflow, both are manned by Microsoft MVP’s. 

    
Dεσχριβε τηε ινφραστρυχτυρε τηατ συππορτσ mυλτιπλε δατα χεντερσ ωιτηιν τηε Υνιτεδ Στατεσ, εαχη οφ ωηιχη 
συππορτσ ρεδυνδανχψ, φαιλοϖερ χαπαβιλιτψ, ανδ τηε αβιλιτψ το ρυν λαργε σχαλε αππλιχατιονσ ινδεπενδεντλψ 
ιν χασε ονε δατα χεντερ ισ λοστ. 

ΑWΣ Ρεσπονσε: 

See answer to 8.15.3 

ΧΑ Ρεσπονσε: 

Agile Central (Formerly Rally) ど We run a hot/warm data center configuration and have the ability to 
quickly failover if required.  Our data centers are ~1300 miles apart to ensure redundancy.  We perform 
full system planned switch over testing at a minimum semiどannually. 

APIM ど AWS datacenters provide redundancy and failover within a single AWS EC2 zone (i.e., a single 
geographic location). Professional Services would need to be engaged to provide multiどgeo DR 

ASM ど ASM core services run in one primary data center, and can fail over to the DR site if there is a 
catastrophic failure. 

MAA ど MAA service is currently available from one data center only. 

PPM ど Business continuity plans are in place to restore production services from the nightly recovery 
point. Recovery is accomplished by deploying the service into the alternate data center within 72 hours 
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Μιχροσοφτ Ρεσπονσε: 

All Azure Datacenters in the United States supports all of the stated features to run large scale 
applications. The Azure Status Site details each services available throughout all Azure Datacenters 
globally. 

8.16 ΣΟΛΥΤΙΟΝ ΑDΜΙΝΙΣΤΡΑΤΙΟΝ 

  
Αβιλιτψ οφ τηε Πυρχηασινγ Εντιτψ το φυλλψ mαναγε ιδεντιτψ ανδ υσερ αχχουντσ. 

ΑWΣ Ρεσπονσε: 

Purchasing Entities have full control of user accounts, control over what those accounts can access, and 
any delegation or federation of such controls. 

ΧΑ Ρεσπονσε: 

Agile and APIM ど The customer is responsible for managing the lifecycle of all user accounts 

ASM and MAA ど The Purchasing Entity can manage their account and create subどaccounts within ASM. 

PPM ど User provisioning and authorization is fully self service via the web interface or available API's 

Μιχροσοφτ Ρεσπονσε: 

Identity and user accounts can be managed via the initial setup portal discussed in 8.19.2, role based 
access controls, and Azure Active Directory features. 

  
Αβιλιτψ το προϖιδε αντιどϖιρυσ προτεχτιον, φορ δατα στορεσ. 

ΑWΣ Ρεσπονσε: 

Purchasing Entities may install any antiどvirus software and encrypt its data stores in whatever ways 
deemed fit for Low, Moderate and High Risk compliance requirements. 

ΧΑ Ρεσπονσε: 

Agile ど We have ClamAV installed on all Linux hosts and TrendMicro for Windows hosts. 

APIM – AWS provides protection/virus scanning for data at rest 

ASM, MAA, and PPM ど Logical security is provided by ClamAV Antivirus. 

Μιχροσοφτ Ρεσπονσε: 

Azure offers several antiどvirus options for their virtual machines. Microsoft, Symantec and TrendMicro 
are just a few of the offerings available via the Azure Marketplace. If applicable customer may use their 
existing antiどvirus solutions in Azure provided the system requirements are met. 
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Αβιλιτψ το mιγρατε αλλ Πυρχηασινγ Εντιτψ δατα, mεταδατα, ανδ υσαγε δατα το α συχχεσσορ Χλουδ Ηοστινγ 
σολυτιον προϖιδερ. 

ΑWΣ Ρεσπονσε: 

Purchasing Entities are the owners of their data, and have full access to migrate data to other Cloud 
Hosting providers using industry standard techniques. 

ΧΑ Ρεσπονσε: 

Agile ど We can provide an export of data in XML and JSON formats 

APIM – Data can be exported to accommodate relocation. A Professional Services engagement will be 
required. 

ASM – REST API and raw data export (CSV). 

MAA – Data can be provided upon request. 

PPM – Selfどservice API's and defined dump files are available for migration efforts. See the response to 
8.7.2 for details. 

Μιχροσοφτ Ρεσπονσε: 

Customer data stored in Azure can be removed at any time without assistance from Microsoft for the 
purposes of migrating or transferring to a successor cloud hosting solution provider. 

  
Αβιλιτψ το αδmινιστερ τηε σολυτιον ιν α διστριβυτεδ mαννερ το διφφερεντ παρτιχιπατινγ εντιτιεσ. 

ΑWΣ Ρεσπονσε: 

SHI can help Purchasing Entities create and manage user hierarchies, linked accounts, ACLs and other 
topologies so that they can support sophisticated scenarios for segregated access, access to data, 
visibility to metadata and chargeback requirements. 

ΧΑ Ρεσπονσε: 

Agile ど All administrative settings are configured by Subscription Administrators on a per subscription 
basis. 

APIM – Delegated administration is built into the product 

ASM – The ASM dashboard is accessible with any modern web browser with Internet access. 

MAA – Designated Tenant Administrators from customer can administer the service for their userどbase 
from any supported browser. 

PPM – Assignment of administration rights is selfどservice. The client can define multiple user accounts to 
manage the service 
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Μιχροσοφτ Ρεσπονσε: 

Access can be offered to participating entities using the information from the responses in 8.16.1 and 
8.19.2. 

  
Αβιλιτψ το αππλψ α παρτιχιπατινγ εντιτψ∋σ δεφινεδ αδmινιστρατιον πολιχεσ ιν mαναγινγ α σολυτιον.   

ΑWΣ Ρεσπονσε: 

Purchasing Entities can use a number of subcategory services such as SAML, SSO, Active Directory and 
other technologies to manage participating entities’ access to IaaS and PaaS services. 

ΧΑ Ρεσπονσε: 

Agile ど Subscription Administrators have the ability to configured subscription settings. 

APIM – The product allows for a number of areas that can be configured/policies to be created for 
purposes of managing the solution 

ASM and MAA – Not applicable 

PPM – Process flows and service configuration can be partitioned per client defined entity allowing for 
entity specific management. See PPM SaaS User’s Guides for detailed description of this functionality. 

Μιχροσοφτ Ρεσπονσε: 

Please see the responses to questions 8.16.1 and 8.19.2. 

8.17 ΗΟΣΤΙΝΓ ΑΝD ΠΡΟςΙΣΙΟΝΙΝΓ 

  
Dοχυmεντεδ χλουδ ηοστινγ προϖισιονινγ προχεσσεσ, ανδ ψουρ δεφινεδ/στανδαρδ χλουδ προϖισιονινγ 
σταχκ.  

ΑWΣ Ρεσπονσε:  

The AWS Management Console is a single destination for managing all AWS resources, from Amazon 
Elastic Compute Cloud (Amazon EC2) instances to Amazon DynamoDB tables. Use the AWS 
Management Console to perform any number of tasks, from deploying new applications to monitoring 
the health of applications. The AWS Management Console also enables customers to manage all aspects 
of their AWS account, including accessing monthly spending by service, managing security credentials, 
or even setting up new AWS Identity and Access Management (AWS IAM) users. The AWS Management 
Console supports all AWS regions and lets customers provision resources across multiple regions. 

Χοmmανδ Λινε Ιντερφαχε 
The AWS Command Line Interface (CLI) is a unified tool used to manage AWS cloud services. With just 
one tool to download and configure, customers can control multiple AWS resources from the command 
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line and automate them through scripts. The AWS CLI introduces a new set of simple file commands for 
efficient file transfers to and from Amazon Simple Storage Service (Amazon S3). 

Υσε Εξιστινγ Μαναγεmεντ Τοολσ 
Many of the tools that organizations use to manage onどpremises environments can be integrated with 
AWS as well. Integrating an AWS environment can provide a simpler and quicker path for cloud 
adoption, because a customer’s operations team does not need to learn new tools or develop 
completely new processes. For example: 

 AWS Management Portal for vCenter enables customers to manage their AWS resources using 
VMware vCenter. The portal installs as a vCenter plugどin within the existing vCenter 
environment. Once installed, it enables customers to migrate VMware VMs to Amazon EC2 and 
manage AWS resources from within vCenter. The AWS resources that customers create using 
the portal can be located in their AWS account, even though those resources have been created 
using vCenter. For experienced VMware administrators, AWS Management Portal for vCenter 
provides a familiar look and feel that can make it easy to start using AWS. AWS Management 
Portal for vCenter is available at no additional charge.  

 The Amazon EC2 VM Import Connector extends the capabilities of VMware vCenter to provide a 
familiar graphical user interface customers can use to import their preexisting Virtual Machines 
(VMs) to Amazon EC2. Using the connector, importing a VM is as simple as selecting a VM from 
the vSphere infrastructure, and specifying the AWS region, Availability Zone, operating system, 
instance size, security group, and Amazon Virtual Private Cloud (Amazon VPC) details (if desired) 
into which the VM should be imported. Once the VM has been imported, customers can launch 
it as an instance from the AWS Management Console and immediately take advantage of all the 
features of Amazon EC2. 

 
AWS Management Pack for Microsoft System Center enables customers to view and monitor their AWS 
resources directly in the Operations Manager console. This way, customers can use a single, familiar 
console to monitor all of their resources, whether they are onどpremises or in the AWS cloud. You get a 
consolidated view of all AWS resources across regions and Availability Zones. It also has builtどin 
integration with Amazon CloudWatch so that the metrics and alarms defined in Amazon CloudWatch 
surface as performance counters and alerts in the Operations Manager console. Information on AWS 
Management Pack for Microsoft System Center can be found here 

ΧΑ Ρεσπονσε: 

Agile ど All new systems should be provisions according to our baseline standards and we use 
configuration management tools to ensure all systems are created with the same standards. 

APIM – CA SaaS Ops has a wellどdefined Service Introduction and update process, including review 
boards, staged rollouts and followどups to ensure service integrity. Our cloud provisioning stack is tied to 
AWS EC2 services, and includes S3 and RDS for storage; RHEL instances for the applications; route 53 
DNS services; cloud front for monitoring; and ELB for load balancing 

ASM and MAA– Automation tools are used to install and configure ASM software on CA infrastructure.  
SOP documents are used by CA internally. 

PPM – Workstation requirements are documented in release notes. 
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Μιχροσοφτ Ρεσπονσε: 

Provisioning in Azure can be best accomplished with the use of Azure Resource Managers. There’s 
several advantages that ARM provides over the existing Azure Service Management (ASM) API, including 
simplifying complex configurations, repeatable deployments via declarative templates, resource tagging, 
roleどbased access control (RBAC) and more.  

  
Προϖιδε τοολ σετσ ατ mινιmυm φορ: 

 Dεπλοψινγ νεω σερϖερσ (δετερmινινγ χονφιγυρατιον φορ βοτη στανδ αλονε ορ παρτ οφ αν εξιστινγ 
σερϖερ φαρm, ετχ.) 

 Χρεατινγ ανδ στορινγ σερϖερ ιmαγεσ φορ φυτυρε mυλτιπλε δεπλοψmεντσ 

 Σεχυρινγ αδδιτιοναλ στοραγε σπαχε 

 Μονιτορινγ τοολσ φορ υσε βψ εαχη ϕυρισδιχτιον�σ αυτηοριζεδ περσοννελ � ανδ τηισ σηουλδ ιδεαλλψ 
χοϖερ χοmπονεντσ οφ α πυβλιχ (ρεσπονδεντ ηοστεδ) ορ ηψβριδ χλουδ (ινχλυδινγ Παρτιχιπατινγ 
εντιτψ ρεσουρχεσ). 

ΑWΣ Ρεσπονσε: 

Please see the response to question 8.17.1 

ΧΑ Ρεσπονσε: 

Agile ど We utilize configuration management tools to ensure consistent configuration across our servers. 
We have redundant systems for all critical infrastructure and have the ability to add additional storage if 
deemed necessary. Access to monitoring tools is provisions according to the principle of least privilege 
and is only granted based upon business need. 

APIM – Servers are brought up on demand. AWS EC2 storage is elastic, and can be expanded on 
demand. All SaaS based instances are monitored by CA SaaS Ops. With Hybrid deployments, customers 
can manage the on premise components of the deployment using their own tooling or CA products.    

ASM – See response to 8.17.1. Additional storage is added manually. ASM uses Nimsoft Monitor, thirdど
party open source monitoring tools, and ASM itself to monitor the health of ASM internal services and 
servers. 

MAA – See Response to 8.17.1. Virtual storage can be added when needed. MAA is monitored internally 
as well as externally using multiple tools recognized within industry. 

PPM – Deploying and creating new servers is not applicable. Additional storage space ど Dynamically 
allocated NAS. Monitoring tools is real time availability metrics at www.trust.ca.com 

Μιχροσοφτ Ρεσπονσε: 

Azure Virtual Machines lets you deploy a wide range of computing solutions in an agile way. Deploy a 
virtual machine nearly instantly, and pay by the minute. With support for Microsoft Windows, Linux, 
Microsoft SQL Server, Oracle, IBM, SAP, and Azure BizTalk Services, you can deploy any workload and 
any language on nearly any operating system. 
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Azure Storage provides the flexibility and hyperどscale needed to store and retrieve large amounts of 
data. Use Azure Blob Storage (Object Storage) to store unstructured data, such as documents and media 
files. Use Azure Table Storage for structured NoSQL data. Use Azure Queue Storage to reliably store 
messages. And use SMBどbased Azure File Storage for existing or new applications—no code changes are 
required. 

You can monitor key performance metrics for your cloud services in the Azure classic portal. You can set 
the level of monitoring to minimal and verbose for each service role, and can customize the monitoring 
displays. Verbose monitoring data is stored in a storage account, which you can access outside the 
portal.  

Monitoring displays in the Azure classic portal are highly configurable. You can choose the metrics you 
want to monitor in the metrics list on the Μονιτορ page, and you can choose which metrics to plot in 
metrics charts on the Μονιτορ page and the dashboard.  

    
Αβιλιτψ το προϖιδε ΙααΣ, ΠααΣ, ανδ ΣααΣ σολυτιονσ ασ δεφινεδ σερϖιχε οφφερινγσ ωιτη εσταβλισηεδ ρατε 
στρυχτυρεσ 

ΑWΣ Ρεσπονσε: 

See response to 8.17.1 

ΧΑ Ρεσπονσε: 

Only SaaS services are provided. Standard, per user subscription rates are provided. 

Μιχροσοφτ Ρεσπονσε: 

IaaS, PaaS and SaaS based services in Azure have individualized pricing that is available when selecting 
those services via the Azure Management Portal. 

8.18 ΤΡΙΑΛ ΑΝD ΤΕΣΤΙΝΓ ΠΕΡΙΟDΣ (ΠΡΕど ΑΝD ΠΟΣΤど ΠΥΡΧΗΑΣΕ) 

  
Dεσχριβε ψουρ τεστινγ ανδ τραινινγ περιοδσ τηατ ψουρ οφφερ φορ ψουρ σερϖιχε οφφερινγσ. 

ΑWΣ Ρεσπονσε: 

A freeどtier IaaS service level is offered for clients to try its subcategory services.  Services ordered 
beyond the freeどtier are billed at published rates based on consumption.  Clients only pay for what they 
consume and services can quickly be decommissioned to prevent further billing. 

ΧΑ Ρεσπονσε: 

Agile ど CA offers its clients a trial period and training can be included as a service. 

APIM – CA Professional Services and CA Education offer packaged training and service introduction 
courses that can be tailored to each customers' needs. Typical offerings include:  
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A standard five day deployment and training package is available for purchase and includes: 

 Portal ど trains SaaS APIM users (covering CMS content creation; site branding; user creation; API 
publication; application creation; interactive API documentation creation; and more) 

 Policy Manager – introduction to the Gateway and policy creation  
 Quick Start – help with implementing the Portal to reflect the customers’ brand and API 

management initiative (includes tips and techniques on CSS editing; API publication; API 
security; WADL/Swagger creation, and more) 
 

ASM – 30どday trial accounts are available at no cost. 

MAA – Customers can selfどsubscribe to trial environment to try out the product for free. 

PPM – No trial periods are available. CA Technologies has a full catalog of web based and instructor lead 
training for PPM SaaS. 

Μιχροσοφτ Ρεσπονσε: 

Azure has the capability of both staging and production environments for the services offered. 
Environments can be created via Azure credits provided through all MSDN subscriptions in addition to 
the Azure DevTest Labs feature which is now in preview. 

  
Dεσχριβε ηοω ψου ιντενδ το προϖιδε α τεστ ανδ/ορ προοφ οφ χονχεπτ ενϖιρονmεντ φορ εϖαλυατιον τηατ 
ϖεριφιεσ ψουρ αβιλιτψ το mεετ mανδατορψ ρεθυιρεmεντσ. 

ΑWΣ Ρεσπονσε: 

SHI would address any outstanding questions and provide needed documentation, and also work in 
good faith to assist evaluating entities’ verification of service utility on an asどneeded basis. 

ΧΑ Ρεσπονσε: 

CA offers trial environment for interested customers to evaluate the product before making a purchase. 
For paying customers, CA also offers a nonどproduction environment for testing any functionality prior to 
rolling out to users. 

Μιχροσοφτ Ρεσπονσε: 

A proof of concept can be provided with the services provided in 8.18.1. Additional services to support a 
proof of concept would be provided on a case by case basis. 

  
Οφφερορ mυστ δεσχριβε ωηατ τραινινγ ανδ συππορτ ιτ προϖιδεσ ατ νο αδδιτιοναλ χοστ. 

ΑWΣ Ρεσπονσε: 

The support described above is offered at no additional cost.   Training offered at no cost consists of a 
vast online library of CBT, whitepapers, User and Administration guides, as well as online subject matter 
discussions. 
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ΧΑ Ρεσπονσε: 

CA Support is CA Technologies standard support maintenance that offers multiple access methods and 
support services to meet your operational support and business needs, including:   

 Online support for selfどservice and case management 
 24x7 telephone support for Severity 1 cases via a single telephone number (by country) 
 Product release, version and certification updates 
 Product fixes and alerts for high impact problems and fixes 
 Troubleshooting 
 Multiどplatform and product integration support 
 Implementation and upgrade project support 
 Access to knowledge documents, product compatibility information and documentation 
 Access to CA Technologies programs such as: Go Live with CA Technologies; CA Communities; CA 

Beta Programs; CA Green Books; and CA Tech Insider eどnewsletters 
Support is included in the maintenance cost and all Training must be purchased at additional cost. 

Μιχροσοφτ Ρεσπονσε: 

Value added support and training are offered by Microsoft Virtual Academy, Channel 9 and TechNet 
Virtual Labs. Microsoft Learning Partners provide in person trainings at facilities nationwide. The 
Microsoft Ignite Conference also provides this level of training as well. 

8.19 ΙΝΤΕΓΡΑΤΙΟΝ ΑΝD ΧΥΣΤΟΜΙΖΑΤΙΟΝ 

  
Dεσχριβε ηοω τηε Σολυτιονσ ψου προϖιδε χαν βε ιντεγρατεδ το οτηερ χοmπλεmενταρψ αππλιχατιονσ, ανδ ιφ 
ψου οφφερ στανδαρδどβασεδ ιντερφαχε το εναβλε αδδιτιοναλ ιντεγρατιονσ. 

ΑWΣ Ρεσπονσε: 

Our IaaS and PaaS services are fully documented and ready to integrate into third party applications via 
REST APIs, CLI, and shell scripting. 

ΧΑ Ρεσπονσε: 

Agile ど There are various integrations available between the Agile Central and other platforms.  All 
supported integrations can be found here:  https://www.rallydev.com/productどfeature/rallyどplatformど
integrationsどoverview. 

APIM – The SaaS Portal features a set of public, documented APIs for integration with third parties 

ASM – ASM has a REST API that can be used to interact with ASM programmatically.  Nimsoft Monitor 
has a plugどin module for integration with ASM. 

MAA – MAA SDK can be utilized to integrate it with other products. CA Services can be engaged for such 
implementations. 
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PPM – Standard API's are provided for integration development. Additional details are provided in the 
user documentation. 

Μιχροσοφτ Ρεσπονσε: 

Azure has connections to over 3000 SaaS based apps covering virtual machines, developer services, API 
applications, Azure Active Directory application connectors, Web applications, data services and 
Microsoft Dynamics solutions online via the Azure Marketplace.  

    
Dεσχριβε τηε ωαψσ το χυστοmιζε ανδ περσοναλιζε τηε Σολυτιονσ ψου προϖιδε το mεετ τηε νεεδσ οφ σπεχιφιχ 
Πυρχηασινγ Εντιτιεσ. 

ΑWΣ Ρεσπονσε: 

Purchasing Entities can fully customize and personalize our IaaS and PaaS services to support their 
specific needs via REST APIs, CLI, and shell scripting. 

ΧΑ Ρεσπονσε: 

Agile ど We offer a RESTful API that can be used to create integration services not offered. 

APIM – SaaS Portal offers a number of ways to customize, configure and brand the product to suit each 
customer's needs 

ASM – ASM Public Status Pages can be branded.   The REST API can be used to develop customized 
applications. 

MAA – MAA SDK can be utilized for customizations. Many personalization options are available out of 
the box. CA Services can be engaged for custom requirements. 

PPM – CA PPM SaaS is highly configurable to enable client specific processes. Both the UI and workflows 
can be configured. 

Μιχροσοφτ Ρεσπονσε: 

To initially administer your Microsoft Azure services under your Enrollment, there are four distinct 
administrative roles: the Enterprise Administrator, The Department Administrator, the Account Owner 
and the Service Administrator. Users are required to authenticate using a valid Microsoft Account 
(LiveID http://signup.live.com) or School or Work Account (Azureどbased Active Directory). Please ensure 
the ID entered is associated with a monitored mailbox as enrollment and account notifications will be 
sent to this mailbox. 

The roles complete tasks on three different Microsoft Azure portals. The Enterprise Portal, the Account 
Portal and the Management Portal. 

 Εντερπρισε Αδmινιστρατορ 
The Enterprise Administrator has the ability to add or associate Accounts to the Enrollment, can 
view usage data across all Accounts, can view the monetary commitment balance associated to 
the Enrollment with pricing data from the partner.  There is no limit to the number of Enterprise 
Administrators on an Enrollment. 
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 Αχχουντ Οωνερ 
The Account Owner can add Subscriptions for their Account, update the Service Administrator 
and CoどAdministrator for an individual Subscription, view usage data for their Account, and view 
Account charges if the Enterprise Administrator has provided access.  The Account Owner will 
not have visibility of the monetary commitment balance unless they also have Enterprise 
Administrator rights. 

 Σερϖιχε Αδmινιστρατορ 
The Service Administrator and up to nine CoどAdministrators per Subscription have the ability to 
access and manage Subscriptions and development projects within the Azure Management 
Portal. The Service Administrator does not have access to the Enterprise Portal unless they also 
have one of the other two roles. 

8.20 ΜΑΡΚΕΤΙΝΓ ΠΛΑΝ 
Dεσχριβε ψουρ ηοω ψου ιντενδ το mαρκετ ψουρ Σολυτιονσ το ΝΑΣΠΟ ςαλυεΠοιντ ανδ Παρτιχιπατινγ 
Εντιτιεσ.  

ΣΗΙ Ρεσπονσε: 

SHI understands that when implementing this contract, it will be important to communicate with NASPO 
ValuePoint and with each Participating State to ensure that our messaging to Participating Entities is 
accurate and timely.  We recognize that we will need to understand NASPO ValuePoint’s vision for the 
contract and the unique requirements of each State, and that we will then need to market the benefits 
of the contract to each eligible agency, city, county, township, school district and higher education 
institution. 

In addition, SHI plans to build on the experience we’ve gained from the NASPO ValuePoint SVAR 
contract to help make this contract successful for the Participating Entities. 

SHI has designed a preliminary marketing plan for the contract to ensure maximum participation.  We 
will work with the individual states on appropriate timing, and agree upon appropriate venues for any 
faceどtoどface marketing initiatives.  SHI's implementation/transition plan for the new contract provides 
for a smooth and seamless experience for the States included in the NASPO ValuePoint Cloud Solutions 
agreement, whether we have worked with these States under another NASPO ValuePoint contract or 
they are new to SHI. 

SHI’s marketing or outreach to all the participating entities on the contracts we hold is a multiどprong 
approach: 

 SHI’s CRM System has been uploaded with every public entity within each State.  Each State’s 
Account Executives establish a relationship with each purchasing agent/buyer and IT 
administrator within the organization and update our CRM so that we can verify that they have 
been reached.  The SHI Account Executive discusses the contract with them and provides them 
with contact information, website information, and contract guidelines for working with SHI.  
SHI’s Account Executives are proactive in their approach with our customers and prospects, and 
they regularly engage in onどsite meetings and joint phone calls with our publisher 
representatives. 
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 SHI’s Inside Sales Team members walk individual customers through our www.shi.com website 
where customers can create quotes, purchase items, obtain order status, and generate reports 
of their purchases. 

 SHI’s marketing team subscribes our new CRM contacts to SHI’s monthly newsletter, which 
contains helpful information on SHI’s publishers, new products and promotions, changes to 
programs, and industry news. 

 SHI participates in statewide and local vendor events.  SHI Account Executives and publisher 
partners will meet with all available entities and discuss SHI’s support plan and our cloud 
partners’ solutions. 

 SHI works with each State to create timely and meaningful Tech Days for individual state and 
local entities to attend to learn about new cloud solutions for their IT environments. 

Each of these elements come together to ensure that SHI is effectively marketing the new Cloud 
Solutions contract. 

8.21 ΡΕΛΑΤΕD ςΑΛΥΕどΑDDΕD ΣΕΡςΙΧΕΣ ΤΟ ΧΛΟΥD ΣΟΛΥΤΙΟΝΣ 
Dεσχριβε τηε ϖαλυεδどαδδεδ σερϖιχεσ τηατ ψου χαν προϖιδε ασ παρτ οφ αν αωαρδεδ χοντραχτ, ε.γ. 
χονσυλτινγ σερϖιχεσ πρεど ανδ ποστど ιmπλεmεντατιον. Οφφερορσ mαψ δεταιλ προφεσσιοναλ σερϖιχεσ ιν τηε ΡΦΠ 
λιmιτεδ το ασσιστινγ οφφερινγ αχτιϖιτιεσ ωιτη ινιτιαλ σετυπ, τραινινγ ανδ αχχεσσ το τηε σερϖιχεσ.  

ΣΗΙ Ρεσπονσε: 

SHI can offer Professional Services towards application development and migration, scale or complex 
designs and implementations, 24x7x365 helpdesk, Backup and DR, server patching, monitoring and fullど
service NOC, billing and financing, split billing and chargeback management, optimization management, 
and other lifecycle services.  

As part of this response we have included an attachment about Office 365 JumpStart, which is available 
from SHI. 

SHI is also pleased to provide a response from our partner Ascent Innovations. 

Ασχεντ Ιννοϖατιονσ 
Ascent Innovations, is a Microsoft Dynamics certified solution provider for mid to large size companies, 
government and education organizations.  Ascent Innovations was founded as a firm in 2009 with the 
goal of providing customerどfocused enterprise solutions and high quality service.  Now, it has a 
combined staff experience of decades in ERP/CRM/Cloud Azure deployments. 

Ascent Innovations is a Microsoft Dynamics ERP/CRM/Cloud Azure certified partner, specializing in 
complex implementations and is fully capable of provisioning for the Microsoft Azure Cloud services to 
be recommended by our Prime supplier, SHI,Inc. 

Ascent Innovations is owned and managed by Sohena Hafiz, and being a financially sound and minorityど
woman owned and growing company, has received five government small business certifications.  
Certifications provided by the Federal Small Business Administration as an 8(a) firm, the State of Illinois’ 
BEP program, the Cook County WBE/MBE certification, the City of Chicago WBE certification and the 
WBENC certification.  
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The Federal Small Business Administration 8(a) certification, to be utilized as the primary certification, is 
valid through May of 2023.  Thus providing a woman owned/minority owned status that can be utilized 
by ΝΑΣΠΟ through the life of the sourcing agreement. 

Ascent Innovations possesses the expertise and depth as a Microsoft Dynamics ERP/CRM/Azure certified 
partner, specializing in Dynamics AX, GP, CRM, SQL Server, SharePoint with a focus on Education, Public 
Sector, Manufacturing, Professional Services  customers, with emphasis on Financial Management, 
Project Accounting, Business Analytics, Supply Chain, Service Management, Fixed Assets and Compliance 
within a Cloud/Hosted environment. 

We have demonstrated expertise in building integrations with Dynamics ERP/CRM on Azure platforms 
with various external systems, to include EDI, RF solutions, Mobile apps, BI tools, Data Integration tools, 
Inventory/3PL systems, payment gateways, logistics, electronic document management, eどCommerce 
sites, etc. Additionally, we have enhanced the operations by building reports for staff, managers and 
executives, using SSRS, MR, SSAS, Role Centers, etc. 

Ascent Innovations is a certified partner with multiple 3rd party software providers for Microsoft 
Dynamics products, including BlackLine, DataMasons EDI, RF Smart, Solver BI360, Scribe, M4 AGL, 
KwikTag, Dynamics Anywhere, eOne Solutions, etc. 

Ασχεντ Ιννοϖατιονσ� Μιχροσοφτ Χλουδ/Αζυρε Προδυχτ σερϖιχεσ οφφερινγ: 

Ascent Innovations is able to deploy functional and technical consultants for the Microsoft Cloud/Azure 
environment.  Our capabilities and skills are provided through onどsite and/or remotely located for the 
full suite of Microsoft offerings within the Azure environment. Providing complete deployment services 
allowing the NASPO customer to make a solution choice and deploy in full production mode.  The 
following are areas Ascent Innovations focuses for its customers: 

Μιχροσοφτ Αζυρε 
Do more, spend less with Microsoft Azure. With the fast pace of innovation constantly accelerating, it’s 
becoming increasingly expensive to keep investing in the latest and greatest IT solutions. At the same 
time, relying on older solutions while your competitors invest in new ones gives them a leg up on you to 
anticipate, manage, and respond more quickly to change.  You want to focus on running your 
organization and the bottom line, not your technology infrastructure. With Microsoft Azure, you can 
build, deploy, and manage applications in the cloud without worrying about the cost of purchasing new 
server hardware. You can easily scale up or down as needed and gain peace of mind knowing your data 
is safe, secured and protected by Microsoftどmanaged datacenters. 

Εντερπρισε Μοβιλιτψ Συιτε 
Simplify security and stay productive with the Microsoft Enterprise Mobility Suite (EMS). EMS includes 
Azure Active Directory, Azure Rights Management, Microsoft Intune, and Advanced Threat Analytics to 
provide organizations with costどeffective, comprehensive security for users, devices, applications, and 
data.  Organizations are struggling to meet the challenges posed by the influx of consumerどoriented 
technology into the workplace, which is eroding standardsどbased approach to IT, and by the growing 
expectation of users to access all of their work resources from any location, on any device and at any 
time.  
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The Enterprise Mobility Suite (EMS) is designed to help organizations meet these challenges by providing 
a peopleどcentric IT solution that gives users access to corporate resources from the devices of their 
choice, while making it easier for IT administrators to securely manage devices, data, and applications 
across platforms. 

Μαναγεδ Σερϖιχεσ 
Staying on top of technology trends has become increasingly expensive.  With our deep understanding 
of Cloud deployment together with our expertise in Cloud based IT infrastructure we can design unique 
solutions that make technology your trusted investment.  

Let Ascent Innovations help your organization: 

 Transition to a cloud environment or extend the value of existing IT investment 
 Scale out quickly and affordably by running apps and workloads in the cloud 
 Boost productivity and collaboration with SharePoint Online. 
 Work with full versions of Office anytime, anywhere, and on virtually any device with Office 365 
 Implement flexible, affordable data backup and disaster recovery solutions by taking advantage 

of cloud services like Microsoft Azure 
 Safeguard organizational data by integrating enterprise identity management solutions like 

Active Directory with cloud services 

Οφφιχε 365 
Office 365 keeps itself up to date, so you always have the latest features of Word, Excel, PowerPoint, 
and more. 

Office Applications ど Office 365 provides applications you’re familiar with and files that are always 
accessible, always up to date. So online or off, at your desk or on the go, from your PC/Mac or your iOS, 
Android™, or Windows device, you can get to what you need, when and where you need it. 

Email & Calendar ど Office 365 synchronizes emails, calendars, and contact information across your 
devices in real time. So you have the latest information, no matter what device is in your hand. 

Online Meetings ど It’s easy to meet and connect online from wherever you are on whatever device 
works best. HD video puts you—and up to 250 people—all at the same table. It’s a smart way to share 
information and meet colleagues from multiple locations. 

File Sharing どWith 1 TB of personal document storage, having your files stored online makes it easy to 
store, organize, and share them, so you can work on documents with teammates, share reports with 
organization partners, or connect with constituents. Your files are always up to date, so everyone has 
access to the latest version. 

Video Management ど Office 365 Video gives you a scalable enterprise video solution. It allows 
employees to find, discover, and view important topics and ideas across the organization—across their 
devices—staying informed and in unison. 

Wινδοωσ 10 
Windows 10 is designed for the modern world of cloud services and mobility simply put Windows 10 is 
simple to use. 
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Windows 10 integrates the Cloud with the PC, delivering fullyどfunctional devices that can operate webど
apps, browsing, Windows Store apps, Windows desktop apps, you name it. It also integrates seamlessly 
with other 3rd party Cloud solutions like CRM, EどCommerce, ERP and Inventory, just to name a few. 

Cloud synchronization is key with Windows 10. Not only can users synchronize their account, 
preferences, favorites, settings, and apps between devices using their Microsoft or Office 365 account, 
they will have the ability to sync their files using OneDrive Cloud storage or email, calendar and contacts 
with Outlook.com. 

Windows 10 is still Windows, enabling the best devices for powerful, generalどpurpose computing. You 
can run new modern Windows Store apps, desktop apps that run on Windows 7 and later, and of course 
the custom apps or programs you have invested in for your organization. 

Windows doesn’t need to be always connected to be functional. Users can work with locally installed 
apps and save those files critical to their workflow on a local drive – and then be confident they will sync 
back to the cloud when they’re connected again. 

ΣηαρεΠοιντ 
SharePoint Products and Technologies provide enterpriseどscale capabilities to meet organizationどcritical 
needs such as managing content and enterprise processes, simplifying how people find and share 
information across boundaries, and helping to enable more informed decisionどmaking. 

Many organizations use SharePoint to create websites. It can also be used as a secure place to store, 
organize, share, and access information from almost any device. All you need is a web browser, such as 
Internet Explorer, Chrome, or Firefox. 

SharePoint is a cloudどbased service, hosted by Microsoft, and is for organizations of all sizes. Instead of 
installing and deploying SharePoint Server onどpremises, a decision maker can subscribe to an Office 365 
plan or to the standalone SharePoint Online service. Your employees can create sites to share 
documents and information with colleagues, partners, and customers. 

Ασχεντ Ιννοϖατιονσ Μιχροσοφτ Χλουδ/Αζυρε Τεχηνολογψ Σερϖιχεσ Οφφερινγσ 

Τεχηνιχαλ Χονσυλτινγ ανδ Αρχηιτεχτυρε Σερϖιχεσ 
 Ascent Innovations provides technology expertise during engagements to facility a full solution, 

aligning with the ΝΑΣΠΟ customer’s need. 
 The Ascent Innovations’ solution architect provides for design and delivery for Data Storage, 

Server design, Operating Systems, Virtualization, Email, Identity Management, Disaster Recovery 
and timely Backups. 

Στρατεγιχ Πλαννινγ Σερϖιχεσ 
 Ascent Innovations has staff and experience to help ΝΑΣΠΟ�σ customers to plan for the changes 

and variables that will confront them within their IT deployment utilizations and environments.  
We will sit down with decision makers and define a course for managing tomorrow’s needs and 
direction. 
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Νετωορκ ανδ Σερϖιχε Αρχηιτεχτ Ασσεσσmεντσ 
 The Ascent Innovations has the experience to simplify the limitless choices that are available 

today. 
 We will facilitate discussions and lead the customer through the necessary Joint Application 

Discovery (JAD) sessions, beneficial for an early development of a highly valued 
direction/roadmap. 

Σεχυριτψ Πλαννινγ Σερϖιχεσ 
Ascent Innovations will provide services within a Microsoft Azure Cloud environment to protect against: 

 Spyware and malware 
 Data Interception 
 Identity theft 
 Viruses 
 Hacking attempts 

Standard best practice for security is given the primary importance to include: 

 Acceptance of industry/organizational standards 
 System development and maintenance 
 Organizational continuity planning 
 Compliance and Governance  

Τραινινγ Σερϖιχεσ το Ενδ Υσερσ 
 Ascent Innovations is staffed with fully qualified trainers 
 Providing remote and onsite learning experience – through Webinars and Inどperson training. 
 We provide Cloud and Virtualization training, certifications and solutions customized to the 

NASPO sourcing community.  Ensuring the realization of Return on Investment for IT decisions 
and expenditures.  

 

Ascent Innovations is included within the SHI, Inc response to the NASPO Cloud Storage and Productivity 
Services request.  Ascent Innovations recognizes the importance of our service offerings for technology 
choices of the NASPO customer community. 

We believe our dedication, knowledge, skill sets and unique coverage for the services of the Microsoft 
Azure platform will allow SHI and Ascent Innovations to create and foster a successful, efficient and best 
value offering for a Premier Cooperative Purchase Service for Education as requested by NASPO. 

ΧΑ Ρεσπονσε: 

Professional Services might be engaged in the following ways: 

 Architecture Consulting – consulting on the creation of a VPN integration between  the Portal 
service and the customer’s on premise/datacenterどlocated APIs 

 CMS Customization – we provide a number of common Adobe CQ resources out of the box, but 
PS might be engaged to create new templates, layouts and other components in Adobe CQ. 
These would then be given to the Ops team who will apply the change to the Adobe CQ CRX for 
that specific tenant (i.e., the customization would only be available for the paying customer; 
would not be available for other tenants) 
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 Gateway Policy Creation – creation of Gateway policies, such as: 
o Create encapsulated assertions that implement a customer's specific security 

requirements (as well as other business requirements) and will be available as a Policy 
Template in the Portal when an API Owner goes to publish their APIs 

o Create custom policies to integrate the SaaSどbased API Management imitative back into 
the customer's enterprise resources in a secure manner, or a to a third party/cloudど
based resource 

 General API Management Consulting – helping the customer apply their branding to the Portal; 
create Account Plans; onboard users; publish APIs, etc and then migrate everything from nonど
Production to Production 

8.22 ΣΥΠΠΟΡΤΙΝΓ ΙΝΦΡΑΣΤΡΥΧΤΥΡΕ 

  
Dεσχριβε ωηατ ινφραστρυχτυρε ισ ρεθυιρεδ βψ τηε Πυρχηασινγ Εντιτψ το συππορτ ψουρ Σολυτιονσ ορ 
δεπλοψmεντ mοδελσ. 

ΑWΣ Ρεσπονσε: 

At a minimum customer needs to have access to the internet.  

ΧΑ Ρεσπονσε: 

Agile ど An internet connection and supported web browser are required to utilize the stock service. 

APIM – For SaaS: a desktop PC or laptop able to run a browser (portal) and 64どbit application (interface 
to the Gateway component) 

For Hybrid: a 64どbit server with 4ど16 cores; 8ど64GB of RAM and 20ど100+ GB of storage space, depending 
on the volume of transactions expected 

ASM ど No infrastructure is required unless the Purchasing Entity decides to deploy ASM onどpremise 
monitoring stations, in which case they will need to deploy at least one physical or virtual machine. 

MAA – No infrastructure is required unless the Purchasing Entity decides to deploy MAA onどpremise 
cloud connect agent to integrate any of the onどpremise user stores, in which case they will need to 
deploy at least one physical or virtual machine. 

PPM – An internet connection and supported web browser are required to utilize the stock service. 

Μιχροσοφτ Ρεσπονσε: 

Please see the response to question 8.3.5 for minimum infrastructure requirements. Additional 
infrastructure requirements can be discussed on a case by case basis. 
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Ιφ ρεθυιρεδ, ωηο ωιλλ βε ρεσπονσιβλε φορ ινσταλλατιον οφ νεω ινφραστρυχτυρε ανδ ωηο ωιλλ ινχυρ τηοσε 
χοστσ? 

ΑWΣ Ρεσπονσε: 

SHI will seek POs from Purchasing Entities to cover costs for infrastructure deployment and any requisite 
services needed as identified and approved by Purchasing Entity decision makers. 

ΧΑ Ρεσπονσε: 

Agile ど Deployment of the service is included in the base offering and is the responsibility of CA 
Technologies. 

APIM – Customer will bear the costs; CA Professional services can help with installation 

ASM – If an (optional) ASM onどpremise monitoring station is needed by the Purchasing Entity they will 
incur those costs. 

MAA – If an (optional) MAA onどpremise cloud connect agent is needed by the Purchasing Entity, they 
will incur those costs. 

PPM – Deployment of the service is included in the base offering and is the responsibility of CA 
Technologies. 

Μιχροσοφτ Ρεσπονσε: 

Installation of new infrastructure can be completed by SHI unless otherwise agreed upon by both 
parties. NASPO would incur all costs of said installation. 

8.23 ΑΛΙΓΝΜΕΝΤ ΟΦ ΧΛΟΥD ΧΟΜΠΥΤΙΝΓ ΡΕΦΕΡΕΝΧΕ ΑΡΧΗΙΤΕΧΤΥΡΕ 
Χλαριφψ ηοω ψουρ αρχηιτεχτυρε χοmπαρεσ το τηε ΝΙΣΤ Χλουδ Χοmπυτινγ Ρεφερενχε Αρχηιτεχτυρε, ιν 
παρτιχυλαρ, το δεσχριβε ηοω τηεψ αλιγν ωιτη τηε τηρεε δοmαινσ ε.γ. Ινφραστρυχτυρε ασ α Σερϖιχε (ΙααΣ), 
Σοφτωαρε ασ α Σερϖιχε (ΣααΣ), ανδ Πλατφορm ασ α Σερϖιχε (ΠααΣ). 

ΑWΣ Ρεσπονσε: 

AWS provides NIST compliant cloud infrastructure services. AWS’ compliance is validated by two Agency 
Authority to Operate (ATOs) achieved based on testing performed against the stringent set of FedRAMP 
requirements (NIST 800ど53 Rev. 4 – Moderate baseline requirements, plus additional FedRAMP security 
controls). We provide federal security personnel with our security documentation as a means of 
verifying the security and compliance of AWS in accordance with applicable NIST controls as defined by 
800ど53 rev4 and the DoD Cloud Computing Security Requirements Guide (SRG). 
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ΧΑ Ρεσπονσε: 

Agile ど Only SaaS is being offered via a public cloud. 

APIM – The SaaS portal runs in Amazon Web Services. For an overview of how AWS conforms to NIST, 
please refer to: https://aws.amazon.com/aboutどaws/whatsどnew/2016/01/nistど800ど53どstandardizedど
architectureどonどtheどawsどcloudどquickどstartどreferenceどdeployment/ 

ASM ど As a monitoring service, ASM is considered to be SaaS product. 

MAA – MAA is considered a SaaS product. 

PPM – PPM is considered a SaaS product. 

Μιχροσοφτ Ρεσπονσε: 

The cloud architecture presented will be based on NIST determined architecture in order to offer best 
practices cloud practices that remains compliant with the customers’ requirements. 
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9 ΧΟΝΦΙDΕΝΤΙΑΛ, ΠΡΟΤΕΧΤΕD ΟΡ ΠΡΟΠΡΙΕΤΑΡΨ 

ΙΝΦΟΡΜΑΤΙΟΝ  
SHI does not have any Confidential, Protected, or Proprietary information in this response. 
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10 ΕΞΧΕΠΤΙΟΝΣ ΑΝD/ΟΡ ΑDDΙΤΙΟΝΣ ΤΟ ΤΗΕ ΣΤΑΝDΑΡD 

ΤΕΡΜΣ ΑΝD ΧΟΝDΙΤΙΟΝΣ 
Προποσεδ εξχεπτιονσ ανδ/ορ αδδιτιονσ το τηε Μαστερ Αγρεεmεντ Τερmσ ανδ Χονδιτιονσ, ινχλυδινγ τηε 
εξηιβιτσ, mυστ βε συβmιττεδ ιν τηισ σεχτιον. Οφφερορ mυστ προϖιδε αλλ προποσεδ εξχεπτιονσ ανδ/ορ 
αδδιτιονσ, ινχλυδινγ αν Οφφερορ�σ τερmσ ανδ χονδιτιονσ, λιχενσε αγρεεmεντσ, ορ σερϖιχε λεϖελ αγρεεmεντσ 
ιν Μιχροσοφτ Wορδ φορmατ φορ ρεδλινε εδιτινγ. Οφφερορ mυστ αλσο προϖιδε τηε ναmε, χονταχτ 
ινφορmατιον, ανδ αχχεσσ το τηε περσον(σ) τηατ ωιλλ βε διρεχτλψ ινϖολϖεδ ιν τερmσ ανδ χονδιτιονσ 
νεγοτιατιονσ.   

ΣΗΙ Ρεσπονσε: 

Per bid instructions SHI is including the requested clarifications to the Master Agreement Terms and 
Conditions. These clarifications also include: 

 Response to terms from Microsoft 
 AWS Access Agreement 

   
Upon award, SHI agrees to work with NASPO ValuePoint on the review and final agreement of terms and 
conditions associated with this response. The primary point of contact for these discussions will be: 
 
Natalie Slowick 
Natalie_slowick@shi.com 
732ど868ど5902 
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11 ΧΟΣΤ ΠΡΟΠΟΣΑΛ  
Per bid instructions, SHI has completed Attachment G – Cost Proposal and we have included it as a 
separate document from the Technical Response. 

238



   

172  
 

12 ΑDDΙΤΙΟΝΑΛ ΙΝΦΟΡΜΑΤΙΟΝ 
Immediately following is some additional information that SHI has included as part of our response. 
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Microsoft Office 365 Jumpstart
Statement of Work

OVERVIEW

Supported by a winning combination of SHI’s Licensing Team, 
Professional Services Organization (PSO), and Microsoft’s 
FastTrack Center (FTC), customer will be guided through an 
overview of Ofice 365, creation of a success plan and key 
initial onboarding steps, all designed for a seamless handoff to 

Microsoft’s FTC for completion of the onboarding process.

DELIVERABLES

• Creation of pilot tenant for testing, if requested

• Comprehensive tour of your new Ofice 365 tenant

• Creation of success plan to help facilitate the
onboarding process

• Q&A with an SHI Solution Architect

• Activate, setup and conigure tenant and test client

• Set up all administrative accounts needed by the client

• Walkthrough of administrative portal

• Add clients primary domain in the tenant and
verify ownership

• Conigure DNS for Skype for Business Online if Skype for
Business on-premise is not currently in the environment

• Identify SSL requirements

RESOURCES AND SKILLS

SHI Onboarding Support

• SHI will provide a Cloud Onboarding Support Specialist,
responsible for managing the customer and onboarding
process through to the Microsoft FastTrack center.

• SHI will provide an Onboarding Solution Architect(s),
responsible for onboarding technical activities including
providing CORE onboarding services and answering CORE
onboarding questions.

ASSUMPTIONS

• SHI is not responsible for lost data. SHI recommends that
the customer perform a full working backup of their data
prior to the commencement of services.

• SHI is not responsible for delays caused by failures;
including but not exclusive to Microsoft licensing, systems,
personnel, environmental causes or in receiving data from
the customer.

• The customer will make the necessary administrative
usernames and passwords available to the SHI consultants.

ASSUMPTIONS (CONT.)

• The customer will provide detailed and accurate
information regarding their current network environment.
This information will include the technical coniguration of
the domain environment.

• All hardware and/or software and licensing required to
perform the above services will be provided by and is the
responsibility of the customer.

• The customer will provide a technical point of contact
during the time of this project.

• All parties agree that personnel shall not be asked to
perform, nor volunteer to perform, engineering and/
or consulting tasks that lie outside the skill sets and
experience of personnel. Personnel have the right to
decline on a service request if the request falls outside the

scope of their experience and expertise.

CUSTOMER RESPONSIBILITIES

The customer and SHI are responsible for the
successful execution of this project. The customer
agrees to the following:

• Prior to the start of Ofice 365 Jumpstart, the
customer needs to return the signed SOW. All Project
communications will be addressed to the customer
speciied point of contact (“Customer Contact”).

• The Customer Contact shall have the authority to resolve
conlicting requirements.

• The Customer Contact will ensure that any
communication between the customer and SHI is made
through SHI’s Cloud Onboarding Support Specialist.

• The Customer Contact will provide technical points-
of-contact (“Technical Contacts”), who have a working
knowledge of the enterprise components to be
considered during this project. SHI may request that
meetings be scheduled with Technical Contacts.

• The customer will inform SHI of all access issues and 

security measures, and provide access to all 
necessary systems as required.

• The customer will provide, at no expense to SHI:
computer hardware, software, and access to the
customer network as required to complete the work
described in this Statement of Work.

• The customer agrees that all related information regarding
this project will be communicated to SHI as expeditiously
as possible.

CONTINUED ON PAGE 2
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CUSTOMER RESPONSIBILITIES (CONT.)
The customer will provide individual resources outlined below to be participants for this project effort. These resources will participate 

in all required steps and will be fully or partially responsible for tasks and deliverables where appropriate:

Resource Role

Sponsor/Project Manager Project and resource coordination to support the effort as well as authority to make decisions
and acceptance at project completion.

IT Resource Provide building access, workspace access, and general IT requests related to the effort. May
also have responsibility for network, data center and project team activities.

PROJECT SCOPE

Service Description Details

90-minute Kickoff We will conduct a 90-minute kickoff call to review the Ofice 365 portal, develop a deployment plan, 
create a pilot tenant (if necessary), and review the onboarding process.

Schedule a Jumpstart As a follow-up to the kickoff call, we will schedule a jumpstart call (up to four hours) to set up 
basic coniguration tasks and familiarize you with your new Ofice 365 tenant.

Microsoft FastTrack Center  

Project Management

Upon completion of the jumpstart, we will work on your behalf to manage the logistics with the 
Microsoft FTC to help you take advantage of the beneits offered to Ofice 365 customers. This 
includes continued CORE onboarding services in addition to service onboarding for additional 
Ofice 365 workloads if desired.

Total Value of Service SHI will provide these services, valued at $893.00, at no cost.

CUSTOMER ACCEPTANCE

SHI International Corp

SHI Contact Name

SHI Signature Agreement Date

Customer

Contact Name/ 

Title

Company

Services  

Address

Customer Signature Signature Date

TERMS AND CONDITIONS
The customer agrees to add SHI as the Partner of Record for Ofice 365 workloads that are part of the onboarding services 
provided under this SOW.

SOW ACCEPTANCE
The project Terms and Conditions are as outlined in this document. Once fully executed, this document will become the 
Statement of Work for the project deined in this document. The customer’s signature below authorizes SHI to begin the services 
described above and indicates the customer’s agreement to process and pay the invoices associated with these services.

Microsoft Office 365 Jumpstart
Statement of Work

SHI International Corp. • 888-764-8888  • SHI.com Page 2
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ATTACHMENT E 

Service Provider Terms and Conditions 
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ATTACHMENT E-1 

Microsoft Additional Use Rights and Restrictions 

Additional Use Rights and Restrictions 

These Additional Use Rights and Restrictions shall apply to each Enterprise’s use of Products 

__________________________________________________ 

1. General. 
Right to use.  Purchasing Entity may access and use In-Scope Services, and install and use a Client (if 
any) included with its Subscription, only as described in this agreement. All other rights are reserved. 

Acceptable use.  Purchasing Entity will use In-Scope Services only per the AUP. Purchasing Entity will 
not use In-Scope Services in any way that infringes a third party’s patent, copyright, or trademark or 
misappropriates its trade secret. Purchasing Entity may not reverse engineer, decompile, work around 
technical limits in, or disassemble In-Scope Services, except if applicable law permits despite this limit. 
Purchasing Entity may not rent, lease, lend, resell, transfer, or host In-Scope Services to or for third 
parties. 

Compliance.   

Purchasing Entity will comply with all laws and regulations applicable to its use of In-Scope Services.  

In providing In-Scope Services, Contractor and Microsoft will comply with all laws and regulations 
(including applicable security breach notification law) that generally apply to IT service providers. 
Microsoft will comply with all laws and regulations applicable to its provision of the Online Services, 
including security breach notification law. However, Microsoft is not responsible for compliance with any 
laws or regulations applicable to Customer or Customer’s industry or government function that are not 
generally applicable to information technology service providers. Microsoft does not determine whether 
Customer Data includes information subject to any specific law or regulation. All Security Incidents are 
subject to the Security Incident Notification terms below. 

Purchasing Entity will obtain any consents required: (1) to allow it to access, monitor, use, and disclose 
user data; and (2) for Contractor and Microsoft to provide the In-Scope Services. If Purchasing Entity is 
an educational institution, it will obtain any parental consent for end users’ use of In-Scope Services as 
required by applicable law. 

Customer Data.  Customer Data is used only to provide Purchasing Entity In-Scope Services. This use 
may include troubleshooting to prevent, find and fix problems with those In-Scope Services’ operation. It 
may also include improving features for finding and protecting against threats to users. Neither Contractor 
nor Microsoft will derive information from Customer Data for any advertising or other commercial 
purposes.  As between the parties, the Purchasing Entity retains all right, title and interest in and to 
Customer Data.  Neither Contractor nor Microsoft acquires rights in Customer Data, other than the rights 
Purchasing Entity grants to Microsoft through Contractor to provide the Online Services to Purchasing 
Entity. This paragraph does not affect Microsoft’s rights in software or Online Services Contractor and 
Microsoft license to Purchasing Entity.   

Contractor and Microsoft will enable Purchasing Entity to keep Customer Data in DPT Services separate 
from Microsoft’s consumer services.   

Customer Data will not be disclosed unless required by law or allowed by this agreement. Purchasing 
Entity’s contact information may be provided so that a requestor can contact it. If law requires disclosure, 
Contractor and Microsoft will use commercially reasonable efforts to notify Purchasing Entity, if permitted.   
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Customer Data may be transferred to, and stored and processed in, any country Contractor or Microsoft 
maintain facilities, except when a tenant for DPT Services is provisioned in the United States, in which 
case Customer Content shall be processed and stored at rest in the Continental United States.   

 

Security Incident Notification for DPT Services.  Solely for DPT Services, the following terms and 
conditions apply: 

If Microsoft becomes aware of any Security Incident (as defined herein), Microsoft will promptly (1) notify 
Purchasing Entity of the Security Incident; (2) investigate the Security Incident and provide Purchasing 
Entity with detailed information about the Security Incident; and (3)  take reasonable steps to mitigate the 
effects and to minimize any damage resulting from the Security Incident. 

Notification(s) of Security Incidents will be delivered to one or more of Purchasing Entity’s administrators 
by any means Microsoft selects, including via email. It is Purchasing Entity’s sole responsibility to ensure 
Purchasing Entity’s administrators maintain accurate contact information on each applicable Online 
Services portal. Microsoft’s obligation to report or respond to a Security Incident under this section is not 
an acknowledgement by Microsoft of any fault or liability with respect to the Security Incident. 

Purchasing Entity must notify Microsoft promptly about any possible misuse of its accounts or 
authentication credentials or any Security Incident related to an Online Service. 

5-day Security Incident notification for Government Community Cloud Services.  As an exception to 
the foregoing, notification of Security Incident solely pertaining to Government Community Cloud Services 
will be delivered within 5 days after Microsoft determines that a Security Incident has occurred, provided 
that Purchasing Entity must comply with the following requirements: 

For each Online Service Tenant or Azure subscription, as applicable, as a condition of receiving 
notifications within 5 days, as set forth in the preceding paragraph, Purchasing Entity must register the 
following information by sending email to ols-notifications@microsoft.com, and must keep such 
information current at all times: 

1) Purchasing Entity’s Microsoft Online Direct Routing Domain (MODRD); 

2) For one or more individual(s) to be contacted, each of whom must be registered as an 
administrator on the applicable Online Services, each of the following: 

 a.  Name; 

 b.  Title; 

 c.  Email address registered as an administrator on the Online Services; 

 d.  Email address not registered as a user on the Online Services; 

3) Name of Purchasing Entity; 

4) Enrollment number (provided by Contractor and assigned by Microsoft) to represent Purchasing 
Entity’s Tenant or Azure Subscription, on Contractor’s subcontract with Microsoft. 

Microsoft expects to change the above process by which the Purchasing Entity for each tenant or 
subscription will be able to register their MODRD and other information for five-day Security Incident 
notification pursuant to these terms and conditions.  In the event that a Purchasing Entity is notified by 
Microsoft, in the administrative console or otherwise, of revised instructions necessary to ensure five-day 
Security Incident notification, the Purchasing Entity must comply with such revised instructions. 

Reimbursement of Security Incident Remediation Costs.  To the extent that a Security Incident for a 
DPT Service results from Microsoft’s failure to comply with its obligations under the Master Agreement 
(and, where applicable, Participating Addenda), and subject to the Limitation of Liability section in this 
Agreement, Microsoft will reimburse Purchasing Entities for reasonable out-of-pocket remediation costs 
incurred by such Purchasing Entities in connection with that Security Incident.  “Reasonable out-of-pocket 
remediation costs” are costs that (a) are customary, reasonable and expected to be paid by entities 
similar to Purchasing Entity, based on the nature and scope of the Security Incident, and (b) do not arise 
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from or relate to Purchasing Entity’s violation of (i) laws applicable to Purchasing Entity or (ii) Purchasing 
Entity’s obligations to third parties, and (c) in no event include costs arising related to compliance with 
laws applicable to Purchasing Entity  or its industry or government function that are not generally 
applicable to information technology services providers.  Purchasing Entity must document all such 
expenditures and, upon Microsoft’s request, those expenditures must be validated by an independent, 
internationally-recognized third party industry expert chosen by both parties. For avoidance of doubt, the 
costs reimbursed by Microsoft under this paragraph will be characterized as direct damages subject to 
the limitation on liability set forth in this Section, and not as special damages excluded under the 
“EXCLUSION OF CERTAIN DAMAGES” in the Limitation of Liability section. 

Changes.  In-Scope Services may be changed periodically.  As such, Purchasing Entity’s use of them will 
be subject to a revised OST, then-current as of the date it renews its subscription. For In-Scope Services 
that include client software, Purchasing Entity may be required to run a client software upgrade on its 
devices after a change to maintain full functionality, in accordance with the terms and conditions of the 
OST. 

Use rights.  Use rights specific to each In-Scope Service are posted online at the link to the OST, which 
is hereby incorporated by reference into this agreement 

Confidentiality and Security. 
For DPT Services, Contractor and Microsoft will (a) implement and maintain all appropriate administrative, 
physical, technical, procedural safeguards and organizational measures, internal controls, and data 
security routines intended to protect Customer Data against accidental loss or change, unauthorized 
disclosure or access, unlawful destruction, hacks, introduction of viruses, disabling devices, malware, and 
other forms of malicious or inadvertent acts that can disrupt Purchasing Entity’s access to its Customer 
Data; and (b) not disclose Customer Data, except as required by law or expressly allowed. Neither party 
will make any public statement about this agreement’s terms without the other’s prior written consent. 

Term, Termination, and Suspension. 
Term and termination. This agreement will remain in effect for three years subject to each party’s right 
under the Master Agreement and applicable law to terminate for convenience. It may be extended, based 
upon the mutual consent of the parties, during the term of the Master Agreement. 

Customer Data. Purchasing Entity may extract Customer Data at any time. If Purchasing Entity’s 
Subscription expires or terminates, Contractor and Microsoft will keep your Customer Data in a limited 
account for at least 90 days so Purchasing Entity may extract it. Contractor and Microsoft may delete 
Purchasing Entity’s Customer Data after that, and specifically with regard to DPT Services will delete 
Purchasing Entity’s Customer Data after no more than 180 days. 

Regulatory. If a government rule or regulation applies to Contractor or Microsoft, but not generally to 
other businesses, and makes it difficult to operate In-Scope Services without change, or Contractor or 
Microsoft believe this agreement or an In-Scope Service may conflict with the rule or regulation, Microsoft 
may change the applicable In-Scope Service(s) or Contractor may terminate the agreement. If Microsoft 
changes In-Scope Services to come into compliance, and Purchasing Entity does not like the change, 
Purchasing Entity may terminate. 

Suspension. Microsoft may suspend use of In-Scope Services: (1) if reasonably needed to prevent 
unauthorized Customer Data access; (2) if Purchasing Entity does not promptly respond under §5 to 
intellectual property claims; (3) for non-payment; or (4) if Purchasing Entity violates the AUP. A 
suspension will be in effect only while the condition or need exists and, if under clause (1) or (2), will 
apply to the minimum extent necessary. Contractor or Microsoft will notify Purchasing Entity before 
suspension, unless doing so may increase damages. Contractor will notify Purchasing Entity at least 30 
days before suspending for non-payment. If Purchasing Entity does not fully address the reasons for 
suspension within 60 days after suspension, Contractor may terminate Purchasing Entity’s Subscription. 
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Limited warranty; disclaimer. 
Contractor warrants that In-Scope Services will meet the SLA terms during the Subscription; Purchasing 
Entity’s only remedy for breach of warranty is stated in the SLA. Contractor provides no (and disclaims to 
the extent permitted by law any) other warranties, express, implied, or statutory, including warranties of 
merchantability or fitness for a particular purpose. 

Indemnification. 
a. Subject to the exceptions below and the NASPO Participants’ (as defined below) compliance with the 
notice and defense provisions below, in the event of any defect or deficiency in any Microsoft Products or 
Services purchased by a Participating Entity or Purchasing Entity, Microsoft agrees to defend NASPO, 
NASPO ValuePoint, the Lead State, Participating Entities, and Purchasing Entities, along with their 
officers, agents, and employees (collectively, the “NASPO Participants”) against third party claims, 
damages or causes of action including reasonable attorneys’ fees and related costs for any death, injury, 
or damage to tangible property suffered by such third party and caused by the negligence, or willful 
misconduct of Microsoft, its employees or subcontractors or volunteers, at any tier, during the 
performance of this Master Agreement (a “PI Claim”). This clause shall not be construed to bar any legal 
remedies Microsoft may have with respect to the NASPO Participants’ failure to fulfill their obligations 
pursuant to the Master Agreement or any Participating Addendum. 

To qualify for such defense, the Participating Entities/Purchasing Entities shall promptly notify Microsoft of 
any PI Claim of which the Participating Entities/Purchasing Entities become aware which may give rise to 
a right of defense pursuant to this Section. Notice of any PI Claim that is a legal proceeding, by suit or 
otherwise, must be provided to Microsoft within thirty (30) days of the Participating Entities’/Purchasing 
Entities’ first learning of such proceeding. If the Participating Entity’s/Purchasing Entity’s laws require 
approval of a third party to defend Participating Entity/Purchasing Entity, Participating Entity/Purchasing 
Entity will seek such approval and if approval is not received, Microsoft is not required to defend that 
Participating Entity/Purchasing Entity. If a PI Claim is settled, to the extent permitted by law, the 
Participating Entities/Purchasing Entities shall not publicize the settlement and will cooperate with 
Microsoft so that Microsoft can make every effort to ensure the settlement agreement contains a non-
disclosure provision.    

Notwithstanding anything to the contrary contained herein, Participating Entities/Purchasing Entities 
agree that Microsoft has no obligation for any PI Claim covered by this Section arising out of or resulting 
from the Participating Entities’/Purchasing Entities’ or any of their respective employees’, contractors’ or 
agents’ acts of negligence, gross negligence or misconduct. THE FOREGOING SHALL CONSTITUTE 
EACH AND EVERY PARTICIPATING ENTITY’S/PURCHASING ENTITY’S SOLE REMEDY AND 
MICROSOFT’S SOLE AND EXCLUSIVE LIABILITY FOR ALL PI CLAIMS.   

b. Indemnification – Intellectual Property. Subject to the NASPO Participant’s compliance with the notice 
and defense requirements and exceptions set forth below,  Microsoft agrees to defend the NASPO 
Participants against any claims made by an unaffiliated third party that any Product or Service or its 
proper or reasonably expected or acceptable use infringes that third party’s patent, copyright, or 
trademark or makes unlawful use of its trade secret  (an "Intellectual Property Claim"). 

(1) Microsoft’s obligations under this section shall not extend to any claims based on: 

(a) Microsoft’s compliance with a Participating Entity’s/Purchasing Entity’s designs, 
specifications or instructions; or  

(b) Microsoft’s use of technical information or technology provided by the Participating 
Entity/Purchasing Entity; or 

(c) Non-Microsoft software, modifications a Participating Entity/Purchasing Entity makes to, 
or any specifications or materials a Participating Entity/Purchasing Entity provides or makes 
available for, a Product; or 
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(d) Participating Entity’s/Purchasing Entity’s combination of the Product or Service with a 
Non-Microsoft product, data or business process; or damages based on the use of a Non-
Microsoft product, data or business process; or 

(e) Participating Entity’s/Purchasing Entity’s use of either Microsoft’s trademarks or the use 
or redistribution of a Product or Service in violation of this Master Agreement, Participating 
Addendum, or any other agreement incorporating its terms; or  

(f) Participating Entity’s/Purchasing Entity’s use of a Product or Service after Microsoft 
notifies Participating Entity/Purchasing Entity to discontinue that use due to a third party claim. 

(2) To qualify for such defense, the involved NASPO Participants (the “Indemnified Party”) shall promptly 
notify Microsoft of any Intellectual Property Claim of which the Indemnified Party become aware which 
may give rise to right of defense pursuant to this Section. Notice of any Intellectual Property Claim that is 
a legal proceeding, by suit or otherwise, must be provided to Microsoft within thirty (30) days of the 
Indemnified Party’s learning of such proceeding. If the Indemnified Party’s laws require approval of a third 
party to defend the Indemnified Party, the Indemnified Party will seek such approval and if approval is not 
received, Microsoft is not required to defend that Indemnified Party. In the event the Indemnified Party 
does not authorize sole control to Microsoft over any claims that may arise under this subsection, then the 
parties agree that Microsoft will be granted authorization to equally participate in any proceeding subject 
to this subsection. The Indemnified Party must consent in writing for any money damages or obligations 
for which it may be responsible. The Indemnified Party shall furnish, at the Microsoft’s reasonable request 
and expense, information and assistance necessary for such defense. If Microsoft fails to vigorously 
pursue the defense or settlement of the Intellectual Property Claim, the Indemnified Party may assume 
the defense or settlement of it and Microsoft shall be liable for all costs and expenses, including 
reasonable attorneys’ fees and related costs, incurred by the Indemnified Party in the pursuit of the 
Intellectual Property Claim. Unless otherwise agreed in writing, this section is not subject to any 
limitations of liability in this Master Agreement or in any other document executed in conjunction with this 
Master Agreement. 

If Microsoft reasonably believes that a Product or Service may infringe or misappropriate a third-party’s 
intellectual property rights, Microsoft will seek to:   

i. procure for Participating Entities/Purchasing Entities the right to continue to use the Product or 
Service; or   

ii. modify or replace it with a functional equivalent to make it non-infringing and notify Participating 
Entities/Purchasing Entities to discontinue use of the prior version, which Participating 
Entities/Purchasing Entities must do immediately.   

 If the foregoing options are not commercially reasonable for Microsoft, or if required by a valid judicial or 
government order, Microsoft may cause Contractor to terminate Participating Entities’/Purchasing Entities’ 
license or access rights in the Product or Service.  In such a case, Microsoft will provide Participating 
Entities/Purchasing Entities with notice and refund any amounts Participating Entities/Purchasing Entities 
have paid for those rights to the Product or Service.    

THE FOREGOING SHALL CONSTITUTE THE LEAD STATE’S AND EACH AND EVERY 
PARTICIPATING AND/OR PURCHASING ENTITIES’ SOLE REMEDY AND MICROSOFT’S SOLE AND 
EXCLUSIVE LIABILITY FOR ALL INTELLECTUAL PROPERTY CLAIMS. 

Limitation of Liability. 
The parties agree that, other than In-Scope Services, no other Microsoft Products shall be purchased 
hereunder.  As applicable to In-Scope Services, the following terms and conditions shall apply: 

a. General.  The total liability of each party for In-Scope Services hereunder (Microsoft, Contractor and 
each Purchasing Entity, including their Affiliates and contractors), for claims arising under this Agreement, 
is limited to direct damages up to the amount Purchasing Entity paid for the In-Scope Service during the 
prior 12 months before the cause of action arose; but in no event will a party’s aggregate liability for any 
In-Scope Service exceed the total amount paid for that In-Scope Service under this Agreement.  In the 
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case of In-Scope Services provided free of charge, previews, or code that a Purchasing Entity is 
authorized to redistribute to third parties without separate payment to Contractor, Microsoft’s liability is 
limited to direct damages up to U.S. $5,000.  These limitations apply regardless of whether the liability is 
based on breach of contract, tort (including negligence), strict liability, breach of warranties, or any other 
legal theory. 

b. Affiliates and contractors.  Contractor and Purchasing Entity each agree not to bring any action 
against the other’s Affiliates or contractors in respect of any matter disclaimed on their behalf in this 
Agreement. Each party will be responsible for its actions in the event of any breach of this provision. 
 
c. EXCLUSION OF CERTAIN DAMAGES. Neither party nor their Affiliates or contractors will be liable for 
any indirect, consequential, special or incidental damages, or damages for lost profits, revenues, 
business interruption, or loss of business information in connection with this agreement, even if advised of 
the possibility of such damages or if such possibility was reasonably foreseeable. 
 
d. Limits.  The limits and exclusions in this section titled “Limitation of liability” do not apply to either 
party’s (1) obligations under the section titled “Defense of third party claims”, (2) liability for damages 
caused by either party’s gross negligence or willful misconduct, or that of its employees or its agents, and 
awarded by a court of final adjudication (provided that, in jurisdictions that do not recognize a legal 
distinction between “gross negligence” and “negligence,” “gross negligence” as used in this subsection 
shall mean “recklessness”); and (3) liability for violation of its confidentiality obligations (except obligations 
related to Customer Data) or the other party’s intellectual property rights. 

Agreement mechanics 
Purchasing Entity must send notice by regular mail, return receipt requested, to the address on the Portal 
(effective when delivered). Contractor or Microsoft may email notice to your account administrators 
(effective when sent). Purchasing Entity may not assign this agreement, or any right or duty under it. If 
part of this agreement is held unenforceable, the rest remains in force. Failure to enforce this agreement 
is not a waiver. The parties are independent contractors. This agreement does not create an agency, 
partnership, or joint venture. This agreement is governed by the laws applicable to Purchasing Entity, 
without regard to conflict of laws. This agreement (including the SLA and OST) and Contractor’s price 
sheet are the parties’ entire agreement on this subject and supersedes any concurrent or prior 
communications. Agreement terms that require performance, or apply to events that may occur, after 
termination or expiration will survive, including §5. In-Scope Service and any Client associated therewith 
are subject to U.S. export jurisdiction. Purchasing Entity must comply with the U.S. Export Administration 
Regulations, the International Traffic in Arms Regulations, and end-user, end-use, and destination 
restrictions. For more information, see http://www.microsoft.com/exporting/. Microsoft delivers In-Scope 
Services, and the rights granted to us also apply to them. 

Miscellaneous Microsoft Terms and Conditions 
Accessibility.  Microsoft supports the government’s obligation to provide accessible technologies to 

its citizens with disabilities as required by Section 508 of the Rehabilitation Act of 1973, and its 
state law counterparts (including applicable California provisions).  Microsoft encourages its 
customers (including Purchasing Entities under the Master Agreement and Participating 
Addenda) to judiciously compare product accessibility performance. The Voluntary Product 
Accessibility Templates (“VPATs”) for the Microsoft technologies used in providing the online 
services can be found at Microsoft’s VPAT page.  Further information regarding Microsoft’s 
commitment to accessibility can be found at www.microsoft.com/enable. 

DPT Services Information Security Policy.  For each DPT Service, Microsoft follows a written data 
security policy (“Information Security Policy”) that complies with the control standards and 
frameworks shown in the table below. 
 

248



DPT Service ISO 27001 
ISO 27002 
Code of 
Practice 

ISO 27018 
Code of 
Practice 

SSAE 16 
SOC 1 Type 
II 

SSAE 16 SOC 2 
Type II 

Office 365 Services Yes Yes Yes Yes* Yes* 
Microsoft Dynamics CRM Online 
Services Yes Yes Yes Yes Yes 

Microsoft Azure Core Services Yes Yes Yes Varies** Varies** 
Microsoft Intune Online Services Yes Yes Yes Yes Yes 
*Does not include Yammer Enterprise. 
**Current scope is detailed in the audit report and summarized in the Microsoft Azure Trust Center. 

Microsoft may add industry or government standards at any time. Microsoft will not eliminate a 
standard or framework in the table above, unless it is no longer used in the industry and it is 
replaced with a successor (if any). Azure Government Services meet a separate set of control 
standards and frameworks, as detailed on the Microsoft Azure Trust Center. 

Subject to non-disclosure obligations, Microsoft will make each Information Security Policy 
available to Purchasing Entity, along with other information reasonably requested by Purchasing 
Entity regarding Microsoft security practices and policies. 

Purchasing Entity is solely responsible for reviewing each Information Security Policy and making 
an independent determination as to whether it meets Purchasing Entity’s requirements. 

Microsoft Audits of DPT Services.  For each DPT Service, Microsoft will conduct audits of the 
security of the computers, computing environment and physical data centers that it uses in 
processing Customer Data (including personal data), as follows: 

• Where a standard or framework provides for audits, an audit of such control standard or 
framework will be initiated at least annually for each DPT Service. 

• Each audit will be performed according to the standards and rules of the regulatory or 
accreditation body for each applicable control standard or framework. 

• Each audit will be performed by qualified, independent, third party security auditors at 
Microsoft’s selection and expense. 

Each audit will result in the generation of an audit report (“Microsoft Audit Report”), which will be 
Microsoft’s Confidential Information. The Microsoft Audit Report will clearly disclose any material 
findings by the auditor. Microsoft will promptly remediate issues raised in any Microsoft Audit 
Report to the satisfaction of the auditor. 

If Purchasing Entity requests, Microsoft will provide Purchasing Entity with each Microsoft Audit 
Report so that Purchasing Entity can verify Microsoft’s compliance with the security obligations 
under the DPT. The Microsoft Audit Report will be subject to non-disclosure and distribution 
limitations of Microsoft and the auditor. 

HIPAA/HITECH Business Associate.  If Purchasing Entity is a “covered entity” or a “business 
associate” and includes "protected health information" in Customer Data, as those terms are 
defined in 45 CFR § 160.103, this agreement includes execution of the HIPAA Business 
Associate Agreement (“BAA”), the full text of which identifies the DPT Services to which it applies 
and is available at http://aka.ms/BAA. Purchasing Entity may opt out of the BAA by instructing 
Contractor to send the following information to Microsoft in a written notice (under the terms of the 
Contractor’s subcontract with Microsoft): 

• the full legal name of Purchasing Entity and any Affiliate that is opting out; 

• the volume licensing agreement number to which the opt out applies. 

FedRAMP.  During the term of a Purchasing Entity’s subscription for Government Community Cloud 
Services, those services will be operated in accordance with a written data security policy and 
control framework that is consistent with the requirements of NIST 800-53 Revision 4, or 
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successor standards and guidelines (if any), established to support Federal Risk and 
Authorization Management Program (FedRAMP) accreditation at a Moderate Impact level.  
Microsoft intends for Government Community Cloud Services to support FedRAMP Authority to 
Operate (“ATO”), and Microsoft will use commercially reasonable efforts to obtain an ATO from a 
Federal agency, and to maintain such ATO through continuous monitoring processes and by 
conducting regular FedRAMP audits. 

Background Checks.  Microsoft performs the following background checks on all US personnel who 
have potential to access Customer Data. Adherence to this policy is one of the control procedures 
addressed by the Microsoft Audit Report per the section of the Microsoft Online Services Terms 
titled “Microsoft Audits of Online Services.”  Such Background Checks will be performed in 
accordance with the Fair Credit Reporting Act and will consist of Social Security Number trace, 
seven (7) year felony and misdemeanor criminal records check of federal, state, or local records 
(as applicable) for job related crimes, Office of Foreign Assets Control List (OFAC) check, Bureau 
of Industry and Security List (BIS) check and Office of Defense Trade Controls Debarred Persons 
List (DDTC) check. 

Additionally, for States with which Microsoft has entered into a Microsoft CJIS Information 
Agreement and provided an FBI CJIS Addendum Certification to the applicable CJIS Systems 
Agency (CSA, e.g. the California Department of Justice), for its CJIS Covered Services (which 
are most of the Microsoft Government Community Cloud Services), Microsoft submits its 
personnel that have access to unencrypted Criminal Justice Information and other Customer 
Content (including both employees and subcontractors, where applicable) for FBI NCIC 
fingerprint background checks and adjudication by each such CSA. 

Click-Through Terms.  For the Microsoft In-Scope Services sold and licensed to Purchasing Entities 
hereunder, no click-through licensing terms presented to end users or administrators, as they 
pertain to the delivery, operation or use of such services, shall be binding.  For clarity, to the 
extent that certain services may present terms of use for a web portal used to administer and 
configure the In-Scope Services, or to download software in conjunction with the In-Scope 
Services, such terms of use shall be binding, to the extent that there are no equivalent terms and 
conditions in the Master Agreement which pertain to the use of such web portals. 

Definitions. 
 “AUP” means the section of the OST titled “Acceptable Use Policy”“Azure Consumption-Based Services” 
means any Microsoft Online Service made available for Purchasing Entity’s use and consumption under 
the Microsoft Azure Administrative Portal, following Purchasing Entity’s initial subscription order for such 
services, subject to consumption fees billed to Purchasing Entity (or debited against its prepaid Azure 
monetary commitment balance, if applicable) as described in the applicable Product Terms. 

“Client” means device software, if any, that Contractor or Microsoft provides to Purchasing Entity with In-
Scope Services. 

“Customer Content” means the subset of Customer Data created by users, which includes the following: 

• For Office 365 Services, Customer Content shall at least include Exchange Online mailbox 
content (e-mail body, calendar entries, and the content of e-mail attachments), SharePoint Online 
site content and the files stored within that site, and Skype for Business Online archived 
conversations.  

• For Microsoft Dynamics CRM Online Services, Customer Content means the entities of Customer 
Data managed by the Microsoft Dynamics CRM Online Services.  

• For Microsoft Azure Core Services, Customer Content includes all Customer Data except as may 
be noted in the Microsoft Azure Trust Center (which Microsoft may update from time to time, but 
will not add exceptions for existing Microsoft Azure Core Services in general release). 

• For Microsoft Intune Online Services, Customer Content includes all Customer Data except as 
may be noted in the “Data Location” section of the Microsoft Intune Trust Center. 

250



“Customer Data” means all data, including all text, sound, or image files that are provided to Microsoft by, 
or on behalf of, Purchasing Entity through its use of In-Scope Services. 

“DPT” means the section of the OST titled “Data Processing Terms.” 

“DPT Services” means the Microsoft Online Services to which the DPT applies.  As of the date this 
agreement was executed by the parties, DPT Services include “Microsoft Dynamics CRM Online 
Services,” “Office 365 Services,” “Microsoft Intune Online Services,” and “Microsoft Azure Core Services,” 
which consist of the following component Microsoft Online Services: 
 
DPT Services 

Microsoft Dynamics CRM 
Online Services 

Microsoft Dynamics CRM Online services made available through volume licensing 
or the Microsoft online services portal, excluding (1) Microsoft Dynamics CRM for 
supported devices, which includes but is not limited to Microsoft Dynamics CRM 
Online services for tablets and/or smartphones and (2) any separately-branded 
service made available with or connected to Microsoft Dynamics CRM Online, 
such as Microsoft Social Engagement, Parature, from Microsoft, and Microsoft 
Dynamics Marketing. 

Office 365 Services 

The following services, each as a standalone service or as included in an Office 
365-branded plan or suite: Exchange Online, Exchange Online Archiving, 
Exchange Online Protection, Advanced Threat Protection, SharePoint Online, 
OneDrive for Business, Project Online, Skype for Business Online, Sway, Office 
Online, Delve Analytics, Customer Lockbox, and Yammer Enterprise. Office 365 
Services do not include Office 365 ProPlus, any portion of PSTN Services that 
operate outside of Microsoft’s control, any client software, or any separately 
branded service made available with an Office 365-branded plan or suite, such as 
a Bing or a service branded “for Office 365.” 

Microsoft Azure Core 
Services 

Cloud Services (web and worker roles), Virtual Machines (including with SQL 
Server), Storage (Blobs, Tables, Queues), Virtual Network, Traffic Manager, Batch, 
Web Sites, BizTalk Services, Media Services, Mobile Services, Service Bus, 
Notification Hub, Workflow Manager, Express Route, Scheduler, Multi-Factor 
Authentication, Active Directory, Rights Management Service, SQL Database, and 
HDInsight. 

Microsoft Intune Online 
Services 

The cloud service portion of Microsoft Intune such as the Microsoft Intune Add-on 
Product or a management service provided by Microsoft Intune such as Mobile 
Device Management for Office 365. 

“Government Community Cloud Services” means the Microsoft Online Services identified as such (a 
subset of DPT Services) in the DPT and Product Terms. 

“In-Scope Services” means the Microsoft Online Services for which subscription licenses are sold to 
Purchasing Entity by Contractor. In-Scope Services include, but are not limited to DPT Services.  Except 
for Azure Consumption-Based Services (which are billed based upon the quantities of such services 
consumed by Purchasing Entity), Purchasing Entity will order individual licenses from Contractor for all In-
Scope Services Licenses. 

“Master Agreement” means the agreement (described therein as “NASPO ValuePoint Master Agreement 
for Cloud Services”) between Contractor and the Lead State, subject to the terms and conditions of the 
Participating Addendum between Contractor and Purchasing Entity’s State (if different from Utah), and 
which resulted from award of contract under Utah Solicitation Number CH16012. 

“Microsoft” means Microsoft Corporation, which is subcontractor to Contractor and delivers the In-Scope 
Services. 

“Online Services” means the Microsoft-hosted services for which Purchasing Entity acquires Licenses 
from Contractor hereunder. 

“OST” means the Microsoft “Online Services Terms,” which are additional terms that apply to Purchasing 
Entity’s use of Online Services published on the Volume Licensing Site and updated from time to time, 
and is subject to terms and conditions in the OST which govern which version of OST is applicable to a 
particular subscription order. 
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“Portal” means the Online Services Portal for each In-Scope Service. 

“Product Terms” means the document that provides information about Microsoft Products and 
Professional Services available through volume licensing. The Product Terms document is available on 
the Volume Licensing Site and is updated from time to time.  

“Security Incident” means any unlawful access, use, theft or destruction to any Customer Data stored on 
Microsoft’s equipment or in Microsoft’s facilities, or unauthorized access to such equipment or facilities 
resulting in use, theft, loss, disclosure, alteration or destruction of Customer Data. All references to “Data 
Breach” in the Master Agreement shall be deemed to mean Security Incident. 

“Service Level Agreement” (“SLA”) means the document which specifies the standards to which Microsoft 
agrees to adhere and by which it measures the level of service for an In-Scope Service. Microsoft’s 
current and archived prior version SLAs are available at the Volume Licensing Site.  With respect to any 
In-Scope Service ordered under the this Agreement, the most current SLA available at the onset of a 
subscription License term shall apply to that In-Scope Service for the duration of that subscription License 
Term, after which (for any subsequent renewal subscription License term) it will be superseded by the 
version current at the time of renewal.  

“Subscription” means an order for a quantity of an In-Scope Service, including but not limited to (a) orders 
for User Subscription Licenses for one or more In-Scope Services; and (b) an order for the purpose of 
establishing a subscription for Azure Consumption-Based Services. 

“Volume Licensing Site” means http://www.microsoft.com/licensing/contracts or a successor site. 
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SOFTWARE AS A SERVICE 

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to 
the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user 
accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to 
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating 
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly 
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s 
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless 
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall 
survive and extend beyond the term of this Master Agreement. 

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft
of Personal Data and Non-Public Data. Such security measures shall be in accordance with
recognized industry practice and not less stringent than the measures the Contractor applies to
its own Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

e. At no time shall any Customer Data — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that
does not include the Purchasing Entity.

f. The Contractor shall not use any information collected in connection with the Services issued
from this Master Agreement for any purpose other than fulfilling the Services.

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any
electronic discovery, litigation holds, discovery searches and expert testimonies related to the
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of
process and other legal requests related to the Purchasing Entity without first notifying and obtaining
the approval of the Purchasing Entity, unless prohibited by law from providing such notice.
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9. Access to Security Logs and Reports: Solely for DPT Services, the section of the DPT titled “Event 
Logging” shall apply.  For clarity, Microsoft logs, or enables Customer to log, access and use of 
information systems containing Customer Data, registering the access ID, time, authorization granted or 
denied, and relevant activity.  Microsoft shall allow Purchasing Entities reasonable self-service access to 
security information, latency data, and other related SaaS security data that affect this Contract and the 
Purchasing Entity’s Data, at no cost to the Purchasing Entity. The parties recognize that the type of self-
service access and security data made available to Purchasing Entities may be subject to change. and 
Uptime Guarantee: The Contractor shall be responsible for the acquisition and operation of all 
hardware, software and network support related to the services being provided. The technical and 
professional activities required for establishing, managing and maintaining the environments are the 
responsibilities of the Contractor. The system shall be available 24/7/365, and provide service to 
customers as defined in the SLA. 

17. Subcontractor19. Business Continuity and Disaster Recovery: Solely for DPT Services, the following 
terms and conditions shall apply: 

Part 1:  Data retention: 

Customer Data will be processed and retained intact for the duration of Customer’s subscription 
(including data retention period defined in the Online Services Terms document) as described in 
applicable Online Services documentation published by Microsoft. Processing will be, in accordance with 
Customer instructions provided in this enrollment and provided through end user and administrator 
actions and inactions during the use of the services 

Part 2:  Data Recovery Procedures: 

- On an ongoing basis, but in no case less frequently than once a week (unless no Customer Data has 
been updated during that period), Microsoft maintains multiple copies of Customer Data from which 
Customer Data can be recovered. 

- Microsoft stores copies of Customer Data and data recovery procedures in a different place from 
where the primary computer equipment processing the Customer Data is located. 

- Microsoft has specific procedures in place governing access to copies of Customer Data. 

- Microsoft reviews data recovery procedures at least every six months. 

- Microsoft logs data restoration efforts, including the person responsible, the description of the 
restored data and where applicable, the person responsible and which data (if any) had to be input 
manually in the data recovery process. 

- In the event such Customer Data restoration activities are conducted and upon subsequent Customer 
request, Microsoft will make the forgoing information from such logs available to the State, provided 
that: i) information will be provided only where it can be extracted from system wide logging with 
commercially reasonable efforts; ii) Microsoft shall not be subject to an urgent timeframe for 
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completion of the request (except as may be required by applicable law); and iii) any information in such 
logs which pertains to other Microsoft customers and their data, or would compromise the security of 
the DPT Services, will be withheld.  For clarity, “data restoration efforts” does not include automated 
Customer Data recovery processes such as when one of Microsoft’s datacenters is activated upon failure 
of another.  

21. Web Services: Where applicable, the Contractor shall use Web services exclusively to interface with
the Purchasing Entity’s data in near real time.

22. Encryption of Data at Rest: To whatever extent a form or use of encryption is required of Microsoft
pursuant to any of the industry and Federal government standards committed by Microsoft in this
Master Agreement and the Microsoft Online Services Terms, Microsoft will comply with such
requirements.

PLATFORM AS A SERVICE 

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to
the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user
accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request.

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly 
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s 
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless 
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall 
survive and extend beyond the term of this Master Agreement. 

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and
availability of Purchasing Entity information and comply with the following conditions:

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or theft
of Personal Data and Non-Public Data. Such security measures shall be in accordance with
recognized industry practice and not less stringent than the measures the Contractor applies to
its own Personal Data and Non-Public Data of similar kind.

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

e. At no time shall any Customer Data — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
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Contractor or any party related to the Contractor for subsequent use in any transaction that 
does not include the Purchasing Entity. 

f. The Contractor shall not use any information collected in connection with the Services issued 
from this Master Agreement for any purpose other than fulfilling the Services. 

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any 
electronic discovery, litigation holds, discovery searches and expert testimonies related to the 
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require 
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of 
process and other legal requests related to the Purchasing Entity without first notifying and obtaining 
the approval of the Purchasing Entity, unless prohibited by law from providing such notice. 

9. Access to Security Logs and Reports: Solely for DPT Services, the section of the DPT titled “Event 
Logging” shall apply.  For clarity, Microsoft logs, or enables Customer to log, access and use of 
information systems containing Customer Data, registering the access ID, time, authorization granted or 
denied, and relevant activity.  Microsoft shall allow Purchasing Entities reasonable self-service access to 
security information, latency data, and other related SaaS security data that affect this Contract and the 
Purchasing Entity’s Data, at no cost to the Purchasing Entity. The parties recognize that the type of self-
service access and security data made available to Purchasing Entities may be subject to change. 

18. Business Continuity and Disaster Recovery: Solely for DPT Services, the following terms and 
conditions shall apply: 

Part 1:  Data retention: 

Customer Data will be processed and retained intact for the duration of Customer’s subscription 
(including data retention period defined in the Online Services Terms document) as described in 
applicable Online Services documentation published by Microsoft. Processing will be, in accordance with 
Customer instructions provided in this enrollment and provided through end user and administrator 
actions and inactions during the use of the services 

Part 2:  Data Recovery Procedures: 

- On an ongoing basis, but in no case less frequently than once a week (unless no Customer Data has 
been updated during that period), Microsoft maintains multiple copies of Customer Data from which 
Customer Data can be recovered. 

- Microsoft stores copies of Customer Data and data recovery procedures in a different place from 
where the primary computer equipment processing the Customer Data is located. 

- Microsoft has specific procedures in place governing access to copies of Customer Data. 

- Microsoft reviews data recovery procedures at least every six months. 
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- Microsoft logs data restoration efforts, including the person responsible, the description of the 
restored data and where applicable, the person responsible and which data (if any) had to be input 
manually in the data recovery process. 

- In the event such Customer Data restoration activities are conducted and upon subsequent Customer 
request, Microsoft will make the forgoing information from such logs available to the State, provided 
that: i) information will be provided only where it can be extracted from system wide logging with 
commercially reasonable efforts; ii) Microsoft shall not be subject to an urgent timeframe for 
completion of the request (except as may be required by applicable law); and iii) any information in such 
logs which pertains to other Microsoft customers and their data, or would compromise the security of 
the DPT Services, will be withheld.  For clarity, “data restoration efforts” does not include automated 
Customer Data recovery processes such as when one of Microsoft’s datacenters is activated upon failure 
of another.20. Web Services: Where applicable, the Contractor shall use Web services exclusively to 
interface with the Purchasing Entity’s data in near real time. 

21. Encryption of Data at Rest: To whatever extent a form or use of encryption is required of Microsoft 
pursuant to any of the industry and Federal government standards committed by Microsoft in this 
Master Agreement and the Microsoft Online Services Terms, Microsoft will comply with such 
requirements. 

 

INFRASTRUCTURE AS A SERVICE 

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to 
the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user 
accounts or Purchasing Entity data, except (1) in the course of data center operations, (2) in response to 
service or technical issues, (3) as required by the express terms of this Master Agreement, Participating 
Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written request. 

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly 
necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s 
use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless 
required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall 
survive and extend beyond the term of this Master Agreement. 

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business 
activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity 
information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and 
availability of Purchasing Entity information and comply with the following conditions: 

a. The Contractor shall implement and maintain appropriate administrative, technical and 
organizational security measures to safeguard against unauthorized access, disclosure or theft 
of Personal Data and Non-Public Data. Such security measures shall be in accordance with 
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recognized industry practice and not less stringent than the measures the Contractor applies to 
its own Personal Data and Non-Public Data of similar kind. 

b. All data obtained by the Contractor in the performance of the Master Agreement shall
become and remain the property of the Purchasing Entity.

c. All Personal Data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the Personal Data. Any
stipulation of responsibilities will identify specific roles and responsibilities and shall be included
in the service level agreement (SLA), or otherwise made a part of the Master Agreement.

d. Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at rest and in
transit. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor.
The level of protection and encryption for all Non-Public Data shall be identified in the SLA.

e. At no time shall any data or processes — that either belong to or are intended for the use of a
Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the
Contractor or any party related to the Contractor for subsequent use in any transaction that
does not include the Purchasing Entity.

f. The Contractor shall not use any information collected in connection with the Services issued
from this Master Agreement for any purpose other than fulfilling the Services.

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any
electronic discovery, litigation holds, discovery searches and expert testimonies related to the
Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require
access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of
process and other legal requests related to the Purchasing Entity without first notifying and obtaining
the approval of the Purchasing Entity, unless prohibited by law from providing such notice.

9. Access to Security Logs and Reports: Solely for DPT Services, the section of the DPT titled “Event
Logging” shall apply.  For clarity, Microsoft logs, or enables Customer to log, access and use of
information systems containing Customer Data, registering the access ID, time, authorization granted or
denied, and relevant activity.  Microsoft shall allow Purchasing Entities reasonable self-service access to
security information, latency data, and other related SaaS security data that affect this Contract and the
Purchasing Entity’s Data, at no cost to the Purchasing Entity. The parties recognize that the type of self-
service access and security data made available to Purchasing Entities may be subject to change.

18. Business Continuity and Disaster Recovery: Solely for DPT Services, the following terms and
conditions shall apply:

Part 1:  Data retention: 
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Customer Data will be processed and retained intact for the duration of Customer’s subscription 
(including data retention period defined in the Online Services Terms document) as described in 
applicable Online Services documentation published by Microsoft. Processing will be, in accordance with 
Customer instructions provided in this enrollment and provided through end user and administrator 
actions and inactions during the use of the services 

Part 2:  Data Recovery Procedures: 

- On an ongoing basis, but in no case less frequently than once a week (unless no Customer Data has 
been updated during that period), Microsoft maintains multiple copies of Customer Data from which 
Customer Data can be recovered. 

- Microsoft stores copies of Customer Data and data recovery procedures in a different place from 
where the primary computer equipment processing the Customer Data is located. 

- Microsoft has specific procedures in place governing access to copies of Customer Data. 

- Microsoft reviews data recovery procedures at least every six months. 

- Microsoft logs data restoration efforts, including the person responsible, the description of the 
restored data and where applicable, the person responsible and which data (if any) had to be input 
manually in the data recovery process. 

- In the event such Customer Data restoration activities are conducted and upon subsequent Customer 
request, Microsoft will make the forgoing information from such logs available to the State, provided 
that: i) information will be provided only where it can be extracted from system wide logging with 
commercially reasonable efforts; ii) Microsoft shall not be subject to an urgent timeframe for 
completion of the request (except as may be required by applicable law); and iii) any information in such 
logs which pertains to other Microsoft customers and their data, or would compromise the security of 
the DPT Services, will be withheld.  For clarity, “data restoration efforts” does not include automated 
Customer Data recovery processes such as when one of Microsoft’s datacenters is activated upon failure 
of another. 
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ATTACHMENT E-2 

AWS PUBLIC SECTOR ACCESS POLICY 

https://www.publicsector.shidirect.com/CustomerServices/SHIInfo.aspx?ContentId=93901 
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ATTACHMENT E-3 

CA TERMS AND CONDITIONS - Placeholder 
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ATTACHMENT E-4 

CITRIX TERMS AND CONDITIONS 

1. SaaS Terms

a. Definitions.

(1) “Data Breach” means any actual or reasonably suspected non-authorized access to or
acquisition of a Purchasing Entity’s computerized (uploaded) Non-Public Data or Personal Data that 
compromises the security, confidentiality, or integrity of the Purchasing Entity’s Non-Public Data or 
Personal Data, or the ability of Purchasing Entity to access such Non-Public Data or Personal Data. 

(2) “High Risk Data” is as defined in FIPS PUB 199, Standards for Security Categorization of
Federal Information and Information Systems (“High Impact Data”). 

(3) “Moderate Risk Data” is as defined in FIPS PUB 199, Standards for Security
Categorization of Federal Information and Information Systems (“Moderate Impact Data”). 

(4) “NASPO” means the National Association of State Procurement Officials.  All references
to the “NASPO Contract” shall mean the SHI and State of Utah Cooperative Contract No. AR2488 dated 
9/30/2016. 

(5) “Non-Public Data” means uploaded High Risk Data and Moderate Risk Data that is not
subject to distribution to the public as public information. It is deemed to be sensitive and confidential 
by the Purchasing Entity because it contains information that is exempt by statute, ordinance or 
administrative rule from access by the general public as public information. 

(6) “Participating Entity” means a state authorized under the NASPO Contract.

(7) “Personal Data” means uploaded data alone or in combination that includes information
relating to an individual that identifies the individual by name, identifying number, mark or description 
can be readily associated with a particular individual and which is not a public record. Personal 
Information may include the following personally identifiable information (PII): government-issued 
identification numbers (e.g., Social Security, driver’s license, passport); financial account information, 
including account number, credit or debit card numbers; or Protected Health Information (PHI) relating 
to a person. 

(8) “Purchasing Entity” means a state, city, county, district, or other political subdivision of
a state, and a nonprofit organization under the laws of some states if authorized by a Participating 
Addendum, who issues a purchase order against the NASPO Contract and becomes financially 
committed to the purchase. 

(9) “Security Incident” is defined as any situation where a Purchasing Entity’s Non-Public
Data and Personal Data is confirmed to be compromised in a manner that impacts the security or 
confidentiality of such Data.    

All other definitions are as set forth in Section 1 of Appendix A to this Attachment E-5, Citrix End User 
Services Agreement (“EUSA”). 
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b. Data Ownership. The Participating Entity will own all right, title and interest in its proprietary data that 
is uploaded to the Services provided through this Amendment.  Citrix shall not access Participating 
Entity user accounts or Participating Entity data, except (1) in the course of providing or improving the 
Services, (2) in response to service or technical issues, (3) as required by the express terms of this 
Amendment, or (4) at the Participating Entity’s written request. 

Citrix shall not collect, access, or use user-specific Participating Entity Data except as strictly necessary to 
provide Service to the Participating Entity. No information regarding a Participating Entity’s use of the 
Service may be disclosed, provided, rented or sold to any third party for any reason unless required by 
law or regulation or by an order of a court of competent jurisdiction. This obligation shall survive and 
extend beyond the term of this Agreement. 

c. Data Protection. Protection of Non-Public Data and Personal Data in the Services shall be an integral 
part of the business activities of Citrix to guard against inappropriate or unauthorized use of 
Participating Entity information at any time. To this end, Citrix shall safeguard the confidentiality, 
integrity and availability of Participating Entity information in accordance with industry standards 
pursuant to the following: 

(1) Citrix shall implement and maintain appropriate administrative, technical and 
organizational security measures to safeguard against unauthorized access, disclosure or theft of 
Personal Data and Non-Public Data. Such security measures shall be in accordance with recognized 
industry practice and not less stringent than the measures Citrix applies to the Services for protection of 
its own Personal Data and Non-Public Data of similar kind. 

(2) All uploaded, proprietary Participating Entity data obtained by Citrix in the performance 
of this Agreement shall remain the property of the Participating Entity. 

(3) At no time shall any data or processes — that either belong to or are intended for the 
use of a Participating Entity or its officers, agents or employees — be copied, disclosed or retained by 
Citrix or any party related to Citrix for subsequent use in any transaction that does not include the 
Participating Entity. 

(4) Citrix shall not use any Personal Data and Non-Public Data collected in connection with 
the Services issued from this Agreement for any purpose other than fulfilling the Services. 

Notwithstanding the foregoing, the parties agree that Citrix does not require access to any Personal 
Data for the Services provided hereunder, and Citrix requests that Participating Entity not disclose any 
such information to Citrix. 

d. Data Location. Storage of uploaded Participating Entity data at rest shall be located solely in data 
centers in the U.S. Citrix shall not allow its personnel or Partners to store Participating Entity data on 
portable devices, including personal computers, except for devices that are used and kept only at its 
U.S. data centers. Citrix shall permit its personnel and Partners to access Participating Entity data 
remotely only as required to provide technical support and Services. The Partner may provide technical 
user support on a 24/7 basis using a Follow the Sun model. 
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e. Security Incident or Data Breach Notification. 

(1) Incident Response: Citrix may need to communicate with outside parties regarding a 
security incident, which may include contacting law enforcement, fielding media inquiries and seeking 
external expertise as mutually agreed upon or defined by law. Discussing security incidents with the 
Participating Entity should be handled on an urgent as-needed basis, as part of Citrix’s communication 
and mitigation processes as defined by law. 

(2) Security Incident Reporting Requirements: Citrix shall report a security incident involving 
the Participating Entity’s uploaded data to the Participating Entity identified contact within seventy-two 
(72) hours of Partner’s knowledge of same or promptly without out unreasonable delay. 

(3) Breach Reporting Requirements: If Citrix has actual knowledge of a confirmed data 
breach involving the Participating Entity’s uploaded data that affects the security of any Participating 
entity’s content that is subject to applicable data breach notification law, Citrix shall (1) within seventy-
two hours of its knowledge of same or promptly without out unreasonable delay notify the Participating 
Entity, unless shorter time is required by applicable law, and (2) take commercially reasonable measures 
to address the data breach in a timely manner, where applicable. 

f. Notification of Legal Requests. Citrix shall contact the Participating Entity upon receipt of any 
electronic discovery, litigation holds, discovery searches and expert testimonies related to the 
Participating Entity’s data under this Amendment, or which in any way might reasonably require access 
to the data of the Participating Entity. Citrix shall not respond to subpoenas, service of process and 
other legal requests related to the Participating Entity without first notifying and obtaining the 
approval of the Participating Entity, unless prohibited by law from providing such notice. 

g. Termination and Suspension of Service. 

(1) In the event of a termination of this Amendment or Participating Entity’s NASPO 
participation, Citrix shall implement an orderly return of Participating Entity’s uploaded data in a 
mutually agreeable format at a time agreed to by the parties or allow the Participating Entity to extract 
it’s data and the subsequent secure disposal of Participating Entity’s data. 

(2) During any period of Service suspension, Citrix shall not take any action to intentionally 
erase or otherwise dispose of any of the Participating Entity’s data. 

(3) In the event of termination of any Services or this Amendment in entirety, Citrix shall 
not take any action to intentionally erase Participating Entity’s data for a period of 30 days after the 
effective date of termination. After such period, Citrix shall have no obligation to maintain or provide 
any Participating Entity’s data and shall thereafter, unless legally prohibited, delete all Participating 
Entity’s data in its systems or otherwise in its possession or under its control. 

(4) Subject to Section 4.3 of Attachment 1, the Participating Entity shall be entitled to any 
post termination assistance generally made available with respect to the Services. 

(5) Upon termination of the Services or this Amendment in its entirety, Citrix shall promptly 
return or securely dispose of all Participating Entity’s data in all of its forms, such as disk, CD/ DVD, 
backup tape and paper, unless stipulated otherwise by the Participating Entity. Data shall be 
permanently deleted and shall not be recoverable, according to National Institute of Standards and 
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Technology (NIST)-approved methods. Certificates of destruction shall be provided to the Participating 
Entity upon request. 

h. Background Checks. Citrix performs reasonable pre-employment background checks on its employees 
and requires its subcontractors to do the same, including, but not limited to, identification of all state 
or federal misdemeanor or felony convictions of such individual during the preceding seven (7) years. 
Upon the request of the Participating Entity and at Participating Entity’s sole expense, Citrix will 
cooperate with obtaining consent of assigned personnel for additional criminal background checks.  
Consent by any individual is completely voluntary, and requirements for checks may cause project or 
service delays.    

i. Access to Security Logs and Reports. Upon reasonable request and for good cause, Citrix shall provide 
security logs and reports reports relating to Participant’s uploaded datain a format as used by Citrix for 
its own analyses. . 

j. Change Control and Advance Notice. Updates (as defined in Section 1.14 of Attachment 1) will be 
provided in accordance with the Citrix Service Descriptions as found at 
https://www.citrix.com/buy/licensing/saas-service-descriptions.html.   

k. Security. Citrix represents and warrants that it will take reasonable steps, consistent with industry 
standards, to inspect the Services for the presence of unauthorized code, and remove any 
unauthorized code found.  “Self-help code” does not include product routines in a computer program, 
if any, designed to permit a licensor of the computer program (or other person acting on authority of 
the licensor) to obtain access to a licensee’s computer system(s) (e.g., remote access via modem) for 
purposes of authorized maintenance or technical support.  “Unauthorized code” means any virus, 
Trojan horse, worm or other product routine designed to permit unauthorized access; to disable, 
erase, or otherwise harm product, hardware, or data; or to perform any other such actions.  
Participating Entity’s exclusive remedy for violation of this warranty shall be repair or replacement of 
the relevant product.” 

l. Non-disclosure. Citrix shall limit staff knowledge of Participating Entity data to that which is necessary 
to perform job duties. 

m. Import and Export of Data. The Participating Entity shall have the ability to upload or download 
its data in piecemeal or in entirety at its discretion without interference from t Citrix at any time during 
the term of Services. This includes the ability for the Participating Entity to upload or download data 
to/from other Partners. Upon request, Citrix shall specify if Participating Entity is required to provide 
its’ own tools for this purpose, including the optional purchase of Citrix tools, if and as available, if 
Citrix applications are not able to provide this functionality directly. 

n. Responsibilities. Citrix shall be responsible for the the Services being provided. The technical and 
professional activities required for establishing, managing and maintaining the environments are the 
responsibilities of Citrix, subject to the provisions of Section 5.2 of Attachment 1.. 

o. Business Continuity and Disaster Recovery. Upon request, Citrix shall provide a copy of its corporate 
business continuity and disaster recovery plan.  
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p. Compliance with Accessibility Standards. Citrix shall comply with and adhere to Accessibility Standards
of Section 508 Amendment to the Rehabilitation Act of 1973.

q. Subscription Terms. Citrix grants to a Participating Entity a license to: (i) access and use the Services for
its business purposes; (ii) view, copy, upload and download (where applicable), and use Citrix’s
documentation, in accordance with the EUSA.

r. Limitation of Liability.  Notwithstanding these additional terms and conditions of paragraph 5,
Participating Entity’s purchase and use of Services, and care of all classes of Participating Entity’s data,
shall be subject to all terms of the EUSA, including but not limited to, the limitation of liability in the
EUSA.  All classes of Participating Entity’s data shall be Customer Content under the EUSA.
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ATTACHMENT E-4 

APPENDIX A 

CITRIX END USER SERVICES AGREEMENT (“EUSA”) 

Last Revised: October 24, 2016 

TERMS OF SERVICE 

THIS IS A LEGAL AGREEMENT BETWEEN CUSTOMER AND CITRIX. BY ACCESSING AND/OR 
USING THE SERVICES, CUSTOMER IS AGREEING, ON BEHALF OF AN INDIVIDUAL AND/OR A 
LEGAL ENTITY, TO BE BOUND BY THE TERMS OF THIS AGREEMENT. 

1. DEFINITIONS. As used in the Agreement, the following defined terms shall apply:

1.1. Affiliate means, with respect to a party, any entity which directly or indirectly controls, is controlled 
by, or is under common control with such party, where "control" means the power, directly or indirectly, to 
direct, or to cause the direction of, the management and policies of an entity, through majority ownership 
of voting securities or equity interests. 

1.2. Agreement means these Terms of Service, the Service Descriptions, and any other documents 
incorporated herein by reference. 

1.3. Citrix means the providing Citrix entity specified at https://www.citrix.com/buy/licensing/citrix-
providing- entities.html. 

1.4. Citrix Marks means any name, logo, or mark belonging to Citrix or its Affiliates. 

1.5. Customer means the legal entity or individual that has ordered any Services from Citrix. 

1.6. Customer Content means any files, documents, recordings and other information belonging to 
Customer, users or others as uploaded to Customer’s account for storage and/or used, presented or shared 
in connection with the Services, and is not related to Citrix servicing or accessing Customer’s account. 

1.7. Fees means all Citrix fees applicable to the Services. 

1.8. Open Source Software means third party software distributed by Citrix under an open source 
licensing model (e.g., the GNU General Public License, BSD or a license similar to those approved by the 
Open Source Initiative). 

1.9. Order or Services Order means any initial or subsequent ordering document and/or online request 
for access to the Services submitted to Citrix, a Citrix authorized reseller and/or through Citrix product 
websites. 

1.10. Privacy Policy means Citrix Privacy Policy at http://www.citrix.com/about/legal/privacy.html, and 
any privacy policy applicable to a specific Service, if any, which may be viewed by clicking the applicable 
"Privacy Policy" link listed in such Service Description. 

1.11. Services means the generally available Citrix software-as-a-service offerings ("SaaS Services"), 
including any components provided with them, and Updates, all as further described in the Service 
Descriptions. Services availability is subject to the Citrix product lifecycle policy on www.citrix.com. Citrix 
may update the Services  with Updates at any time in its sole discretion, and all Services set forth in the 
Services Descriptions may not be available to all Customers. 
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1.12. Service Descriptions means the overview and other terms applicable to the Services, as amended 
from time to time, as found at https://www.citrix.com/buy/licensing/saas-service-descriptions.html. 

1.13. Taxes means all applicable transactional taxes on Services (including but not limited to withholding 
tax, sales tax, services tax, value-added tax (VAT), goods and services tax (GST), and tariffs and/or duties) 
imposed by any government entity or collecting agency based on the Services. Taxes shall not include 
those taxes based on Citrix’ net income, and/or those taxes for which Customer has provided a valid 
certificate confirming Customer is exempt. 

1.14. Updates means any corrections, bug fixes, new features or functions added to or removed from the 
Services, but shall not include any new Service(s) version(s) that Citrix markets and sells separately. 

1.15. Use Level means the model by which Citrix measures, prices and offers the Services to Customer 
as set forth on the applicable price list, websites, Order, and/or Service Description. 

2. RIGHTS. 
2.1. Right to Use Service for Business. Subject to these terms, Citrix will provide the Services set forth 
in any Order that Citrix has accepted for Customer’s use in accordance with the Agreement and applicable 
Use Levels. Customer acknowledges that Services are not intended for use by consumers. Customer may 
use Services only for business and professional purposes. Citrix hereby grants to Customer a limited, 
personal, non-exclusive, non-transferable, non-sublicensable right to use any components provided as may 
be required to access and use the Services during the Term in accordance with the Agreement. Technical 
support for the Services is provided as set forth in the applicable Service Description. Updates to the 
Services are included in the Fees. Customer shall use the then-current version of the Services, including 
any Updates, as made available by Citrix. To the extent that Affiliates use the Services, Customer warrants 
that it has the authority to bind under this Agreement those Affiliates. Customer will be liable to Citrix in the 
event any Affiliate fails to comply with any term or condition of this Agreement. 
 
2.2. Limitations on Use. Except to the extent permitted by applicable law, Customer agrees, on behalf 
of itself and its users, not to (i) modify, distribute, prepare derivative works of, reverse engineer, reverse 
assemble, disassemble, decompile or attempt to decipher any code relating to the Services and/or Citrix 
technology; (ii) knowingly or negligently access or use the Services in a manner that abuses or disrupts the 
Citrix networks, security systems, user accounts, or Services of Citrix or any third party, or attempt to gain 
unauthorized access to any of the above through unauthorized means, (iii) transmit through or post on the 
Services any material that is deemed abusive, harassing, obscene, slanderous, fraudulent, libelous or 
otherwise objectionable or unlawful; (iv) market, offer to sell, and/or resell the Services alone, except 
pursuant to a Citrix resale program; (v) use the Services to send unsolicited or unauthorized advertising, 
junk mail, or spam; (vi) harvest, collect, or gather information or data regarding other users without their 
consent unless permitted by applicable law; (vii) transmit through or post on the Services any material that 
may infringe the intellectual property rights or other rights of third parties, including, without limitation, 
trademark, copyright, data privacy or right of publicity; (viii) transmit or post on the Services any material 
that contains software viruses or other harmful or deleterious computer code, files or programs; (ix) if the 
Customer is a Citrix competitor for the relevant Services, use the Services directly or indirectly for 
competitive benchmarking or other competitive analysis, unless permitted under applicable law; (x) submit 
to, or store in the Services, any Protected Health Information ("PHI") unless Customer has complied with 
Section 5.1 below; or (xi) make any representations with respect to Citrix or this Agreement (including, 
without limitation, that Citrix is a warrantor or co-seller of any of Customer’s products and/or services). 
Furthermore Customer shall not offer to sell or resell the Services, but the Services may be used by 
Customer in support of Customer’s service offering(s). Except for Infringement Claims, Customer agrees 
to indemnify and hold Citrix harmless against any third party claim and/or liability resulting from Customer’s 
use of the Services. THE SERVICE DESCRIPTION FOR THE INDIVIDUAL SAAS SERVICES MAY 
CONTAIN ADDITIONAL RESTRICTIONS. 
2.3. Proprietary Rights. Except for the limited subscription rights granted herein, Customer has no right, 
title or interest in or to the Citrix Marks or Services or any components provided by Citrix in connection with 
the Services or any intellectual property rights related thereto. Customer acknowledges that Citrix or its 
licensors retain all proprietary right, title and interest in and to, or practiced in connection with, the Citrix 
Marks and the Services and any components, including, without limitation, all modifications, enhancements, 
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derivative works, configuration, translations, upgrades and interfaces thereto. 

2.4. Citrix Marks. Unless expressly authorized under the terms of this Agreement, Customer agrees 
that it shall  not use, register or apply for registration of any trademark, service mark, business name, 
company/trade name, domain name or social media account name or handle which is comprised of or 
incorporates in whole  or in part any Citrix Mark, or is otherwise confusingly similar to a Citrix Mark. In the 
event of any breach of this provision, Customer agrees that it will do all things necessary to effect the 
transfer of any such same or similar trademark, service mark, business name, company/trade name, 
domain name or social media account name or handle to Citrix, including but not limited to executing 
assignment documentation. Except as expressly granted herein, no license regarding the use of Citrix 
copyrights, patents, trademarks, service marks or company/trade names is granted or will be implied. For 
any authorized use of the Citrix Marks, Customer represents that it has reviewed and will adhere to Citrix’ 
Trademark & Copyright Guidelines, available at https://www.citrix.com/about/legal/brand-guidelines.html, 
and incorporated herein by reference and as may be periodically updated by Citrix. 

3. ORDERS, FEES AND PAYMENT.

3.1. Orders. Customer may order Services using the Citrix then-current ordering processes. All Orders 
are subject to acceptance by Citrix in its discretion. All Customer information provided by or on behalf of 
Customer must  be current, complete and accurate, and Customer is responsible for keeping such 
information updated. Order information is subject to automatic processing by Citrix for the purposes of 
managing Customer’s account. 
3.2. Fees, Taxes and Payment. Customer is responsible for all Fees and Taxes. If Customer fails to 
pay Taxes, Customer agrees to reimburse Citrix for any such Taxes assessed against Citrix and indemnify 
and hold Citrix harmless against any other claim, liability and/or penalties resulting therefrom. All purchases 
are final with no right to a refund, except as expressly provided under the warranty or the infringement 
indemnification terms of this Agreement. 

3.3. Additional Services. Customer may order additional Services at any time. Additional Services may 
not be available on a coterminous basis with previously ordered Services. 

3.4. Late Payments. Citrix reserves the right, in its discretion, to (i) suspend or terminate the Services 
or any portion thereof for non-payment of Fees, and (ii) impose a charge to restore archived data from 
delinquent accounts. 

4. TERM AND TERMINATION.

4.1. Term. The terms of this Agreement shall apply for the period of Services set forth under accepted 
Orders, or if none, for the period of paid or trial subscription. 

4.2. Termination for Cause. Either party may terminate the Agreement or a specific Services if the other 
party breaches any of its material obligations under the Agreement, or as to the specific Services, and fails 
to cure within thirty (30) days of receipt of written notice from the non-breaching party, and either party may 
immediately terminate the Agreement if the other party becomes insolvent or bankrupt, liquidated or is 
dissolved, or ceases substantially all of its business. Citrix may immediately terminate the Agreement if the 
Customer breaches Sections 2, 5 or 6. 

4.3. Effect of Termination. Upon termination of the Agreement or affected specific Services, Customer 
will immediately discontinue all access and use of all Services under the Agreement or the specific Services. 
Citrix has no obligation to maintain Customer Content following termination, subject to compliance with 
applicable law. Subject to availability and the applicable Service Description, Customer shall have thirty 
(30) days to download Customer Content after termination and must contact Citrix technical support for
download access and instructions. Neither party shall be liable for any damages resulting from termination
of the Agreement, including without limitation unavailability of Customer Content arising therefrom;
provided, however, termination shall not affect any claim arising prior to the effective termination date. Citrix
shall have the right to invoice Customer and Customer agrees to pay for any use of the Services past the
date of expiration or termination.

4.4. Survival. The provisions of Sections 3 (Fees), 4.3 (Effect of Termination), 5 (Customer Content and 
Customer Accounts), 8 (Indemnification), 9 (Limitation of Liability), and 10.15 (Notices) shall survive any 

269



termination of the Agreement. 

5. CUSTOMER CONTENT AND CUSTOMER ACCOUNTS. 

5.1. Customer Content. Customer retains all rights to any and all of its Customer Content, subject to a 
non- exclusive, worldwide, royalty-free, license to Citrix as necessary to provide the Services hereunder. 
Citrix shall not own any data, content, information or material in such Customer Content. Each party shall 
apply reasonable technical, organizational and administrative security measures to keep Customer Content  
protected in accordance with industry standards, and Customer shall retain a current copy of Customer 
Content outside the Services. Citrix will not monitor Customer’s or its users’ use of the Services, and Citrix 
will not view, access or process any Customer Content, except: (i) as necessary for providing or improving 
the Services, (ii) as directed or instructed by Customer and its users, and/or (iii) for compliance with Citrix 
policies, applicable law, regulation, or governmental request. Customer shall comply with all intellectual 
property laws related to the Customer Content and legal duties applicable to Customer as a data controller 
by virtue of the submission or storage of Customer Content within the Services, including providing all 
information or notices Customer is required by law to provide to users and obtain consent of the users, 
where required. Customer and its users shall not submit to or store in any Services any Customer Content 
that is governed by US International Traffic in Arms Regulations (ITAR) or similar regulations of any country 
that restricts import or export of defense articles or defense services. Customer and its users shall not 
submit to or store any personal health information ("PHI") in any Services, unless Customer has specifically 
purchased a Service identified in the applicable Service Description as intended for retention of PHI, notified 
Citrix at privacy@sharefile.com, and entered into the applicable Business Associate Agreement (BAA) with 
Citrix at least thirty (30) days in advance of any PHI upload. Citrix has no obligation to maintain Customer 
Content following expiration of a subscription to the affected Services. Subject to availability and the 
applicable Service Description, Customer shall have thirty (30) days to download Customer Content after 
expiration, and must contact Citrix technical support for download access and instructions. Notwithstanding 
anything in this Agreement to the contrary, this Section expresses the entirety of Citrix’ obligations with 
respect to Customer Content. 
5.2. Customer Accounts. Customer is solely responsible for (i) the configuration of Customer’s 
Services  account, (ii)  the  operation,  performance  and  security  of  Customer’s  equipment,  networks  
and  other  computing resources used to connect to the Services, (iii) ensuring all users exit or log off from 
the Services at the end of each session, (iv) maintaining the confidentiality of Customer’s accounts, user 
id’s, conference codes, passwords and/or personal identification numbers used in conjunction with the 
Services, and (v) all uses of the Services by Customer and its users. Citrix reserves the right to suspend 
the Services or terminate the Agreement if Customer misuses or otherwise shares login information among 
users. Customer will notify Citrix immediately of any unauthorized use of its account or any other breach of 
security. Citrix will not be liable for any loss that Customer may incur as a result of a third party using 
Customer’s password or account. Citrix reserves the right to review Customer’s account to the extent 
necessary to confirm compliance with applicable Use Levels and this Section 5.2, and to terminate or 
suspend Customer’s access for overuse and/or misuse. Customer agrees to pay for any overage in excess 
of permitted Use Levels. 

6. COMPLIANCE WITH LAWS. In connection with the performance, access and use of the Services 
under the Agreement, each party agrees to comply with all laws, rules and regulations including, but not 
limited to, export and import, data protection, and privacy laws and regulations applicable to that party. 
Specifically, without limiting the generality of the foregoing, Customer shall provide the relevant persons 
and/or participants with all information or notices Customer is required by applicable privacy and data 
protection laws to provide and, if necessary, obtain the consent of or provide choices to such persons and/or 
participants as required. Citrix may cooperate with applicable government authorities with respect to the 
Services and Citrix provision of such Services to Customers. 

7. WARRANTIES AND WARRANTY DISCLAIMER. CITRIX WARRANTS THAT THE SERVICES, 
INCLUDING WITHOUT LIMITATION ANY COMPONENTS DELIVERED WITH SERVICES, WILL 
MATERIALLY CONFORM TO THE SERVICE DESCRIPTIONS. CITRIX DOES NOT REPRESENT OR 
WARRANT THAT (I) THE USE OF SUCH SERVICES WILL BE TIMELY, UNINTERRUPTED OR ERROR 
FREE, OR OPERATE IN COMBINATION WITH ANY OTHER HARDWARE, SOFTWARE, SYSTEM OR 
DATA, (II) SUCH SERVICES WILL MEET CUSTOMER’S REQUIREMENTS OR EXPECTATIONS, OR (III) 
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ALL ERRORS OR DEFECTS WILL BE CORRECTED. CITRIX’ ENTIRE LIABILITY AND CUSTOMER’S 
EXCLUSIVE REMEDY UNDER THIS WARRANTY WILL BE, AT CITRIX’ SOLE OPTION AND SUBJECT 
TO APPLICABLE LAW, TO PROVIDE CONFORMING SERVICES, INCLUDING REPLACEMENT 
COMPONENTS AS REQUIRED, OR  TO TERMINATE THE NON-CONFORMING SERVICES, AND 
PROVIDE A PRO-RATED REFUND OF ANY PREPAID FEES FROM THE PERIOD OF NON-
CONFORMANCE THROUGH THE END OF THE REMAINING TERM. TO THE EXTENT PERMITTED BY 
APPLICABLE LAW, CITRIX DISCLAIMS ALL  OTHER WARRANTIES AND CONDITIONS, WHETHER 
EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE, INCLUDING ANY EXPRESS OR IMPLIED 
WARRANTIES OF MERCHANTABILITY, SATISFACTORY QUALITY, TITLE, FITNESS FOR A 
PARTICULAR PURPOSE AND NON-INFRINGEMENT. SOME JURISDICTIONS DO NOT ALLOW THE 
EXCLUSION OF CERTAIN WARRANTIES AND CONDITIONS, THEREFORE SOME OF THE ABOVE 
EXCLUSIONS MAY NOT APPLY TO CUSTOMERS LOCATED IN SUCH JURISDICTIONS. THE 
SERVICE DESCRIPTIONS MAY CONTAIN ADDITIONAL LIMITED WARRANTIES AND/OR WARRANTY 
DISCLAIMERS APPLICABLE TO INDIVIDUAL SAAS SERVICES. 

8. INDEMNIFICATION. 

8.1. Indemnification by Citrix. Subject to Sections 8.2. and 8.3. below, Citrix shall indemnify and defend 
Customer against any third party Infringement Claim, and pay reasonable attorneys’ fees, court costs, 
damages finally awarded, or reasonable settlement costs with respect to such Infringement Claim; provided 
that: (i) Customer promptly notifies Citrix in writing of an Infringement Claim such that Citrix is not prejudiced  
by any delay of such notification; (ii) Citrix will have sole control over the defense and any settlement of 
any Infringement Claim; and (iii) Customer will provide reasonable assistance in the defense of same 
subject to reimbursement by Citrix for reasonable expenses incurred in providing such assistance. For the 
purposes of these terms, "Infringement Claim" means any claim, suit or proceeding brought against a 
Customer based on an allegation that the Services, excluding any Open Source Software included in any 
software components distributed to Customer or used in conjunction with the Services, as delivered by 
Citrix, infringes upon any patent or copyright or violates any trade secret rights of any third party. 

8.2. Infringement Cures. If Customer’s use of any of the Services is, or in Citrix’ opinion is likely to be, 
enjoined as a result of an Infringement Claim, Citrix shall, at its sole option and expense, either (i) procure 
for Customer  the right to continue to use the Services as contemplated herein, or (ii) replace or modify the 
Services to make their use non-infringing without degradation in performance or a material reduction in 
functionality. If options (i) and (ii) above are not reasonably available, Citrix may, in its sole discretion and 
upon written notice to Customer, terminate this Agreement, cancel access to the Services and refund to 
Customer any prepaid, but unused Fees. 

8.3. Limitation. Citrix assumes no liability, and shall have no liability, for any Infringement Claim based 
on (i) Customer’s  access  to  and/or  use  of  the  Services  following  notice  of  an  Infringement  Claim;  
(ii)  any  modification of the Services by Customer or at its direction; (iii) Customer’s combination of the 
Services with third party programs, services, data, hardware, or other materials; or (iv) any trademark or 
copyright infringement involving any marking or branding not applied by Citrix or involving any marking or 
branding applied at Customer’s request. 

8.4. Exclusive Remedy. THE FOREGOING STATES CITRIX SOLE LIABILITY AND CUSTOMER’S 
EXCLUSIVE REMEDY WITH RESPECT TO ANY INFRINGEMENT CLAIM HEREUNDER. 

9. LIMITATION ON LIABILITY. NEITHER PARTY SHALL BE LIABLE TO THE OTHER PARTY OR 
TO ANY OTHER PERSON FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL OR INCIDENTAL LOSS, 
EXEMPLARY OR OTHER DAMAGES, WHETHER DIRECT OR INDIRECT, ARISING OUT OF OR  
RELATING TO: (i) LOSS OF DATA, (ii) LOSS OF INCOME, (iii) LOSS OF OPPORTUNITY, (iv) LOST 
PROFITS, (v) COSTS OF RECOVERY OR ANY OTHER DAMAGES, HOWEVER CAUSED AND BASED 
ON ANY THEORY OF LIABILITY, INCLUDING, BUT NOT LIMITED TO, BREACH OF CONTRACT, TORT 
(INCLUDING NEGLIGENCE), OR VIOLATION OF STATUTE, WHETHER OR NOT SUCH  PARTY HAS 
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SOME JURISDICTIONS DO NOT ALLOW 
LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO 
SOME OF THE ABOVE LIMITATIONS MAY NOT APPLY. EXCEPT FOR (a) A PARTY’S 
INDEMNIFICATION OBLIGATIONS (b) A BREACH BY CUSTOMER OF SECTIONS 2 OR 5, AND TO 
THE EXTENT PERMITTED BY APPLICABLE LAW, THE TOTAL CUMULATIVE LIABILITY OF EITHER 
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PARTY AND THEIR RESPECTIVE LICENSORS AND SUPPLIERS ARISING OUT OF THIS AGREEMENT 
AND/OR THE TERMINATION THEREOF, SHALL BE LIMITED TO THE SUM OF THE AMOUNTS PAID 
FOR THE APPLICABLE SERVICE DURING THE TWELVE (12) MONTHS IMMEDIATELY PRECEDING 
THE INCIDENT GIVING RISE TO THE LIABILITY. THE FOREGOING SHALL NOT LIMIT CUSTOMER’S 
OBLIGATIONS TO PAY ANY FEES AND/OR OTHER SUMS DUE UNDER ANY ORDER. THE SERVICE 
DESCRIPTIONS MAY CONTAIN ADDITIONAL LIMITATIONS OF LIABILITY APPLICABLE TO CITRIX 
THAT RELATED TO INDIVIDUAL SAAS SERVICES. 

10. ADDITIONAL TERMS. 

10.1. European Union Customers. The provisions of this Section 10.1 shall apply only to Customers 
residing in the European Union. If Customer desires to enter into standard contractual clauses with Citrix 
as it relates to the processing of Customer information by Citrix, Customer may request a Data Processing 
Addendum ("DPA") by submitting a DPA Request Form, and Citrix will provide Customer with a DPA for 
execution. 

10.2. U.S. Government End-Users. If Customer is a U.S. Government agency, Customer hereby 
acknowledges and agrees that the software being accessed through Services, as well as any software that 
is downloaded by any Customer end user in connection with the Service, constitutes "Commercial 
Computer Software" as defined in Section 2.101 of the Federal Acquisition Regulation (“FAR”), 48 CFR 
2.101. Therefore, in accordance with Section 12.212 of the FAR (48 CFR 12.212), and Sections 227.7202-
1 and 227.7202-3 of the Defense Federal Acquisition Regulation Supplement (“DFARS”) (48 CFR 
227.7202-1 and 227.7202-3), the use, duplication, and disclosure of the software and related 
Documentation by the U.S. Government or any of its agencies is governed by, and is subject to, all of the 
terms, conditions, restrictions, and limitations set forth in this Agreement. If, for any reason, FAR 12.212 or 
DFARS 227.7202-1 or 227.7202-3 or these license terms are deemed not applicable, Customer hereby 
acknowledges that the Government’s right to use, duplicate, or disclose the software and related 
Documentation are "Restricted Rights" as defined in 48 CFR Section 52.227- 14(a) (May 2014) or DFARS 
252.227-7014(a)(15) (Feb 2014), as applicable. Manufacturer is Citrix Systems, Inc., 851 West Cypress 
Creek Road, Fort Lauderdale, Florida 33309. 

10.3. Services Trial. Citrix may make the Services available to Customer for a limited period of time on 
a demonstration or trial basis ("Trial Period"), as specified in the applicable Order. The Trial Period shall 
terminate (i) at the end of the stated Trial Period, or (ii) if no such date is specified, thirty (30) days from the 
date of Customer’s initial access to the Services. Following expiration of the Trial Period, the Services will 
cease or automatically continue as specified in the Order unless cancelled by Customer, and Customer is 
responsible for payment of the applicable Fees set forth in the Order. During the Trial Period, CITRIX 
PROVIDES THE SERVICES "AS IS" AND WITHOUT WARRANTY OR INDEMNITY, TO THE EXTENT 
PERMITTED BY LAW, AND ALL OTHER TERMS OF THIS AGREEMENT OTHERWISE APPLY. Citrix 
reserves the right to modify or discontinue any trials or promotions at any time without notice. 
10.4. Beta, Tech Preview or Labs Services. CUSTOMER ACKNOWLEDGES THAT BETA, TECH 
PREVIEW OR LABS SERVICES ARE OFFERED "AS-IS", WITHOUT WARRANTY, LIABILITY OR 
INDEMNITY OF ANY KIND BY CITRIX. SUCH SERVICES MAY CONTAIN BUGS, ERRORS AND OTHER 
DEFECTS. Citrix does not make any representations, promises or guarantees that such Services will be 
publicly announced or made generally available. Citrix has no obligation to provide technical support or 
continued availability, and such Services can be suspended or terminated at any time by Citrix in its sole 
discretion with or without notice to Customer. Customer may be asked to provide feedback regarding 
Customer’s experience and use ("Feedback"). Customer acknowledges and expressly agrees that any 
contribution in the form of services, suggestions, ideas, reports, listing of defects or deficiencies, 
expenditures, logs or otherwise by Customer to any such improvements, updates, modifications or 
enhancements shall not give or grant Customer any right, title or interest in any such Feedback. Customer 
agrees to allow Citrix to incorporate into any commercial product or offering derived any suggested 
Feedback of any kind, without compensation or accounting and without retention by Customer of any 
proprietary claim. With respect to the Beta or Labs Services, these terms supersede any conflicting terms 
and conditions in the Agreement, but only to the extent necessary to resolve conflict. 

10.5. Third Party Features. The Services may be linked to third party sites or applications ("Third Party 
Services"). Citrix does not endorse, warrant or control such Third Party Services and is not responsible for 
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the legality, quality, accuracy, reliability, or availability of any Third Party Services. Customer has sole 
discretion whether to purchase or connect to any Third Party Services. Customer’s use of Third Party 
Services is governed solely by the terms relating to such Third Party Services. Citrix is not liable for and 
makes no representations related thereto, including without limitation, content or the manner in which Third 
Party Services handle content and/or customer data. 

10.6. Copyright. In the event Customer believes that the Services have been used in a manner that 
constitutes copyright infringement, Customer shall notify Citrix in writing at: Legal Department, Citrix 
Systems, Inc., 851 W Cypress Creek Road, Ft. Lauderdale, FL 33309 USA, and provide all of the following 
information, as required by the Digital Millennium Copyright Act ("DMCA"): (i) a statement that Customer 
has identified content in the Services that infringes a copyright of a third party for whom Customer is 
authorized to act; (ii) a description of the copyrighted work Customer claims has been infringed; (iii) a 
specific description of where the allegedly infringing material is located in the Services, including a URL or 
exact description of the content's location; (iv) Customer’s name, address, telephone number, and e-mail 
address; (v) a statement that Customer has a good faith belief that the disputed use of the copyrighted 
material is not authorized by the copyright owner, its agent, or the law (e.g., as a fair use); (vi) a statement 
that, under penalty of perjury, the information in Customer’s notice is accurate and that Customer is 
authorized to act on behalf of the owner of the exclusive right that is allegedly infringed; and (vii) Customer’s 
electronic or scanned physical signature. Citrix reserves the right to delete or disable allegedly infringing 
content, to terminate the accounts of users who are repeat infringers, and to forward the information in the 
copyright-infringement notice to the user who allegedly provided the infringing content. 

10.7. Consent to Use Data. Customer agrees that Citrix may collect and use data and related information,  
including, but not limited to, technical information about devices, systems, related software, services, or 
peripherals associated with Customer’s use of the Services (excluding Customer Content). Data collected 
may be used for purposes of facilitating the provision of software updates, license authentication, support, 
analytics and other purposes consistent with the Citrix Privacy Policy at 
http://www.citrix.com/about/legal/privacy.html. By using the Services or Citrix websites, Customer agrees 
to the Citrix Privacy Policy and use of cookies  which Citrix uses to facilitate use of the Services and 
website. 

10.8. Suspension of Service. Citrix may temporarily suspend the Services if Citrix determines, in its sole 
discretion, that continued provision would compromise the security of the Services due to, without limitation, 
hacking attempts, denial of service attacks, mail bombs or other malicious activities, and Citrix will take 
action to promptly resolve any such security issues. Citrix agrees to notify Customer of any such suspension 
and subsequent reactivation of the Services. 

10.9. High-Risk Use. Customer acknowledges that the Services are not designed or intended for access 
and/or use in or during high-risk activities, including but not limited to: medical procedures; on-line control 
of aircraft, air traffic, aircraft navigation or aircraft communications; or the design, construction, operation or 
maintenance of any nuclear facility. 

10.10. Recordings. Certain Services provide functionality that allows a Customer to record and/or store, 
use, transfer and/or present audio and/or data recordings and/or videos. Customer is solely responsible for 
complying with all federal, state, and local laws in the relevant jurisdiction when using this functionality. 
Citrix expressly disclaims all liability with respect to Customer's recording, storage, use, transfer and/or 
presentation of audio  or shared data while using the Services, and Customer releases and agrees to hold 
Citrix harmless from and against any damages or liabilities related to this functionality. 
10.11. Voice and Data Charges; Customer Connectivity. Customer is responsible for all fees and 
charges  imposed by Customer’s telephone carriers, wireless providers, and other voice and/or data 
transmission providers arising out of access to and use of the Services. If Customer’s broadband 
connection and/or telephone service fails, or Customer experiences a power or other failure or interruption, 
the Services may also cease to function for reasons outside of Citrix’ control. STANDARD DATA FEES 
AND TEXT MESSAGING RATES   MAY   APPLY   BASED   ON   CUSTOMER’S   PLAN   WITH   ITS   
MOBILE   PHONE   OR OTHER APPLICABLE CARRIER. As mobile access and text message delivery is 
subject to Customer’s mobile carrier network availability, such access and delivery is not guaranteed. 

10.12. Assignment. Customer may not assign its rights or delegate its duties under this Agreement either 
in whole or in part without Citrix prior written consent, except that Customer may assign this Agreement as 
part of a corporate reorganization, consolidation, merger, or sale of all or substantially all of its assets, 
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provided that the assignee abides by these terms. Any attempted assignment in violation of the foregoing 
shall be void. This Agreement will bind and inure to the benefit of each party’s successors or permitted 
assigns. 

10.13. Export Restriction. Customer acknowledges that the Services are subject to U.S., foreign, and 
international export controls and economic sanctions laws and regulations and agrees to comply with all 
such applicable laws and regulations, including, but not limited to, the U.S. Export Administration 
Regulations ("EAR") and regulations promulgated by the U.S. Department of the Treasury’s Office of 
Foreign Assets Control ("OFAC"). Customer also specifically agrees not to, directly or indirectly, allow 
access to or use of the Services in embargoed or sanctioned countries/regions, by sanctioned or denied 
persons, or for prohibited end-uses  under U.S. law without authorization from the U.S. government. 

10.14. Audit. Not more frequently than annually and at Citrix’ expense, Citrix may audit Customer’s use of 
any Service, including without limitation on-premises components provided with the Services. If an audit 
reveals that Customer has underpaid fees for any Services, in addition to other remedies provided for 
herein, Customer shall be invoiced for such underpaid fees. If the underpaid fees exceed ten percent (10%) 
of the Fees paid, then Customer shall also pay Citrix’ reasonable costs of conducting the audit. 

10.15. Notices. All legal notices required under this Agreement shall be in writing and delivered in person 
or by certified or registered express mail to the address last designated on the account for Customer, and 
the Citrix contracting entity as specified below, or such other address as either party may specify by notice 
to the other party as provided herein. Notice shall be deemed given (i) upon personal delivery; (ii) if 
delivered by air courier or email, upon confirmation of receipt; or (iii) five (5) days after deposit in the US 
mail. Non-legal notices may be provided to the email address specified on the applicable Order and shall 
be deemed effective on the next business day following the date and time stamp on the sender’s email. 
Citrix may also provide Customer with notice postings on the Citrix website. A copy of all Customer legal 
notices must also be sent to Legal Department, Citrix Systems, Inc., 851 W Cypress Creek Road, Ft. 
Lauderdale, FL 33309 USA. 

10.16. Entire Agreement; Order of Precedence. The Agreement sets forth the entire agreement and 
understanding of the parties relating to the Services and supersedes all prior and contemporaneous oral 
and written agreements. For any conflict between these terms and supplementary BAA terms related to 
PHI, this Agreement shall control. For any conflict between these terms and the Service Descriptions related 
to a specific Service, the Service Descriptions shall control with respect to the affected Services. Nothing 
contained in any Order or other document submitted by Customer shall in any way add to or otherwise 
modify the Agreement or any Citrix license program terms under which an Order is submitted. The terms 
of this Agreement and/or Service Descriptions or other referenced documents may be updated by Citrix 
from time to time without notice (but will be identified by the last updated date) and may be reviewed anytime 
at https://www.citrix.com/content/dam/citrix/en_us/documents/buy/enterprise-saas-eusa.pdf. Customer’s 
continued access to and use of the Services constitutes acceptance of the then-current terms. 

10.17. General Terms. Captions and headings are used herein for convenience only, are not a part of this 
Agreement, and shall not be used in interpreting or construing this Agreement. If any provision of this 
Agreement is declared by a court of competent jurisdiction to be invalid, illegal, or unenforceable, such 
provision shall be severed from this Agreement and the other provisions shall remain in full force and effect. 
The parties are independent contractors and nothing in this Agreement creates a partnership, franchise, 
joint venture, agency, fiduciary, or employment relationship between or among the parties. No person or 
entity not a party to this Agreement will be deemed to be a third party beneficiary of this Agreement or any 
provision hereof. Citrix authorized resellers and distributors do not have the right to make modifications to 
this Agreement or to make any additional representations, commitments, or warranties binding on Citrix. 
No waiver or amendment of any term or condition of this Agreement shall be valid or binding on any party 
unless agreed to in writing by such party. Citrix failure to enforce any term of this Agreement will not be 
construed as a waiver of the right to enforce any such terms in the future. Unless otherwise specified, 
remedies are cumulative. This Agreement may be agreed to online, by use of the Services and/or executed 
by electronic signature and in one or more counterparts. No party will be responsible for any delay, 
interruption or other failure to perform under this Agreement due to force majeure events and acts beyond 
a party’s reasonable control, but only for so long as such conditions persist. Force majeure events may 
include: natural disasters; wars; terrorist activities, activities of local exchange carriers, telephone carriers, 
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wireless carriers, and Internet service providers, labor disputes; and acts of government. 
10.18. Contracting Party, Choice of Law and Location for Resolving Disputes. The Citrix contracting 
entity under this Agreement, and governing law and jurisdiction to resolve any dispute, are identified at 
https://www.citrix.com/buy/licensing/citrix-providing-entities.html. 
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ATTACHMENT E-5 

VMware Terms and Conditions

VMware Standard EULA
http://www.vmware.com/download/eula

VMware PSO Standard Terms
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/services/

vmware-professional-services-terms-and-conditions.pdf

VMware Cloud Terms of Service
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/

downloads/eula/vmware-cloud-services-universal-tos.pdf
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NASPO ValuePoint 
PARTICIPATING ADDENDUM 

 
CLOUD SOLUTIONS  

Administered by the State of Utah (hereinafter “Lead State”) 
 

Alternative Contract Source No: 43230000-NASPO-16-ACS 
 

SHI International Corp. 
Master Agreement No: AR2488 

(hereinafter “Contractor”) 
 

And 
 

Florida Department of Management Services  
(hereinafter “Department/Participating State/Entity”) 

 
The State of Utah, acting by and through the National Association of State Procurement Officials 
(NASPO) ValuePoint, competitively procured and awarded a Request for Proposal resulting in Master 
Agreement number AR2488. The Master Agreement was created as a cooperative purchasing 
agreement for Cloud Solutions. This Participating Addendum is entered into pursuant to Section 
287.042, Florida Statutes.  
 

The Department is authorized by subsection 287.042(16), Florida Statutes, “to evaluate 
contracts let by the Federal Government, another state, or a political subdivision for the provision of 
commodities and contract services, and, if it is determined in writing to be cost-effective and in the 
best interest of the state, to enter into a written agreement authorizing an agency to make purchases 
under such contract.”  Accordingly, agencies and eligible users (Customer) may make purchases from 
this Participating Addendum pursuant to the terms and conditions herein. 

 
The Department evaluated the Master Agreement, and hereby acknowledges that use of the 

Master Agreement as an alternative contract source is cost-effective and in the best interest of the 
State. 

 
This Participating Addendum and all incorporated Exhibits, set forth the entire understanding of 

the Parties and supersedes all prior agreements.   
 

Accordingly, the Parties agree as follows: 
 
1. Term and Effective Date 

The initial term of this Participating Addendum will become effective on the date the document 
is signed by all Parties, and shall be effective through September 30, 2020, unless terminated 
earlier in accordance with the General Contract Conditions. 
 

2. Renewal 
Upon agreement of the Parties, the Department and the Contractor may renew this 
Participating Addendum in accordance with section 287.057(13), Florida Statutes, and Rule 
60A-1.048, Florida Administrative Code.  Renewals must be in writing and are subject to the 
same terms, conditions, and modifications set forth in this Participating Addendum.  Renewal 
determinations will be based upon utilization and achieved savings. 
 

3. Modifications or Additions to Master Agreement 
The following changes are modifying or supplementing the Master Agreement terms and 
conditions. 
 
a. Scope:  

The Contractor’s Master Agreement products or services listed on the Contractor’s page of 
the NASPO ValuePoint website are included in this contract only if they are not offered on 
a State Term Contract. 
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In accordance to 74-3.004, F.A.C., Agency requests for Infrastructure as a Service (IaaS) 
must be submitted via a Service Request to the State Data Center. 

 
b. Exhibits: All Exhibits attached and listed below are incorporated in their entirety into, and 

form part of this Participating Addendum.  The Participating Addendum Exhibits shall have 
priority in the order listed: 

 
1) Exhibit A: Contract Conditions, Florida General 
2) Exhibit B: Contract Conditions, Florida Special 
3) Exhibit C: NASPO ValuePoint Master Agreement Number AR2488 

If a conflict exists among any of the documents, the following shall have priority in the 
order listed below: 
 

1) The Addendum 
2) Florida Special Contract Conditions, Exhibit B  
3) Florida General Contract Conditions, Exhibit A 
4) NASPO ValuePoint Master Agreement Number AR2488, Exhibit C 

 
c. Participation:  Use of specific NASPO ValuePoint cooperative contracts by agencies, 

political subdivisions and other entities (including cooperatives) authorized by an individual 
state’s statutes are subject to the prior approval of the respective State Chief Procurement 
Official.  Issues of interpretation and eligibility for participation are solely within the authority 
of the State Chief Procurement Official.  

 
d. Access to Cloud Solutions Services Requires State CIO Approval:  Unless otherwise 

stipulated in this Participating Addendum, specific services accessed through the NASPO 
ValuePoint cooperative Master Agreements for Cloud Solutions by state executive branch 
agencies are subject to the authority and prior approval of the State Chief Information 
Officer’s Office.  The State Chief Information Officer means the individual designated by 
the state Governor within the Executive Branch with enterprise-wide responsibilities for 
leadership and management of information technology resources of a state.  Any agency 
requests for Infrastructure as a Service must be submitted via a service request to the state 
data center.  See section 3.a. above. 

 
e. Authorization: Approval of this Participating Addendum by the State Chief Procurement 

Official and State Chief Information Officer is an authorization for participation in the 
NASPO cooperative contract process, it is not intended as an approval of any specific 
purchase or solution. It is the responsibility of the Customer to validate all terms and 
conditions and to ensure compliance with all applicable statutes and rules.   

 
f. Request for Quotes: Customers purchasing Cloud Solutions from this Participating 

Addendum shall create a Request for Quote (RFQ), each time they desire to purchase 
Cloud Solutions. The Customer shall issue a detailed RFQ to the ACS Contractor(s) who 
offer the applicable cloud solutions(s). The specific format of the RFQ is left to the 
discretion of the Customer, but must contain the following: 
 

1) Applicable service and deployment model(s); 
2) Data security classification; 
3) Service level agreement requirements; and 
4) Exit strategy considerations. 
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Alternate Contract Source No. 43230000-NASPO-16-ACS 
 

Exhibit A 
GENERAL CONTRACT CONDITIONS 

 
Table of Contents 
SECTION 1.  DEFINITIONS. ...................................................................................................... 4 

SECTION 2.  CONTRACT TERM AND TERMINATION. ............................................................ 4 

SECTION 3.  PAYMENT AND FEES. ......................................................................................... 5 

SECTION 4.  CONTRACT MANAGEMENT. ............................................................................... 6 

SECTION 5.  COMPLIANCE WITH LAWS. ................................................................................ 7 

SECTION 6.  MISCELLANEOUS. ............................................................................................... 8 

SECTION 7.   WORKERS’ COMPENSATION AND GENERAL LIABILITY INSURANCE, AND 
INDEMNIFICATION .................................................................................................................... 9 

SECTION 8.  PUBLIC RECORDS, TRADE SECRETS, DOCUMENT MANAGEMENT AND 
INTELLECTUAL PROPERTY. .................................................................................................. 10 

SECTION 9.  DATA SECURITY AND SERVICES. ................................................................... 11 

SECTION 10.  GRATUITIES AND LOBBYING. ........................................................................ 12 

SECTION 11.  CONTRACT MONITORING. ............................................................................. 12 

SECTION 12.  CONTRACT AUDITS. ....................................................................................... 12 

SECTION 13.  BACKGROUND SCREENING AND SECURITY. .............................................. 13 

 
These General Contract Conditions supersede and replace in their entirety all General Contract 
Conditions, Form PUR 1000, which is incorporated by reference in Rule 60A-1.002, Florida 
Administrative Code (F.A.C.) 
 
SECTION 1.  DEFINITIONS. 
 
The following definition applies in addition to the definitions in Chapter 287, Florida Statutes, (F.S.) and 
Rule Chapter 60A-1, F.A.C.:  
 
1.1 Customer. 
 The agency or eligible user that purchases commodities or contractual services pursuant to the 

Contract.   
 
SECTION 2.  TERMINATION. 
 
2.1 Termination for Convenience. 

The Contract may be terminated by the Department in whole or in part at any time, in the best 
interest of the State of Florida.  If the Contract is terminated before performance is completed, 
the Contractor will be paid only for that work satisfactorily performed for which costs can be 
substantiated.  Such payment, however, may not exceed an amount which is the same 
percentage of the Contract price as the amount of work satisfactorily performed. All work in 
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progress will become the property of the Customer and will be turned over promptly by the 
Contractor. 
 

2.2 Termination for Cause. 
If the Department determines that the performance of the Contractor is not satisfactory, the 
Department may, at its sole discretion, (a) immediately terminate the Contract, (b) notify the 
Contractor of the deficiency with a requirement that the deficiency be corrected within a 
specified time, otherwise the Contract will terminate at the end of such time, or (c) take other 
action deemed appropriate by the Department. 
 

SECTION 3.  PAYMENT AND FEES 
 

3.1 Payment Invoicing.   
The Contractor will be paid upon submission of properly certified invoices to the Customer 
after delivery and acceptance of commodities or contractual services is confirmed by the 
Customer.  Invoices must contain detail sufficient for an audit and contain the Contract 
Number and the Contractor’s Federal Employer Identification Number. 

 
3.2 Travel.   

Travel expenses are not reimbursable unless specifically authorized by the Customer in 
writing, and may be reimbursed only in accordance with section 112.061, F.S. 
 

3.3 Annual Appropriation.   
Pursuant to section 287.0582, F.S., if the Contract binds the State of Florida or an 
agency for the purchase of services or tangible personal property for a period in excess of 
one fiscal year, the State of Florida’s performance and obligation to pay under the Contract 
is contingent upon an annual appropriation by the Legislature.  
 

3.4 Transaction Fees.   
The State of Florida, through the Department of Management Services, has instituted 
MyFloridaMarketPlace, a statewide eProcurement system pursuant to section 287.057(22), 
Florida Statutes. All payments issued by Customers to registered Vendors for purchases of 
commodities or contractual services will be assessed Transaction Fees as prescribed by rule 
60A-1.031, Florida Administrative Code, or as may otherwise be established by law. Vendors 
must pay the Transaction Fees and agree to automatic deduction of the Transaction Fees, 
when automatic deduction becomes available. Vendors will submit any monthly reports 
required pursuant to the rule. All such reports and payments will be subject to audit. Failure to 
comply with the payment of the Transaction Fees or reporting of transactions will constitute 
grounds for declaring the Vendor in default and subject the Vendor to exclusion from business 
with the State of Florida.  

 
3.5 Taxes.    
 The State of Florida is not required to pay any taxes, including customs and tariffs, on 

commodities or contractual services purchased under the Contract.   
 

3.6  Return of Funds.   
Contractor will return any overpayments due to unearned funds or funds disallowed pursuant 
to the terms of the Contract that were disbursed to the Contractor by the Department or 
Customer.  The Contractor must return any overpayment within 40 calendar days after either 
discovery by the Contractor, its independent auditor, or notification by the Department or 
Customer of the overpayment. 
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SECTION 4.  CONTRACT MANAGEMENT. 
 
4.1 Composition and Priority.   

The Contractor agrees to provide commodities or contractual services to the Customer within 
the manner and at the location specified in the Purchase Order and any attachments to the 
Purchase Order.  
 

4.2 Notices.   
All notices required under the Contract must be delivered to the designated Contract Manager 
by certified mail, return receipt requested, by reputable air courier service, email, or by 
personal delivery, or as otherwise identified by the Department. 
 

4.3 Department’s Contract Manager.  
The Department’s Contract Manager, is primarily responsible for the Department’s oversight of 
the Contract. In the event that the Department changes the Contract Manager, the Department 
will notify the Contractor.  Such a change does not require an amendment to the Contract.  

 
4.4 Contractor’s Contract Manager.  

The Contractor’s Contract Manager is primarily responsible for the Contractor’s oversight of 
the Contract performance.  In the event that the Contractor changes its Contract Manager, the 
Contractor will notify the Department.  Such a change does not require an amendment to the 
Contract.  

 
4.5 Diversity Reporting.   

The State of Florida supports its diverse business community by creating opportunities for 
woman-, veteran-, and minority-owned small business enterprises to participate in 
procurements and contracts. The Department encourages supplier diversity through 
certification of woman-, veteran-, and minority-owned small business enterprises, and provides 
advocacy, outreach, and networking through regional business events. For additional 
information, please contact the Office of Supplier Diversity (OSD) at 
osdinfo@dms.myflorida.com.     
   
Upon request, the Contractor will report to the Department its spend with business enterprises 
certified by the OSD.  These reports must include the time period covered, the name and 
Federal Employer Identification Number of each business enterprise utilized during the period, 
commodities and contractual services provided by the business enterprise, and the amount 
paid to the business enterprise on behalf of each Customer purchasing under the Contract.  
 

4.6 RESPECT.    
Subject to the agency determination provided for in Section 413.036, F.S., the following 
statement applies: 

 
IT IS EXPRESSLY UNDERSTOOD AND AGREED THAT ANY ARTICLES THAT ARE 
THE SUBJECT OF, OR REQUIRED TO CARRY OUT, THIS CONTRACT SHALL BE 
PURCHASED FROM A NONPROFIT AGENCY  FOR THE BLIND OR FOR THE 
SEVERELY HANDICAPPED THAT IS QUALIFIED PURSUANT TO CHAPTER 413, 
FLORIDA STATUTES, IN THE SAME MANNER AND UNDER THE SAME 
PROCEDURES SET FORTH IN SECTION 413.036(1) AND (2), FLORIDA 
STATUTES; AND FOR PURPOSES OF THIS CONTRACT THE PERSON, FIRM, OR 
OTHER BUSINESS ENTITY CARRYING OUT THE PROVISIONS OF THIS 
CONTRACT SHALL BE DEEMED TO BE SUBSTITUTED FOR THE STATE AGENCY 
INSOFAR AS DEALINGS WITH SUCH QUALIFIED NONPROFIT AGENCY ARE 
CONCERNED. 
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Additional information about the designated nonprofit agency and the commodities or 
contractual services it offers is available at http://www.respectofflorida.org. 
 

4.7 PRIDE.    
Subject to the agency determination provided for in Sections 946.515 and 287.042(1), F.S., 
the following statement applies: 
 

IT IS EXPRESSLY UNDERSTOOD AND AGREED THAT ANY ARTICLES WHICH 
ARE THE SUBJECT OF, OR REQUIRED TO CARRY OUT, THIS CONTRACT SHALL 
BE PURCHASED FROM THE CORPORATION IDENTIFIED UNDER CHAPTER 946, 
F.S., IN THE SAME MANNER AND UNDER THE SAME PROCEDURES SET FORTH 
IN SECTION 946.515(2) AND (4), F.S.; AND FOR PURPOSES OF THIS CONTRACT 
THE PERSON, FIRM, OR OTHER BUSINESS ENTITY CARRYING OUT THE 
PROVISIONS OF THIS CONTRACT SHALL BE DEEMED TO BE SUBSTITUTED 
FOR THIS AGENCY INSOFAR AS DEALINGS WITH SUCH CORPORATION ARE 
CONCERNED. 

 
Additional information about PRIDE and the commodities or contractual services it offers is 
available at http://www.pride-enterprises.org. 
 

SECTION 5.  COMPLIANCE WITH LAWS. 
     
5.1 Department of State Registration.   

The Contractor and any subcontractors that assert corporate status must provide the 
Department with conclusive evidence, per section 607.0127, F.S., of a certificate of status, not 
subject to qualification, if a Florida business entity, or of a certificate of authorization if a 
foreign business entity and maintain such status or authorization through the life of the 
Contract and any resulting contract or purchase order.  
 

5.2 Convicted and Discriminatory Vendor Lists.    
In accordance with sections 287.133 and 287.134, F.S., an entity or affiliate who is on the 
Convicted Vendor List or the Discriminatory Vendor List may not perform work as a contractor, 
supplier, subcontractor, or consultant under the Contract.  The Contractor must notify the 
Department if it or any of its suppliers, subcontractors or consultants have been placed on the 
Convicted Vendor List or the Discriminatory Vendor List during the term of the Contract. 

 
5.3 Contractor Certification.    
 If the Contract exceeds $1,000,000.00 in total, not including renewal years, Contractor certifies 

that it is not listed on either the Scrutinized Companies with Activities in Sudan List, the 
Scrutinized Companies with Activities in the Iran Petroleum Energy Sector List, or the 
Scrutinized Companies that Boycott Israel List created pursuant to sections 215.473, F.S. and 
215.4725 F.S, respectively.  Pursuant to section 287.135(5), F.S., and 287.135(3), F.S., 
Contractor agrees the Department may immediately terminate the Contract for cause if the 
Contractor is found to have submitted a false certification or if Contractor is placed on the 
Scrutinized Companies with Activities in Sudan List, the Scrutinized Companies with Activities 
in the Iran Petroleum Energy Sector List, or the Scrutinized Companies that Boycott Israel List, 
or is engaged in a boycott of Israel during the term of the Contract. 

 
5.4 Cooperation with Inspector General.  

Pursuant to subsection 20.055(5), F.S., Contractor, and any subcontractor to the Contractor, 
understand and will comply with their duty to cooperate with the Inspector General in any 
investigation, audit, inspection, review, or hearing.   Upon request of the Inspector General or 
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any other authorized State official, the Contractor must provide any type of information the 
Inspector General deems relevant to the Contractor's integrity or responsibility. Such 
information may include, but will not be limited to, the Contractor's business or financial 
records, documents, or files of any type or form that refer to or relate to the Contract. The 
Contractor will retain such records for five years after the expiration of the Contract, or the 
period required by the General Records Schedules maintained by the Florida Department of 
State (available at: http://dos.myflorida.com/library-archives/records-management/general-
records-schedules/), whichever is longer. The Contractor agrees to reimburse the State of 
Florida for the reasonable costs of investigation incurred by the Inspector General or other 
authorized State of Florida official for investigations of the Contractor's compliance with the 
terms of this or any other agreement between the Contractor and the State of Florida which 
results in the suspension or debarment of the Contractor. Such costs will include, but will not 
be limited to: salaries of investigators, including overtime; travel and lodging expenses; and 
expert witness and documentary fees.  

 
SECTION 6.  MISCELLANEOUS. 
 
6.1 Notice of Legal Actions.   

The Contractor must notify the Department of any legal actions filed against it for a violation of 
any laws, rules, codes, ordinances or licensing requirements within 30 days of the action being 
filed.  The Contractor must notify the Department of any legal actions filed against it for a 
breach of a contract of similar size and scope to this Contract within 30 days of the action 
being filed.  Failure to notify the Department of a legal action within 30 days of the action will 
be grounds for termination for cause of the Contract.  

 
6.2 Subcontractors.  

All contactors, dealers, and resellers authorized by the Department, as shown on the 
dedicated Contractor NASPO ValuePoint website, are approved to provide sales and service 
support to participants in the Master Agreement. The Contractor’s dealer participation will be in 
accordance with the terms and conditions set forth in the Master Agreement. The Contractor is 
fully responsible for satisfactory completion of all subcontracted work. The Department 
supports diversity in its procurements and contracts, and requests that Contractor offer 
subcontracting opportunities to certified woman-, veteran-, and minority-owned small 
businesses. The Contractor may contact the OSD at osdhelp@dms.myflorida.com for 
information on certified small business enterprises available for subcontracting opportunities. 

 
6.3 Assignment.     

The Contractor will not sell, assign or transfer any of its rights, duties or obligations under the 
Contract without the prior written consent of the Department. In the event of any assignment, 
the Contractor remains secondarily liable for performance of the Contract. The Department 
may assign the Contract to another state agency. 

 
6.4 Independent Contractor.  

The Contractor and its employees, agents, representatives, and subcontractors are not 
employees or agents of the Department and are not entitled to the benefits of State of Florida 
employees.  The Department will not be bound by any acts or conduct of the Contractor or its 
employees, agents, representatives, or subcontractors.  The Contractor agrees to include this 
provision in all of its subcontracts under the Contract. 
 

6.5 Ombudsman.  
 A Vendor Ombudsman has been established within the Department of Financial Services.  

The duties of this office are found in section 215.422, F.S., which include disseminating 
information relative to prompt payment and assisting contractors in receiving their payments in 

284

http://dos.myflorida.com/library-archives/records-management/general-records-schedules/
http://dos.myflorida.com/library-archives/records-management/general-records-schedules/
mailto:osdhelp@dms.myflorida.comf


 Page 9 of 15 

 

a timely manner from a Customer.  The Vendor Ombudsman may be contacted at (850) 413-
5516.  

 
6.6 Information Technology Standards  

Pursuant to sections 282.0051 and 282.318, F.S., the Agency for State Technology (AST) is to 
establish standards for the implementation and management of information technology 
resources. Vendors agree to cooperate with the state agency in furtherance of the state 
agency’s efforts to comply with AST standards, established in Rule Chapter 74, F.A.C, as 
applicable. 

 
 
SECTION 7.   WORKERS’ COMPENSATION AND GENERAL LIABILITY INSURANCE, AND 
INDEMNIFICATION 
  
7.1 Workers’ Compensation Insurance.   

To the extent required by law, the Contractor must be self-insured against, or must secure and 
maintain during the life of the contract, Worker’s Compensation Insurance for all its employees 
connected with the work of this project, and in case any work is subcontracted, the Contractor 
must require the subcontractor similarly to provide Worker’s Compensation Insurance for all of 
the latter’s employees unless such employees engaged in work under the resulting contract 
are covered by the Contractor’s insurance program.  Self-insurance or insurance coverage 
must comply with the Florida Worker’s Compensation law.  In the event hazardous work is 
being performed by the Contractor under the resulting contract or purchase order and any 
class of employees performing the hazardous work is not protected under Worker’s 
Compensation statutes, the Contractor must provide, and cause each subcontractor to provide 
adequate insurance satisfactory to the Department for the protection of employees not 
otherwise protected. 
 

7.2 General Liability Insurance.       
The Contractor must secure and maintain Commercial General Liability Insurance including 
bodily injury, property damage, product-liability, personal & advertising injury and completed 
operations.  This insurance must provide coverage for all claims that may arise from the 
services, and operations completed under the Contract and any resulting contract or purchase 
order, whether such services or operations are by the Contractor or anyone directly or 
indirectly employed by them.  Such insurance must include a Hold Harmless Agreement in 
favor of the State of Florida and also include the State of Florida as an Additional Named 
Insured for the entire length of the Contract and any resulting contract or purchase order.  The 
Contractor is responsible for determining the minimum limits of liability necessary to provide 
reasonable financial protections to the Contractor and the State of Florida under the Contract 
and any resulting contract or purchase order. 
 
All insurance policies must be with insurers licensed or eligible to transact business in the 
State of Florida.  The Contractor’s current certificate of insurance must contain a provision that 
the insurance must not be canceled for any reason except after thirty (30) days written notice 
to the Department’s Contract Manager. 
 
The Contractors must submit insurance certificates evidencing such insurance coverage prior 
to execution of a contract with the Department. 

 
The Contractor must require its insurance carrier to add the Department to the insurance 
policies as an additional insured, as provided below: 
 
Florida Department of Management Services 
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c/o Division of State Purchasing 
4050 Esplanade Way, Suite 36060 
Tallahassee, Florida  32399-0950 

 
SECTION 8.  PUBLIC RECORDS, TRADE SECRETS, DOCUMENT MANAGEMENT AND 
INTELLECTUAL PROPERTY. 
 
8.1 Public Records. 

The Department may unilaterally cancel this Contract for refusal by the Contractor to comply 
with this section by not allowing public access to all documents, papers, letters or other 
material made or received by the Contractor in conjunction with the Contract, unless the 
records are exempt from section 24(a) of Article I of the State Constitution and section 
119.07(1), F.S.   

Solely for the purposes of this section the contract manager is the agency custodian of public 
records, unless another is designated per (e), below. 

If, under a resulting contract or purchase order, the Contractor is providing services and is 
acting on behalf of a public agency, as provided by section 119.0701, Florida Statutes.  The 
Contractor shall: 

(a) Keep and maintain public records required by the public agency to perform the service; 

(b) Upon request from the public agency’s custodian of public records, provide the public 
agency with a copy of the requested records or allow the records to be inspected or copied 
within reasonable time and at a cost that does not exceed the cost provided in Chapter 119, 
Florida Statutes, or as otherwise provided by law; 

(c) Ensure that public records that are exempt or confidential and exempt from public records 
disclosure are not disclosed except as authorized by law for the duration of the contract term 
and following the completion of the contract if the contractor does not transfer the records to 
the public agency; 

(d) Upon completion of the contract, transfer, at no cost, to the public agency all public records 
in possession of the Contractor or keep and maintain public records required by the public 
agency to perform the service. If the contractor transfers all public records to the public agency 
upon completion of the contract, the contractor shall destroy any duplicate public records that 
are exempt or confidential and exempt from public records disclosure requirements. If the 
contractor keeps and maintains public records upon completion of the contract, the contractor 
shall meet all applicable requirements for retaining public records. All records stored 
electronically must be provided to the public agency, upon request from the public agency’s 
custodian of public records, in a format that is compatible with the information technology 
systems of the public agency; and 

(e) IF THE CONTRACTOR HAS QUESTIONS REGARDING THE APPLICATION OF 
CHAPTER 119, FLORIDA STATUTES, TO THE CONTRACTOR’S DUTY TO PROVIDE 
PUBLIC RECORDS RELATING TO THIS CONTRACT, CONTACT THE CUSTODIAN OF 
PUBLIC RECORDS AT THE TELEPHONE NUMBER, EMAIL ADDRESS AND MAILING 
ADDRESS PROVIDED IN THE RESULTING CONTRACT OR PURCHASE ORDER. 
 

8.2 Protection of Trade Secrets or Confidential Information.    
If the Contractor considers any portion of materials made or received in the course of 
performing the Contract (“contract-related materials”) to be trade secret under section 
812.081, F.S., or otherwise confidential under Florida or federal law, the Contractor must 
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clearly designate that portion of the materials as “confidential” when submitted to the 
Department.   
 
If the Department receives a public records request for contract-related materials designated 
by the Contractor as “confidential,” the Department will provide only the portions of the 
contract-related materials not designated as “confidential.” If the requester asserts a right to 
examine contract-related materials designated as “confidential,” the Department will notify the 
Contractor.  The Contractor will be responsible for responding to and resolving all claims for 
access to contract-related materials it has designated “confidential.”  
 
If the Department is served with a request for discovery of contract-related materials 
designated “confidential,” the Department will promptly notify the Contractor about the request.  
The Contractor will be responsible for filing the appropriate motion or objection in response to 
the request for discovery.  The Department will provide materials designated “confidential” only 
if the Contractor fails to take appropriate action, within timeframes established by statute and 
court rule, to protect the materials designated as “confidential” from disclosure. 
 
The Contractor will protect, defend, and indemnify the Department for claims, costs, fines, and 
attorney’s fees arising from or relating to its designation of contract-related materials as 
“confidential.”  

 
8.3 Document Management.  
 The Contractor must retain sufficient documentation to substantiate claims for payment under 

the Contract and all other records, electronic files, papers and documents that were made in 
relation to this Contract.  Contractor must retain all documents related to the Contract for five 
years after expiration of the Contract, or, if longer, the period required by the General Records 
Schedules maintained by the Florida Department of State available at: 
http://dos.myflorida.com/library-archives/records-management/general-records-schedules/. 

 
SECTION 9.  DATA SECURITY AND SERVICES.  
 

9.1 Warranty of Security.  
 Unless otherwise agreed in writing, the Contractor and its subcontractors will not perform any 

of the services from outside of the United States, and the Contractor will not allow any State of 
Florida Data to be sent by any medium, transmitted or accessed outside of the United States. 

  
 Notwithstanding any provision of this Contract to the contrary, the Contractor must notify the 

Department as soon as possible, in accordance with the requirements of section 501.171, 
F.S., and in all events within one (1) business day in the event Contractor discovers any Data 
is breached, any unauthorized access of Data occurs (even by persons or companies with 
authorized access for other purposes), any unauthorized transmission of Data or any credible 
allegation or suspicion of a material violation of the above. This notification is required whether 
the event affects one agency/customer or the entire population. The notification must be clear 
and conspicuous and include a description of the following: 

 
 (a) The incident in general terms. 
 (b) The type of information that was subject to the unauthorized access and acquisition. 
 (c) The type and number of entities who were, or potentially have been affected by the breach. 
 (d) The actions taken by the Contractor to protect the Data from further unauthorized access. 

However, the description of those actions in the written notice may be general so as not to 
further increase the risk or severity of the breach. 

 
9.2 Remedial Measures.  
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 Upon becoming aware of an alleged security breach, Contractor’s Contract Manager must set 
up a conference call with the Department’s Contract Manager. The conference call invitation 
must contain a brief description of the nature of the event. When possible, a 30 minute notice 
will be given to allow Department personnel to be available for the call. If the designated time 
is not practical for the Department, an alternate time for the call will be scheduled. All available 
information must be shared on the call. The Contractor must answer all questions based on 
the information known at that time and answer additional questions as additional information 
becomes known. The Contractor must provide the Department with final documentation of the 
incident including all actions that took place. If the Contractor becomes aware of a security 
breach or security incident outside of normal business hours, the Contractor must notify the 
Department’s Contract Manager and in all events, within one business day. 

 
9.3 Indemnification (Breach of Warranty of Security).   
 The Contractor agrees to defend, indemnify and hold harmless the Department, Customer, the 

State of Florida, its officers, directors and employees for any claims, suits or proceedings 
related to a breach of the Warranty of Security. The Contractor will include credit monitoring 
services at its own cost for those individuals affected or potentially affected by a breach of this 
warranty for a two year period of time following the breach. 

 
9.4 Annual Certification.   
 The Contractor is required to submit an annual certification demonstrating compliance with the 

Warranty of Security to the Department by December 31 of each Contract year.  
 
SECTION 10.  GRATUITIES AND LOBBYING. 
 
10.1 Gratuities.   

The Contractor will not, in connection with this Contract, directly or indirectly (1) offer, give, or 
agree to give anything of value to anyone as consideration for any State of Florida officer or 
employee’s decision, opinion, recommendation, vote, other exercise of discretion, or violation 
of a known legal duty, or (2) offer, give, or agree to give to anyone anything of value for the 
benefit of, or at the direction or request of, any State of Florida officer or employee. 
 

10.2 Lobbying.   
In accordance with sections 11.062 and 216.347, F.S., Contract funds are not for the purpose 
of lobbying the Legislature, the judicial branch, or the Department.  Pursuant to subsection 
287.058(6), F.S., the Contract does not prohibit the Contractor from lobbying the executive or 
legislative branch concerning the scope of services, performance, term, or compensation 
regarding the Contract, after the Contract execution and during the Contract’s term.  

 
SECTION 11.  CONTRACT MONITORING. 
 
11.1 Financial Consequences of Non-Performance.  

If the corrective action plan is unacceptable to the Department or Customer, or fails to remedy 
the performance deficiencies, the Contractor will be assessed a non-performance retainage 
equivalent to 10% of the total invoice amount or as specified in the Contract.  The retainage 
will be applied to the invoice for the then-current billing period.  The retainage will be withheld 
until the Contractor resolves the deficiency.  If the deficiency is subsequently resolved, the 
Contractor may invoice the Customer for the retained amount during the next billing period.  If 
the Contractor is unable to resolve the deficiency, the funds retained will be forfeited.  

 
SECTION 12.  CONTRACT AUDITS. 
 
12.1 Payment Audit.    
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 Records of costs incurred under terms of the Contract will be maintained.  Records of costs 
incurred will include the Contractor’s general accounting records, together with supporting 
documents and records of the Contractor and all subcontractors performing work, and all other 
records of the Contractor and subcontractors considered necessary by the Department, State 
of Florida’s Chief Financial Officer or the Office of the Auditor General for audit. 

 
SECTION 13.  BACKGROUND SCREENING AND SECURITY. 
 
13.1 E-Verify.   

In accordance with Executive Order 11-116, the Contractor agrees to utilize the U.S. 
Department of Homeland Security’s E-Verify system to verify the employment eligibility of all 
new employees hired during the term of the Contract for the services specified in the Contract.  
The Contractor must also include a requirement in subcontracts that the subcontractor must 
utilize the E-Verify system to verify the employment eligibility of all new employees hired by the 
subcontractor during the Contract term.  In order to implement this provision, the Contractor 
must provide a copy of its DHS Memorandum of Understanding (MOU) to the Contract 
Manager within five days of Contract execution.  If the Contractor is not enrolled in DHS E-
Verify System, it will do so within five days of notice of Contract award, and provide the 
Contract Manager a copy of its MOU within five days of Contract execution.  The link to E-
Verify is provided below. http://www.uscis.gov/e-verify.  Upon each Contractor or 
subcontractor new hire, the Contractor must provide a statement within five days to the 
Contract Manager identifying the new hire with its E-Verify case number.  

 
13.2 Disqualifying Offenses. 
 If at any time it is determined that a person has a criminal misdemeanor or felony record 

regardless of  adjudication (e.g., adjudication withheld, a plea of guilty or nolo contendere, or a 
guilty verdict) within the last six years from the date of the court’s determination for the crimes 
listed below, or their equivalent in any jurisdiction, the Contractor is required to immediately 
remove that person from any position with access to State of Florida Data or directly 
performing services under the Contract. The disqualifying offenses are as follows: 

 
(a) Computer related or information technology crimes 
(b) Fraudulent practices, false pretenses and frauds, and credit card crimes 
(c) Forgery and counterfeiting 
(d) Violations involving checks and drafts 
(e) Misuse of medical or personnel records 
(f) Felony theft 
 

13.3 Communications and Confidentiality.   
The Contractor agrees that it will make no statements, press releases, or publicity releases 
concerning the Contract or its subject matter or otherwise disclose or permit to be disclosed 
any of the data or other information obtained or furnished in compliance with the Contract, or 
any particulars thereof, during the period of the Contract, without first notifying the 
Department’s Contract Manager or the Department designated contact person and securing 
prior written consent.  The Contractor must maintain confidentiality of all confidential data, 
files, and records related to the services and commodities provided pursuant to the Contract 
and must comply with all state and federal laws, including, but not limited to sections 381.004, 
384.29, 392.65, and 456.057, F.S. The Contractor’s confidentiality procedures must be 
consistent with the most recent version of the Department security policies, protocols, and 
procedures. The Contractor must also comply with any applicable professional standards with 
respect to confidentiality of information. 
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Alternate Contract Source 

No. 43230000-NASPO-16-ACS 
 

EXHIBIT B 
FLORIDA SPECIAL CONTRACT CONDITIONS 

 
This Exhibit contains the Special Contract Conditions.  If a conflict exists between the Special 
Contract Conditions and the General Contract Conditions, the Special Contract Conditions shall take 
precedence over the General Contract Conditions unless the conflicting term in the General Contract 
Conditions is required by Florida law, in which case the General Contract Conditions term will take 
precedence. 
 
Special Contract Conditions are as follows: 
 
Section 1 Delays and Complaints 
Delivery delays and service complaints will be monitored on a continual basis.  Documented inability 
to perform under the conditions of the contract, via the established Complaint to Vendor process 
(PUR 7017 form), may result in default proceedings and cancellation. 

 
Section 2 Monthly Transaction Fee Report 
The Contractor is required to submit monthly Transaction Fee Reports electronically through MFMP 
VIP.  All such reports and payments shall be subject to audit. Failure to comply with the payment of 
the Transaction Fees or reporting of transactions shall constitute grounds for declaring the Contractor 
in default and subject the Contractor to exclusion from business with the State of Florida. 

 
For information on how to submit Transaction Fee Reports online, please reference the detailed fee 
reporting instructions and Vendor training presentations available online through MFMP U on the 
MyFloridaMarketPlace website (located at http://dms.myflorida.com/mfmp).  Assistance is also 
available from the MyFloridaMarketPlace Customer Service Desk at 
feeprocessing@myfloridamarketplace.com or 866-FLA-EPRO (866-352-3776) between the hours of 
8:00 AM to 6:00 PM, Eastern Time. 
 
Section 3 Quarterly Sales Reports 
Each Contractor shall submit a sales report to the Department on a Quarterly basis.  

 
Contract Sales Reports must include the Contractor’s name, the dates of Quarter covered, each 
Customer’s name, services provided (to include identification of the cloud solution and service model), 
and the amount paid by the Customer. 

 
Initiation and submission of the Contract Sales Reports are to be the responsibility of the Contractor.  
The Contractor will submit the completed Sales Report forms by email to the Department Contract 
Manager no later than the due date indicated in Section 10.  Submission of these reports is 
considered a material requirement of this Contract and the Contractor. 

 
Failure to provide quarterly sales reports, including those indicating no sales, within thirty (30) 
calendar days following the end of each quarter (January, April, July and October) is considered as 
Non-Performance by the Contractor. Exceptions may be made if a delay in submitting reports is 
attributable to circumstances that are clearly beyond the control of the Contractor.  The burden of 
proof of unavoidable delay shall rest with the Contractor and shall be supplied in a written form and 
submitted to the Department. 
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The Department reserves the right to request additional sales information as needed. 
 

Section 4 Quarterly Reporting Timeframes 
Quarterly reporting timeframes coincide with the State Fiscal Year as follows: 
  

Quarter 1 - (July-September) – Due by October 10 
Quarter 2 - (October-December) – Due by January 10 
Quarter 3 - (January-March) – Due by April 10 
Quarter 4 - (April-June) – Due by July 10 

 
Section 5 Business Review Meetings 
The Department reserves the right to schedule business review meetings as frequently as necessary.  
The Department will provide the format for the Contractor’s agenda.  Prior to the meeting, the 
Contractor shall submit the completed agenda to the Department for review and acceptance.  The 
Contractor shall address the agenda items and any of the Department’s additional concerns at the 
meeting.  Failure to comply with this section may result in the Contractor being found in default and 
contract termination. 
 
 
 
 
 
 
 
 
 
 
 
 
 

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK. 
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AMENDMENT NO.: 1  
Contract Amendment 
CLOUD SOLUTIONS 

Alternate Contract Source No. 43230000-NASPO-16-ACS 

This Amendment (“Amendment”) to the Cloud Solutions Contract No. 43230000-NASPO-16-
ACS (“Contract”), effective as of the last date upon which this Amendment is signed by all 
parties, between the State of Florida, Department of Management Services (“Department”) and 
SHI International Corp. (“Contractor”) are collectively referred to herein as the “Parties.” All 
capitalized terms used herein shall have the meaning assigned to them in the Participating 
Addendum unless otherwise defined herein.  

WHEREAS the Parties agreed that the Contract may be amended by mutual agreement as 
provided in section 6, “Amendments,” of the Contract; 

THEREFORE, in consideration of the mutual promises contained below, and other good and 
valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the 
Parties agree to the following:  

I. Contract Amendment. The contract is hereby amended to delete the sentence below in 
section 3(a) of the Participating Addendum:

In accordance to 74-3.004, F.A.C., Agency requests for Infrastructure as a Service (IaaS) 
must be submitted via a Service Request to the State Data Center. 

II. Contract Amendment. The Contract is hereby amended to delete and replace in its entirety
section 3(d), Access to Cloud Solutions Services Requires State CIO Approval, contained in the
Participating Addendum with the following:

d. Purchase of Infrastructure Related Services Requires AST Approval:  Pursuant to
section 282.201(5) F.S., State agency requests for Infrastructure as a Service must be
submitted to the state data center, in accordance with Rule 74-3.004, F.A.C.  This
requirement applies to state agencies as defined in Section 282.0041(23) F.S., in
accordance with the limitations set forth in Section 282.201(5) F.S.

III. Contract Amendment. The Contract is hereby amended to revise section 6.6 of Exhibit A in
the Participating Addendum to correct the administrative rule reference from “Chapter” to “Title”.
The revised sentence shall now read:

Vendors agree to cooperate with the state agency in furtherance of the state agency’s 
efforts to comply with AST standards, established in Rule Title 74, F.A.C, as applicable.

IV. Conflict.  To the extent any of the terms of this Amendment conflict with the terms of the
Contract, the terms of this Amendment shall control.

V. Warranty of Authority.  Each person signing this Amendment warrants that he or she is
duly authorized to do so and to bind the respective party.

VI. Effect.  Unless otherwise modified by this Amendment, all terms and conditions contained
in the Contract shall continue in full force and effect.
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AMENDMENT NO.: 2 
Alternate Contract Source No.: 43230000-NASPO-16-ACS 

Alternate Contract Source Name: Cloud Solutions 
 

Cloud Solutions  Page 1 of 2 
 Alternate Contract Source No.:  43230000-NASPO-16-ACS 

 

This Amendment (“Amendment”), effective as of October 30, 2019, to the Cloud Solutions, 
Alternate Contract Source No. 43230000-NASPO-16-ACS (“Agreement” or “ACS”), between the 
State of Florida, Department of Management Services (“Department”) and SHI International 
Corp. (“Contractor”), are collectively referred to herein as the “Parties.” All capitalized terms 
used herein shall have the meaning assigned to them in the ACS unless otherwise defined 
herein.  
 
WHEREAS, the Parties agreed that the ACS may be amended by mutual agreement as 
provided in section 6, Amendments, of the Participating Addendum;  
 
THEREFORE, in consideration of the mutual promises contained below, and other good and 
valuable consideration, receipt, and sufficiency of which are hereby acknowledged, the Parties 
agree to the following: 
 
I.  Amendment to the Participating Addendum. The ACS is amended to replace section 1, 
Term and Effective Date, in its entirety with the following: 
The initial term of this Participating Addendum will become effective on the date the document 
is signed by all Parties, and shall be effective through September 15, 2026, unless terminated 
earlier in accordance with the General Contract Conditions. 
 
II.  Conflict.  To the extent any of the terms of this Amendment conflict with the terms of the 
ACS, the terms of this Amendment shall control.  
 
III.  Warranty of Authority.  Each person signing this Amendment warrants that he or she is 
duly authorized to do so and to bind the respective party.  
 
Effect.  Unless otherwise modified by this Amendment, all terms and conditions contained in the 
ACS shall continue in full force and effect. This Amendment sets forth the entire understanding 
between the parties with regard to this subject matter hereof. 
 
IN WITNESS WHEREOF, the Parties have executed this Amendment by their duly authorized 
representatives. 
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AMENDMENT NO.: 2 
Alternate Contract Source No.: 43230000-NASPO-16-ACS 

Alternate Contract Source Name: Cloud Solutions 
 

Cloud Solutions  Page 2 of 2 
 Alternate Contract Source No.:  43230000-NASPO-16-ACS 

 

 

State of Florida: 
Department of Management Services 

Contractor: 
SHI International Corp. 

 
By: _____________________________ 

 
By: _____________________________ 
 

Name:  Patrick Gillespie Name:  Natalie Castagno 
 
Title:    Deputy Secretary of Operations 

 
Title:    Director of Response Team 

 
Date:    __________________________ 
 

 
Date:    __________________________ 
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AMENDMENT NO.: 3 
Alternate Contract Source No.: 43230000-NASPO-16-ACS 

Alternate Contract Source Name: Cloud Solutions 
 

Cloud Solutions  Page 1 of 2 
 Alternate Contract Source No.:  43230000-NASPO-16-ACS 

 

This Amendment No. 3 (“Amendment”) to the Cloud Solutions Alternate Contract Source, No. 
43230000-NASPO-16-ACS (“Participating Addendum”), between the State of Florida, 
Department of Management Services (“Department”), and SHI International Corp. 
(“Contractor”), collectively referred to herein as the “Parties,” is effective upon execution by both 
Parties. 
 
WHEREAS, the Parties agree that the Participating Addendum may be amended by mutual 
agreement as provided in section 6, Amendments, of the Participating Addendum; and 
 
WHEREAS, the Parties wish to amend the Participating Addendum to reflect updated discounts. 
 
NOW THEREFORE, for the mutual covenants contained herein, the Parties agree as follows: 
 
I.  Amendment to the Participating Addendum. The Participating Addendum is amended to 
add the following section: 
 

7.   Additional Discounts. Notwithstanding the Cost Schedule provided in Exhbit C: 
NASPO ValuePoint Master Agreement Numbwer AR2488, for Microsoft Azure Cloud 
Solutions and Services, in addition to any discounts offered by the manufacturer under a 
Volume or Enterprise Agreement (required to be honored by section 3.g., Enterprise 
Agreements, of the Participating Addendum), the Contractor will discount an additional 
15% off of the ERP. This discount will become effective on February 1, 2020, and will 
expire on September 30, 2026. This discount shall only apply to Microsoft Azure Cloud 
Solutions and Services purchased through Alternate Contract Source No. 43230000-
NASPO-16-ACS. 

 
II.  Amendment to the Participating Addendum. The reference to “Rule Title 74, F.A.C.” in 
section 6.6, Information Technology Standards, of the Participating Addendum’s Exhibit A: 
Contract Conditions, Florida General, is amended to read “Rule Title 60GG, F.A.C.” 
 
III.  Conflict.  To the extent any of the terms of this Amendment conflict with the terms of the 
Participating Addendum, the terms of this Amendment shall control.  
 
IV.  Warranty of Authority.  Each person signing this Amendment warrants that he or she is 
duly authorized to do so and to bind the respective party.  
 
V.  Effect.  Unless otherwise modified by this Amendment, all terms and conditions contained in 
the Participating Addendum shall continue in full force and effect.  
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AMENDMENT NO.: 3 
Alternate Contract Source No.: 43230000-NASPO-16-ACS 

Alternate Contract Source Name: Cloud Solutions 
 

Cloud Solutions  Page 2 of 2 
 Alternate Contract Source No.:  43230000-NASPO-16-ACS 

 

IN WITNESS WHEREOF, the Parties have executed this Amendment by their duly authorized 
representatives. 
 
State of Florida: 
Department of Management Services 

Contractor:  
SHI International Corp. 

 
 
 
By: _____________________________ 

 
 
 
By: _____________________________ 

Name:  Rosalyn Ingram Name:  
Title:    Director of State Purchasing Title:    
Date:      Date:     
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NASPO ValuePoint 
PARTICIPATING ADDENDUM 

 
CLOUD SOLUTIONS  

Administered by the State of Utah (hereinafter “Lead State”) 
 

Alternative Contract Source No: 43230000-NASPO-16-ACS 
 

SHI International Corp. 
Master Agreement No: AR2488 

(hereinafter “Contractor”) 
 

And 
 

Florida Department of Management Services  
(hereinafter “Department/Participating State/Entity”) 

 
The State of Utah, acting by and through the National Association of State Procurement Officials 
(NASPO) ValuePoint, competitively procured and awarded a Request for Proposal resulting in Master 
Agreement number AR2488. The Master Agreement was created as a cooperative purchasing 
agreement for Cloud Solutions. This Participating Addendum is entered into pursuant to Section 
287.042, Florida Statutes.  
 

The Department is authorized by subsection 287.042(16), Florida Statutes, “to evaluate 
contracts let by the Federal Government, another state, or a political subdivision for the provision of 
commodities and contract services, and, if it is determined in writing to be cost-effective and in the 
best interest of the state, to enter into a written agreement authorizing an agency to make purchases 
under such contract.”  Accordingly, agencies and eligible users (Customer) may make purchases from 
this Participating Addendum pursuant to the terms and conditions herein. 

 
The Department evaluated the Master Agreement, and hereby acknowledges that use of the 

Master Agreement as an alternative contract source is cost-effective and in the best interest of the 
State. 

 
This Participating Addendum and all incorporated Exhibits, set forth the entire understanding of 

the Parties and supersedes all prior agreements.   
 

Accordingly, the Parties agree as follows: 
 
1. Term and Effective Date 

The initial term of this Participating Addendum will become effective on the date the document 
is signed by all Parties, and shall be effective through September 30, 2020, unless terminated 
earlier in accordance with the General Contract Conditions. 
 

2. Renewal 
Upon agreement of the Parties, the Department and the Contractor may renew this 
Participating Addendum in accordance with section 287.057(13), Florida Statutes, and Rule 
60A-1.048, Florida Administrative Code.  Renewals must be in writing and are subject to the 
same terms, conditions, and modifications set forth in this Participating Addendum.  Renewal 
determinations will be based upon utilization and achieved savings. 
 

3. Modifications or Additions to Master Agreement 
The following changes are modifying or supplementing the Master Agreement terms and 
conditions. 
 
a. Scope:  

The Contractor’s Master Agreement products or services listed on the Contractor’s page of 
the NASPO ValuePoint website are included in this contract only if they are not offered on 
a State Term Contract. 
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In accordance to 74-3.004, F.A.C., Agency requests for Infrastructure as a Service (IaaS) 
must be submitted via a Service Request to the State Data Center. 

 
b. Exhibits: All Exhibits attached and listed below are incorporated in their entirety into, and 

form part of this Participating Addendum.  The Participating Addendum Exhibits shall have 
priority in the order listed: 

 
1) Exhibit A: Contract Conditions, Florida General 
2) Exhibit B: Contract Conditions, Florida Special 
3) Exhibit C: NASPO ValuePoint Master Agreement Number AR2488 

If a conflict exists among any of the documents, the following shall have priority in the 
order listed below: 
 

1) The Addendum 
2) Florida Special Contract Conditions, Exhibit B  
3) Florida General Contract Conditions, Exhibit A 
4) NASPO ValuePoint Master Agreement Number AR2488, Exhibit C 

 
c. Participation:  Use of specific NASPO ValuePoint cooperative contracts by agencies, 

political subdivisions and other entities (including cooperatives) authorized by an individual 
state’s statutes are subject to the prior approval of the respective State Chief Procurement 
Official.  Issues of interpretation and eligibility for participation are solely within the authority 
of the State Chief Procurement Official.  

 
d. Access to Cloud Solutions Services Requires State CIO Approval:  Unless otherwise 

stipulated in this Participating Addendum, specific services accessed through the NASPO 
ValuePoint cooperative Master Agreements for Cloud Solutions by state executive branch 
agencies are subject to the authority and prior approval of the State Chief Information 
Officer’s Office.  The State Chief Information Officer means the individual designated by 
the state Governor within the Executive Branch with enterprise-wide responsibilities for 
leadership and management of information technology resources of a state.  Any agency 
requests for Infrastructure as a Service must be submitted via a service request to the state 
data center.  See section 3.a. above. 

 
e. Authorization: Approval of this Participating Addendum by the State Chief Procurement 

Official and State Chief Information Officer is an authorization for participation in the 
NASPO cooperative contract process, it is not intended as an approval of any specific 
purchase or solution. It is the responsibility of the Customer to validate all terms and 
conditions and to ensure compliance with all applicable statutes and rules.   

 
f. Request for Quotes: Customers purchasing Cloud Solutions from this Participating 

Addendum shall create a Request for Quote (RFQ), each time they desire to purchase 
Cloud Solutions. The Customer shall issue a detailed RFQ to the ACS Contractor(s) who 
offer the applicable cloud solutions(s). The specific format of the RFQ is left to the 
discretion of the Customer, but must contain the following: 
 

1) Applicable service and deployment model(s); 
2) Data security classification; 
3) Service level agreement requirements; and 
4) Exit strategy considerations. 
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Alternate Contract Source No. 43230000-NASPO-16-ACS 
 

Exhibit A 
GENERAL CONTRACT CONDITIONS 

 
Table of Contents 
SECTION 1.  DEFINITIONS. ...................................................................................................... 4 

SECTION 2.  CONTRACT TERM AND TERMINATION. ............................................................ 4 

SECTION 3.  PAYMENT AND FEES. ......................................................................................... 5 

SECTION 4.  CONTRACT MANAGEMENT. ............................................................................... 6 

SECTION 5.  COMPLIANCE WITH LAWS. ................................................................................ 7 

SECTION 6.  MISCELLANEOUS. ............................................................................................... 8 

SECTION 7.   WORKERS’ COMPENSATION AND GENERAL LIABILITY INSURANCE, AND 
INDEMNIFICATION .................................................................................................................... 9 

SECTION 8.  PUBLIC RECORDS, TRADE SECRETS, DOCUMENT MANAGEMENT AND 
INTELLECTUAL PROPERTY. .................................................................................................. 10 

SECTION 9.  DATA SECURITY AND SERVICES. ................................................................... 11 

SECTION 10.  GRATUITIES AND LOBBYING. ........................................................................ 12 

SECTION 11.  CONTRACT MONITORING. ............................................................................. 12 

SECTION 12.  CONTRACT AUDITS. ....................................................................................... 12 

SECTION 13.  BACKGROUND SCREENING AND SECURITY. .............................................. 13 

 
These General Contract Conditions supersede and replace in their entirety all General Contract 
Conditions, Form PUR 1000, which is incorporated by reference in Rule 60A-1.002, Florida 
Administrative Code (F.A.C.) 
 
SECTION 1.  DEFINITIONS. 
 
The following definition applies in addition to the definitions in Chapter 287, Florida Statutes, (F.S.) and 
Rule Chapter 60A-1, F.A.C.:  
 
1.1 Customer. 
 The agency or eligible user that purchases commodities or contractual services pursuant to the 

Contract.   
 
SECTION 2.  TERMINATION. 
 
2.1 Termination for Convenience. 

The Contract may be terminated by the Department in whole or in part at any time, in the best 
interest of the State of Florida.  If the Contract is terminated before performance is completed, 
the Contractor will be paid only for that work satisfactorily performed for which costs can be 
substantiated.  Such payment, however, may not exceed an amount which is the same 
percentage of the Contract price as the amount of work satisfactorily performed. All work in 
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progress will become the property of the Customer and will be turned over promptly by the 
Contractor. 
 

2.2 Termination for Cause. 
If the Department determines that the performance of the Contractor is not satisfactory, the 
Department may, at its sole discretion, (a) immediately terminate the Contract, (b) notify the 
Contractor of the deficiency with a requirement that the deficiency be corrected within a 
specified time, otherwise the Contract will terminate at the end of such time, or (c) take other 
action deemed appropriate by the Department. 
 

SECTION 3.  PAYMENT AND FEES 
 

3.1 Payment Invoicing.   
The Contractor will be paid upon submission of properly certified invoices to the Customer 
after delivery and acceptance of commodities or contractual services is confirmed by the 
Customer.  Invoices must contain detail sufficient for an audit and contain the Contract 
Number and the Contractor’s Federal Employer Identification Number. 

 
3.2 Travel.   

Travel expenses are not reimbursable unless specifically authorized by the Customer in 
writing, and may be reimbursed only in accordance with section 112.061, F.S. 
 

3.3 Annual Appropriation.   
Pursuant to section 287.0582, F.S., if the Contract binds the State of Florida or an 
agency for the purchase of services or tangible personal property for a period in excess of 
one fiscal year, the State of Florida’s performance and obligation to pay under the Contract 
is contingent upon an annual appropriation by the Legislature.  
 

3.4 Transaction Fees.   
The State of Florida, through the Department of Management Services, has instituted 
MyFloridaMarketPlace, a statewide eProcurement system pursuant to section 287.057(22), 
Florida Statutes. All payments issued by Customers to registered Vendors for purchases of 
commodities or contractual services will be assessed Transaction Fees as prescribed by rule 
60A-1.031, Florida Administrative Code, or as may otherwise be established by law. Vendors 
must pay the Transaction Fees and agree to automatic deduction of the Transaction Fees, 
when automatic deduction becomes available. Vendors will submit any monthly reports 
required pursuant to the rule. All such reports and payments will be subject to audit. Failure to 
comply with the payment of the Transaction Fees or reporting of transactions will constitute 
grounds for declaring the Vendor in default and subject the Vendor to exclusion from business 
with the State of Florida.  

 
3.5 Taxes.    
 The State of Florida is not required to pay any taxes, including customs and tariffs, on 

commodities or contractual services purchased under the Contract.   
 

3.6  Return of Funds.   
Contractor will return any overpayments due to unearned funds or funds disallowed pursuant 
to the terms of the Contract that were disbursed to the Contractor by the Department or 
Customer.  The Contractor must return any overpayment within 40 calendar days after either 
discovery by the Contractor, its independent auditor, or notification by the Department or 
Customer of the overpayment. 
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SECTION 4.  CONTRACT MANAGEMENT. 
 
4.1 Composition and Priority.   

The Contractor agrees to provide commodities or contractual services to the Customer within 
the manner and at the location specified in the Purchase Order and any attachments to the 
Purchase Order.  
 

4.2 Notices.   
All notices required under the Contract must be delivered to the designated Contract Manager 
by certified mail, return receipt requested, by reputable air courier service, email, or by 
personal delivery, or as otherwise identified by the Department. 
 

4.3 Department’s Contract Manager.  
The Department’s Contract Manager, is primarily responsible for the Department’s oversight of 
the Contract. In the event that the Department changes the Contract Manager, the Department 
will notify the Contractor.  Such a change does not require an amendment to the Contract.  

 
4.4 Contractor’s Contract Manager.  

The Contractor’s Contract Manager is primarily responsible for the Contractor’s oversight of 
the Contract performance.  In the event that the Contractor changes its Contract Manager, the 
Contractor will notify the Department.  Such a change does not require an amendment to the 
Contract.  

 
4.5 Diversity Reporting.   

The State of Florida supports its diverse business community by creating opportunities for 
woman-, veteran-, and minority-owned small business enterprises to participate in 
procurements and contracts. The Department encourages supplier diversity through 
certification of woman-, veteran-, and minority-owned small business enterprises, and provides 
advocacy, outreach, and networking through regional business events. For additional 
information, please contact the Office of Supplier Diversity (OSD) at 
osdinfo@dms.myflorida.com.     
   
Upon request, the Contractor will report to the Department its spend with business enterprises 
certified by the OSD.  These reports must include the time period covered, the name and 
Federal Employer Identification Number of each business enterprise utilized during the period, 
commodities and contractual services provided by the business enterprise, and the amount 
paid to the business enterprise on behalf of each Customer purchasing under the Contract.  
 

4.6 RESPECT.    
Subject to the agency determination provided for in Section 413.036, F.S., the following 
statement applies: 

 
IT IS EXPRESSLY UNDERSTOOD AND AGREED THAT ANY ARTICLES THAT ARE 
THE SUBJECT OF, OR REQUIRED TO CARRY OUT, THIS CONTRACT SHALL BE 
PURCHASED FROM A NONPROFIT AGENCY  FOR THE BLIND OR FOR THE 
SEVERELY HANDICAPPED THAT IS QUALIFIED PURSUANT TO CHAPTER 413, 
FLORIDA STATUTES, IN THE SAME MANNER AND UNDER THE SAME 
PROCEDURES SET FORTH IN SECTION 413.036(1) AND (2), FLORIDA 
STATUTES; AND FOR PURPOSES OF THIS CONTRACT THE PERSON, FIRM, OR 
OTHER BUSINESS ENTITY CARRYING OUT THE PROVISIONS OF THIS 
CONTRACT SHALL BE DEEMED TO BE SUBSTITUTED FOR THE STATE AGENCY 
INSOFAR AS DEALINGS WITH SUCH QUALIFIED NONPROFIT AGENCY ARE 
CONCERNED. 
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Additional information about the designated nonprofit agency and the commodities or 
contractual services it offers is available at http://www.respectofflorida.org. 
 

4.7 PRIDE.    
Subject to the agency determination provided for in Sections 946.515 and 287.042(1), F.S., 
the following statement applies: 
 

IT IS EXPRESSLY UNDERSTOOD AND AGREED THAT ANY ARTICLES WHICH 
ARE THE SUBJECT OF, OR REQUIRED TO CARRY OUT, THIS CONTRACT SHALL 
BE PURCHASED FROM THE CORPORATION IDENTIFIED UNDER CHAPTER 946, 
F.S., IN THE SAME MANNER AND UNDER THE SAME PROCEDURES SET FORTH 
IN SECTION 946.515(2) AND (4), F.S.; AND FOR PURPOSES OF THIS CONTRACT 
THE PERSON, FIRM, OR OTHER BUSINESS ENTITY CARRYING OUT THE 
PROVISIONS OF THIS CONTRACT SHALL BE DEEMED TO BE SUBSTITUTED 
FOR THIS AGENCY INSOFAR AS DEALINGS WITH SUCH CORPORATION ARE 
CONCERNED. 

 
Additional information about PRIDE and the commodities or contractual services it offers is 
available at http://www.pride-enterprises.org. 
 

SECTION 5.  COMPLIANCE WITH LAWS. 
     
5.1 Department of State Registration.   

The Contractor and any subcontractors that assert corporate status must provide the 
Department with conclusive evidence, per section 607.0127, F.S., of a certificate of status, not 
subject to qualification, if a Florida business entity, or of a certificate of authorization if a 
foreign business entity and maintain such status or authorization through the life of the 
Contract and any resulting contract or purchase order.  
 

5.2 Convicted and Discriminatory Vendor Lists.    
In accordance with sections 287.133 and 287.134, F.S., an entity or affiliate who is on the 
Convicted Vendor List or the Discriminatory Vendor List may not perform work as a contractor, 
supplier, subcontractor, or consultant under the Contract.  The Contractor must notify the 
Department if it or any of its suppliers, subcontractors or consultants have been placed on the 
Convicted Vendor List or the Discriminatory Vendor List during the term of the Contract. 

 
5.3 Contractor Certification.    
 If the Contract exceeds $1,000,000.00 in total, not including renewal years, Contractor certifies 

that it is not listed on either the Scrutinized Companies with Activities in Sudan List, the 
Scrutinized Companies with Activities in the Iran Petroleum Energy Sector List, or the 
Scrutinized Companies that Boycott Israel List created pursuant to sections 215.473, F.S. and 
215.4725 F.S, respectively.  Pursuant to section 287.135(5), F.S., and 287.135(3), F.S., 
Contractor agrees the Department may immediately terminate the Contract for cause if the 
Contractor is found to have submitted a false certification or if Contractor is placed on the 
Scrutinized Companies with Activities in Sudan List, the Scrutinized Companies with Activities 
in the Iran Petroleum Energy Sector List, or the Scrutinized Companies that Boycott Israel List, 
or is engaged in a boycott of Israel during the term of the Contract. 

 
5.4 Cooperation with Inspector General.  

Pursuant to subsection 20.055(5), F.S., Contractor, and any subcontractor to the Contractor, 
understand and will comply with their duty to cooperate with the Inspector General in any 
investigation, audit, inspection, review, or hearing.   Upon request of the Inspector General or 
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any other authorized State official, the Contractor must provide any type of information the 
Inspector General deems relevant to the Contractor's integrity or responsibility. Such 
information may include, but will not be limited to, the Contractor's business or financial 
records, documents, or files of any type or form that refer to or relate to the Contract. The 
Contractor will retain such records for five years after the expiration of the Contract, or the 
period required by the General Records Schedules maintained by the Florida Department of 
State (available at: http://dos.myflorida.com/library-archives/records-management/general-
records-schedules/), whichever is longer. The Contractor agrees to reimburse the State of 
Florida for the reasonable costs of investigation incurred by the Inspector General or other 
authorized State of Florida official for investigations of the Contractor's compliance with the 
terms of this or any other agreement between the Contractor and the State of Florida which 
results in the suspension or debarment of the Contractor. Such costs will include, but will not 
be limited to: salaries of investigators, including overtime; travel and lodging expenses; and 
expert witness and documentary fees.  

 
SECTION 6.  MISCELLANEOUS. 
 
6.1 Notice of Legal Actions.   

The Contractor must notify the Department of any legal actions filed against it for a violation of 
any laws, rules, codes, ordinances or licensing requirements within 30 days of the action being 
filed.  The Contractor must notify the Department of any legal actions filed against it for a 
breach of a contract of similar size and scope to this Contract within 30 days of the action 
being filed.  Failure to notify the Department of a legal action within 30 days of the action will 
be grounds for termination for cause of the Contract.  

 
6.2 Subcontractors.  

All contactors, dealers, and resellers authorized by the Department, as shown on the 
dedicated Contractor NASPO ValuePoint website, are approved to provide sales and service 
support to participants in the Master Agreement. The Contractor’s dealer participation will be in 
accordance with the terms and conditions set forth in the Master Agreement. The Contractor is 
fully responsible for satisfactory completion of all subcontracted work. The Department 
supports diversity in its procurements and contracts, and requests that Contractor offer 
subcontracting opportunities to certified woman-, veteran-, and minority-owned small 
businesses. The Contractor may contact the OSD at osdhelp@dms.myflorida.com for 
information on certified small business enterprises available for subcontracting opportunities. 

 
6.3 Assignment.     

The Contractor will not sell, assign or transfer any of its rights, duties or obligations under the 
Contract without the prior written consent of the Department. In the event of any assignment, 
the Contractor remains secondarily liable for performance of the Contract. The Department 
may assign the Contract to another state agency. 

 
6.4 Independent Contractor.  

The Contractor and its employees, agents, representatives, and subcontractors are not 
employees or agents of the Department and are not entitled to the benefits of State of Florida 
employees.  The Department will not be bound by any acts or conduct of the Contractor or its 
employees, agents, representatives, or subcontractors.  The Contractor agrees to include this 
provision in all of its subcontracts under the Contract. 
 

6.5 Ombudsman.  
 A Vendor Ombudsman has been established within the Department of Financial Services.  

The duties of this office are found in section 215.422, F.S., which include disseminating 
information relative to prompt payment and assisting contractors in receiving their payments in 
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a timely manner from a Customer.  The Vendor Ombudsman may be contacted at (850) 413-
5516.  

 
6.6 Information Technology Standards  

Pursuant to sections 282.0051 and 282.318, F.S., the Agency for State Technology (AST) is to 
establish standards for the implementation and management of information technology 
resources. Vendors agree to cooperate with the state agency in furtherance of the state 
agency’s efforts to comply with AST standards, established in Rule Chapter 74, F.A.C, as 
applicable. 

 
 
SECTION 7.   WORKERS’ COMPENSATION AND GENERAL LIABILITY INSURANCE, AND 
INDEMNIFICATION 
  
7.1 Workers’ Compensation Insurance.   

To the extent required by law, the Contractor must be self-insured against, or must secure and 
maintain during the life of the contract, Worker’s Compensation Insurance for all its employees 
connected with the work of this project, and in case any work is subcontracted, the Contractor 
must require the subcontractor similarly to provide Worker’s Compensation Insurance for all of 
the latter’s employees unless such employees engaged in work under the resulting contract 
are covered by the Contractor’s insurance program.  Self-insurance or insurance coverage 
must comply with the Florida Worker’s Compensation law.  In the event hazardous work is 
being performed by the Contractor under the resulting contract or purchase order and any 
class of employees performing the hazardous work is not protected under Worker’s 
Compensation statutes, the Contractor must provide, and cause each subcontractor to provide 
adequate insurance satisfactory to the Department for the protection of employees not 
otherwise protected. 
 

7.2 General Liability Insurance.       
The Contractor must secure and maintain Commercial General Liability Insurance including 
bodily injury, property damage, product-liability, personal & advertising injury and completed 
operations.  This insurance must provide coverage for all claims that may arise from the 
services, and operations completed under the Contract and any resulting contract or purchase 
order, whether such services or operations are by the Contractor or anyone directly or 
indirectly employed by them.  Such insurance must include a Hold Harmless Agreement in 
favor of the State of Florida and also include the State of Florida as an Additional Named 
Insured for the entire length of the Contract and any resulting contract or purchase order.  The 
Contractor is responsible for determining the minimum limits of liability necessary to provide 
reasonable financial protections to the Contractor and the State of Florida under the Contract 
and any resulting contract or purchase order. 
 
All insurance policies must be with insurers licensed or eligible to transact business in the 
State of Florida.  The Contractor’s current certificate of insurance must contain a provision that 
the insurance must not be canceled for any reason except after thirty (30) days written notice 
to the Department’s Contract Manager. 
 
The Contractors must submit insurance certificates evidencing such insurance coverage prior 
to execution of a contract with the Department. 

 
The Contractor must require its insurance carrier to add the Department to the insurance 
policies as an additional insured, as provided below: 
 
Florida Department of Management Services 
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c/o Division of State Purchasing 
4050 Esplanade Way, Suite 36060 
Tallahassee, Florida  32399-0950 

 
SECTION 8.  PUBLIC RECORDS, TRADE SECRETS, DOCUMENT MANAGEMENT AND 
INTELLECTUAL PROPERTY. 
 
8.1 Public Records. 

The Department may unilaterally cancel this Contract for refusal by the Contractor to comply 
with this section by not allowing public access to all documents, papers, letters or other 
material made or received by the Contractor in conjunction with the Contract, unless the 
records are exempt from section 24(a) of Article I of the State Constitution and section 
119.07(1), F.S.   

Solely for the purposes of this section the contract manager is the agency custodian of public 
records, unless another is designated per (e), below. 

If, under a resulting contract or purchase order, the Contractor is providing services and is 
acting on behalf of a public agency, as provided by section 119.0701, Florida Statutes.  The 
Contractor shall: 

(a) Keep and maintain public records required by the public agency to perform the service; 

(b) Upon request from the public agency’s custodian of public records, provide the public 
agency with a copy of the requested records or allow the records to be inspected or copied 
within reasonable time and at a cost that does not exceed the cost provided in Chapter 119, 
Florida Statutes, or as otherwise provided by law; 

(c) Ensure that public records that are exempt or confidential and exempt from public records 
disclosure are not disclosed except as authorized by law for the duration of the contract term 
and following the completion of the contract if the contractor does not transfer the records to 
the public agency; 

(d) Upon completion of the contract, transfer, at no cost, to the public agency all public records 
in possession of the Contractor or keep and maintain public records required by the public 
agency to perform the service. If the contractor transfers all public records to the public agency 
upon completion of the contract, the contractor shall destroy any duplicate public records that 
are exempt or confidential and exempt from public records disclosure requirements. If the 
contractor keeps and maintains public records upon completion of the contract, the contractor 
shall meet all applicable requirements for retaining public records. All records stored 
electronically must be provided to the public agency, upon request from the public agency’s 
custodian of public records, in a format that is compatible with the information technology 
systems of the public agency; and 

(e) IF THE CONTRACTOR HAS QUESTIONS REGARDING THE APPLICATION OF 
CHAPTER 119, FLORIDA STATUTES, TO THE CONTRACTOR’S DUTY TO PROVIDE 
PUBLIC RECORDS RELATING TO THIS CONTRACT, CONTACT THE CUSTODIAN OF 
PUBLIC RECORDS AT THE TELEPHONE NUMBER, EMAIL ADDRESS AND MAILING 
ADDRESS PROVIDED IN THE RESULTING CONTRACT OR PURCHASE ORDER. 
 

8.2 Protection of Trade Secrets or Confidential Information.    
If the Contractor considers any portion of materials made or received in the course of 
performing the Contract (“contract-related materials”) to be trade secret under section 
812.081, F.S., or otherwise confidential under Florida or federal law, the Contractor must 
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clearly designate that portion of the materials as “confidential” when submitted to the 
Department.   
 
If the Department receives a public records request for contract-related materials designated 
by the Contractor as “confidential,” the Department will provide only the portions of the 
contract-related materials not designated as “confidential.” If the requester asserts a right to 
examine contract-related materials designated as “confidential,” the Department will notify the 
Contractor.  The Contractor will be responsible for responding to and resolving all claims for 
access to contract-related materials it has designated “confidential.”  
 
If the Department is served with a request for discovery of contract-related materials 
designated “confidential,” the Department will promptly notify the Contractor about the request.  
The Contractor will be responsible for filing the appropriate motion or objection in response to 
the request for discovery.  The Department will provide materials designated “confidential” only 
if the Contractor fails to take appropriate action, within timeframes established by statute and 
court rule, to protect the materials designated as “confidential” from disclosure. 
 
The Contractor will protect, defend, and indemnify the Department for claims, costs, fines, and 
attorney’s fees arising from or relating to its designation of contract-related materials as 
“confidential.”  

 
8.3 Document Management.  
 The Contractor must retain sufficient documentation to substantiate claims for payment under 

the Contract and all other records, electronic files, papers and documents that were made in 
relation to this Contract.  Contractor must retain all documents related to the Contract for five 
years after expiration of the Contract, or, if longer, the period required by the General Records 
Schedules maintained by the Florida Department of State available at: 
http://dos.myflorida.com/library-archives/records-management/general-records-schedules/. 

 
SECTION 9.  DATA SECURITY AND SERVICES.  
 

9.1 Warranty of Security.  
 Unless otherwise agreed in writing, the Contractor and its subcontractors will not perform any 

of the services from outside of the United States, and the Contractor will not allow any State of 
Florida Data to be sent by any medium, transmitted or accessed outside of the United States. 

  
 Notwithstanding any provision of this Contract to the contrary, the Contractor must notify the 

Department as soon as possible, in accordance with the requirements of section 501.171, 
F.S., and in all events within one (1) business day in the event Contractor discovers any Data 
is breached, any unauthorized access of Data occurs (even by persons or companies with 
authorized access for other purposes), any unauthorized transmission of Data or any credible 
allegation or suspicion of a material violation of the above. This notification is required whether 
the event affects one agency/customer or the entire population. The notification must be clear 
and conspicuous and include a description of the following: 

 
 (a) The incident in general terms. 
 (b) The type of information that was subject to the unauthorized access and acquisition. 
 (c) The type and number of entities who were, or potentially have been affected by the breach. 
 (d) The actions taken by the Contractor to protect the Data from further unauthorized access. 

However, the description of those actions in the written notice may be general so as not to 
further increase the risk or severity of the breach. 

 
9.2 Remedial Measures.  
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 Upon becoming aware of an alleged security breach, Contractor’s Contract Manager must set 
up a conference call with the Department’s Contract Manager. The conference call invitation 
must contain a brief description of the nature of the event. When possible, a 30 minute notice 
will be given to allow Department personnel to be available for the call. If the designated time 
is not practical for the Department, an alternate time for the call will be scheduled. All available 
information must be shared on the call. The Contractor must answer all questions based on 
the information known at that time and answer additional questions as additional information 
becomes known. The Contractor must provide the Department with final documentation of the 
incident including all actions that took place. If the Contractor becomes aware of a security 
breach or security incident outside of normal business hours, the Contractor must notify the 
Department’s Contract Manager and in all events, within one business day. 

 
9.3 Indemnification (Breach of Warranty of Security).   
 The Contractor agrees to defend, indemnify and hold harmless the Department, Customer, the 

State of Florida, its officers, directors and employees for any claims, suits or proceedings 
related to a breach of the Warranty of Security. The Contractor will include credit monitoring 
services at its own cost for those individuals affected or potentially affected by a breach of this 
warranty for a two year period of time following the breach. 

 
9.4 Annual Certification.   
 The Contractor is required to submit an annual certification demonstrating compliance with the 

Warranty of Security to the Department by December 31 of each Contract year.  
 
SECTION 10.  GRATUITIES AND LOBBYING. 
 
10.1 Gratuities.   

The Contractor will not, in connection with this Contract, directly or indirectly (1) offer, give, or 
agree to give anything of value to anyone as consideration for any State of Florida officer or 
employee’s decision, opinion, recommendation, vote, other exercise of discretion, or violation 
of a known legal duty, or (2) offer, give, or agree to give to anyone anything of value for the 
benefit of, or at the direction or request of, any State of Florida officer or employee. 
 

10.2 Lobbying.   
In accordance with sections 11.062 and 216.347, F.S., Contract funds are not for the purpose 
of lobbying the Legislature, the judicial branch, or the Department.  Pursuant to subsection 
287.058(6), F.S., the Contract does not prohibit the Contractor from lobbying the executive or 
legislative branch concerning the scope of services, performance, term, or compensation 
regarding the Contract, after the Contract execution and during the Contract’s term.  

 
SECTION 11.  CONTRACT MONITORING. 
 
11.1 Financial Consequences of Non-Performance.  

If the corrective action plan is unacceptable to the Department or Customer, or fails to remedy 
the performance deficiencies, the Contractor will be assessed a non-performance retainage 
equivalent to 10% of the total invoice amount or as specified in the Contract.  The retainage 
will be applied to the invoice for the then-current billing period.  The retainage will be withheld 
until the Contractor resolves the deficiency.  If the deficiency is subsequently resolved, the 
Contractor may invoice the Customer for the retained amount during the next billing period.  If 
the Contractor is unable to resolve the deficiency, the funds retained will be forfeited.  

 
SECTION 12.  CONTRACT AUDITS. 
 
12.1 Payment Audit.    
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 Records of costs incurred under terms of the Contract will be maintained.  Records of costs 
incurred will include the Contractor’s general accounting records, together with supporting 
documents and records of the Contractor and all subcontractors performing work, and all other 
records of the Contractor and subcontractors considered necessary by the Department, State 
of Florida’s Chief Financial Officer or the Office of the Auditor General for audit. 

 
SECTION 13.  BACKGROUND SCREENING AND SECURITY. 
 
13.1 E-Verify.   

In accordance with Executive Order 11-116, the Contractor agrees to utilize the U.S. 
Department of Homeland Security’s E-Verify system to verify the employment eligibility of all 
new employees hired during the term of the Contract for the services specified in the Contract.  
The Contractor must also include a requirement in subcontracts that the subcontractor must 
utilize the E-Verify system to verify the employment eligibility of all new employees hired by the 
subcontractor during the Contract term.  In order to implement this provision, the Contractor 
must provide a copy of its DHS Memorandum of Understanding (MOU) to the Contract 
Manager within five days of Contract execution.  If the Contractor is not enrolled in DHS E-
Verify System, it will do so within five days of notice of Contract award, and provide the 
Contract Manager a copy of its MOU within five days of Contract execution.  The link to E-
Verify is provided below. http://www.uscis.gov/e-verify.  Upon each Contractor or 
subcontractor new hire, the Contractor must provide a statement within five days to the 
Contract Manager identifying the new hire with its E-Verify case number.  

 
13.2 Disqualifying Offenses. 
 If at any time it is determined that a person has a criminal misdemeanor or felony record 

regardless of  adjudication (e.g., adjudication withheld, a plea of guilty or nolo contendere, or a 
guilty verdict) within the last six years from the date of the court’s determination for the crimes 
listed below, or their equivalent in any jurisdiction, the Contractor is required to immediately 
remove that person from any position with access to State of Florida Data or directly 
performing services under the Contract. The disqualifying offenses are as follows: 

 
(a) Computer related or information technology crimes 
(b) Fraudulent practices, false pretenses and frauds, and credit card crimes 
(c) Forgery and counterfeiting 
(d) Violations involving checks and drafts 
(e) Misuse of medical or personnel records 
(f) Felony theft 
 

13.3 Communications and Confidentiality.   
The Contractor agrees that it will make no statements, press releases, or publicity releases 
concerning the Contract or its subject matter or otherwise disclose or permit to be disclosed 
any of the data or other information obtained or furnished in compliance with the Contract, or 
any particulars thereof, during the period of the Contract, without first notifying the 
Department’s Contract Manager or the Department designated contact person and securing 
prior written consent.  The Contractor must maintain confidentiality of all confidential data, 
files, and records related to the services and commodities provided pursuant to the Contract 
and must comply with all state and federal laws, including, but not limited to sections 381.004, 
384.29, 392.65, and 456.057, F.S. The Contractor’s confidentiality procedures must be 
consistent with the most recent version of the Department security policies, protocols, and 
procedures. The Contractor must also comply with any applicable professional standards with 
respect to confidentiality of information. 
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Alternate Contract Source 

No. 43230000-NASPO-16-ACS 
 

EXHIBIT B 
FLORIDA SPECIAL CONTRACT CONDITIONS 

 
This Exhibit contains the Special Contract Conditions.  If a conflict exists between the Special 
Contract Conditions and the General Contract Conditions, the Special Contract Conditions shall take 
precedence over the General Contract Conditions unless the conflicting term in the General Contract 
Conditions is required by Florida law, in which case the General Contract Conditions term will take 
precedence. 
 
Special Contract Conditions are as follows: 
 
Section 1 Delays and Complaints 
Delivery delays and service complaints will be monitored on a continual basis.  Documented inability 
to perform under the conditions of the contract, via the established Complaint to Vendor process 
(PUR 7017 form), may result in default proceedings and cancellation. 

 
Section 2 Monthly Transaction Fee Report 
The Contractor is required to submit monthly Transaction Fee Reports electronically through MFMP 
VIP.  All such reports and payments shall be subject to audit. Failure to comply with the payment of 
the Transaction Fees or reporting of transactions shall constitute grounds for declaring the Contractor 
in default and subject the Contractor to exclusion from business with the State of Florida. 

 
For information on how to submit Transaction Fee Reports online, please reference the detailed fee 
reporting instructions and Vendor training presentations available online through MFMP U on the 
MyFloridaMarketPlace website (located at http://dms.myflorida.com/mfmp).  Assistance is also 
available from the MyFloridaMarketPlace Customer Service Desk at 
feeprocessing@myfloridamarketplace.com or 866-FLA-EPRO (866-352-3776) between the hours of 
8:00 AM to 6:00 PM, Eastern Time. 
 
Section 3 Quarterly Sales Reports 
Each Contractor shall submit a sales report to the Department on a Quarterly basis.  

 
Contract Sales Reports must include the Contractor’s name, the dates of Quarter covered, each 
Customer’s name, services provided (to include identification of the cloud solution and service model), 
and the amount paid by the Customer. 

 
Initiation and submission of the Contract Sales Reports are to be the responsibility of the Contractor.  
The Contractor will submit the completed Sales Report forms by email to the Department Contract 
Manager no later than the due date indicated in Section 10.  Submission of these reports is 
considered a material requirement of this Contract and the Contractor. 

 
Failure to provide quarterly sales reports, including those indicating no sales, within thirty (30) 
calendar days following the end of each quarter (January, April, July and October) is considered as 
Non-Performance by the Contractor. Exceptions may be made if a delay in submitting reports is 
attributable to circumstances that are clearly beyond the control of the Contractor.  The burden of 
proof of unavoidable delay shall rest with the Contractor and shall be supplied in a written form and 
submitted to the Department. 
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The Department reserves the right to request additional sales information as needed. 
 

Section 4 Quarterly Reporting Timeframes 
Quarterly reporting timeframes coincide with the State Fiscal Year as follows: 
  

Quarter 1 - (July-September) – Due by October 10 
Quarter 2 - (October-December) – Due by January 10 
Quarter 3 - (January-March) – Due by April 10 
Quarter 4 - (April-June) – Due by July 10 

 
Section 5 Business Review Meetings 
The Department reserves the right to schedule business review meetings as frequently as necessary.  
The Department will provide the format for the Contractor’s agenda.  Prior to the meeting, the 
Contractor shall submit the completed agenda to the Department for review and acceptance.  The 
Contractor shall address the agenda items and any of the Department’s additional concerns at the 
meeting.  Failure to comply with this section may result in the Contractor being found in default and 
contract termination. 
 
 
 
 
 
 
 
 
 
 
 
 
 

THE REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK. 
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File Attachments for Item:

3. Enterprise Fleet Management - Power Point Presentation
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City of Lake City
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ENTERPRISE FLEET MANAGEMENT

317



REFERENCES
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4

ACQUISITION

NEW VEHICLE 
PRICES13%

LEAD TIME

MAINTENANCE

• Rates rising from historic lows but remain below pre-Covid rates 

• Federal Reserve has indicated as many as six increases in 2022

• Shortages of techs lead to longer downtimes  

• Raw materials increasing 10-15%, are creating an  

Spring 2022 Sources: Wards Intelligence, LMC Automotive, Automotive fleet magazine, Property Casualty 360

FUEL

• Gallons pumped increased by 12%

• Aging vehicles impact total cost through lower MPG

INSURANCE

REMARKETING

• Increase in severity of claims

• 11% increase in annual miles driven

• Lack of new vehicle availability is driving used

PRICE PER 
GALLON38%

41% RESALE 
VALUE

REPAIRS 17%

9%MONTHS PREMIUMS

• Challenges in the supply chain and pent-up demand

increase in parts costs
vehicle prices to record levels

continue to impact availability

INDUSTRY UPDATE: TOTAL COST TRENDS

6-9
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DELIVERING SOLUTIONS. DRIVING RESULTS.
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EFFECTIVE VEHICLE LIFECYCLE
$
 C

o
s

t

Time

Depreciation$

Fuel

Maintenance

Optimal Time 

to Replace

Key Observations

• Depreciation/year declines 
over time

• Running costs of Fuel and 
Maintenance increase 
gradually over time

• Mandated MPG 
efficiencies reward staying 
on technology wave
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$30,000

$0

$10,000

-Estimated value 

@ 60 months

$30,000 $20,000$18,000

-Reduced Book Value

Enterprise 

Recommendation
Traditional 

Cash Outlay

Open-Ended Municipal Leasing Model

Equity at time of resale 

is returned to the 

Government Entity or 

rolled into replacement 

vehicle, reducing 

ongoing costs
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OPERATING EXPENSES Maintenance

Full Maintenance

• Fixed monthly rate

• Simple process for all parties

• Includes: 24/7 Roadside, all major and minor repairs

Maintenance Management 

• “Bridge” program for Emergency Response Vehicles and 
currently owned fleet vehicles

• Seamless experience for field drivers

Enterprise National Service Department

The first fleet management company to be awarded the Automotive Service
Excellence “Blue Seal of Excellence” in 1997 and has received this recognition
each year since then, an industry record.

• We manage more than 500,000 vehicles and saved our clients 
a total of $44 million* in 2021.

• $2.7 million in post warranty/goodwill was refunded to our 
clients in 2021. 

OVER

$43.5 

MILLION* 

SAVED

*Based on data of labor and parts savings as determined by Enterprise Fleet Management in its sole discretion.
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Maintenance by Category 
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REMARKETING TEAM

IN 2019, ENTERPRISE 
SOLD OVER 

1,200,000 

VEHICLES. 

COMMERCIAL SALES 

EXCEEDED AT AN 

AVERAGE OF 
110.4% 

of                       

BLACK BOOK (CVI).

800 DEDICATED

REMARKETING EMPLOYEES

19,000+ 
UNIQUE BUYERS

SALES

CHANNELS

 AUCTION 15%

 DIRECT  TO

DEALER 85%

150 REMARKETING

LOTS IN NORTH AMERICA
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Vehicle Resale Overview
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File Attachments for Item:

5. City Council Ordinance No. 2022-2235 (final reading) - An ordinance of the City of Lake City, 

Florida, adopting a Tax Deferral Policy for affordable rental housing property; providing for the 

addition of provisions to the City Code implementing Ad Valorem Tax Deferrals for the 

operation, rehabilitation, renovation, or development of affordable rental housing; providing 

for the repeal of ordinances in conflict; providing for severability; providing for codification; and

providing an effective date.

Passed on first reading on 12/19/2022

327



 
 

 

  

 
 

 

 

 
  

  

 
 

 

 

 

 

  

 
 
 
 

 
 

 
   

 
  

 
 

CITY COUNCIL ORDINANCE NO. 2022-2235 

AN ORDINANCE OF THE CITY OF LAKE CITY, FLORIDA 
ADOPTING A TAX DEFERRAL POLICY FOR AFFORDABLE 
RENTAL HOUSING PROPERTY; PROVIDING FOR THE ADDITION 
OF PROVISIONS TO THE CITY CODE IMPLEMENTING AD 
VALOREM TAX DEFERRALS FOR THE OPERATION, 
REHABILITATION, RENOVATION, OR DEVELOPMENT OF 
AFFORDABLE RENTAL HOUSING; PROVIDING FOR THE 
REPEAL OF ORDINANCES IN CONFLICT; PROVIDING FOR 
SEVERABILITY; PROVIDING FOR CODIFICATION; AND 
PROVIDING AN EFFECTIVE DATE. 

WHEREAS, the City Council of the City of Lake City, Florida (hereinafter 
the “City”), has identified a need for affordable housing within the municipal 
limits of the City; and 

WHEREAS, the City Council has been approached by developers seeking 
assistance with developing, rehabilitating, renovating, or operating affordable 
rental housing; and 

WHEREAS, Florida law provides an incentive to owners of affordable rental 
housing who are engaging in the operation, rehabilitation, and renovation of 
such housing properties by allowing a deferral of the ad valorem taxes and non-
ad valorem assessments levied on such housing properties; and 

WHEREAS, in order to promote the development and construction of 
affordable rental housing within the City, the City Council finds that deferrals of 
ad valorem taxes and non-ad valorem assessments are necessary; and 

WHEREAS, Florida law authorizes the deferral of ad valorem taxes and 
non-ad valorem assessments for properties if the owners are engaging in the 
operation, rehabilitation, or renovation of such properties in accordance with the 
guidelines provided in part VI of chapter 420, Florida Statutes; and 

WHEREAS, the City Council finds that incentivizing owners of affordable 
rental housing is in the best interests of the City. 

NOW, THEREFORE, BE IT ENACTED BY THE PEOPLE OF THE CITY 
OF LAKE CITY, FLORIDA, AS FOLLOWS: 

Section 1. The above recitals are all true and accurate and are hereby 
incorporated herein and made a part of this ordinance. 
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Section 2. That the Code of the City of Lake City, Florida is hereby 
amended by adding a division to be numbered three (3), to Article IV of Chapter 
94 (Taxation), which division reads as follows: 

Chapter 94 – TAXATION 

… 

ARTICLE IV. – PROPERTY TAXES 

… 

DIVISION 3. – DEFERRALS OF AD VALOREM TAXES AND NON-AD 
VALOREM ASSESSMENTS FOR AFFORDABLE RENTAL HOUSING 
PROPERTIES. 

Sec. 94-151. – Title. 

This division shall be known and may be cited as the “Affordable Rental 
Housing Taxes and Non-Ad Valorem Assessments Deferral Ordinance." 

Sec. 94-152. – Intent. 

The intent of this division is to implement Section 197.2524, Florida 
Statutes, as amended, by allowing deferrals of ad valorem taxes and non-ad 
valorem assessments for affordable rental housing if the owners are engaging 
in the operation, rehabilitation, or renovation of such properties in 
accordance with the guidelines established within this division. 

Sec. 94-153. – Definitions. 

The words and phrases in this division shall have the meanings 
provided by Sections 197.2425, 197.2524, 197.2526, and 420.0004, Florida 
Statutes, as amended. 

Sec. 94-154. – Tax deferral eligibility. 

(a) The ad valorem tax deferral granted by this division includes all City 
imposed ad valorem taxes and non-ad valorem assessments for any 
property meeting the provisions of Section 197.2524, Florida 
Statutes, as amended. 

(b) The deferrals apply only to taxes levied by the City. The deferrals do 
not apply, however, to taxes or non-ad valorem assessments levied 
for payment of bonds or to taxes authorized by a vote of the electors 
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pursuant to Section 9(b) or Section 12, Article VII of the Florida 
Constitution. 

(c) Any deferral granted remains in effect regardless of any change in 
the authority of the City to grant such deferral. In order to retain 
the deferral, the use and ownership of the property must remain as 
it was when the deferral was granted for the period in which the 
deferral remains. 

(d) If an application for deferral is granted on property that is located 
in the City’s community redevelopment agency area, the amount of 
taxes eligible for deferral is limited, as provided for in subsection 
94-154(e), if: 

(1) The community redevelopment agency has previously issued 
instruments of indebtedness that are secured by increment 
revenues on deposit in the community redevelopment trust 
fund; and 

(2) Those instruments of indebtedness are associated with the 
real property applying for the deferral. 

(e) If subsection 94-154(d) applies, the deferral applies only to the 
amount of taxes in excess of the amount that must be deposited 
into the City’s community redevelopment trust fund based upon the 
taxable value of the property upon which the deferral is being 
granted. Once all instruments of indebtedness that existed at the 
time the deferral was originally granted are no longer outstanding 
or have otherwise been defeased, this subsection no longer applies. 

(f) If a portion of the taxes on a property was not eligible for deferral 
under subsection 94-154(e), the community redevelopment agency 
shall notify the property owner and the tax collector one (1) year 
before the debt instruments that prevented the taxes from being 
deferred are no longer outstanding or otherwise defeased. 

(g) The tax collector shall notify the community redevelopment agency 
of any tax deferral that has been granted on property located within 
the community redevelopment area of the City. 

(h) Issuance of a debt obligation after the date a deferral has been 
granted does not reduce the amount of taxes eligible for deferral. 

(i) A tax deferral may not be granted if: 

(1) The total amount of deferred taxes, non-ad valorem 
assessments, and interest plus the total amount of all other 
unsatisfied liens on the property exceeds eighty-five (85) 
percent of the assessed value of the property, or 
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(2) The primary financing on the property is for an amount that 
exceeds seventy (70) percent of the assessed value of the 
property. 

(j) The amount of taxes, non-ad valorem assessments, and interest 
deferred shall accrue interest at a rate equal to the semiannually 
compounded rate of one-half percent (0.5%) plus the average yield 
to maturity of the long-term fixed-income portion of the state 
retirement system investments as of the end of the quarter preceding 
the date of the sale of the deferred payment tax certificates; however, 
the interest rate may not exceed seven percent (7%). 

(k) The taxes, non-ad valorem assessments, and interest deferred 
pursuant to this article constitute a prior lien and shall attach as of 
the date and in the same manner and be collected as other liens for 
taxes, as provided for under Chapter 197, Florida Statutes, as 
amended. 

Sec. 94-155. – Tax deferral application. 

(a) The application for deferral must be made annually upon a form 
prescribed by the state department of revenue ("department") and 
furnished by the tax collector. The tax collector may require the 
applicant to submit any other evidence and documentation as 
deemed necessary by the tax collector in considering the application. 

(b) The tax collector shall consider and render his or her findings, 
determinations, and decision on each annual application for a tax 
deferral within forty-five (45) days after the application is filed or as 
soon as practicable thereafter. The tax collector shall exercise 
reasonable discretion based upon applicable information available 
under this division. If the tax collector finds the applicant is entitled 
to the tax deferral, the tax collector shall approve the application 
and file the application in the tax collector's records until the tax 
lien is satisfied. 

(c) For approved deferrals, the date of receipt by the tax collector of the 
application for tax deferral shall be used in calculating taxes due 
and payable net of discounts for early payment as provided in s. 
197.162. 

(d) For denied applications, the tax collector shall send a notice of 
disapproval within forty-five (45) days after the date the application 
is filed, citing the reasons for the disapproval. The determinations 
and findings of the tax collector are not quasi-judicial and are 
subject exclusively to review by the value adjustment board. The 
original notice of disapproval shall be sent to the applicant and shall 
advise the applicant of the right to appeal the decision to the value 
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adjustment board and shall inform the applicant of the procedure 
for filing such an appeal. 

(e) Each application must contain a list of, and the current value of, all 
outstanding liens on the applicant's property. 

(f) Each application shall furnish proof of fire and extended coverage 
insurance in an amount at least equal to the total of all outstanding 
liens, including a lien for deferred taxes, non-ad valorem 
assessments, and interest, with a loss payable clause to the tax 
collector. 

Sec. 94-156. – Termination of tax deferral. 

(a) In order to retain the deferral: 
(1) the use and ownership of the property must remain as it was 

when the deferral was granted for the period in which the 
deferral remains, and 

(2) the owner must maintain the required fire and extended 
insurance coverage. 

(b) The total amount of deferred taxes and interest for all previous years 
becomes due and payable November 1 of the year in which the 
change in use or ownership occurs or on the date failure to maintain 
insurance occurs, and is delinquent on April 1 of the year following 
the year in which the change in use or ownership or failure to 
maintain insurance occurs. 

(c) Whenever the property appraiser discovers there has been a change 
in the use or ownership of the property that has been granted a tax 
deferral, the property appraiser shall notify the tax collector in 
writing of the date such change occurs, and the tax collector shall 
collect any taxes and interest due or delinquent. 

(d) During any year in which the total amount of deferred taxes, 
interest, and all other unsatisfied liens on the property exceed 
eighty-five (85) percent of the assessed value of the property, the tax 
collector shall immediately notify the owner of the property on which 
taxes and interest have been deferred the portion of taxes and 
interest which exceed eighty-five (85) percent of the assessed value 
of the property is due and payable within thirty (30) days after 
receipt of the notice. Failure to pay the amount due shall cause the 
total amount of deferred taxes and interest to become delinquent. 

(d) If deferred taxes become delinquent under this section, on or before 
June 1 following the date the taxes become delinquent, the tax 
collector shall sell a tax certificate for the delinquent taxes and 
interest in the manner provided by Section 197.432, Florida 
Statutes. 
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Sec. 94-157. – Prepayment of deferred taxes. 

(a) All or part of the deferred taxes and accrued interest may at any time 
be paid to the tax collector by: 
(1) The owner of the property, or 

(2) The next of kin of the owner, heir of the owner, child of the 
owner, or any person having or claiming a legal or equitable 
interest in the property, if no objection is made by the owner 
within thirty (30) days after the tax collector notifies the owner 
of the fact that such payment has been tendered. 

(b) Any partial payment made pursuant to this section shall be applied 
first to accrued interest. 

Sec. 94-158. – Distribution of payment of deferred taxes. 

When any deferred taxes or interest is collected, the tax collector shall 
maintain a record of the payment, setting forth a description of the property 
and the amount of taxes or interest collected for the property. The tax collector 
shall distribute payments received in accordance with the procedures for 
distributing ad valorem taxes or redemption money as prescribed in Chapter 
197, Florida Statutes. 

Sec. 94-159. – Construction. 

The provisions of this division shall not prevent the collection of 
personal property taxes that become a lien against tax-deferred property, 
defer payment of special assessments to benefited property other than those 
specifically allowed to be deferred, or affect any provision of any mortgage or 
other instrument relating to property requiring a person to pay ad valorem 
taxes or non-ad valorem assessments. If any mortgagee shall elect to pay the 
taxes when an applicant qualifies for tax deferral under this article, then such 
election shall not give the mortgagee the right to foreclose. 

Sec. 94-160. – Penalties. 

(a) The following penalties shall be imposed on any person who willfully 
files information required under this article that is incorrect: 

(1) The person shall pay the total amount of taxes and interest 
deferred, which amount shall immediately become due; 

(2) The person shall be disqualified from filing a tax deferral 
application for the next three (3) years; and 

(3) The person shall pay a penalty of twenty-five (25) percent of 
the total amount of taxes and interest deferred. 
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(b) Any person against whom the penalties prescribed in this section 
have been imposed may appeal the penalties imposed to the VAB 
within thirty (30) days after the penalties are imposed. 

Secs. 94-161-180. Reserved. 

Section 3. All ordinances or parts of ordinances in conflict herewith are 
and the same are hereby repealed. 

Section 4. If any section, subsection, sentence, clause or phrase of this 
ordinance or the particular application thereof shall be held invalid by any court, 
administrative agency or other body with appropriate jurisdiction, the remaining 
section(s), subsection(s), sentence(s), clause(s) or phrase(s) under application 
shall not be affected hereby. 

Section 5. It is the intention of the City Council of the City of Lake City, 
Florida, that the provisions of this ordinance shall become and be made a part 
of the Code of the City of Lake City, Florida and that the sections of this 
ordinance may be numbered appropriately in order to accomplish such 
intentions. 

[Remainder of this page left blank intentionally.] 
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Section 6. This ordinance shall take effect immediately upon its 
adoption. 

PASSED upon first reading this ____ day of _______________ 2022. 

NOTICE PUBLISHED on the ___________day of _______________ 2022. 

PASSED AND ADOPTED on the __________day of _____________ 2022. 

CITY OF LAKE CITY, FLORIDA 

By: __________________________ 
Stephen M. Witt, Mayor 

ATTEST: APPROVED AS TO FORM AND 
LEGALITY: 

By: ___________________________ By: __________________________ 
Audrey E. Sikes, City Clerk Frederick L. Koberlein, Jr., 

City Attorney 
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File Attachments for Item:

6. Recommended Action:  Motion to reaffirm the vote from the December 19, 2022 meeting on

City Council Resolution No. 2022-137.  

City Council Resolution No. 2022-137 - A resolution of the City Council of the City of Lake City, 

Florida, amending the Annual Operating Budget for the fiscal year beginning October 1, 2021.

The vote from the December 19, 2022 meeting was as follows: Mr. Jernigan-Aye, Mayor Witt- 

Aye, Mr. Hill-Nay, Mr. Sampson-Nay, Ms. Young-Aye 
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TJK/alj 
12/01/2022 
12/06/2022 Rev. 

CITY COUNCIL RESOLUTION 2022-137 

A RESOLUTION OF THE CITY COUNCIL OF THE CITY OF LAKE CITY, FLORIDA, 
AMENDING THE ANNUAL OPERATING BUDGET FOR THE FISCAL YEAR 
BEGINNING OCTOBER 1, 2021. 

WHEREAS, the City Council of the City of Lake City, Florida (hereinafter the “City”) 
adopted an Annual Operating Budget for the fiscal year beginning October 1, 2021, 
specifying certain revenues and expenditures; and 

WHEREAS, the aforementioned budget presumes that each department generally 
will, to the best of its ability, maintain its expenditures within the budget levels; and 

WHEREAS, the City Council, in its discretion, has the authority to adjust the budget 
to more closely coincide with actual and expected events and expenditures. 

NOW, THEREFORE, BE IT RESOLVED BY THE CITY COUNCIL OF THE CITY OF LAKE CITY, 
FLORIDA AS FOLLOWS: 

Section 1. The above recitals are all true and accurate and are incorporated herein 
and made a part of this resolution. 

Section 2. The Annual Operating Budget of the City for the fiscal year beginning 
October 1, 2021, is hereby revised and amended as specified in Attachment A. 

Section 3. Except as amended in Attachment A, the Annual Operating Budget of 
the City for the fiscal year beginning October 1, 2021, remains in full force and effect. 

[Remainder of this page left blank intentionally.] 
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Section 4. This resolution shall be effective immediately upon adoption. 

PASSED AND ADOPTED at a meeting of the City Council on this ____ day of 
December 2022. 

CITY OF LAKE CITY, FLORIDA 

By: ________________________ 
Stephen M. Witt, Mayor 

ATTEST: APPROVED AS TO FORM AND LEGALITY: 

BY: ______________________ 
Audrey E. Sikes, City Clerk 

BY: _____________________________ 
Thomas J. Kennon, III 
City Attorney 
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ATTACHMENT A 
FY 2022 BUDGET AMENDMENT # 1 

GENERAL FUND - 001 

TO 001.02.512-030.40 Operating Expense - Travel $ 1,810 
FROM 001.02.512-010.12 Personnel Services - Salary $ 1,810 

Adjust for Community Program Manager Travel 

TO 001.04.513-030.31 Operating Expense - Contractual $ 24,500 
FROM 001.04.513-010.23 Personnel Services - Life, Health & Disability $ 24,500 

Adjust Contractual Services for Compensation Study 

TO 001.05.514-030.31 Operating Expense - Professional Services $ 40,000 
FROM 001.05.519-090.99.02 Other Uses - Contingency $ 40,000 

Adjust Professional Services for legal fees paid during the fiscal year in excess of budget 

TO 001.05.519-030.49 Operating Expense - Other Current Charges $ 3,500 
FROM 001.05.514-030.49 Operating Expense - Other Current Charges $ 3,500 

Adjust Other Current Charges for legal advertisment paid during the fiscal year 
in excess of budget 

TO 001.05.519-080.82 Grants & Aid- Private Organizations $ 104,500 
FROM 001.02.512-010.12 Personnel Services - Salary $ 104,500 

Adjust Grants & Aid - Private Organizations for Econocmic Development Agreement 
with Werner Trucking 

TO 001.05.519-090.91.08 Intragovernmental Transfer Fire Special Assessments $ 272,000 
FROM 001-332.00 Other Financial Assistance Federal Sources $ 272,000 

Adjust intragovernmental transfer Fire Sepcial Assessment for Fire Salary increase
 and purchase equipment for New Fire Station 

TO 001.10.519-030.46 Operating Expense - Repairs & Maintenance $ 20,500 
TO 001.10.519-060.64 Capital Outlay - Machinery & Equipment $ 76,500 
FROM 001-332.00 Other Financial Assistance Federal Sources $ 88,500 
FROM 001.07.513-030.31 Operating Expense - Professional Services $ 8,500 

Adjust Repairs and Maintenance for the Mold Remediation of City Hall and 
Capital Machinery for the City Park Camera Project 
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TO 001.11.521-060.64 Capital Outlay - Machinery & Equipment $ 91,500 
FROM 001.11.521-010.23 Personnel Services - Life, Health & Disability $ 91,500 

Adjust Machinery & Equipment for 50 new laptops 

TO 001.12.529-010.12 Personnel Services - Salary $ 21,000 
TO 001.12.529-010.21 Personnel Services - FICA $ 1,600 
TO 001.12.529-010.22 Personnel Services - Retirement Contributions $ 2,200 
TO 001.12.529-010.23 Personnel Services - Life, Health & Disability $ 3,000 
TO 001.12.529-010.24 Personnel Services - Workers Compensation $ 700 
TO 001.12.529-030.41 Operating Expense - Communication Services $ 350 
TO 001.12.529-030.52 Operating Expense -Operating Supplies $ 500 
FROM 001.55.524-010.12 Personnel Services - Salary $ 29,350 

Adjust personnel services & operating expense for hiring Safety/Risk Manager 

TO 001.16.562-080.82 Grants & Aid- Private Organizations $ 4,000 
FROM 001.16.564-080.83 Grants & Aid Other Grant & Aid $ 4,000 

Adjust Grants & Aid Private Ogranizations for Animal Shelter Contract started Sept 1, 2022 

TO 001.16.564-080.82 Grants & Aid- Private Organizations $ 250,000 
FROM 001-332.00 Other Financial Assistance Federal Sources $ 250,000 

Adjust Aid to Private Organizations for Senior Home Repair Program 
Interlocal agreement with the County 

TO 001.16.574-080.82 Grants & Aid- Private Organizations $ 5,000 
FROM 001.15.541-030.55 Operating Expense - Training $ 5,000 

Adjust Aid to Private Organization for Sponsorship of Uniforms & Equipment 
Columbia Quarterback Club 

TO 001.18.534-030.34 Operating Expense - Contractual $ 19,500 
FROM 001.15.541-010.12 Personnel Services - Salary $ 19,500 

Adjust Contractual Services for Refuse fees paid during the fiscal year in excess of budget 
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CRA - 103 

TO 
FROM 

103.40.559-030.49 
103.40.559-060.63 

Operating Expense - Other Current Charges 
Capital Outlay - Infrastructure 

$ 
$ 

200,000 
200,000 

Adjust Other Current Charges for Sweetwater Housing Project 

TO 
FROM 

103.40.559-030.52 
103-366.00 

Operating Expense -Operating Supplies 
Contributions - Private Source & Donations 

$ 
$ 

10,000 
10,000 

Adjust Operating Supplies for Movie Night supplies donated by PCS 

JAG - 107 

TO 
FROM 

107.11.521-030.52 
001-334.90 

Operating Expense -Operating Supplies 
State Grant Other 

$ 
$ 

50,332 
50,332 

Adjust Operating Supplies for JAG Grant - Replace Firearms 

TO 
FROM 

107.11.521-030.52 
001.11.521-030.49 

Operating Expense -Operating Supplies 
Operating Expense -Other Current Charges 

$ 
$ 

3,535 
3,535 

Adjust Operating Supplies for equipment purchased not covered by the grant 

FIRE - 110 

TO 
FROM 

110.50.522-010.14 
110.50.522-060.64 

Personnel Services - Overtime 
Capital Outlay - Machinery & Equipment 

$ 
$ 

40,000 
40,000 

Adjust Personnel Services paid during fiscal year in excess of budget 

AIRPORT - 140 

TO 
TO 
FROM 
FROM 
FROM 
FROM 

140.60.542-030.52 
140.60.542-030.31 
140-344.10 
140-331.41 
140.60.542-090.99.02 
140.60.542-090.99.05 

Operating Expense -Operating Supplies 
Operating Expense -Professional Services 
Transportation - Airport Gas Sales 
Federal Grants Airport Development 
Contingency 
Allocations 

$ 
$ 
$ 
$ 
$ 
$ 

365,600 
38,500 

260,000 
82,000 
20,000 
42,100 

Adjust Operating Supplies due to the increase cost of Jet fuel and adjusting 
Professional Services for HACEO Lease negotiations 
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W/S - 410 

TO 410.72.536-060.64 Capital Outlay - Machinery & Equipment $ 16,500 
FROM 410.72.536-030.52 Operating Expense -Operating Supplies $ 16,500 

Adjust Capital Machinery & Equipment for emergency purchase of HVAC for MOCP room 

TO 410.76.536-060.63 Capital Outlay - Infrastructure $ 16,500 
FROM 410.76.536-030.34 Operating Expense -Contractual Services $ 16,500 

Adjust Capital Infrastructure for unbudgeted Ichetucknee Quality & Quantity Grant 
from DEP 

GAS - 420 

TO 420.80.532-030.49 Operating Expense -Other Current Charges $ 900,000 
FROM 420-343.20.01 Natural Gas Sales $ 900,000 

Adjust Operating Services Other Current Charges paid during fiscal year in excess of budget 
due to increase cost of Natural Gas 
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File Attachments for Item:

7. City Council Resolution No. 2023-001 - A resolution of the City Council of the City of Lake City,

Florida authorizing the appointment of Paul Dyal as City Manager of the City of Lake City, 

Florida, for an indefinite term, and authorizing the City to enter into an employment agreement

with Paul Dyal. 

Supporting documents - Exhibit A - Contract submitted by Paul Dyal and Exhibit B - Contract 

with red line changes made by City Attorney Todd Kennon and Council Liaison Jake Hill, Jr.. 

Note:  Exhibit C - represents final revisions for consideration

Reminder:  Will need a motion to remove from the table the employment agreement for 

Management Services between the City of Lake City, Florida and Paul Dyal. (Item tabled at 

12/19/2022 meeting)
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TJK/alj 
12/21/2022 

CITY COUNCIL RESOLUTION NO. 2023-001 

A RESOLUTION OF THE CITY COUNCIL OF THE CITY OF 
LAKE CITY, FLORIDA AUTHORIZING THE APPOINTMENT 
OF PAUL DYAL AS CITY MANAGER OF THE CITY OF LAKE 
CITY, FLORIDA, FOR AN INDEFINITE TERM, AND 
AUTHORIZING THE CITY TO ENTER INTO AN 
EMPLOYMENT AGREEMENT WITH PAUL DYAL. 

WHEREAS, a vacancy currently exists in the Office of City Manager of 

the City of Lake City, Florida (hereinafter the "City"); and 

WHEREAS, through City Council Resolution No. 2021-194, the City 

Council voted to approve the appointment of Paul Dyal as the Interim City 

Manager; and 

WHEREAS, after a competitive selection process for the position of City 

Manager of the City was initiated and after careful consideration of eligible 

applicants the City has offered the position of City Manager to Paul Dyal, and 

said offer has been accepted, to serve in the position of City Manager 

pursuant to and in accordance with the general terms and conditions of the  

agreement titled Employment Agreement for Management Services Between 

the City of Lake City, Florida and Paul Dyal, attached hereto as "Exhibit A". 

NOW, THEREFORE, BE IT RESOLVED BY THE CITY COUNCIL 
OF THE CITY OF LAKE CITY, FLORIDA, AS FOLLOWS: 

Section 1. The above recitals are all true and accurate and are 

incorporated herein and made a part of this resolution. 

Section 2. That Paul Dyal is hereby appointed City Manager of the 

Page 1 of 2 
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City of Lake City, Florida, effective 8:00 a.m. on ______ day of _______________, 

2023, and shall serve for an indefinite term, and which appointment shall 

be subject to termination as provided for in the City Manager 

Employment Agreement and under the provisions of Section 402 of the 

City Charter. 

Section 3. The Mayor shall be, and is, authorized to execute for 

and on behalf of the City, the aforementioned Agreement with Paul Dyal to 

serve as City Manager in accordance with the provisions and conditions 

of the Agreement. 

Section 4. This Resolution shall take effect immediately upon 

its adoption. 

PASSED AND ADOPTED at a meeting of the City Council this ____ day of 

January 2023. 

ATTEST: 

By:_________________________ 
Audrey E. Sikes, City Clerk 

CITY OF LAKE CITY, FLORIDA 

By:_________________________ 
Stephen M. Witt, Mayor 

APPROVED AS TO FORM AND 
LEGALITY: 

By:____________________________ 
Thomas J. Kennon, III 
City Attorney 

Page 2 of 2 
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EXHIBIT C 
 
 

EMPLOYMENT AGREEMENT FOR MANAGEMENT' 
SERVICES BETWEEN THE CITY OF LAKE 

CITY, FLORIDA, AND PAUL DYAL 
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Introduction 
THIS EMPLOYMENT AGREEMENT (hereinafter "Agreement" or "agreement"), made and entered 
into this X X X X X ,  by and  between  the City of Lake City, Florida, a municipal 
corporation, (hereinafter called" City") and Paul Dyal, (hereinafter called "Dyal") an individual who 
has the education, training, and experience in local government management, both of whom agree as 
follows: 
 

Section 1: Term 
This agreement shall remain in full force and effect from the effective date, provided in section 18, until 
terminated by the City or Dyal as provided in Sections 7 or 9 of this agreement. In the event that Dyal is 
terminated, as defined in Section 7 of this agreement, Dyal shall be entitled to all compensation 
including salary, all accrued annual and sick leave paid in lump sum or in a continuation of salary on 
the then existing pay period basis, at Dyal's option. 

 
Section 2: Duties and Authority 
A. Dyal is the chief executive officer of the City and shall faithfully perform the duties as prescribed in the 
job description as set forth in the City's charter and ordinances and as may be lawfully assigned by the City 
and shall comply with all lawful City Council directives, state and federal law, City policies, rules, and 
ordinances as they exist or may hereafter be amended. 

 
B. Specifically, it shall be the duty of Dyal to employ on behalf of the City all other employees of the 
City, other than the City Clerk and City Attorney each of which serve at the pleasure of the City Council, 
consistent with the policies of the City Council and the ordinances and charter of the City.  Except as 
provided by Section 306 of the personnel manual. 

 
C. It shall also be the duty of Dyal to direct, assign, reassign and evaluate all of the employees of the 
City consistent with policies, ordinances, charter, state and federal law.  Except as provided by Section 
306 of the personnel manual. 

 
D.  It shall also be the duty of Dyal to organize, reorganize and arrange the staff of the City and to develop 
and establish internal regulations, rules, and procedures which Dyal deems necessary for the efficient and 
effective operation of the City consistent with the lawful directives, policies, ordinances, state and federal 
law.  Except as provided by Section 306 of the personnel manual. 

 
E. It shall also be the duty of Dyal to accept all resignations of employees of the City consistent with 
the policies, ordinances, state and federal law, except Dyal 's resignation which must be accepted by the 
City Council.  Except as provided by Section 306 of the personnel manual. 

 
F. Dyal shall perform the duties of city manager of the City with reasonable care, diligence, skill, and 
expertise.  
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G.   All duties assigned to Dyal by the City Council shall be appropriate to and consistent with the 
professional role and responsibility of Dyal. 
 
H.   Dyal or a designee shall attend, and shall be permitted to attend, all meetings of the City Council, 
both public and closed. 

 
I. The City Council, individually and collectively, shall refer in a timely manner all substantive criticisms, 
complaints and suggestions called to their attention to Dyal for study and/or appropriate action. 

 
Section 3: Compensation 
A. Base Salary: City agrees to pay Dyal an annual base salary of one hundred sixty forty fif ty thousand 
U.S. dollars and zero cents ($140,000.00 ) payable in installments at the same time that the 
other management employees of the City are paid. The City agrees to one mandatory review of the annual 
base salary after Dyal's initial one hundred and eighty days (180) of employment (which is the date of 
this Agreement), at which time the annual base salary shall be reviewed for an increase. All future and 
reviews shall take place pursuant to the terms of Section 10. 

 
B. This agreement shall be amended by resolution to reflect any adjustments that are provided or required 
by the City's compensation policies to include, but not be limited to, salary adjustments, performance 
incentives, increases in benefits, or any combination of elements comprising compensation. 

 
 
 
 
 
 

 

 

 

 

 

 

 

 

[space intentionally left blank) 
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Section 4: Employee Benefits 

The City agrees to provide general benefits to Dyal, at a minimum, equal to that which is provided to all 
other employees of the City. 

 
Section 5: Additional Annual Leave 
Upon the effective date of this Employment Agreement, Dyal shall receive two (2) weeks of annual leave 
which shall be in addition to the accrual of annual leave he shall enjoy as a "full-time employee" as defined 
within the City Personnel Policies and Procedures Manual. 

 

Section 6: General Business Expenses 

A. The City agrees to budget and to pay for the professional dues and subscriptions of Dyal necessary for 
full participation in national, regional, state and local associations and organizations necessary and desirable 
for the good of the City. Such expenses shall be approved through the City's budgetary process 

 
B. City agrees to budget and pay for travel and subsistence expenses, pursuant to City ethics and purchasing 
policies, of Dyal for professional and official travel, meetings, and occasions to adequately continue the 
professional development of Dyal and to pursue necessary official functions for the City. 

 
C. The City also agrees to budget and pay for travel and subsistence expenses of Dyal for short courses, 
institutes, and seminars that are necessary for Dyal' s professional development and for the good of the 
City. 

 
D. The City recognizes that certain expenses of a non-personal but job related nature are incurred by Dyal, 
and agrees to reimburse or to pay said general expenses. Such expenses may include meals where the City 
business is being discussed or conducted and participation in social events of various organizations when 
representing the City. Such expenditures are subject to annual budget constraints as well as state and City 
ethics and purchasing policies. The finance director is authorized to disburse such moneys upon receipt of 
duly executed expense or petty cash vouchers, receipts, statements, or personal affidavits. 

 
E. Recognizing the importance of constant communication and maximum productivity, the City shall provide 

Dyal, for business use, a laptop computer, software, tablet computer, mobile phone, and use of a City owned 
vehicle. Upon termination of Dyal's employment, the equipment described herein shall be returned to the 
City within twenty-four (24) hours from the time of termination of employment.  Dyal may utilize the City 
owned vehicle for incidental uses, such as stops to and from work. 
 

F. In lieu of a take home city vehicle, the city will pay Dyal six hundred dollars and zero cents ($600.00) per 
month for use of personal vehicle. 
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Section 7: Termination 

For the purpose of this agreement, termination shall exclude the applicable section of the City Personnel 
Policies and Procedures Manual and shall occur when one, or more, of the following occurs: 

 
A. The super-majority of the City Council votes to terminate Dyal in accordance with the Charter or 
City Code at a properly posted and duly authorized public meeting. 

 
B. If the City reduces the base salary, compensation, or any other financial benefit of Dyal, unless it is 
applied in no greater percentage than the average reduction of all department directors, such action shall 
constitute a breach of this agreement and will be regarded as a termination. 

 
C. If Dyal resigns following an offer to accept resignation, whether formal or informal, by the City as 
representative of the majority of the City Council that Dyal resign, then Dyal may declare a termination as 
of the date of the suggestion. 

 
D. If a breach of contract is declared by either party with a thirty (30) day cure period for either Dyal 
or the City. Written notice of a breach of contract shall be provided in accordance with the provisions of 
Section 17. 

Section 8: Severance 

Severance shall be paid to Dyal when employment is terminated as defined in Sections 7 and 8. 
 

A. If Dyal is terminated without cause, the City shall provide a minimum severance payment equal to 
twenty sixteen (2016) workweeks of salary at Dyal's then current rate of pay and twenty sixteen (2016) 
workweeks of employee benefits. This severance shall be paid in a continuation of salary on the then 
existing pay period basis, or lump sum, at the City's and Dyal’s option. 

 
B. Dyal shall also be compensated for all 500 all hours, including pre-effective date, of accrued paid 
leave/time off, of any variety, annual and 500 all hours of sick at time of termination, whether with or 
without cause. 

  
C. If Dyal is terminated because of a felony conviction, or a plea of nolo contendere (no contest) or guilty 
to a felony charge, or for misconduct, as defined in section 443.036(29), Florida Statutes, then the City 
is not obligated to pay severance under this section. 

 
D. The termination and severance of Dyal shall be in accordance with the "Separation Agreement" agreed 
to by the City and Dyal. 

 
Local and state laws and regulations shall control when any provisions within this section are found to conflict with 
such laws or regulations. 
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Section 9: Resignation 
 

A. In the event that Dyal voluntarily resigns his position with the City, Dyal shall provide a minimum 
of thirty (30) days' notice unless the City and Dyal agree otherwise. If the City Council offers to 
accept Dyal’s resignation, by majority of the City Council, Dyal may resign and declare a 
voluntary termination as of the date of the offer to accept Dyal’s resignation. 

 
Section 10: Performance Evaluation 

 
A. The City and Dyal shall mutually agree upon a process, the criteria, and a form to be used for the 

annual evaluation of Dyal within ninety (90) days from the effective date of this agreement.  The 
City shall then review the performance of Dyal annually.  Dyal agrees with the use of the standard 
City evaluation form such as is utilized for the City Clerk.  The evaluation shall occur in the month 
of August each year or as soon thereafter as practicable. 

 
The annual evaluation process, at a minimum, shall include the opportunity for both parties to: 

(1) conduct a formulary session where the City Council and Dyal meet first to discuss goals 
and objectives of both the past twelve (12) month performance period as well as the upcoming 
twelve (12) month performance period; and 
(2) following that formulary discussion, prepare a written evaluation of goals and objectives 
for the past and upcoming year; and 
(3) next meet and discuss the written evaluation of these goals and objectives; and 
(4) present a written summary of the evaluation results to Dyal. The final written evaluation 
should be completed and delivered to Dyal within thirty (30) days of the initial formulary 
evaluation meeting. 

 
B. In the event the City deems the evaluation instrument, format and/or procedure is to be modified by 

the City and such modifications would require new or different performance expectations, then Dyal 
shall be provided a reasonable period of time to demonstrate such expected performance before 
being evaluated. 

 
 
 

 
 
 
 
 
 

 
                                            [space intentionally left blank] 
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Section 11: Hours of Work 
 

It is recognized that Dyal must devote a great deal of time outside the normal office hours on business for the City, 
and to that end Dyal shall be allowed to establish an appropriate work schedule. 

 
The schedule shall be appropriate to the needs of the City and shall allow Dyal to faithfully perform his assigned 
duties and responsibilities. 
 
Dyal shall be allowed reasonable flexibility and discretion to take time off during normal business hours for 
personal reasons provided that doing so does not interfere with the performance of his duties and 
responsibilities under this Agreement.  (Not in Helfenberger’s Agreement) 

 

Section 12: Ethical Commitments 
 

Dyal shall not endorse candidates, make financial contributions, sign, or circulate petitions, or participate in 
fund- raising activities for individuals seeking or holding elected office, nor seek or accept any personal 
enrichment or profit derived from confidential information or misuse of public time. 

 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

[space intentionally left blank] 
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Section 13: Outside Activities 
The employment provided for by this Agreement shall be Dyal's sole employment. Dyal acknowledges that 
his performance of city manager duties will often require his performance of said duties outside of normal 
business hours. In return for the compensation identified herein Dyal agrees to devote his full professional 
attention to the full and proper performance of the city manager duties. 

 

Section 14: Indemnification 
 

Beyond that required under Federal, State or Local Law, the City shall defend, save harmless and indemnify 
Dyal against any obligation to pay money or perform or no perform action, including without limitation, 
any and all losses, damages, judgments, interests, settlements, penalties, fines, court costs and other 
reasonable costs and expenses of legal proceedings including attorney's fees, and any other liabilities arising 
from, related to, or connected with any tort, professional liability claim or demand or any other threatened, 
pending or completed action, suit or proceeding, whether civil, criminal, administrative, arbitrative or 
investigation, whether groundless or otherwise, arising out of an alleged act or omission occurring in the 
performance of Dyal's duties as City Manager or resulting from the exercise of judgment or discretion in 
connection with the performance of program duties or responsibilities, unless the act or omission involved 
willful or wanton conduct. Dyal may request and the City shall not unreasonably refuse to provide 
independent legal representation at the City's expense and the City may not unreasonably withhold approval. 
Legal representation, provided by the City for Dyal, shall extend until a final determination of the legal 
action including any appeals brought by either party. The City shall indemnify Dyal against any and all 
losses, damages, judgments, interest, settlements, penalties, fines, court costs and other reasonable costs and 
expenses of legal proceedings including attorney's fees, and any other liabilities incurred by, imposed upon, 
or suffered by such Dyal in connection with or resulting from any claim, action, suit, or proceeding, actual 
or threatened, arising out of or in connection with the performance of his or her duties. Any settlement of 
any claim must be made with prior approval of the City in order for indemnification, as provided in this 
Section, to be available. 

I 
 
 
 

Dyal recognizes that the City shall have the right to compromise and unless Dyal is a party to the suit which 
Dyal shall have a veto authority over the settlement, settle any claim or suit; unless, said compromise or 
settlement is of a per- sonar nature to Dyal. Further, the City agrees to pay all reasonable litigation expenses 
of Dyal throughout the pendency of any litigation to which Dyal is a party, witness or advisor to the City. 
Such expense payments shall continue beyond Dyal' s service to the City as long as litigation is pending. 
Further, the City agrees to pay Dyal reasonable consulting fees and travel expenses when Dyal serves 
as a witness, advisor or consultant to the City regarding pending litigation. 
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Section 15: Bonding 
 

The City shall bear the full cost of any fidelity or other bonds required of Dyal under any law or 
ordinance. 

 
·Section 16: Other Terms and Conditions of 
Employment 

 
A. The City, only upon agreement with Dyal, shall fix any such other terms and conditions of 

employment, as it may determine from time to time, relating to the performance of Dyal, provided 
such terms and conditions are not inconsistent with or in conflict with the provisions of this 
Agreement, the City Charter, local ordinances, or any other law. 

 
B. Except as otherwise provided in this Agreement, Dyal shall be entitled, at a minimum, to earn and 

accrue the highest level of benefits that are enjoyed by or offered to other [appointed officials, 
appointed employees, department heads or general employees] of the City as provided in the 
Charter, Code, Personnel Rules and Regulations or by practice. 

 
Section 17: Notices 

 
Notice pursuant to this Agreement shall be provided by depositing such in the custody of the United 
States Postal Service, postage prepaid, and addressed as follows: 

 
A. EMPLOYER: City of Lake City, c/o Mayor, 205 N. Marion Ave., Lake City, FL 32055 

 
B. EMPLOYEE: Paul Dyal, 205 N. Marion Ave., Lake City, FL 32055 

 
Notice shall be deemed given as of the date of personal service or as the date of deposit of such 
written notice in the course of transmission in the United States Postal Service. 
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Section 18: General Provisions 
 

A. Integration. This Agreement sets forth and establishes the entire understanding between 
the City and Dyal relating to the employment of Dyal by the City. Any prior discussions 
or representations by or between the City and Dyal are merged into and rendered null and 
void by this Agreement. The City and Dyal by mutual written agreement may amend any 
provision of this agreement during the life of the agreement. Such amendments shall be 
incorporated and made a part of this agreement. 

 
B. Binding Effect. This Agreement shall be binding on the City and Dyal as well as their 

heirs, assigns, executors, personal representatives, and successors in interest. 
 
C. Effective Date. This Agreement shall become effective on the date of execution by the last 

party to execute the Agreement. 
 
D. Severability. The invalidity or partial invalidity of any portion of this Agreement will not 

affect the validity of any other provision. In the event that any provision of this 
Agreement is held to be invalid, the remaining provisions shall be deemed to be in full 
force and effect as if they have been executed by both the City and Dyal subsequent to the 
expungement or judicial modification of the invalid provision. 

 
E. Precedence. In the event of any conflict between the terms, conditions and provisions of 

this Agreement and the provisions of Council's policies, or the City's ordinances or the 
City's rules and regulations, or any permissive state or federal law, then, unless otherwise 
prohibited by law, the terms of this Agreement s ha l l  take precedence over contrary 
p r ov i s i ons  of Council's policies, or the City's ordinances, or the City's rules and 
regulations or any such permissive law during the term of this Agreement. 

 
 

 
 
 

 

 

                                 

 

 

 

                                               [space intentionally left blank] 
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IN WITNESS WHEREOF, the parties have executed this Agreement as of the 

respective dates set forth below and each hereby acknowledge receipt of an executed copy 
of this Agreement. 

 
THE CITY OF LAKE CITY, FLORIDA 
 
BY: ______________________________ 
 Stephen M. Witt /Date 
 Mayor 

(SEAL) 
 
ATTEST: APPROVED AS TO FORM AND 

LEGALITY: 
 
BY: ___________________________ BY: ____________________________ 

Audrey E. Sikes, City Clerk  Thomas J. Kennon, III,  
  City Attorney 
 
 
 PAUL DYAL 
 
 
 BY: ____________________________ 
  Paul Dyal /Date 
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APPENDIX l 

SEPARATION OF EMPLOYMENT AND GENERAL RELEASE 
This Separation of Employment and General Release Agreement ("Agreement") is made 

by and between the City of Lake City, Florida, a municipal corporation, (hereinafter the "City") 
and Paul Dyal, (hereinafter called ''Dyal") an individual. 

 
WHEREAS, the City has employed Dyal as its City Manager; however, the parties wish 

to enter into a voluntary agreement to terminate their employment relationship and to resolve any 
actual or potential claims that either party may have against the other by reason of Dyal's 
employment or termination thereof. 

 
WHEREAS, the parties desire to set forth the terms and conditions governing Dyal's 

separation of employment and to provide for the settlement and release of any and all disputes or 
controversies that have arisen, or which may hereafter arise, between the City and Dyal, including 
without limitation, any and all claims arising out of or in any way related to Dyal's employment with 
or separation from the City. 

NOW THEREFORE, in consideration of the mutual covenants herein contained and the 
mutual benefits to be derived therefrom, the sufficiency of which consideration is hereby 
acknowledged by the undersigned, City and Dyal agree and state: 
 

1. TERMINATION OF EMPLOYMENT. Upon their mutual agreement, Dyal’s employment 
shall terminate on the ____ day of _____________, 20___, which shall be Dyal's final date of 
employment. 

2. NO ADMISSION OF LIABILITY. This Agreement is not an admission by Dyal or the 
City of any wrongful conduct whatsoever. Both parties deny and disclaim any liability 
to or wrongful conduct against the other or any third party. 

 
3. PAYMENT AND BENEFITS.  Dyal shall receive his regular paycheck for the pay period 
ending ____ day of _____________, 20___, on or before ____ day of _____________, 20___, Dyal 
shall receive on or before ____ day of _____________, 20___, an additional payment to 
compensate for all his accumulated paid time off, including 

  (CAP annual 
and sick at 500 hours each) 
As consideration for this Agreement and the release contained within, and in full and 
complete satisfaction of all obligations due and owing Dyal, the City shall: 

A. Pay Dyal an amount equal twenty sixteen (2016) workweeks of his current salary, 
subject to customary payroll deductions to include Dyal's portion of health, dental and 
vision insurance premiums for an equal number of weeks. 

 
4. SURRENDER AND VACATION OF EMPLOYER'S PROPERTY. Upon execution 
of this Agreement, Dyal shall deliver all the City's property in his possession and further, shall 
vacate the City’s property. 
 
5. RELEASE AND WAIVER OF CLAIMS. In consideration of the benefits to be 
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provided to Dyal pursuant to this Agreement, Dyal including his heirs and assigns hereby 
irrevocably and unconditionally releases, acquits and discharges the City and each of its past, 
present and future elected officials, department heads, officers, employees, agents, representatives 
and attorneys from any and all charges, complaints, claims, liabilities, obligations, promises, 
agreements, controversies, damages, actions, causes of action, suits, rights, demands, costs, losses, 
debts and expenses (including attorneys' fees and costs actually incurred), of any nature 
whatsoever, whether known or unknown, arising out of any act, omission, or event from the 
beginning of time up to the execution of this Agreement. Dyal specifically acknowledges and 
agrees that he is releasing and giving up any right that he may now have under federal or state 
law or political subdivision thereof and any claims that he may now have or could have asserted 
against the City. 

Dyal specifically agrees to release all claims that he may have against the City under many different 
laws, including but not limited to: the Age Discrimination in Employment Act, the Older Workers 
Benefit Protection Act, and Executive Order 11141, which prohibit age discrimination in 
employment; Title VII of the Civil Rights Act of 1964, Section 1981 of the Civil Rights Act of 
1866, and Executive Order 11246, which prohibit discrimination based on race, color, national 
origin, religion, or sex; the Americans with Disabilities Act and Sections 503 and 504 of the 
Rehabilitation Act of 1973, which prohibit discrimination based on disability; any other federal, 
state, or local laws prohibiting employment or wage discrimination; the Fair Labor Standards 
Act of 1938 and state laws that regulate wage and hour matters; the Family and Medical Leave Act 
of 1993; Retirement Income Security Act of 1974; any federal, state, or local laws providing 
workers' compensation benefits, prohibiting retaliatory or wrongful discharge, otherwise 
restricting an employer's right to terminate employees, or otherwise regulating employment; claims 
for breach of contract, promissory estoppel, defamation, slander, or libel; claims for termination 
pay, severance, or other benefits; and any other federal, state, or local tort or contract claim. 
Dyal expressly waives all rights that he might have under any law that is intended to protect him 
from waiving unknown claims. 
The City hereby irrevocably and unconditionally releases, acquits and discharges Dyal from any 
and all from any and all charges, complaints, claims, liabilities, obligations, promises, agreements, 
controversies, damages, actions, causes of action, suits, rights, demands, costs, losses, debts and 
expenses (including attorneys' fees and costs actually incurred), of any nature whatsoever, 
whether known or unknown, arising out of any act, omission, or event from the beginning of time 
up to the execution of this Agreement. 

 
6. REFERENCES AND NON-DISPARAGEMENT.  If it is necessary for the City to provide a 
reference to a prospective employer, Dyal agrees that he will direct the prospective employer to 
contact the City Clerk. Additionally, Dyal and the elected officials agree that they shall not 
disparage or make negative comments about each other; provided that this Section shall not 
apply to comments made to any other governmental entity or as required by law. 

 
7. REPRESENTATIONS AND WARRANTIES. The undersigned parties hereby represent and 
warrant the following to the other: 

A. Dyal represents and warrants that: he is legally and mentally competent to sign this 
Agreement; he is the sole owner of any claims against the City; he has the requisite 
capacity and authority to make this Agreement, and no portion of any existing or potential 
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claims has been sold, assigned or pledged to any third party; and he presently possesses 
the exclusive right to receive all of the consideration paid in exchange for this 
Agreement. 

B. Dyal represents and warrants that he has not and will not file any complaints, charges 
or lawsuits against the City or any of its past, present and future elected officials, 
department heads, officers, employees, agents, representatives or attorneys with any 
governmental agency or any court, including without limitation, any claim or matter of 
any nature whatsoever related to or arising out of his employment with or separation of 
his employment, except Dyal expressly reserves the right to file a claim for 
unemployment benefits. Dyal further agrees to indemnify and hold the City harmless 
from any and all loss, costs, damages or expenses, including reasonable attorney fees 
incurred by the City, arising out of any claim concerning the separation of employment 
that may hereafter be made by Dyal or any other party. 

C. The City represents and warrants that it has not and will not file any complaints, charges 
or lawsuits against Dyal with any governmental agency or any court, including without 
limitation, any claim or matter of any nature whatsoever relating to or arising out of 
Dyal's employment with the City or the separation of his employment from the City. 
The City further agrees to indemnify and hold Dyal harmless from any and all loss, costs, 
damages or expenses, including reasonable attorney fees incurred by Dyal, arising out of 
any claim arising from the separation of his employment that may hereafter be made by 
the City or any other party. 

D. Each party is fully aware of the contents of this Agreement and of its legal effect and 
understands that it should obtain legal advice regarding this Agreement as they deem 
appropriate. The parties hereto and each of them, have carefully read this Agreement 
and know the contents thereof, and they signed the same freely and voluntarily. 

E. This Agreement sets forth the entire agreement between the parties and supersedes 
any and all prior agreements or understandings between the parties pertaining to the 
subject matter herein. No waiver of a breach of any provision of this Agreement shall 
be construed to be a waiver of any breach of any other provision of this Agreement or 
of any succeeding breach of the same provision. No delay in acting with regard to any 
breach of any provision of this Agreement shall be construed to be a waiver of such 
breach. If any provision in this Agreement is found to be unenforceable, all other 
provisions will remain fully enforceable. 

F. No promise or inducement has been made or offered, except as herein expressly set 
forth, and this Agreement is executed without reliance upon any statement or 
representation by any of the released parties or their representatives. 

G. The language of all parts of this Agreement shall, in all cases, be construed as a whole, 
according to its fair meaning, and not strictly for or against either party. 

H. This Agreement and any amendments hereto may be executed in multiple counterparts 
by the parties. Each counterpart shall be deemed an original, but all counterparts 
together shall constitute one and the same instrument. 

 
8. JURISDICTION. This Agreement shall be governed by the laws of the State of Florida, and 
the Columbia County C i r c u i t  Court shall have exclusive jurisdiction of any disputes arising 
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under this Agreement. 
 

9. BINDING EFFECT. This Agreement shall be binding upon and shall accrue to the benefit 
of the parties hereto, their respective personal representatives, successors in interest and 
assigns. 

 
IN WITNESS WHEREOF, the parties have executed this Agreement as of the respective dates 

set forth below and each hereby acknowledge receipt of an executed copy of this Agreement. 
 

THE CITY OF LAKE CITY, FLORIDA 
 
BY: ______________________________ 
 Stephen M. Witt /Date 
 Mayor 

(SEAL) 
 
ATTEST: APPROVED AS TO FORM AND 

LEGALITY: 
 
BY: ___________________________ BY: ____________________________ 

Audrey E. Sikes, City Clerk  Thomas J. Kennon, III,  
  City Attorney 
 
 
 PAUL DYAL 
 
 
 BY: ____________________________ 
  Paul Dyal /Date 
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Introduction 
THIS EMPLOYMENT AGREEMENT (hereinafter "Agreement" or "agreement"), made and entered into 
this X X X X X , b y  and b e t w e e n  the City of Lake City, Florida, a municipal corporation, 
(hereinafter called" City") and Paul Dyal, (hereinafter called "Dyal") an individual who has the education, 
training, and experience in local government management, both of whom agree as follows: 
 

Section 1: Term 
This agreement shall remain in full force and effect from the effective date, provided in section 18, until 
terminated by the City or Dyal as provided in Sections 7 or 9 of this agreement. In the event that Dyal is 
terminated, as defined in Section 7 of this agreement, Dyal shall be entitled to all compensation 
including salary, all accrued annual and sick leave paid in lump sum or in a continuation of salary on 
the then existing pay period basis, at Dyal's option. 

 
Section 2: Duties and Authority 
A. Dyal is the chief executive officer of the City and shall faithfully perform the duties as prescribed in the 
job description as set forth in the City's charter and ordinances and as may be lawfully assigned by the City 
and shall comply with all lawful City Council directives, state and federal law, City policies, rules, and 
ordinances as they exist or may hereafter be amended. 

 
B. Specifically, it shall be the duty of Dyal to employ on behalf of the City all other employees of the 
City, other than the City Clerk and City Attorney each of which serve at the pleasure of the City Council, 
consistent with the policies of the City Council and the ordinances and charter of the City. 

 
C. It shall also be the duty of Dyal to direct, assign, reassign and evaluate all of the employees of the 
City consistent with policies, ordinances, charter, state and federal law. 

 
D. It shall also be the duty of Dyal to organize, reorganize and arrange the staff of the City and to develop 
and establish internal regulations, rules, and procedures which Dyal deems necessary for the efficient and 
effective operation of the City consistent with the lawful directives, policies, ordinances, state and federal 
law. 

 
E. It shall also be the duty of Dyal to accept all resignations of employees of the City consistent with 
the policies, ordinances, state and federal law, except Dyal 's resignation which must be accepted by the 
City Council. 

 
F. Dyal shall perform the duties of city manager of the City with reasonable care, diligence, skill, and 
expertise.  

 
G. All duties assigned to Dyal by the City Council shall be appropriate to and consistent with the 
professional role and responsibility of Dyal. 
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H. Dyal or a designee shall attend, and shall be permitted to attend, all meetings of the City Council, 
both public and closed. 

 
I. The City Council, individually and collectively, shall refer in a timely manner all substantive criticisms, 
complaints and suggestions called to their attention to Dyal for study and/or appropriate action. 

 
Section 3: Compensation 
A. Base Salary: City agrees to pay Dyal an annual base salary of one hundred sixty thousand U.S. dollars 
and zero cents ($160,000.00) payable in installments at the same time that the other management 
employees of the City are paid. The City agrees to one mandatory review of the annual base salary after 
Dyal's initial one hundred and eighty days (180) of employment, at which time the annual base salary 
shall be reviewed for an increase. All future and reviews shall take place pursuant to the terms of Section 
10. 

 
B. This agreement shall be amended by resolution to reflect any adjustments that are provided or required 
by the City's compensation policies to include, but not be limited to, salary adjustments, performance 
incentives, increases in benefits, or any combination of elements comprising compensation. 

 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

[space intentionally left blank) 
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Section 4: Employee Benefits 

The City agrees to provide general benefits to Dyal, at a minimum, equal to that which is provided to all 
other employees of the City. 

 
Section 5: Additional Annual Leave 
Upon the effective date of this Employment Agreement, Dyal shall receive two (2) weeks of annual leave 
which shall be in addition to the accrual of annual leave he shall enjoy as a "full-time employee" as defined 
within the City Personnel Policies and Procedures Manual. 

 

Section 6: General Business Expenses 

A. The City agrees to budget and to pay for the professional dues and subscriptions of Dyal necessary for 
full participation in national, regional, state and local associations and organizations necessary and desirable 
for the good of the City. Such expenses shall be approved through the City's budgetary process 

 
B. City agrees to budget and pay for travel and subsistence expenses, pursuant to City ethics and purchasing 
policies, of Dyal for professional and official travel, meetings, and occasions to adequately continue the 
professional development of Dyal and to pursue necessary official functions for the City. 

 
C. The City also agrees to budget and pay for travel and subsistence expenses of Dyal for short courses, 
institutes, and seminars that are necessary for Dyal' s professional development and for the good of the 
City. 

 
D. The City recognizes that certain expenses of a non-personal but job related nature are incurred by Dyal, 
and agrees to reimburse or to pay said general expenses. Such expenses may include meals where the City 
business is being discussed or conducted and participation in social events of various organizations when 
representing the City. Such expenditures are subject to annual budget constraints as well as state and City 
ethics and purchasing policies. The finance director is authorized to disburse such moneys upon receipt of 
duly executed expense or petty cash vouchers, receipts, statements, or personal affidavits. 

 
E. Recognizing the importance of constant communication and maximum productivity, the City shall provide 

Dyal, for business use, a laptop computer, software, tablet computer, mobile phone, and use of a City owned 
vehicle. Upon termination of Dyal's employment, the equipment described herein shall be returned to the 
City within twenty-four (24) hours from the time of termination of employment.  
 

F. In lieu of a take home city vehicle, the city will pay Dyal six hundred dollars and zero cents ($600.00) per 
month for use of personal vehicle. 
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Section 7: Termination 

For the purpose of this agreement, termination shall exclude the applicable section of the City Personnel 
Policies and Procedures Manual and shall occur when one, or more, of the following occurs: 

 
A. The super-majority of the City Council votes to terminate Dyal in accordance with the Charter or 
City Code at a properly posted and duly authorized public meeting. 

 
B. If the City reduces the base salary, compensation, or any other financial benefit of Dyal, unless it is 
applied in no greater percentage than the average reduction of all department directors, such action shall 
constitute a breach of this agreement and will be regarded as a termination. 

 
C. If Dyal resigns following an offer to accept resignation, whether formal or informal, by the City as 
representative of the majority of the City Council that Dyal resign, then Dyal may declare a termination as 
of the date of the suggestion. 

 
D. If a breach of contract is declared by either party with a thirty (30) day cure period for either Dyal 
or the City. Written notice of a breach of contract shall be provided in accordance with the provisions of 
Section 17. 

Section 8: Severance 

Severance shall be paid to Dyal when employment is terminated as defined in Sections 7 and 8. 
 

A. If Dyal is terminated without cause, the City shall provide a minimum severance payment equal to twenty 
(20) workweeks of salary at Dyal's then current rate of pay and twenty (20) workweeks of employee 
benefits. This severance shall be paid in a continuation of salary on the then existing pay period basis, or 
lump sum, at the City's and Dyal’s option. 

 
B. Dyal shall also be compensated for all, including pre-effective date, accrued paid leave/time off, of 
any variety, annual and sick at time of termination, whether with or without cause. 

  
C. If Dyal is terminated because of a felony conviction, or a plea of nolo contendere (no contest) or guilty 
to a felony charge, or for misconduct, as defined in section 443.036(29), Florida Statutes, then the City 
is not obligated to pay severance under this section. 

 
D. The termination and severance of Dyal shall be in accordance with the "Separation Agreement" agreed 
to by the City and Dyal. 

 
Local and state laws and regulations shall control when any provisions within this section are found to conflict with 
such laws or regulations.
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Section 9: Resignation 

 
A. In the event that Dyal voluntarily resigns his position with the City, Dyal shall provide a minimum 

of thirty (30) days' notice unless the City and Dyal agree otherwise. If the City Council offers to 
accept Dyal’s resignation, by majority of the City Council, Dyal may resign and declare a 
voluntary termination as of the date of the offer to accept Dyal’s resignation.   

 
 

Section 10: Performance Evaluation 
 

A. The City and Dyal shall mutually agree upon a process, the criteria, and a form to be used for the annual 
evaluation of Dyal within ninety (90) days from the effective date of this agreement. The City shall then 
review the performance of Dyal annually. 

 
The annual evaluation process, at a minimum, shall include the opportunity for both parties to: 

(1) conduct a formulary session where the City Council and Dyal meet first to discuss goals 
and objectives of both the past twelve (12) month performance period as well as the upcoming 
twelve (12) month performance period; and 
(2) following that formulary discussion, prepare a written evaluation of goals and objectives for 
the past and upcoming year; and 
(3) next meet and discuss the written evaluation of these goals and objectives; and 
(4) present a written summary of the evaluation results to Dyal. The final written evaluation 
should be completed and delivered to Dyal within thirty (30) days of the initial formulary evaluation 
meeting. 

 
B. In the event the City deems the evaluation instrument, format and/or procedure is to be modified by the 
City and such modifications would require new or different performance expectations, then Dyal shall be 
provided a reasonable period of time to demonstrate such expected performance before being evaluated. 

 
 
 

 
 
 
 
 
 
 
 

 
                                            [space intentionally left blank] 
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Section 11: Hours of Work 
 

It is recognized that Dyal must devote a great deal of time outside the normal office hours on business for the 
City, and to that end Dyal shall be allowed to establish an appropriate work schedule. 

 
The schedule shall be appropriate to the needs of the City and shall allow Dyal to faithfully perform his 
assigned duties and responsibilities. 
 
Dyal shall be allowed reasonable flexibility and discretion to take time off during normal business hours 
for personal reasons provided that doing so does not interfere with the performance of his duties and 
responsibilities under this Agreement.  

 

Section 12: Ethical Commitments 
 

Dyal shall not endorse candidates, make financial contributions, sign, or circulate petitions, or participate 
in fund- raising activities for individuals seeking or holding elected office, nor seek or accept any personal 
enrichment or profit derived from confidential information or misuse of public time. 

 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

[space intentionally left blank] 
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Section 13: Outside Activities 
The employment provided for by this Agreement shall be Dyal's sole employment. Dyal acknowledges that 
his performance of city manager duties will often require his performance of said duties outside of normal 
business hours. In return for the compensation identified herein Dyal agrees to devote his full professional 
attention to the full and proper performance of the city manager duties. 

 

Section 14: Indemnification 
 

Beyond that required under Federal, State or Local Law, the City shall defend, save harmless and indemnify 
Dyal against any obligation to pay money or perform or no perform action, including without limitation, 
any and all losses, damages, judgments, interests, settlements, penalties, fines, court costs and other 
reasonable costs and expenses of legal proceedings including attorney's fees, and any other liabilities arising 
from, related to, or connected with any tort, professional liability claim or demand or any other threatened, 
pending or completed action, suit or proceeding, whether civil, criminal, administrative, arbitrative or 
investigation, whether groundless or otherwise, arising out of an alleged act or omission occurring in the 
performance of Dyal's duties as City Manager or resulting from the exercise of judgment or discretion in 
connection with the performance of program duties or responsibilities, unless the act or omission involved 
willful or wanton conduct. Dyal may request and the City shall not unreasonably refuse to provide 
independent legal representation at the City's expense and the City may not unreasonably withhold approval. 
Legal representation, provided by the City for Dyal, shall extend until a final determination of the legal 
action including any appeals brought by either party. The City shall indemnify Dyal against any and all 
losses, damages, judgments, interest, settlements, penalties, fines, court costs and other reasonable costs and 
expenses of legal proceedings including attorney's fees, and any other liabilities incurred by, imposed upon, 
or suffered by such Dyal in connection with or resulting from any claim, action, suit, or proceeding, actual 
or threatened, arising out of or in connection with the performance of his or her duties. Any settlement of 
any claim must be made with prior approval of the City in order for indemnification, as provided in this 
Section, to be available. 

I 
 
 
 

Dyal recognizes that the City shall have the right to compromise and unless Dyal is a party to the suit which 
Dyal shall have a veto authority over the settlement, settle any claim or suit; unless, said compromise or 
settlement is of a per- sonar nature to Dyal. Further, the City agrees to pay all reasonable litigation expenses 
of Dyal throughout the pendency of any litigation to which Dyal is a party, witness or advisor to the City. 
Such expense payments shall continue beyond Dyal' s service to the City as long as litigation is pending. 
Further, the City agrees to pay Dyal reasonable consulting fees and travel expenses when Dyal serves 
as a witness, advisor or consultant to the City regarding pending litigation. 
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Section 15: Bonding 
 

The City shall bear the full cost of any fidelity or other bonds required of Dyal under any law or ordinance. 
 
·Section 16: Other Terms and Conditions of 
Employment 

 
A. The City, only upon agreement with Dyal, shall fix any such other terms and conditions of employment, 
as it may determine from time to time, relating to the performance of Dyal, provided such terms and 
conditions are not inconsistent with or in conflict with the provisions of this Agreement, the City Charter, 
local ordinances, or any other law. 

 
B. Except as otherwise provided in this Agreement, Dyal shall be entitled, at a minimum, to earn and accrue 
the highest level of benefits that are enjoyed by or offered to other [appointed officials, appointed employees, 
department heads or general employees] of the City as provided in the Charter, Code, Personnel Rules and 
Regulations or by practice. 

 
Section 17: Notices 

 
Notice pursuant to this Agreement shall be provided by depositing such in the custody of the United States 
Postal Service, postage prepaid, and addressed as follows: 

 
A. EMPLOYER: City of Lake City, c/o Mayor, 205 N. Marion Ave., Lake City, FL 32055 

 
B. EMPLOYEE: Paul Dyal, 205 N. Marion Ave., Lake City, FL 32055 

 
Notice shall be deemed given as of the date of personal service or as the date of deposit of such written 
notice in the course of transmission in the United States Postal Service. 
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Section 18: General Provisions 
 

A. Integration. This Agreement sets forth and establishes the entire understanding between the City and 
Dyal relating to the employment of Dyal by the City. Any prior discussions or representations by or 
between the City and Dyal are merged into and rendered null and void by this Agreement. The City and 
Dyal by mutual written agreement may amend any provision of this agreement during the life of the 
agreement. Such amendments shall be incorporated and made a part of this agreement. 

 
B. Binding Effect. This Agreement shall be binding on the City and Dyal as well as their heirs, assigns, 
executors, personal representatives, and successors in interest. 

 
C. Effective Date. This Agreement shall become effective on the date of execution by the last party to execute 

the Agreement. 
 

D. Severability. The invalidity or partial invalidity of any portion of this Agreement will not affect the 
validity of any other provision. In the event that any provision of this Agreement is held to be invalid, 
the remaining provisions shall be deemed to be in full force and effect as if they have been executed by 
both the City and Dyal subsequent to the expungement or judicial modification of the invalid provision. 

 
E. Precedence. In the event of any conflict between the terms, conditions and provisions of this Agreement 
and the provisions of Council's policies, or the City's ordinances or the City's rules and regulations, or any 
permissive state or federal law, then, unless otherwise prohibited by law, the terms of this Agreement 
sh a l l  take precedence over contrary p r o v i s i o n s  of Council's policies, or the City's ordinances, or the 
City's rules and regulations or any such permissive law during the term of this Agreement. 

 
 
 
 
 

 

 

 

 

                                 

 

                                               [space intentionally left blank] 
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IN WITNESS WHEREOF, the parties have executed this Agreement as of the respective 

dates set forth below and each hereby acknowledge receipt of an executed copy of this 
Agreement. 

 
THE CITY OF LAKE CITY, FLORIDA 
 
BY: ______________________________ 
 Stephen M. Witt /Date 
 Mayor 

(SEAL) 
 
ATTEST: APPROVED AS TO FORM AND LEGALITY: 
 
BY: ___________________________ BY: ____________________________ 

Audrey E. Sikes, City Clerk  Thomas J. Kennon, III,  
  City Attorney 
 
 
 PAUL DYAL 
 
 
 BY: ____________________________ 
  Paul Dyal /Date 
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APPENDIX l 

SEPARATION OF EMPLOYMENT AND GENERAL RELEASE 
This Separation of Employment and General Release Agreement ("Agreement") is made by and 
between the City of Lake City, Florida, a municipal corporation, (hereinafter the "City") and Paul 
Dyal, (hereinafter called ''Dyal") an individual. 

 
WHEREAS, the City has employed Dyal as its City Manager; however, the parties wish to enter 
into a voluntary agreement to terminate their employment relationship and to resolve any actual or 
potential claims that either party may have against the other by reason of Dyal's employment or 
termination thereof. 

 
WHEREAS, the parties desire to set forth the terms and conditions governing Dyal's separation of 
employment and to provide for the settlement and release of any and all disputes or controversies that 
have arisen, or which may hereafter arise, between the City and Dyal, including without limitation, 
any and all claims arising out of or in any way related to Dyal's employment with or separation from 
the City. 

NOW THEREFORE, in consideration of the mutual covenants herein contained and the mutual 
benefits to be derived therefrom, the sufficiency of which consideration is hereby acknowledged by 
the undersigned, City and Dyal agree and state: 

 
1. TERMINATION OF EMPLOYMENT. Upon their mutual agreement, Dyal’s employment shall 
terminate on the ____ day of _____________, 20___, which shall be Dyal's final date of employment. 

2. NO ADMISSION OF LIABILITY. This Agreement is not an admission by Dyal or the City of 
any wrongful conduct whatsoever. Both parties deny and disclaim any liability to or wrongful 
conduct against the other or any third party. 

 
3. PAYMENT AND BENEFITS.  Dyal shall receive his regular paycheck for the pay period ending ____ 
day of _____________, 20___, on or before ____ day of _____________, 20___, Dyal shall receive on 
or before ____ day of _____________, 20___, an additional payment to compensate for all his 
accumulated paid time off, including pre-effective date, of any variety, annual and sick at time of 
termination, subject to customary payroll deductions. 
As consideration for this Agreement and the release contained within, and in full and complete 
satisfaction of all obligations due and owing Dyal, the City shall: 

A. Pay Dyal an amount equal twenty (20) workweeks of his current salary, subject to customary 
payroll deductions to include Dyal's portion of health, dental and vision insurance premiums for 
an equal number of weeks. 

 
4. SURRENDER AND VACATION OF EMPLOYER'S PROPERTY. Upon execution of this 
Agreement, Dyal shall deliver all the City's property in his possession and further, shall vacate the City’s 
property. 
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5. RELEASE AND WAIVER OF CLAIMS. In consideration of the benefits to be provided to 
Dyal pursuant to this Agreement, Dyal including his heirs and assigns hereby irrevocably and 
unconditionally releases, acquits and discharges the City and each of its past, present and future 
elected officials, department heads, officers, employees, agents, representatives and attorneys from 
any and all charges, complaints, claims, liabilities, obligations, promises, agreements, controversies, 
damages, actions, causes of action, suits, rights, demands, costs, losses, debts and expenses (including 
attorneys' fees and costs actually incurred), of any nature whatsoever, whether known or unknown, 
arising out of any act, omission, or event from the beginning of time up to the execution of this 
Agreement. Dyal specifically acknowledges and agrees that he is releasing and giving up any right 
that he may now have under federal or state law or political subdivision thereof and any claims that 
he may now have or could have asserted against the City. 

Dyal specifically agrees to release all claims that he may have against the City under many different 
laws, including but not limited to: the Age Discrimination in Employment Act, the Older Workers 
Benefit Protection Act, and Executive Order 11141, which prohibit age discrimination in 
employment; Title VII of the Civil Rights Act of 1964, Section 1981 of the Civil Rights Act of 1866, 
and Executive Order 11246, which prohibit discrimination based on race, color, national origin, 
religion, or sex; the Americans with Disabilities Act and Sections 503 and 504 of the Rehabilitation 
Act of 1973, which prohibit discrimination based on disability; any other federal, state, or local laws 
prohibiting employment or wage discrimination; the Fair Labor Standards Act of 1938 and state laws 
that regulate wage and hour matters; the Family and Medical Leave Act of 1993; Retirement Income 
Security Act of 1974; any federal, state, or local laws providing workers' compensation benefits, 
prohibiting retaliatory or wrongful discharge, otherwise restricting an employer's right to terminate 
employees, or otherwise regulating employment; claims for breach of contract, promissory estoppel, 
defamation, slander, or libel; claims for termination pay, severance, or other benefits; and any other 
federal, state, or local tort or contract claim. Dyal expressly waives all rights that he might have 
under any law that is intended to protect him from waiving unknown claims. 
The City hereby irrevocably and unconditionally releases, acquits and discharges Dyal from any 
and all from any and all charges, complaints, claims, liabilities, obligations, promises, agreements, 
controversies, damages, actions, causes of action, suits, rights, demands, costs, losses, debts and 
expenses (including attorneys' fees and costs actually incurred), of any nature whatsoever, whether 
known or unknown, arising out of any act, omission, or event from the beginning of time up to the 
execution of this Agreement. 

 
6. REFERENCES AND NON-DISPARAGEMENT.  If it is necessary for the City to provide a 
reference to a prospective employer, Dyal agrees that he will direct the prospective employer to 
contact the City Clerk. Additionally, Dyal and the elected officials agree that they shall not disparage 
or make negative comments about each other; provided that this Section shall not apply to comments 
made to any other governmental entity or as required by law. 
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7. REPRESENTATIONS AND WARRANTIES. The undersigned parties hereby represent and 
warrant the following to the other: 

A. Dyal represents and warrants that: he is legally and mentally competent to sign this Agreement; he 
is the sole owner of any claims against the City; he has the requisite capacity and authority to make this 
Agreement, and no portion of any existing or potential claims has been sold, assigned or pledged to 
any third party; and he presently possesses the exclusive right to receive all of the consideration paid 
in exchange for this Agreement. 
B. Dyal represents and warrants that he has not and will not file any complaints, charges or lawsuits 
against the City or any of its past, present and future elected officials, department heads, officers, 
employees, agents, representatives or attorneys with any governmental agency or any court, including 
without limitation, any claim or matter of any nature whatsoever related to or arising out of his 
employment with or separation of his employment, except Dyal expressly reserves the right to file 
a claim for unemployment benefits. Dyal further agrees to indemnify and hold the City harmless 
from any and all loss, costs, damages or expenses, including reasonable attorney fees incurred by 
the City, arising out of any claim concerning the separation of employment that may hereafter be made 
by Dyal or any other party. 

C. The City represents and warrants that it has not and will not file any complaints, charges or lawsuits 
against Dyal with any governmental agency or any court, including without limitation, any claim or 
matter of any nature whatsoever relating to or arising out of Dyal's employment with the City or the 
separation of his employment from the City. The City further agrees to indemnify and hold Dyal 
harmless from any and all loss, costs, damages or expenses, including reasonable attorney fees 
incurred by Dyal, arising out of any claim arising from the separation of his employment that may 
hereafter be made by the City or any other party. 

D. Each party is fully aware of the contents of this Agreement and of its legal effect and understands 
that it should obtain legal advice regarding this Agreement as they deem appropriate. The parties 
hereto and each of them, have carefully read this Agreement and know the contents thereof, and 
they signed the same freely and voluntarily. 

E. This Agreement sets forth the entire agreement between the parties and supersedes any and all 
prior agreements or understandings between the parties pertaining to the subject matter herein. 
No waiver of a breach of any provision of this Agreement shall be construed to be a waiver of any 
breach of any other provision of this Agreement or of any succeeding breach of the same provision. 
No delay in acting with regard to any breach of any provision of this Agreement shall be construed 
to be a waiver of such breach. If any provision in this Agreement is found to be unenforceable, all 
other provisions will remain fully enforceable. 

F. No promise or inducement has been made or offered, except as herein expressly set forth, and
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this Agreement is executed without reliance upon any statement or representation by any 
of the released parties or their representatives. 

G. The language of all parts of this Agreement shall, in all cases, be construed as a whole, 
according to its fair meaning, and not strictly for or against either party. 
H. This Agreement and any amendments hereto may be executed in multiple counterparts 
by the parties. Each counterpart shall be deemed an original, but all counterparts together 
shall constitute one and the same instrument. 

 
8. JURISDICTION. This Agreement shall be governed by the laws of the State of Florida, and 
the Columbia County C i r c u i t  Court shall have exclusive jurisdiction of any disputes arising 
under this Agreement. 

 
9. BINDING EFFECT. This Agreement shall be binding upon and shall accrue to the benefit 
of the parties hereto, their respective personal representatives, successors in interest and 
assigns. 

 
IN WITNESS WHEREOF, the parties have executed this Agreement as of the 

respective dates set forth below and each hereby acknowledge receipt of an executed copy 
of this Agreement. 

 
THE CITY OF LAKE CITY, FLORIDA 
 
BY: ______________________________ 
 Stephen M. Witt /Date 
 Mayor 

(SEAL) 
 
ATTEST: APPROVED AS TO FORM AND 

LEGALITY: 
 
BY: ___________________________ BY: ____________________________ 

Audrey E. Sikes, City Clerk  Thomas J. Kennon, III,  
  City Attorney 
 
 
 PAUL DYAL 
 
 
 BY: ____________________________ 
  Paul Dyal /Date 
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Introduction 
THIS EMPLOYMENT AGREEMENT (hereinafter "Agreement" or "agreement"), made and entered 
into this X X X X X ,  by and  between  the City of Lake City, Florida, a municipal 
corporation, (hereinafter called" City") and Paul Dyal, (hereinafter called "Dyal") an individual who 
has the education, training, and experience in local government management, both of whom agree as 
follows: 
 

Section 1: Term 
This agreement shall remain in full force and effect from the effective date, provided in section 18, until 
terminated by the City or Dyal as provided in Sections 7 or 9 of this agreement. In the event that Dyal is 
terminated, as defined in Section 7 of this agreement, Dyal shall be entitled to all compensation 
including salary, all accrued annual and sick leave paid in lump sum or in a continuation of salary on 
the then existing pay period basis, at Dyal's option. 

 
Section 2: Duties and Authority 
A. Dyal is the chief executive officer of the City and shall faithfully perform the duties as prescribed in the 
job description as set forth in the City's charter and ordinances and as may be lawfully assigned by the City 
and shall comply with all lawful City Council directives, state and federal law, City policies, rules, and 
ordinances as they exist or may hereafter be amended. 

 
B. Specifically, it shall be the duty of Dyal to employ on behalf of the City all other employees of the 
City, other than the City Clerk and City Attorney each of which serve at the pleasure of the City Council, 
consistent with the policies of the City Council and the ordinances and charter of the City.  Except as 
provided by Section 306 of the personnel manual. 

 
C. It shall also be the duty of Dyal to direct, assign, reassign and evaluate all of the employees of the 
City consistent with policies, ordinances, charter, state and federal law.  Except as provided by Section 
306 of the personnel manual. 

 
D.  It shall also be the duty of Dyal to organize, reorganize and arrange the staff of the City and to develop 
and establish internal regulations, rules, and procedures which Dyal deems necessary for the efficient and 
effective operation of the City consistent with the lawful directives, policies, ordinances, state and federal 
law.  Except as provided by Section 306 of the personnel manual. 

 
E. It shall also be the duty of Dyal to accept all resignations of employees of the City consistent with 
the policies, ordinances, state and federal law, except Dyal 's resignation which must be accepted by the 
City Council.  Except as provided by Section 306 of the personnel manual. 

 
F. Dyal shall perform the duties of city manager of the City with reasonable care, diligence, skill, and 
expertise.  
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G.   All duties assigned to Dyal by the City Council shall be appropriate to and consistent with the 
professional role and responsibility of Dyal. 
 
H.   Dyal or a designee shall attend, and shall be permitted to attend, all meetings of the City Council, 
both public and closed. 

 
I. The City Council, individually and collectively, shall refer in a timely manner all substantive criticisms, 
complaints and suggestions called to their attention to Dyal for study and/or appropriate action. 

 
Section 3: Compensation 
A. Base Salary: City agrees to pay Dyal an annual base salary of one hundred sixty forty thousand U.S. 
dollars and zero cents ($140,000.00) payable in installments at the same time that the other management 
employees of the City are paid. The City agrees to one mandatory review of the annual base salary after 
Dyal's initial one hundred and eighty days (180) of employment (which is the date of this Agreement), 
at which time the annual base salary shall be reviewed for an increase. All future and reviews shall take 
place pursuant to the terms of Section 10. 

 
B. This agreement shall be amended by resolution to reflect any adjustments that are provided or required 
by the City's compensation policies to include, but not be limited to, salary adjustments, performance 
incentives, increases in benefits, or any combination of elements comprising compensation. 

 
 
 
 
 
 

 

 

 

 

 

 

 

 

[space intentionally left blank) 
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Section 4: Employee Benefits 

The City agrees to provide general benefits to Dyal, at a minimum, equal to that which is provided to all 
other employees of the City. 

 
Section 5: Additional Annual Leave 
Upon the effective date of this Employment Agreement, Dyal shall receive two (2) weeks of annual leave 
which shall be in addition to the accrual of annual leave he shall enjoy as a "full-time employee" as defined 
within the City Personnel Policies and Procedures Manual. 

 

Section 6: General Business Expenses 

A. The City agrees to budget and to pay for the professional dues and subscriptions of Dyal necessary for 
full participation in national, regional, state and local associations and organizations necessary and desirable 
for the good of the City. Such expenses shall be approved through the City's budgetary process 

 
B. City agrees to budget and pay for travel and subsistence expenses, pursuant to City ethics and purchasing 
policies, of Dyal for professional and official travel, meetings, and occasions to adequately continue the 
professional development of Dyal and to pursue necessary official functions for the City. 

 
C. The City also agrees to budget and pay for travel and subsistence expenses of Dyal for short courses, 
institutes, and seminars that are necessary for Dyal' s professional development and for the good of the 
City. 

 
D. The City recognizes that certain expenses of a non-personal but job related nature are incurred by Dyal, 
and agrees to reimburse or to pay said general expenses. Such expenses may include meals where the City 
business is being discussed or conducted and participation in social events of various organizations when 
representing the City. Such expenditures are subject to annual budget constraints as well as state and City 
ethics and purchasing policies. The finance director is authorized to disburse such moneys upon receipt of 
duly executed expense or petty cash vouchers, receipts, statements, or personal affidavits. 

 
E. Recognizing the importance of constant communication and maximum productivity, the City shall provide 

Dyal, for business use, a laptop computer, software, tablet computer, mobile phone, and use of a City owned 
vehicle. Upon termination of Dyal's employment, the equipment described herein shall be returned to the 
City within twenty-four (24) hours from the time of termination of employment.  Dyal may utilize the City 
owned vehicle for incidental uses, such as stops to and from work. 
 

F. In lieu of a take home city vehicle, the city will pay Dyal six hundred dollars and zero cents ($600.00) per 
month for use of personal vehicle. 
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Section 7: Termination 

For the purpose of this agreement, termination shall exclude the applicable section of the City Personnel 
Policies and Procedures Manual and shall occur when one, or more, of the following occurs: 

 
A. The super-majority of the City Council votes to terminate Dyal in accordance with the Charter or 
City Code at a properly posted and duly authorized public meeting. 

 
B. If the City reduces the base salary, compensation, or any other financial benefit of Dyal, unless it is 
applied in no greater percentage than the average reduction of all department directors, such action shall 
constitute a breach of this agreement and will be regarded as a termination. 

 
C. If Dyal resigns following an offer to accept resignation, whether formal or informal, by the City as 
representative of the majority of the City Council that Dyal resign, then Dyal may declare a termination as 
of the date of the suggestion. 

 
D. If a breach of contract is declared by either party with a thirty (30) day cure period for either Dyal 
or the City. Written notice of a breach of contract shall be provided in accordance with the provisions of 
Section 17. 

Section 8: Severance 

Severance shall be paid to Dyal when employment is terminated as defined in Sections 7 and 8. 
 

A. If Dyal is terminated without cause, the City shall provide a minimum severance payment equal to 
twenty (20) workweeks of salary at Dyal's then current rate of pay and twenty (20) workweeks of 
employee benefits. This severance shall be paid in a continuation of salary on the then existing pay period 
basis, or lump sum, at the City's and Dyal’s option. 

 
B. Dyal shall also be compensated for all 500 hours, including pre-effective date, of accrued paid 
leave/time off, of any variety, annual and 500 hours of sick at time of termination, whether with or 
without cause. 

  
C. If Dyal is terminated because of a felony conviction, or a plea of nolo contendere (no contest) or guilty 
to a felony charge, or for misconduct, as defined in section 443.036(29), Florida Statutes, then the City 
is not obligated to pay severance under this section. 

 
D. The termination and severance of Dyal shall be in accordance with the "Separation Agreement" agreed 
to by the City and Dyal. 

 
Local and state laws and regulations shall control when any provisions within this section are found to conflict with 
such laws or regulations. 
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Section 9: Resignation 
 

A. In the event that Dyal voluntarily resigns his position with the City, Dyal shall provide a minimum 
of thirty (30) days' notice unless the City and Dyal agree otherwise. If the City Council offers to 
accept Dyal’s resignation, by majority of the City Council, Dyal may resign and declare a 
voluntary termination as of the date of the offer to accept Dyal’s resignation. 

 
Section 10: Performance Evaluation 

 
A. The City and Dyal shall mutually agree upon a process, the criteria, and a form to be used for the 

annual evaluation of Dyal within ninety (90) days from the effective date of this agreement.  The 
City shall then review the performance of Dyal annually.  Dyal agrees with the use of the standard 
City evaluation form such as is utilized for the City Clerk.  The evaluation shall occur in the month 
of August each year or as soon thereafter as practicable. 

 
The annual evaluation process, at a minimum, shall include the opportunity for both parties to: 

(1) conduct a formulary session where the City Council and Dyal meet first to discuss goals 
and objectives of both the past twelve (12) month performance period as well as the upcoming 
twelve (12) month performance period; and 
(2) following that formulary discussion, prepare a written evaluation of goals and objectives 
for the past and upcoming year; and 
(3) next meet and discuss the written evaluation of these goals and objectives; and 
(4) present a written summary of the evaluation results to Dyal. The final written evaluation 
should be completed and delivered to Dyal within thirty (30) days of the initial formulary 
evaluation meeting. 

 
B. In the event the City deems the evaluation instrument, format and/or procedure is to be modified by 

the City and such modifications would require new or different performance expectations, then Dyal 
shall be provided a reasonable period of time to demonstrate such expected performance before 
being evaluated. 

 
 
 

 
 
 
 
 
 

 
                                            [space intentionally left blank] 
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Section 11: Hours of Work 
 

It is recognized that Dyal must devote a great deal of time outside the normal office hours on business for the City, 
and to that end Dyal shall be allowed to establish an appropriate work schedule. 

 
The schedule shall be appropriate to the needs of the City and shall allow Dyal to faithfully perform his assigned 
duties and responsibilities. 
 
Dyal shall be allowed reasonable flexibility and discretion to take time off during normal business hours for 
personal reasons provided that doing so does not interfere with the performance of his duties and 
responsibilities under this Agreement.  (Not in Helfenberger’s Agreement) 

 

Section 12: Ethical Commitments 
 

Dyal shall not endorse candidates, make financial contributions, sign, or circulate petitions, or participate in 
fund- raising activities for individuals seeking or holding elected office, nor seek or accept any personal 
enrichment or profit derived from confidential information or misuse of public time. 

 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

[space intentionally left blank] 
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Section 13: Outside Activities 
The employment provided for by this Agreement shall be Dyal's sole employment. Dyal acknowledges that 
his performance of city manager duties will often require his performance of said duties outside of normal 
business hours. In return for the compensation identified herein Dyal agrees to devote his full professional 
attention to the full and proper performance of the city manager duties. 

 

Section 14: Indemnification 
 

Beyond that required under Federal, State or Local Law, the City shall defend, save harmless and indemnify 
Dyal against any obligation to pay money or perform or no perform action, including without limitation, 
any and all losses, damages, judgments, interests, settlements, penalties, fines, court costs and other 
reasonable costs and expenses of legal proceedings including attorney's fees, and any other liabilities arising 
from, related to, or connected with any tort, professional liability claim or demand or any other threatened, 
pending or completed action, suit or proceeding, whether civil, criminal, administrative, arbitrative or 
investigation, whether groundless or otherwise, arising out of an alleged act or omission occurring in the 
performance of Dyal's duties as City Manager or resulting from the exercise of judgment or discretion in 
connection with the performance of program duties or responsibilities, unless the act or omission involved 
willful or wanton conduct. Dyal may request and the City shall not unreasonably refuse to provide 
independent legal representation at the City's expense and the City may not unreasonably withhold approval. 
Legal representation, provided by the City for Dyal, shall extend until a final determination of the legal 
action including any appeals brought by either party. The City shall indemnify Dyal against any and all 
losses, damages, judgments, interest, settlements, penalties, fines, court costs and other reasonable costs and 
expenses of legal proceedings including attorney's fees, and any other liabilities incurred by, imposed upon, 
or suffered by such Dyal in connection with or resulting from any claim, action, suit, or proceeding, actual 
or threatened, arising out of or in connection with the performance of his or her duties. Any settlement of 
any claim must be made with prior approval of the City in order for indemnification, as provided in this 
Section, to be available. 

I 
 
 
 

Dyal recognizes that the City shall have the right to compromise and unless Dyal is a party to the suit which 
Dyal shall have a veto authority over the settlement, settle any claim or suit; unless, said compromise or 
settlement is of a per- sonar nature to Dyal. Further, the City agrees to pay all reasonable litigation expenses 
of Dyal throughout the pendency of any litigation to which Dyal is a party, witness or advisor to the City. 
Such expense payments shall continue beyond Dyal' s service to the City as long as litigation is pending. 
Further, the City agrees to pay Dyal reasonable consulting fees and travel expenses when Dyal serves 
as a witness, advisor or consultant to the City regarding pending litigation. 
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Section 15: Bonding 
 

The City shall bear the full cost of any fidelity or other bonds required of Dyal under any law or 
ordinance. 

 
·Section 16: Other Terms and Conditions of 
Employment 

 
A. The City, only upon agreement with Dyal, shall fix any such other terms and conditions of 

employment, as it may determine from time to time, relating to the performance of Dyal, provided 
such terms and conditions are not inconsistent with or in conflict with the provisions of this 
Agreement, the City Charter, local ordinances, or any other law. 

 
B. Except as otherwise provided in this Agreement, Dyal shall be entitled, at a minimum, to earn and 

accrue the highest level of benefits that are enjoyed by or offered to other [appointed officials, 
appointed employees, department heads or general employees] of the City as provided in the 
Charter, Code, Personnel Rules and Regulations or by practice. 

 
Section 17: Notices 

 
Notice pursuant to this Agreement shall be provided by depositing such in the custody of the United 
States Postal Service, postage prepaid, and addressed as follows: 

 
A. EMPLOYER: City of Lake City, c/o Mayor, 205 N. Marion Ave., Lake City, FL 32055 

 
B. EMPLOYEE: Paul Dyal, 205 N. Marion Ave., Lake City, FL 32055 

 
Notice shall be deemed given as of the date of personal service or as the date of deposit of such 
written notice in the course of transmission in the United States Postal Service. 
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Section 18: General Provisions 
 

A. Integration. This Agreement sets forth and establishes the entire understanding between 
the City and Dyal relating to the employment of Dyal by the City. Any prior discussions 
or representations by or between the City and Dyal are merged into and rendered null and 
void by this Agreement. The City and Dyal by mutual written agreement may amend any 
provision of this agreement during the life of the agreement. Such amendments shall be 
incorporated and made a part of this agreement. 

 
B. Binding Effect. This Agreement shall be binding on the City and Dyal as well as their 

heirs, assigns, executors, personal representatives, and successors in interest. 
 
C. Effective Date. This Agreement shall become effective on the date of execution by the last 

party to execute the Agreement. 
 
D. Severability. The invalidity or partial invalidity of any portion of this Agreement will not 

affect the validity of any other provision. In the event that any provision of this 
Agreement is held to be invalid, the remaining provisions shall be deemed to be in full 
force and effect as if they have been executed by both the City and Dyal subsequent to the 
expungement or judicial modification of the invalid provision. 

 
E. Precedence. In the event of any conflict between the terms, conditions and provisions of 

this Agreement and the provisions of Council's policies, or the City's ordinances or the 
City's rules and regulations, or any permissive state or federal law, then, unless otherwise 
prohibited by law, the terms of this Agreement s ha l l  take precedence over contrary 
p r ov i s i ons  of Council's policies, or the City's ordinances, or the City's rules and 
regulations or any such permissive law during the term of this Agreement. 

 
 

 
 
 

 

 

                                 

 

 

 

                                               [space intentionally left blank] 
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IN WITNESS WHEREOF, the parties have executed this Agreement as of the 

respective dates set forth below and each hereby acknowledge receipt of an executed copy 
of this Agreement. 

 
THE CITY OF LAKE CITY, FLORIDA 
 
BY: ______________________________ 
 Stephen M. Witt /Date 
 Mayor 

(SEAL) 
 
ATTEST: APPROVED AS TO FORM AND 

LEGALITY: 
 
BY: ___________________________ BY: ____________________________ 

Audrey E. Sikes, City Clerk  Thomas J. Kennon, III,  
  City Attorney 
 
 
 PAUL DYAL 
 
 
 BY: ____________________________ 
  Paul Dyal /Date 
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APPENDIX l 

SEPARATION OF EMPLOYMENT AND GENERAL RELEASE 
This Separation of Employment and General Release Agreement ("Agreement") is made 

by and between the City of Lake City, Florida, a municipal corporation, (hereinafter the "City") 
and Paul Dyal, (hereinafter called ''Dyal") an individual. 

 
WHEREAS, the City has employed Dyal as its City Manager; however, the parties wish 

to enter into a voluntary agreement to terminate their employment relationship and to resolve any 
actual or potential claims that either party may have against the other by reason of Dyal's 
employment or termination thereof. 

 
WHEREAS, the parties desire to set forth the terms and conditions governing Dyal's 

separation of employment and to provide for the settlement and release of any and all disputes or 
controversies that have arisen, or which may hereafter arise, between the City and Dyal, including 
without limitation, any and all claims arising out of or in any way related to Dyal's employment with 
or separation from the City. 

NOW THEREFORE, in consideration of the mutual covenants herein contained and the 
mutual benefits to be derived therefrom, the sufficiency of which consideration is hereby 
acknowledged by the undersigned, City and Dyal agree and state: 
 

1. TERMINATION OF EMPLOYMENT. Upon their mutual agreement, Dyal’s employment 
shall terminate on the ____ day of _____________, 20___, which shall be Dyal's final date of 
employment. 

2. NO ADMISSION OF LIABILITY. This Agreement is not an admission by Dyal or the 
City of any wrongful conduct whatsoever. Both parties deny and disclaim any liability 
to or wrongful conduct against the other or any third party. 

 
3. PAYMENT AND BENEFITS.  Dyal shall receive his regular paycheck for the pay period 
ending ____ day of _____________, 20___, on or before ____ day of _____________, 20___, Dyal 
shall receive on or before ____ day of _____________, 20___, an additional payment to 
compensate for all his accumulated paid time off, including pre-effective date, of any variety, 
annual and sick at time of termination, subject to customary payroll deductions.  (CAP annual 
and sick at 500 hours each) 
As consideration for this Agreement and the release contained within, and in full and 
complete satisfaction of all obligations due and owing Dyal, the City shall: 

A. Pay Dyal an amount equal twenty (20) workweeks of his current salary, subject to 
customary payroll deductions to include Dyal's portion of health, dental and vision 
insurance premiums for an equal number of weeks. 

 
4. SURRENDER AND VACATION OF EMPLOYER'S PROPERTY. Upon execution 
of this Agreement, Dyal shall deliver all the City's property in his possession and further, shall 
vacate the City’s property. 
 
5. RELEASE AND WAIVER OF CLAIMS. In consideration of the benefits to be 
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provided to Dyal pursuant to this Agreement, Dyal including his heirs and assigns hereby 
irrevocably and unconditionally releases, acquits and discharges the City and each of its past, 
present and future elected officials, department heads, officers, employees, agents, representatives 
and attorneys from any and all charges, complaints, claims, liabilities, obligations, promises, 
agreements, controversies, damages, actions, causes of action, suits, rights, demands, costs, losses, 
debts and expenses (including attorneys' fees and costs actually incurred), of any nature 
whatsoever, whether known or unknown, arising out of any act, omission, or event from the 
beginning of time up to the execution of this Agreement. Dyal specifically acknowledges and 
agrees that he is releasing and giving up any right that he may now have under federal or state 
law or political subdivision thereof and any claims that he may now have or could have asserted 
against the City. 

Dyal specifically agrees to release all claims that he may have against the City under many different 
laws, including but not limited to: the Age Discrimination in Employment Act, the Older Workers 
Benefit Protection Act, and Executive Order 11141, which prohibit age discrimination in 
employment; Title VII of the Civil Rights Act of 1964, Section 1981 of the Civil Rights Act of 
1866, and Executive Order 11246, which prohibit discrimination based on race, color, national 
origin, religion, or sex; the Americans with Disabilities Act and Sections 503 and 504 of the 
Rehabilitation Act of 1973, which prohibit discrimination based on disability; any other federal, 
state, or local laws prohibiting employment or wage discrimination; the Fair Labor Standards 
Act of 1938 and state laws that regulate wage and hour matters; the Family and Medical Leave Act 
of 1993; Retirement Income Security Act of 1974; any federal, state, or local laws providing 
workers' compensation benefits, prohibiting retaliatory or wrongful discharge, otherwise 
restricting an employer's right to terminate employees, or otherwise regulating employment; claims 
for breach of contract, promissory estoppel, defamation, slander, or libel; claims for termination 
pay, severance, or other benefits; and any other federal, state, or local tort or contract claim. 
Dyal expressly waives all rights that he might have under any law that is intended to protect him 
from waiving unknown claims. 
The City hereby irrevocably and unconditionally releases, acquits and discharges Dyal from any 
and all from any and all charges, complaints, claims, liabilities, obligations, promises, agreements, 
controversies, damages, actions, causes of action, suits, rights, demands, costs, losses, debts and 
expenses (including attorneys' fees and costs actually incurred), of any nature whatsoever, 
whether known or unknown, arising out of any act, omission, or event from the beginning of time 
up to the execution of this Agreement. 

 
6. REFERENCES AND NON-DISPARAGEMENT.  If it is necessary for the City to provide a 
reference to a prospective employer, Dyal agrees that he will direct the prospective employer to 
contact the City Clerk. Additionally, Dyal and the elected officials agree that they shall not 
disparage or make negative comments about each other; provided that this Section shall not 
apply to comments made to any other governmental entity or as required by law. 

 
7. REPRESENTATIONS AND WARRANTIES. The undersigned parties hereby represent and 
warrant the following to the other: 

A. Dyal represents and warrants that: he is legally and mentally competent to sign this 
Agreement; he is the sole owner of any claims against the City; he has the requisite 
capacity and authority to make this Agreement, and no portion of any existing or potential 
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claims has been sold, assigned or pledged to any third party; and he presently possesses 
the exclusive right to receive all of the consideration paid in exchange for this 
Agreement. 

B. Dyal represents and warrants that he has not and will not file any complaints, charges 
or lawsuits against the City or any of its past, present and future elected officials, 
department heads, officers, employees, agents, representatives or attorneys with any 
governmental agency or any court, including without limitation, any claim or matter of 
any nature whatsoever related to or arising out of his employment with or separation of 
his employment, except Dyal expressly reserves the right to file a claim for 
unemployment benefits. Dyal further agrees to indemnify and hold the City harmless 
from any and all loss, costs, damages or expenses, including reasonable attorney fees 
incurred by the City, arising out of any claim concerning the separation of employment 
that may hereafter be made by Dyal or any other party. 

C. The City represents and warrants that it has not and will not file any complaints, charges 
or lawsuits against Dyal with any governmental agency or any court, including without 
limitation, any claim or matter of any nature whatsoever relating to or arising out of 
Dyal's employment with the City or the separation of his employment from the City. 
The City further agrees to indemnify and hold Dyal harmless from any and all loss, costs, 
damages or expenses, including reasonable attorney fees incurred by Dyal, arising out of 
any claim arising from the separation of his employment that may hereafter be made by 
the City or any other party. 

D. Each party is fully aware of the contents of this Agreement and of its legal effect and 
understands that it should obtain legal advice regarding this Agreement as they deem 
appropriate. The parties hereto and each of them, have carefully read this Agreement 
and know the contents thereof, and they signed the same freely and voluntarily. 

E. This Agreement sets forth the entire agreement between the parties and supersedes 
any and all prior agreements or understandings between the parties pertaining to the 
subject matter herein. No waiver of a breach of any provision of this Agreement shall 
be construed to be a waiver of any breach of any other provision of this Agreement or 
of any succeeding breach of the same provision. No delay in acting with regard to any 
breach of any provision of this Agreement shall be construed to be a waiver of such 
breach. If any provision in this Agreement is found to be unenforceable, all other 
provisions will remain fully enforceable. 

F. No promise or inducement has been made or offered, except as herein expressly set 
forth, and this Agreement is executed without reliance upon any statement or 
representation by any of the released parties or their representatives. 

G. The language of all parts of this Agreement shall, in all cases, be construed as a whole, 
according to its fair meaning, and not strictly for or against either party. 

H. This Agreement and any amendments hereto may be executed in multiple counterparts 
by the parties. Each counterpart shall be deemed an original, but all counterparts 
together shall constitute one and the same instrument. 

 
8. JURISDICTION. This Agreement shall be governed by the laws of the State of Florida, and 
the Columbia County C i r c u i t  Court shall have exclusive jurisdiction of any disputes arising 
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under this Agreement. 
 

9. BINDING EFFECT. This Agreement shall be binding upon and shall accrue to the benefit 
of the parties hereto, their respective personal representatives, successors in interest and 
assigns. 

 
IN WITNESS WHEREOF, the parties have executed this Agreement as of the respective dates 

set forth below and each hereby acknowledge receipt of an executed copy of this Agreement. 
 

THE CITY OF LAKE CITY, FLORIDA 
 
BY: ______________________________ 
 Stephen M. Witt /Date 
 Mayor 

(SEAL) 
 
ATTEST: APPROVED AS TO FORM AND 

LEGALITY: 
 
BY: ___________________________ BY: ____________________________ 

Audrey E. Sikes, City Clerk  Thomas J. Kennon, III,  
  City Attorney 
 
 
 PAUL DYAL 
 
 
 BY: ____________________________ 
  Paul Dyal /Date 
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File Attachments for Item:

8. City Council Resolution No. 2023-002 - A resolution of the City Council of the City of Lake City,

Florida, authorizing the City to enter into a state-funded grant agreement with the State of 

Florida, Department of Transportation, for the award of up to $502,156.00, from the 

Department of Transportation, for the design, construction, and CEI for the resurfacing of 

Grandview Street from Faith Road to McFarlane Avenue. 
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12/15/2022 

CITY COUNCIL RESOLUTION NO. 2023-002

A RESOLUTION OF THE CITY COUNCIL OF THE CITY OF LAKE 
CITY, FLORIDA, AUTHORIZING THE CITY TO ENTER INTO A 
STATE-FUNDED GRANT AGREEMENT WITH THE STATE OF 
FLORIDA, DEPARTMENT OF TRANSPORTATION, FOR THE 
AWARD OF UP TO $502,156.00, FROM THE DEPARTMENT OF 
TRANSPORTATION, FOR THE DESIGN, CONSTRUCTION, AND 
CEI FOR THE RESURFACING OF GRANDVIEW STREET FROM 
FAITH ROAD TO MCFARLANE AVENUE. 

WHEREAS, the City of Lake City, Florida (hereinafter the “City”), desires 

to accept a grant offer from, and enter into a State-Funded Grant Agreement, 

State of Florida, Department of Transportation (hereinafter “FDOT”), for the 

design, construction, and CEI for the resurfacing of Grandview Street from Faith 

Road to McFarlane Avenue (hereinafter the “Project”); and 

WHEREAS, the FDOT offers and agrees to pay, one hundred percent 

(100%) of the allowable costs incurred in accomplishing the Project, in an 

amount not to exceed $502,156.00; and 

WHEREAS, the City desires to enter into a State-Funded Grant Agreement 

with FDOT, a copy of which is attached hereto as “Exhibit A” and made a part of 

this resolution (hereinafter the “Agreement”). 

NOW, THEREFORE, BE IT RESOLVED BY THE CITY COUNCIL OF 

THE CITY OF LAKE CITY, FLORIDA, AS FOLLOWS: 

Section 1. The above recitals are all true and accurate and are 

incorporated herein and made a part of this resolution. 

Page 1 of 2 
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Section 2. The City is hereby authorized to accept the grant funds from 

FDOT pursuant to the terms of the Agreement. 

Section 3. The Mayor, and city administration, are authorized to execute 

the Agreement and related documentation for, and on behalf of, the City to 

facilitate the purpose set forth herein. 

PASSED AND ADOPTED at a meeting of the City Council this ____ day of 

January 2023. 

CITY OF LAKE CITY, FLORIDA 

By:_________________________ 
Stephen M. Witt, Mayor 

ATTEST: APPROVED AS TO FORM AND 
LEGALITY: 

By:_________________________ By:____________________________ 
Audrey E. Sikes, City Clerk Thomas J. Kennon, III 

City Attorney 
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STATE OF FLORIDA DEPARTMENT OF TRANSPORTATION 525-010-60 
PROGRAM MANAGEMENTSTATE-FUNDED GRANT AGREEMENT 

FPN: 441428-2-54-01  Fund: SCRC
  Org Code: 55024010206

  FLAIR Category: 085576
  FLAIR Obj: 751000 

FPN: Fund: 
Org Code: 

  FLAIR Category:  
  FLAIR Obj: 

FPN: Fund: 
Org Code: 

  FLAIR Category:  
  FLAIR Obj: 

County No:29  Contract No:   Vendor No: F596000352018 

THIS STATE-FUNDED GRANT AGREEMENT (“Agreement”) is entered into on ,
  (This date to be entered by DOT only) 

by and between the State of Florida Department of Transportation, (“Department”), and City of Lake City, (“Recipient”). The 

Department and the Recipient are sometimes referred to in this Agreement as a “Party” and collectively as the “Parties”. 

NOW, THEREFORE, in consideration of the mutual benefits to be derived from joint participation on the Project, the Parties 

agree to the following: 

1. Authority: The Department is authorized to enter into this Agreement pursuant to Sections 334.044, 334.044(7),

and (select the applicable statutory authority for the program(s) below):

☐ Section 339.2817 Florida Statutes, County Incentive Grant Program (CIGP), (CSFA 55.008)

☒ Section 339.2818 Florida Statutes, Small County Outreach Program (SCOP), (CSFA 55.009)

☐ Section 339.2816 Florida Statutes, Small County Road Assistance Program (SCRAP), (CSFA 55.016)

☐ Section 339.2819 Florida Statutes, Transportation Regional Incentive Program (TRIP), (CSFA 55.026)

☐ Insert Legal Authority , Insert Funding Program Name , Insert CSFA Number

The Recipient by Resolution or other form of official authorization, a copy of which is attached as Exhibit “D”, 

Recipient Resolution, and made a part of this Agreement, has authorized its officers to execute this Agreement 

on its behalf. 

2. Purpose of Agreement: The purpose of this Agreement is to provide for the Department’s participation in design,

construction and CEI for the resurfacing of Grandview St. from Faith Road to McFarlane Ave., as further described

in Exhibit “A”, Project Description and Responsibilities, attached to and incorporated into this Agreement

(“Project”); to provide Department financial assistance to the Recipient; state the terms and conditions upon which

Department funds will be provided; and to set forth the manner in which the Project will be undertaken and

completed.

3. Term of the Agreement, Commencement and Completion of the Project: This Agreement shall commence
upon full execution by both Parties and the Recipient shall complete the Project on or before December 31, 2026.
If the Recipient does not complete the Project within this time period, this Agreement will expire on the last day of
the scheduled completion as provided in this paragraph unless an extension of the time period is requested by the
Recipient and granted in writing by the Department prior to the expiration of this Agreement. Expiration of this
Agreement will be considered termination of the Project. The Recipient acknowledges that no funding for the Project
will be provided by the State under this Agreement for work on the Project that is not timely completed and invoiced
in accordance with the terms of this Agreement, or for work performed prior to full execution of the Agreement.
Notwithstanding the expiration of the required completion date provided in this Agreement and the consequent
potential unavailability of any unexpended portion of State funding to be provided under this Agreement, the
Recipient shall remain obligated to complete all aspects of the Project identified in Exhibit “A” in accordance with
the remaining terms of this Agreement, unless otherwise agreed by the Parties, in writing.
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STATE OF FLORIDA DEPARTMENT OF TRANSPORTATION 525-010-60 
PROGRAM MANAGEMENTSTATE-FUNDED GRANT AGREEMENT 

Execution of this Agreement by both Parties shall be deemed a Notice to Proceed to the Recipient for the design 
phase or other non-construction phases of the Project. If the Project involves a construction phase, the Recipient 
shall not begin the construction phase of the Project until the Department issues a written Notice to Proceed for the 
construction phase. Prior to commencing the construction work described in this Agreement, the Recipient shall 
request a Notice to Proceed from the Department. 

4. Amendments, Extensions and Assignment: This Agreement may be amended or extended upon mutual 
written agreement of the Parties. This Agreement shall not be assigned, transferred or otherwise encumbered by 
the Recipient under any circumstances without the prior written consent of the Department. 

5. Termination or Suspension of Project: The Department may, by written notice to the Recipient, suspend any or 
all of the Department’s obligations under this Agreement for the Recipient’s failure to comply with applicable laws 
or the terms of this Agreement until such time as the event or condition resulting in such suspension has ceased or 
been corrected. The Department may also terminate this Agreement in whole or in part at any time the interest of 
the Department requires such termination. 

a. If the Department terminates the Agreement, the Department shall notify the Recipient of such termination 
in writing within thirty (30) days of the Department’s determination to terminate the Agreement, with 
instructions as to the effective date of termination or to specify the stage of work at which the Agreement is 
to be terminated. 

b. The Parties to this Agreement may also terminate this Agreement when its continuation would not produce 
beneficial results commensurate with the further expenditure of funds. In this event, the Parties shall agree 
upon the termination conditions through mutual written agreement. 

c. If the Agreement is terminated before performance is completed, the Recipient shall be paid only for that 
work satisfactorily performed for which costs can be substantiated. Such payment, however, may not 
exceed an amount which is the same percentage of the contract price as the amount of work satisfactorily 
completed is a percentage of the total work called for by this Agreement. All work in progress on the 
Department right-of-way will become the property of the Department and will be turned over promptly by 
the Recipient. 

d. Upon termination of this Agreement, the Recipient shall, within thirty (30) days, refund to the Department 
any funds determined by the Department to have been expended in violation of this Agreement. 

6. Project Cost: 

a. The estimated cost of the Project is $502,156.00. This amount is based upon the Schedule of Financial 
Assistance in Exhibit "B", Schedule of Financial Assistance, attached and incorporated in this 
Agreement. The Schedule of Financial Assistance may be modified by execution of an amendment of the 
Agreement by the Parties. 

b. The Department agrees to participate in the Project cost up to the maximum amount of $502,156.00 and, 
additionally the Department’s participation in the Project shall not exceed 100% of the total cost of the 
Project, and as more fully described in Exhibit “B". The Department’s participation may be increased or 
reduced upon a determination of the actual bid amounts of the Project by the execution of an 
amendment. The Recipient agrees to bear all expenses in excess of the amount of the Department’s 
participation and any cost overruns or deficits incurred in connection with completion of the Project. 

c. The Department’s participation in eligible Project costs is subject to, but not limited to: 

i. Legislative approval of the Department's appropriation request in the work program year that the 
Project is scheduled to be committed; 

ii. Approval of all plans, specifications, contracts or other obligating documents and all other terms of 
this Agreement; and 
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STATE OF FLORIDA DEPARTMENT OF TRANSPORTATION 525-010-60 
PROGRAM MANAGEMENTSTATE-FUNDED GRANT AGREEMENT 

iii. Department approval of the Project scope and budget at the time appropriation authority becomes 
available. 

7. Compensation and Payment: 

a. The Department shall reimburse the Recipient for costs incurred to perform services described in the 
Project Description and Responsibilities in Exhibit “A”, and as set forth in the Schedule of Financial 
Assistance in Exhibit “B”. 

b. The Recipient shall provide quantifiable, measurable, and verifiable units of deliverables. Each deliverable 
must specify the required minimum level of service to be performed and the criteria for evaluating successful 
completion. The Project and the quantifiable, measurable, and verifiable units of deliverables are described 
more fully in Exhibit “A”, Project Description and Responsibilities. Any changes to the deliverables shall 
require an amendment executed by both parties. 

c. Invoices shall be submitted no more often than monthly and no less than quarterly by the Recipient in detail 
sufficient for a proper pre-audit and post-audit, based on the quantifiable, measurable and verifiable 
deliverables as established in Exhibit “A”. Deliverables and costs incurred must be received and approved 
by the Department prior to reimbursements. Requests for reimbursement by the Recipient shall include an 
invoice, progress report and supporting documentation for the period of services being billed that are 
acceptable to the Department. The Recipient shall use the format for the invoice and progress report that 
is approved by the Department. 

d. Supporting documentation must establish that the deliverables were received and accepted in writing by 
the Recipient and must also establish that the required minimum standards or level of service to be 
performed based on the criteria for evaluating successful completion as specified in Exhibit “A” has been 
met. All costs invoiced shall be supported by properly executed payrolls, time records, invoices, contracts 
or vouchers evidencing in proper detail the nature and propriety of charges as described in Exhibit “F”, 
Contract Payment Requirements. 

e. Travel expenses are not compensable under this Agreement. 

f. Payment shall be made only after receipt and approval of deliverables and costs incurred unless advance 
payments are authorized by the Chief Financial Officer of the State of Florida under Chapters 215 and 216, 
Florida Statutes or the Department’s Comptroller under Section 334.044(29), Florida Statutes. 

If the Department determines that the performance of the Recipient is unsatisfactory, the Department shall 
notify the Recipient of the deficiency to be corrected, which correction shall be made within a time-frame to 
be specified by the Department. The Recipient shall, within thirty (30) days after notice from the Department, 
provide the Department with a corrective action plan describing how the Recipient will address all issues of 
contract non-performance, unacceptable performance, failure to meet the minimum performance levels, 
deliverable deficiencies, or contract non-compliance. If the corrective action plan is unacceptable to the 
Department, the Recipient will not be reimbursed to the extent of the non-performance. The Recipient will 
not be reimbursed until the Recipient resolves the deficiency. If the deficiency is subsequently resolved, the 
Recipient may bill the Department for the unpaid reimbursement request(s) during the next billing period. If 
the Recipient is unable to resolve the deficiency, the funds shall be forfeited at the end of the Agreement’s 
term. 

Recipients receiving financial assistance from the Department should be aware of the following time 
frames. Inspection and approval of deliverables and costs incurred shall take no longer than 20 days 
from the Department’s receipt of the invoice.  The Department has 20 days to deliver a request for 
payment (voucher) to the Department of Financial Services.  The 20 days are measured from the latter of 
the date the invoice is received or the deliverables and costs incurred are received, inspected, and 
approved. 

If a payment is not available within 40 days, a separate interest penalty at a rate as established pursuant 
to Section 55.03(1), Florida Statutes, will be due and payable, in addition to the invoice amount, to the 
Recipient.  Interest penalties of less than one (1) dollar will not be enforced unless the Recipient requests 
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payment.  Invoices that have to be returned to a Recipient because of Recipient preparation errors will 
result in a delay in the payment.  The invoice payment requirements do not start until a properly 
completed invoice is provided to the Department. 

A Vendor Ombudsman has been established within the Department of Financial Services. The duties of 
this individual include acting as an advocate for Recipient who may be experiencing problems in obtaining 
timely payment(s) from a state agency.  The Vendor Ombudsman may be contacted at (850) 413-5516. 

g. The Recipient shall maintain an accounting system or separate accounts to ensure funds and projects are 
tracked separately. Records of costs incurred under the terms of this Agreement shall be maintained and 
made available upon request to the Department at all times during the period of this Agreement and for five 
years after final payment is made. Copies of these documents and records shall be furnished to the 
Department upon request. Records of costs incurred include the Recipient's general accounting records 
and the project records, together with supporting documents and records, of the contractor and all 
subcontractors performing work on the project, and all other records of the contractor and subcontractors 
considered necessary by the Department for a proper audit of costs. 

h. Progress Reports. Upon request, the Recipient agrees to provide progress reports to the Department in 
the standard format used by the Department and at intervals established by the Department. The 
Department will be entitled at all times to be advised, at its request, as to the status of the Project and of 
details thereof. 

i. If, after Project completion, any claim is made by the Department resulting from an audit or for work or 
services performed pursuant to this Agreement, the Department may offset such amount from payments 
due for work or services done under any agreement which it has with the Recipient owing such amount if, 
upon demand, payment of the amount is not made within 60 days to the Department. Offsetting any amount 
pursuant to this paragraph shall not be considered a breach of contract by the Department. 

j. The Recipient must submit the final invoice on the Project to the Department within 120 days after the 
completion of the Project.  Invoices submitted after the 120-day time period may not be paid. 

k. The Department’s performance and obligation to pay under this Agreement is contingent upon an annual 
appropriation by the Legislature. If the Department's financial assistance for this Project is in multiple fiscal 
years, a notice of availability of funds from the Department’s project manager must be received prior to 
costs being incurred by the Recipient. See Exhibit “B” for funding levels by fiscal year. Project costs 
utilizing any fiscal year funds are not eligible for reimbursement if incurred prior to funds approval being 
received.  The Department will notify the Recipient, in writing, when funds are available. 

l. In the event this Agreement is in excess of $25,000 and has a term for a period of more than one year, the 
provisions of Section 339.135(6)(a), Florida Statutes, are hereby incorporated: 

"The Department, during any fiscal year, shall not expend money, incur any liability, or 
enter into any contract which, by its terms, involves the expenditure of money in excess of 
the amounts budgeted as available for expenditure during such fiscal year. Any contract, 
verbal or written, made in violation of this subsection is null and void, and no money may 
be paid on such contract. The Department shall require a statement from the comptroller 
of the Department that funds are available prior to entering into any such contract or other 
binding commitment of funds. Nothing herein contained shall prevent the making of 
contracts for periods exceeding 1 year, but any contract so made shall be executory only 
for the value of the services to be rendered or agreed to be paid for in succeeding fiscal 
years, and this paragraph shall be incorporated verbatim in all contracts of the Department 
which are for an amount in excess of $25,000 and which have a term for a period of more 
than 1 year." 

m. Any Project funds made available by the Department pursuant to this Agreement which are determined by 
the Department to have been expended by the Recipient in violation of this Agreement or any other 
applicable law or regulation, shall be promptly refunded in full to the Department. Acceptance by the 
Department of any documentation or certifications, mandatory or otherwise permitted, that the Recipient 
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files shall not constitute a waiver of the Department's rights as the funding agency to verify all information 
at a later date by audit or investigation. 

n. In determining the amount of the payment, the Department will exclude all Project costs incurred by the 
Recipient prior to the execution of this Agreement, costs incurred prior to issuance of a Notice to Proceed, 
costs incurred after the expiration of the Agreement, costs which are not provided for in the latest approved 
Schedule of Financial Assistance in Exhibit “B” for the Project, costs agreed to be borne by the Recipient 
or its contractors and subcontractors for not meeting the Project commencement and final invoice time 
lines, and costs attributable to goods or services received under a contract or other arrangements which 
have not been approved in writing by the Department. 

8. General Requirements: 

The Recipient shall complete the Project with all practical dispatch in a sound, economical, and efficient manner, 
and in accordance with the provisions in this Agreement and all applicable laws. 

a. The Recipient must obtain written approval from the Department prior to performing itself (through the 
efforts of its own employees) any aspect of the Project that will be funded under this Agreement. 

If this box is checked, then the Agency is permitted to utilize its own forces and the following 
provision applies: Use of Agency Workforce. In the event the Agency proceeds with any phase 
of the Project utilizing its own forces, the Agency will only be reimbursed for direct costs (this 
excludes general overhead). 

b. The Recipient shall provide to the Department certification and a copy of appropriate documentation 
substantiating that all required right-of-way necessary for the Project has been obtained. Certification is 
required prior to authorization for advertisement for or solicitation of bids for construction of the Project, 
including if no right-of-way is required. 

c. The Recipient shall comply and require its contractors and subcontractors to comply with all terms and 
conditions of this Agreement and all federal, state, and local laws and regulations applicable to this Project. 

d. The Recipient shall have the sole responsibility for resolving claims and requests for additional work for the 
Project by the Recipient’s contractors and consultants. No funds will be provided for payment of claims or 
additional work on the Project under this Agreement without the prior written approval of the claim or request 
for additional work by Department. 

9. Contracts of the Recipient 

a. The Department has the right to review and approve any and all third party contracts with respect to the 
Project before the Recipient executes any contract or obligates itself in any manner requiring the 
disbursement of Department funds under this Agreement, including consultant or construction contracts or 
amendments thereto. If the Department exercises this right and the Recipient fails to obtain such approval, 
the Department may deny payment to the Recipient. The Department may review the qualifications of any 
consultant or contractor and to approve or disapprove the employment of such consultant or contractor. 

b. It is understood and agreed by the parties hereto that participation by the Department in a project that 
involves the purchase of commodities or contractual services or the purchasing of capital equipment or the 
equipping of facilities, where purchases or costs exceed the Threshold Amount for CATEGORY TWO per 
Chapter 287.017 Florida Statutes, is contingent on the Recipient complying in full with the provisions of 
Chapter 287.057 Florida Statutes The Recipient shall certify to the Department that the purchase of 
commodities or contractual services has been accomplished in compliance with Chapter 287.057 Florida 
Statutes It shall be the sole responsibility of the Recipient to ensure that any obligations made in accordance 
with this Section comply with the current threshold limits. Contracts, purchase orders, task orders, 
construction change orders, or any other agreement that would result in exceeding the current budget 
contained in Exhibit "B", or that are not consistent with the Project description and scope of services 
contained in Exhibit "A" must be approved by the Department prior to Recipient execution. Failure to 
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obtain such approval, and subsequent execution of an amendment to the Agreement if required, shall be 
sufficient cause for nonpayment by the Department. 

c. Participation by the Department in a project that involves a consultant contract for engineering, architecture 
or surveying services, is contingent on the Recipient’s complying in full with provisions of Section 287.055, 
Florida Statutes, Consultants’ Competitive Negotiation Act. In all cases, the Recipient shall certify to the 
Department that selection has been accomplished in compliance with the Consultants’ Competitive 
Negotiation Act. 

d. If the Project is procured pursuant to Chapter 255, Florida Statutes, for construction services and the cost 
of the Project is to be paid from state-appropriated funds, then the Recipient must comply with the 
requirements of Section 255.0991, Florida Statutes. 

10. Design and Construction Standards and Required Approvals: In the event the Project includes construction 
the following provisions are incorporated into this Agreement: 

a. The Recipient is responsible for obtaining all permits necessary for the Project.  

b. In the event the Project involves construction on the Department’s right-of-way, the Recipient shall provide 
the Department with written notification of either its intent to: 

i. Award the construction of the Project to a Department prequalified contractor which is the lowest 
and best bidder in accordance with applicable state and federal statutes, rules, and regulations. 
The Recipient shall then submit a copy of the bid tally sheet(s) and awarded bid contract, or 

ii. Construct the Project utilizing existing Recipient employees, if the Recipient can complete said 
Project within the time frame set forth in this Agreement. The Recipient’s use of this option is subject 
to approval by the Department. 

c. The Recipient shall hire a qualified contractor using the Recipient’s normal bid procedures to perform the 
construction work for the Project. For projects that are not located on the Department’s right-of-way, the 
Recipient is not required to hire a contractor prequalified by the Department unless the Department 
notifies the Recipient prior to letting that they are required to hire a contractor prequalified by the 
Department. 

d. The Recipient is responsible for provision of Construction Engineering Inspection (CEI) services. The 
Department reserves the right to require the Recipient to hire a Department pre-qualified consultant firm 
that includes one individual that has completed the Advanced Maintenance of Traffic Level Training.  
Notwithstanding any provision of law to the contrary, design services and CEI services may not be 
performed by the same entity. Administration of the CEI staff shall be under the responsible charge of a 
State of Florida Licensed Professional Engineer who shall provide the certification that all design and 
construction for the Project meets the minimum construction standards established by Department. The 
Department shall have the right to approve the CEI firm. The Department shall have the right, but not the 
obligation, to perform independent assurance testing during the course of construction of the Project. 
Subject to the approval of the Department, the Recipient may choose to satisfy the requirements set forth 
in this paragraph by either hiring a Department prequalified consultant firm or utilizing Recipient staff that 
meet the requirements of this paragraph, or a combination thereof. 

e. The Recipient is responsible for the preparation of all design plans for the Project. The Department reserves 
the right to require the Recipient to hire a Department pre-qualified consultant for the design phase of the 
Project using the Recipient’s normal procurement procedures to perform the design services for the Project. 
Notwithstanding any provision of law to the contrary, design services and CEI services may not be 
performed by the same entity. All design work on the Project shall be performed in accordance with the 
requirements of all applicable laws and governmental rules and regulations and federal and state accepted 
design standards for the type of construction contemplated by the Project, including, as applicable, but not 
limited to, the applicable provisions of the Manual of Uniform Traffic Control Devices (MUTCD) and the 
AASHTO Policy on Geometric Design of Streets and Highways. If any portion of the Project will be located 
on, under, or over any Department-owned right-of-way, the Department shall review the Project's design 
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plans for compliance with all applicable standards of the Department, as provided in Exhibit “O”, Terms 
and Conditions of Construction, which is attached to and incorporated into this Agreement. 

f. The Recipient shall adhere to the Department’s Conflict of Interest Procedure (FDOT Topic No. 375-030-
006). 

g. The Recipient will provide copies of the final design plans and specifications and final bid documents to the 
Department’s Construction Project Manager prior to commencing construction of the Project. The 
Department will specify the number of copies required and the required format. 

h. The Recipient shall require the Recipient’s contractor to post a payment and performance bond in 
accordance with applicable law. 

i. The Recipient shall be responsible to ensure that the construction work under this Agreement is performed 
in accordance with the approved construction documents, and that it will meet all applicable Recipient and 
Department standards.  

j. Upon completion of the work authorized by this Agreement, the Recipient shall notify the Department in 
writing of the completion of construction of the Project; and for all design work that originally required 
certification by a Professional Engineer, this notification shall contain an Engineers Certification of 
Compliance, signed and sealed by a Professional Engineer, the form of which is attached hereto and 
incorporated herein as Exhibit “C”, Engineers Certification of Completion. The certification shall state 
that work has been completed in compliance with the Project construction plans and specifications. If any 
deviations are found from the approved plans, the certification shall include a list of all deviations along with 
an explanation that justifies the reason to accept each deviation. 

k. The Recipient shall provide the Department with as-built plans of any portions of the Project funded through 
the Agreement prior to final inspection. 

11. Maintenance Obligations: In the event the Project includes construction then the following provisions are 
incorporated into this Agreement: 

a. The Recipient agrees to maintain any portion of the Project not located on the State Highway System 
constructed under this Agreement for its useful life. If the Recipient constructs any improvement on 
Department right-of-way, the Recipient

 shall

 shall not 

maintain the improvements located on the Department right-of-way made for their useful life. If the Recipient 
is required to maintain Project improvements located on the Department right-of-way beyond final 
acceptance, then Recipient shall, prior to any disbursement of the State funding provided under this 
Agreement, also execute a Maintenance Memorandum of Agreement in a form that is acceptable to the 
Department. The Recipient has agreed to the foregoing by resolution, and such resolution is attached and 
incorporated into this Agreement as Exhibit “D”. This provision will survive termination of this Agreement. 

12. State Single Audit: The administration of resources awarded through the Department to the Recipient by this 
Agreement may be subject to audits and/or monitoring by the Department. The following requirements do not limit 
the authority of the Department to conduct or arrange for the conduct of additional audits or evaluations of state 
financial assistance or limit the authority of any state agency inspector general, the Auditor General, or any other 
state official. The Recipient shall comply with all audit and audit reporting requirements as specified below. 

a. In addition to reviews of audits conducted in accordance with Section 215.97, Florida Statutes, monitoring 
procedures to monitor the Recipient’s use of state financial assistance may include but not be limited to on-
site visits by Department staff and/or other procedures including, reviewing any required performance and 
financial reports, following up, ensuring corrective action, and issuing management decisions on 
weaknesses found through audits when those findings pertain to state financial assistance awarded through 
the Department by this Agreement. By entering into this Agreement, the Recipient agrees to comply and 
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cooperate fully with any monitoring procedures/processes deemed appropriate by the Department. The 
Recipient further agrees to comply and cooperate with any inspections, reviews, investigations, or audits 
deemed necessary by the Department, the Department of Financial Services (DFS) or the Auditor General. 

b. The Recipient, a nonstate entity as defined by Section 215.97(2)(n), Florida Statutes, as a recipient of state 
financial assistance awarded by the Department through this Agreement is subject to the following 
requirements: 

i. In the event the Recipient meets the audit threshold requirements established by Section 215.97, 
Florida Statutes, the Recipient must have a State single or project-specific audit conducted for such 
fiscal year in accordance with Section 215.97, Florida Statutes; applicable rules of the Department 
of Financial Services; and Chapters 10.550 (local governmental entities) or 10.650 (nonprofit and 
for-profit organizations), Rules of the Auditor General. Exhibit “J”, State Financial Assistance 
(Florida Single Audit Act) to this Agreement indicates state financial assistance awarded through 
the Department by this Agreement needed by the Recipient to further comply with the requirements 
of Section 215.97, Florida Statutes. In determining the state financial assistance expended in a 
fiscal year, the Recipient shall consider all sources of state financial assistance, including state 
financial assistance received from the Department by this Agreement, other state agencies and 
other nonstate entities. State financial assistance does not include Federal direct or pass-through 
awards and resources received by a nonstate entity for Federal program matching requirements. 

ii. In connection with the audit requirements, the Recipient shall ensure that the audit complies with 
the requirements of Section 215.97(8), Florida Statutes. This includes submission of a financial 
reporting package as defined by Section 215.97(2)(e), Florida Statutes, and Chapters 10.550 (local 
governmental entities) or 10.650 (nonprofit and for-profit organizations), Rules of the Auditor 
General. 

iii. In the event the Recipient does not meet the audit threshold requirements established by Section 
215.97, Florida Statutes, the Recipient is exempt for such fiscal year from the state single audit 
requirements of Section 215.97, Florida Statutes. However, the Recipient must provide a single 
audit exemption statement to the Department at FDOTSingleAudit@dot.state.fl.us no later than 
nine months after the end of the Recipient’s audit period for each applicable audit year. In the event 
the Recipient does not meet the audit threshold requirements established by Section 215.97, 
Florida Statutes, in a fiscal year and elects to have an audit conducted in accordance with the 
provisions of Section 215.97, Florida Statutes, the cost of the audit must be paid from the 
Recipient’s resources (i.e., the cost of such an audit must be paid from the Recipient’s resources 
obtained from other than State entities). 

iv. In accordance with Chapters 10.550 (local governmental entities) or 10.650 (nonprofit and for-profit 
organizations), Rules of the Auditor General, copies of financial reporting packages required by 
this Agreement shall be submitted to: 

Florida Department of Transportation 
Office of Comptroller, MS 24 
605 Suwannee Street 
Tallahassee, FL 32399-0405 
Email: FDOTSingleAudit@dot.state.fl.us 

And 

State of Florida Auditor General 
Local Government Audits/342 
111 West Madison Street, Room 401 
Tallahassee, FL 32399-1450 
Email: flaudgen_localgovt@aud.state.fl.us 

v. Any copies of financial reporting packages, reports or other information required to be submitted to 
the Department shall be submitted timely in accordance with Section 215.97, Florida Statutes, and 
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Chapters 10.550 (local governmental entities) or 10.650 (nonprofit and for-profit organizations), 
Rules of the Auditor General, as applicable. 

vi. The Recipient, when submitting financial reporting packages to the Department for audits done in 
accordance with Chapters 10.550 (local governmental entities) or 10.650 (nonprofit and for-profit 
organizations), Rules of the Auditor General, should indicate the date the reporting package was 
delivered to the Recipient in correspondence accompanying the reporting package. 

vii. Upon receipt, and within six months, the Department will review the Recipient’s financial reporting 
package, including corrective action plans and management letters, to the extent necessary to 
determine whether timely and appropriate corrective action on all deficiencies has been taken 
pertaining to the state financial assistance provided through the Department by this Agreement. If 
the Recipient fails to have an audit conducted consistent with Section 215.97, Florida Statutes, the 
Department may take appropriate corrective action to enforce compliance. 

viii. As a condition of receiving state financial assistance, the Recipient shall permit the Department, or 
its designee, DFS or the Auditor General access to the Recipient’s records including financial 
statements, the independent auditor’s working papers and project records as necessary. Records 
related to unresolved audit findings, appeals or litigation shall be retained until the action is 
complete or the dispute is resolved. 

c. The Recipient shall retain sufficient records demonstrating its compliance with the terms of this Agreement 
for a period of five years from the date the audit report is issued and shall allow the Department, or its 
designee, DFS or the Auditor General access to such records upon request. The Recipient shall ensure 
that the audit working papers are made available to the Department, or its designee, DFS or the Auditor 
General upon request for a period of five years from the date the audit report is issued unless extended in 
writing by the Department. 

13. Restrictions, Prohibitions, Controls and Labor Provisions: 

a. A person or affiliate who has been placed on the convicted vendor list following a conviction for a public 
entity crime may not submit a bid on a contract to provide any goods or services to a public entity; may not 
submit a bid on a contract with a public entity for the construction or repair of a public building or public 
work; may not submit bids on leases of real property to a public entity; may not be awarded or perform work 
as a contractor, supplier, subcontractor or consultant under a contract with any public entity; and may not 
transact business with any public entity in excess of the threshold amount provided in Section 287.017, 
Florida Statutes, for CATEGORY TWO for a period of 36 months from the date of being placed on the 
convicted vendor list. 

b. In accordance with Section 287.134, Florida Statutes, an entity or affiliate who has been placed on the 
Discriminatory Vendor List, kept by the Florida Department of Management Services, may not submit a bid 
on a contract to provide goods or services to a public entity; may not submit a bid on a contract with a public 
entity for the construction or repair of a public building or public work; may not submit bids on leases of real 
property to a public entity; may not be awarded or perform work as a contractor, supplier, subcontractor or 
consultant under a contract with any public entity; and may not transact business with any public entity. 

c. An entity or affiliate who has had its Certificate of Qualification suspended, revoked, denied or have further 
been determined by the Department to be a non-responsible contractor may not submit a bid or perform 
work for the construction or repair of a public building or public work on a contract with the Recipient. 

d. No funds received pursuant to this Agreement may be expended for lobbying the Florida Legislature, judicial 
branch, or any state agency, in accordance with Section 216.347, Florida Statutes. 

e. The Department shall consider the employment by any contractor of unauthorized aliens a violation of 
Section 274A(e) of the Immigration and Nationality Act. If the contractor knowingly employs unauthorized 
aliens, such violation will be cause for unilateral cancellation of this Agreement. 

f. The Recipient shall: 
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i. Utilize the U.S. Department of Homeland Security’s E-Verify system to verify the employment 
eligibility of all new employees hired by the Recipient during the term of the contract; and 

ii. Expressly require any contractor and subcontractors performing work or providing services 

pursuant to the state contract to likewise utilize the U.S. Department of Homeland Security’s E-

Verify system to verify the employment eligibility of all new employees hired by the subcontractor 

during the contract term. 

g. The Recipient shall comply and require its contractors and subcontractors to comply with all terms and 
conditions of this Agreement and all federal, state, and local laws and regulations applicable to this Project. 

14. Indemnification and Insurance: 

a. It is specifically agreed between the parties executing this Agreement that it is not intended by any of the 
provisions of any part of this Agreement to create in the public or any member thereof, a third-party 
beneficiary under this Agreement, or to authorize anyone not a party to this Agreement to maintain a suit 
for personal injuries or property damage pursuant to the terms or provisions of this Agreement. The 
Recipient guarantees the payment of all just claims for materials, supplies, tools, or labor and other just 
claims against the Recipient or any subcontractor, in connection with this Agreement. 

b. To the extent provided by law, Recipient shall indemnify, defend, and hold harmless the Department against 
any actions, claims, or damages arising out of, relating to, or resulting from negligent or wrongful act(s) of 
Recipient, or any of its officers, agents, or employees, acting within the scope of their office or employment, 
in connection with the rights granted to or exercised by Recipient hereunder, to the extent and within the 
limitations of Section 768.28, Florida Statutes. The foregoing indemnification shall not constitute a waiver 
of the Department’s or the Recipient’s sovereign immunity beyond the limits set forth in Florida Statutes, 
Section 768.28, nor shall the same be construed to constitute agreement by Recipient to indemnify the 
Department for the negligent acts or omissions of the Department, its officers, agents, or employees, or for 
the acts of third parties. Nothing herein shall be construed as consent by Recipient to be sued by third 
parties in any manner arising out of this Agreement. This indemnification shall survive the termination of 
this Agreement. 

c. Recipient agrees to include the following indemnification in all contracts with contractors, subcontractors, 
consultants, or subconsultants (each referred to as “Entity” for the purposes of the below indemnification) 
who perform work in connection with this Agreement: 

“To the extent provided by law, [ENTITY] shall indemnify, defend, and hold harmless the 
[RECIPIENT] and the State of Florida, Department of Transportation, including the Department’s 
officers, agents, and employees, against any actions, claims, or damages arising out of, relating 
to, or resulting from negligent or wrongful act(s) of [ENTITY], or any of its officers, agents, or 
employees, acting within the scope of their office or employment, in connection with the rights 
granted to or exercised by [ENTITY]. 

The foregoing indemnification shall not constitute a waiver of the Department’s or [RECIPIENT’]’s 
sovereign immunity beyond the limits set forth in Florida Statutes, Section 768.28. Nor shall the 
same be construed to constitute agreement by [ENTITY] to indemnify [RECIPIENT] for the 
negligent acts or omissions of [RECIPIENT], its officers, agents, or employees, or third parties.  Nor 
shall the same be construed to constitute agreement by [ENTITY] to indemnify the Department for 
the negligent acts or omissions of the Department, its officers, agents, or employees, or third 
parties. This indemnification shall survive the termination of this Agreement.” 

d. The Recipient shall provide Workers’ Compensation Insurance in accordance with Florida’s Workers’ 
Compensation law for all employees. If subletting any of the work, ensure that the subcontractor(s) and 
subconsultants have Workers’ Compensation Insurance for their employees in accordance with Florida’s 
Workers’ Compensation law. If using “leased employees” or employees obtained through professional 
employer organizations (“PEO’s”), ensure that such employees are covered by Workers’ Compensation 
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insurance through the PEO’s or other leasing entities. Ensure that any equipment rental agreements that 
include operators or other personnel who are employees of independent contractors, sole proprietorships 
or partners are covered by insurance required under Florida’s Workers' Compensation law. 

e. If the Recipient elects to self-perform the Project, and such self-performance is approved by the Department 
in accordance with the terms of this Agreement, the Recipient may self-insure and proof of self-insurance 
shall be provided to the Department. If the Recipient elects to hire a contractor or consultant to perform the 
Project, then the Recipient shall, or cause its contractor or consultant to carry Commercial General Liability 
insurance providing continuous coverage for all work or operations performed under the Agreement. Such 
insurance shall be no more restrictive than that provided by the latest occurrence form edition of the 
standard Commercial General Liability Coverage Form (ISO Form CG 00 01) as filed for use in the State 
of Florida. Recipient shall, or cause its contractor to cause the Department to be made an Additional Insured 
as to such insurance. Such coverage shall be on an “occurrence” basis and shall include 
Products/Completed Operations coverage. The coverage afforded to the Department as an Additional 
Insured shall be primary as to any other available insurance and shall not be more restrictive than the 
coverage afforded to the Named Insured. The limits of coverage shall not be less than $1,000,000 for each 
occurrence and not less than a $5,000,000 annual general aggregate, inclusive of amounts provided by an 
umbrella or excess policy. The limits of coverage described herein shall apply fully to the work or operations 
performed under the Agreement, and may not be shared with or diminished by claims unrelated to the 
Agreement. The policy/ies and coverage described herein may be subject to a deductible and such 
deductibles shall be paid by the Named Insured. No policy/ies or coverage described herein may contain 
or be subject to a Retention or a Self-Insured Retention unless the Recipient is a state agency or subdivision 
of the State of Florida that elects to self-perform the Project. Prior to the execution of the Agreement, and 
at all renewal periods which occur prior to final acceptance of the work, the Department shall be provided 
with an ACORD Certificate of Liability Insurance reflecting the coverage described herein. The Department 
shall be notified in writing within ten days of any cancellation, notice of cancellation, lapse, renewal, or 
proposed change to any policy or coverage described herein. The Department’s approval or failure to 
disapprove any policy/ies, coverage, or ACORD Certificates shall not relieve or excuse any obligation to 
procure and maintain the insurance required herein, nor serve as a waiver of any rights or defenses the 
Department may have. 

f. When the Agreement includes the construction of a railroad grade crossing, railroad overpass or underpass 
structure, or any other work or operations within the limits of the railroad right-of-way, including any 
encroachments thereon from work or operations in the vicinity of the railroad right-of-way, the Recipient 
shall, or cause its contractor to, in addition to the insurance coverage required above, procure and maintain 
Railroad Protective Liability Coverage (ISO Form CG 00 35) where the railroad is the Named Insured and 
where the limits are not less than $2,000,000 combined single limit for bodily injury and/or property damage 
per occurrence, and with an annual aggregate limit of not less than $6,000,000. The railroad shall also be 
added along with the Department as an Additional Insured on the policy/ies procured pursuant to the 
paragraph above. Prior to the execution of the Agreement, and at all renewal periods which occur prior to 
final acceptance of the work, both the Department and the railroad shall be provided with an ACORD 
Certificate of Liability Insurance reflecting the coverage described herein. The insurance described herein 
shall be maintained through final acceptance of the work. Both the Department and the railroad shall be 
notified in writing within ten days of any cancellation, notice of cancellation, renewal, or proposed change 
to any policy or coverage described herein. The Department’s approval or failure to disapprove any 
policy/ies, coverage, or ACORD Certificates shall not relieve or excuse any obligation to procure and 
maintain the insurance required herein, nor serve as a waiver of any rights the Department may have. 

g. When the Agreement involves work on or in the vicinity of utility-owned property or facilities, the utility shall 
be added along with the Department as an Additional Insured on the Commercial General Liability policy/ies 
procured above. 

15. Miscellaneous: 

a. In no event shall any payment to the Recipient constitute or be construed as a waiver by the Department 
of any breach of covenant or any default which may then exist on the part of the Recipient and the making 
of such payment by the Department, while any such breach or default shall exist, shall in no way impair or 
prejudice any right or remedy available to the Department with respect to such breach or default. 
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b. If any provision of this Agreement is held invalid, the remainder of this Agreement shall not be affected. In 
such an instance, the remainder would then continue to conform to the terms and requirements of 
applicable law. 

c. The Recipient and the Department agree that the Recipient, its employees, contractors, subcontractors, 
consultants, and subconsultants are not agents of the Department as a result of this Agreement. 

d. By execution of the Agreement, the Recipient represents that it has not paid and, also agrees not to pay, 
any bonus or commission for the purpose of obtaining an approval of its application for the financing 
hereunder. 

e. Nothing in the Agreement shall require the Recipient to observe or enforce compliance with any provision 
or perform any act or do any other thing in contravention of any applicable state law. If any of the provisions 
of the Agreement violate any applicable state law, the Recipient will at once notify the Department in writing 
in order that appropriate changes and modifications may be made by the Department and the Recipient to 
the end that the Recipient may proceed as soon as possible with the Project. 

f. This Agreement may be executed in one or more counterparts, each of which shall be deemed an original, 
but all of which shall constitute the same Agreement. A facsimile or electronic transmission of this 
Agreement with a signature on behalf of a party will be legal and binding on such party. 

g. The Department reserves the right to unilaterally terminate this Agreement for failure by the Recipient to 
comply with the provisions of Chapter 119, Florida Statutes. 

h. The Recipient agrees to comply with Section 20.055(5), Florida Statutes, and to incorporate in all 
subcontracts the obligation to comply with Section 20.055(5), Florida Statutes 

i. This Agreement shall be governed by and construed in accordance with the laws of the State of Florida. In 
the event of a conflict between any portion of the contract and Florida law, the laws of Florida shall prevail.  
The Recipient agrees to waive forum and venue and that the Department shall determine the forum and 
venue in which any dispute under this Agreement is decided. 

j. This Agreement does not involve the purchase of Tangible Personal Property, as defined in Chapter 273, 
Florida Statutes. 

16. Exhibits. 

a. Exhibits A, B, D, F, and J are attached to and incorporated into this Agreement. 

b. The Project will involve construction, therefore, Exhibit “C”, Engineer’s Certification of Compliance is 

attached and incorporated into this Agreement. 

c. Alternative Advance Payment Financial Provisions are used on this Project. If an Alternative Pay Method 
is used on this Project, then Exhibit “H”, Alternative Advance Payment Financial Provisions, is attached 
and incorporated into this Agreement. 

d. This Project utilizes Advance Project Reimbursement. If this Project utilizes Advance Project 
Reimbursement, then Exhibit “K”, Advance Project Reimbursement is attached and incorporated into this 
Agreement. 

e. A portion or all of the Project will utilize the Department’s right-of-way and, therefore, Exhibit O, Terms 

and Conditions of Construction in Department Right-of-Way, is attached and incorporated into this 

Agreement. 

f. The following Exhibit(s), in addition to those listed in 16.a. through 16.f., are attached and incorporated 

into this Agreement: 
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g. Exhibit and Attachment List

 Exhibit A: Project Description and Responsibilities
 Exhibit B: Schedule of Financial Assistance 
*Exhibit C: Engineer’s Certification of Compliance
 Exhibit D: Recipient Resolution 
 Exhibit F: Contract Payment Requirements 
*Exhibit H: Alternative Advance Payment Financial Provisions 
Exhibit J: State Financial Assistance (Florida Single Audit Act) 
*Exhibit K: Advance Project Reimbursement 
*Exhibit O: Terms and Conditions of Construction in Department Right-of-Way 

*Additional Exhibit(s): 

*Indicates that the Exhibit is only attached and incorporated if applicable box is selected. 

The remainder of this page intentionally left blank. 
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IN WITNESS WHEREOF, the Parties have executed this Agreement on the day and year written above. 

RECIPIENT City of Lake City 

By: 

Name: 

Title: 

STATE OF FLORIDA, 
DEPARTMENT OF TRANSPORTATION 

By: 

Name: Greg Evans 

Title: District Two Secretary 

Legal Review: 

By: 

Name: 
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EXHIBIT A

 PROJECT DESCRIPTION AND RESPONSIBILITIES 

FPN: 441428-2-54-01 

This exhibit forms an integral part of the Agreement between the State of Florida, Department of Transportation and 

City of Lake City (the Recipient) 

PROJECT LOCATION:

 The project is on the National Highway System.

 The project is on the State Highway System. 

PROJECT LENGTH AND MILE POST LIMITS: Project Length: 1.109  BMP 0.00  EMP 1.109 

PROJECT DESCRIPTION: Design, Construction and CEI for the resurfacing of Grandivew St. from Faith Rd. to McFarlane 
Ave. 

SPECIAL CONSIDERATIONS BY RECIPIENT: 

The Recipient is required to provide a copy of the design plans for the Department’s review and approval to coordinate 
permitting with the Department, and notify the Department prior to commencement of any right-of-way activities. 

City of Lake City will provide design plans for review and comment. 

The Recipient shall commence the project’s activities subsequent to the execution of this Agreement and shall perform in 
accordance with the following schedule: 

Design to be completed by June 30, 2024  
Construction contract to be let by December 31, 2024 
Construction to be completed by December 31, 2026 

If this schedule cannot be met, the Recipient will notify the Department in writing with a revised schedule or the project is 
subject to the withdrawal of funding. 

SPECIAL CONSIDERATIONS BY DEPARTMENT: 
The Agency is required to submit a Railroad, Right of Way, and Utility Certification, Engineer's Estimate and email that 
CCNA was followed for both design and construction.  The Agency shall provide as-builts or plan mark-ups at the 
completion of the project.  Time extensions will only be granted for circumstances outside of the Agency's control. 
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EXHIBIT B 

SCHEDULE OF FINANCIAL ASSISTANCE 

RECIPIENT NAME & BILLING ADDRESS: FINANCIAL PROJECT NUMBER: 

City of Lake City 
205 N. Marion Ave. 
Lake City, FL 32055-3918 

441428-2-54-01 

MAXIMUM PARTICIPATION 

PHASE OF WORK by Fiscal Year: 
(1) 

TOTAL PROJECT FUNDS 

(2) 

LOCAL FUNDS 

(3) 

STATE FUNDS 
Indicate source of 

Local funds 

Design- Phase 34 

FY: 

Maximum Department Participation 

(Insert Program Name) 

$ $ $  In-Kind

 Cash 

FY: Maximum Department Participation 

(Insert Program Name) 

$ $ $  In-Kind

 Cash 

Total Design Cost $ 0.00 $ 0.00 $ 0.00 

% % % 

Right-of-Way- Phase 44 

FY: 

Maximum Department Participation 

(Insert Program Name) 

$ $ $  In-Kind

 Cash 

FY: Maximum Department Participation 

(Insert Program Name) 

$ $ $  In-Kind

 Cash 

Total Right-of-Way Cost $ 0.00 $ 0.00 $ 0.00 

% % % 

Construction- Phase 54 

FY: 

Maximum Department Participation 

(Insert Program Name 

$ $ $  In-Kind

 Cash 

FY: Maximum Department Participation 

(Insert Program Name) 

$ $ $  In-Kind

 Cash 

Total Construction Cost $ 0.00 $ 0.00 $ 0.00 

% % % 

Construction 

Engineering and 

Inspection - Phase 64 

FY: 

Maximum Department Participation 

(Insert Program Name) 

$ $ $  In-Kind

 Cash 

FY: Maximum Department Participation 

(Insert Program Name) 

$ $ $  In-Kind

 Cash 

Total Construction Engineering and Inspection Cost $ 0.00 $ 0.00 $ 0.00 

% % % 

(Phase : -54 Design, 

Construction and CEI) 

FY: 2023 

Maximum Department Participation 

(ISmall County Outreach Project) 

$502,156.00 $ $502,156.00  In-Kind

 Cash 

FY: Maximum Department Participation 

(Insert Program Name) 

$ $ $  In-Kind

 Cash 

Total Cost $502,156.00 $ 0.00 $502,156.00 

% % % 

TOTAL COST OF THE PROJECT $502,156.00 $ 0.00 $502,156.00 
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I I I I I 

COST ANALYSIS CERTIFICATION AS REQUIRED BY SECTION 216.3475, FLORIDA STATUTES: 
I certify that the cost for each line item budget category has been evaluated and determined to be allowable, reasonable, and necessary as required by 
Section 216.3475, F.S. Documentation is on file evidencing the methodology used and the conclusions reached. 

Amanda Dicks 
District Grant Manager Name 

Signature Date 
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Alt Form 525-010-60eC STATE OF FLORIDA DEPARTMENT OF TRANSPORTATION 525-011-0C 
PROGRAMSTATE-FUNDED GRANT AGREEMENT MANAGEMENT 

Page 1 of 2 

EXHIBIT C

 ENGINEER’S CERTIFICATION OF COMPLIANCE 

Engineer’s Certification of Compliance. The Recipient shall complete and submit the following Notice 
of Completion and, if applicable, Engineer’s Certification of Compliance to the Department upon 
completion of the construction phase of the Project. 

NOTICE OF COMPLETION 

STATE-FUNDED GRANT AGREEMENT 
Between 

THE STATE OF FLORIDA, DEPARTMENT OF TRANSPORTATION 
and Columbia County 

PROJECT DESCRIPTION:Design, Construction, and CEI for the resurfacing of Grandview St. 
from Faith Rd. to McFarlane Ave. 

FPID#: 441428-2-54-01 

In accordance with the Terms and Conditions of the State-Funded Grant Agreement, the undersigned 

provides notification that the work authorized by this Agreement is complete as of , 20 . 

By: 

Name: 

Title: 

ENGINEER’S CERTIFICATION OF COMPLIANCE 

In accordance with the Terms and Conditions of the State-Funded Grant Agreement, the undersigned 

certifies that all work which originally required certification by a Professional Engineer has been 

completed in compliance with the Project construction plans and specifications. If any deviations have 

been made from the approved plans, a list of all deviations, along with an explanation that justifies the 

reason to accept each deviation, will be attached to this Certification. Also, with submittal of this 

certification the Recipient shall furnish the Department a set of “as-built” plans certified by the Engineer 

of Record/CEI. 

SEAL: 

By: 

Name: 

Date: 

, P.E. 
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Alt Form 525-010-60eD STATE OF FLORIDA DEPARTMENT OF TRANSPORTATION 525-011-0D 

STATE-FUNDED GRANT AGREEMENT 
PROGRAM MANAGEMENT 

05/21 
Page 1 of 1 

EXHIBIT D 

RECIPIENT RESOLUTION 

The Recipient’s Resolution authorizing entry into this Agreement is attached and incorporated into this 
Agreement. 
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Alt Form 525-010-60eF STATE OF FLORIDA DEPARTMENT OF TRANSPORTATION 525-011-0F 
PROGRAMSTATE-FUNDED GRANT AGREEMENT MANAGEMENT 

Page 1 of 2 

EXHIBIT F 

CONTRACT PAYMENT REQUIREMENTS 
Florida Department of Financial Services, Reference Guide for State Expenditures 

Cost Reimbursement Contracts 

Invoices for cost reimbursement contracts must be supported by an itemized listing of 
expenditures by category (salary, travel, expenses, etc.). Supporting documentation shall 
be submitted for each amount for which reimbursement is being claimed indicating that 
the item has been paid. Documentation for each amount for which reimbursement is 
being claimed must indicate that the item has been paid. Check numbers may be provided 
in lieu of copies of actual checks. Each piece of documentation should clearly reflect the 
dates of service. Only expenditures for categories in the approved agreement budget may 
be reimbursed. These expenditures must be allowable (pursuant to law) and directly 
related to the services being provided. 

Listed below are types and examples of supporting documentation for cost 
reimbursement agreements: 

Salaries: Timesheets that support the hours worked on the project or activity must be 
kept. A payroll register, or similar documentation should be maintained. The payroll 
register should show gross salary charges, fringe benefits, other deductions and net pay. 
If an individual for whom reimbursement is being claimed is paid by the hour, a document 
reflecting the hours worked times the rate of pay will be acceptable. 

Fringe benefits: Fringe benefits should be supported by invoices showing the amount 
paid on behalf of the employee, e.g., insurance premiums paid. If the contract specifically 
states that fringe benefits will be based on a specified percentage rather than the actual 
cost of fringe benefits, then the calculation for the fringe benefits amount must be shown. 
Exception: Governmental entities are not required to provide check numbers or copies of 
checks for fringe benefits. 

Travel: Reimbursement for travel must be in accordance with s. 112.061, F.S., which 
includes submission of the claim on the approved state travel voucher along with 
supporting receipts and invoices. 

Other direct costs: Reimbursement will be made based on paid invoices/receipts and 
proof of payment processing (cancelled/processed checks and bank statements). If 
nonexpendable property is purchased using state funds, the contract should include a 
provision for the transfer of the property to the State when services are terminated. 
Documentation must be provided to show compliance with DMS Rule 60A-1.017, F.A.C., 
regarding the requirements for contracts which include services and that provide for the 
contractor to purchase tangible personal property as defined in s. 273.02, F.S., for 
subsequent transfer to the State. 

Indirect costs: If the contract stipulates that indirect costs will be paid based on a 
specified rate, then the calculation should be shown. Indirect costs must be in the 
approved agreement budget and the entity must be able to demonstrate that the costs 
are not duplicated elsewhere as direct costs. All indirect cost rates must be evaluated for 
reasonableness and for allowability and must be allocated consistently. 
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Contracts between state agencies may submit alternative documentation to 
substantiate the reimbursement request, which may be in the form of FLAIR reports 
or other detailed reports. 

The Florida Department of Financial Services, online Reference Guide for State 
Expenditures can be found at this web address 
https://www.myfloridacfo.com/Division/AA/Manuals/documents/ReferenceGuideforState 
Expenditures.pdf. 
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Alt Form 525-010-60eJ STATE OF FLORIDA DEPARTMENT OF TRANSPORTATION 525-011-0J 

STATE-FUNDED GRANT AGREEMENT PROGRAM MANAGEMENT 
09/20 

Page 1 of 1 

EXHIBIT J 

STATE FINANCIAL ASSISTANCE (FLORIDA SINGLE AUDIT ACT) 

THE STATE RESOURCES AWARDED PURSUANT TO THIS AGREEMENT CONSIST OF THE FOLLOWING: 

Awarding Agency: Florida Department of Transportation 

State Project Title  County Incentive Grant Program (CIGP), (CSFA 55.008)

and CSFA  Small County Outreach Program (SCOP), (CSFA 55.009)

Number:  Small County Road Assistance Program (SCRAP), (CSFA 55.016)

 Transportation Regional Incentive Program (TRIP), (CSFA 55.026)

 Insert Program Name, Insert CSFA Number 

*Award Amount: $502,156.00    

*The state award amount may change with supplemental agreements 

Specific project information for CSFA Number is provided at: https://apps.fldfs.com/fsaa/searchCatalog.aspx 

COMPLIANCE REQUIREMENTS APPLICABLE TO STATE RESOURCES AWARDED PURSUANT TO THIS 
AGREEMENT: 

State Project Compliance Requirements for CSFA Number are provided at: 
https://apps.fldfs.com/fsaa/searchCompliance.aspx 

The State Projects Compliance Supplement is provided at: https://apps.fldfs.com/fsaa/compliance.aspx 
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File Attachments for Item:

9. City Council Resolution No. 2023-003 - A resolution of the City Council of the City of Lake City,

Florida, authorizing the execution of the federally funded Community Development Block Grant

Cares (CDBG-CV) Subgrant agreement with the Florida Department of Economic Opportunity to 

facilitate the rehabilitation of the existing Richardson Community Center for the use of Covid 

testing and vaccinations and reimburse the City for certain costs expended up to an amount of 

$2,000,000.00. 
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TJK/alj 
12/29/2022 

CITY COUNCIL RESOLUTION NO. 2023-003 

A RESOLUTION OF THE CITY COUNCIL OF THE CITY OF LAKE 
CITY, FLORIDA, AUTHORIZING THE EXECUTION OF THE 
FEDERALLY FUNDED COMMUNITY DEVELOPMENT BLOCK 
GRANT CARES (CDBG-CV) SUBGRANT AGREEMENT WITH THE 
FLORIDA DEPARTMENT OF ECONOMIC OPPORTUNITY TO 
FACILITATE THE REHABILITATION OF THE EXISTING 
RICHARDSON COMMUNITY CENTER FOR THE USE OF COVID 
TESTING AND VACCINATIONS AND REIMBURSE THE CITY FOR 
CERTAIN COSTS EXPENDED UP TO AN AMOUNT OF 
$2,000,000.00. 

WHEREAS, the City of Lake City, Florida (hereinafter the “City”), owns and 

operates the Richardson Community Center (hereinafter the “Center”); and 

WHEREAS, the City applied for and has been awarded a grant from the 

State of Florida, Department of Economic Opportunity (hereinafter “DEO”), 

allowing for the City to seek reimbursement for costs, up to two million dollars 

and zero cents ($2,000,000.00), associated with the rehabilitation of the Center 

to meet ADA and CDC requirements for safe and social distancing of pedestrians 

using the facility for COVID testing and vaccinations (hereinafter the “Project”); 

and 

WHEREAS, the City Council finds that accepting the aforementioned grant 

awarded by the DEO, terms and conditions of such being attached as “Exhibit 

A”, is in the best interests of the City. 

NOW, THEREFORE, BE IT RESOLVED BY THE CITY COUNCIL OF 
THE CITY OF LAKE CITY, FLORIDA, AS FOLLOWS: 

Section 1. The above recitals are all true and accurate and are 

incorporated herein and made a part of this Resolution. 

Section 2. The city administration is hereby authorized to accept the 

DEO grant and apply for reimbursement of allowable costs up to an amount of 

two million dollars and zero cents ($2,000,000.00) associated with the Project. 

Page 1 of 2 
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Section 3. The Mayor, or city administration, is authorized to execute any 

and all documentation relating to the DEO grant. 

PASSED AND ADOPTED at a meeting of the City Council this day of 

January 2023. 

ATTEST: 

By: ___________________________ 
Audrey E. Sikes, City Clerk 

CITY OF LAKE CITY, FLORIDA 

By: ___________________________ 
Stephen M. Witt, Mayor 

APPROVED AS TO FORM AND 
LEGALITY: 

By: ___________________________ 
Thomas J. Kennon, III, 
City Attorney 

Page 2 of 2 
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Subgrant Contract Number:  22CV-S30 
FLAIR Contract Number:  H2505 

CFDA Number:  14.228 
 

State of Florida 
Department of Economic Opportunity 

 

Federally-Funded Community Development Block Grant CARES (CDBG-CV)  
Subgrant Agreement 

 
 

THIS AGREEMENT is entered into by the State of Florida, Department of Economic Opportunity, (hereinafter 
referred to as “DEO”), and the City of Lake City, Florida hereinafter referred to as the “Recipient” (each individually a 
“Party” and collectively “the Parties”). 

 
THIS AGREEMENT IS ENTERED INTO BASED ON THE FOLLOWING REPRESENTATIONS: 
 
WHEREAS, the Coronavirus Aid, Relief, and Economic Security Act (Pub. L. 116–136) (CARES Act) makes available 

$5 billion in Community Development Block Grant coronavirus response (CDBG–CV) funds to prevent, prepare for, and 
respond to coronavirus.  

 
WHEREAS, the U.S. Department of Housing and Urban Development (HUD) administers the Community 

Development Block Grant (CDBG) Program and CDBG-CV Program at the Federal level and distributes grant funds to the 
states.  The State of Florida has received CDBG-CV grant funds from HUD. 

 
WHEREAS, DEO is the CDBG-CV grantee agency for the State of Florida, designated to receive funds annually for 

program purposes.  As such, DEO is authorized to distribute CDBG-CV funds to the Recipient so that the Recipient may 
develop and preserve affordable housing, provide services to communities, and create and retain jobs. 

 
WHEREAS, pursuant to the requirements of Title 2, Code of Federal Regulations (C.F.R.), part 200 and 24 C.F.R.  

§ 570, the Recipient is qualified and eligible to receive these federal grant funds in order to provide the services identified 
herein. 

 
NOW THEREFORE, DEO and the Recipient agree to the following: 
 

(1) Scope of Work.   

The Scope of Work for this Agreement includes Attachment A, Project Description and Deliverables and Part 4 and 
Appendix A from Part 9 of the Recipient’s Florida CDBG-CV Application for Funding submitted by the Recipient on 
November 1, 2021. 

 
(2) Incorporation of Laws, Rules, Regulations, and Policies.   

The Recipient agrees to abide by all applicable State and Federal laws, rules, and regulations, as now in effect and as may be 
amended from time to time, including but not necessarily limited to, the Federal laws and regulations set forth at 24 C.F.R. 
part 570 subpart I (the State Community Development Block Grant Program) and 24 C.F.R. part 58 (Environmental Review 
Procedures for Entities Assuming HUD Environmental Responsibilities) and chapter 73C-23.0081(2), Florida 
Administrative Code (F.A.C.), Effective: May 27, 2018. 

 
(3) Period of Agreement.   

This Agreement begins on, March 1, 2022 (the “Effective Date”) and ends on September 30, 2023 (the “Expiration Date”), 
unless otherwise terminated as provided in this Agreement (the “Termination Date”). The period of time between the 
Effective Date and the Expiration Date or Termination Date is the “Agreement Period.”   

DocuSign Envelope ID: 69FAE74B-11CD-49EF-859F-A220CB8F451F
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(4) Modification of Agreement.   

(a) Modifications to this Agreement shall be valid only when executed in writing by the Parties.  Any modification 
request by the Recipient constitutes a request to negotiate the terms of this Agreement and DEO may accept or reject 
any proposed modification based on DEO’s determination, and in its sole discretion, that any such acceptance or 
rejection is in the State’s best interest. 

(b) When requesting a modification, the Recipient shall electronically submit a cover letter signed by the 

Recipient’s Chief Elected Official or by a duly-authorized Recipient’s employee, officer, or board member, as evidenced 

by a written resolution or similar document.  The letter must describe the need for the proposed changes and the effect 

that they will have on the project.  If the modification requests a time extension, the letter must provide the justification 

for the extension.   DEO shall not grant any extension of this Agreement unless the Recipient provides justification 

satisfactory to DEO in its sole discretion, and DEO’s designee within the Division of Community Development 

approves such extension.  The justification must document that project delays are due to events beyond the Recipient’s 

control, and include a performance plan that demonstrates the Recipient’s capacity to perform and complete the 

remaining project tasks within the extension period. DEO may take into consideration the Recipient’s progress and 

verifiable achievements at DEO’s sole and absolute discretion.  Upon expiration or termination of this Agreement, the 

Recipient shall follow the Agreement Closeout Procedures set forth in Attachment H, Reports. 

(5) Records. 

(a) The Recipient’s performance under this Agreement shall be subject to 2 C.F.R. part 200 – Uniform 

Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards as now in effect and as may 

be amended from time to time. 

(b) Representatives of DEO, the Chief Financial Officer of the State of Florida, the Auditor General of the State 

of Florida, the Florida Office of Program Policy Analysis and Government Accountability, or representatives of the 

Federal government and their duly authorized representatives shall have access to any of the Recipient’s books, 

documents, papers, and records, including electronic storage media, as they may relate to this Agreement, for the 

purposes of conducting audits or examinations or making excerpts or transcriptions. 

(c) The Recipient shall maintain books, records, and documents in accordance with generally accepted 

accounting procedures and practices which sufficiently and properly reflect all expenditures of funds provided by DEO 

under this Agreement. 

(d) The Recipient will provide a financial and compliance audit to DEO, if applicable, and ensure that all related 

party transactions are disclosed to the auditor. 

(e) The Recipient shall retain sufficient records on-site to show its compliance with the terms of this Agreement, 

and the compliance of all subrecipients, contractors, subcontractors, and consultants paid from funds under this 

Agreement, for a period of six years from the date DEO issues the Final Closeout (as defined in rule 73C-23.0031(14), 

F.A.C.) for this award or for a period of three years from the date that DEO closes out the CDBG-CV program year(s) 

from which the funds were awarded by the U.S. Department of Housing and Urban Development, whichever is later.  

The Recipient shall ensure that audit working papers are available upon request for a period of six years from the date 

of Final Closeout, unless extended in writing by DEO.  The record retention period may be extended in the following 

circumstances:  

1. If any litigation, claim or audit is started before the six-year period expires, and extends beyond the six-

year period, the records shall be retained until all litigation, claims, or audit findings involving the records have 

been resolved. 

2. Records for the disposition of non-expendable personal property valued at $5,000 or more at the time 

it is acquired shall be retained for six years after final disposition.   

3. Records relating to real property acquired shall be retained for six years after the closing on the transfer 

of title.  

(f) The Recipient shall maintain all records and supporting documentation for the Recipient and for all 

subrecipients, contractors, subcontractors, and consultants to be paid from funds provided under this Agreement, 
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including documentation of all program costs, in a form sufficient to determine compliance with the requirements and 

objectives of the Scope of Work and all other applicable laws and regulations. 

(g) The Recipient shall comply with the following procedures: 

 1. Funds that are advanced to a Recipient pursuant to this Agreement (“Advanced Funds”) shall be 

maintained in a bank account solely for Advanced Funds.  No other funds, whether provided under this Agreement or 

otherwise, may be maintained in the Advanced Funds account, and Advanced Funds shall not be maintained in any 

other account. 

 2.  For all other funds provided under this Agreement, the Recipient shall either (i) maintain all such funds 

in a separate bank account solely for such funds, or (ii) the Recipient’s accounting system shall have sufficient internal 

controls to separately track the expenditure of all such funds. Regardless of whether the Recipient is operating under 

subsection (i) or subsection (ii), any Advanced Funds under this agreement shall be maintained in a separate bank 

account specifically for Advanced Funds. 

 3.  There shall be no commingling of any funds provided under this Agreement with any other funds, 

projects, or programs.  “Commingling” of funds is distinguishable from “blending” of funds, which is specifically 

allowed by law.  DEO may, in its sole discretion, disallow costs made with commingled funds and require 

reimbursement for such costs as described herein, in Subparagraph (19)(e), Repayments of this Agreement. 

(h) The Recipient, its employees or agents, including all subrecipients, contractors, subcontractors, and 

consultants to be paid from funds provided under this Agreement, shall allow access to its records at reasonable times 

to representatives of DEO, the Chief Financial Officer of the State of Florida, the Auditor General of the State of 

Florida, the Florida Office of Program Policy Analysis and Government Accountability, or representatives of the 

Federal government and their duly authorized representatives.  “Reasonable” shall ordinarily mean during normal 

business hours of 8:00 a.m. to 5:00 p.m., local time, on Monday through Friday.   

(i) The Recipient shall include the aforementioned audit and record keeping requirements in all approved 

subrecipient subcontracts and assignments. 

(6) Audit Requirements. 

(a) The Recipient shall conduct a single or program-specific audit in accordance with the provisions of 2 C.F.R.  

part 200 if it expends $750,000 or more in Federal awards from all sources during its fiscal year. 

(b) The requirements listed in Attachment J, Part II:  State Funded, are not applicable to this subgrant agreement, 

which is a Federal pass-through award. 

(c) Within 60 calendar days of the close of the fiscal year, on an annual basis, the Recipient shall electronically 

submit a completed Audit Compliance Certification, a blank version of which is attached hereto as Attachment K, to 

audit@deo.myflorida.com.  The Recipient’s timely submittal of one completed Audit Compliance Certification for each 

applicable fiscal year will fulfill this requirement within all agreements (e.g., contracts, grants, memorandums of 

understanding, memorandums of agreement, economic incentive award agreements, etc.) between DEO and the 

Recipient.  This form is in addition to the Audit Certification Memo, Form CV-47, that must be sent to DEO if an 

audit is not required because the local government spent less than $750,000 in Federal funds during the fiscal year. 

(d) In addition to the submission requirements listed in Attachment J, the Recipient should send an electronic 

copy of its audit report or an Audit Certification Memo, Form CV-47, by June 30 following the end of each fiscal year 

in which it had an open CDBG-CV subgrant to the grant manager listed in Paragraph (14) Notice and Contact.  The 

forms referenced in this Agreement are available online at www.FloridaJobs.org/CDBGRecipientInfo or upon request 

from the grant manager listed in Paragraph (14) Notice and Contact. 

(7) Reports.   

The Recipient shall provide DEO with all reports and information as set forth in Attachment H.  The quarterly and 

administrative closeout reports must include the current status and progress by the Recipient and all subrecipients and 

subcontractors in completing the work described in the Scope of Work and the expenditure of funds under this Agreement.  

DocuSign Envelope ID: 69FAE74B-11CD-49EF-859F-A220CB8F451F

422

mailto:audit@deo.myflorida.com
http://www.floridajobs.org/CDBGRecipientInfo


 

 4 

The Recipient shall provide any additional program updates or information upon request by DEO.  If all required reports 

and copies are not sent to DEO or are not completed in a manner acceptable to DEO, payments may be withheld until the 

reports are properly completed, or DEO may take other action as stated in Paragraph (11) Remedies or otherwise allowable 

by law.   

 

(8) Monitoring. 

(a) The Recipient shall monitor its performance under this Agreement, including the performance of any 

subrecipients, subcontractors and/or consultants who are paid from funds provided under this Agreement, to ensure 

that the project activities are being accomplished within the specified time periods included in Attachment C - Activity 

Work Plan and that other performance goals are being achieved.  The Recipient shall perform a review for each function 

or activity in Attachment A - Project Description and Deliverables, Attachment B – Project Detail Budget, and 

Attachment C - Activity Work Plan, and shall include the results in the quarterly report. 

(b) In addition to reviews of audits conducted in accordance with Paragraph (6) Audit Requirements, monitoring 

procedures may include, but are not limited to, on-site visits by DEO staff and limited scope audits.  The Recipient 

shall comply and cooperate with any monitoring deemed appropriate by DEO.  If DEO determines a limited scope 

audit of the Recipient is appropriate, the Recipient shall comply with any additional instructions provided by DEO to 

the Recipient regarding such audit.  The Recipient shall comply and cooperate with any inspections, reviews, 

investigations, audits, or hearings deemed necessary by HUD, the Comptroller General of the United States, the Florida 

Chief Financial Officer, or Auditor General, in accordance with section 20.055(5), Florida Statutes (F.S.), or any Federal 

Office of the Inspector General.   

(c) DEO shall monitor the Recipient’s performance through desk monitorings and on-site monitoring visits.  

The Recipient shall always and contemporaneously maintain at Recipient’s work sites and make available to DEO 

immediately upon DEO’s request all Subgrant’s records and documentation, including but not limited to: all Recipient’s 

consultants’ work products produced in contemplation of this Agreement for Recipient’s Application and pertinent to 

this Agreement and its implementation.  The Recipient shall supply data and make records available as necessary for 

DEO staff to complete an accurate evaluation of contracted activities.  DEO will issue a monitoring report to the 

Recipient after each monitoring event.  The Recipient shall reply in writing to any monitoring findings or concerns that 

require a response within 45 days of its receipt of DEO’s monitoring report. DEO will clear any findings or concerns 

in writing once the Recipient has successfully addressed them.  DEO will reject a Recipient’s financial reimbursement 

request if a required response to a monitoring report is late.  

 

(9) Liability.   

(a) If the Recipient is a state agency or subdivision, as defined in section 768.28(2), F.S., pursuant to section 

768.28(19), F.S., neither Party indemnifies nor insures or assumes any liability for the other Party for the other Party’s 

negligence. 

(b) The Recipient is solely responsible to the parties it deals with in carrying out the terms of this Agreement, 

and shall hold the State of Florida and DEO harmless against all claims of whatever nature by third parties arising from 

the work and services performed under this Agreement.  For purposes of this Agreement, the Recipient agrees that it 

is not an employee or agent of DEO, but is an independent contractor.   

(c) If the Recipient is a state agency or subdivision, as defined in section 768.28(2), F.S., then the Recipient agrees 

to be fully responsible for its negligent or tortious acts or omissions which result in claims or suits against DEO, and 

agrees to be liable for any damages proximately caused by the acts or omissions to the extent set forth in section 768.28, 

F.S.  Nothing herein is intended to serve as a waiver of sovereign immunity by the Recipient if sovereign immunity 

applies.  Nothing herein shall be construed as consent by a state agency or subdivision of the State of Florida to be sued 

by third parties in any matter arising out of any agreement, subrecipient agreement, contract, or subcontract. 

(d) The Recipient shall be fully liable for the actions of its agents, employees, partners, or subcontractors and 
shall fully indemnify, defend, and hold harmless the State and DEO, and their officers, agents, and employees, from 
suits, actions, damages, and costs of every name and description, including attorneys’ fees, arising from or relating to 
personal injury and damage to real or personal tangible property alleged to be caused in whole or in part by Recipient, 
its agents, employees, partners, or subcontractors; provided, however, that Recipient shall not indemnify, defend, and 
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hold harmless the State and DEO, and their officers, agents, and employees for that portion of any loss or damages 
the negligent act or omission of DEO or the State proximately caused.  

(e) Further, Recipient shall fully indemnify, defend, and hold harmless the State and DEO from any suits, 
actions, damages, and costs of every name and description, including attorneys’ fees, arising from or relating to 
violation or infringement of a trademark, copyright, patent, trade secret or intellectual property right; provided, 
however, that the foregoing obligation shall not apply to DEO’s misuse or modification of Recipient’s products or 
DEO’s operation or use of Recipient’s  products in a manner not contemplated by this  Agreement.  If any product is 
the subject of an infringement suit, or in Recipient’s opinion is likely to become the subject of such a suit, Recipient 
may, at Recipient’s sole expense, procure for DEO the right to continue using the product or to modify it to become 
non-infringing.  If Recipient is not reasonably able to modify or otherwise secure for DEO the right to continue using 
the product, Recipient shall remove the product and refund DEO the amounts paid in excess of a reasonable fee, as 
determined by DEO in its sole and absolute discretion, for past use.  DEO shall not be liable for any royalties. 

(f) Recipient’s obligations under the two immediately preceding paragraphs above, with respect to any legal 
action are contingent upon the State or DEO giving Recipient (1) written notice of any action or threatened action, 
(2) the opportunity to take over and settle or defend any such action at Recipient’s sole expense, and (3) assistance in 
defending the action at Recipient’s sole expense.  Recipient shall not be liable for any cost, expense, or compromise 
incurred or made by the State or DEO in any legal action without Recipient’s prior written consent, which shall not 
be unreasonably withheld.   

(g) The State and DEO may, in addition to other remedies available to them at law or equity and upon notice 
to Recipient, retain such monies from amounts due Recipient as may be necessary to satisfy any claim for damages, 
penalties, costs and the like asserted by or against them.  The State may set off any liability or other obligation of 
Recipient or its affiliates to the State against any payments due Recipient under any Agreement with the State. 

 

(10) Events of Default.   

If any of the following events occur (“Events of Default”), DEO may, in its sole discretion, elect to terminate any obligation 

to make any further payment of funds, exercise any of the remedies set forth in Paragraph (11) Remedies, or pursue any 

remedy at law or in equity, without limitation.  DEO may make payments or partial payments after any Events of Default 

without waiving the right to exercise such remedies, and without becoming liable to make any further payment: 

(a) If any warranty or representation made by the Recipient in the Recipient’s Application for Funding, this 

Agreement, or any previous agreement with DEO is or becomes false or misleading in any respect, notwithstanding 

any knowledge on the part of DEO of any untruth of any such representation or warranty, or if the Recipient fails to 

keep or perform any of the obligations, terms or covenants in this Agreement or any previous agreement with DEO 

and has not cured them in timely fashion, or is unable or unwilling to meet its obligations under this Agreement; 

(b) If any material adverse change occurs in the financial condition of the Recipient at any time during the term 

of this Agreement, and the Recipient fails to cure this adverse change within 30 calendar days from the date written 

notice is sent by DEO; 

(c) If the Recipient fails to submit any required report, or submits any required report with incorrect, incomplete, 

or insufficient information, or fails to submit additional information as requested by DEO; or 

(d) If the Recipient has failed to perform, or timely complete, any of its obligations under this Agreement, 

including attending DEO’s Implementation Workshop. 

 

(11) Remedies.   

If an Event of Default occurs, then DEO shall, upon 30 calendar days written notice to the Recipient and upon the 

Recipient’s failure to cure within those 30 calendar days, exercise any one or more of the following remedies, either 

concurrently or consecutively:  

(a) Terminate this Agreement upon 24-hour written notice from the date notice is sent by DEO, in conformity 

with Paragraph (14) of this Agreement, Notice and Contact;  

(b) Begin any appropriate legal or equitable action to enforce performance of this Agreement; 

(c) Withhold or suspend payment of all or any part of a request for payment; 
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(d) Demand that the Recipient return to DEO any funds used for ineligible activities or unallowable costs under 

this Agreement or any applicable law, rule, or regulation governing the use of the funds; or   

(e) Exercise any corrective or remedial actions, including but not limited to: 

1. Request additional information from the Recipient to determine the reasons for or the extent of non-

compliance or lack of performance;  

2. Issue a written warning to advise that more serious measures may be taken if the situation is not corrected; 

or  

3. Advise the Recipient to suspend, discontinue, or refrain from incurring costs for any activities in question. 

(f) Pursuing any of the above remedies does not preclude DEO from pursuing any other remedies in this 

Agreement or provided at law or in equity.  Failure to exercise any right or remedy in this Agreement, or failure to insist 

upon strict performance by DEO will not affect, extend, or waive any other right or remedy available to DEO, or affect 

the later exercise of the same right or remedy by DEO for any other default by the Recipient.   

 

(12) Dispute Resolution.   

Disputes concerning the performance of the Agreement shall be decided by DEO, which shall reduce the decision to writing 

and serve a copy on the Recipient.  The decision will be final and conclusive unless within 21 days from the date of receipt, 

the Recipient files a petition for administrative hearing with DEO’s Agency Clerk.  DEO’s decision on the petition shall be 

final, subject to the Recipient’s right to review pursuant to chapter 120, F.S.  Exhaustion of administrative remedies is an 

absolute condition precedent to the Recipient’s ability to pursue any other form of dispute resolution; provided however, 

that the Parties may mutually agree to employ the alternative dispute resolution procedures outlined in chapter 120, F.S. 

 

(13) Termination. 

(a) DEO may suspend or terminate this Agreement for cause upon 24-hour written notice, from the date notice 

is sent by DEO.  Cause includes, but is not limited to the Recipient’s: improper or ineffective use of funds provided 

under this Agreement; fraud; lack of compliance with any applicable rules, regulations, statutes, executive orders, HUD 

guidelines, policies or directives, or laws; failure, for any reason, to timely and/or properly perform any of the Recipient’s 

obligations under this Agreement; submission of reports that are incorrect or incomplete in any material respect; and 

refusal to permit public access to any document, paper, letter, or other material subject to disclosure under law, including 

chapter 119, F.S., as amended.  The Recipient shall not be entitled to recover any cancellation charges or unreimbursed 

costs.  

(b) DEO may terminate this Agreement, in whole or in part, for convenience by providing the Recipient 14-

days written notice from the date notice is sent by DEO, setting forth the reasons for such termination, the effective 

date, and, in the case of partial termination, the portion to be terminated.  However, if in the case of partial termination, 

DEO determines that the remaining portion of the award will not accomplish the purpose for which the award was 

made, DEO may terminate the portion of the award which will not accomplish the purpose for which the award was 

made.  The Recipient shall continue to perform any work not terminated.  The Recipient shall not be entitled to recover 

any cancellation charges or unreimbursed costs for the terminated portion of work. 

(c) The Parties may terminate this Agreement for their mutual convenience in writing, agreed upon by the 

Parties.  The termination must include the effective date of the termination.   

(d) If this Agreement is terminated, the Recipient shall not incur new obligations for the terminated portion of 

the Agreement after the Recipient has received the notification of termination.  The Recipient shall cancel as many 

outstanding obligations as possible.  DEO shall disallow all costs incurred after the Recipient’s receipt of the termination 

notice.  The Recipient shall not be relieved of liability to DEO because of any breach of the Agreement by the Recipient.  

DEO may, to the extent authorized by law, withhold payments to the Recipient for the purpose of set-off until the 

exact amount of damages due DEO from the Recipient is determined. 

(e) The rights and remedies under this clause are in addition to any other rights or remedies provided by law or 

under this Agreement.   
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(14) Notice and Contact. 

(a) All notices provided under or pursuant to this Agreement shall be in writing, either by hand delivery, or first 

class, certified mail, return receipt requested, to the representative identified below at the address set forth below or 

said notification attached to the original of this Agreement.  All notices sent to the grant manager via email shall copy 

the CDBG grants management inbox at CDBGGrantsManagement@deo.myflorida.com. 

(b) The name and address of the grant manager for this Agreement is: 

Sharicka Green, Government Operations Consultant III 

Florida CDBG-CV Program 

Department of Economic Opportunity  

107 East Madison Street – MSC 400 

Tallahassee, Florida 32399-6508 

Telephone: (850) 717-8434 – Fax: (850) 922-5609 

Email: Sharicka.Green@deo.myflorida.com; CC: CDBGGrantsManagement@deo.myflorida.com 

 
(c) The name and address of the Recipient Project Contact for this Agreement is:  

Paul Dyal, Interim City Manager 

 City of Lake City 

205 N Marion Avenue 

Lake City, Florida, 32055 

Telephone: (386) 719-5784 - Fax: (386) 752-4896 

Email: citymanagement@lcfla.com 

(d) If different representatives or addresses are designated by either Party after execution of this Agreement, 

notice of the name, title and address of the new representative shall be provided as stated in Paragraph (14) of this 

Agreement.  

 

(15) Contracts.   

(a)  If the Recipient contracts any of the work required under this Agreement, a copy of the proposed contract, 

and any proposed amendments, extensions, revisions or other changes thereto, must be forwarded to DEO for prior 

written approval.  For each contract, the Recipient shall report to DEO as to whether that contractor, or any 

subcontractors hired by the contractor, is a minority business enterprise, as defined in section 288.703, F.S.  The 

Recipient shall comply with the procurement standards in 2 C.F.R. §200.318 - §200.327 and §200.330 when procuring 

property and services under this Agreement. Any contract shall include the applicable Appendix II to 2 C.F.R. part 200 

contract provisions for non-federal entity contracts. Documentation must also be maintained on-site by the Recipient.  

The Recipient shall include the following conditions in any contract:   

1. that the contractor is bound by the terms of this Agreement;  

2. that the contractor is bound by all applicable State and Federal laws, rules, and regulations;  

3. that the contractor shall hold DEO and the Recipient harmless against all claims of whatever nature 

arising out of the contractor’s performance of work under this Agreement;  

4. provisions addressing bid, payment, and performance bonds, if applicable, and liquidated damages.  The 

Recipient shall document in the quarterly report the contractor’s progress in performing its work under this 

Agreement; and  

5. the contractor shall include the foregoing provisions in any contract for the performance of any work 

contemplated by this Agreement. 

(b)  For any contract that the Recipient executes for administrative services with a consultant that produced work 

products in contemplation of this Agreement for Recipient’s Application and pertinent to this Agreement and its 

implementation, the Recipient shall include the following conditions: 

DocuSign Envelope ID: 69FAE74B-11CD-49EF-859F-A220CB8F451F

426



 

 8 

1. that all original income survey forms shall be turned over to the Recipient; and 

2. that copies of any spreadsheets produced to compile survey results shall be given to the Recipient. 

 
(16) Terms and Conditions.   

This Agreement, and the attachments and exhibits hereto, contains all the terms and conditions agreed upon by the Parties 

with respect to the subject matter hereof.  There are no provisions, terms, conditions, or obligations other than those 

contained in this Agreement; and this Agreement supersedes all previous communications, representations, or agreements, 

either verbal or written, between the Parties. If a court of competent jurisdiction voids or holds unenforceable any provision 

of this Agreement, then that provision shall be enforced only to the extent that it is not in violation of law or is not otherwise 

unenforceable, and all other provisions shall remain in full force and effect.  This Agreement may be executed in counterparts, 

each of which shall be an original and all of which shall constitute one and the same instrument.   

 
(17) Attachments. 

(a)  If any inconsistencies or conflict between the language of this Agreement and the attachments arise, the 

language of the attachments shall control, but only to the extent of the conflict or inconsistency. 

(b)  This Agreement contains the following attachments: 

Attachment A – Project Description and Deliverables 

Attachment B – Project Detail Budget (Example) 

Attachment C – Activity Work Plan (Example) 

Attachment D – Program and Special Conditions 

Attachment E – Project Specific Conditions 

Attachment F – State and Federal Statutes, Regulations, and Policies 

Attachment G – Civil Rights Requirements 

Attachment H – Reports 

Attachment I – Warranties and Representations 

Attachment J – Audit Requirements 

Exhibit 1 to Attachment J – Funding Sources 

Attachment K – Audit Compliance Certification 
Attachment L – CDBG-CV Subrogation Agreement 
 

(18) Funding/Consideration. 

(a) The funding for this Agreement shall not exceed Two Million Dollars and Zero Cents ($2,000,000.00) subject 

to the availability of funds.  The State of Florida and DEO’s performance and obligation to pay under this Agreement 

is contingent upon an annual appropriation by the Legislature, and subject to any modification in accordance with 

chapter 216 F.S., or the Florida Constitution. 

(b) DEO will provide funds to the Recipient by issuing a Notice of Subgrant Award/Fund Availability (“NFA”) 

through DEO’s financial management information system.  Each NFA may contain specific terms, conditions, 

assurances, restrictions, or other instructions applicable to the funds provided by the NFA.  By accepting funds made 

available through an NFA, the Recipient agrees to comply with all terms, conditions, assurances, restrictions, or other 

instructions listed in the NFA.  

(c) The Recipient hereby certifies to DEO that written administrative procedures, processes, and fiscal controls 

are in place for the operation of its CDBG-CV program for which the Recipient receives funds from DEO.  The written 

administrative procedures, processes, and fiscal controls described in this paragraph must, at minimum, comply with 

applicable state and federal law, rules, regulations, guidance, and the terms of this Agreement.  DEO has included, and 

the Recipient shall perform, any necessary special conditions added to Attachment D by DEO, where DEO’s grant 

manager determined at the site visit that any of the Recipient’s procedures were deficient. 

DocuSign Envelope ID: 69FAE74B-11CD-49EF-859F-A220CB8F451F

427



 

 9 

(d) The Recipient shall expend funds only for allowable costs and eligible activities, and in accordance with the 

Scope of Work.   

(e) The Recipient shall request all funds in the manner prescribed by DEO.  The authorized signatory for the 

Recipient set forth on the SERA Access Authorization Form, provided by DEO, must approve the submission of 

payment requests on behalf of the Recipient.   

(f) Except as set forth herein, or unless otherwise authorized in writing by DEO, costs incurred for eligible 

activities or allowable costs prior to the effective date of this Agreement are ineligible for funding with CDBG-CV 

funds. 

(g) If the necessary funds are not available to fund this Agreement as a result of action by the United States 

Congress, the Federal Office of Management and Budget, the Florida Legislature, the State Chief Financial Officer, or 

under Subparagraph (20)(i), Mandated Conditions, of this Agreement, all obligations on the part of DEO to make any 

further payment of funds will terminate, and the Recipient shall submit its administrative closeout report and subgrant 

agreement closeout package within 30 calendar days of receiving notice from DEO. 

(h) The Recipient is ultimately responsible for the administration of this Agreement, including monitoring and 

oversight of any person or entity retained or hired by the Recipient to complete any Project Implementation 

Deliverables listed in Attachment B.  The Recipient shall send a representative, either an employee or an elected official, 

to DEO’s Implementation Workshop for the funding cycle so that it learns its responsibilities under the Agreement.  

DEO shall reimburse the travel costs of the representative in accordance with section 112.061, F.S.  Failure to send a 

representative to the Implementation Workshop is an Event of Default as set forth in Paragraph (10) of this Agreement, 

Events of Default. 

 
(19) Repayments. 

(a) The Recipient shall only expend funding under this Agreement for allowable costs resulting from obligations 

incurred during the Agreement period.  The Recipient shall ensure that its subrecipients, contractors, subcontractors, 

and consultants only expend funding under this Agreement for allowable costs resulting from obligations incurred 

during the Agreement period.  Pursuant to 24 C.F.R. § 570.489(b), the Recipient may request reimbursement for eligible 

application preparation costs that were listed in the Recipient’s Application for Funding.   

(b) In accordance with section 215.971, F.S., the Recipient shall refund to DEO any unobligated funds which 

have been advanced or paid to the Recipient. 

(c) The Recipient shall refund to DEO any funds paid in excess of the amount to which the Recipient or its 

contractors, subcontractors, or consultants are entitled under the terms and conditions of this Agreement. 

(d) The Recipient shall refund to DEO any funds received for an activity if the activity does not meet one of the 

three National Objectives listed in 24 C.F.R. § 570.483(b), (c) and (d); provided however, the Recipient is not required 

to repay funds for subgrant administration unless DEO, in its sole discretion, determines the Recipient is at fault for 

the ineligibility of the activity in question. 

(e) The Recipient shall refund to DEO any funds not spent in accordance with the conditions of this Agreement 

or applicable law.  Such reimbursement shall be sent to DEO, by the Recipient within 30 calendar days after DEO has 

notified the Recipient of such non-compliance. 

(f) In accordance with section 215.34(2), F.S., if a check or other draft is returned to DEO for collection, the 

Recipient shall pay to DEO a service fee of $15.00 or five percent of the face amount of the returned check or draft, 

whichever is greater.  All refunds or repayments to be made to DEO under this Agreement are to be made payable to 

the order of “Department of Economic Opportunity” and mailed directly to DEO at the following address: 

Department of Economic Opportunity 

Community Development Block Grant Programs 

Cashier 

107 East Madison Street – MSC 400 
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Tallahassee, Florida 32399-6508 
 
 
 

(20) Mandated Conditions. 

(a) The validity of this Agreement is subject to the truth and accuracy of all the information, representations, 

and materials submitted or provided by the Recipient in its Application for Funding, in this Agreement, in any later 

submission or response to a DEO request, or in any submission or response to fulfill the requirements of this 

Agreement.  All said information, representations, and materials are incorporated by reference.  DEO may terminate 

this Agreement upon 24-hours written notice if any information, representation, or material submitted by the Recipient 

is inaccurate or false.  

(b) This Agreement shall be construed under the laws of the State of Florida, and venue for any actions arising 

out of this Agreement shall be in the Circuit Court of Leon County.  The Parties explicitly waive any right to jury trial.  

If any provision of this Agreement conflicts with any applicable statute or rule, or is unenforceable, then that provision 

shall be null and void only to the extent of the conflict or unenforceability, and that provision shall be severable from, 

and shall not invalidate, any other provision of this Agreement. 

(c) Any power of approval or disapproval granted to DEO under the terms of this Agreement shall survive the 

term of this Agreement. 

(d) This Agreement may be executed in any number of counterparts, any one of which may be taken as an 

original.  

(e) The Recipient shall comply with the Americans With Disabilities Act (Public Law 101-336, 42 U.S.C.  

§ 12101 et seq.) and the Florida Civil Rights and Fair Housing Acts (§§ 760.01 – 760.37, F.S.), which prohibit 

discrimination by public and private entities on the basis of disability in employment, public accommodations, 

transportation, state and local government services, and telecommunications. 

(f) Pursuant to section 287.133(2)(a), F.S., a person or affiliate, as defined in section 287.133(1), F.S.,  who has 

been placed on the convicted vendor list following a conviction for a public entity crime may not submit a bid, proposal, 

or reply on a contract to provide any goods or services to a public entity; may not submit a bid, proposal, or reply on a 

contract with a public entity for the construction or repair of a public building or public work; may not submit bids, 

proposals, or replies on leases of real property to a public entity; may not be awarded or perform work as a contractor, 

supplier, subcontractor, or consultant under a contract with any public entity; and may not transact business with any 

public entity in excess of $35,000 for a period of 36 months following the date of being placed on the convicted vendor 

list.  The Recipient warrants that neither it nor any of its affiliates is currently on the convicted vendor list.  The Recipient 

shall disclose if it or any of its affiliates is placed on the convicted vendor list. 

(g) Pursuant to section 287.134(2)(a), F.S., an entity or affiliate, as defined in section 287.134(1), who has been 

placed on the discriminatory vendor list may not submit a bid, proposal, or reply on a contract to provide any goods or 

services to a public entity; may not submit a bid, proposal, or reply on a contract with a public entity for the construction 

or repair of a public building or public work; may not submit bids, proposals, or replies on leases of real property to a 

public entity; may not be awarded or perform work as a contractor, supplier, subcontractor, or consultant under a 

contract with any public entity; and may not transact business with any public entity.  The Recipient warrants that 

neither it nor any of its affiliates is currently on the discriminatory vendor list.  The Recipient shall disclose if it or any 

of its affiliates is placed on the discriminatory vendor list. 

(h) If the Recipient is not a local government or state agency and it receives funds under this Agreement from 

the Federal government, the Recipient certifies, to the best of its knowledge and belief, that it and its principals: 

1. Are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily 

excluded from covered transactions by a Federal department or agency; 

2. Have not, within a three-year period preceding this proposal been convicted of or had a civil judgment 

rendered against them for commission of fraud or a criminal offense in connection with obtaining, attempting to 

obtain, or performing a public (Federal, State or local) transaction or contract under public transaction; violation 

of Federal or State antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification or 

destruction of records, making false statements, or receiving stolen property; 
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3. Are not presently indicted or otherwise criminally or civilly charged by a governmental entity (Federal, 

State or local) with commission of any offenses enumerated in Subparagraph (20)(h)2., Mandated Conditions, of 

this Agreement; and 

4. Have not within a five-year period preceding this Agreement had one or more public transactions 

(Federal, State or local) terminated for cause or default. 

5. If the Recipient is unable to certify to any of the statements in this certification, then the Recipient shall 

attach an explanation to this Agreement.  In addition, the Recipient shall send a completed Form CV-37, 

Certification Regarding Debarment, Suspension, and Other Responsibility Matters (Primary Covered 

Transactions), to DEO for each contractor, and a completed Form CV-38, Certification Regarding Debarment, 

Suspension, Ineligibility, and Voluntary Exclusion (Subcontractor), to DEO for each subcontractor.  A completed 

Form CV-37 must be received by DEO before the Recipient enters into a contract with the respective contractor, 

and a completed Form CV-38 must be received by DEO before a contractor enters into a subcontract with the 

respective subcontractor. 

(i) All bills for fees or other compensation for services or expenses shall be submitted in detail sufficient for a 

proper preaudit and postaudit thereof. 

(j) Any bills for travel expenses shall be submitted and reimbursed in accordance with section 112.061, F.S., the 

rules promulgated thereunder, and 2 C.F.R. § 200.475.  

(k) If the Recipient is allowed to temporarily invest any advances of funds under this Agreement, any interest 

income shall either be returned to DEO or be applied against DEO’s obligation to pay the Agreement award amount. 

(l) The Recipient is subject to Florida’s Government in the Sunshine Law (section 286.011, F.S.) with respect 

to the meetings of the Recipient’s governing board or the meetings of any subcommittee making recommendations to 

the governing board.  All of these meetings shall be publicly noticed, open to the public, and the minutes of all the 

meetings shall be public records, available to the public in accordance with chapter 119, F.S.  

(m) The Recipient shall comply with section 519 of Public Law 101-144 and section 906 of Public Law 101-625 

by having, or adopting within 90 days of execution of this Agreement, and enforcing, the following: 

1. A policy prohibiting the use of excessive force by law enforcement agencies within its jurisdiction 

against any individuals engaged in non-violent civil rights demonstrations; and 

2. A policy of enforcing applicable State and local laws against physically barring entrance to or exit from 

a facility or location which is the subject of such non-violent civil rights demonstrations within its jurisdiction. 

(n) Upon expiration or termination of this Agreement the Recipient shall transfer to DEO any CDBG-CV funds 

on hand at the time of expiration or termination, and any accounts receivable attributable to the use of CDBG-CV 

funds. 

(o) Any real property under Recipient’s control that was acquired or improved in whole or in part with CDBG-

CV funds (including CDBG-CV funds provided to the subrecipient in the form of a loan) in excess of $25,000 must 

either:  

1. Be used to meet a national objective until five years after expiration or termination of this Agreement, 

unless otherwise agreed upon by the Parties, or except as otherwise set forth herein; or  

2. If not used to meet a national objective, Recipient shall pay to DEO an amount equal to the current 

market value of the property less any portion of the value attributable to expenditures of non-CDBG-CV funds 

for the acquisition or improvement of the property, for five years after expiration or termination of this Agreement. 

 

(21) Lobbying Prohibition.   

(a) No funds or other resources received from DEO under this Agreement may be used directly or indirectly to 

influence legislation or any other official action by the Florida Legislature or any state agency. 

(b) The Recipient certifies, by its signature to this Agreement, that: 
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1. No Federal appropriated funds have been paid or will be paid, by or on behalf of the Recipient, to any 

person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, 

an officer or employee of Congress, or an employee of a Member of Congress in connection with the awarding 

of any Federal contract, the making of any Federal grant, the making of any Federal loan, the entering into of any 

cooperative agreement, and the extension, continuation, renewal, amendment or modification of any Federal 

contract, grant, loan or cooperative agreement; 

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for 

influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or 

employee of Congress, or an employee of a Member of Congress in connection with this Federal contract, grant, 

loan or cooperative agreement, the Recipient shall complete and submit Standard Form-LLL, “Disclosure of 

Lobbying Activities,” in accordance with its instructions; and  

3. The Recipient shall require that this certification be included in the award documents for all subawards 

at all tiers (including subcontracts, subgrants, and contracts under grants, loans, and cooperative agreements) and 

that all subrecipients shall certify and disclose as described in this Paragraph (21), above. 

This certification is a material representation of fact upon which reliance was placed when this transaction 

was made or entered into.  Submission of this certification is a prerequisite for making or entering into this 

transaction imposed by 31 U.S.C. § 1352.  Any person who fails to file the required certification shall be subject 

to a civil penalty of not less than $10,000 and not more than $100,000 for each such failure. 

 

(22) Copyright, Patent, and Trademark. 

(a) Any and all patent rights accruing under or in connection with the performance of this agreement are hereby 

reserved to the State of Florida.  Any and all copyrights accruing under or in connection with the performance of this 

Agreement are hereby transferred by the Recipient to the State of Florida.  

(b) If the Recipient has a pre-existing patent or copyright, the Recipient shall retain all rights and entitlements to 

that pre-existing patent or copyright unless the Agreement provides otherwise. 

(c) If any discovery or invention is developed in the course of or as a result of work or services performed under 

this Agreement, or in any way connected with it, the Recipient shall refer the discovery or invention to DEO for a 

determination whether the State of Florida will seek patent protection in its name.  Any patent rights accruing under or 

in connection with the performance of this Agreement are reserved to the State of Florida.  If any books, manuals, 

films, or other copyrightable material are produced, the Recipient shall notify DEO.  Any copyrights accruing under or 

in connection with the performance under this Agreement are transferred by the Recipient to the State of Florida. 

(d) Within 30 calendar days of execution of this Agreement, the Recipient shall disclose all intellectual properties 

relating to the performance of this Agreement which he or she knows or should know could give rise to a patent or 

copyright.  The Recipient shall retain all rights and entitlements to any pre-existing intellectual property which is so 

disclosed.  Failure to disclose will indicate that no such property exists, and DEO shall have the right to all patents and 

copyrights which accrue during performance of the Agreement. 

 

(23) Legal Authorization. 

(a) The Recipient certifies that it has the legal authority to receive the funds under this Agreement and that its 

governing body has authorized the execution and acceptance of this Agreement.  The Recipient certifies that the 

undersigned person has the authority to legally execute and bind the Recipient to the terms of this Agreement.  DEO 

may, at its discretion, request documentation evidencing the undersigned has authority to bind the Recipient to this 

Agreement as of the date of execution; any such documentation is incorporated herein by reference.   

(b) The Recipient warrants that, to the best of its knowledge, there is no pending or threatened action, 

proceeding, investigation, or any other legal or financial condition that would in any way prohibit, restrain, or diminish 

the Recipient’s ability to satisfy its Agreement obligations.  The Recipient shall immediately notify DEO in writing if its 

ability to perform is compromised in any manner during the term of the Agreement. 
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(24) Public Record Responsibilities. 

(a) In addition to the Recipient’s responsibility to directly respond to each request it receives for records made 

or received by the Recipient in conjunction with this Agreement and to provide the applicable public records in response 

to such request, the Recipient shall notify DEO of the receipt and content of such request by sending an email to 

PRRequest@deo.myflorida.com within one business day from receipt of such request. 

(b) The Recipient shall keep and maintain public records, on-site as required by DEO, to perform the Recipient’s 

responsibilities hereunder.  The Recipient shall, upon request from DEO’s custodian of public records, provide DEO 

with a copy of the requested records or allow the records to be inspected or copied within a reasonable time at a cost 

that does not exceed the cost provided by chapter 119, F.S., or as otherwise provided by law.  The Recipient shall allow 

public access to all documents, papers, letters or other materials made or received by the Recipient in conjunction with 

this Agreement, unless the records are exempt from section 24(a) of Article I of the State Constitution and section 

119.07(1), F.S.  For records made or received by the Recipient in conjunction with this Agreement, the Recipient shall 

respond to requests to inspect or copy such records in accordance with chapter 119, F.S.  For all such requests for 

records that are public records, as public records are defined in section 119.011(2), F.S., the Recipient shall be 

responsible for providing such public records per the cost structure provided in chapter 119, F.S., and in accordance 

with all other requirements of chapter 119, F.S., or as otherwise provided by law. 

(c) This Agreement may be terminated by DEO for refusal by the Recipient to comply with Florida’s public 

records laws or to allow public access to any public record made or received by the Recipient in conjunction with this 

Agreement. 

(d) If, for purposes of this Agreement, the Recipient is a “contractor” as defined in section 119.0701(1)(a), F.S. 

(“Recipient”), the Recipient shall transfer to DEO, at no cost to DEO, all public records upon completion including 

termination, of this Agreement, or keep and maintain public records required by DEO to perform the service.  If the 

Recipient transfers all public records to the public agency upon completion of the Agreement, the Recipient shall destroy 

any duplicate public records that are exempt or confidential and exempt from public records disclosure requirements.  

If the Recipient keeps and maintains public records upon completion of the Agreement, the Recipient shall meet all 

applicable requirements for retaining public records.  All records stored electronically must be provided to DEO, upon 

request from DEO’s custodian of public records, in a format that is compatible with the information technology systems 

of DEO. 

(e) If DEO does not possess a record requested through a public records request, DEO shall notify the Recipient 

of the request as soon as practicable, and the Recipient must provide the records to DEO or allow the records to be 

inspected or copied within a reasonable time.  If the Recipient does not comply with DEO’s request for records, DEO 

shall enforce the provisions set forth in this Agreement.  A Recipient who fails to provide public records to DEO within 

a reasonable time may be subject to penalties under section 119.10, F.S. 

(f) The Recipient shall notify DEO verbally within 24 chronological hours and in writing within 72 chronological 

hours if any data in the Recipient’s possession related to this Agreement is subpoenaed or improperly used, copied, or 

removed (except in the ordinary course of business) by anyone except an authorized representative of DEO.  The 

Recipient shall cooperate with DEO, in taking all steps as DEO deems advisable, to prevent misuse, regain possession, 

or otherwise protect the State’s rights and the data subject’s privacy. 

(g) The Recipient acknowledges that DEO is subject to the provisions of chapter 119, F.S., relating to public 

records and that reports, invoices, and other documents the Recipient submits to DEO under this Agreement constitute 

public records under Florida Statutes.  The Recipient shall cooperate with DEO regarding DEO’s efforts to comply 

with the requirements of chapter 119, F.S. 

(h) If the Recipient submits records to DEO that are confidential and exempt from public disclosure as trade 

secrets or proprietary confidential business information, such records should be identified as such by the Recipient prior 

to submittal to DEO.  Failure to identify the legal basis for each exemption from the requirements of chapter 119, F.S., 
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prior to submittal of the record to DEO serves as the Recipient’s waiver of a claim of exemption.  The Recipient shall 

ensure that public records that are exempt or confidential and exempt from public records disclosure requirements are 

not disclosed except as authorized by law for the duration of the Agreement term and following completion of the 

Agreement if the Recipient does not transfer the records to DEO upon completion, including termination, of the 

Agreement. 

(i) IF THE RECIPIENT HAS QUESTIONS REGARDING THE 

APPLICATION OF CHAPTER 119, FLORIDA STATUTES, TO THE 

RECIPIENT’S DUTY TO PROVIDE PUBLIC RECORDS RELATING TO THIS 

AGREEMENT, CONTACT THE CUSTODIAN OF PUBLIC RECORDS by 

telephone at 850-245-7140, via email at PRRequest@deo.myflorida.com, or by mail at 

Department of Economic Opportunity, Public Records Coordinator, 107 East 

Madison Street, Caldwell Building, Tallahassee, Florida 32399-4128. 

(j) To the extent allowable by law, the Recipient shall be fully liable for the actions of its agents, employees, 

partners, subrecipients, contractors, and subcontractors and shall fully indemnify, defend, and hold harmless the State 

and DEO, and their officers, agents, and employees, from suits, actions, damages, and costs of every name and 

description, including attorneys’ fees, arising from or relating to public record requests or public record law violation(s), 

alleged to be caused in whole or in part by the Recipient, its agents, employees, partners, subrecipients, contractors, or 

subcontractors, provided, however, that the Recipient does not indemnify for that portion of any costs or damages 

proximately caused by the negligent act or omission of the State or DEO.  DEO, in its sole discretion, has the right, 

but the not obligation, to enforce this indemnification provision.   

(k) DEO does not endorse any Recipient, commodity, or service.  No public disclosure or news release 

pertaining to this Agreement shall be made without the prior written approval of DEO.  The Recipient is prohibited 

from using Agreement information, or DEO customers in sales brochures or other promotions, including press releases, 

unless prior written approval is obtained from DEO.  

(l) The Recipient shall comply with the requirements set forth in section 119.0701, F.S., when entering into any 

public agency contract for services after the Effective Date of this Agreement.  The Recipient shall amend each of the 

Recipient’s public agency contracts for services already in effect as of the Effective Date of this Agreement and which 

contract will or may be funded in whole or in part with any public funds.  DEO may terminate this Agreement if the 

Recipient does not comply with this provision. 

 

(25) Employment Eligibility Verification  

(a) Section 448.095, F.S. requires the following:    

1. Every public employer, contractor, and subcontractor shall register with and use the E-Verify system 

to verify the work authorization status of all newly hired employees. A public employer, contractor, or 

subcontractor may not enter into a contract unless each party to the contract registers with and uses the E-

Verify system.  

2. A private employer shall, after making an offer of employment which has been accepted by a person, 

verify such person’s employment eligibility. A private employer is not required to verify the employment 

eligibility of a continuing employee hired before January 1, 2021. However, if a person is a contract employee 

retained by a private employer, the private employer must verify the employee’s employment eligibility upon 

the renewal or extension of his or her contract. 

(b) E-Verify is an Internet-based system that allows an employer, using information reported on an employee’s 

Form I-9, Employment Eligibility Verification, to determine the eligibility of all new employees hired to work 
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in the United States. There is no charge to employers to use E-Verify. The Department of Homeland 

Security’s E-Verify system can be found at: 

https://www.e-verify.gov/  

(c) If the Recipient does not use E-Verify, the Recipient shall enroll in the E-Verify system prior to hiring any 

new employee or retaining any contract employee after the effective date of this Agreement.  

 

(26) Program Income. 

(a) The Recipient shall report to DEO all program income (as defined at 24 C.F.R. § 570.489(e)) generated by 

activities carried out with CDBG-CV funds made available under this Agreement as part of the Recipient’s Quarterly 

Progress Report, Form CV-65.  The Recipient shall use program income in accordance with the applicable requirements 

of 2 C.F.R. part 200; 24 C.F.R. part 570; sections 290.046-290.048, F.S.; chapter 73C-23.0051, F.A.C., and the terms of 

this Agreement.   

(b) The Recipient shall return all program income generated after closeout to DEO.  The Recipient shall return 

all program income generated prior to closeout to DEO unless the program income is used to fund additional units of 

CDBG-CV activities, specified in a modification to this Agreement, and duly executed prior to administrative closeout.  

DEO or the State may require remittance of all or a portion of any balance of a Recipient’s program income at the end 

of a program year.  

 

(27) Independent Contractor. 

(a) In the Recipient’s performance of its duties and responsibilities under this Agreement, it is mutually 

understood and agreed that the Recipient is always acting and performing as an independent contractor.  Nothing in 

this Agreement is intended to or shall be deemed to constitute an employer/employee relationship, partnership or joint 

venture between the Parties.  The Recipient shall always remain an independent contractor with respect to the services 

to be performed under this Agreement.  

(b) The Recipient, its officers, agents, employees, subcontractors, or assignees, in performance of this Agreement 

shall act in the capacity of an independent contractor and not as an officer, employee, agent, joint venturer, or partner 

of the State of Florida.  Nor shall the Recipient represent to others that, as the Recipient, it has the authority to bind 

DEO unless specifically authorized to do so. 

(c) Neither the Recipient, nor its officers, agents, employees, subcontractors, or assignees are entitled to State 

retirement or State leave benefits, or to any other compensation of State employment as a result of performing the 

duties and obligations of this Agreement.  

(d) The Recipient agrees to take such actions as may be necessary to ensure that each subcontractor will be 

deemed to be an independent contractor and will not be considered or permitted to be an agent, employee, servant, 

joint venturer, or partner of the State of Florida.  

(e) Unless justified by the Recipient, and agreed to by DEO in the Scope of Work, DEO will not furnish services 

of support (e.g., office space, office supplies, telephone service, secretarial, or clerical support) to the Recipient or its 

subcontractor or assignee.   

(f) DEO shall not be responsible for withholding taxes with respect to the Recipient’s use of funds under this 

Agreement.  The Recipient shall have no claim against DEO for vacation pay, sick leave, retirement benefits, social 

security, workers’ compensation, health or disability benefits, reemployment assistance benefits, or employee benefits 

of any kind.  The Recipient shall ensure that its employees, subcontractors, and other agents, receive benefits and 

necessary insurance (health, workers’ compensation, reemployment assistance benefits) from an employer other than 

the State of Florida.  

(g) The Recipient, at all times during the Agreement, must comply with the reporting and Reemployment 

Assistance contribution payment requirements of chapter 443, F.S. 
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(28) Executive Order 21-223  

Pursuant to State of Florida Executive Order Number 21-223, Recipient shall utilize the U.S. Citizenship and 

Immigration Services' Systematic Alien Verification for Entitlements program (known as "SAVE"), or any successor or 

similar applicable verification program, to confirm the eligibility of beneficiaries before providing any funds, resources, 

benefits, or any other thing of value during the Agreement term. Further, Recipient shall include in related subcontracts 

a requirement that subcontractors performing work or providing services pursuant to the Agreement utilize SAVE, or 

any successor or similar applicable verification program, to confirm the eligibility of beneficiaries before providing any 

funds, resources, benefits, or any other thing of value during the Agreement term. 

 

 
  
 

(The remainder of this page left blank intentionally.) 
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State of Florida  

Department of Economic Opportunity 

Federally Funded Subgrant Agreement 

Signature Page 

 
 

Subgrant Contract Number:  22CV-S30 

FLAIR Contract Number:  H2505 
 

 

 
IN WITNESS WHEREOF, and in consideration of the mutual covenants set forth above and in all Attachments and 
Exhibits hereto, the Parties, through their duly-authorized representatives, sign this Agreement and represent and warrant 
that they have read and understand the Agreement and Attachments and Exhibits’ terms and conditions on the day, month, 
and year set forth below. 
 

 

City of Lake City, Florida Department of Economic Opportunity 

 

By:  Date:  By:  Date:  

 
(Authorized Signature) 

  
(Authorized Signature) 

 

Name: Stephen Witt Name: Dane Eagle 

Title: Mayor  Title: Secretary 

Federal Tax ID#: 59-6000352   

Unique ID #: MYB6D4DLBJD9   

 

 
 

 Approved as to form and legal sufficiency, 
 subject only to the full and proper execution 
 by the Parties 
 
 Office of the General Counsel 
 Department of Economic Opportunity 

  By:  

  Approved Date:  
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1. PROJECT DESCRIPTION:  City of Lake City, Florida (“Recipient”) has been selected to participate in the CDBG-
CV Program. The Recipient will utilize CDBG-CV assistance to rehabilitate the Richardson Community Center, located at 
255 NE Coach Anders Lane, Lake City, Florida, to improve safety and so that the Center can be used as a COVID-19 testing 
site. Improvements will include a new HVAC system, implementing a touchless kitchen, and bathroom repairs. In addition, 
sidewalks and street improvements will be made so that low-income citizens near the Center can more safely access it. 
Approximately 3,180 individuals will benefit from the project, of which 2,300 (or 72.33%) are considered low- to moderate-
income (LMI). Therefore, the project will meet the LMI Benefit national objective. 

2. RECIPIENT RESPONSIBILITIES: The Recipient shall timely perform the Deliverables and Tasks described in 

Attachment A – Project Description and Deliverables, and in doing so, the Recipient shall comply with all the terms and 

conditions of this Agreement. The Recipient shall agree to a written budget (“Project Detail Budget”), subject to the 

approval of DEO and in conformity with the current example attached to the Agreement as Attachment B. The Project 

Detail Budget must identify the maximum reimbursement amount allowed for the Deliverables and Tasks described in 

Attachment A.  The Recipient shall also agree to and shall timely perform the activities as specified within an Activity Work 

Plan, subject to the approval of DEO and in conformity with the current example attached hereto as Attachment C.  The 

Project Detail Budget and the Activity Work Plan may be modified by the unilateral determination of DEO or by mutual 

consent of the Parties. 

 

3. DEO’S RESPONSIBILITIES:  DEO shall receive and review the Project Deliverables and, upon DEO’s 

acceptance of the Deliverables and receipt of the Recipient’s pertinent invoices in compliance with the invoice procedures 

of this Agreement, DEO shall process payment to the Recipient in accordance with the terms and conditions of this 

Agreement. 

4. DELIVERABLES:  

 Grantee agrees to provide the following services as specified: 

 

Deliverable No. 1 – Project Implementation 
 

Tasks 
 

Minimum Level of Service (to 
Submit a Request for 

Payment) 

Financial 
Consequences 

The Recipient shall complete the Project 
Implementation tasks listed below in this Scope 
of Work. 
 

The Recipient shall be reimbursed 
upon completion of a minimum of 
one Project Implementation task on 
a per completed task basis. The 
Recipient’s completion of the tasks 
will be evidenced by invoices noting 
completed tasks as well as payroll 
and other supporting 
documentation, as applicable. 

Failure to perform the 
Minimum Level of 
Service shall result in 
nonpayment for this 
deliverable for each 
payment request. 

Deliverable No. 2 – Engineering Services 

Tasks 
 

Minimum Level of Service (to 
Submit a Request for Payment) 

Financial 
Consequences 

The Recipient shall complete the Engineering 
Services tasks listed below in this Scope of 
Work. 

The Recipient shall be reimbursed 
upon completion of a minimum of 
ten percent (10%) of one 
Engineering Services task. The 
Recipient’s completion of the tasks 
shall be evidenced by invoices 
noting the percentage of the tasks 
that have been completed. 

Failure to perform the 
Minimum Level of 
Service shall result in 
nonpayment for this 
deliverable for each 
payment request. 

Deliverable No. 3 – Construction 
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Tasks 
 

Minimum Level of Service (to 
Submit a Request for Payment) 

Financial 
Consequences 

The Recipient shall complete construction as 
detailed in Section 1 of this Scope of Work. 

Following a draw for mobilization*, 
the Recipient shall be reimbursed 
upon completion of a minimum of 
ten percent (10%) of the overall 
project. As evidence of percentage 
completed, the Recipient shall 
provide AIA forms G702/G703 or 
similar DEO-approved industry-
standard forms, signed by the 
contractor and certified by the 
engineer performing inspection 
services for the project, 
documenting the costs for which 
reimbursement is being requested, 
and noting overall percent 
completion of the project. 
 
*Mobilization refers to a contractor’s 
mobilization of equipment, materials, 
and barriers to the work site(s). 

Failure to perform the 
Minimum Level of 
Service shall result in 
nonpayment for this 
deliverable for each 
payment request. 

Total Award Not to Exceed: $2,000,000.00 

 

Project Implementation Deliverable 

Tasks that are eligible for reimbursement under the Project Implementation Deliverable are as follows: 

 Paid application preparation costs, 

 Developed policies for the Recipient related to special conditions listed in this subgrant agreement, 

 Prepared list of minority and women business enterprise (MBE/WBE) firms that operate in the Recipient’s area, 

 Conducted activities related to the HUD-related environmental review, 

 Prepared public notices for publication, 

 Submitted public notices for publication, 

 Maintained financial records related to project activities on-site, 

 Conducted a Fair Housing activity, 

 Attended pre-bid conference, bid opening, or preconstruction meeting, 

 Reviewed contractor payrolls and interview employees to determine compliance with the Davis-Bacon Act, the 
Contract Work Hours and Safety Standards Act, and the Copeland “Anti-kickback” Act, 

 Maintained client files, 

 Attended meetings of the Recipient’s local governing body to provide progress reports on subgrant activities, 

 Prepared documentation for and attend on-site monitoring visits by DEO, 

 Prepared requests for funds for submission by the Recipient’s authorized employee, 

 Prepared subgrant modification documents for the Recipient to submit to DEO, 

 Prepared the Administrative Closeout Report for submission by the Recipient, 

 Prepare and submit detailed quarterly progress report, Section 3, or MBE/WBE report to DEO, 

 Responded to citizen complaints, 

 Prepared responses to monitoring findings and concerns for Recipient to submit to DEO or HUD, 

 Paid advertising costs of public notices and invitations to bid, 

 Paid permit fees, 

 Paid legal fees, 

 Paid invoices for environmental review activities other than advertising, and 

 Paid CDBG portion of required audit. 
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Engineering Services Deliverable 

Tasks that are eligible for reimbursement under the Engineering Services Deliverable are as follows: 

 Basic Engineering Services 

a) Developed the plan drawings for the project, 

b) Developed the specifications for the project, 

c) Developed the bid documents for the project, 

d) Prepared permit applications,  

e) Attended pre-bid/pre-construction conference,  

f) Prepared change orders, and 

g) Reviewed construction bids and make recommendation to the Recipient. 

 Resident Inspection  

a) Inspected construction activities for consistency with plans and specifications, and 

b) Reviewed construction invoices and certify costs. 

 Preliminary Engineering Services 

a) Provided a cost estimate of the project, and 

b) Assessed sites for the project. 

 Additional Engineering Services 

a) Conducted site surveys for water treatment plants, sewage treatment works, dams, reservoirs, and other similar 
special surveys as may be required, such as route surveys, 

b) Conducted laboratory tests, well tests, borings, and specialized geological soils, hydraulic, or other studies 
recommended by the engineer, 

c) Conducted property surveys, detailed description of sites, maps, drawings, or estimates related to them, 
assistance in negotiating for land and easement rights, 

d) Gathered necessary data and file maps for water rights, 

e) Conducted redesigns ordered by the owner after final plans have been accepted by the owner and the local 
government, except redesigns to reduce the project cost to within the funds available and projects which received 
“readiness to proceed” points or a planning and design grant, 

f) Appeared before courts or boards on matters of litigation or hearings related to the project, 

g) Conducted environment assessments or environmental impact statements, 

h) Performed detailed staking necessary for construction of the project in excess of the control staking, 

i) Provided an operation and maintenance manual for a facility, 

j) Conducted activities required to obtain state and federal regulatory agency construction permits, 

k) Designed hookups, and 

l) Paid the cost of engineering specialties such as electrical; hydro-geological services; biologists; and heating, 
ventilation, and air conditioning (HVAC). 

 

5. COST SHIFTING:  The deliverable amounts specified within Section 4 of this Scope of Work are established based 

on the Parties’ estimation of sufficient delivery of services fulfilling grant purposes under the Agreement in order to 

designate payment points during the Agreement Period; however, this is not intended to restrict DEO’s ability to 

approve and reimburse allowable costs Grantee incurred providing the deliverables herein.  Prior written approval 

from DEO’s Agreement Manager is required for changes to the above Deliverable amounts that do not exceed 10% 

of each deliverable total funding amount.  Changes that exceed 10% of each deliverable total funding amount will 

require a formal written amendment request from Grantee, as described in MODIFICATION section of the 

Agreement. Regardless, in no event shall DEO reimburse costs of more than the total amount of this Agreement. 
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(The remainder of this page left blank intentionally.) 
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Recipient: City of Lake City  Modification Number: N/A  Contract Number: 22CV-S30 
        

Activity Accomplishments Beneficiaries Budget 

Activity 
# Description Unit Number VLI LI MI All 

CDBG-CV 
Amount 

Other 
Funds 

Source* 
Total 
Funds 

                                                         

                                                                    

                                                         

                                                                    

                                                         

                                                                    

                                                                    

                                                                    

                                                                    

                                                                    

                                                                    

                                                                    

                                                                    

Totals:                    
 

* Show the sources and amounts of “Other Funds” needed to complete the project below, including local funds, grants from other agencies and program income. 

Source Other Funds Counted as Leverage 
Other Funds 

Not Counted as Leverage 

1.                    

2.                    

3.                    

4.                    

5.                    
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Recipient: City of Lake City  Activity:        Project Budget:       

Contract Number: 22CV-S30  Date Prepared:        Modification Number: N/A 

 

Start Date 

(month/year) 

End Date 

(month/year) 

Describe Proposed Action to be Completed by the “End Date.” 
Examples of Actions:  Procure Administrator or Engineer, Complete Environmental Review and Obtain Release of 
Funds, Request Wage Decision, Complete and Submit Design and Specifications, Advertise for and Open Bids, Issue Notice 
to Proceed, Construction Completion (20, 40, 60, 80,  and 100 percent or 25, 50, 75, and 100 percent), Complete 
Construction Procurement Process, Advertise Availability of Housing Rehabilitation Funds, Complete Rankings of Homes per 
HAP, Number of Houses Rehabilitated, and Submit Closeout Package to DEO.  

 Estimated 
Units to be 

Completed by 
the  

“End Date” 

Estimated 
Funds to be 

Requested by 
the 

“End Date” 
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Program Conditions 

1. The Recipient shall demonstrate that progress is being made in completing project activities in a timely fashion.   

a. Within 120 calendar days of the subgrant award, the Recipient shall complete the following activities: 

• Request approval for all professional service contracts; and 

• Submit an initial payment request for administrative services, if applicable. 

b. Within 180 calendar days of the subgrant award, the Recipient shall complete the following activities: 

• Complete the environmental review and submit the Request for Release of Funds and Certification (form 

HUD-7015.15) to DEO for review; and 

• Request a wage decision(s) using DEO form CV-56 for applicable construction activities if points were 

received on the application for “Readiness to Proceed;” 

c. The Recipient shall advertise for its construction procurement within 30 calendar days after receiving its 

Authority to Use Grant Funds (form HUD-7015.16) and DEO’s written acceptance of the plans and 

specifications if Recipient received points for “Readiness to Proceed” on its Application for Funding.  

d. If the Recipient did not receive points for “Readiness to Proceed,” it must request a wage decision(s) using 

DEO form CV-56 at least 30 days before advertising for its construction procurement.    

 
2. The Recipient shall maintain records of expenditure of funds from all sources that will allow accurate and ready 

comparison between the expenditures and the budget/activity line items as defined in Attachment B -Project Detail 

Budget, Attachment A- Project Description and Deliverables, Recipient Responsibilities, and Attachment C - Activity 

Work Plan. 

 

3. No costs may be incurred prior to the effective date of this Agreement, except for those eligible application 

preparation costs outlined in the original CDBG-CV Application for Funding submitted to DEO, unless pre-

agreement costs were approved in writing by DEO. 

 

4. The Recipient shall not exclude any firm from submitting a bid or proposal for any work funded partially or wholly 

with CDBG-CV funds based on a minimum experience requirement.  However, a firm’s experience can be considered 

as an evaluation factor in the ranking for professional services and taken into account in evaluating the 

“responsibility” of a firm when determining the “low, responsive, responsible bidder” for services procured through 

bids, as required by 2 C.F.R. § 200.319(a). 

 

5. CDBG-CV procurement for consultant services and construction activities requires public notice in a newspaper of 

general circulation in the county where the Recipient is located.  The public notice shall include the following criteria 

for the procurement process to meet legal requirements and be approved: 

a. If the notice is published in a newspaper that is located in an Office of Management and Budget (OMB) 

designated metropolitan statistical area (MSA), only one responsible and responsive bid or proposal is needed 

to complete the procurement process.  If the notice is not published in a newspaper that is located in an MSA, 

at least three responsible and responsive bids or proposals must be received by the Recipient to complete the 

procurement process; 

b. A Recipient, whose newspaper of general circulation is not located in a MSA, may advertise in both a local 

newspaper and a newspaper in a nearby MSA.  In this case, only one responsible and responsive bid or 

proposal would be needed to complete the procurement process; 
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c. The public notice must be published at least 12 days before the deadline for receipt of the proposals or bids. 

For construction activities, the public notice period shall conform to section 255.0525, F.S. regarding the 

numbers of days between publishing the notice and bid opening; 

d. Nothing in subparagraphs a., b., or c., above shall preclude the Recipient from using additional media to solicit 

bids related to procurement of professional services and construction activities; 

e. Each public notice for procurement of CDBG-CV professional services, except for application preparation, 

must identify either the CDBG funding source (CDBG-CV) or the CDBG-CV contract number; 

f. In procuring services for subgrant administration, the public notice or the Request for Proposals must include 

all the criteria that will be used to evaluate and score the proposals.  Any firm that assists the Recipient in 

developing or drafting criteria used in the Request for Proposals (RFP) shall be excluded from competing for 

the procurement as required by 2 C.F.R. § 200.319; and  

g. Any RFP which includes more than one service shall provide the following: 

 Proposals may be submitted for one or more of the services; 

 Qualifications and proposals shall be separately stated for each service; and 

 Separate evaluations shall be done on the proposals for each service. 

If separate procurements result in one firm being selected for both application and administration 

services, those services may be combined into one contract provided there are separate scopes of work 

and a separate fee for each service. 

6. A written evaluation, such as a ranking sheet or narrative, shall be prepared for each proposal, ranking or comparing 

each proposal to the criteria in the published RFP. 

 

7. The Recipient is not required to publish an RFP for subgrant administration if it decides to contract with its 

Regional Planning Council to administer the subgrant. 

 

8. A Recipient may use the design engineer for services during construction if DEO determines that the procurement 

for design services is compliant with 2 C.F.R.  

part 200 and the RFP specifically included services during construction in the scope of work. 

 

9. For construction procurement, if other funding sources will be included in the bid documents, the activities to be 

paid for with CDBG-CV funds must be shown separately so that the bid proposal identifies the CDBG-CV 

activities and the amount of the contract to be reimbursed with CDBG-CV funding. 

 

10. Construction contracts shall be awarded to the low, responsive and responsible bidder.  If all bids exceed the 

available funds, the Recipient can apply one or more deductive bid alternates to determine the low, responsive and 

responsible bidder.  The Recipient can reject all bids if they exceed the available funds and republish the notice. 

 

11. The Recipient shall request approval of all professional services contracts and/or agreements that will be 

reimbursed with CDBG-CV funds.  Copies of the following procurement documents must be provided to DEO 

for review: 

a. A copy of the Request for Proposals (RFP); 

b. A copy of the RFP advertisement, including an affidavit of publication from the newspaper; 

c. A list of entities to whom a notification of the RFP was provided by mail or fax (if applicable);  

d. Documentation of all efforts to get MBE/WBE firms to submit proposals;  

e. For engineering/architecture contracts, a list of firms that submitted a proposal (only if short-listing procedure 

was used);  
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f. Completed and signed final evaluation/ranking forms for all firms submitting a proposal and a scoring 

summary sheet; 

g. A copy of the cost analysis for administrative services procurements, or if multiple responses to the RFP were 

received, a copy of the price analysis; 

h. A copy of a cost analysis for all procurements of engineering services; 

i. A copy of the minutes from the commission/council meeting approving contract award; 

j. A copy of the proposed contract; 

k. Truth-in-Negotiation certification (if not in the contract) for engineering contracts over $150,000;  

l. If a protest was filed, a copy of the protest and documentation of resolution;  

m. The Recipient shall request DEO’s approval of a single source procurement if only one firm was considered 

and the contract exceeds $35,000.  The Recipient shall not enter into a contract to be paid with CDBG-CV 

funds based on a sole source or single proposal procurement without prior written approval from DEO.  

Failure to secure prior written approval shall relieve DEO of any obligation to fund the said procurement 

contract or agreement.  DEO shall disallow any payments to the Recipient to fund any contract or agreement 

based on a sole source or single proposal procurement for which the Recipient has not obtained DEO’s 

approval; and  

n. If a regional planning council or another local government is selected to administer subgrant activities, the 

Recipient shall submit only a copy of the contract or agreement and cost analysis information. 

DEO will either approve the procurement or notify the Recipient that the procurement cannot be approved 

because it violates State, Federal, or local procurement guidelines. 

The Recipient shall notify DEO in writing no later than 90 calendar days from the effective date of this agreement 

if it will not be procuring any professional services or if it will be using non-CDBG-CV funds to pay for professional 

services.  

 

12. Prior to the obligation or disbursement of any funds, except for administrative expenses not to exceed $5,000, the 

Recipient shall complete the following: 

a. Submit for DEO’s approval the documentation required in paragraph 11 above for any professional services 

contract.  The Recipient proceeds at its own risk if more than the specified amount is incurred before DEO 

approves the procurement.  If DEO does not approve the procurement of a professional services contract, 

the local government will not be able to use CDBG-CV funds for that contract.  

b. Comply with 24 C.F.R. part 58, and the regulations implementing the National Environmental Policy Act, 40 

C.F.R. §§ 1500-1508.  When the Recipient has completed the environmental review process, it shall submit a 

Request for Release of Funds and Certification.  DEO will issue an Authority to Use Grant Funds (form 

HUD-7015.16) when this condition has been fulfilled to the satisfaction of DEO.  The Recipient shall not 

commit funds or begin construction before DEO has issued the “Authority to Use Grant Funds.” 

c. The Recipient shall obtain approval from DEO prior to requesting CDBG funds for engineering activities 

and costs which are additional engineering services as defined in rules 73C-23.0031(1)(a)-(l), F.A.C. 

13. The Recipient agrees to comply with the Uniform Relocation Assistance and Real Property Acquisition Policies Act 
of 1970, as amended (42 U.S.C. §§ 4601-4655; hereinafter, the “URA”), implementing regulations at 24 C.F.R. part 
42, 49 C.F.R. part 24 and 24 C.F.R. § 570.606(b), the requirements of 24 C.F.R. § 42.325 – 42.350 governing the 
Residential Anti-displacement and Relocation Assistance Plan under section 104(d) of the Housing and Community 
Development Act of 1974 (42 U.S.C. § 5304(d)), and the requirements in 24 C.F.R. § 570.606(d), governing optional 
relocation assistance policies.   
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If the Recipient undertakes any activity subject to the URA, the Recipient shall document completion of the 
acquisition by submitting all documentation required for a desk monitoring of the acquisition, including a notice 
to property owners of his or her rights under the URA, an invitation to accompany the appraiser, all appraisals, 
offer to the owner, acceptance, contract for sale, statement of settlement costs, copy of deed, waiver of rights (for 
donations), as applicable.  The documentation shall be submitted prior to completing the acquisition (closing) so 
that DEO can determine whether remedial action may be needed.  The Recipient shall provide relocation assistance 
to displaced persons as defined by 24 C.F.R. § 570.606(b)(2), that are displaced as a direct result of acquisition, 
rehabilitation, demolition or conversion for a CDBG-CV-assisted project.   
 

14. For construction projects, the Recipient shall, prior to being reimbursed for more than $15,000 for administrative 

services, provide to DEO a copy of all engineering specifications and construction plans, if required, for the 

activities described in the Agreement. The Recipient shall also furnish DEO, prior to soliciting bids or proposals, 

a copy of bid documents for services and/or materials to provide those services and/or materials for construction 

activities when the bids are expected to exceed $35,000.  Additionally, the Recipient shall not publish any request 

for bids for construction purposes or distribute bid packages until DEO has provided its written acceptance of the 

engineering specifications, construction plans, and bid documents. 

 

15. For each procured contract for construction services for which CDBG-CV funding will be requested, the Recipient 

shall submit the following procurement documents: 

a. A copy of the bid advertisement, including an affidavit of publication; 

b. Documentation of the Recipient’s efforts made to inform minority- and woman-owned businesses of the 

opportunity to bid on the construction contract; 

c. A copy of the bid tabulation sheet; 

d. A copy of the engineer’s recommendation to award; 

e. A letter requesting sole source approval, if applicable; 

f. A copy of the bid bond (five percent of the bid price) for the prime contractor(s) selected to do the work, 

and; 

g. Completed copies of the following forms for all prime contractors and subcontractors: 

 Form CV-51 – Bidding Information and Contractor Eligibility; 

 Form CV-37 – Certification Regarding Debarment, Suspension, and Other Responsibility Matters 
(Primary Covered Transactions);  

 Form CV-52 – Section 3 Participation Report (Construction Prime Contractor); 

 Form CV-38 (if applicable) – Certification Regarding Debarment, Suspension, Ineligibility and Voluntary 
Exclusion (Subcontractor);   

 Form CV-53 (if applicable) – Section 3 Participation Report (Construction Subcontractor), and; 

 Form CV-54 (if applicable) – Documentation for Business Claiming Section 3 Status 
 

For each procured construction contract or agreement in Housing Rehabilitation projects for which CDBG-CV 

funding will be requested, the Recipient shall submit the following procurement documents for all prime 

contractors and subcontractors: 

a. Form CV-37 – Certification Regarding Debarment, Suspension, and Other Responsibility Matters (Primary 

Covered Transactions);  

b. Form CV-52 – Section 3 Participation Report (Construction Prime Contractor); 

c. Form CV-38 (if applicable) – Certification Regarding Debarment, Suspension, Ineligibility and Voluntary 

Exclusion (Subcontractor); and  

d. Form CV-53 (if applicable) – Section 3 Participation Report (Construction Subcontractor). 
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16. For each procured construction contract or agreement, if a job classification needed to complete a construction 

activity is not included in the Davis-Bacon Act wage decision that was previously obtained from DEO, the 

Recipient shall request an additional classification using Form CV-57 - Employee/Employer Wage-Scale 

Agreement after the construction contract has been awarded. 

 
17. For construction projects, when the Recipient issues the Notice to Proceed to the contractor(s), copies of the 

following documents shall be sent to DEO: 

a. Notice to Proceed; 

b. The contractor’s performance bond (100 percent of the contract price) if the contract exceeds the Simplified 
Acquisition Threshold as listed in 2 C.F.R. § 200.1; and  

c. The contractor’s payment bond (100 percent of the contract price) if the contract exceeds the Simplified 
Acquisition Threshold as listed in 2 C.F.R. § 200.1. 

18. The Recipient shall undertake an activity each year to affirmatively further fair housing pursuant to  
24 C.F.R. § 570.487(b). 

 

19. All leveraged funds shall be expended concurrently and, to the extent feasible, proportionately with the expenditure 

of CDBG-CV funds for the same activity.  The Recipient shall document the expenditure of leveraged funds 

required for the points claimed in the application as it may have been amended through the completeness process 

and as reflected on the Project Detail Budget.  All funds claimed for leverage shall be expended after the date that 

the Authority to Use Grant Funds is issued and prior to Recipient’s submission of the administrative closeout 

package for this Agreement, except for the following costs:   

 Eligible administrative, engineering and environmental review costs expended after the site visit but prior to 
the date when the Authority to Use Grant Funds is issued, and 

 The CDBG-CV portion of the cost of post-administrative closeout audits. 

20. The resulting product of any activity funded under this Agreement as amended shall be ineligible for rehabilitation 

or replacement with CDBG-CV funds for a period of five years.  

21. The Recipient shall ensure that a deed restriction is recorded on any real property or facility, excluding easements, 

acquired with CDBG-CV funds.  This restriction shall limit the use of that real property or facility to the use stated 

in the subgrant application and that title shall remain in the name of the Recipient.  Such deed restriction shall be 

made a part of the public records in the Clerk of Court of the county in which the real property is located.  Any 

future disposition of that real property shall be in accordance with 24 C.F.R. § 570.505.  Any future change of use 

of real property shall be in accordance with 24 C.F.R. § 570.489(j). 

22. The Recipient shall comply with the historic preservation requirements of the National Historic Preservation Act 

of 1966, as amended, the procedures set forth in 36 C.F.R. part 800, and the Secretary of the Interior’s Standards 

for Rehabilitation, codified at 36 C.F.R. part 67, and Guidelines for Rehabilitating Historic Buildings. 

23. Pursuant to section 102(b), Public Law 101-235, 42 U.S.C. § 3545, the Recipient shall update and submit Form 

HUD 2880 to DEO within 30 calendar days of the Recipient's knowledge of changes in situations which would 

require that updates be prepared.  The Recipient must disclose: 

a. All developers, contractors, consultants, and engineers involved in the application or in the planning, 

development, or implementation of the project or CDBG-CV-funded activity; and 

b. Any person or entity that has a financial interest in the project or activity that exceeds $50,000 or 10 percent 

of the grant, whichever is less. 

24. If required, the Recipient shall submit a final Form HUD 2880, to DEO with the Recipient’s request for 

administrative closeout, and its absence or incompleteness shall be cause for rejection of the administrative closeout. 
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25. Conflicts of interest relating to procurement shall be addressed pursuant to 24 C.F.R. § 570.489(g).  Title 24 C.F.R.  

§ 570.489(h) shall apply in all conflicts of interest not governed by 24 C.F.R. § 570.489(g), such as those relating to 

the acquisition or disposition of real property; CDBG-CV financial assistance to beneficiaries, businesses, or other 

third parties; or any other financial interest, whether real or perceived.  Additionally, the Recipient agrees to comply 

with, and this Agreement is subject to, chapter 112 F.S. 

26. Any payment by the Recipient using CDBG-CV funds for acquisition of any property, right-of-way, or easement 

that exceeds fair market value as determined through the appraisal process established in HUD Handbook 1378 

shall be approved in writing by DEO prior to distribution of the funds.  Should the Recipient fail to obtain DEO 

pre-approval, any portion of the cost of the acquisition exceeding Fair Market Value shall not be paid or reimbursed 

with CDBG-CV funds.   

27. The Recipient shall take photographs of all activity locations from multiple angles prior to initiating any 

construction.  As the construction progresses, additional photography shall document the ongoing improvements. 

Upon completion of construction, final documentation of the activity locations will be provided to DEO with the 

administrative closeout package for this Agreement.  

28. If an activity is designed by an engineer, architect, or other licensed professional, it shall be certified upon 

completion by a licensed professional as meeting the specifications of the design, as may have been amended by 

change orders.  The date of completion of construction shall be noted as part of the certification.  This certification 

shall be accomplished prior to submission of an administrative closeout package and a copy of the certification 

shall be submitted with the administrative closeout package. 

29. If necessary, the Recipient shall retain sufficient administration funds to ensure internet access, including email, for 

the duration of the Agreement, including any time extensions.  If the Recipient does not already have a computer 

designated to the person responsible for grant oversight, which is located in the program office and capable of 

internet access, administrative funds may be used as needed to obtain, at reasonable cost, a computer to allow 

internet access. 

 
Special Conditions 

Not Applicable.
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1. The Recipient must meet a “National Objective” for each service area addressed with CDBG-CV funds.  If a 

National Objective is not met for a service area, all CDBG-CV funds received for the activities conducted in that 

service area must be repaid. 

2. If the Recipient installs water lines with CDBG-CV funds for the purpose of fire protection, those lines shall only 

be converted to a potable water distribution system if the housing units of all low- and moderate-income families in 

the service area are hooked up to the potable water system at no cost to low- and moderate-income households.  

Hookups must be accomplished prior to or concurrent with conversion of the water lines to a potable water 

distribution system. 

3. The Recipient is responsible for verifying and maintaining documentation that households receiving direct benefits, 

in the form of hookups to potable water and/or sewage collection lines, meet program requirements regarding the 

low- and moderate-income National Objective.  The Recipient shall maintain homeowner files locally and at a 

minimum include the following: 

a. The name of the owner, the address of the property, and family size; 

b. The method and source documentation used to verify household income; 

c. Documentation that the income of the household is below Section 8 income limits based on family size; 

d. The method and source documentation used to verify home ownership; and 

e. If rental property is involved, an acceptable five-year written agreement with the owner(s) related to 

affordability and subsequent rate increases. 

The information must be maintained for review and verification during on-site monitoring visits. 

4. The Recipient shall provide the following data in its Administrative Closeout Report for each CDBG-CV-funded 

activity:   

a. For activities which provide indirect benefits (e.g., road paving, water and sewer improvements, parks, fire 

protection), beneficiary data shall be provided for all residents of the households being served.  For activities 

that provided direct benefits (e.g., utility hookups, housing rehabilitation, temporary relocation), beneficiary 

data shall be provided based solely on the head of household.  The number of females and female heads of 

households, the number of handicapped persons, the number of elderly persons; 

b. The number of moderate-income (MI), low-income (LI), and very low-income (VLI) beneficiaries proposed 

and actually served;  

c. The name of each head of household, owner’s name (if different), and address of each housing unit hooked 

up to water or sewer service with CDBG-CV funds, the date the construction was completed on the housing 

unit, and the amount of CDBG-CV funds spent on that housing unit; and 

d. The racial demographics and ethnicity of the head of each household using the following descriptions: 

1) White, 

2) African American, 

3) Asian,  

4) American Indian or Alaskan Native, 

5) Native Hawaiian/Pacific Islander, 

6) American Indian or Alaskan Native and 

White 

7) Asian and White, 

8) African American and White, 

9) American Indian/Alaskan Native and African 

American, or 

10) Other Multi-Racial; and  

11) If the head of household is Hispanic  
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The Recipient agrees to, and, by signing this Agreement, certifies that, it will comply with the requirements of 24 C.F.R. 
part 570, subpart I, and § 570.200(j) and § 570.606 (HUD regulations concerning State Community Development Block 
Grant Programs).  The Recipient also agrees to use funds available under this Agreement to supplement rather than 
supplant funds otherwise available.  The Recipient further agrees to comply with all other applicable Federal, State and 
local laws, regulations, and policies governing the funds provided under this Agreement, including, but not limited to the 
following:  
 

1. Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards (2 C.F.R.  
part 200);  

2. Florida Small Cities Community Development Block Grant Program Act (§§ 290.0401-290.048, F.S.); 

3. Florida Small Cities Community Development Block Grant Program rules (chapter 73C-23, F.A.C.); 

4. Title I of the Housing and Community Development Act of 1974, as amended (42 U.S.C. §§ 5301-5321); 

5. Rules and Procedures for Efficient Federal-State Funds Transfers (31 C.F.R. part 205); 

6. Community Planning Act (§ 163.3164, F.S.); 

7. Florida Small and Minority Business Assistance Act (§§ 288.703-288.706, F.S.); 

8. CDBG Technical Memoranda (https://www.hudexchange.info/community-development/cdbg-memoranda/); 

9. Applicable HUD Community Planning and Development Notices (https://www.hudexchange.info/manage-a-
program/cpd-notices); 

10. Single Audit Act Amendments of 1996 (31 U.S.C. §§ 7501-7507); 

11. Environmental Review Procedures for Entities Assuming HUD Responsibilities (24 C.F.R. part 58); 

12. Environmental Criteria and Standards (24 C.F.R. part 51); 

13. Flood Disaster Protection Act of 1973, as amended (42 U.S.C. §§ 4001-4129), Floodplain Management and Protection 
of Wetlands (24 C.F.R. part 55), and Executive Orders 11988 (Floodplain Management) and 11990 (Protection of 
Wetlands); 

14. National Environmental Policy Act of 1969, as amended (42 U.S.C. §§ 4321-4370h) and other provisions of law which 
further the purpose of this act; 

15. National Historic Preservation Act of 1966, as amended (54 U.S.C. §§ 300301-320303), Protection of Historic 
Properties (36 C.F.R. part 800), and other provisions of law which further the purpose of this act; 

16. Archaeological and Historic Preservation Act of 1974 and Reservoir Salvage Act of 1960, as amended (54 U.S.C.  
§§ 312501-312508); 

17. Coastal Zone Protection Act of 1985 (§§ 161.52-161.58, F.S.); 

18. Safe Drinking Water Act of 1974, as amended (42 U.S.C. §§ 300f, et seq.); 

19. Federal Water Pollution Control Act of 1972, as amended (33 U.S.C. §§ 1251-1387); 

20. Davis–Bacon Act of 1931, as amended (40 U.S.C. §§ 3141-3148) and Labor Standards Provisions of 29 C.F.R. part 5; 

21. Contract Work Hours and Safety Standards Act of 1962, as amended (40 U.S.C. §§ 3701-3708); 

22. Solid Waste Disposal Act, as amended by the Resource Conservation and Recovery Act of 1975  
(42 U.S.C. §§ 6901-6992k); 

23. Architectural Barriers Act of 1968 (42 U.S.C. §§ 4151-4157) and the Uniform Accessibility Standards, as applicable; 

24. Federal Fair Labor Standards Act of 1938, as amended (29 U.S.C. §§ 201-219); 

25. Uniform Relocation Assistance and Real Property Acquisition Policies Act of 1970 (42 U.S.C. §§ 4601-4655), and the 
applicable rules for Federal and Federally-Assisted Programs at 49 C.F.R. part 24; 

26. Copeland “Anti-Kickback” Act (18 U.S.C. § 874); 

27. Hatch Act of 1939, as amended (5 U.S.C. §§ 1501-1508); 

28. Lead-Based Paint Poisoning Prevention Act (42 U.S.C. §§ 4821-4846); the Residential Lead-Based Paint Hazard 
Reduction Act of 1992 (42 U.S.C. §§ 4851–4856); and the applicable implementing regulations at 24 C.F.R. part 35 and 
24 C.F.R. part 570, subparts A, B, J, K, and R;  

29. Section 102 of HUD Reform Act of 1989 (42 U.S.C. § 3545) and HUD Reform Act regulations at 24 C.F.R. part 4; 

30. False Claims Act (31 U.S.C. §§ 3729-3733); 

31. Comprehensive Procurement Guideline for Products Containing Recovered Materials (40 C.F.R. part 247);  

32. Clean Air Act (42 U.S.C. §§ 7401-7671q.), and National Primary and Secondary Ambient Air Quality Standards  
(40 C.F.R. part 50); and 

33. Whistleblower Protection enacted  by Section 828 of P.L. 112-239 and permanently extended under P.L 114-261. 
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34.  FR-6218-N-01: Notice of Program Rules, Waivers, and Alternative Requirements Under the CARES Act for CDBG-
CV Grants, FY 2019 and 2020 CDBG Grants, and Other Formula Programs. 

 

 

 
  

 

 

(The remainder of this page left blank intentionally.) 
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Fair Housing 

As a condition for the receipt of CDBG-CV funds, each Recipient must certify that it will “affirmatively further 
fair housing” in its community.  The Recipient shall demonstrate its commitment to affirmatively further fair housing 
by implementing the actions listed below. 

Each Recipient shall do the following:  

1) Have in place a fair housing resolution or ordinance that covers all Federally protected classes (race, color, 
familial status, handicap, national origin, religion, and sex);  

2) Designate an employee as the Fair Housing Coordinator who is available during regular business hours to 
receive fair housing calls;  

3) Publish the Fair Housing Coordinator’s contact information quarterly in a newspaper of general circulation 
in the Recipient’s jurisdiction so that people know who to call to ask fair housing questions or register a 
complaint.  Alternatively, the Recipient can post the coordinator’s contact information throughout the year 
on the Recipient’s website;  

4) Establish a system to record the following for each fair housing call: 

a) The nature of the call,  

b) The actions taken in response to the call,  

c) The results of the actions taken, and  

d) If the caller was referred to another agency, the results obtained by the referral agency; 

5) Conduct at least one fair housing activity each year; and 

6) Display a fair housing poster in the CDBG Office.  (This does not count as a fair housing activity.) 

The Recipient shall ensure that the fair housing contact person has received training so that he/she can handle 
fair housing phone inquiries or refer the inquiries to the appropriate people/agencies.  Records maintained by the 
contact will help the community do the following: 

• Define where discriminatory practices are occurring, 

• Help the community measure the effectiveness of its outreach efforts, and  

• Provide the community with a means to gain information that can be used to design and implement 
strategies that will eliminate fair housing impediments. 

Examples of fair housing activities include the following: 

 Making fair housing presentations at schools, civic clubs, and neighborhood association meetings; 

 Conducting a fair housing poster contest or an essay contest;  

 Manning a booth and distributing fair housing materials at libraries, health fairs, community events, yard 
sales, and church festivals; and 

 Conducting fair housing workshops for city/county employees, realtors, bank and mortgage company 
employees, insurance agents, and apartment complex owners. 

Printing a fair housing notice on a utility bill is no longer accepted as a fair housing activity; however, mailing a 
DEO-approved fair housing brochure as an insert with utility bills will be accepted as an activity.  Placing posters in 
public buildings does not meet the requirement for a fair housing activity. 

The Recipient shall document its fair housing activities by keeping photographs, newspaper articles, sign-in sheets 
and copies of handouts in their CDBG-CV project file and include information about the activities in the comment 
section of the quarterly report during which the activity was undertaken. 
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Equal Employment Opportunity 

As a condition for the receipt of CDBG-CV funds, each Recipient must certify that it and the contractors, 

subcontractors, subrecipients and consultants that it hires with CDBG-CV funds will abide by the Equal Employment 

Opportunity (EEO) Laws of the United States.  The Recipient shall demonstrate its commitment to abide by the laws 

through the actions listed below. 

Each Recipient shall do the following:  

1) Have in place an equal employment opportunity resolution or ordinance that protects its applicants and 

employees and the applicants and employees of its contractors, subcontractors, subrecipients and 

consultants from discrimination in hiring, promotion, discharge, pay, fringe benefits, job training, 

classification, referral, and other aspects of employment, on the basis of race, color, religion, sex, national 

origin, disability, age, or genetics;  

2) Designate an employee as the EEO Coordinator who is available during regular business hours to receive 

EEO calls;  

3) Publish the EEO Coordinator’s contact information quarterly in a newspaper of general circulation in the 

Recipient’s jurisdiction so that people know who to call to ask EEO questions or register a complaint.  

Alternatively, the Recipient can post the coordinator’s contact information throughout the year on the 

Recipient’s  website; and 

4) Establish a system to record the following for each EEO call:  

a) The nature of the call,  

b) The actions taken in response to the call, and 

c) The results of the actions taken;  

Each Recipient shall maintain a list of certified minority-owned business enterprises (MBE) and women-owned 

business enterprises (WBE) that operate in its region.  The Recipient shall use this list to solicit companies to bid on 

CDBG-CV-funded construction activities and shall provide a copy of the list to the prime contractor(s) to use when 

it hires subcontractors and consultants.  The Department of Management Services maintains a list of certified minority 

and women-owned businesses that can be used to develop a local MBE/WBE list at the following website:  

https://osd.dms.myflorida.com/directories. 

 

Section 504 and the Americans with Disabilities Act (ADA) 

As a condition for the receipt of CDBG-CV funds, the Recipient must certify that it provides access to all 

federally funded activities to all individuals, regardless of handicap.  The Recipient shall demonstrate its commitment 

to abide by the laws through the actions listed below. 

The Recipient shall do the following:  

1) Have in place a resolution or ordinance that is designed to eliminate discrimination against any person who: 

a) Has a physical or mental impairment which substantially limits one or more major life activities;  

b) Has a record of such an impairment; or  

c) Is regarded as having such an impairment.  

2) Designate an employee as the Section 504/ADA Coordinator who is available during regular business hours 
to receive Section 504/ADA calls;  

3) Publish the Section 504/ADA Coordinator’s contact information quarterly in a newspaper of general 

circulation in the Recipient’s jurisdiction so that people know who to call to ask Section 504/ADA questions 

or register a complaint.  Alternatively, the Recipient can post the coordinator’s contact information 

throughout the year on the Recipient’s website; and  
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4) Establish a system to record the following for each Section 504/ADA call:  

a) The nature of the call,  

b) The actions taken in response to the call, and  

c) The results of the actions taken. 

Section 504 prohibitions against discrimination (see 45 C.F.R. part 84) apply to service availability, accessibility, 

delivery, employment, and the administrative activities and responsibilities of organizations receiving Federal financial 

assistance.  A recipient of Federal financial assistance may not, on the basis of disability: 

 Deny qualified individuals the opportunity to participate in or benefit from Federally funded programs, 

services, or other benefits, 

 Deny access to programs, services, benefits or opportunities to participate as a result of physical barriers, or 

 Deny employment opportunities, including hiring, promotion, training, and fringe benefits, for which they are 

otherwise entitled or qualified. 

The ADA regulations (Title II, 28 C.F.R. part 35, and Title III, 28 C.F.R. part 36) prohibit discrimination on the 

basis of disability in employment, State and local government, public accommodations, commercial facilities, 

transportation, and telecommunications.  To be protected by the ADA, one must have a disability or have a relationship 

or association with an individual with a disability. 

Title II covers all activities of state and local governments regardless of the government entity’s size or receipt of 

Federal funding.  Title II requires that State and local governments give people with disabilities an equal opportunity to 

benefit from all their programs, services, and activities (e.g. public education, employment, transportation, recreation, 

health care, social services, courts, voting, and town meetings).  State and local governments are required to follow specific 

architectural standards in the new construction and alteration of their buildings.  They also must relocate programs or 

otherwise provide access in inaccessible older buildings, and communicate effectively with people who have hearing, 

vision, or speech disabilities.   

Title III covers businesses and nonprofit service providers that are public accommodations, privately operated 

entities offering certain types of courses and examinations, privately operated transportation, and commercial facilities.  

Public accommodations are private entities who own, lease, lease to, or operate facilities such as restaurants, retail stores, 

hotels, movie theaters, private schools, convention centers, doctors’ offices, homeless shelters, transportation depots, 

zoos, funeral homes, day care centers, and recreation facilities including sports stadiums and fitness clubs.  Transportation 

services provided by private entities are also covered by Title III. 

Section 3 - Economic Opportunities for Low- and Very Low-Income Persons 

Each Recipient shall encourage its contractors to hire qualified low- and moderate-income residents for any job 

openings that exist on CDBG-CV-funded projects in the community.  The Recipient and its contractors shall keep records 

to document the number of low- and moderate-income people who are hired to work on CDBG-CV-funded projects.  

The number of low- and moderate-income residents who are hired to work of the project shall be reported in the 

comment section of the quarterly report. 

The following Section 3 clause is required to be included in any contracts and subcontracts funded by this 

Agreement: 
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Section 3 Required Language 

A. The work to be performed under this contract is subject to the requirements of Section 3 of the Housing and Urban 

Development Act of 1968, as amended, 12 U.S.C. § 1701u (section 3).  The purpose of  

section 3 is to ensure that employment and other economic opportunities generated by HUD assistance or HUD-

assisted projects covered by section 3, shall, to the greatest extent feasible, be directed to low- and very low-income 

persons, particularly persons who are recipients of HUD assistance for housing. 

B. The Parties to this contract agree to comply with HUD’s regulations in 24 C.F.R. part 75, which implements section 

3.  As evidenced by their execution of this contract, the parties to this contract certify that they are under no 

contractual or other impediment that would prevent them from complying with the part 75 regulations. 

C. The contractor agrees to send to each labor organization or representative of workers with which the contractor has 

a collective bargaining agreement or other understanding, if any, a notice advising the labor organization or workers' 

representative of the contractor’s commitments under this section 3 clause, and will post copies of the notice in 

conspicuous places at the work site where both employees and applicants for training and employment positions 

can see the notice.  The notice shall describe the section 3 preference, shall set forth minimum number and job titles 

subject to hire, availability of apprenticeship and training positions, the qualifications for each; and the name and 

location of the person(s) taking applications for each of the positions; and the anticipated date the work shall begin. 

D. The contractor agrees to include this section 3 clause in every subcontract subject to compliance with regulations in 

24 C.F.R. part 75, and agrees to take appropriate action, as provided in an applicable provision of the subcontract 

or in this section 3 clause, upon a finding that the subcontractor is in violation of the regulations in 24 C.F.R.  

part 75.  The contractor will not subcontract with any subcontractor where the contractor has notice or knowledge 

that the subcontractor has been found in violation of the regulations in 24 C.F.R. part 75. 

E. The contractor will certify that any vacant employment positions, including training positions, that are filled (1) after 

the contractor is selected but before the contract is executed, and (2) with persons other than those to whom the 

regulations of 24 C.F.R. part 75 require employment opportunities to be directed, were not filled to circumvent the 

contractor's obligations under 24 C.F.R. part 75. 

F. Noncompliance with HUD’s regulations in 24 C.F.R. part 75 may result in sanctions, termination of this contract 

for default, and debarment or suspension from future HUD assisted contracts. 

G. Contracts and subcontracts subject to Section 7(b) of the Indian Self-Determination and Education Assistance Act 

(25 U.S.C. 5307(b)) or subject to tribal preference requirements as authorized under 101(k) of the Native American 

Housing Assistance and Self-Determination Act (25 U.S.C. 4111(k)) must provide preferences in employment, 

training, and business opportunities to Indians and Indian organizations, and are therefore not subject to the 

requirements of Section 3. 

 

Whistleblower Protection 

The following clause, is required to be included in all federally funded subawards and contracts over the simplified 

acquisition threshold:  

Pursuant to Section 828 of Pub. L 112-239, “National Defense Authorization Act for Fiscal Year 2013” and permanently 

extended through the enactment of Pub. L 114-261 (December 14, 2016), this award, related subawards, and related 

contracts over the simplified acquisition threshold and all employees working on this award, related subawards, and related 

contracts over the simplified acquisition threshold are subject to the whistleblower right and remedies established at 41 

U.S.C. § 4712.  Recipients, their subrecipients, and their contractors awarded contracts over the simplified acquisition 

threshold related to this award, shall inform their employees, in writing, in the predominant language of the workforce, of 

the employee whistleblower rights and protections under 41 U.S.C. § 4712. This clause shall be inserted in all subawards 

and in contracts over the simplified acquisition threshold related to this award; best efforts should be made to include this 

clause in any subawards and contracts awarded prior to the effective date of this provision. 

DocuSign Envelope ID: 69FAE74B-11CD-49EF-859F-A220CB8F451F

455



Attachment G – Civil Rights Requirements 

37 

Civil Rights Regulations 
 

As a condition for the receipt of CDBG-CV funds, each Recipient must certify that it will abide by the following Federal 
laws and regulations:   
 
1. Title VI of the Civil Rights Act of 1964 – Prohibits discrimination by government agencies that receive Federal 

funding; 

2. Title VII of the Civil Rights Act of 1964 – prohibits employment discrimination on the basis of race, color, religion, 
sex, or national origin; 

3. Title VIII of the Civil Rights Act of 1968 – as amended (the Fair Housing Act of 1988); 

4. 24 C.F.R. § 570.487(b) – Affirmatively Furthering Fair Housing; 

5. 24 C.F.R. § 570.490(b) – Unit of general local government's record; 

6. 24 C.F.R. § 570.606(b) – Relocation assistance for displaced persons at URA levels; 

7. Age Discrimination Act of 1975; 

8. Executive Order 12892 – Leadership and Coordination of Fair Housing in Federal Programs: Affirmatively 
Furthering Fair Housing; 

9. Section 109 of the Housing and Community Development Act of 1974 – No person shall be excluded from 
participation in, denied benefits of, or subjected to discrimination under any program or activity receiving CDBG-
CV funds because of race, color, religion, sex or national origin; 

10. Section 504 of the Rehabilitation Act of 1973 and 24 C.F.R. part 8, which prohibits discrimination against people 
with disabilities; 

11. Executive Order 11063 – Equal Opportunity in Housing; 

12. Executive Order 11246 – Equal Employment Opportunity; and 

13. Section 3 of the Housing and Urban Development Act of 1968, as amended –Economic Opportunities for low- and 
very low-income persons. 

I hereby certify that the City of Lake City shall comply with all the provisions and Federal regulations listed in this attachment. 

 
 

By: City of Lake City Date:  

  

Name: Stephen Witt  

   

Title: Mayor  
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The following reports must be completed and submitted to DEO in the time frame indicated.  Failure 

to timely file these reports constitutes an Event of Default, as defined in Paragraph (10) Default, of this 

Agreement. 

 
1. A Quarterly Progress Report, Form SC-65, must be submitted to DEO 15 calendar days after the end of each 

quarter.  The reports are due by the following dates:  April 15, July 15, October 15 and January 15. The quarterly 

report shall include: a summary of work performed during the reporting period; photographs taken to date; a 

percent of work completed for each task; a summary of expenditures since the effective date; and a summary of 

any issues or events occurring which affect the ability of the Recipient to meet the terms of this Agreement.  

2. A Contract and Subcontract Activity form, Form HUD-2516, currently available at 

http://www.flrules.org/Gateway/reference.asp?No=Ref-05360; which is incorporated herein by reference, 

must be submitted by April 15 and October 15 each year through the DEO’s SERA reporting system at 

https://deosera.my.salesforce.com/.  The form must reflect all contractual activity for the period, including 

Minority Business Enterprise and Woman Business Enterprise participation.  If no activity has taken place during 

the reporting period, the form must indicate “no activity”. 

3. The Administrative Closeout Report, Form SC-62, must be submitted to DEO within 45 calendar days of the 

Agreement end date or within 45 days of the completion of all activities.  The Recipient must provide all 

applicable information requested on the closeout report form.  The Administrative Closeout Report cannot be 

submitted to DEO before the Recipient has submitted its Final Request for Funds.   

Recipients of an Economic Development agreement shall not submit an administrative closeout package until 

the cost per job is less than $10,000 or until one year after the date that all CDBG-CV-funded activities were 

completed, whichever comes first.  

The following documentation shall be provided with the Administrative Closeout Report: 

a. Certification that all project activities have been completed, inspected and approved by all parties prior to 

the subgrant end date and submission of the closeout report; 

b. Documentation of any leverage expended after the last on-site monitoring visit; 

c. Documentation of fair housing activities conducted after the last on-site monitoring visit; 

d. Documentation that all citizen complaints related to the project have been resolved;  

e. A list of the homes receiving direct benefit, if applicable; and,  

f. Certification that each housing unit assisted was located within the Recipient’s jurisdictional boundaries for 

Housing Rehabilitation subgrants. 

g. For housing rehabilitation projects, documentation that all homeowners have signed forms stating that they 

have accepted the improvements. 

h. Copies of all remaining pre-construction, construction and post-construction photographs of all CDBG-

CV-funded activities submitted as .jpeg or .tiff files not previously submitted with quarterly reports. 

4. In accordance with 2 C.F.R. part 200, should the Recipient meet the threshold for submission of a single or 

program specific audit, the audit must be conducted in accordance with 2 C.F.R. part 200, and submitted to 

DEO no later than nine months from the end of the Recipient’s fiscal year.  If the Recipient did not meet the 

audit threshold, an Audit Certification Memo, Form SC-47, must be provided to DEO no later than nine 

months from the end of the Recipient’s fiscal year. 
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5. A copy of the Audit Compliance Certification form, Attachment K, must be emailed to 

audit@deo.myflorida.com within 60 calendar days of the end of each fiscal year in which this subgrant was open. 

6. Section 3 Reporting Requirements.  Reporting of labor hours for Section 3 projects must comply with 
24 C.F.R. § 75.25(a).  Subrecipients must report the following: (i) the total number of labor hours worked; (ii) the 
total number of labor hours worked by Section 3 workers; and (iii) the total number of labor hours worked by 
Targeted Section 3 workers. If Section 3 benchmarks are not met, the subrecipient’s qualitative efforts must be 
reported in a manner required by 24 C.F.R. § 75.25(b).   

 

Section 3 compliance efforts must be reported through DEO’s SERA reporting system by July 31, annually. DEO 
maintains a Section 3 Summary Report form which must be used to report annual accomplishments regarding 
employment, labor hours worked, and other economic opportunities provided to persons and businesses that 
meet “Section 3” requirements. 

7. Requests for Funds  payment requests must be submitted in accordance with the timelines included on 

Attachment C - Activity Work Plan.  DEO will not reimburse a payment request for less than $5,000 unless it is 

the final payment request.  Each payment request must include an invoice from the Recipient to DEO and copies 

of all invoices that the Recipient received from its consultants for services rendered and the documentation listed 

below.  The invoices must document that the Recipient and each consultant/contractor met the Minimum Level 

of Service listed on the Deliverables page of Attachment A. 

For each Commercial Revitalization, Economic Development and Neighborhood Revitalization payment 

request that includes reimbursement of construction costs, the Recipient shall provide a copy of the American 

Institute of Architects (AIA) form G702, Application and Certification for Payment, or a comparable form 

approved by DEO, signed by the contractor and inspection engineer, and a copy of form G703, Continuation 

Sheet, or a comparable form approved by DEO.  The Recipient shall, at a minimum, submit reimbursement 

requests upon completing 20, 40, 60, 80 and 100 percent of the project (or 25, 50, 75 and 100 percent of the 

project if so listed on Attachment C – Activity Work Plan). 

For each Housing Rehabilitation payment request that includes construction costs, the Recipient shall provide a 

copy of AIA form G702, or a comparable form approved by DEO, if applicable, signed by the contractor and 

the local building inspector or housing specialist and a copy of form G703, or a comparable form approved by 

DEO, if applicable.  For homes being rehabilitated and site-built demolition/replacement houses, the Recipient 

shall, at a minimum, request reimbursement upon completion of each 20 percent of the work.  For 

demo/replacement involving a new mobile home, the Recipient shall request reimbursement as soon as the 

mobile home is installed and the invoice received. 

If the Recipient needs to remit funds to DEO, including reimbursement of subgrant funds, program income or 

interest income paid with CDBG-CV funds (collectively “reimbursements”), Recipient shall submit such 

reimbursements concurrently with a copy of the Return of Funds Form, CV-68. 

8. All forms referenced herein are available online at www.FloridaJobs.org/CDBGRecipientInfo or upon request 

from the DEO grant manager for this Agreement. 
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Financial Management 

The Recipient’s financial management system must comply with the provisions of 2 C.F.R. part 200, section 

218.33, F.S., and the rules promulgated thereunder. Recipient’s financial management system shall include the 

following:  

(1) Accurate, current and complete disclosure of the financial results of this project or program. 

(2) Records that identify the source and use of funds for all activities. These records shall contain information 

pertaining to grant awards, authorizations, obligations, unobligated balances, assets, outlays, income and 

interest.  

(3) Effective control over and accountability for all funds, property and other assets. The Recipient shall 

safeguard all assets and assure that they are used solely for authorized purposes.  

(4) Comparison of expenditures with budget amounts for each payment request. Whenever appropriate, 

financial information should be related to performance and unit cost data.  

(5) Written procedures to determine whether costs are allowed and reasonable under the provisions of the 2 

C.F.R. part 200 and the terms and conditions of this Agreement.  

(6) Cost accounting records that are supported by backup documentation.  

Competition 

All procurement transactions must follow the provisions of 2 C.F.R. §§ 200.318-200.327 and be conducted in a 

manner providing full and open competition.  The Recipient shall be alert to conflicts of interest as well as 

noncompetitive practices among contractors that may restrict or eliminate competition or otherwise restrain trade.  In 

order to ensure objective contractor performance and eliminate unfair competitive advantage, contractors that develop 

or draft specifications, requirements, statements of work, or invitations for bids or requests for proposals shall be 

excluded from competing for such procurements.  Awards must be made to the responsible and responsive bidder or 

offeror whose proposal is most advantageous to the program, considering the price, quality and other factors.  

Solicitations shall clearly set forth all requirements that the bidder or offeror must fulfill in order for the bid or offer 

to be evaluated by the Recipient.  All bids or offers may be rejected if there is a sound, documented reason.  

Codes of Conduct 

The Recipient shall maintain written standards of conduct governing the performance of its employees engaged 

in the award and administration of contracts.  No employee, officer, or agent shall participate in the selection, award, 

or administration of a contract supported by a Federal award if he or she has a real or apparent conflict of interest.  

Such a conflict would arise when the employee, officer, or agent, any member of his or her immediate family, his or 

her partner, or an organization which employs or is about to employ any of the parties indicated, has a financial or 

other interest in or a tangible personal benefit from a firm considered for a contract.  The officers, employees, and 

agents of the Recipient shall neither solicit nor accept gratuities, favors, or anything of monetary value from 

contractors or parties to subcontracts.  The standards of conduct must provide for disciplinary actions to be applied 

for violations of the standards by officers, employees, or agents of the Recipient. (See 2 C.F.R. § 200.318(c)(1).) 

Business Hours 

The Recipient shall have its offices open for business, with the entrance door open to the public, and at least one 

employee on site at all reasonable times for business.  “Reasonable” shall be construed according to circumstances, 

but ordinarily shall mean normal business hours of 8:00 a.m. to 5:00 p.m., local time, Monday through Friday. 

Licensing and Permitting 

All contractors or employees hired by the Recipient shall have all current licenses and permits required for all the 

particular work for which they are hired by the Recipient. 
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The administration of resources awarded by DEO to the Recipient may be subject to audits and/or monitoring by 

DEO as described in this section. 

 
MONITORING 
 
In addition to reviews of audits conducted in accordance with 2 C.F.R. part 200 subpart F (Audit Requirements) and 

section 215.97, F.S., as revised (see “AUDITS” below), monitoring procedures may include, but not be limited to, on-

site visits by DEO staff, limited scope audits as defined by 2 C.F.R. part 200, as revised, and/or other procedures.  By 

entering into this Agreement, the Recipient agrees to comply and cooperate with any monitoring 

procedures/processes deemed appropriate by DEO.  In the event DEO determines that a limited scope audit of the 

Recipient is appropriate, the Recipient agrees to comply with any additional instructions provided by DEO staff to 

the Recipient regarding such audit.  The Recipient further agrees to comply and cooperate with any inspections, 

reviews, investigations, or audits deemed necessary by the Chief Financial Officer (CFO) or Auditor General. 

 
AUDITS 
 
PART I:  FEDERALLY FUNDED 
 
This part is applicable if the Recipient is a State or local government or a non-profit organization as defined in  

2 C.F.R. part 200, as revised. 

 

1. In the event that the Recipient expends $750,000 or more in federal awards in its fiscal year, the Recipient 

must have a single or program-specific audit conducted in accordance with the provisions of 2 C.F.R. 200 

Subpart F (Audit Requirements), as revised. In determining the federal awards expended in its fiscal year, the 

Recipient shall consider all sources of federal awards, including federal resources received from DEO. The 

determination of amounts of federal awards expended should be in accordance with the guidelines established 

by 2 C.F.R. part 200 subpart F (Audit Requirements), as revised. An audit of the Recipient conducted by the 

Auditor General in accordance with the provisions of 2 C.F.R. part 200 subpart F (Audit Requirements), as 

revised, will meet the requirements of this part.  

 

2. In connection with the audit requirements addressed in Part I, paragraph 1, the Recipient shall fulfill the 

requirements relative to auditee responsibilities as provided in 2 C.F.R. 200 Subpart F (Audit Requirements), 

as revised.  

 

3. If the Recipient expends less than $750,000 in federal awards in its fiscal year, an audit conducted in 
accordance with the provisions of 2 C.F.R. 200 Subpart F (Audit Requirements), as revised, is not required. 
In the event that the Recipient expends less than $750,000 in federal awards in its fiscal year and elects to 
have an audit conducted in accordance with the provisions of 2 C.F.R. 200 Subpart F (Audit Requirements), 
as revised, the cost of the audit must be paid from non-federal resources (i.e., the cost of such an audit must 
be paid from Recipient resources obtained from other than federal entities). 

 
4. Although 2 C.F.R. part 200 subpart F (Audit Requirements) does not apply to commercial (for-profit) 

organizations, the pass-through entity has an obligation to ensure that for-profit subrecipients that expend 
$750,000 or more in federal awards must comply with federal awards guidelines (see 2 C.F.R. 200.501(h)). 
Additionally, for-profit entities may be subject to certain specific audit requirements of individual federal 
grantor agencies.  

 
Additional Federal Single Audit Act resources can be found at: 

https://harvester.census.gov/facweb/Resources.aspx
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PART II:  STATE FUNDED 
 
This part is applicable if the Recipient is a non-state entity as defined by section 215.97(2), F.S. 
 
1. In the event that the Recipient expends a total amount of state financial assistance equal to or in excess of $750,000 

in any fiscal year of such Recipient, the Recipient must have a State single or project-specific audit for such fiscal 
year in accordance with section 215.97, F.S.; applicable rules of the Department of Financial Services; and 
Chapters 10.550 (local governmental entities) or 10.650 (nonprofit and for-profit organizations), Rules of the 
Auditor General. In determining the state financial assistance expended in its fiscal year, the Recipient shall 
consider all sources of state financial assistance, including state financial assistance received from DEO, other 
state agencies, and other non-state entities. State financial assistance does not include Federal direct or pass-
through awards and resources received by a non-state entity for federal program matching requirements.  

 
2. In connection with the audit requirements addressed in Part II, paragraph 1, the Recipient shall ensure that the 

audit complies with the requirements of section 215.97(8), F.S.  This includes submission of a financial reporting 
package as defined by section 215.97(2), F.S., and Chapters 10.550 (local governmental entities) or 10.650 
(nonprofit and for-profit organizations), Rules of the Auditor General. 

 
3. If the Recipient expends less than $750,000 in state financial assistance in its fiscal year, an audit conducted in 

accordance with the provisions of section 215.97, F.S., is not required.  In the event that the Recipient expends 
less than $750,000 in state financial assistance in its fiscal year and elects to have an audit conducted in accordance 
with the provisions of section 215.97, F.S., the cost of the audit must be paid from the non-state entity’s resources 
(i.e., the cost of such an audit must be paid from the Recipient’s resources obtained from other than State entities). 

 
Additional information regarding the Florida Single Audit Act can be found at:  

https://apps.fldfs.com/fsaa/ 
 
PART III:  OTHER AUDIT REQUIREMENTS 
 
(NOTE: This part would be used to specify any additional audit requirements imposed by the State awarding entity 

that are solely a matter of that State awarding entity’s policy (i.e., the audit is not required by Federal or State 
laws and is not in conflict with other Federal or State audit requirements).  Pursuant to section 215.97(8), F.S., 
State agencies may conduct or arrange for audits of state financial assistance that are in addition to audits 
conducted in accordance with section 215.97, F.S.  In such an event, the State awarding agency must arrange 
for funding the full cost of such additional audits.) 

 
N/A 

 
PART IV:  REPORT SUBMISSION 
 
1. Copies of reporting packages, to include any management letter issued by the auditor, for audits conducted in 

accordance with 2 C.F.R. part 200 subpart F (Audit Requirements), as revised, and required by PART I of this 
Exhibit Agreement shall be submitted by or on behalf of the Recipient directly to each of the following at the 
address indicated: 
 
A. Department of Economic Opportunity 

Financial Monitoring and Accountability (FMA) 
The copy submitted to the FMA section should be sent via email to: FMA-RWB@deo.myflorida.com 

 
B. The Federal Audit Clearinghouse designated in 2 C.F.R. part 200 subpart F (Audit Requirements), as revised, 

electronically at: https://harvester.census.gov/facweb/ 
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2.  Copies of audit reports for audits conducted in accordance with 2 C.F.R. 200 Subpart F (Audit Requirements), as 

revised, and required by Part I (in correspondence accompanying the audit report, indicate the date that the 

Recipient received the audit report); copies of the reporting package described in, 2 C.F.R. 200 Subpart F (Audit 

Requirements), as revised, and any management letters issued by the auditor; copies of reports required by Part II 

of this Exhibit must be sent to DEO at the addresses listed in paragraph three (3) below.  

 

3. Copies of financial reporting packages required by PART II of this Exhibit Agreement shall be submitted by or 

on behalf of the Recipient directly to each of the following:  

 
A. DEO at the following address: 

 
Electronic copies:   Audit@deo.myflorida.com 

 
 

B. The Auditor General’s Office at the following address: 
 

Auditor General 
Local Government Audits/342 
Claude Pepper Building, Room 401 
111 West Madison Street 
Tallahassee, FL 32399-1450 

 
Email Address:  flaudgen_localgovt@aud.state.fl.us  

 
4. Any reports, management letter, or other information required to be submitted to DEO pursuant to this 

Agreement shall be submitted timely in accordance with 2 C.F.R. part 200 subpart F, section 215.97 F.S., and 

Chapters 10.550 (local governmental entities) or 10.650 (nonprofit and for-profit organizations), Rules of the 

Auditor General, as applicable.   

 

5. Recipients and subrecipients, when submitting financial reporting packages to DEO for audits done in accordance 

with Chapter 10.550 (local governmental entities) or 10.650 (nonprofit and for-profit organizations), Rules of the 

Auditor General, should indicate the date that the reporting package was delivered to the recipient/subrecipient 

in correspondence accompanying the reporting package. 

 

PART V:  RECORD RETENTION 
 
The Recipient shall retain sufficient records demonstrating its compliance with the terms of this Agreement for a 

period of five (5) years from the date the audit report is issued, or five (5) state fiscal years after all reporting 

requirements are satisfied and final payments have been received, or for a period of three (3) years from the date that 

DEO closes out the CDBG-CV program year(s) from which the funds were awarded by the U.S. Department of 

Housing and Urban Development, whichever period is longer, and shall allow DEO, or its designee, the Chief 

Financial Officer (CFO), or Auditor General access to such records upon request.  In addition, if any litigation, claim, 

negotiation, audit, or other action involving the records has been started prior to the expiration of the controlling 

period as identified above, the records shall be retained until completion of the action and resolution of all issues 

which arise from it, or until the end of the controlling period as identified above, whichever is longer. The Recipient 

shall ensure that audit working papers are made available to DEO, or its designee, CFO, or Auditor General upon 

request for a period of five (5) years from the date the audit report is issued, unless extended in writing by DEO.   
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Federal Resources Awarded to the Recipient Pursuant to this Agreement Consist of the Following: 

 

Federal Awarding Agency: U.S. Department of Housing and Urban Development  

Federal Funds Obligated to Recipient: $2,000,000.00 

Catalog of Federal Domestic Assistance Title: 
Community Development Block Grants/State’s Program 
and Non-Entitlement Grants in Hawaii 

Catalog of Federal Domestic Assistance Number: 14.228 

Project Description: 
 
This is not a research and development award. 

Funding is being provided for improvements to the 
Richardson Community Center. Improvements will include 
a new HVAC system, implementing a touchless kitchen, 
and bathroom repairs.  

 

Compliance Requirements Applicable to the Federal Resources Awarded Pursuant to this Agreement are as 
Follows: 

Federal Program  

1. The Recipient shall perform its obligations in accordance with sections 290.0401- 290.048, F.S. 

2. The Recipient shall perform its obligations in accordance with 24 C.F.R. §§ 570.480 – 570.497. 

3. The Recipient shall perform the obligations as set forth in this Agreement, including any attachments or 
exhibits thereto. 

4. The Recipient shall perform the obligations in accordance with chapter 73C-23, F.A.C. 

5. The Recipient shall be governed by all applicable laws, rules and regulations, including, but not necessarily 
limited to, those identified in Attachment F – State and Federal Statutes, Regulations, and Policies 

 

State Resources Awarded to the Recipient Pursuant to this Agreement Consist of the Following: N/A 

 

Matching Resources for Federal Programs: N/A 

 

Subject to Section 215.97, Florida Statutes: N/A 

 

Compliance Requirements Applicable to State Resources Awarded Pursuant to this Agreement are as Follows: 

N/A 

 

NOTE:  Title 2 C.F.R. § 200.332 and section 215.97(5), F.S., require that the information about Federal Programs and State Projects 
included in Exhibit 1 and the Notice of Subgrant Award/Fund Availability be provided to the Recipient. 
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Email a copy of this form within 60 days of the end of each fiscal year in which this subgrant was open to 
audit@deo.myflorida.com. 

Recipient: City of Lake City 

FEIN: 59-6000352 Recipient’s Fiscal Year:       

Contact Name:        Contact’s Phone:        

Contact’s Email:        

1. Did the Recipient expend state financial assistance, during its fiscal year, that it received under any 

agreement (e.g., contract, grant, memorandum of agreement, memorandum of understanding, 

economic incentive award agreement, etc.) between the Recipient and the Department of Economic 

Opportunity (DEO)?      Yes      No 

 If the above answer is yes, answer the following before proceeding to item 2. 

 Did the Recipient expend $750,000 or more of state financial assistance (from DEO and all other 

sources of state financial assistance combined) during its fiscal year?      Yes      No 

 If yes, the Recipient certifies that it will timely comply with all applicable State single or 

project-specific audit requirements of section 215.97, Florida Statutes, and the applicable rules 

of the Department of Financial Services and the Auditor General. 

2. Did the Recipient expend federal awards during its fiscal year that it received under any agreement (e.g., 

contract, grant, memorandum of agreement, memorandum of understanding, economic incentive 

award agreement, etc.) between the Recipient and DEO?     Yes     No 

If the above answer is yes, also answer the following before proceeding to execution of this 

certification: 

Did the Recipient expend $750,000 or more in federal awards (from DEO and all other sources of 

federal awards combined) during its fiscal year?      Yes      No 

If yes, the Recipient certifies that it will timely comply with all applicable single or program-

specific audit requirements of 2 C.F.R. part 200, subpart F, as revised. 

By signing below, I certify, on behalf of the Recipient, that the above representations for items 1 
and 2 are true and correct. 

  
      

Signature of Authorized Representative  Date 

             

Printed Name of Authorized Representative  Title of Authorized Representative 
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State of Florida 

Department of Economic Opportunity 

Federally-Funded Community Development Block Grant CARES (CDBG-CV)  

Subrogation Agreement 
 
This Subrogation and Assignment Agreement (“Agreement”) is made and entered into on this   day of 
_____________________, 20____, by and between the City of Lake City (hereinafter referred to as “Subrecipient”) 
and the State of Florida, Department of Economic Opportunity (hereinafter referred to as “DEO”).   
  
In consideration of Subrecipient’s receipt of funds or the commitment by DEO to evaluate Subrecipient’s application 
for the receipt of funds (collectively, the “Grant Proceeds”) under the DEO Community Development Block Grant 
CARES Act Program (the “CDBG-CV Program”) administered by DEO, Subrecipient hereby assigns to DEO all of 
Subrecipient’s future rights to reimbursement and all payments received from any grant, subsidized loan, lawsuit or 
insurance policies of any type or coverage or under any reimbursement or relief program related to or administered by 
the Federal Emergency Management Agency (“FEMA”) or the Small Business Administration (“SBA”) (singularly, a 
“CARES Act Program” and collectively, the “CARES Act Programs”) that was the basis of the calculation of Grant 
Proceeds paid or to be paid to Subrecipient under the CDBG-CV Program and that are determined in the sole 
discretion of DEO to be a duplication of benefits (“DOB”) as provided in this Agreement.   
 
The proceeds or payments referred to in the preceding paragraph, whether they are from insurance, FEMA or the SBA 
or any other source, and whether or not such amounts are a DOB, shall be referred to herein as “Proceeds,” and any 
Proceeds that are a DOB shall be referred to herein as “DOB Proceeds.”  Upon receiving any Proceeds, Subrecipient 
agrees to immediately notify DEO who will determine in its sole discretion if such additional amounts constitute a 
DOB. If some or all of the Proceeds are determined to be a DOB, the portion that is a DOB shall be paid to DEO, to 
be retained and/or disbursed as provided in this Agreement. The amount of DOB determined to be paid to DEO shall 
not exceed the amount received from the CDBG-CV Program. 
 
Subrecipient agrees to assist and cooperate with DEO to pursue any of the claims Subrecipient has against the insurers 
for reimbursement of DOB Proceeds under any such policies. Subrecipient’s assistance and cooperation shall include 
but shall not be limited to allowing suit to be brought in Subrecipient’s name(s) and providing any additional 
documentation with respect to such consent, giving depositions, providing documents, producing record and other 
evidence, testifying at trial and any other form of assistance and cooperation reasonably requested by DEO. 
Subrecipient further agrees to assist and cooperate in the attainment and collection of any DOB Proceeds that the 
Subrecipient would be entitled to under any applicable CDBG-CV Program. 
 
If requested by DEO, Subrecipient agrees to execute such further and additional documents and instruments as may be 
requested to further and better assign to DEO, to the extent of the Grant Proceeds paid to Subrecipient under the 
CDBG-CV Program, the Policies, any amounts received under the CDBG-CV Programs that are DOB Proceeds 
and/or any rights thereunder, and to take, or cause to be taken, all actions and to do, or cause to be done, all things 
requested by DEO to consummate and make effective the purposes of this Agreement. 
 
Subrecipient explicitly allows DEO to request of any company with which Subrecipient held insurance policies, or 
FEMA or the SBA or any other entity from which Subrecipient has applied for or is receiving Proceeds, any non-public 
or confidential information determined to be reasonably necessary by DEO to monitor/enforce its interest in the rights 
assigned to it under this Agreement and give Subrecipient’s consent to such company to release said information to 
DEO. 
 
If Subrecipient (or any lender to which DOB Proceeds are payable to such lender, to the extent permitted by superior 
loan documents) hereafter receives any DOB Proceeds, Subrecipient agrees to promptly pay such amounts to DEO, if 
Subrecipient received Grant Proceeds under the CDBG-CV Program in an amount greater than the amount 
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Subrecipient would have received if such DOB Proceeds had been considered in the calculation of Subrecipient’s 
award.   
 
In the event that the Subrecipient receives or is scheduled to receive any subsequent Proceeds, Subrecipient shall pay 
such subsequent Proceeds directly to DEO, and DEO will determine the amount, if any, of such subsequent Proceeds 
that are DOB Proceeds (“Subsequent DOB Proceeds”).  Subsequent Proceeds in excess of Subsequent DOB Proceeds 
shall be returned to the Subrecipient. Subsequent DOB Proceeds shall be disbursed as follows: 
 
1. If the Subrecipient has received full payment of the Grant Proceeds, any Subsequent DOB Proceeds shall be 

retained by DEO.   

2. If the Subrecipient has received no payment of the Grant Proceeds, any Subsequent DOB Proceeds shall be used by 
DEO to reduce payments of the Grant Proceeds to the Subrecipient, and all Subsequent DOB Proceeds shall be 
returned to the Subrecipient.   

3. If the Subrecipient has received a portion of the Grant Proceeds, any Subsequent DOB Proceeds shall be used, 
retained and/or disbursed in the following order:  (A) Subsequent DOB Proceeds shall first be used to reduce the 
remaining payments of the Grant Proceeds, and Subsequent DOB Proceeds in such amount shall be returned to the 
Subrecipient; and (B) any remaining Subsequent DOB Proceeds shall be retained by DEO.   

4. If DEO makes the determination that the Subrecipient does not qualify to participate in the CDBG-CV Program or 
the Subrecipient determines not to participate in the CDBG-CV Program, the Subsequent DOB Proceeds shall be 
returned to the Subrecipient, and this Agreement shall terminate. 

 
Once DEO has recovered an amount equal to the Grant Proceeds paid to Subrecipient, DEO will reassign to 
Subrecipient any rights assigned to DEO pursuant to this Agreement. 
 
Subrecipient represents that all statements and representations made by Subrecipient regarding Proceeds received by 
Subrecipient shall be true and correct as of the date of the signing of this Agreement. 
 
Warning:  Any person who intentionally or knowingly makes a false claim or statement to HUD may be subject to civil 
or criminal penalties under 18 U.S.C. §§ 287, 1001 and 31 U.S.C. § 3729. 
 
The person executing this Agreement on behalf of the Subrecipient hereby represents that he\she has received, read, 
and understands this notice of penalties for making a false claim or statement regarding Proceeds received by 
Subrecipient. 
 
In any proceeding to enforce this Agreement, DEO shall be entitled to recover all costs of enforcement, including 
actual attorney’s fees. 
 

City of Lake City, Florida Department of Economic Opportunity 
 

By:  Date:  By:  Date:  

 
(Authorized Signature) 

  
(Authorized Signature) 

 

Name: Stephen Witt Name: Dane Eagle 

Title: Mayor Title: Secretary 
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