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Introduction And Overview 

1.1 Use 01 TCPIIP 

In 1986. the TCPIIP Internet included Eo few thousand £Dmp(lters at site.'; CctlCCf1-
tmted primarily in North America. By 1997, over I6.()(){),()(}{) computer systems ;mad 
10 the Internet in Dyer 85 countries spread across 7 continents; its size continues to dou
~Ie every ten month~. Many of the over 80,000 nelworl<..s dlat comprise the lnternet are 
located owside the lIS. 

In addition. most large corporations have dwsen TCPIJP protocols for their privllt<;! 
J;:Qrpocate intemels, many of which are now as large as the (:Ollllected Internet was 
twelve years ago. TCPlIP acoounts fm lIE significant fraction of networking throughou' 
the world. Its use is growing rapidly m ~, India. South America, and countr.es on 
the Padfic rim. 

Besides qUlilltitative growth, the past decade has witnesy...d an important change II' 
the way ~iles use TCP/1P. Early use focused on a few basic senoiu:s like electITmic 
mail, file transfer. and remote :ogin. More re.:ently, browsing information Oil the Wo~k 
Wide Web bas replaced file transfet" as the most popular global servia:; Uniform 
Resource Locators used with Web browsers .appear on billboards and television shows, 
III additioo, many companies are designing application protocols and huilding privak 
application software, In fact, over one fifth of all traffic on tile eonnected Internet ar
ises frum applications olher than well-known services. New applicatioos rely on 
TCP,lP 10 provide basic tra'lSport services. They add rich functiQll.lllity that has 
enha:lced the Internet environment and has enabled new groups of users to benefit from 
conm!ctivxy. 

TIle variety of applications using TCPIIP is staggering: it includes hotel reservatiol' 
sys<ems. .applications that monitor and control offshore Qil platf(lrIDS, warehouse inven
tory control systems. applkations that permil gwgraphicaUy disuibured machines tc 
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~hare t\le ;}l'Ces~ and di~play gr .. lphkl., "wlKalioos t:>mt :ransfer images ami mar.age 
pr_nling pre,;se~, a~ well as teleconferencing and multimedia sy~tems k addition, new 
applications are emerging constalltly. 

A~ corporate intranels mature, emphasis shif~ from building Iletwork~ TO :.tsmg 
them. As a resull. more programmers need to k.,'1Ow lhe fUlldamelltal prindples and 
te .. hmq\l~ used 10 design ar.d im;Jlement d:i51ribuled a?plication~. 

1.2 Designing Applications For A Distributed Environment 

Pwgmmmers woo build app!icalions E .. '!' !I distributed computbg environment tol· 
:0'" a simple guideline: they try to make eoch di~!ribu:ed application I:oeha~e as T10ch as 
DOS~lble like !he nondimihcted .. emon of the program. In essence, the goal ('f dlsai .. 
buted computing is t;) prmide un environment thai hi~ the geo.graphic locatIOn of 
computers and services lifId Tlakes them appear to be Ioc-,d. 

Fur example, a conventional database sv£tem store, inf()rmrllion on the ~iL""JIe 

machme as the application programs that lKcess it. A distributed version of such a da
tal.mse system permi~ usen to access dala from cvmpuler<. uther than the one o~ which 
the data resjd~ .. If the distrihute<:! c.mtabase·"pplicatiocs have been desagned well, a user 
will 001 know whether the data being accessed is l0C3i or remote 

1.3 Standard And Nonstandard App'ication Protocols 

The TCPI1P protocol suite includ~ many application prot{)C(JIs, and new appli<'a
non prOlocol~ appear daily. In fact, whenever a programmer devises a diqributed pro--
gnm thdt uses TCPIIP to communicate, the programllll:"£ ha. invented a new application 
pr-otoccl. Of course, some application pru!ocols have beo...--n doo::umented in RfCs and 
adopted as pan of the olfiClal TCPI1P protOCol suite_ We refer to such prOlocols .as 
srando.n1 upplict;.tion prolOCOO. Other prolocois, invented by application progntmJllefS 
for private use. are referred to as !!Oflstando.rd app/kmif>n prQ/ocms .. 

Most network managers rnoose to use standard app:ication P.-oIDCflls w~ene>"er 

possible; one doe~ not invenla new application protocol when ::In e;,:iMing pcotocol suf· 
fjces.. FOT example, the TCPI1P suite contains standard application protoools for ser
vices ;ike jilt: trallsfer. relWJle login. and "teuromc mai!o Thu~, a pwgrnmmer wooJd 
use a sUtndard protocol for soch services, 

1.4 An Example.Of Standard Appiication Protocol Use 

Remote login ranks among the most popular TCPIlP applications. Although a 
.given remote login sC~5ion only generates data al (he ,peed a hurnau can type aoo {lnly 
receives data at Ihe speed a huma,.. can read, ren-..cle login i~ the fourth highe~1 5curce of 
packets on the connected Inrerne;, ellceeded by Web browsmg, fue transfer, and rn:t· 



, 
work news. Many user.;; rely on remote login as part of their \liodcing environment; 
they do not have a dimel connection to the machines that tbey use for mast computa
tion. 

The TCPIJP suite includes a sundard application prolOCill for remote login known 
as TELNEL The TELNET protocol defines the format of data that an applkation pr0-

gram must send to a remote machine to log onto that system and the fonnat of mes
sage~ the remote machine sends back. it specifieS :'lQW chanu:leT data sllould be e:1Cod
ed f(lI" trnmmisskm and how one se!1ds special messages fO control the session or abon 
a remote opemtion. 

Foc mOM U5e1'S, the internai details {If how the TELNET protocol encodes da!a are 
irrelev-ant; a user can invoke software that accesses a remote machine wilhout koowing 
or caring about the impl.ementaliOfl. In fact. using f. remOte service i:s usually as usy as 
w;ing a local one. For e~ampl.e. computer systems thaI run TCPIlP protocols usually in
clude a command that Il~S bveke ro run TELNET software. On Windows 95 sys
tems, the command is named ItInet. To invoke it, a user can type: 

in an MS-DOS shell, wtere !lte Mgwnerlt machir.e- denotes (he domain name cf the 
machine ro which remOle logic. access is desired. Thus, t{l focm a TELNET coonectroo 
to ma;;;rnne nic.ddn.mil a user types: 

te1net nie. tit.mil 

From the. user's point of Vlew. running leinet creates a wmdow on the users machioe 
that connects direclly to the remote system. Once the .::mmection ltas been established, 
the udnet application semis each character the user types to the remote machine, and 
ruplays eACh cilaracter the remote macmne emit;; on the l.lser'~ screen. 

After a user inv-okes teim:t and connects to a remote system. the remote system 
displays a prompt that requests {he user 10 type a login identif"aer .and a password. The 
prompt a machine presenlS to a remote user is identical t(l- the prompt it presents to 
users who login 00 local tennbals. Thus, TELNET provides each remQte user with the 
il1usi:»! of being on a directly.oonnected terminal. 

1.5 An Example Connection 

AS an !;"lUimple, i;:Qn$ider what happens ",-ben a user invokes ulna and connects to 
machine Cflri.restOfl.Va..us: 



, 
fe/net creates li new window for the Jcgin s~ssjon. A~ soon as [be cQOnection has beep 
e~tablished, Iem>!! prints ~he Jjnes abm-e. telling dte U..ef that the connection attempt has 
sll(xeeOOd. 

The lines of output come from t.1}e remote mochine. They ideatify !he o?erating 
system as- SunOS. and provide a standard login prompt. The cursor stops after the 10-
gil!; message, waiting for the user to type .;; valid logm identifter. The user must have 
an account on the remote mao:hioe for the TELNET >.ess.lOI1 to coolinue. After the user 
types a valid login identifier. the ;emole mochi.ne prompt.'" for a pa;;s .... "fd, and only per
mits a;,:<.-"t';Ss if the login identifier and p~swonl are val:d. 

1.6 Using TEt.NET To Access An Alternative Servlce 

TCPIlP uses prorocoE ron numbers t9 idelltify a.ppilcation services on it given 
machine. Soit .... 'aJ'C that implements a giveo 5eTViO;! wailS for requesfii at a prederer
mmed (well-know:!) protocol pon. For example. the remote login service accessed with 
the TELNET application protocol has been assigned pon number 23. Thus, wh.:n a 
user invokes the felnet PfQgram, the program ('Oflnects to port 23 00 the specified 
machine. 

Interestingly, me TELNET protocol can be used to ac~ess >erVlces olber tllan 1,'1<: 
standard remote login service, To do ~O, a user must specify the prO{ocol port ;lurnre. 
of the desJred service. The Windcws teinet command uses an optional secooo aJpImtlllt 
to allow !he user tn specify an al\ernative pro!.OCQ! port. If the user does. nut supply a 
secood argument, ~lnet uses port 23. Howl:.!Vu, if the user supplws a pon number, rd· 
net connects to thaI port number. For example, if a user lypes: 

tel..~ cnri.restal.ve..UB 185 

{he (£/mu program will form a connection to protOCo)1 pen number 185 at machine 
elln reston. va.us. The machine is. owned by the Cnrpomri(m For Na,;orml REsearch Ill
itiaril"fS (CNRlj. 

Pm:: 18j on the machine at CSRI does nO{ supply remote logill service. [nsread., it 
prints in:o,rnatioo about a recent change in the service offered, and then closes the con
nection. 

.,., 1r"*"'''NJI':u:::E- ., .. "'., .. 

'!he .KIS client <"'~==4&'l has been .moved fvcm this nadli.."'le 
to infQ.cnri.restal.Vil.US 1132.:151.1.15} (%l pxt 165. 
"** .... *** .... *"'~ ... * •• 

Contacting port i85 on mactline injo.cnri.reMfm.va.IH alk>""" one 10 access the 
Knowbot Information Service. After !I. cOimecuon Slh:~eds, the \!ser Ierel-VeS informa
tion abOUf the service followed by Ii prompt for Koowbot connnands: 
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IQ~t I:nfoznatial. Service 
XIS Cl:i.eJt M.O}. ~ ~ 1990. 1111 Rights Reaer:"vI:d. 

KIS seardles var'...oos Internet. dixectoxy sexvices b:I find 
scn .... lle's street id:h • enrll adh: aOO. ~ nni:ler. 

~ 'lIIim' at the:pLUllA: far a a:nplete refereD:;e with 
~. ~ 'help' for a qrick ~ to~. 
'IYI:e 'ne\OB' fa:- i rrD ""!lIAt ial aN'Ut : .. ;:cent d:m:g 00_ 
BacIcI3pace dlaract.ers are '''H' or IEL 

Please enter }'Qlr ",,,,til al:h: 
lYau enail ad:h: ? j ::-

.in our guest. book •.. 

, 

The output linel> differ. and clearly sllow that the service available 011 port 185 is 00{ a 
remoIf: login service. The grealer-\t.an symbol Of! the last: line serves as the prompt (Of" 

Knowbot commands.. 
The Knowbot service seMChes well-tnov.n ",,-nile pages directories 10 help a user 

find information about anomer user. Fru- =ample, suppo,-"C one wanted to k.now the e
mail address f()T Dnid Clark. a researcher at MIT. Typing cklrk in respOlise to the 
Knowbot prompt retrieve:! over 675 entries ttwt eadl corJain me name Clark. Most of 
the entries conespotKl 10 individuals with a frrst or last name of Clark, but some 
c~spo!ld IQ individuals with Clark in their affiliation (e.g., Clark College). Sean:hing 
through the retrieved infannation reveals only <me entry fOT a David Clark at MIT; 

d"JdiIICS.NIT .1iIl1 (617) 253-6003 

1.7 Application Protocols And Software flexibility 

':be example above sliows how a single piece of software, In !his instance the fel

fief program. can be used to access more than one St:cvice. TIe design of the TELNET 
;>rolocol and it~ use to occen the Knowbot service illustrate t\\-o important points. 
Firnt. the goo! of all prorocol design is 10 find fundamental: abstractions that can be 
:eused in multiple applicwWns, In practice, TELNET suffices for a wide variety of set
vlce$ because it provides a basic interactive i:001lDllmcallon facility. Conceptuaily, the 
pturocol wed to access a secvlce remains separate from the service itself. Se.:ond, ..... hen 
~hitects specify application servic~. they use standard application protocols whenever 
possible. The Knowbot service described above. can be accessed easily because it uses 
the standard TELNET protocol for communkalion. FIlrtbemwre. because mmt TCPIIP 
software includes an applicatioll program that lIsers can in'v"Qke to run TEl..1'<'ET. no ad
ditional client software is needed to iCCeS~ the Knowbot service. Desigoers .1100 i(tvent 
new interactive appiieatiocs can reuse software jf they rn;)()£e TELNET for their access 
protocol. The point can be summarized: 



The TELNET pruwcol provides incredible jfexibtllfy beCCUlSt: it only 
defines iflleraCfiw eammWlicrllion and not /he de/ails of the service' 
accessed. TELNET nm be used as the cofflrfllmicarUm m&:M1'Ii5m JOT 
man,V illf<?MK1fn: services besides renwt1' lQgin. 

1.8 Viewing Services From The Provider's Perspective 

CIlap, I 

Tile examples of applicabG.:I seJVlce" given above show how a service appears 
from all individual uscr's pomt of view_ The as.er run" a ,program that accesses a re
mote service, and expects to receive a reply with little Of" no delay. 

From the pen;pec:ive of iii computer lba! supplies a lieTVic~, the situation appears 
qUlle differ.:nt. U-.er:;. at multip!e sites may choose 1n access a given service at t~e same 
time. When they do, each user expect!; to receive a respon~ without delay, 

To provide q\lick respon;;es and handle many requests, a computer system that sup
pli~ an applkatiQIJ ser-.ke must use cvm::.u~rem pmce.I'sir.g. That is. the provider can· 
nol keep iii new l,Iser v...uting while it handle~ requests for th~ pre.-ious. user. !n~tead, the 
sofrn'are ffilL~t process more than oue requelJ: at a time, 

Because applicatJOn prognl:omen do not oflen write CO£1current programs, con
current process-ing can seem 1ike magic. A single- application program must manage 
multiple ac:ivities ill the sarr<f tilr.c. In tile case of TELNET, the program that provides 
remute login service Il1U~t allow multiple users to login to a given machine and mu~t 
n::anage multiple active logill se5sions. Gmmumicm.ioo :or one login ses5i{)fl must 
proceed without interference from others. 

The need (or ,:DncuITCllCY complicate" netw<JTk software design, i:nplemeotmion. 
and maintenance. It mandates new algorithm, and new programming rechnique~_ 

Fu:-thermore. because l'1.:'llClHTency complicates debugging, progrnmmers must be c~
dally careful !O Uocumen1 their de~igm and to foliow good progr-dmmlllg practices. Fi
nally. programmers must choose a level of COJlCurretlC')' and comider whether their 
software Wlll exhibit higher througbput if they Increase Of decrease the level of CCfl
currency, 

This ;:ext helps ap;>!kalilJn programmers undenoland the design. cOll'>tmc!bn. a'ld 
oplirnlzation of netv.'<Xk application suftware that use" concurrent processlng. II 
de>-enbes the fundameMaI algorithms for both ~quen,ial and concurrent implementa
tioos of application prolOCoh and provides art example of each. It considers (he Iraee
offs and a'rlvantages of each design. Later -::hapters discuss the subllelres of concurrency 
management and review techniques thai: pennit 1I programmer to optimize throughput 
autoJ!'..at'.cally. To summarize: 

Pro~iding concUYrel!f acct!H !a application. sen-'icrs is imporJam and 
difficult; many cJwprers of thb teXl explain and discuss concu~renr im· 
piemenl:ations of appli·,ltion pmwcol software. 



1.9 The Remainder Of The Text 

Thil; texc: descrihe:> hDW to design and b!lild di;;tribllted applicatior,s. Almough. il 
!l~S !CPfIP trarl~port pn)(ocols tu provide coroCfete examples. the discussion focuses on 
principle;;, algorithms, and ger.eral pUI'p05e techniques that apply to most netwod: pUt{}
Coil;. Early chapter.< inlrodnce the client-serve.. modei and socket )!lterla;e. Later 
thapters. present spedflC algori.llmll and implementatiO£l teclmiques used in diem and 
server software as ""ell as interesting C()mbir.a1ions of algorithm~ and techniques for 
managing com;!lrr.ency. 

In addition to jt~ description of algoritlirm for client and server wftwar-e. the text 
presents general technique ... like t!lnaeJillg. application-level gateways. and remote pr0-

cedUre caJl.~. Finally. i~ examines a few sfundanl application protocols like :-.IPS and 
~ELNET. 

Mmt chapten. contain example software that helps illustrate the priru;ip\~ dis
cu<;sed'. The se-ft'w-are shookl be considered pm1 of the text. It shoWs dearly how all 
the details fit together and how the cuncepts appear in worldng programs. 

1.10 Summ.., 

.'rlany programmers are building db.tributed applJcruions mat use TCPtlP as a Inm
sport mechanism. Before pmg:rnmmers can design. and lI"fipJemem a distributed applica
ti01l, tlley need tl} understand the client-server ItKIdcl of computing, the operating system 
inrerfu:e all appJkatioo program U5e~ to access protocol software, the fundamental algo
rithms usee to implement client and serVer software, and alternatives to 5tand.rn:l diem
gerver internction including the :J~e of applicaTion gatewa)s. 

~fost network services pennr[ multiple users ;0 access the scrt'ice simullaneousiy. 
The technique of concurrent proce!;siog makes it pos!>ible to build an application pro
grnm :hat can handle multiple requests at the .>arne time. Much of thil; !eXt focuses on 
tecJ1niques fO£ the concurrent implementation of application plomcoLo; aoo on the p:ob
lem of mtllmging con..:urrellcy. 

FOR FURTHEA>STUDY 

The- m~uRJs that vendors supply with tteir operatmg systems COniain information 
on how 10 invoke command!> tlat acCNS .<;ervices like TEENEr. Many organizati(lJls 
also purchase dtird-{"larty SbftWare to augment me standard appocation;:. Check with 
your slIe administrator to find Ollt aoout software availabl..c- on }"our system. 
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EXERCISES 

1.1 Use TELNET from your iocallll<K'hine to login t<l anothec machlne. I-fuw much de1a}o if 
ilH)', de yoo e1perienre ",,-hen the secand machine connects \0 the same local area ne/wnrk" 
How muclt deilly do you notice when connected 10 a remole fflllcl1ine? 

1.2 Read the vendur's manual to find oot wbether )'OIlr loxal vnsioo of the TELNET ~oftv.'llre 
pomilS OOflnecnon In II port on the remote maclli!le other than lhe standard port "sed fur re
more login, 

1.3 Determilte the set of TCPIIP services available Gn your local OOmp.ller-

1.4 Use an FTP program to retri.!ve a fi~ from a remote S!!¢. If the ""f~are <1oes not Jl'"ovide 
stWttics, es1imllfe the lrllftilfer rate fOf a lage file Is the mte higher oc lower thaI! you ex
p"""" 
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The Client Server Model 
And Software Design 

2.1 lntroduction 

From the viewpoint of all appucat",:m, TCPi{P. like most compurer c..,mmunicmJ;m 
prolocob, merely pro .. ides ba~!C mechanisms "S<"J !O tnmskr data- IrI pa:-:icular. 
Tep/lf albw~ a programmer to e>lahlioJ"t conllr.ur.lcaron between tWD appli:cruinn pm
grams and to p;lss data bill:k and boh Thus. we say that T8',1P p£()-"iJc~ peeNO-pi!N 

cDomunicalwn, The peer ll:pplications ;;an ato::l,te on the S?me Gllichine or on different 
IlliIcJlinc>. 

AlrbrnIgh TCPITP >pecifie, the -dclail~ of h,)w data pa&;;es be1:ween a pair tJf com
mUm~hJlg appliGltions It :.iDes nut dklale when or why peer app1icalioo5 :nleract, Wlr 
doc\ it specify to,,", programmers should orgamze su,;;h application program~ in Ii dlStri
nJ:tw en\CiTQllment. In prilctice. Of'f organilz;:ional method dominates the \lse of Tep!:p 
10 ~uch all extent thaI ",most all t!pphcali(!l:~ use it. The method is );:nO,",71 iL" thc 
ciienf-5c,,-er pamdigm. In ~·UCI. dient-<,erver inlera-:lioo has become so fundamental b 
peer-tQ-peer networking ~y$tems thaI it f;lIms L'Ie hilS-is for m\)<;: compukr 2ommunica
liun. 

Thls text u<,e~ lhe d:enl-scrvn paradigm to Jescribe all appllcatJon f.rogmmming 
It considers the mdivlHion~ behind the dielll-"erver mood, des,ribe~ ,he f"nc:ions {If 
the c:ietll and ser .. cr componems.. and show" how to Co...5lruct ':loth chent :mc ~rver 
~oftware_ 

Before C[m~idering how to cOllslruct ',of;wdn" it i, important 10- define client-server 
concepts and termmology. The nC_~l ~c!ion~ define lcnnmo!ogy !bat h u;.ed tiu{.'Ugh(,u{ 
the kit]. 



2..2 Motivation 

The fundamental tn.Q(iva,ion for the dienHeIvef ;>aradigm ari:.e>. from the probtctJ: 
of Ie:1dez\"(Iu&, T~ underMaP.d the problem. imagi"", a huw.all trying to start two pro
gram, 00 separate mach,oe~ and ~ave thecn communi",ale. Also remember thilt compu!
er~ operate many onler.:; of magniwde- faqcr than humao~ After the human irritiate:; the 
first p:ogram, tile p,ogrum ::,egins execUh<.m and sends !'l message 10 i.s peer Wirllin Ii: 

few millis.econd&. il derenni:'lcs that the peer uoe& oot yet exist, = it emits an err-Of me~
sage and ~x:il~. Meanwhile. 6e bmar. initiates tl:e 5ocond program. lJnfort..mately, 
when the ,econd progrdffi &~:l.Tti exe;;utioL, it find; :001 lhe peer ha5 already ,'e'<lsed exe
cution. Even if Ihe 1"10 programs retry ((! ccmmunicate c{}nti-:lUally, they can ~acb exe
cute m quick~y that the pmbabilit)' of them $etldin~ me'»><ige~ to one ;;.nmh.cr simultane
ously is 10""_ 

The chent-sen~ mfldcl ;.o!\'e\ the renUeLvous pnJb:";-m hy ds;.er1lr.g that iu all} 
pair of commllnic:;',I:lg applications . .-me ~idc mu.st qarl ex.eC!lIjon und wait IInde-finHe-
Iy) fnr the other ,ide to C;)lltaCl it, The solulion ;s imp(Jrtant ~ca'.ls", TCPfl? does not 
respo1d to incoming cOf':l:Jlllnicdiurl request> 00 its own. 

lk,-awe Tep!IP JOt'-' no! provide mn' mec!um«/tis !hut UEt.fmlMlIca!(r 

create rutllling p,"ogr(jm~' when" n1<1!I.,up,e <ll'nl'ts. a pnlgru:m 1I11l.>I be 
IlYliring iO txcepl COffl'>Ilmiallio." hefore any r£quest5 arriwi'_ 

Thll5, to ensure- that COr:lpJter.;. are ready to communicate, :r_o"t system adrninl~tfalun 
arrange to have comnurUcil!ion programs start m;tomaticallv y,.1Jeoever the ope:afin,!! 
syste;n boots. Each prog;-arr, runs forever, '.I>aiting for tho oe~t request 10 arrive for the 
sen.-ire it offers. 

2.3 Terminology And Concepts 

The cbent-server -paradigm divides cO!':lmull.icilting npplicalKlll.s info two broa,; 
categories, depeodlOg on whedlef 1he upplicmioll. waits for cumm..c',ication or initiate, It. 
This scc-:ion pmvide~ a tXlocise. comprehensive dcfinitio:1 of the 1""0 categor.es, and reo 
lies an later chapters to lHustra:e them and explain mary of tIE subtJetie~ 

2.3.' Clients And Servers 

The client-server paradigm use:; the directior. of w;ti:ui(ln to categorize whether 2. 

program i~ a dient or scrv-er. fn general. an applicatio;1 that :llitiutes peer-to-peercom· 
rnurri:ation l<; called a diem. End u~er~ usually m'loke client mftw-are when they Il'>e "
ndwork sef'.-'ic-e. Mon client software nmsi;Is of ,;ooventional application programs, 
Each time adient applicmion eXCCllles, it com'dct~ a ~e:"er. ;;emis a requf";t, and <ewail, 
a fespom.e. When Ihe response .arrives. ~he <.:~ieot <.:ominue, p:oce,,-,iflg. Cliems an: 
often easier to build thilll StOrver&. tnd usrni'ly require !to specIal system rri"liq;es te 
opeTalc. 



By oompariSO:l. a lUVN i~ any progrnmt that writ,. for incoming communication 
rnquests fmm a client. 'I"llc serve!" receives a client's request, perionns the necessary 
computation, and returns the result to the dient. 

2.3.2 Prionlege And Complexity 

Becall5e servers. oiteu need to access data, compuUltions, or protocol ports that the 
operating sy&lem pnxeds. server !.Of:ware lIs!.m!:y feG:uiret special ~ystem pri"ileges. 
Because a SefVer executes With special system pri"llege, care must be t.:!ken to ensure 
that it does not jnadvemmtly ,a'>S pnvljeges on tg the c;;enl~ that use it F!K eX':l.fnple, a 
file server that opern!es as a privileged program must C'o..""l.tain wde to checlc whethe: a 
given file can be acces&ed by a given ellent. Tbe seJVe, cannol rely onlne usual operat
ing system che.:ks because its privikge.:l status override<. Ihem. 

Sen'l'.fS ;nust (ontai .... code that handle~ ~he lS~UCS r>f". 

.. Aut/um.tirulion - "lrerifying lhe identity of lhe chcnt 
• Authorizuti£m - determi,ing whether a given diem 15 permitted to ;lCceb~ 

tite ~ervice lhe seever suppIle:i 
• D"ta securITy - guaranteeing thaI data i~ not tmintentionally reve"led Of 

compromisec 
s Pril'acy - keeping mfOfTIlalioll lihem, an md; .. idut.1 from unaufhorlleD iK<..-eV; 

• ProtectIOn - guaranteemg that net ...... "Ofk application), cannot "bul>e :,ysterr. 
resoup.:;cs 

As "'e will see in liller chapters, s.er"ers. Jmt pertnr;n int~[Jsc computation or tand'e 
large volumes of da<a operate more efficientiy if the)' handle requests concurrently The 
combination of spedal pri ... ;;eges and concurrent np"'ra!iOll u~ually make), !.en·cn mare 
difficult 10 deillgn and irnplemer.t than ci\en\.~. Later c!Japtep; pr-;;viac mallY e.'\amplc;, 
thaI illust:"ate the d:fferences between clients ;L"'ld serven.. 

2.3.3 Standard Vs. Nonstandard Client Software 

Chapter 1 describes two ru-aad classes of dient apptic.a;:iou programs; thmc chat il> 
voke stardard TCPJIP serv\Ce~ (e.g., e1eclrt.'DlC mail) and tllOse that invoke ,cr.-ices 00-
rIDed by the ;sit:: (eg" an inSlilution', pri"lIte damba",e s.yst;:rnj, SfwWlird appla.alion 
services consist of ;hose servkes defined by TCP1[P and aS5igncd well-known, univer
sally recugnized protocol por ice!ltiftexs; we consider all ctfleN Kl bo family-defined 
applicatwn services or nonstandard appiicaJion yervice:>. 

The Cistinction be,tween standard servicC$ and utbITS is only important when COIr.
munica:ing outside dte local envi:l)nmen:. Within a given envimr:rr..enl, system 00-
min:strators tlsuall: arrange 10 define ;;t!rvice name.> m such a way that user~ cannN dis
ting'lish bctwc~":) l(Xal and standard sen"lCe5, Programmer., who mnId net\"\<ork applic;,
tions thal wiil be used at other qte, mu~t undersund the dis.tmc:icn, however, aild mm! 
be careful to a~oid .depeI\ding on St:!Yice., that are only availa-::'Ie lc-<:ally. 

cT=hK~l!y. a y",er" • 1'''''''''"'' ... d not a pj~"" of hardlO!= However,.:onJXl",. u,ers. fl"""l.""r.!ly 
(mi<hp"ly \he term lu lb. cornpUler ""poc.sible folr ru."11li~g a pankel.,. 'e"'<'r progr~J'" F"" '~a.'Ilpl •• fher 
mig'" say, "Th;>l co"'pu"," i. our file ><:r=." · .. hen they mea!O. ··Thal compulcr nm~ our iii<: "",,,7 pm· 

"~ 
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Although TCPllP defines mMly ~landnrd applictlt1nn pwlocol~, most comnccrc>al 
.;mnp"[er ,cndors supply ililly a rullldful of ~Iapdard application diem pwgr.nns wilh 
their TCP/tP sGfN.'arc, For example, TCPI1P soft~are I.liuaUy includes a repwte lermi· 
"'!; cliem that IISC:> !he st":'I;j:mJ TELNET protO<.:Gi for remote logm. an e{ecwnic mOl! 
chen! :hu: Wi!"., ,he sta:ld:rrd SMTP pmt{ICc: In transfer electronic mall to a remote sys
tem, a fili! {mr..sfeF di.-nf that :lSes the StllIldard FfP pwtocul to transfer files be:weeJl 
two zmchme~, ;md :l Web ;"roK"~"r (hat uses the standard HTIP protocol to access Web 
docum=t~f. 

Of O:)!.lr~. mauy O£gan:73L::Om build cu,lomiLcd applications that use TCPfIP tQ 

"'Jl'.ln1lmlcme, Cu,wmiu.d. IIDn~tamlard app;iC-alion~ range from simp~ 10 complex. 
~Ild induJe ~uch Civerse- servicc~ a<; image Ifar~<;mj$sion and video ldecollferencing, 
"oke lrom.ml<;~i(>n. remote real-time data collec:ion, holel and other on-line reservatiOfl 
~_,.',tt:m~. tii"tnbuled lhm\ha~ Jcc-e,;s.. we.athe! duw di,;tribulion. and remote control of 
occ"n-ba~eJ drilling platforrn~ 

2.3.4 Parameterization 01 Clients 

Some ;;Ikn( sc~t""..arc ?fcv:des more gC"!1eraJl~)' Ibm rohers, In parli.uia:. some 
clien! :.<o(:ware "How;; the U~ to ~pe<;!fy beth the femOie machine 00 wh;ch J server 
opcr:tlo:~ aed the protocol pon number at w;,kh the ~ver ,s Iisterung. For example. 
Charter! ;.how.> how ~tarn:lanJ applicativn cllenl software can use the TELNIT protocol 
(\ lI(.ce,' services ()(h;:r lhan (he c01lVcntlOlUl1 TELNET remNe terminal sel""lce. a~ long 
as tho program allows I~ user to specify a dcstina:ioo fmtocol P<Jn as "'-ell as a remot>e 
m::tChme. 

Con~eptual!y. SQllware that allow,> a t:su 10 ,peelf) a protocol pen nlllIlber has 
more input pJnlmeters than olher software. ~o we -.ISe the term fully parameTerized 
die"! to describe it. Many TEl-NET dient i::r.plerrn:ntat:{}fIs inlen:>ret an optional 
">e';:-DIld argument as a port IlIlmber. Tl) specify only a remote machine. the user rupplies 
the name 0; the femole machine; 

Giv.:n en_)' a machine name, the !ef""r program u~c~ :he well-known pon [(If the TEL
NET ser.;ice. To ;;pecify bry:h a remote machine and .a: port on that machine, the usee 
specifie, both the ~achine mmw aId the por. number. 

No~ all vendOl> [K"ovide full panlJT;cteriz3tloll for their dient applica:rion software. 
Theret~)rt'. on some ,-ystcms, It may be difitCll/1 or impossiole to use any port other than 
the "fficml TELNl-T port 10 facr, i! may be nx-essary w modify the v-endor's TEL
NET dicnt software or 10 ',wite lIew TEL"Vioj diem wftware that =pts a poI1 argu
ment :and uses that p<:>n. Of COllrse, when building £'lien! soflware. full parameterization 
is reC<."Jmmell1:!ed. 

ISMrp l~ the S"n-ple W'.ail Tr;m.f;:r Pr~IO<OoI. IT? i.,.he File T"""fur i'.-"""'ol.,ami HrIT "the Hyper-
Te~1 Tran.k< Pro;<>."'VL J 



~%e;' designi'lS client applieatwr MifIW(1re. im.:1.tde parameters that 
aUD"" llJe user to /ii./fy specify the lie'stinat'ol'i nwd-Jne and de>filWtiWl 
prowcd port r!Umb€'. 

Full parametenlunon is especially Il'i.eful when testing- a new client or ser.-er be
l'W1<;C it allows. tes{mg to proceed independenl of me exiSling mftware already in use. 
Fur eX<lmpJe. a prugramme can build a TELN:t:.T client lind server pair, mvcke them 
using mlfistandard pro~"cGl port" a:"lC prOC<'ed tu le~t the s.oftware wahoo! d,stuming 
standard ~er"ice:>. Other 'JS<!rs can continue to access the old TELNET ,;ervi.ce withcut 
interference during the testing. 

2.3.5 Connectlonless Vs. Connection-Oriented Senters 

When pIOgrammen design chenk,;erver .'OflWilT~ !:he} must choose bct>l-cen 110'0 
:ypes of imernction: U t'onlU'ctwnless Sly!e or a c(mnec!irm-vriented .If)".'". The tw<) 
styles ..,f interaction corr~~pond ilireclly to the two lIlajor transport protocols that the 
TCPtlP protocol sl!ite mpp:ies. I! the client and server cnmmtlnrcate usmg UDP, the 
:'n1era..-"'ton i, conneC"!'u)JJJe~s: if they use TCP, the inl.!;raction is oonnection-orier.led. 

From tne application programmer'5 point of view, the distinenon belween coonec
tionJess and connection-oriented interactions lS critical because il de/:errn:;nes the level of 
tenability that ti:.e underlymg sy~tem provides. TCP pro'iide!. all the rel:ability needed 
te communicme ac:os~ an ihtcrnct. It verifies that data arrives. and auwmatka;ly re
!.ransmits sC2men1s ilia: do r,ot. I: \:omputes a ciJecksum o"er the dala tv ,guarantee that 
it is nol cOlTIlpted during Iran~mB~ion. It uses sequence OIlmbers to ensure t!Jat the daw. 
amve.s in order. and <lalomatically eliminates duplica:e packets. It vmvide~ fk,w con
trol to ensure that The :sender docs IKIt transmit data faster than t:~e receiver Call con~UI1l\: 
it. Finally, TCP infonns both the diem and server it the llrn:lerlying network. becomes 
inoperable f(lr any rea'>OD. 

By contrast, dient~ and servers lhat use CDI'" do llilt have a'ly gllarantees'abom re
i.ia':3l.e delivery. When a diwt sends Tequeq~, the requecm rna)' be lost. dllp!ica.tce, de
::a)ed, or delivered out of mder. Sim:!arl;!, responses the server ~end~ had: :0 a client 
n:ay be lost. duplkaled. delayed. or delivered 0".1< of onkr. TI"-.e c!lent and/Of server ap
pli:atioo progrru1l5 musL take appropriate actions to detect an.d correct such errOR 

UDP ,,'an be deceiving because 11 provides best effort deli",.'Y, UDP does not ia
tr-oduce error~ - it merely depends on tbe underlying IP internet to -deliver packel~. IP, 
in :urn, depeuds on the unde~lying hardware netwcrb ~nd intermediate gateway~. Fwm 
a programmer'; pmnt of view. t.'ll' consequence of using UDP i~ that: it works well if the 
underlyillg imemct works well. Fo, eurnplc, UDP works wen In a local environment 
becalL"'ie local area networks seidom k,SC, duplicate, or reocile, packets. Errors us::tally 
arise on:y when communication spans a wide area mtemet. 

Programmers ;<,ometime<: make the mistake of choosing connectionle.ss transport 
(i.e .• UDf'). building aa appi',cation !har uses il. and theo testing the application softw"Me 
only on a local area network. Because a j{)("al ~ netwDrk seldom or nevel delily;<, 



" 
-packets. drops. them, O£ delivers \hem out of Order, the application ~oflware appears to 
W<:}rk welL However, if tile same :KIflware is u..;ed across a "'ide tiC'll !::Hemet, it may 
fail or p.."Oduc-e incoJTect te5ults. 

Beginners, as weE as most cxperiencoo profes$ionah. prefer ill u;,e the connection
onented style of interaction. A ,onfle<.-'fioll-onented protocol mak~s programming 
simpler. a.."Ul relieves the programmt'r of the r~spomib:iity W detect and correct errors 
In fact, addmg reliability to a ~'"OllnectiOnles:; internet m.;;;sage pro!{lC{)[ like UDP is a 
nontrivi~ undertakillg that usually requires ..:onslderahle experience wit.;' protocol 
desigr. 

Usuai;y, application programs (iIl!Y u<;e UDP if: fI) the application protocol speci
fie~ that {J::lP must be used (pw;':mlably, (hL application protocol hru. bt'cn de~igned w 
handle errCf~ that C<luse ~ckels to ~ lost, duplicated. Of reordered). (2; tnc application 
protiK'ul re!ie~ UJl hardware broadc%l or lIwltk:ast, or {3, the lIpp!k~tion cannot tolerate 
the computaLOflal overhead Of delay required to eS(abh~h 4l TCP rurmection. V.'e can 
wmmarrze' 

When 4e;igr;ing (tielll-serw;T applicalio,",f, hegir.ners are Yf'Vtlgly ad

dsed ir' use Tep becauw il pro.-ide; rdiabit, comlEction-<Drienud 
conummi( Illlmf Program, only we UDP if the opp!ic!lfilJll pmlorof 
/u;.ndies reU(1bilit), litt' appfica1!(m. reqilirn hanhvar€ hmmlm~; or 

multicrut. OT fhe appliClJtloll cannot to/EraI<' l'irtuul ci'cuil (werlU'ad. 

2.3.6 Statetess Vs. Statetul Servet"s 

Infonmilioll that a SeITer maimains about lhe STJ.tu~ of ongoing intem;::iop_\ with 
clienl; i" ;;:aned stole {nformulmfL Scrven that do not keep any Hate mfor:natio:l arc 
called starele~., s .. ",ers; other~ are c .. lled .,1uleful ~er.'er.f. 

The de5.ire fOl' efficiency ml-'l:l'i~te:; designers to keep qate infillTIlation .Il ~rver~. 

Keeping a ~mall amount cf mformatmn in a seever ~all r~uce the size of me~<;age~ that 
the diem and s.:rver exchaog,;, and can a:low (he ,erver to re;pond 10 requcq, qIlK'kly. 
Essentially. stale in!'crmat1on allo",s a server w rem.:mher whu: the client reql.lesred pre· 
vious~;-- fine to l'<)mp\lte 3n incremertal r.:;;ponre a~ each new reque:>t arrive~ By Co:J
tra.<;!, the I:lGtl..-a6:",n for Slatclessncss lie~ In pi:ok>col reliability' slate infonEation in a 
scn:er ,,-an becume incorrw if ncssagcs aTe l<>;;l, dupJicattd,. or delivered Oil: of ('>{'der, 
or if the d:elll cumputer crashes aCId rcborns. If the sen-'e£ use, in(orrect ~Iale infonna
;ion when oompllting a re-6ponse-, it may respor.d illcoITe\:cly. 

2.3.7 A Stateful File Server Example 

All example wIll help explolin [He di~tinclmn belw<;;en ~w.(ele"", m'ld ,{;!teful servers. 
Consider a file >erver that allow~ cltents [0 remotel), ae~ss mformation kept in the files 
;:m a Local disk. The se:-ver operate, as art appliea:iun program" 11 waits for a .:l!ent to 
"~GIllli(:t it over the network. n~ c:ienl send.;; one 01 t'.'Fe request typc.~. It ciiT.er send1> a 
rcque,t to ex!rnct data fwm a spc<:if!ed file (IT a request '0 store data in J spedfied file. 
The ~e:rve perfonns the requested oper-dliOil and replies 10 the client 
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On one hand. if !be file >-Cf\ieJ" i~ stateless, it mruntains ffil infoonatlon aoout !he 
tni!lsactlom;.. Eaerl message from a dient that requests the selVer to extract data front a 
file must specify the complete file name (me name could be quite lengthy;. a position in 
the file from which the data should be extrncted, and the number of byres ro extract. 
Similar;y. each !ll<:sstlge that requests the serller to store data in a file must specify the 
Xlmplere file name. II posttion i"n the file 5\ which- the dala should be stored, and the 
data to stO£e. 

On Ihe other hand. if !he file server maintains ,tate mfonnaUoIl for It:; clients., it 
call elir:linale the :leOO 10 pa;;s file names in each message. The server maintain<; a table 
that holds slate infonnalioll about the file ClJITenlly being accessed. Figure 2.1 sb{M's 
[}{Ie possible- arrangement of the state infonTIlition. 

Handle File Name Current Position 
1 lest----Pf09ram.cpp 0 
2 tcp_book.doc 450 
3 depCbudget.txt 3. 
4 tetris.exe 12. 

Fig .. ~ 2.1 Example uble (If state infmmation for II swcfuJ file >e!"<'CJ". To 
i;e"l' m"""ages ,!rort,!he server ~sng.-'\~ a hrmdle (" each fik TIre 
bandle appears In mes~ages instead of a file narr-..,. 

"\V'hell a client firsl opens a file. the server add" an entry 10 its state table that t;Olltaius 
the na.---ne of (he file, a hand:e {a :smali integer med to identtfy lhe file}. and a current 
posilion in the file (initially .rero). The !oer..-er then ~ds L1e handle back to 1m client 
for use in subsequent lequeHs. Whenever !he client want~ to e:o::tract additional data 
from the file, it sends a smail message Ihal indLIdes the handle, The server uses the 
handle w loc;\o. up the file Illiffie and current fIle JIDhltioD in its state table. The server in
crem,enrs the file po,sitlon in the Slate table, so the next request from !he client will ex
tract new dala. Thus. lbe client can seod repellted requests (0 mm'e through the- entire 
file- WtH!fI!he ciienl. finishes using a me. it sends a message informing [be serYe!" that 
the file will flO !nllger be needed. In response, the sen-er removes the stored state infaf
marion. As long as all messages travel reliably between the dient and servC!:, a stateflli 
design makes the !nteractian mbtc efficient. The point is: 

In an idec1 IHJrld, where ne{v.()rh deliver ali mesmgej reliably and 
compu.terJ never cra.>h, having a servEr maintain a small umQum of 
$lute injoJma!i()n fOI" each fI'lgoing ir.Jeroawn aln make messages 
.maller and processing siYr:ple7. 

Aldtough state informativii cru> improve efficiency, it can also be difficult IN im
possible to maintain <:orrectly if the underlying network duplicates. delays. {)f delivers 
messages out of order (e g., if the client and server U!>e l:DP to communicate). Consid-
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er wl:;;t happell> t<) {lU[ fi:<: ~c!vcr examplc if the 'tL"'I:work dllpLkates II read request
Reeall that the servcr maintams a notion of file pu>itioll In it, slate illfclfmatiur... As
sume that the ~t'1:Ver 'Jpdate~ it\ nolliJll of filt: position each Time a d'e!'_l extnds dald 
;~rom "file. If tb.~ r.etwork duplicates a read request. ,he ,erver wili re.:el'o'e 11'10 cuples. 
When the fi~~t cupy nrrives, the server ex.lrad~ data fn':IIr. the lik, updates the flle posi· 
{fan in ib slale irJonnalion, and returns thc fCwlt to the client. When the SlXoari copy 
arriv~, the ~erver extr<>et'i additinn;.: data. upda(C~ :he file po~il:nn again, and rerJ~, 
the fl!:'W dala 10 :ht'" dienL The clien Ina} view the ""cone: fe\p<mse as ~ dc!pli::'6.1e lind 
discard E, or it may report all error !xx:ause i1 received tWl} di:'ferem respOfts~ to a Sin
gle feque.;:!_ In f"il::c:: ca."IC. the ~m:e informaTion a1 the saver can hcconu:: ine,=ec\ be

CIlUse i, disagrees with the ;::;icn\', noti{):l of the :l1..Ie ~laTe. 
When eomp!Her:> reOool, st;l!e inj.:mnatiol1 can :tlso be..'Oille m;;orrec!. !J;; ~·Iient 

Cfllilie'i after r:er~ormmg an opci-i!cior. th<lt cr::::tCe:<. ailititlonal ~lalt ;[]jcnnalion, tb::: senfr 
may never ~e~ciH' meS'>ilgcs thai: allow it tn di~ard the mformat/{m. EVC-'llUa!Jy, the ac
.::umu:l1tcd .,Iate infor:natKlll cxhauWi the -.en'cr·, memol)'. ill our file f£n-er c:o:anpic, 
if;] dient opens NY) files iUld tllen CTas!tes. the scrver will Ilmim,,1Il }('!O tlSek.'.i e~!ries 
in It:< slate table foxyc~, 

A stat~[u: se::-vcr may aho OCCG1!1C c()nfu<;e,j {or respond incorrectly) if a new client 
hegim opera,ion ah!i!!" a reboot u~i!lg the S:mJe protocol por: nu:nben; JS the p:evlotls 
clien, th"l Wil.S op~rating wi'cr. me ~y~tel11 crashed It may ,ecm dm{ this Dm~lcrr: can 
be L'veIcu::ne easily by r.ayLl1g the 5ti..-er erase preqous irfurmat&il from adient ..... he:l
'Over ~ new reque~! for lIlteraniCl:l a."'Tives. Re:ne-mbe-r. howe-ver, thal the- unuerlymg 10-
;CIne( n-;ny dupliellie ,me celay mc,~~ge" so any so2utiOil to Ite prohl",fCl f>f 1l~W client~ 
:ew,l!1,? pWlocoi pnn,> afte:- a rrooOI must also handle the ca~e ",heR a client ,tan, nDr
mclly hut Js first m('~,age to.1 ~er become,; dup~c'lted and one tOpy is" delayed. 

b. gcm:r?_L the problC:lb 0; mni:llaining ('orreel smte '."an ;)nly be ~oIved wid: eDnl
;,10: protocols that accommoda:c the p::-o-':">lcms of unrdiablc delivc."y and cu:nputcr sy~
te1n re~tnn. Tn ~umman7e: 

In l1 {"f'ul mlen)el. wher" ."1I(i('hme'· "ra'/: and rd}f)(>!, (Inti me'uag~' 
con 1;;" iost. JdE.)ed, dupbcated, or deii"!l"~(>J out of order ~t;;!lef~i 

dc.Hgm !e!ld w -::ompiex tlppiictifion pnwxois that orc d~fjkull lO 
dr_'I'!;n, U.'lda.I'(llitt and prof!,ram cOrl"f;cfh 

2.3.8 Statelessness Is A Protocol Issue 

Although we have dbt:ll~:,eJ st::l:des'f1ess in the CO/1t"" of so:rveG, the t.ue.~tion of 
whewer a 5etWr I, ~I"lelb\ or ,tatelul >:erJkn. un the application pn;tocc! lllwe tlwn tho: 
Impkmt:f11Ilt;on If Ihe applJ<:alion protocul ,pecifj('~ thJt ;he meaning ~f a parll.;ular 
ITle_ssage &:penJs i:J ~':l"!e way on p!eVlOO5 me~,ilge~, il may iJe lmpossit;le Ie pro,oldc a 
},tatele~~ ir.1'emc!ion. 

In es~nc('. the '~,ue of sla[clessne~ f,)'~..I-"cs uo wh"ther 6e tipph-aliun pruhJ>:')! 
,,~SliCCS tile- respnns;bil;/} fIX reliable dehvery_ To a,·om probkrr::. and p.nke t.1C ifl
lef;;c!ioll reliable, ar, applicatwn protocol designer mu~t e!lsure that coch message I, 
~"On:pletel)' unambigtwus. That ;,_ il me~lIge C-MlIlO-; de~nd an being delivered III ord-



e, nor c.m it depend on previou~ me5:><1gt's having heer! dc!ivcfe(L 1n <'s'el1<:"e_ the ~ro
loc,,1 designer must build the inll'ractlon SO tlK Sei>er gives the same resp[){lse no 
mailer when aT huw rrLiUly lime5 a requesl arrive:;. Me-themat'icians me the term idrmj· 
poiI'm to refer to u maf<)emalic;l! operation ::;'al "lway~ produce>. :hc same le!>Ult. We 
1J;,e lhe lerm l("' refer ro protocols [na! aJT","nge for a sen'er tu give :he s;:,mc resporse to a 
gi"·en me!>:>age no matter hnw many tim~~ il arrive, 

in Wi inre~1U't whcrr the underlymg m-h'.ork {·(In duplicme_ delay or 
de/iva me.s5ages (lU: (If order ar whern ~omptilf"H rur.nmg rii,-m ap

plicmhms can crash unexpectedly, ihe Sf"rver 5mmld be .'!areleH. The 
,itn·.". can on(. be statele.,~ if Ihe application prol"n:;i !~ de.fign~'J fIJ 

maiw tJperofioflS idem,f>Olf'r.I. 

2.3.9 Senters As Clients 

PrO!;raIT-S do not always fit cJ.adly in10 the definition re client ur ~erver. A s.erv;)r 
program may need to occes~ nctwurk senices that require it to aC! as a client. For 1'\

ampfe, suppose GUT file server program needs to oblmn lhe time of day ~o It can ,>lamp 
file" 'With the time of acce.'>S. Alw 'mppose tha1 the sys-lern 01': whia ;t cperate~ tioe~ 
fl(>t have a time-of4y c:ock. To obtalll the time, ,he ser~ef.acts as a diem hy <TI1uing 
a request to <l time-of-daj <:eriter a~ Figure 2 2 shows. 
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Fiy;u..., 2.2 A fil~ Kf'er program ac-\,ng ~, " die"t '" ~ une ~erver. wbe" 
ttle t;rnE ","",ver rep!ie,. ttl' file ~er,"er wll: fin',,:l ,I, CCllllpUlat!<.Jrl 

and ,Hllm Ih" R'Ult 10 .he o:-iginal clienl 
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In a network environment thaI has many available seI"VeTh, it is not unusual 10 find 
a se;\!er f<lf one application acting as a client for anomer. Of course, designers must be 
careful tu avoid circular dependencies among serwrs. 

2.4 Summary 

The c!ient-ser.-er p<rradigm da.%ifie;. a communicating application program as ei
!her a client 0{ a server depeiIding on whether it initiates cmf.munication. Tn addition to 
client ane server software for !.landai'd applications, many TCPIIP user~ build client and 
server wftware rOT nonstandard applications that they define locally. 

Begjmu:n. and moot experienced programmers use TCP to tr.ansport messages. 
between the client and server hecau;e it provides !be reliabjlity needed in an internet en
vim:nnerH. Programmers onl} resort to UDP if TCP cannot solve !he problem. 

Keeping slate information in lhe server can imprm-e efficiency. Howe .. er, jf 

diems crash unexp.;-ctedly or the underlying transport system alklws dupl;catioll, delay, 
or packet loss, state L"'lfocmation can coosume reSOtl!ces or become incorrect. ThU5, 
most application protocol designers try to mimm1:ze state infonnatioo. A !.weless. im
plemenrruion may no! be pos~ible if the application protocol fails to make operatioJlS 
Hlempotenl. 

PrognuH\ carmor be divided eatily into client lil!d 'seover categories because many 
progmrni perfonn roth functions. A program fha, ac~ as a server for one service can 
act ~ ;) ciient 10 acce~ uthl:'f 'ierYi(e~. 

FOR FURTHER STUDY 

5:evens ! 1990] briefly describes the clJem-server model and gives UNIX examples. 
Bl:'rsun [!993; de;,cribe;. client-sener architectures, and Sin:rn [1992] re ... iew~ the tech
noliJgY_ O:!JE' cxamples ca::l 3e found by cl'wruJting appLication, that accompany van
OO~ vencors' operating ~y';tems. 

EXERCISES 

2.1 Which d yom local implemematltm, of ~ffil1tfurrl "pph:a!i,,~ ;;lien!. are fully pa<~mete£
.zed" WhY.5 full paramelerlZalWIl needed, 

1.2 Are standare application protocol, like TELNET. FTP, SMTP. and NFS (Ne!v.-'lJrl; File S)-&
ten) conr.ecrionles.< ill cn"nectKln-oriemed' 

2.3 What does TCPtIP s.p~cify s.'1oold happen if no se,...,e~ exists when a chenl requesl arrives: 
:Hiru_ !()(lk <11 teMP.) Wh<i! hStp;Jen, (j~ ~()ur hlC>l: ~y~tem: 



2.4 Wrih: dowll the dala ';(ruclure. ac:rl me~ge fmmalf need:;,:! fo.- 11. 5!?.Iele.s file ;ener. 
,",11:;{ happell< if lwu Uf mo."e diC'\8 ocee;~ Ihe same file? 'Vhal happens if" diem cnlshe>, 
befor~ c10O>'llg J file? 

2.5 Wri~e ill,wll tile d;;w "ruo;-UJres and' mc,~age formals u.'edee for & st<;tdul file 'et>ef, the 
the openfi[ms .Jpen, read. wrire. and dose (0 atte~~ file~ Arrallge for Cpt'!' \0 return an in
teger used IQ ""ee~~ the file JIl /Tad and wrile "p"n6nlls. How do you dlSlillgui41 dClpIi
cae "P"" requests fmm a diem thai ~el1Ejs all (Jj.lf"n. erashe,. rebom".. ;;.nd ><ends In ope" 
ag~i;1" 

2.6 In In.:- prev""" eltCTdse. wt.at happell~ 111 yO",- design it two 'T more clien!;; ,,<xe~s the 
,,,-me file: What happen.< if ll. elien! cr"she\ beto[e closillg a me? 

2.7 E~min~ [t.e NFS femD[e file acres' probeol c<lreful:y 10 idenlify ",.il:el> ''P''.allolls are 
idempnlellt. Wlta! errors ;:all re"'it if message;:~"" IDs/.. dupicated. nr del;:yl!(j? 
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Concurrent Processing In 
Client-Server Software 

3.1 Introduction 

The previa", chapter dcfifu::'> tile dient-~rver paradigm. Thi~ chapler exten.J~ !he 
notion of dient-<;crver inleraClioI: by di"';lIs,mg ,;..:mcurrency, a corn::ept that pn}ViJes 
much of the polNCr behind client-server interuc:ions but 31<;0 makcs the soJiware dllTi
cult 10 design and build_ The notion of concurrency al'i(l PCn'adc<; later chapters . .vhleb 
explliin :0 detail how f.ervep; provi<.k concurrent access. 

In addition to discussing the gc~cral cooccpt of cuncurrenc)" this c.'tapler ajw re
view~ the fal"ililies thaI an ope:'<'ling sy~,-em supplie<; to support concurrent execution. It 
is impoltant to unden;tand the fundlOns described in :his chapter became they appear :0 

mall)' of the server implcmer:!alions in later ..:haptefi. 
BecM~ an operadng S}'ru'm ,upplics t!le LmdamtntaJ facilIties needed 1m coo

eUITem execlltioo, the detaIls (If tec1niqucs used t(l mak.;: ~';ienB utld server,; com:urre:lt 
dcpe~ on the operating sysTem being u~cC. After de:.cnbirrg the general concept of 
COIlC:lITenC)'. the chapter exrhlln~ the facilitie~ a'<aitab;c .0 an application rmmjng unde: 
Wiodo""~ 95 Uf Windows Nl'. A later section c:mlrmt!> the mechamsms with thuse 
avaibble (mdc{ U~IX. Although an underHWlding {)~- UNIX i~ not essential for build
iog (on.;lIITent appli{'a!ion~ under Windo ..... s. ]1 is important for ar.yone who is poning 
,oflw;;re from a UNIX -"y,tcITI. 



Chap. 3 

3.2 Concurrency 1n Networks 

The term (',-,n:W'Time) refers to real or apparer.1 simultaneolls c'-'mpuLng. £Om- ex
ample, a rnul.i-use, =mputer sprern can achieve" concurrency hy time·sha"n", a de"ign 
that arranges to ~\\itch a singie pl1X"e~s-.'lr :\nwng muitiole c0mputatk)(1s qUickly enough 
!O give the appearance of sLmuhancOli~ progress: or by multipm("e.'~illg. a d~ign in 
whh::h multiple pHlCessors pt'rf<),m multipl.; .;:..,mIEllJ.lions ~imul(:lrle0U~ly, 

CO!1Currctll proces..trtg iE runrlamcnta! to dlslribu,cl computing and ou..ur" h rmmy 
forms. Among machines on a siog:e neTwork. many pairl' of application programs can 
communicate coocJITently. sharing the net'M)rk thai interconnect'> memo FO£ example. 
apphi:ation A on one maLhin~ may l'ommuni~JJe with application 8 un lnuche: 
rr.adl.ine. while application C on a third madi.ine commumcates with application D on a 
fGUrtrL Althotlgh they ;,II share a ~illg:e network, the applications llPpeM t{) proceed as 
if thr:y operate ind;;pendemly. The nelwork hardwan;, enforces acCe:>l rules Ihac allow 
eoc.'l pair of comn:unkating mach:nes ID exchange lne"age;;. The acee~~ rulc~ p£CVC!1! 

a given pair of applicdlicm from cxduding o:hen b:-' (Ofl~::1ing .all the network 
bandw:dlh. 

Coneurrr:llC)" (an <lho occur withill a g,vell COmp4!e ~y.qem. For r:xd.'Tlpie. multi
ple user:; on a timesharing s;>,stem can each invoke a :;icn! appiicatk'n Th;J1 commuoi
cates ;\lta an appllcaticofl on unother nlachine. 0110" u~e[ c<on trun::,Fer.a file. '''''nile anolh
er m.er condocb a remOle Ingm se'SlOn. Frn:n a L'Cr'\ point uf view, a appear" Ihal ;;t! 
die.-u pl"('g;am~ proceed simu:!aneou~ly. 

In addition to concurrency arr:ong chen!'; on J ,ir."lc nucnine. thc .<.et of ;'ill die-US 
on a Sel of ma<,;hines can cxcnrte con.:unemly. FiSure 3.1 llluHrate., ,oncurreoq 
among diem programs r"nll.iq; on several machines. 

Cbent software does not uSWlliy requiro: any special ;:menlion or eH<'Jf1 on t,e par: 
cof the programmer tco mak.e it u"ahie curn:u..r:n1.!y. Tne apph\;ahon prog:amoer lk"lgn~ 
and conSirllCls each diellt progmlll without rr:gz;rJ ro concar.en! eJle..:ution; CGllCFITer>t:y 
among lliultipie dicnt pro,gf.a;ll~ OlTllI'. autona:ically because the opffating system ai-
1m',', rnu.itiple u<;cr, to each :nvol<.c a c:km n}llclln"emly Thus. the indi"'idual dicnt~ 
ope;a(e much like any con .. ention<l~ program. T(1,UmrFrlriz,,: 

,\{o.<! C!".Nl \"if!"..-u,... <,chle.'e.I i"Of1C1H!"f.-nl lIpcrt.I!:H) hecdlJs£' r.lu' 

"nde)"iying uptTaiing ,\ys{em aif""",, lHer. ;0 I",tecu'e diml (.'rugrW>H· 

rom:;f<.u!lI!!Y or benmw, 11.1<' •• , em mun_~ "'ac'line,\ each "M',Ufe (iif'nf 

v:;jiw<1r.: ,>imU{illnem~;'ly. An ilUii"iJual cben, {J)"og)"um V/-,<'r<1/i"o\" Mer 

mn' con"ed,'onn{ pn''5.o.m: ;f doe, 'IN fmmugf:" ('()fI,"CfP'"i"T/i.'\ eX[llird!.,. 



internet 

Figure 3..1 C..:mcu:Tc!Jo.:), a:ftOflg cl'et1! pmg"hlIJ' (XY",~ when users execute 
them on mlllnpk r:uchmes slmulta!leou~ly Of ",lien l ITulhlm;king 
"per..llmg ~ySlcm "ilow!'. nllllti):!k copi,,> !O exectte L"D-'ICUfT€"'Uy 
OIl a ~i!lgl~ L~>m?lA"', 

3.3 Concurrency In Servers 

III oontra;;: to conCUJT<"!l! clien: sol'.:ware. COIlcurreflCy within a 3erver [equi[e~ con
siderable effon. A, Figure 3.2 ShU'H, 1l smgle server progrnm mus, handle mL'Umi'1g 
requests cO!lCurrcr:tly. 

T() understand why con:uITcm:y i~ important, <.:on,.ider ser~-er opcration~ \h"t re
qt:ire substantial computation Of cDmmunicatiun. For e.\ample. think 0: a rcmo:e lu.gin 
ser;er. If it operates wiLl! no concurrency. iT can ha.,dle ;)nly one rerno1e I'),&in al a 
[i~_ Once a client <.::omac(S the &CfVcr, the.5CrYer must ignore or refuse sutlieqUCIll rc
quest» until the Em user fini,hes. Clearly. such a design limi:~ me ulll:ly of tl:e ,.erver, 
aIld prever.b multiple remote UM:n frurn ,,,:.:essing a given machine at the same tlme. 



Char,er 8 dl-.cUSS<;:S ;;:J:gnmhm~ ,md dc"jgn is~uc~ for COfN;'ummt ..efVCf<., "lmw!n)'. 
how Ih:cy {)penlC III prmcipk C)"u.pter-; 9 though !:3 each. illustrate (lIlC d the algo
rithm\, de..~Cfibi!l.g t'le design in lTlOIT" rietai: and _h.G\ving cndc frn- a working ,ervcr 
The remainder of tllS chaptc COPL ... ntraIC~ on termmojogy and b~ic OOIk.'t'pl.> Lise': 
rnrQl.,ghuut !he text 

internet \ r-:: i 
I (c'++-~~' 
I (" i , 

Figure 3.2 SeH"r ""f:w~'" f'l"~l t>e expIKiri:' progr~mrned HI hall,J" "')fl

e;!""", "''iue", :>e.-dU,,", lm,bple ':,KillS cO[ltact \l S<.!r,,,r ~~_Ilg ]~ 
"f'gk, "..,H-~"Q\/> n p(;)t"",.\ i"Jrl, 

3.4 Terminology And Concepts 

!le:.:au,;e few appli,,,[inn prng{amm~rs ha"t: n.p<.'nence with the -de_ign Df cen
Lt.rrem pmgrum>, tmder>tallrling cO.1Currenc)' ill :<ef';er~ can be challenging_ Thi~ ,ce
lin)! l'x?la'n<; the basic ,"<nct'p! 01' concurrenl rr-ooe~~ing and ,,}lOWS he .... an {'perming 
'Ftem ,<upp;le,:L It gh'e\ el(;;mpk~ tha: ,!lustra,,, COllCtJITefl<:y, 200 ddines terminol,,
~y u,;cc in lat"" ch<!p!crs. 
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3.4.1 The Process Concept 

In ,ume ,'om:urrent proces!..in§ ~ystems. the process ab.itractioll ddine-> the f'.lnd::
meouil llr.it of computati{mt. The mvst e=nli<li infrnmalioll associated with a pron'ss 
l~ all mUTliNiml pmnfer that specifies Ihe address at which the proces-" i~ execming, 
Other information a~sO(, __ ialed with;! process includes the identity of the Ilser thaI owns 
ll. Ite wmpiled pwgrum that II is ex,xIJting, and ,he memory lOUIlio/l:; of the process' 
program ted and data arew:.. 

A prxess differs. frem a prognm because :he process concept includes only Ihe ac· 
tin: executiun: of a ::OmpuHlIiun. 001 the code. Aller !he c~'Ik bas been loaded intu a 
com;-rut·~f. [he Gflemting _,ystcm alltl'""s ,me Of more pro..."'esse.; to eu:cule it. In pJrriCll
,11L ;; CQll'~Ii:rertl proce~~'f!g $yslem "J(Q;;'S mU11ipie pro<:c%es <0 e\ccl,I(e Ihe same piece 
of code ";".: th.: ~ame time," Thl~ meam that multi?]e prDCe;S<::s may each be e)(f'Cllting 
aJ ~omc point l!l the ::ooc. Each proccs, proceeds at il~ m\-n mTe. and earh may xgin 
.... 1" firish at an arbitrary rime Bec(l'.l'>e e~h ha'i. a ~epanne imtruction pointer that :<ped
fie~ which mstruction it will ellccute oex, and it~ own copy of variables._ there is never 
any ~onfu<"lOn. 

or roune. on a uo~pHlcessor architecture, lhe single CPF can 00:)' execu:e one 
procc~s at any im,lanl in: tirrR". The ope::-~ting system ;nakes lhe cilmpuler appear \0 pe!
f<)nr n:..")re than one oomfllltatiiln a! a time by SWItching the CPU among all executmg 
proces:>es rapidly. From a human ooserver's point of new, many processes appear 0 
proce"cd s.imuitaneoul>ly In fact, ;,me proc'e.'» pf()ceed~ for J short lime. then an0l.1er 
pmc~~ proc!Xd~ for a Sf,art ~ime, ;md so on. v"e u~e 6e term COIlCl<rreni oecu,iol" tn 
cap:ure the idea. 11 mcam "JppaICHtly ~imllltanrou~ necmiDn:' 0:1 a uniproce~OJ, 
tbe operating sySlcm na..dles COIlC!lITCllCy, while en a mu!tipmcesmr. each CPU c-,m cx
C<;(lte a pr()ce~<; simulta!lfXlUsly with ether CPUs, 

The ;mport;:lnl wncept i~: 

Appliuui:Hl pr,,~r"Hlrners bui!4 programs .for a ~'=urrer.t t'JH'irOIl' 
me.J1 '.,'ith,.4I1 kn9willg wherher the underlying hardwar~ comists of a 
Ifm/JUI{'f HrH or (I muifiprf/CCI frJ. 

3.4.2 Threads 

Some operatmg ~yS[em5. inC!!luing Window<. 9:0; ar:d Windows NT, provide a 
..e~"-(J!\d krm ,)f COl1cu:-rent ex&:minll known a!: threads <>f Hecilri,ont Simi:ar I·J Ihe 
pn>:.:=-~" concept described aho\',,", a Ihrc:ro has lt~ own in~tructio!1 poin1:e,r ,!Ii,} copy of 
loca! vana!:>I".'; . .and it ,,"X;::;Uk~ independcntfy of other threads. A thread med:anism 
djffer~ lrum " pnx:ess mechani~m. howe;:('r, necaJse ~ch thread mli.~l be a~sGciatcd 
'.'liE"! a smgJe procc .. ~. Although each thread in a proces",. ha~ its O'ND copy of local van· 
abJe&. a!llhreild;; ill it process "ha;o: ac;;cs~ to a single "rlPY of global variable~ MUle 
important, all tJuea<15 In a pnx:es~ -hare re~ol.ln.."e~ that '"e (lpemting ~ysTcm allocaTes TO 
the pruce~s, including the de~'np:ors used for network communicatxm. Thu., b a mul
tithr~d~d p'fO~rarn, if nne thread (jpen~ i! file and ublains a de~riptof, if.her threads can 

Srnm:: 'Y5= usc .t", tcr:"" ""; 0: jd' ; .. ,,,,0<1 of t,,"<Kif';. 

oTre rem, ;, often :lbhrev,,,,,,J II>rrod" wl>,,~ a." ;ome"me.' ",,,lied ti.~~ili!' pF"'-'<H~.' """~...., <lief 

,IlCUf !es~ s;<t~m <.ll>'e.be:>d Ill"", "'m~~mi"n:iI ;m"'(."""~ 
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use the descripto!"'O access the fik Sinnlarly, if one thread doses a descriptor, none of 
the other threads can cQntinW! to use it_ We will see that ,flared descriprors are e$pe
::ially important when 11 multithreaded program intemcts ove:- a ne..-work. 

A concurrent program can be -written either II) create separate processes or to create 
multiple threads ;l.ithin 11 single process. Each r.as advantages and disadvantages; the 
optimal design may depend on the detaIl, of the openmng ~ystem bemg used. One of 
the potential dil;advamage:s of a nmltirhreaded design is interferen::e - a thread that Tfi<ll
functions can intelfere with other threads !ly refea~ing resm.ll'CeS or changmg tne cun~ 
tents of sJobal vanable;. Interference can he diffLCult to debug becall,e it may [KJt be 
obvious which thread has caused the probJem. Thus.. programmen,. who write mu
tithreaded c-ode mmt bc c$pecial!y careflll when <--reatmg the program. 

3A3 Programs vs. Threads 

In a concWTent pruces!>.ing sy;;tem, a ootl\'cntional application program ii mereJy a 
special case: it cvlliistl> of a piece of code that is eXe;;',lted by exactly one thread at 11 
time, The notKm of thread ;liffers -"rom the O0I1ventional notion of pTOgram ill olher 
W3)S. For example.. most application programmers thillk of the set of vanable<> defined 
in the program as being associaled with the rode. Howt'~er, if more than one thread 10\
ecutes the cooe collCulTern:ly, it is e;;senlial that each thread has its own copy of the lo
cal variables. To understand why, cOIlSIJer the k-t;owing segment of C code tha: prints 
the inte_gers fwm I to 10: 

far i~~; i <= ~o ; i~) 
printE("%d\n", i.: 

ne iteratit.n use" lin index variable, i, Ilsually declared 10 be a lou.l variable. !-:l a con
~entional program. the pmgr3mlT\er thinks Gf :;lorage for variable i a, being aEul,;1I1w 
witb the ;:-ock Howcvcr, if two or more threads execute the cOOe s.:gment cOIKu:-rently, 
one of them may be on the SllI.th lJeralion ",ben the other ;<;l.1irts the fin>t iteration Each 
must MW: a different value for i. Thus, cal'b thread must na·.e il:;' <)wn copy of varidbk 
i or confi;,ior: will resulL To wrnl:lanze: 

WhC'"l"l multiple threads <'XIT"UU" a piece of code cORcl<rremfy, ear h 
tflrn;;d has its own, iruiependem copy rif [he local mriabies associated 
with IIIi' coW:. 

3.4A Procedure Calls 

In a procedure-oriented language, bke Pascal or C, executed code catl contaJll calls 
!1:) ;ubprograms (ptT>t?edurc~ or fUl!ctiOfl~) Subprograms accept liIguments, compute a 
result, and tJ-.en return just after the point of the call. If mdtiph-: threads e~ecl.lte Cl.'de 
cooculTently, they can each be at a differenl ruinl m the sequence_ of procedure calls. 
One th:ead, .4. C<ln begin exe~ution, call a proced\.lre, and then call a second-lev"J pro· 
cedure before another ItJread, B. begim. Thread B may rerum from a fliOt-level pro
r:edure cali just a~ thread A return, from a second-level call. 
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TIle run-time s.y.stem fo, pnx:edure-orienteJ p:-ogramming IangJagc, uses a slnCk 
mech:mism \0 nnrrd\e prm:eU<;re calls._ The run-time sy!<te.'l! pushes \! prm:edwre activa
liDn rt'cnrd {In the stack whenever ,1 makes a procedure call. Among olLer things, !he 
acuvation record 3l0r~ infonnalioo o:DtHlt ;he location in the code at which the pro
cedure <:all occurs. When the procedure iinishe~ eJ(ecution, the run-lln1e S)'ste;n POlY> 
the acth'ati[)!J reeocd from 1:he top of the ~tack a'Jd returns. 10 the pro~'edure from which 
the c-all occurred. Analogous W the rule fDr variables. cOlIcurrent progn'uT.ming systems 
provide separaliur among ptoced\lIT: calls in exeuninE thITads: 

Whet! multiple Ihl"f'ads execute a piert' of code cOi!currenrly, each has 
i15 DlH, nm-I.;me slUck of pn" .. edu~e ucl!\){uion rcc¢rds. 

3.5 An Example Of Concurrent Thread Creation 

3.5.1 A Sequential C Example 

The follvwing eXlimple iIIu5trate, cor";:U£Tent pr{to.;essmg. As with most (ampill\!
lianal concepts. the programm~ng language syntax is trivial; it occupies on:y a few lines 
vi Lode, Fur example. the folk>win& code is a cmnentiDrnU C pmglan:. fnat pnnts the 
illkgers from J 105 along ",,[h their Slim: 

; .. sum.~ ~ A ~t:'anal C Ploya .... that S\lln6 .int.egers 1 t::; 5 *1 
ti:1CJ.-cll= <5tdlili .:"1> 
!:include <stdio.h> 
1-':"""""lClude .;process .r..> 

Jfa~iint a.."'"9C, char *arg'J[J) 

l 

return 0; 
} 

int L &Ill) 

sun- = c; 

/* these are 10ca2. variables·; 

:::or (i;o;' ; i<=>COU:l.t ; i++l { ;~ i:.:erate i fr.:m':' to count *; 
printf ("'Ihe va1ue of i is %d\n~, i); 



ffluah{stcDut}; !* flus!l the l:uffer 
Sim += i; 

l 
printf("The suu is %d\n~r sum}; 
fflush(sObrt.) ; 
retuz:I 0; 

When e1<>et:uted,!he progra-m emits six lines of out;mt: 

'!he value of i is , 
The vallie of i is 2 

1he value of i is 3 
'!he value of i is 4 
'Ibe value of i is 5 
'Iha SP. is 15 

3.5.2 A Concurrent Version 

"/ 

To create II new thread in Windows, Ii program calls the ope£almg system fuoclion 
_begimhread. To a programmer, the call to _veginlhrnu! looks lili:e an OTdinary fune· 
lion caU ill C. However, instead of calling a convectional function, _begi"threud pa<;ses 
~ontrol to the opetatlng systerr:. which create!. a new thread and a1low« both threads to 
-continue e!let:uting. V<{e use the term parem to refer 10 t3e original thread, and child to 
refer to ,tIe- newly created ,bread. 'The PlIrent con1inues necuung after the cal; to. _be
gin/hread (j.e., exacd),- as if thi:: function call rctllr.1tOd;. The child begins e1:ecllting at 

whichever function ..... as pa:;.,ed a:; an argu!llell( 10 jX!gbllh.rwd. For example, the fol
lowicg modified version of the e>:ampie Wml'e calls _begmlhread (0 L'reate .a new 
:l1read. Note mat allbough the introduction of concurrency change~ the functionality of 
.the program completely, the c;ljJ ro _beglnthn:nd m.:.::upie,o, only a $ip..gle line of cod~: 

/* ansum.q:p - A a::n::'.lrr€nt C prcgra:n that S>.m:l inte;)e·s 1 to 5 *! 
ti.."1Cl!.rle <stOlili.il>-
*inclllde <stdio,h> 
tir.cltrle <pt0c:e3s.w 

in!; ad:le:,.{inti; 

int 
:min(int argr.:, char "'argv[;} 
{ 

l 

.....lJeg"'..ntiuead{(void ( .. ) (void O)adlsm, 0, (void ·)5}; 
at:i:Je!lI f 5) ; 

retuzn 3; 
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int 
.:djem (int UUlti 
( 

} 

int i. sun; 

sun '" 0; 
!or (i=l ; i<=OOUnt ; i++) { 

printf(·~ value of i 
fflush(s'"..d::J.lt) ; 

) 

printf(~'Dle s.nt is %ci\n~. Sl.r.t); 

fflush(stdcut:) ; 
return 0; 

1* these are local variables·! 

/ .. iterate i fran 1 to o::unt * / 
is %d\n", i); 

/* flush the bl:ffer ,; 

I~ terminate the IZog:::atu ,; 

When a user exeL-'UIe:f. the cOfiC1lrrent version of the program, the application cr-gim 
.,;ecution with a single tluead exec-.lting the code. When eMX:ution reaches the call Ie 
_hegl'lrhr«rtl. the system allocate..,> a run-time stack for t1'.e newly created thread, and al
lows both [he origi."'lal thread and (he new thread w eltecute. In fact, the easiest way tc 
e\1visiQll what bapperu; in this eltample is to imagine lila! the system creates a second 
application program. and initializes the second program 10 start cUlilling procedure ad
demo Then imagine mat both applications rull simultaneously (just as if two use~ had 
both ,irnukanecusly exeCtJ1ed 1he program). TD summarize: 

To understand thread exeCliIlwn, imagine rhuJ _beginthread causes lite 
operating syslem W JInrl another application p!"Ogrom execmi~ at a 
sJ'ecified procedure ar.d all{)w.~ both to rwl a1 the ~-ume rime. 

00 ooe particular uniprocessor system, the executiDn of our exampk concurreul 
program produced the following twelve lim;:" of outpu1: 

'!be value of " .8 1 
'!he value of i is 2 
.",. value of i is 1 
'!be value of i is 3 
'!he value of i is 4 
The value of i is 2 
'!he value of " is 3 
'!he value of i is 4 
'lbe value IX: i is 5 
'!he smn is 15 
'!he value of i is 5 
'!he sum is 15 



The progr<llIl ran quickly; the entire execution, including the creation of a -secood 
thread. completed in less than a second. Furthennore, the oporating system ovemead. 
incurred in switching betw-eeo threads and handlmg system call~ inctuding the oe<t:l to 
_beJ?imhread and the calls required to write !he output, acCOUfltW for less than 21Y'k of 
The total time. 

3.5.3 Timeslfclng 

The output from t.'1e example abo\'e shows :all interesting pattern.: insteild of all out
;mt from one thread being :oI.lowed by aU output froD the other, oulput from the two 
:tlH~ads hl'C intcrmi"ed. In general the mixture occun; because the two threads compete 
fo~ the processor. with the operating system allocating the available CPU power to each 
thread fur a >hurt time before moymg on to the next. We use the teon limesiicing to 
d.::s.:ribe systems that share available Cpt; among several threads GOIIClJrrently _ For ex
a.."flple, if a timeslicing syslem has only one CPU and It progrnm divides irno two 
thn:ad~, ,me of the threads ",ill execute for it while, then the sewnd will execute for a 
v.tJik, then Ihe first will e.'l.ectlte again, and ;;0 on. 

A timeslicing mechanism attempts to allocate !he al'ailable processing equally 
among all available ltrelds. If only ~o threads crt: eligible to execute and the comput
er ha~ a ~ingle processor, earn receives apprm.irmlteiy 50% of the CPU. If more than 
two t~ead~ are ready W run, the system wIll run each thread for a ~hon time before 
n;n:Jing any Df them ag-ain. TItus. if IV threads are eligible on a computer with a single 
processor, each receives approximately lIN of the CP\J, From a Iluman's perspeclive, 
all threads appear tu proceed at an equal rate, £0 rru.tter bow many threads execute, 
Wi~~ many threadsexec~ting, the fate is low; witt few, the rate is high. 

The effects of (imeslicing can be 5e(Cn by comparing how a concurrent program 
pt'rlonm on different time;;;haring computer systems, For example. the program above 
cao be rrodified to iterale 10,300 times inMeOO of 5 times: 

/* C(X]SJffi.qp - A a:ncurre'lt C p:o;p:an 1:bat stm'S inte~s 1 to 10000 * i 
;lirx::lude <stdlili.h> 
-I'ilrlu5e .-:stdio.h> 
i:in:lu1e <prrx:esS.h> 

int ad:m-.(int); 

~"" 
r.ai."1.(int argIC, c.."-lar *az.g.7[]) 
{ 

) 

.J::Eg-'..nthread(iVGid (*)(void O)adHn. O. ivoid *)10000), 
adSeu(10000) ; 
return 0: 



Se<;.3.5 An Example Of Cmtcum::nt Thread Creatioc 

in< 
ad:3ar.{int ~) 
{ 

) 

S:.Jm '" 0; 
for !i=l ; ic:=o::unt ; h+j { 

printf{"':he value of i 
fflush.{std::PJ.t) ; 
sum. += i; 

) 

printf {"'!he 5I.m is %d\n' J SI.llll}; 

f"flush{stdcut) ; 
ret:w::n 0; 

j" these are local variables" / 

/* iterate i fn:m 1 to -camt *1 
is td\n", i); 

I" flush the. l:.uffec '/ 

/ .. tenrtinate the pt"OgIHn .. / 

When the resulting ooncnrrent program is executed, it alway, emits 20.002 lines of 
output. Hoo,vcver. the order -depends 00 the operacing system. On {)fie system. the fin! 
thread i:"ra(e£i 74 times before the second thread ex\!-Cuted at.;I1. The:! the :>ecmxl 
thread iterated 63 tunes before the system ~wilched back to the fm.t thread. On subse
quent timeslices, the threads each received enough CPU service to itemte between 6{j 

and 90 ttmes. Of course_ the 'two thcead..~ compere with all other threads eltCcllting on 
the same computer. so the J.pparelit rme of executi1:m varies slightly depemling on the 
mix of programs running. 

3.S Diverging Threads 

In the examples arove, both the pacenl and child thre:rl<; execute the same pro
cedure:: adaem. In pracl:'.ce, multiple threads in a conccrrem program :seldom execute a 
singk procedure. Instead, they u..,ually diverge, with ea-.:h thread executing its 0\\11 pro
cedure. 

How can thread~ diverge? The answer it Wt the secoJ'.d argument to _begmrhread 
specifies a pruc:edure for the newly created thread to execute. Meanwhile. the parent 
continues execution al the- point fuliowiug the call to _beginthread_ Thus, divergence is 
strAightfrnward_ FOJ" eXR."'llple, consider the two lines of code: 

....begintlJread!!vo::n. (*j(void Olad:isn, 0, ivoid'*}5); 
proc20; 

~ parent thread lint ClIlls _l¥girHhread and then .:a1b prod_ The child thread begins 
executing mJdem with an argument of 5. That is, the mild thread u; Cleated to call 

ad:l6n(5) ; 

If the call to addem retum~, the thread ::-eases execution. 



3.7 Context Switching And Protocol Software Design 

Although the concurrent processing fociliiies :ha~ operatmg system~ provide male 
programs more powem.:l and ea!'..ier to understand, :hey do have comput,<illuna! <.:0,1. 

We ~aid thm to ensure mat all thread;; proc-oed (";)ncu!Tcntly, the operat~ng sy .. tem :150":> 
rimesJieing, switching !be CPU {or CPUs) among threads so fa~ !hat it appears 1.-, a hu
il:;l;n that the threads exe:;:ule ~imuhaneousLy. 

\\lhen the <>perating system temporarily stops executing one thread and ;,wll.dres to 
anoLlJ.<!T, a context n<,'ilrh. has occurred. Swin:hing CODt~xt requiIh UlS:: of Ihe CPU. and 
while the CPU is busy ~witching, rn)rlC of the application ,hread~ TI;!Cei\'e~ any >Cr'<h::e. 
Thl's, we vie ... contexi switching <is the ove;:head needed 10 <;upport nm;:urrenl prot.:e~,
ing¥. 

Tn avoid unnocc,,""'Y ovemead, prutUC0i. ~f'wdre ~houLd be deSIgned to m:ninli?c 
nmle.>:1 switching. In particular. programmers must alway, he careful!:o ensure Ihat the 
benefit, of iotroduciog conc-i1rrency mte <I sCf\.erout\veigh :he cost of ;;witching ;:Or:lcxt 
2mcng the COllCorrenl ihreads_ Later chapter~ rii:ll.."1.lO'.;' the use oj concurrency 1Il server 
software, present Iloncoocurrent designs a.s well as cGnCurreo[ nnes, and d.::scribe l'ir
CUOlstances that justify L'1.e UM! of each. 

3.8 Concurrency And Asynchronous YO 

In iddilion to rro"iding support for concurrent use of the CPU. sor.oe o~erating 
~yslem> allow a single applJeabon progrnm to inilil!.1e Ind amt:rlll concurrent mpu! aDd 
output operauon~. In Wmdow&, the u/"u w6cet function provide~ a fllIKIanental 
oj)eratk:tt mat pn;grammeL'; use to manage concurrent UO. In principle, sell'C! "easy to 
understand: it aliow~ a program :v ask the ,,-'penning '3-yslem which source of 110 is 
re-.tdy for use 

As an e:mmpJe, ir.ugine an application program that need~ t<l j:!rovide r.elwurk 
commUllIcati<m relween t",'O remote llliCrs, Assume the pr.:lgram rum; on compulef A 
and the u;;er,; are 011 compurers B and C. Further assume tha: either uscr call enter key,
troke", which are ~, acr-oss the netwmk to lhe prognnu for L'1U.srnission ({) the uther 

"= 
The program cannot 1m6'\\-' which user will louch their keyboard first; the} might 

both rype at the ~lI!JJe time, oc one might choose to sit ;dIe fur a long period. Unfor

tunately. con"'en~iOllal network llO operations are blodr.ing~ in the ~en .. e tl'!"t when ~n 
upplH:ali,)O att;;mpl~ 10 n:cci~c data from <: network. the ;;yvem blocks the app:icalion 
until daw am'ies, On one hand. I'!" the Pfl4"'fam ~ll",mpts to :"eceive d.:;ta from lhe ..:on
neClOIl leadi:lg to B. ,he pn:tgratr will bLock until the user on 8 lypeS On the other 
hand, if !he program al!emp<s 1:0 receive da:a from the ;T>f'Dectio-:', Je::.mng to il., !ftc" pm
gram wm b:ock until !be user on A. types. The pmbkm i~ thm the 3p?1ica!ion ~a.r\llO[ 
know '-"hether inpm will arrive fin.1 from Ihe connedioo .... hb A", from the conllectiun 
with B. To ~o"'e the dilemma. a Windows pH:gram <:-'alls select. In doing. so, it ask~ me 
opcratmg sy~tem to :<:1 it know whkh source of illput becmnes <I"allabJe flf&L The call 

t&,c,,..,,,, , .. "elling ~","Jexl be1"".-.,en :h",OO, 'nom>. 1£" ClVUl".<:ad than s",;,chilli ooru.~l ~I'>""" 

p"-"""''''''. :hre,"", "'" ofte~ c:t'led l,~h~~h' Pff>C<c"'''''. 
tBlod<mJ!-lIO 11 akc. ,AIled !;-'II{"h"'-'M~! 1'0. 



return,:1-\ St")(ln [6 a ~uurce is ready, and the program read, from that S(..'I.lf<:e. FOI now. 
;! i" {mly lmportant !{l undentand the idea behlrui rdecr; laler chapters. pre<;ent the de
wits and ill'Jstrnte its 1l!'C_ 

3.9 Concurrency Under UNIX 

We said that each operating s.y~:cm offers a function thaI a progcam can ea:l to 
~tart CGllcurrcr.t executiO!L Although !he examples :n this text use the L'lfead mechan
i,m available in WindowS-. OIher system~ offer &hghtly diffet"ent mechaniwls. This. :;ox

tion c){amioes the cOilL'Ul-:en",y meclta.'liUll J1l the UNIX dmeshMillg ,y~em Under
staocing UKIX concurrellcy lS help:'ul l:l :wu way~_ Firs!, hel:ause the s:mru: code fD~ 
many UNIX networo;: app!icmion~ i~ av:a;labk pubhdy, Willdows progmrnmt""" oflell 
U~ UNIX coG<:: as an eX:lrnple_ Scro:Jd, bet:1lllsc professimml programmen arc often 
asked to develop a ven;i{}Jl of an application tbat rum on many systems, knowledge nf 
UNIX can belp programmers w accolJirnoliate both stytes. 

Instead o~ the !bread medw.nism available ill \Vindow~. UN:X offen II process 
abstra;;tlOn. When 1m application program begins running. uNIX creates a sm,gle pro
cess to run the prognm. T(l become concurrent, a UNiX applicatioll C.,lIl< the ~y"tem 
fi.lnction lark-

Llke ~beKmthreud in Windows, fork I~ pill1 <)l !he operating sysTem_ Unllk" the 
_begtnfhread function, however. fork doe~ not take ;illY argurr.enh. \Vhen invoked, tort 
create, another procc:"'" exc:coting at i!xa.;t1y the same Im:atJon as tlte o:igmal. In fan, 
the new dlild proce" begins with a cmnrle!e copy of the parent'.' fUn,rime srnck. i11-
dudlng all (he p~dl.ire calb aIld varia!lle~ (boih :wal and glubal). In '.:acb pm:e~s, 
",,,-eCUifOn ~-;)ntinue~ after.he ca;l w jorl.:_ 

Creating a truly iJent!cill copy cf a flmning program i~ neither intere~ling n(lr use
ful lxx:<Jus.; it meam That both copie> perfofCl e"actl) the "-lme computatioCl_ In prac
tice, !i ~- pnxcs!' h no1 abY'Jlureh Identical to the ungmal The- proeesses differ 10 
m"le smaH detail. the value thai thefi"k fUllction retl!ms. tn the newly created pn](:es~. 
:he fork returns zero; in Ill", ongina! proces~, fork returns" smaE positive iElegcr that 
identi5es the newly c1Cated process Techllically. Ihe value returned is called a pr",-,"".~ 
i£ienlijler (V pmn:.'>_1 Idt. 

CnnC'.lfTclll prog."1'Ims runlling under UNIX lL"C thc v'lluc returned by the fork !tlnc· 
lion :0 deCIde how to proceed_ In lhc mm;[ c()mmon ca<.t", the cooe contain> a c()lldi
liorwi ~Uternell! that tt'sts 10 see if the value returned is 1l000ZCro:l:: 

iinclude <s-:dlib.h> 
Jinclude <stdic,h" 
lilt sun; 

ll'ainikt a."";;IC, char *aryv(]) { 

inc. ;;id; 

;-Man'" p"':!lr"f'lmer. >.bc""""e ,~·C<i.-e_,,-,! -'tf~' .'''d_ 
tf'ro<lnc""" ""ie aI." cb",::h '" ;e.e 'f fi'rt =um, a vaJ'_,~ I"". tlt3n 2.m. wruch ,,,<lie.ln ,hal ~" ~r"'f 

"'~""f"'; 



) 

sun '" 0, 
pid = forkO; 
if (pid 1= 0) 

} else { 

*' 

1* nswly created pro=:ess * f 

print.f!'"'nle :rlSiIi peOdS priJ:ts t:'liS.\n"), 

) 

~t(Oj; 

In the example code, variable put reconls the "aluc returned by the call to jork. 
Remember that e".u:h process has its own cupy {If all variable&. and that fori: will either 
return zero (in the newly created process) OT nonzero (in the original process}. Follow
ing the call to fork, the- if staterr:ent (heeks variable rid 10 see whether the original or 
the newly ;:;reared process 1$ executing. The tW<J processes eoch priot an identifying 
message and exit. When the program runs, two messages appear: one from the original 
process and OfJe from the newly created pH)Cess. To summarize: 

• 
The value returned by !he UNIX fork function differs in me original 
and newiy creaJed processes; concwFren! programs use the diifeunce 
to all"..., the /leI<- pracess to exec",e dijfererJ code rlwr. the original 
proces!!. 

3.10 Executing A Separately Compiled Program 

In addition 10 fork, bot!: Windows and UNIX provide iI. mechanism that allows "ny 
process to slop executing one application alld begin e:o;:ecoong an independent flrograrn 
that ha5 beell compiled separately and sto;ed on disk. The mechanism consists of a 
family of operating s~'stem functions named cxed. Arguments to exec specify (he 
name of a disk file that contains an e:t.ecuuble program. a Jist of arguments tQ pass to 
the program, and a spedficauoo of enJl:ronmem 'Iariab!es the program will inherit_ 

Exec replaces the currently executing process completely. The code and .J1l varl
able$ are replaced \Jy the code and .. mabies from 11-£ program on disk; the run-time 
sta:k is replaced by a newly created run-time stack fiJf the new program. U!lder UNIX, 
a ~s must call both jmi and exec to create a new process that execu(~ the object 
code from a file. Under Wifidows, a siagle function, CrtxlteProccss. handles both ~s. 

Servers thai: handle many services can use eJ:et' to simplifY the server program and 
allow servi= to change independently. The CQde fot' each s.ervice :s placed ill a 
separate program. For example, when a UNIX server neerls to handle a particulac !l-er-
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vice. il calls fork. and exec to create a proce~s that ;um the appropria1e program. The 
chief oovantage of using a separate program f{Of the serviee lies in ease of mairrternmce: 
lhe pr;;.gram fOT a particular service can be modifIed and recompiled withou! recompil· 
ing the main selVer. In fact, the central server can cnntinLle to execLlte ..... hile the pro
gram fur an individual $en-ice is changed and illstalled. 

3.11 Summary 

Concurrency is fundamental to TCP/IP applications be<:ali!;e it allows users Ic ac
cess. service-s without waiting for one another_ Coocurrcocy if, diems arises easEy be
cauS-e multiple users can execute client application software at the same t!!Tle. Con
cUITen.:y in rervm is much more dl!ficult to acrue\·e because server software must be 
proo",rommed explicitly to handle requests concurrently. 

[n Window:" the primary IEechani5lD ~sed fOT CODCIlI"XDCY is a rhread of necu:wlI. 
A conventional application consists of a program executed by a sillgle thread At any 
time, an executing program can call the fu."'"lCtion _beginrhread to create an addirirmal 
thread of executioo. Argument& to _begi>lthread specify a procedure at which the new 
thread should begin execution. and a jiM of arguments to be pas,ed to that procedure, 

After a call 10 _begl'nthread, both .hreads appear to execute simultaneOlHly_ In 
fact, 0:11y we thread can be exe-~uting at arty time O~ z; comput-er (hat has a _~if\..gle CPL:. 
To achieve apparent concurrency, the operating system -switches the CPU rapidly among 
the threads, executing one fm a sho!"t time before moving on to the nel(L To a human, 
switching a:nong threads QCcurs ro rapidly mill they ail appear 10 execute. 

COIlCurrency i~ nor free. \\!hen nn operating ;ysrem ~\vilches coO/ext from one 
thread to another, tbe system U5eS tile CPt! _ Programmers wto introduce cOlKum:ncy 
into server designs mllST ensure that the benefits of a concurrent design outwei£h Lite ad
ditional overhead mtroduced by contexi ~v.ltching. 

The selecl can pennits a sIngle :''lread 10 manage concurrent network 110, A thread 
calis _~elecI to wait for a set of network I/O SOUIces; 3eiecl infocr.ts the thread zs ~00Il a, 
any of the sources become;; ready. 

FOR FURTHER STUDY 

Many texts on operal2ng systems ~ribe concurrent proce~ing. Beveridge ;and 
Weiner [1997] describes tlrreads in Windows, Peterson and Silberschatz [19851 c(Wer~ 
the general topic. Comer [19841 <ii~usses the impiementatiOfI uf processes, mes~age 
passing. and proces;, ..:oon:lination mechanisms. 



EXERCISES 

J.1 RlJJl lhe "".mlJ'le programs Oil YUW" !o;ai C<JmpUIt'l" syslenL AppIDllima.tely ¥lW maI.}' 
iteral'D!r; of L'le ffilipUI Joo~ .;an a thre3d r.Mke in ,,~ingle jime,;1ice? 

3.2 WNte a c<.mrurrenl r~ram thai. stilft.'> r .... e thread~. ArrlUlge fer eac~. Um:&l to prmt z few 
L:loO\ of (>rnpul and then hall. "oU(pu! f;:urn the Ihr-eads irrenni~£d? Explain. 

3.3 F:nd flut abtru.J: Ihe me-dl.lnisms that Sys1e1llS other man Wmdows "se 1<;; Ueale concu.'H:m 
programs. 

3.4 a;,ad more Wool lhe UNIX fori; funClJOll. Whm. infonnalioTJ does the newly created oro
",",ss :;hare wilh !he anginal process? 

3.5 Wme a prollrnrn th3t ll~ JNltl {O read leu from [wo network conne.."tjO""ls. and displays 
each line of leXl (J;"] a screen with ~ label I.ha! identifie!i tile source 

3.6 Rewrite the progr.m: !:llbe pre"iOLfS eJ<.e£cise so it does not use sdaf. WhictJ venier, lS 
eaSier 10 understand? more efficient? eal.'itr to termillllle cleanly'l 
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Program Interface To 
Protocols 

4.1 lnb'oduction 

Previous chapters. describe the ctient-~erver model of tnlefllc<:ion fur comffiullicat· 
ing program;, and dhCU~ lbe relationship between concurrency and (ommurticatiOil_ 
Thi~ chapter (:(;I151ders ger£nll propenies of <he interface an applicalion progra.m uses to 
NmIDunicate in the client-!>efve:r m<Xk:l. The foUowing chapter illustrates tbese pruper
lie" by giVing detads. of a 5peCJfk imerface. 

4.2 L.oosely Specified Protocol Software Interface 

In mOSl implementatH)nS, TCP,IP protocol scf:ware is part of tile computer's sys
tem ~of[ware. Thl.l~, whenever an application program IlseS TCPIlP to communicate, it 
must interact with ftc system software to request senrie<:. From a progHL"1Imer's point 
of view. dle set of taciLitie~ that the system supplies define, 3ft Appl;<:alion Program In
terface or 4Pl. 

TCPfIP WlI~ designed to opera,e iII a multi·vendor environment. To re.'nain corn
patihle wi:h a wide var,ety of mKhines, TCPIIP designers carefully a'l'videJ choosing 
any vendor's internal data representatior._ In addition, the TCPIlP standanis carefully 
avolll !>pedfying an ,II;PI m3\ U'\.eS feat'.lres available 0111)' on -" singie vendor's romputcr 
system. Thu~, toc interface becweel' TCPIIP and applications thaI use it ha~ been ioo.te
ly sp£cijied. In other words: 



The TCP/fP S1t»ldard~ do livt specify the details of h~' application 
software inurjaces with TCP/1P proti)(J)i software; [hey only sugge.u 
the requin'd fum.:fwn«iiry, and ulh>w ~·.<tem designer; to CMo\e (he 
dettJib wlwn creatil'lg ar. API. 

-4.2.1 Advantages And Disadvantages 

Chop 4 

Usmg a loose specifkanon for the protoc{)\ interface has; advantages; "nd di5ad~an
tagel>, On tht: Jl(l'iitive siJe, II provides flexibility and tolerance. It allow:; daigners to 
implement TCPIIP using operating sy;;lems thaI :ange from lhe simplest >ystems a-nil
abie on persoruJ wmputers to Ihe sophiMicah'd sy~tem~ used on supercomputer" More 
important, it means d~igner5 car; UM: either a procNural uf me,sage-pw;ir.g ioterfJcc 
Sly!e of API (whichever style the "ysteo soflv'-are supports)_ 

On the negat,ve ~iJe, a !orn;e specification means rital designers can rr.JIke [he mter
face details different fill" each DperatirJg system As vI;7ndon. add new interf'K"cs that 
ditTer from ex:iSllng inlCrfaces, 2pplicatioll programming becomes more dif'kull and ... ~ 
plic.ttiollS- becomt: les~ porta!:l!e aeros" machine" Thll~, while 'y.\.lem designers fa~<)j" a 
loose ~j)e;;ifica(jol1. applic:l:ion programmer;; desire a restride:! ,pecific;lIlOI1 be<:a]j~ it 
mearL~ l!Ppli<.:aliou, caD he ,--'1J!':lpilcd for new mac(une<; without ..:hange 

in pr.acli..:e. only a few API" h~ve been developed for uSt: ",im ~CP,1P. The 
l'T,ivCTSily of CaE1cmia .It Berktle-y de-tined an API ;·or the Berkeley UNIX o~[atjng 
sy,rem Ihnt ha~ become kn::!W1l a~ the .'wdu'I interface, Df :'-ockets. AT&T defined 1m ill
ler:'ace for System V UN1X Kfl(lWf} by me anonym TLft, Olhen adapted \be socket il1-
terace for aM: witit MlctC&>ft' s- sy~tems WftWH~: me resu!! i; knuwn a& the Windows 
50<'1,<"1'- ["terface, and IS often "bbre\'iated WtNSOCK. A few othcr- imerfzces have 
been defined, bu: it se~m5 unlikely that the)' will gain wlde acceptance_ 

4.3 Interlace Functionality 

Alf'1Ough TCP/iP doc> not define det.a.ib of an API. the st.:mdarrl\ do sugge~t the 
functionality m:eded. An inwrfaa must support the following Co.1cerlUai operations: 

- Allocate iOl-a! resource, fDr (ommunic-atiun 
.. Specfy local and remote conmUllication =dpoims 
-lnj(illlc a ccnneO;:!lon ~cJiem 1oide) 
.. Wait fO! an incommg CDnnection ('-Crver sid~} 
.. Send Of rec~i"e data 
.. Determine when d~ta amvt~ 
.. GCrJerdte urgem data 
• Ha!ldle Incoming urgent data 
.. Terminale a cDcnectiol: gracefully 
.. Handle conr.ec1ioo termination from the renwte s:te 
• Abort evrnmw:ic.a-::on 



• Handle- error conditions or .3 connecrjon abort 
• Rekase local resources when comrnunicatioo finishes 

4.4 Conceptual Interface Specification 

T1C TCPIlP standards do r..ot leave implemeJltur~ without any guidancl:_ They 
specify a (1l<ll'epIW1l mWiface for TCPf[P that serves as an iilustrlltive example. Be
CdUs.o TlOil operating system.<; UM' a procedurnl JT.echanis;n to transfer control from an 
a.~pEcation program into the sy.tem, the ,t-.:mdMd defines the conceptual interface as a 
sct of procedure, and functions. The ,tandard suggests :he parnmetefS that each pro
cedure or ;unction requi:es a, well as :he <;emamics of the operation it performs. For 
eo:.ample. :he Tep standard dJ~usse,::t SEND proceGure, and lists the arguments an ap
p!;cat:M need<; to supply tu St::lG data on arl exis:ing TCP eonm:ctiorL 

T <c point of defining conceptwl operaTions i~ simple 

T;'..£ ('onceptlial imofar:e defin.ed by the T('FIiP sfarhrds does nOI 
.~pecify dnla reprcselUahms or programming dnaiis, it merely pr9-
.-ides ,m e..mmple of alfe possible i'1terface rhar an op.!r131ing system 
can offer 10 applicatiot! p~<Jgram,~ (hat lise rep!IP. 

T:;U5. the c(}tlccptual in~rface loosely it(ustrate~ how applicati(}tls interact with 
lCP. Because it does nm presc.."ibe exact details, operating system designers an: free !O 

C~OlTht: allernaLve procedure names G£ parameters as long as they offer equhaleot Lmc

uunalily. 

4.5 Implementation Of An API 

All implemenla:.ions of a particular APr appear the s.l.me lC progratll:ncr~: :hc API 
merely ccnsiqs of a '>ct of procedures (or functions) lhat an app!icati6n program can 
call tu eSHibiish communio;:ati(}tl or til send and receive data. In practice, howevcr, the 
r:npJemeotalion of the Af[ depends on the uoderlymg system. For example, early 
softw3re 5y"tem~ Ile;;}gned f.)[ personal CDmpmcp;; did nul include an c-perating sy.'ilem 
in The conventional sense. On ~uch systems, pmcedur5 in Ihe I\pt were hsndled likc 
any other library procedures - a c"PY of API procedures that an appllcation called were 
linked into the appliClil:ion program along with the TCPfIP code thaI was needed. Such 
a '>Che:ne makes ;sense on a computer that can only ron om: application at a gJven ~me 
~;:ause all the cOOe that the applicatlOO need" :; loaded int-\} memory aJong Wilh H,e ap
piicatlVn. 

JIlore sophisticated C(l."1lputer ~y~te1Jl:'> can lo.ad mcre tflan one application into 
:nemory sjmultar.eously. On such syS(El!I~. linkmg ii sep<rrate copy of oetwo:rking cOOe 
into each application does not IllilKe scn!;e. rn~ad. a .. ingle copy of the cooe ~s placed 
;n memof)'. where if is si1ared by all apphcatio[ls. The exact ir.lplementation of sharing 
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depend, ':In the computer's =flware ,ys:tem. The.;-ode might reside in the ~ompUIl::f'S 
operating system. or it might resIde ill a region of memory devllted to siwred U?rarie_~_ 

For example, Wmdows 95 uses a shared lih:-ary scheme- known <I, a Dymmlic 
Linked ubr(Jry {DLL}_ The wcket APi p:oceolures ~r-e located in (me DLL. whIle the 
TCP!IP code is placed in another. None of the fi<!tworking code i1> bade": mID Jl·.emory 
untiL an applicatwn uses the network. AI thal lime, 1l ccpy Dr (he OLL i~ loaded If 
another application uses the network, it sh= the co",y of the DLL ;;.Iready in memvry_ 
Figure 4.1 lHustnnes the relation;;hlp among mu:tipie ;;.pptications an.:! a ~i:lgle copy 0: .a 
DLL 
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Figure 4.1 The OIg~"'lali"n of the sode: APl and TCPtl? code in a Dynaffili: 
j jr:ked Library under Wi!l:lows 95, One ccpy ur a DLL is load.,<l 
inw ITklTlory when needed; all appli<:<Klon" ,bare the "''PY-

In cGntnm to the implementallon used in Winduws 95, W:ndow; :-iT uses a hytrid' 
scheme tha includ~ bolh a DLL and resident code. Th'! cooe ~o imp~emenl Tep/IP l~ 
!if_ked into {he operating system. Thus. TCPIIP curle is lome.:! into memory when the 
oFeratmg ~ystem first begins, and remain-s re~ident unt:l the operating ~y<;\em ter
minateS. H{)wevcf. procedures in the gx;ket API .are not part ,.f (he opITati:-.g syslem. 
bv.earl. such procedures re,,:de in a DLL A copy of Ihe !>Ocker DLL is loaded when an 
applIcation uses the netv.-ori<, the copy is s.~ared by' all apr~ieati.)fls, arA the DLl is re
moved -... hen ltO application oeol.h acce:;.<;_ Figure 4.2 illu;,.:ratcs lhc impiemcntat[zm. 



s"" ... 5 [rnpl"""",wioo Of A:> API 

~I'; ~PIIC;: '-;;PPII~ ... lion, tion. lian~ 

"- /~"-/ --' 

I DU contslmng .-ocket interface procadurea 

• j 

openIting~ 

Application - programs 

_ SacketAPI 

TCP/I? junaionJ 
a'ld I/O functions 

Figure 4.1. The (organization of dte soctet API and TeMP cOOe under Win
dows NT. AltOOugh (ode for TCf>/IP i~ part of ,he operating ~ys
tern. proceJures fO{" tte sod<:-t Aft are part of a DLL. 

" 

Other implementations Ere possible. In -pa:rticular. some compute= systems do not 
Silp;lOn dynamic libraries. On mhers. a. program does not have wffx:ient privilege 10 
perfonn input or oolput operation" unless the program uses an operating sy,.tcrn fun~
lion. In 5uch systems, ",Jibe procedures ill the API are part ill the operating ~ystem. 

From a programmer's pmnt of view. the exa~t im:Jlemenmticm of an API does out 

matter: 

A programmer can create an awliculi<:m progrnm duu U5£S the sorker 
API wirhom knowing how rhe API is impJemtmed. The progrtum/l£r 
makes procedure cafls. which may im'Oi;e prtx'N1u .. u r!wt are linked 
into the application, procedures in a dynamic linked lih-rary, or pro
cedur£!i in the operaun;: system. 

4.6 Two Basic Approaches To Network Communication 

Designer'S must chcose lbe exact Sf{ of procejures llsed to access TCP!lP protocols 
when they create an API. Implementations follow one of two approaches: 

• The designer invents entirely new procedure calls that applications use to 
access TCPIl:P. 

• The designer attempts 10 LL~e CQnventionat lIO calls to access TCPIIP. 

In the first approoch, the designer makes a list of aU conceptual operntrons. invents 
names and parameleIS for each. and implements each as a system fWilctilML. Windows 
us<:, this approacll. In me socood approach. the designer uses conventional UO prirni-



Chap 4 

II\'~, btl! ()v~fJoads the.:n su they ",ork with flC';v.hlr>: rro!0C;)I~ J\ weJ] as wflve[lliuTlJI 
I/O ;k, .. i~e~. Of ;;rune. ~nme designer~ cboo!>e ;; r_ybrid avpmach that u~e~ basic 1/0 
fum nons whern:"er possible, 2'Jt add~ additional func{lOn;, fer 11m.,." ,¥ration~ th~t can
not be e;.;"r<::s~f;!d ~·OIlve:ljen:J;.-. 

4.7 The Basic VO Functions Available In ANSI C 

Although t:lC Vi indow~ ~ket5 API 00e~ not ,lItow a pmgmrnmer to li.,e basic If 0 
fi:r.uions for r-etwork I/O. the oT;gmal ~'ket APr d(JC~. T.~ distinction is etp"'(;lally 
Impo,rtani for prugram.:nn~ who ntxd to pmi dpp!i::atiOll programs from Ih~ U:"IX MJd· 

d API ;0 the W:mlow5 .,ocke! API. To ll:lccr-qand how 10 port ~od;:~: appLkati('n~ fmm 
C;-';lX to Willdows, omsid:;[ the six fum:licn, ANq C u>e~ fur Ir_PUtlOU:PllL Th~ tabk 
in ?igurc 4.3 iish thc {)pcmti{]!l'; and :hdr ,>:'mve:Jli0f1.tl mear.ill£.~. 

Operation Meaning 

open 
close 
<ead 

write 

Iseek 

loctlt 

Prepare a device or a file for input Of output operations 

Termina!e use of a previously opened device Of file 

Obtain data from an input device or file, and place it in the 

application program's memory 

Transmit data from ihe application program's memory to an 

output device or file 

Move to a specific position in a file or device (this operation 

only applies to files or devices like disks) 

Control a device or the software used to Sc<:e5S it 

{e.g .. specify the size of a buffer or change the chara.::ter 

set mapping) 

Fi1!:lIr~ 4.3 'ihe ,,"<Ie un "!,,,,min'l' ay,"J",nle in A"SI C The :fltornlalirw ,s 

lmpmt3nt ~" !,mg'''mme,~ wh" n,-,~d :D ;Jon <l;JpLcat\Glls fro!l1 
the L"';;X "",k~: API ,:" Ihe Wl[ .. :t",~, Sod .. <::r:; API. 

Wben an appLication pwgram cllils open 10 initlate input or cutput. the sy:<t~m rc
H.:m, a smaIl integcr called" file d~'.\(:ril-'1tH that the applkallO!1 ;,;.,es in fun--!I~r ltD 
(lperaticm. The ell;; to- open take, !hree &fgume!u,,: l1e name uf a flle or Uevke to 
epee a set uf trit !1<lg.~ thal cuntroh ~pcrial ca.~e.-; wc;" as whether tn create the file if it 
doe~ .:Jot eJU;,L, and ar. a;:Tf'S5 IlliJdc L':.at .,pcrific., rcadi'krire pfOrec:icms for newly creat
ed fiieL rm- c'Wmplc, the- Ct<de <;egmell:: 



opens 2-D existing file. jileJUJme, with ~ mode lbat aliows both n:,aCing and "'riling. 
Afta obtaining tile integer de~riptor, dl'S<:, lhe applicalWn uses it in further If 0 opero
lions {)fl the me. For example, the stateme:H: 

read[desc, b.Jffer, 128); 

reads } 28 byte~ of -data from the file into arrey bu.JJer. 
Finally, when an application finishes using a file, it calls dose 10 deallocate LIlc 

descriptor and release as.~ociated re~ources (e.g., jn~emal buffers): 

close (desc) ; 

4.8 History Of The UNIX Socket API 

When designe:-s added TCPIIP prulocub 10 U;.iIX and c~eatcd the suck;;t API, riley 
exte:l.(ied the convenlionai 110 facilities. First, they extended the set of file descnptoI> 
and made il poSioibk for applica.tio!ls to create de&:nplOrs \:sed for !Ietv;,urk comrrnmica· 
tion. Second, Ihey eMended the re<ui and write furn::t1<hs so they worked with the new 
network descriptOTS as ",ell as willi cQnvemionai file Je~~rif'lon, 11m,. when a UNIX 
application neoos to send data across a TCP connection, it ue-,nes Ihe appr.;>priat£ 
descrip:Of, and men uses write to Irnnsfer data. 

Hov.ever. not alt network communicatloll fib easily inro UNIX's open-read·writt'
duse paradigm. An application iTust "pecify thc local ami remote protowl pom and 
the remote IP addn:s~ it will u~e, whelher it will u<;e TCP Of UO?, mid whether it wLI 
Imtiille traM:er or weit for an inc{)ming oonnectioo (i.e._ whether il wants 10 bei"w.ve a~ a 
dient or server). [f it is a server, it mUM ~pecity how many incoming .:onnectkm re
que,h Ihe operating SYSlCffi >houiG eIKj\leU!: before rejecting them. Furthermore, if an 
application chooses to me UDP, it must be able U) transfer VOP datagram:>. not mcrely 
a stream of byte'S. The designers of Berkeley UNIX ado:cd new procedures to the UNIX 
APr to .a(";.'OIllrnOOate theo;e ~pecial cases In addition. the de:igners inciuded procedures 
lhal make il unn&e&sary 10 U~ coTIventiorntl L'D primitive.~; the Windows 5ocket~ API 
uses the new procedures and doe;, fKl{ generally ~se conventior.al 1/0 functions. The. 
next .:b<lpler dc:>(.Tibes the Wind[}W5 SoddS API in detail. 



4.9 Summary 

Because TCPf~P is designed for a multi-vendor ellvironment. the protocol standards 
loosely specify the interface that application programs use, aUov.ing opel'lltlllg ~ystem 
designers freedom in choosing how to implement it. The standards do dis..-uss a con
ceptual interface, but it i5 mtended only as aD illustrative example. Although the stan
dard!; pre,ent the conceptulIl interface as a set of procedures... designen are free to 
choose different procOOUl1!S or to me an entirely diffece'1l btyle of intera.."1:ior; (e.g. mes
sage passing), 

The set of procedures ll"ailable to an &:;>plkation defines an Application Program 
Interface (API). The API w;ed to ac<;:ess TCPflP prQtucQI software is koown as the 
socket API. The :>ockel API was originally defined as part of the Berkeley UNIX 
opemting sy>.tem. The version d:fined for use with Windows operating systems is 
known as the Windows Sockets interface or WINSOCK. 

The original socket API used with UI'HX and the socket API used with Wbdows 
operating systems differ in an imponam \va}': the UNIX ve-'1iion allows an applicatio:t 
w mix conventional UO fonctioru with socket functions. Thus.. a progr.anmer who 
ports a. socket applkation from l.fl\ilX 10 Windows needs CO understand !he semantics of 
I/O functions ~uch IlS read, ;<'Tile, and dose. 

A variety of API implementations are ]XIMiible. Under oider microcomputer- sys
tems, both the- socket function.. .. l!Jld TCPII? code are linked into each application. 
Under Windows 95, both the socket API and TCPflP ~~ide ill shared libraries known as 
DLLs; under Windows ~T, TCPIIP resides in !he operating system kernel. while IDe 
socket API resides in a DLL. On wme L'NIX system" both the socket functioas and 
TCPflP code are part of the operating system. From a progrannner's point {If view, the 
implementation details are irrele¥.ant - applicaEions cal1 procedures in me API v.itbout 
fmQwing how me API is implemenf"A, 

FOR FURTHER STUDY 

Hall d. al. (1993] contains the mginal standard for Windows Sockets. It describes 
each of the socket functions.. relak:d database fllDClions, and extensions that mvst be 
present: in a sockets impIemefltation to make it compliant with the sta!idard. For eacb 
fum:tion, !he document describes the semanlic;, lisls the 'ype~ of the argument~ and re
turn value. and lists !he error codes that the function ean return. Hall et. at fl996] 
des:::ribes version 2. 



EXERCISES 

4.1 Examine a me!><;age--pass.ing ope:-arii1i! syS'!em. How would you 1.'=00 me application pr0-

gram interface lO aa::ummooale oetv.'Urk cmnmuniL'3tior,? 

4.2 Co.-npare Ihe Windmu SOCkfH.< fmeljace with Ihe TT(m"l'rm 14yer J"terj'=e (TU) from 
AT&T. Wb.lt are the major differecc.:o;;? How are the two slrllilar? Wllat rea.-.ons c>,:, .... ld 
de-~igner~ have for choo'ing mle tksign "ve! tile ft.her~ 

4.3 On ,orne eumpulen, the it...-dware archilecUlre lin<h the number of fUIh"1:ions built Into lite 
operating $Jstem to ~ small lIumOet- (e.g .. 64 ..,.- 12&). II "" .... be dil'flcult to add ...x:kct funt
tion, to slldl systems. How ma!:'y functiolls are s'rol'o<ed in you; kxal Open!lL."Ig syHem" 

4.4 Think about {he IuirdUilll'e :!mil Oft opernfiflll ~ysrem fUTi:OOn, diseU55ed m tire previous ex
ere •• e How <;;lI1 all operutmg sy'>tem designer add ..&lilional f"'lC'!.iml>: witl-.o..t dumgrng 
the hardw&re? 

4.5 Fmd OUI how the Koro. she!! nse> Idn/u:p In allow UNIX ",">ell s<-Tipts to communicate · ... i:1I 
TCP. Is the same fllnctionahly needed In Willdows systems? Why or why nct! 

4.6 lnvestlg:ue the Imt:rpretl¥e lafl,gUage Perf. How many socket fU!lctlons are ~"lIiJabie w a 
Perl >Cripl; Wltich are not? 

4.1 Find O'.H when Windows 951"ad';l DLL mro 1DI!."tmTY. Does Iht" operalion occur when ibe 
application stans m when !he application fir>1 call., nne of the pr()(;.dur.e~ in the DLL? 

4.8 Read aoolrt DLLs in til<: ~endo,.·s mam1ll.1. Can a DLL be unlooded OTIce i! has been load
etl."l E-.;pla'". 
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The Socket API 

5.1 Introduction 

The previous chapler d~5(;Tibes the rnechallism~ lIsed 10 provide commlJni~alj,;n 
between an appitcllfion program and TCP!I.P .wflware. The chapter describes OOW an 
app !calion invokes library routines. which :hen interact with TCP!1P p,of{Kol~. 

Thi.;, chapter t!=ribes the details of tlx: ~pccific iCc of functmns in Ihe "r.ndDw< 
Sockets API aod explains he'" an appliclltJon usc'> the fun:{iolls !l:) ..:ommumcalC. I~ 

covers concepts ir, general. ar.d gives the intended llse uf eac!'! call. Later chap:e5 "how 
hov. clients and ~erven; u~e th= f!lllctiun~, and provide example:> thin illustrate many 
of t~e dctaib. 

5.2 The History Of Sockets 

In the ear'y 1980s, the AC1{dro;:cd Re~caKl; Pm~ech Ageoc-.y (ARPA} fuwJed a 
group al the Ullivenity of California at Berke:ey to transport TCPnp software ~o the 
UNIX upemling s)":;lcm and 10 mbke tbe res:llting wftware available Ii:> uilier ~i{t",_ A~ 

part of the ~()ject, the designer. creared an intc~ace that application_ Ul>e for Ik:twork 
oommunicatkltl. V>.'hen lIer:essary. they eX!enCed lite lI",'X flpernlillg ~y"tem by adding 
new protedures to allow apphcations to a0Ce~s TCP.'lP prOlocolf Becm.m the .;.p-eru(
ing s-y~tem ""as lmov,n a" Bakeiey VNIX or BSD VN1X, and the 'nterlace u"cC ar. 
ab>;;Taction iu:O"fTI as a _rockRI, the API Decame known <!<; the Berkeley so!"ka intt''-{an5_ 
or ~jmply Ihe .\tIck.:1 APl 

Recause many L'Ornputer vendor~, cSpe<:iall) ",mkstation rnanuf3cmrers like Sur: 
Micmsystem~ incorporated, Tektronix Incurporated, hlld Digital Equipment C\rrpord
tiOJl. adopted the Berkeie} UNIX {}perating system. the wcket inierfEce hecarne avail-



Chap. 5 

able on many macillnes. Subsequeruly, MicwM.lu cho!ie the socket iIlterface as the pri
mary netwOrk API for its operating systems_ Thus, the socket interface hilS become a 
de facto standard througbout dte compu1er industry. 

5.3 Specifying A Protocol Interface 

When designers c()Ils.ider how w add funcliO!:s 10 an operating system that provide 
application programs access to TCPII? protocol software, they must choose names ror 
the fuoctions and must 5pecify the parameterS riw each function accepts. In so doing, 
they decide the s("ope of services that the- functio:u: supply and the- ~tyle [n which appli
calions U'ie them. De>.igneh must also oom;ider ",hether to make the interface spedflC 
10 !he TePfl? pwtoccls or whether to pian for additioncl protocok Thus, the designers 
mm;! choose one uf two broad appwaciJes: 

• Define funcuon. .. specirx:ally to support TCPfIP communicauon. 
• Define functions that wpport network COImmmication in general, and use 

parameter.> 1fi make TCP.'IP ;;ommllllicatron a special case. 

Dlffet"ences belweeT. the two approaches are easiest to understand by !heir impact 
on me n~mes of syslem functions and the paramelers thaI the functiom require. For 
e."'arnpie, in the finl approach, a designer might choose 1D have a system funclion 
named muketcp<:cmnectivn, w:tIJe in the SecQnd, a designer might choo;;e 10 neate a 
gener"l function makewllI'UxtitJn and use a parameler to specify the TCP protocol. 

Because the designers at Berkeley wanted to accommodate multiple sets of com
municalion prot(x;--ols, they used the second approach. [n fael, throughout lhe design, 
they provided for generality far be)ond TCP/IP. ~y allowed fO£ multiple families of 
protocols. with al! TCPI!.P protocoh ~sented as a >-ing!e family (family PF_INETJ. 
They also decided 10 have applkmioft.<' ~pecify operntiom using a rype of servICe re
quired inslead of specifying the protocol name. ThLlS, instead nf specifying that it wants 
a TCP cO!Inection. an applicatiol1 reques:s the .t/ream tra'lsler ty~ of service using the 
Internet family of protOC(l{s. We can Sll1'BJllarlze: 

The s«k<'1 interiuce i'rovide~ generaljzed jUncfion-s that suppon net
work communicatiml tlSin:;: many flOSSlble pmtocols. Sacut !1l/TC(1f)'IS 

n!.fa /0 all TCFIlP pmlorois !IS a single protowl family. The flllU:
ilOtlS allow 1he programmer to specify the type of service rt'qlIired 
rather than lhe f1tJf1Ie of a 3('-1!ciftc prolOcol. 

The overn:l de~gn (If the sockel API and the generality it provides have been de· 
bated since its inception. Some computer scientists argue that generality is unnecessary 
and merely males application pwgrams difficult to .ead. OOers argue that havmg pro
grammers spec:fy lhe type of ~ce in~£ad of the specific protocol makes it easier to 
program because it frees the progr"rnmer from understanding the detail. of eacl1 proto-
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col family. finally, SOffi{' commercial yendGfs of TeMP software have argued !!l favor 
of alternative interface, becaw;e adding the s.ocket API to a computer can require 
chomges to the operatiDt system. which usually requ:re> a spoIXiai license agreerrellt and 
s.ouce code. 

5.4 The Socket Abstraction 

5.4.1 Socket: Descriptors 

In most operating systems. an applica.tion lha[ needs to perform 110 ash !he 
operating sy~tem to open a file. The sy~tem responds by creating a }ile descript.or that 
the application uses to access [he tile. From an appiicalion's point uf view, a file 
des<.:ripror i~ an integer tr.al the applicaJ.ion uses when ;eading or writing the file. Fig· 
ure 5.1 illustrate~ how an operafing ~y~tem can implement f:le deM:riplor~ a'i...lll array of 
poinlen; to internal data ~tructures 

0, 

" 
" & 

"dese.!"lptor tabie. 
lone 151 

Operating System 

int«nal data str_lure lor me 1 

internal data struclure for fil9 a 

Figure 5.1 The per·process file de-scriplOf" table :n UNIX. The operating sys· 
tem U:5es J process· ocs.:nptOf tame to S'.Of~ pojr>te.." to jn~m"! 

dau o,.jf11<:rures to! me;, (hal tlle prGCeS, has opened. The prQCes$ 
(app~lCaticril uS<"~ the de""riplor w,,= ,eferri::tg Ie !he iilt>. 

The operating sy,~lem ~s a separate table for etlCh p~ognlm. To be precise. the 
system maintains Gne file descriptor table for e;lch running pt"O-..-"'ess. When a procrS5 
opens a file, me s),!>(em places a pOlnter tc> the internal datil ~truclure~ fGl" Inat file in the 
process· file ciescnptor table and returns the table index 10 the caller. The application 
program only needs to remeI'."lber the descnpwr and 1<) use il in sllb;;equem calls that re-
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'lueS! operatioo~ 0fJ Ihe we. The opettlting ,;~efl1 1lS(:S the de!>criptur M an ii\deJ! itlt6 
the process' descriptor table, and fo]ows !he pointer to !he data structures that hold alJ 

informatlo:l abom tm file. 
The hllCke! interlace adds a new abstract~on for network communicalKm. the 1Ock

e!. Like £"iles, each active socket is identified by 1m integer called itl; sockel desaipror. 
The Wir.dows operating sys[em keeps II. separate table of socket de5criptoN. for each 
process. Thus, an applicatk'Il can have both a Ek desuiptOl and a socket descripmT 
\o''lL1 the same value. 

The socket API contain;; II. functioo. ,wrlef, that an application calls til create II. 

,ockeL Tbe gerreral idea unde:iying wckelS is thaI II. siEgle ,-ystem call is sufficient to 
create any ,>ocket t:>e.:ause a socket is. quite general. Once the socket h<ls been created, 
an applica:ion muS( make additional call$ to ~peci!'y the detcils of it!; exact use. The 
paradigm will become clear after we examine the data strJcture~ til<: system maintains_ 

5-.4.2 System Data Structures For Sockets 

The ea,>i~t way to u"derstaod the socket abM:action is to envision the data 5truc
,Ilre_~ in tho" operating sys~em. W:-t::n <In .. pplicatio:l calls sod.rl. the operating ~y~tem 
aJlocctcs 11 new data structure ill hold the information needed for communication, and 
fills ;n a new entry in tire prc<t!ss' £Oekel. descriptor table with a pointer ill the data 
.truclllre. FDf example. Figure 5.2 illustrales a process' socket dc...:riptor table after a 
-cal; to ~ockelt. In the ::xampie, argm:neng to !he socket call hu\e spcciHed protocol 
family PFjNET and Lype of seJ>Iic" SOCK_STR£AJ-f. 

Operating System 
SCicl:et deKrlplor lable 

, , 
, 
, 
3 , 

, 
, 
, 
, 

( ) one p&r process 

family: ., .. ET 

service: SOCK STREAM 
poInters to Locsl !P: 
other socket 
structures 

Remote IP: 

1.OC/l! port: 

· Rsmote port: 
· · · · · 

r'll:UU 5.2 Conceptual ope:"alicg ,~slem data ~:r .. c:ure, afte.- five caUs :0 
,<",-,ker. The 'p.tem keeps a separlue >ocl;ct cescnpmr table for 
e~1l rro<;:e;.s thfe:;d~ in the proces, share the table 

'A(;lW\' d;wa ,1n:;cru", ..,.., ""'''' ">m;ll"" 'h"" ,hO,",D In F*ure ;5 2: me d1av"", j]lu""""'~ !hoc cm>cep>.. 
,;)I 1;" del ail, 



Although tne mternal. data lilru;-ture for a socket conta;ns many fleW,. the system 
lea"!'s most of them unfilled when 11 create;; the socket. As we will see. r.'Je application 
thaI crea::es the socket must make additIonal procedille ;-all:> to fill in information in the 
soc:':et data "tructure before the socket am be used. 

5.4.3 Using Sockets 

Once u socket has been created, it can be u~d to wait for an incoming connection 
Of tu initiate a connection. A socket llsed by a sefller t'l wait f'lr an incoming connec
tiOIl is clilled It paslive HiCkel, while a socket used by a client to mitiate a eonnwion is 
called an active .wcket. The only difference bet;o,een acti,,;! and passive sockets lies in 
how applications me them; the sockets are created me same way initially. 

5.5 Specifying An Endpoint Address 

When a socket is created. it does n01 contaln detailed informatiOIl ahullt how il w:1I 
be used. In partit.:ulru-, the socket does not rootain inf;,mnation about the addresses of 
eith;:r the local maclJine Of the remote machine. Before an Jipp[ication uses a sOl,kel, it 
mUH ~pecify one or both of these addresses. 

TCPIIP protocol~ define a communicalion endpomt to c{}flsist of an IP address and 
a protocol. port number. Other protocol families define their endpoint addre>Sl's in other 
wa:,.s. Because the socket am.t'<lc!ion accommodates multiple filmilies of proto::ols_ it 
doe~ not specify hew to define end~im addre;;.~e, r.or does it define a particular pr(lto
col addre,s fonnlH. Instead, h allows each prorocol family to specify endpoint> howev
er it likes. 

To allow promcol families !he freedom to cllouse repre,;entmi{.m, for their" ad
dresses lie ~ket ab~trdctiOl: defmes an address famiI.~ fa> ea.ch type of addre~s. A 
protocol family can use one Qf more address families to define address representations. 
The TCF!1P protocols all use 1I single address representation. with the addre.~, family 
denoted by tbe symbolic comlant AF jNET 

In practice., much toufu>lcn Mises betmoer. the TCP/l? pwtoool fiunly. denoted 
PF jNET, and the addre_ss family :t use, denoted AF _iNET The chief problem i, that 
botT. symbolic con!itarrts have the >arne numeric value (l), ,0 p:rog.~ms tha~ inud\errerl\
Iy us;o one in place of !he o1her operate correctl.". Eyen the original Berkeley UNIX 
sautee code contains eX<lmpks of misuse. Programmers ~hould {)bscrve the distioction_ 

huwe"~'er, because it help" clarify the rocaning of variables and make,; programs more 

""",,," 
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5.6 A Generic Address Structure 

Applicauon programs may need to manipulate protocf)l add.esses withou! knowing 
the details of how e .. ery protocol family defines lts address representatior_. FOI" exam
ple, !l fll3y be nect:~sary tu write a procedure that accepts an arbitrary protocol endpoillt 
speCJflCation a~ all argument and choo~e~ one of ~e~eral possible actions dependmg on 
the addr~~ type. To accommodate such progI<un~, the ;,ocket system defines a general
ized fonna( that ail elld;mint add.re<;se;; u;;e. The generaiized :OfTIllIt consists of 11 pair. 

iaddress family, endpoint address in dun family) 

whee the addre~s family field cu:lIains a constan~ that denotes ;;:me of the preassigned 
addre5s types, and the "nd?cint address field contains an endpoint address using the 
standard repreS€ntation for the specified address type. 

In practIce, ihe soder API provides dedanu:ons of predefined data types for ac
mes; endpoints. Application programs usc IN predefined data types whllfl L'x:y need to 
declare variables thai store endpoint addresses or when they need to use an ove."lay In

loca:e fields in a slrnCture. The most general strocton' is known as a sockaddr struc· 
lllre. It contaim a 2-byte addl~ family identifier and a l4-byte army to hold an ae
dre;;,t: 

struct socJa:iir { 
u sh?rt sa....,fami.ly; 
char sa data [14] ; 

), 

/* struct: to lcld arl '!Id:Iress * j 
/* type of adhess 
j* value of ad3r:ess 

*1 
*/ 

unfortunately, not 211 address families define endpoints that fit inlO the sockaddr Sln.le
ture. For example, the Berke;"y UNIX opernting ~ystem also deflDeS an AF_UNlX 00-
dre~ family to specify what LJNLX programmers. think of a> a named pipe. Endpoint 
addres!>!!!> in the AF_UNIX family consist of UNIX path names that can be much iongu 
than 14 byre~, Therefore, application programs should not me sr.><:kaddr in variable de
clariitions because a variable lie<olared to be of type sodmddr is no! large enough to hold 
all pos&ib!e endpourt addreso.es. 

Confu.sion often arises in pra=tice because the sockaddr stlUCture ac.commodates 
addre'ises in the AF_fNET family. Thus, TCPlIP ,'(!ftware works correctly even if the 
programmer declares variable~ to be of type sod:mMr. However, to keep programs 
por.able and maintainable, TCPIJP cude should not use the sockoddr structure in &
clar..tiol\S. Instead, !iwJ.aJdr .bould be used only as an overlay, and code soould refer
ence only the saJamily field in it. 

Each protocol famiiy that uses rockets define, the exact representation of its end· 
poim addresses, and the socket software pro"ides corresponding structure declariitiollS. 
Each TCPIJP endpoint address consists of a 2-byte field that identifies (tie address type 
(it must contain AF JNm. l:i 2-byte pon number field, a 4-byte IF address field, and all 
8-* field that remains unused. Predefined structure sodwadr _in specifies the format: 

-TIlls Inl de!<.crihe., lhe ,,",n>e\ure ... d<fir.<:d in Ihe Wind:>w, So;:hl. API; = r=...,r '""",i<:>n' of the 
scdwddr ~trnclure ",elude an g·hh sa_1m ;,tld !hal comams d", l<>u>lI<H~h. 



struct sockaddr_1n { 
'-Uli=t sirLfamiiy; 
1..LJ3mrt sin...port; 
Stru...."t in_a!Hr sin_addr; 

char silLze,ro[8] ; 
), 

/' 
/' 
j' 

/' 
j' 

/' 

stnIct. to bold an ad:kess 
type D£ <rl±:"ess{"'-'-...ays ACINE::'/ 

proUxxil=~ 
IP a&lress (declared to be 
u.....l~ on sare syst<;!rs) 

unuse'i (set to zero) 

An application !hat uses TCPIlP ?rotocols exdilsivcly can me qmcture 
:soc~r _in e:ooclusively: it ne~er :leeds to use the .'WcJwddr ~tnlcturet. Thus. 

lVhen representing II Tep!lP ,communkatifm endpmnt, an appli('aiwn 
program MUS .\Ir(.lCll1re sockaddr_in. which (Tm/uins fxJth an IP raJ
dre-u upd a pro/anA port IWmu.'7. Programme,., must be careful 
when wrilinl; progroms tha! use a mixture of protocols because HJme 
rwn-TCPI1P endpoinr addresses require a larger $lrnCl4~. 

5_7 FunClions In The Socket API 

Socke1 calls can be separated into twe grollP~: primary socket frmctiOils that pro
vide accc<;,s 1,:-) the underlying functionaiity and other library routines that r..elp the pro
grammer. ThIS section describe~ lhe procedures that provide the primary fIillL1iuJ'..ahly 
needed by client and server applications. 

The details of sock~l sy~lern ~alls, their parameters, and their semantks can ~em 
Dve:whelming. Much of the :.:omplexit)' arises because sockets ha"e parameters 'hat al
low pmgram~ to u~e {hem ir. many ways. :.. socket can be used by a client Of" by a 
server, for stream transf~r (~.g., TCP) or datagram (e.g... UDP) CQmmunicarkm, with a 
specific remote endpoint address (uwaHy needed by a client.! or ..... itb an unspecified re
mote endpoint addre:.s (usually Il<."'eded by a server). 

To heir understand sockets, we WIn begin by exarruning lhe- primary socket calls 
and. deM:ribing how a straightfmward client and ~erver use them to communlcale with 
Tep. Later c..lmpte;:; eoch discuss one ,*ay to use ,ockets. and illustrate many of L1.e de· 
tails and subtleties GOt cove:"'A nere. 

5.7.1 The WSAStartup Function 

Pr(lgrams using Wlndow~ Sockets must call WSASlartup before using sockets. The 
call reqUlres two acgmntnts, The program ures the firM 10 3pecify the version of Ww
;:Io,*s Socket:. that is reqxsted; the operating sy!>.en:: use!> the second \0 return mfonna
lion about the version of Windows Sockets a;:;tually ll.>EIl The fint argument LS an in
teger thaI gives the version number in hexadecimal (e.g., the hex comtant Oxl02 speci
fies version 2.1). The second argument points to a WSADATA stmcturr into whlCh the 
operating sy&em "'TItes verslOCi informatIOn. 

tSttUCh,,,, MJrl:oJdr is used 10 C""{ ,i,e .. cl!an:gc (he Iype,,() poi""'", 01" {he re",lr< of .y,rem function. '" 

mo<J:e pr<:lgntm-, r- ru'..n 'Y~ cbed\ing. 

'j 

'j 

'j 

'/ 
'j 

'j 
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W.sASfarrup j~ needed wittt L1e Windows oper.r.ting syitems becaw,c tbe jystelD 
uses dynanucalty ljnked libraries (DLl.s). Thus, instead or hardwiring code imo the 
operating system. such syslems biiXI to a version of the code at run-time, When a pro
gram calls WSASmflup. the ~y:>tem searches for an appropriaie Jibr.uy ala b;nd~ 10 it. 

5.7.2 The WSACleanup Function 

Once an ilpplicati<:m finishes using and closing sockets, the application calL;; WSA· 
Cleanup 10 dea\loc!lte all. data structures and socket bindings, A program usually call~ 
WSACletillltp only when it is completely finished and ready to exi!. 

5.7.3 The Socket Funetlon 

An application calls socket to create a ;leW :rocket thai can be used fDr network 
,;ummur.ication, TJ-,e call returns a descriptOl' for the newly created socket. Arguments 
to the cal! ~pecify tbe pn)!<x'oI family that the application will use (e.g .• PF jNIT fo: 
TCP!!?} and the pWlOCO; or type of SeflllC-e it need!> (i e .. slream or d31agram). For a 
socket tha~ U,-,c!< the lntemet prot{)col famity, the protocol or type or service argllment 
detecmlne, wheme:r the '>OCket Wll! use TCP or UDP. 

5.7.4 The Connect Function 

After creating a wckeT, :a dien! calls cOlllll::cf te establisl an .active connectio:t ro a 
remote server. An argument 10 cor.J!ect allow$ the clier..1 to spe<:ify the remote endpoint. 
",hiei includes the relU{lw machine's IP address and protocol pQrt number. Once a C0{\' 
nccti:m has beeo made. a client can tram,ter drta aero~~ i:. 

5.7.5 The Send FunctIon 

B{)th clients and sefl't."rs use send :0 .senJ data acf'J5i. 11 TC'P eonnectioo. aient, 
usually Ilse .w-!Id to lTlinsmit lequests, while servers U5e it to transmit replies. A cal! Ie 

~"l'Id fL-..:;,u:re~ four arguments. The applica1J(m pas~5 th~ descriptor of a 50cLet to 
which the data should be sent, the aJdres, of ;he data 10 be senl, the length Df the dala, 
aact bit.> rnat control (fall~mission. Usually, wmi c{)pies outgoi:tg data into buffers in 
the opcrnl:ng syst<""rn kt."rnel, ard allow, the ,,?phcatiO{) to continue executioll while it 
trammiL~ the dma across the ne~work. If the ~y~tem buffen b;;cmne fun. the call to 
!>end may block Icmporarity until TCP C3C'! send data across 6.e network Jnd make space 
III the: hUITer for new data. 



5.7.6 The Recv Function 

Both clients and servers UU: ree'>' to receive data from 11 TCP connection_ U"ually. 
after a conne<;dOll has ~en establi,hed, the server uses retT to receive a request that the 
die:u 5","d~ hy calling sf"nd. Aner sending its requ.:st, the client U!ieS reev to re:eive a 
rep!}'_ 

To receiye data frum a conn<x!:ioo, an appEeaticn ca!t~ reG\' with four arguments. 
The fir~t ~pecific" Ihc sock",' descri;:Jtor to llse, the ~econd specifies the addre:>~ of a 
buffer. the third specifie; the kngth of the buffer. and :he fuur1h contains hits that coo
t'"ol receptIOn. Rav extract~ da:a by[<.~s thaI 3ave arrived ll! the ,pecified SOCkd, and 
cop:es them to the L"cr'~ huffer :area. 17 no data haj arrived, the .:all to Tee"! block~ umil 
it doc~. If more dna has arrived than fits imo the buffer. I""f'CI' ollly e.{tract~ cm:;'Ugh :0 
fill 11e buffer. If less data hlH arrived tban fits in:o the buffer. ren' extracts all the data 
and return~ lhe number Df bytes il ]"ound. 

Client; and ~ervers can aIM) use ,t',,";, 10 roct",e mes-cSage~ from socket;; tllat u~e 
UDP"_ A~ with the cor.nedio.>n-orientcd caw. the caller ~:lpplie:i fou£ argumens that 
idcnify J socket descriptor. the addre~s of a ":m1fer into which the dam ,hoola be 
plac.;d, the ~jze of the buffer, and .xmtrol bih. Eal'h ca:! to rerv extracts olle jnl'Dmirg 
UDP me>.s-age (i.e .• OIlC user darogram) If Ihe ooffe~ c:mlJOt hold the <':11m: meS-'><Ige, 

reel filh the huffer. di<;Qrd, lhe remaimkr of the II"l!:s~age. and re1urns- ao error coJe. 

5.7.7 The Closesocket Function 

Once II cEcil! or s-erve: fi[li,,-hc_~ using a sockeL it L'alh do,W'.wckef m dea!lQ~ate il_ 
It' only one proc~~s b U,iflf, tClC socket. dowwcka immediately t~rmi!law~ lhe 'OT1n<,~-
tion aOO deallocale, the ,.ocker-;- If s-n'end p£Lx:e~~e~ share a sockel. dv,<"!Jckfr deere
oe;r::-. ;; refercncc ("ouot and deallx.ate.~ the 'Dclet WJen Ple n;fereoce CllLml !eal'h\:~ 

7em 

5.7.8 The Bind Function 

\\'hen a ,ocke-I is t-;r..;t ne<lteJ, it h;:}1 IKl ("ndroint addrc,~e~ (neither Ihe roc-,ll !lor 
rcmo:e addre~se, are a~;,igne!.l) An apf.holliml clill~ h~.,d to specify !be ~<xal endpomt 
address fur a >ockeL Tht: cull rake<; ari;Jmcllt~ (ha: ~pecify a s.ocket descriptrn: ;L'IU all 
endpou':! ,1ildres~. For TCP/lP protocols, tnc e":1dpoil'( address use~ the sockaddr_1fl 
st:"lKtun:. w!-:ich indlH:le, ::,mh dll II' addre,s anc i. prolOl.y1 pon ~umbeL PriIT'.arily, 
~en'ers use hind te ~pecify the well-known port at ",hJ("h they win awa:l conllcr-tIO:-'S. 

5.7.9 The Listen Function 

When a lOcket is created, the ,od;e; is neilht:f ."til-e (i.e., ready fa use hy a 
dier:t)- nar pa.ml'e (i.e. ready f-nr cse by a "","veT) unlli thl:" apr1n;alion take; funhe[.ac· 
L-<.Xl Corme;.1:ion-{)nentbJ ,ef"\!cr~ ~-al! !i'fen to place a ,ocker in p<usive mode a00 make 
" re"rly Ie a(xepl ill~ommg coonecliells. 

-Tn.", ,. "" '-OCker rcle---eoce ~c~"l foY ,t.C :h,-"a,o, ,",'(hm ~ !".><c""'. if " .. ~ ,.."ad m " 1","'." .;Ios",,, 
,,,eke,_ 'he dc",,;iptm i, .t:cll("-'""d ,<-•• 1' '~=<k t~ the ~<_ 
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Mmt server;; eoo~i~ ~f an. infinite loop that (lccept~ the next incoming eonnection, 
ilarulk:s it, and then relurns to accept the Dext connection. Even if handli..'}g a given 
COllllection takes only a f~w millisecOf\d~" it may happen that a !leU> t:ooneclioll r«jues! 
amves dnring !he time the server is busy handling an existir:g request. To ensure [hal 
no cOllnection requeM is lost a server must pas5 lHlen 1""0 arguments that tel! the 
operating sy~tem to enqueue coonectioo requests for a s.ocket. One argument :0 the 
lis/ell caH specifies a socket to be placed in passive mooe, and the other specifie~ the 
size of Ole queue to be used for that socket. 

5.7.10 The Accept Function 

For TCP sockets, after a ~rver calls socket to create a wcket, bind to spe"Clf}.a lo
cal endpoint addre;~, aud listtin to place It ill passive mode. the ,erVe1 calls u£ C!!p1 to 

eXlract the next illcoming connectlon Teque;t. An argument to accept specifies the 
socket fro:n wh)Ch a connectiOIl should be accepk"tl. 

Accept creates a new socket for each Ilew COIlIle.::ti{Jfl request, and n:tums the 
de.>eriptor of the new socket to its caller. The server uses the new socket only fx the 
new CQ!lnecrion; it uses the original sodet to accept addi£iooa! connection request~. 
Once il has accepted a connection, the server call u;;e the new l>ocket to transfer data. 
After it firusbes using the new socket, the server doses iL 

5.7.11 Summary Of Socket Calls Used With TCP 

The table in Figure 5.3 provides a boer summa!)· of the furn::liull> in tl:k: Window~ 
Sockets API. 

5.8 Utility Routines For Integer Conversion 

TCPiIP ~pecifies a standani representallon f-or binary integers used in prmocol 
headers. The representation, known as nerwork by:e order, represents integers with the 
most significant byte first. 

Aldwugh the pro[ocol wftware hide~ mo:>t values used in headers from application 
programs, a programmer must be aware of the smndard because ';Orne socket ro:.nines 
reqUire arguments to he stored in network byte order. For toxa.mpie, the protocol pon 
field of a soclwddr _in structure use!' network byte orde:-. 

The socket routines include several functioos that conven between network byte 
omer and the local host's byte order. Programs. should always call the ccmvf:l"sion rou· 
tine~ even jf the local machine's byte ordei" is the same as the network byte order be
cau~e -doing w makes the IDill"ce code portable to an arbitrary architeclUre. 

The cOflversion routines are divided imo short and long sets to operate on 16-bil 
integers aad 32·bit integen.. Furu;tions hums. (hasl fO >tt"lWOrk short) and ntoh (netlvort 

to hc5f short) convert a ~hoft integer fmm 'h..e host'~ native byte order to the network 



byte order, and vice versa. Similarly, hwni and mohl cmwert long integers from tbe 
ho,t's omi,,!." byte order 10 tlelwO£k byte urder and vil:e versa. To summariz~: 

SoJiware !hut )<.'><!.5 rep/IF calls fUf/f.·:ions hWl1s, fltOOs. h:001 and 
mohl 10 "'anvn1 binary ml€ger~ beIWeen the host's ?Ultl~e byte order 
and IlclW()rk standard by/I! order. Doing Sf) makes 1M ,<oura! code 
portable !(> WTy ffl,cu:hine. regardless of its nathe byte order. 

Function 
Name 

WSAStartup 
WSACleanup 
socket 
connect 
closesocket 
bind 
listen 

accept 
... v 

select 

send 
send10 

shutdown 
getpeemame 

9Btsockopt 
satsockopt 

.... nln 
Initialize the sOCket library (Windows only) 
TennlOll1e use of socket library (Windows only} 
Create a desCriplot for use In network communication 
Connect to a remole peer (Client) 
Termfna1e comlnUnicallon and deaUocate a descriptor 
Bind a locaJ IP address and protocol port to a socket 
Place the socket in passive mode and set the number 

of incoming TCP connections the _.,.tem will 
enqueue (server) 

Accept the next incoming connedlon (server) 
Acquire Incoming data from a stream connecUon C»' 

the next Incoming message 
Receive the next inCOming datagram and record 

its SOUTee endpoklt address 
Wait until the first of a specified set of sockets 

becomes ready fOl 1110 
Send outgoing data or a message 
Send an oUlgoing datagram to a speclfled endpoint 

add .... 
Terminate 8 TCP connection In one or botb directions 
After a connection arrives, obtain the remote 

machine's endpoint address from a socket 
Obtain the current options for a socket 
Change 1he options for a socket 

Flgurfo 5.3 A summary of f\ffi1:!Km;; )Il the WindOW'! Sockets API and the 

meaning of each. 
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5.9 Using Socket Calls In A Program 

Pigure 5.4 ilIustrates;l sequence of calls made oy a cherll and .J server mmg rep. 

CUENTSIDE SERVER SIDE 

WSAStartup WSAStartup 

+ + 
socket socket 

+ + 
connect bind 

+ + 
send 

:=J 
listen 

+ I 
,etv accept • 

j I 'I 
closesocket ""'. --., 

+ + , 
WSACleanup send ~ 

+ 
CIO&e6ocket 

+ 
WSACteanup 

Figure 5..4 An c~"mpk $cquem;e ({ ~ocke! ~'y<'lerr. "~"U~ made by a dtel1l J~d 
",rWr u.~lIlg TCP The ,erver run~ f"n:ve'!". II ",.,ilS t<y a ""'" 
oo""",,!ion Of! Iill: well-known pori. accepts Ito;- WmllXjl<JG, if\

tefOCG with Ihe ch:ct, .and men d;)Sco the connectiOIl. 

, 

The client creme;; a ;;ticket, calls connec; tv- cmmect 10 the ~efVer, and !~en imcrn.;f\ us
ing ;i<!nd If) send fCque~U and recv to receive repl:es. When it fir.ish:::~ uScLg the con
necri,:m. it caE~ dmi'sm:KrI. A server uses bind to specify the Im:",1 (well-km:wnJ pnno
col pJrt it willu;;e, calh 1i~le" to set rhe lengtb of the connecli(l!l queue, end then ~ntep.; 
a loop_ Inside the JQOP_ the se,;,cr calls accept to Wil'! unt:l the O!.''l:l oonnect;un request 
.arriYe~, J'!eS rt!c. and 5NJil!<) in:erad wllh dlC client, m:c fma:ly us~ cbsesocke! 10 ter
minale the COllllecti(lfl_ The server llJen retums 10 !he accept call, where il waib L'W rh£ 

next connectlfm. 
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5.10 Symbolic Constants For Socket Call Parameters 

In addition to the system fUllCtions lhat imp;ement sockets. most i~plementatiOlls 
of the socket API provide a set of predefined symbolic comtants and .lata nTuctllre de
clarations tllat applicati(l1U, use to declare data and 10 specify arguments. For example, 
when s-pecifying w:telher 10 use datagram service OT ;\tream service, an app:ication jlro
gram uses syrr.bolk con!.'fantl; SOCK_DGRAM or SOCK_STREAM. To do so, tlte pro
gram mU~l in.::orporate lIte appropriate definitions 1Oro each program. Fo~ exanlple. m 
the C programming language, ooe uses the C pre?rocessO£ mclude statement. CsuaUy, 
i.-u;lude >taternen:!i; ilppeu at the beginning of a source file; mey mugt ~r befoce any 
use (If the cOl1Stant> they define. The mclude statement needed for so.:kets undcr Win· 
dO\\'s has the form: 

We will <bSUIDe throughout the remainder of thi, t~r that applkations a:ways begin 
with the nece.,sary indu;k swtemeflt. even it it 1S nOi shown eXjllicitly in the examples. 
To summarize: 

MuYl impi"memulwt15 6/ the sockel API suppi) predefined 5ymbolic 
,'OJlstanfs and dala SfTurture declaratiom used WIM the socket f,mc
lions C prGgr-mr.£ ,hnt use predefined ConSUWt5 milS! be8in 't.irk 
prepraceHor inc-Jude s;aumt!nf:i [hat reference the files in which Ihe 
de/inifl'ons apper;.r. 

5.11 Summary: 

The so\:kc! abstra~'tlon wa~ introdtiCed by Lhe BSD UNIX l.'Perating ~yslt:r.; no<; a 
mechamsm thaI aUow~ application programs to in:t:rr&:e ","it!: prott.'Col SOilw<iTe. Re
cauS!' many vcruion; have adopted >eckelS, they have become a tit- faCIO ~tand:u-d. 

A p1"ogram call,; ,wlcker;:c create a fKlCket and obtai~ a descriptN for it. Ar1iumer«~ 
\0 the wdcet call ~pecify tile proHlrol famEy m be uo<;cd ru:.d the :ypc of 5tr\"ice reqllired. 
A:l TCP/IP protoccl!S. ere part of rhe Internet family. ;;pe.::ificd with ~ymbolic C{Hl~tar,t 
PF jNET. The ~yste:n create:; an intema! da:.a structure for the socket. filh in the pm
[ocol family, and uses the lype of servlce arg!lmen( 10 seleCl a ~pecit1c protocd (~wally 
either UDP or Tep). 

Acditiorul system calls ~now the <>ppJiUl-tio!l 10 >reCify a loca; endfWi!l! a;;Idrcss 
(bind). [0 fort:e the .,ocket itlto pas,ive mode- IOf me by a server (!i5ren), or 1:0 force thc 
~ocket into active trode tor use by a diem k<Jrm"u!. Scrve~ ;:;an make fu1her calls to 
oblalfl incoming CooDecticn reqllCS:S (accept). llild hom d:eTt~ a..'ld <;erver~ can '-Cnd or 
receive mfmm1il:i{ID (reo' and send). Fi"1ally, both c;iem~ and sen/ers can deallocate a 
sockl:o< once they hu.e finished t;sing :t {riuwv:w:-ke;). 
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The sock~ structure aEcws each p1"(I/OC{)! family to define one or more &d~ 
represC:ltllt;Ol'lS- All TePfIP p:To(,x:ols u,.e the lnlemet ruidrc% family, AFjNIT, wbch 
specifies that an endpoint address comains both ;l[J W address and a prmOC{l; port 
number. When an application specifies II commllnication endpoint to a socket fuuction, 
it J.:ses predefined structure sGCkaddr_lI1. If a client specifies that it need~ an arbitrary. 
unused loc-al protocol port. the TCPIIP software will seleci O£Je. 

Before ill1 application program ",linen in C can use [he predefi:red structure" and 
symJolk constants associated with socbts, it m~ incillde e me that defines wnn. In 
particular, we a~sume that all C ?TOgT"IDb begin with a statement tha! mcludes file 
<wiruock.h>_ 

FOR FURTHER STUDY 

Hall et. aJ [1993] spedfies each of the functions available w~m the Windo~ ... 
Sockets Uandard. including an exact description of argu.-nent;; and return codes. Hall eL 
al. [1996; D.lnre.ins the 'i<!me descripli01lS foc version 2. Apperulix! Mlmmar.zc~ the 111-
fiXlIllilioIl for the major functions used wim wckets. 

Leff'.er !:t. al !l989-] deiCribes. the &rlreley SoftwQre DislribuliQ?I {BSD} slXket 
~y£tem from which Windows Sockets I'.'aS derlvro. PreSO{tl> and Ritchie {June 199{)] 
descrihes an alternative to socket.<; mal uses a fUe system narne5pace. 

EXERCISES 

5.1 Look. al the include file fur sockets (l.e., (he ok ",,"'mju<c'k.h». What weke: l~!. ue <1'

lowed? Does !he fik spec:fy any socket !y~_, !L , do nOl rnale~ sense fO!" TCPllP prolC
crJl~? 

5.2 If j'OIlf "ystem itas a d,-,,* wiln at leasl miCI'%eCoftd accuracy. mearure ho", to'lg It Iltk.es !D 

e;:.;ecu!e each Q! the socke! system calls. Why do some call, require o.der, af magnilmle 
more time man otl;er-,;? 

5.3 Read the manual. pa~:; fOI Nmnecl.;;a.efully What netw<)rK traffic :s generated if uw;: calls 
('Oi!M'c{ 011 :; so.:ket of lype SOCK_DCRAM~ 

5.4 AlT~nge 10 mcmitoT your local networl: while an application e.WCil!eS ctmnee! for \t.e fin! 

lime OCI a socke~ of type SOCK_STREAM. How m"n~ I'ack~u do you ~? 
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Algorithms And Issues In 
Client Software Design 

6.1 Introduction 

Pi'<:Vl.(lllS chapter:<:; ConSi.::l.i:':f the rockel abstraction that application~ use 10 imufacc 
with TCPIIP soflware. and review the basic functions in the Windows Sackeb API. 
ThlS chapter discu!i5es the basic aigoridt.'1lS I.lnderLying client software. 11: sho>l<s how 
applicatNms become diems by initiating commutl.lcatioo, how they use TCP O~ Ll)f' 
protxols to contact a server, and haw they me socket caUs t.::J interact with those prof(J
eok The ne.'It chapter continues !he discu""irul. and mows complete diem pfllgrums 
Omt implement the Jdeas discussed here, 

6.2 Leaming Algorithms Instead Of Details 

Because Tep/lp provides ~ch functiOtlclity that allows programs tQ communicate 
in a va.'"iet} of '''fays, an applicatillll that uses TCPflP must spedfy many details aboll! 
the desired communkation. For example, the aprJic3tiol: mu£l specify Whel:her it 
wishes 10 <'leI as a dient or B serlier. the eruipoint address (Of addres.ses) il will 1.I;;e. 

whether it will communkme with 11 ..-xmnecticnless or connection-oriented pmtucol, bow 
it wilf f;!lfon:t: authorization and protection rules, and detaib such as the size of Ite 
buffers it will need. 

So far, we have examined the set of operations available [0 3fi application ",,!hom 
discu.<;sing how applications s:mtlld use them. Unfortunately. knowing the low-level de
tails. uf all po,sible socket functions and their exact pammeters does not proVlGe pro-



Algorithms Ad Issues h: 0;"", Sof,w= Desip. 

grammers with an undemanding of how to build well-designed, dis.tributed pn!grarItS. 
In fact, while a generaJ understanding of the functions used for net\\<~ri:: cornmurucalion 
is important, few pro~11IIlltl1e-rs remember all me details. Jmtead, they leam and 
remember the possible ways in which program; can interact across a network, and they 
understand the trade-op-s of each possible desigll. In eliSence, programmers know 
elKmgh about the algorithms underlymg distributed (:(l{Ilputil1g to make design decisions 
lind to choose among alternative algorithms quick:y_ They then consult a programming 
manual to find the details Iif:eded 10 write a program ti:al implements II particuiar algo
rithm on a particular- syslem. The point is !hat if the progrnmmer knows what a pro
gram should do, finding om how 10 do it is straightforwmd. 

AlJhDugh programmers lif:eJ to understand the con«plWli capabiliIfes 

of the prorocol interface, they should concentrate on learning abOU! 
"'ays w :structurf" cvmrrnmicaling pTogranr inYead of memQri~lnf<: the 
demilr of a paniculnr interface. 

6.3 Client Architecture 

Applicatton;; that act a;; chents are cOOo..-.:ptually simpler than applkariill1s that oct 
as servers for several reasons. First, r::ro.st dielll software does not ellplicitiy handle
concurrenl interactions with multi~le servers. SecOlld, :nost dienl software eXeC'Jtes as 
a cooventional dpplicatinn program. Unlike server software, client sofrwaJ"e does nol 
usually require special privilege because it 00es not u5Willy acces~ privileged protocol 
pOTh. Third, most clien: software dQes not need to enforce protections. Instead, c1ienl 
pr<Jgram~ can rely on the operating sp.tem to enfon;e prolect:ons automatically. In fHct, 
designing and implementing clien! software is so stnnghtfOf'llJard that ellperienced appli
cation prograrnmecs can learn to write basic client apphcations quickly. The ned sec
tiom discuss client software. in general; later sections will focus on the differences 
between dients that use TCP and those lhat use lJDP. 

6A Ident1fying The Location Of A Server 

ClJellt software can use olle (If se,eraI methods to fioc a server', IP addre;.s and 
protxol port number_ A client can: 

• have t.ile &e."Ver's domll:ill name OT IP address specified as a constant wl'.en 
the program is compiled. 

• reqnire me mer to lden:ify the server when invoking rne program, 
• obtain infnnnation about the server from Slable slorage (e.g" f:om a file on 

~ local disk), (>f 

• use a separate proroca[ to find a seI¥t:r (e.g., mt:llicast or broadcast .t me.
sage to ",hleh all serveIs respond). 
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Specifying tlte server' s addre~s as a e-onstant tmlkes the ::lient &Ofilll1lre faMer and 
1= cependem Em a particular !oca! computing em ironment. However, it also means 
that the eli>!nt lflUst be rec{>mpiled if me sen--er is moved, MOl? important, it means that 
,he client canoot be llscd with an al\ernative server, even temporarily for te-:.iing. As a 
com;:Jfum~se. some client'i fix a machine mune imread of an IP address_ Fi:>::ing the 
name instead of an address delays the binding until run-t;me_ It allows ~ sile to "hoose 
J. generic name f(Y. (he server and add an alias 10 the dorm.m name system for that 
name. Using aliases permits a she manager te change the location of a server without 
changing client software. To move the ~erver. !he manager needs to change only the 
alias. fur e1UUJlple. it is possible to ~ an alias for mai/host in tire local domain and to 
arrange fOf aE c-licnl, to look: tip the string "maHhosl" instead of a specific machine. 
Because <:11 cheats :efereoce lhe generic name ill.<;lead of a specific machine. !he system 
manager can change the loealion: of the mali hoSl witn...ut recompiling client wfiw<:re. 

St-orin,g the sen.-cr·s addre~, in a file makes thi: diem mnre flexible. but it means 
that the client program cannol eXe<;ute l!nles~ the file IS J.vailabic. Thus, the client 
,oftWaTe canno: be mm~p<Jl1ed 10 <:nother machine easily. 

While us.ing a broadcast protocol to fi:1d ,erveN v,rOfk~ ill a small, local t:nvimn:
menl. it does not s~ale 'kell 10 large inh;mcts. Furthernore. u;.e of a dynamic sear-ch 
mcch.mi\n; introduces additional D.')mplexi!y f0I both o:henb and ,eITel'S. and add~ addi
:ional broadea."-l Iraffic to the network. 

To avoid unne~e5Sary ~'ompleAity and depe.ndcrK:e Ofl ~ computing enviwflmefll. 
mo~t dienlS solve thi: pmblem of ~en'cr ,pecficali0ll in a simple manner: they require 
Ihc mer to supply lln argl.'mcnl thIn idenl!fics the server wheo invoking the -cEent pro
gram. Building cliem software to accept the '<'rveJ address ill. an argument makes the 
dient softwarc gcm;r~1 and elirr,i:Jate~ dep~lden;;y 00 the computing environment. 

Ailol1-il!8 lhf us,,", ro fp€C(i-; a ,en't'r addrf"1>!! wher inwkin.r: clielt.' 
s&{rwl1re mnkes the dlErri prvgram more fileneral and makes if PO"i..'+ 
hie IU ,:hanxe .'erver vJCa1iulJs. 

An important pOlnl to nnle :" thai using an argument 10 speCIfy the :server's. address 
result; in the lr .. )S~ fkx:bilily. A P£ogrum that <l(.'Cepls an address argummt Chl". ]x, com
bined wi!h other pmg:"":mlS thin extra.;1 tr.e sener <iddress from dhl:, find the addre!'..~ U\
ing a femille nalT!e<;erver. or search fur il WIth a /m.'aili:aat pmtocoL Thu" 

lillililing dil"nI .v .. jiYvvre that accepts 01 sen-a addU's.' 05 an argumenT 
milk,,:,- ir Fan' 1<') build f'xtended ;:ersion.s afthe soJhmri' lha! use mila 
.q:.ys to find thl! .en'er addres., I c.g .. read rhi' addreu jt'D!?) u file or. 
dirk}_ 

Some 'iervices require an exphcit ~erver. while- -other~ can use any availabic ~erYer. 
For e~arnple. whcn " user invDkes a femntc login dient the u~er tu~ a >pIXifie target 
ma.::hinc in mind; logging IIlW ar.o!/rer m~<"hir.e umal!y does oot make sense. He-wever, 
if the nser merely wa.'lts 10 tlnd the curr.ent li:ne (If day, lhe nc>eI doe~ not car.! which 



sover responds. To acrommodilte such scrvjc~. the de:;igner ("-an modify any of the 
ser.lcr look-up methods discussed abo,;c ~ they ~upply a set of ,en'Cf names instead of 
a 'iingle name. ('bents must also be cllanged w they tr)" each fervet" in a sct ulltil they 
find one that respond!,. 

6.5 Parsing An Address Argument 

On computer systems that use a textual interface, a user specifJes argument:> on the 
COr.llnaOO line when in"\'Oking a clienl prognm. On oompuler loy;<,tcms Ihal ure a graphi
cal user interlace, \he s;,stcm present!. a window that asks a w;eJ" tQ fill in arguments. In 
nUJ~1 cases the arguments are stored in character strings; Ihe <:lien1 program uses an 
argument's syntax to ilIletpftl: its meal\ing. For example, most client software require~ 
~he user to emer 1he domain flame of the machine on which the server oper-<ltes.: 

itWrlill,CS.purdUI! edu 

Of an !P address. in dotted dedmai JKJta!ion: 

128.10.1.3 

To determine whether t.~ liser has specrfied a n!lme or an jlddres.~. the client scans the 
argumeN. If it contains alphabetic characters, L'1e client interprets the argument a~ a 
name. If it contains only d.igits and decimal points.. the client aSSllmes the argurr:ent is a 
dotted decimal address 1Uld parses it occording!y. 

Of course, client programs oometiw.e:; need adJitior.aJ infoonation beyond the 
senrer's machine name or fP adruess. In particular, h:lly pilrnmeferized client wftware 
allaws a user to specify a protocul port as well as a machine. It is po!>sible to use an 
.additional 3fJlumenl or to encode such inf{lnIlliliun in a single s:ring. Fill" example, to 

~pccify the pwtom-l port associated with the .Imlp :<efVice on machine with name 
meriin.cs.pw(/ue.l!.hl, the clienl couid a..:cept two arguments: 

me.rlin.c:J.purJue.edu £m,p 

or could combine bom the machlne name and protocol port ;010 a singie argument: 

medin.CS1)uniue.nJu: Jmrp 

AltHOUgh each client can choose the details of its argument syntax independentl:" hav
ing many clients with their own syma can be confusing. Frmn the USeJ'~ point of 
'<'lew, consistency IS always important. Thus,. progl"'.nrnners are advised w follnw wha~
evcr conventioos their local syslem U!>e& for .:Iient software. FOl example, if most appli
cations require II user (Q specify the server's machine and protocol pM sepaiately, new 
client software should use twa arg::lmenl> instead of one. 
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A client must ,pecify the addres~ of a server using structure ${.ei.uddr_in. Doing 
so means convening aD address in dotted decimal nOlation ~OT a doouin name in te:>.1 
form) into a 32-bit [p address represented ill binary. Converting from dotted decumJ 
notation to binary is trivial. Converting from Ii domam name, bo",e .. ~r. requires consid
erab:y more effort. The- socket interfa:e includes fuactim'.:'>, inecaddr and gelho.'>l. 

b)namc, that perfonn the coover.;iolls. itleculidr takes all ASCn string that contains a 
dotted decimal address and returns the equivalent IP addreSi in binary. Grliwsluynaml:' 
take:; an ASCII string that contain, the domain name for a machine. It returns 1o';e ad
dTes..~ of Ii Iwstent suucrure that conrain5. am;:Jng other things" !he host's IP address in 
roBary-_ The twSlent struuure is dedared in incl\lde fiLe winsock.h: 

struct hostent { 
dla:r F1\R'" /* offici.a2. host: rare ., J 

char HiR"" F7\R* h...,alias 
Short ~; 

shm:t ~; 

char FAR" FAR" 1"La:Hr--.list; 
} ; 

idefine h...ad1r lLaMrJ!.st[O] 

/* otlEr a~iasre 
1* ad:X type 
/* addIess l~ 
1* lis; of adlt ........ ses 

'/ 

'/ 

" -, 

Fides that ctmlato names and addresses muS! be lists beclluse hmls {hat have multiple 
irfWrao;es also have multipie lIames and addIeS!>es. For compatibility with earher \'er
sion" the file al~o defmes the identifier fcaddr to refer to the frr;t location in (he host 
address list. Thus. a program ~<ln u'e h_addr 8.S if it were a field of the slniCfure. 

Consider a simple example Qf name conversion. Suppose a client has been passed 
the domain name me>1ittcs.purdue.edu in string flXTJl and needs to obtain the lP tld
dress. The dient can call geUWSlbyname as in: 

struct tosteK "11;ltr; 
char "exanp].Enam ~ "nErlin. cs .P l1'ri,... edu- ; 

if { lp:r = geth)stbynarre(~. ) I { 
/* IP ad::h : s is reM ir.. l:pcr->h......a<;ft" *1 

} else { 
I" error in ncce - haIdle it .., / 

) 

If the call is successful, gelhoslhyname relum~ a pointer 10 a valid ho.wellr I>trucllJrt". Ii 
the name cannot be mapped into lID IP address, the call returns a NULL poir,leL Thus. 
the ciient examines the ~'ajue that ge(hosliY}name returns to determine if IIIl error oc
curred. 
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6.7 Looking Up A Well-Known Pori By Name 

Mm.t client jXOgflilllli u:.ust ;;::;ok up the protocol port tor the ~pec:lfi:: serv:ce th~y 
w:sh to invoke. For e;..ample, a ;;hent of an SMTP maii server needs to took up the 
wcil-known pun a5signeU tu SMTP. To do so, Ihe cJie:lt ifl'l(lkes library function 
getser .. byname, which takes two arguments: a string :bat "pecifies the d~ired service 
anc II string that specifio::~ tJ:e pro!Ocol bemg used. it returns a pointer to ;) structure of 
type: s",rvelH, ilio defined in :ndl.lde file wi.'lsockh: 

) , 

dlar F7'Jl.* F.i\R* SLalia 5!S; 

E..JUrt; 

s...p!uto; 

/* official servi<:e :name *i 
/* other aliases 
J* pxt for this servi::e ~! 
1* prutocol to use ... ! 

If <l TCP dient needs t:> :<Jcl<: up the official prmocol pori number iN 5MTP, it 

calls getien'bylUlmE, as in the following example: 

if (~ '" getser;;bynarre( .SlItp~, Mtcpft }} { 

I" p:!rt rlIEh:r is l.lO<N in £Ptr->S..J;Xlrt */ 
) else 

/" error occurred - handle i1: y / 
) 

6.8 Port Numbers And Network Byte Order 

Function ge:servbynamt return" the protocol port for the sef\'ice i£ net\k{]rk byte 
nrd~r. Chapter 5 explains the concept of network byte order. and desl,Tlbes library rou
tines mat convert fwm network byuo o!'der to :he byte order used on the local machire. 
It i~ ~uf5cient to understand maT gersen;bY!ial1l€ returns the pon value in exactly the 
form needed for u:;e in the wckaddr _in structure, but Ihe representarion llliIy nc" agree 
wit'; the lochl machine's u'jual representation. ThuS" if a progrnm prints out the vajlle 

thai gel.w,...'bpUlme reluO'..s >,'rithou convening to loud byte order, it may appear to be 

incorrect 
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6.9 Looking Up A Protocol By Name 

The ~ockel intt:{-[a;::oO' pr<}vides a mechanhrn that aJlow~ ;j dient or ~t:rver 10 map 11 
protccol !Came 10 the integer oollstant assigned to that protocol. Libmry function get
prml.lbYflU>11e perfor:ns the look-up, A call pa'>SeS the prolocol name in a string argu
ment, and get[Jrotoby,wm<! rcturns the address of a structlJre of type pr.otoent_ If getpru
tobvl!ame cannot access the database or if the speciIred name does not exist. it retums 11 
NULL pointer_ The dutabase of proto=l names allows 11 site to define aliases for each 
na~, The profOenr structnre na!> a field fur the official p-roto.::ol name as weJl as It field 
that points to the liS) of aliases. The C iocluile m~ wimock.h contains the ~tructu[e de
clara:",n: 

strJCt protoent , 
ci'..ar FAR" 
d;ar FAA' FAA' 
sOOrt 

l; 

p~'"Io3!'I'e; 

p-.-aliascs, 
p~; 

j' 
;, 
/' 

o:ficial protOCOl name * f 
list of alia 8B all.o.o;ed */ 
official protocol.amber "! 

If a clienl rn=J~ 10 look up the official prolocul number :0£ UDP, it call5 gefpmro· 
h)nilme, 11, in :he fdlowmg e1>ample: 

st=Jct. protoent *Wtr: 

-=-f (wIT = ~( '1.$" ) i { 
/" officia:. protocQl lll..l'I'boer is 1Xlk<' in wtr->P--PI'Oto .. / 

else { 
/'" error occurred - handle it * / 

6.10 The TCP Client Algorithm 

Bu:ilding ~Jient sof:warc is usually ell .. ie-r th1ill buiiding server softwaTC. BOC!lIl<.e 
TCP handles all reHab!:!ty alld flow control problems. building a client !hal uses TCP i~ 
the rnO!.l stra:ghl!orward [If all network programming ta.sk-... A TCP clieot fol.low> AI
gori~hrn 6.1 10 fonn a connection 10 a server and commum{,:1I1e with it. The '>Ections 
following the algorithm d2~(:ru.~ each of its ~Ieps in more detail. 



AlgOrithm 6.1 

1. Find the IP address and protocol port num::.er of the SeNer 
with which communication is desired. 

2. Allocate a socket. 
3.. Specify that the connection needs an arbitrary, unused proto-

001 port on the local machine, and allow TCP to choose one. 
4. Connect the socke11o the server. 
5. Communicate "',ittl the server using the application-level pro

tocol (this usuaUy involves sending requests and awaiting re
plies). 

6. Close the connection. 

Algorithm 6..1 A cunnectiOli·orienled clielll. The :Iient appliClI.llOll allocates 
a roclulI: and CODlIects It to 11. :sen1:.. 11 thell ser.& reque;.ts 
across Ihe c<:mnectian.and receives repli~ bad<-

6.11 Allocating A Socket 

Chap. (; 

Pr=ious section>. haYe already di-S('""US5ed the methods used 10 find the sen-er's IP 
address lind the sockel flll1ction used t{) allocate a communication ~ket. Clients that 
use TCP must specify protocol family PFjNEI.and ~ke SOCK_STREAM. A pTJ

gram begins with an im:/ude statement that references ll. file that contain.s the def:.nitioll5 
of ~ymbolic ccmstants used in the ~all and a dedaration of the variable useD to hold the 
soc"et descriptor. If more tbn one pI"-ot-ocoi. in the family. specIfied by [be firM argu
meat, offers the service requested by the second argument. !he third argument to the 
SOCKl£t call identifies. a panicular protocol. In the cru.e of the Internet protocol family, 
only TCP offers the SOCK_STREAM service. Thus. the third argument is irrelevant· 
zen.> should be used. 

s = sccl:et{WJNET. ~. 0); 
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6.12 Choosing A Local Protocol Port Number 

An applicatioo f1eed5 to specify remote lind local endpoim addresses for a sod;.et 

before it can be used in communication. A sen<er operates at a well-known protocol 
port addre;;s. wn.ich all clients must know. Howe""ef, a TCP ciient does not operate on a 
preassigned pon. Instead, it must select a local protocol port to use for its endpoint ad
dn:s:<. In general. the diem does not care which pon it uses as Long 35: (l) the port 
does om conflict wiih the ports that other applicati<ms on the machine are already using 
and (2) the port has not been assigned to !Ii well---knmm service. 

Of course, when a client flee&; a local protocol port. it could choose an arlJitrary 
port a1 random until it finds one that meets the criteria given above. Howeve:. the 
socket interface makes doosing a client port much simpler because it provides a way 
thai: the client can allow TCP 10 choose a local port autcmalicaily. The choice of a lo
cal port tltat meets the criteria listed above happens as a side-effect of the cOPlllect call. 

6.13 A Fundamental Problem In Choosing A LocallP Address 

When forming II connection endpoint, a eliem must clmme a local IP address as 
well as a local protocol port number. fur a host that attaches to one netWQfk. the 
choice of a local. IP .addTess is trivial. Ho .... -ever, because gateways (rooters) or multi
homed hosts have multiple IP addresses. making (he choice can be difficult. 

In general, the diffi;;uity in c1Ioosing an IP address arises bec8llse the COl1'OCt 
choice depends on routing and app1icalions sddom nave access to routing information.. 
To underMand why. imagine a oomputer with multiple network imerfaas and, therefore, 
multiple IP addresses. Befort'lll application can use TCP, it muS( have an endpoiDt ad
dre.s.'i fQr the connection. When TCP communicates with a foreign destination, i( encap
sulares each TCP segment in an IF datagram and passes the datagram to the IP 
son ... are. IP uses the remote destination address and its routing table 10 select a next
hop .address llnd a network interface lhat it can use 10 reach the next bop.. 

Herem lie~ the problem: the IP source addreslI ifl an outgoing datagrnm should 
match the IP address of the network interface iWeI' l'Oitkh IP routes the datagl'am. How
ever, if an application chooses QDe of the machine's IP addresses at random, it might 
select an address that does not match mat of the imerface over which IP routes the traff
ic. 

In practice, a client may appear to work even if the programmer chooses an in
correct address becaase pack~ may travel back to the client by ./I diff=nt route than 
they 1r.ll'Vei to we server. However, using an incorrect address violmes the specifICation, 
makes network management dIfficult and confusing. and makes the program Less reli
able. 

To solve the probJem, the socket functions make it possible for an application to 
lease the local IP address field unfilled and to allow TeMP software to choose a local 
IP address automatically at the time the dient crnmect;; to a server. 
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Be,au",' ,Iwo,!ing the <:-',;neel luc.al IP :uidress ratuiri!S Ih" app/ica
tiO-'I to in/era::! wit}, iP muting ,W/ihHJre, Tep dialt software u,tually 
(eaves the 10m} "ndpvinl address :mfilled, and aU{IW~ TePllf' 
software w select the correct lucui IP addru.1 and an ullused bxul 
prolocol pvn number awomatica!ly-

6.14 Connecting A TCP Socket To A Server 

The conlU'cf function aUo'IUS II TCP client to initiate a connection. In term, of me 
underlying proto-=ol, connect forces the ini~1 TCP 3-way handshake. rhe call to co>!

nee! does not return until a TCP connection hlls been eslabhstled or TCP reachc~ a 
li!r.ooul thresbold and gives U? The cali reUlms 0 if the connection attemp< succ-eeds or 
SOCKJ,j:...ERROR if:t fails. Crllinec! tdke~ !hree arguments: 

reto:Jde =- cQunect:{s, ra ... :dJr, ~1En} 

where S IS the de!iCnptrn' fOl' a socket, remaddr IS the address of a strm:lllre of t}pt: 

sociwddr _in that gpecific,> tb: !emote endpoint 10 which a connection is de~ired, and 
rernaddrlrm. is the length {in 'J)'!esl of the second argument. 

C;mne,-t perform:. four Utsks. First, it tests ro ensure that the specified socket i~ 

valid and thai it ha~ nIX already been connected. Second, it fills in the remote endpoint 
addre&S in the ~ockel from the second argument. Third, it (:oooses " local endpoint ad
dress (Of the connection (If;' addre~~ aOO protOCGI port number) jf the :.ocket does not 
haYe one. Fourth_ it initiates 11 TCP connection, and returns a yalue !o teH the caller 
whedrer the cOlme-etioo suc.;:eeded 

6.15 Communicating With The Server Using TCP 

Assuming the cOI'mecl call succeed> w establishing a cQnne<:tion, the client can liSC 
the connection to communicate with the server. Usua);y. the app:ic-ation protocol SpOXJ
fie; a request-response inreracrior. in which the clien! ,el'ld~ a M'quence of requests and 
W-i>'t, for a r<',pmlse to each, 

Usually, a dient calls sI!nd to mmsmit each request and f'H'V to await a response. 
For the simplest application prot;x;ol\. the dieJ;,! ~ends only a ~ingle r-cqocst <md re
ceives m.ly a "ingle respcnre. M0I"C complicated application prolOCols require the client 
to ilerale, sending a request and waiting for a respcnst; befcre ,;ending the next reque;;t 
The folbwing ClXIe ilIu~tratcs the requelit-response Interaction by ~h(lwillg how a pro
grum \lintel> a ~imple reque~t over a TCP COIlne<:tlon lind feads a response: 



lIdefine !'LEN 120 !~ hLffer ler.gt.'1 'Co use *! 
dlar *req '" Nrequest of saue sort~; 
,...har bl:f[BIm]; /* ruffer for.ans"~ "! 

*~, 
n, 
b.;.flen; 

hll; 
= BLEN: 

/* send request * i 

/* 

t· 
,. , 

pointer tc hlffer -. / 
nmt:er of bytes .read ,. j 
sp3Ce ::'eft in ;:uff=- .. / 

/* read respc;n:.se {n\a'y :ure in nBnY pieces) ~i 

n "" recv(s, :tpt;,;, J:ufl~, 0); 
.rule (n : == 9XI<E'I'.-m>.RCR && r. ,- :J) { 

kptr- += n; 

b..Lf1cn -= ::.; 
!l = rECIT(S, !:ptr, t:uflen, C); 

6.16 Reading A Response From A TC? CQnnection 

The codc 'rl Ihe pre,,~uus er;am?le ,,,how,; a clienl that ,errlb a small mc;.~ge to ::l 
server and expei:1S. a Oornall response (les,; Ihan 120 byte,!. The code C(lmam~ a ,mgle 
call to send, but make~ repeated cdl> to ren·, A" long as tlk ea:! ~o reo· returns data. 
the cude d::x:remenlS the CUUT.l uf s~acc avai:able ;n lhe buffer and mO\-e~ the buffer 
pointer fOI'W::lrd }m~t L1e deua read, ileration is ne~'~~s'lfy on bpul, ,;\",;n if the J.ppli~'.d
tior. at lhe olhn end of the Ol!lIle:..'!ion '>end;. unly a ".:naH an:oUrl: of dala b",:.:au:-.e TCP 
IS nvl a biocK·Gficl'.lCd J1mtoool. Instead. TCP j, ,tream·oriented; !l guaran~c:; !O 

,k!1ve;- Ihe .;.equellcc of hyte, Ib.l Ihe >ender wri:e~, but it doe, em g~""l"llnt,,,e h) ueli"-er 
(hem in the :Wme groupmb as Fley were wnlteo. TCP may choDse t() bre4k a block of 
dala i"o plt,,;e~ and transmit Nth riece I[j ,1 ;eparate scgmcm (e.g. i: O",ay o::holhe to 

divide the data ,l1eh that each piece fills Ihe m.aximum ~i;:ed !;egmellL or it m~y need to 
~entl a '>mall piece !f tbe receIver does nm hllH~ ~ufficient buffer 5pace for a larg:: OIlC)._ 
Alternatively, TCP may c!lOO~c to 2ccumoiatc many byles in its 0Il1r:U hLffer :'efore 
~endirg a ;egme[ll (e,g,. In fill 11 datag:-am), .;\$ a result, lhe receiving application may 
receive data ill ~ma!l chunh. even :f :he !;ending application passes it to TCP in a single 
<.all to sena. Or. the receh'ing .uppiil.'lltwfl may reed¥:: da:a in a large chonko evell if the 



:sending application passes it to 1TP in a selies of calls to und. The idea is fundamen
tal to prograr:uning with TCP: 

Because rep does not preserve rt!("ord boundarie.<, any program that 
rf'aas from a TCP connection must be prepared to accept data a few 
bytes at a tim.'. This rIIk holds et'en if rhe utuiing applicarion wriles 
daUl in large blocks. 

6.17 Closing A TCP Connection 

6.17.1 The Need For Partial Close 

Wben an application finishes using a connection completely. it can call dmf'sockn 
to Iemlllale the connection gratefully and deallocate the socket However, closing a 
CQIlnectmn IS seldom ,;imple because Tep allows two·way communi~(ion. Tbus. clos
ing a conneCllOD usually requires coon:linatioo amDftg the client.and server. 

To understand the problem, consider a client and server that use the reques.t
response interaction described above. The client software repealed!), issues requests 10 
which the server re:sponds_ On ooe hand, the server cannot terminate the connection be
Clillse It cannor knew.' whether the client will send additional reqUl:'\t~. On the other 
hand, while the client knows when it has no more requests m send, it may not know 
whether aU data has arrived !'rom the server, The latter is espedally important (0£ appli
c .. tioo protocol"- that transfer wbilCaf)' amoonG of data in mponse to 3 request (:.g., the 
response to a database query). 

6. f7.2 A Partial CJose Opeoatjon 

To resolve tl:e COftnection shutdown pmbiem, mmlt implementations of the socket 
interfaa include an additior.al primitive that permits applications 10 shut do ..... 'I1 a TCP 
connection in one direction. The .5n"tdown fullCtion takes two arguments. a societ 
descriptor and a direc::ion spedli1;alioo. and shuts &two the socket in the specilJed 
direction: 

The directiOll argument is all integer. If it contains 0, 110 further input is allowed. If it 
contains 1, no futtbet- eutpu. is lilowed. Finally. if the value is 2, the connection is 
shutdown in boOt directions. 

The advantage of <I. partial dose should now be dear: when a client finish~ send
ing requests, it can use shutdown to specify that it has no further daIa to send without 
deallocating the socket The underlying protocol report>. the shutdown to tbe remote 
maclline. where the setver application program receives an end-Qf-fde signal. Once the 
server detects an end-ilf-ftk. it knov.,; no mon: requests wil! atrive. Aflel" sending its 
Last response, the rerver can close the cOfiIte<:ti(;>n. To r.ummarize: 
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The prutiul close met:hanism n'l1UJl'e: amJ!lguiry for appih:ariO!l proia
coo tlta, tmmmi! arbilrary ammJnts oi il1format'mJ in response to a 
requer!. In such ClU<'S, the eliI'm i,~jues a panial dose after il~ last 
request: tlU' .sen-er thell do!;f'!; the cf-'flneclion after ils i(llt respVlu;e. 

6.18 Programming A UOP Client 

At flest glance, pmgramming ~ UDP client seems like an easy task.. Algorilhm 6.2 
shows that the basic UDP client c3lgorithm- is sin::iJar In the chenl algorithm for TCt> 
(Algorithm 6_1). 

Algorithm 6..2 

1. Find tht! IP address and protocol port number of the server 
with which communication is desired. 

2. Allocate a socket. 
3. Specify that the communication needs an arbitrary, unused 

protocol port on the local machine, and allow UDP to choose 
one. 

4. Specify the selVer to wh!ch messages must be sent 
S. Communicale wi:h the seIVef using the application-lew; pro

tocol (this usually involves sending requests and awaiting re
plies}. 

6. Close the sockeL 

Algorithm 6.2 A C0rnl~c{lonlcss client The >ending program creales a: C()n
necled s.od:e: and uses il to smd one ill more reques::s ;Iera
ti"ely, This algorithm;~ dre i'ille of :rciiabilily. 

The first few '>teps. of the UOP client algorithm are much lil.e the corresponding 
steps of !he TCP client algorithm. A UDP client obuins. tthe $crvC[ address and protocol 
tlOn number, and the!! allocate~ a ~XlCke! ror communication. 

6.19 Connected And Unconnected UDP Sockets 

ClieIll applicatjons can use UDP in one of IWU basic modes: cmmecl<i>d am: U!lCOIl

necud. In ronnected mode. the cliell! u»es the cormect caE 10 specify a re!TlQle endpoint 
address (ie .. the »erver's IP addre,;s and protucol port numberj, Once il ha" spedfie<l. 
the remote endpoiot. the dient can send and receive mes...age5 much like a TCP client 
does fn unconnected mode. the client doe;; not connect the socket to a specific remote 
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"'mlpomt Instead, it ~pcdfk, the- ~emote oe\:i;::;.;t,u:l each ti::ne it sends :l ll1(':s~ag(':_ The 
dnel ad,anlage of cO':l':lcetcd UDP sockcl,> lic'> m their ecnveniern:e for oom'<:n!wnal 
dirnt software that interacts with or.!y one server at .a time' the .applicmioll oniy neds 
to ,pecify the server once no matter ho~,' rnan~ dfil<lgrams it sends. The ehief ad'rantage 
of J:lcolmeCled ~ockel~ lJ",s In ,!leu flexibility; the dient can wait w dtxicie WhlCh 
sener to ~'onlOCt until i: has .a requ.;e;t to ~end_ Furtner:;nore, [he eliem can ~ily send 
ea;;~ reqm:st to a dlHere:l1 server, 

UDP SIlC"'-'/5 can be (Connected. muking i/ cOFiveni,ml to mleWd y.:<Ih 

(l ,~p-eCiflC .,<'rver, or dwy can be Un...XIflJ1eCleC, making it necesyaryjor 
lhr: uppitca£ivn IV _"Pcc{ji.' the servu's address ea:h rime ir sends a 
m<,.~sag<' 

6.20 Using Connect With UDP 

Although a .:lienL can &<mnec! <l socke:: of type SOCK_DGRAM. the ,'(JI'Ult'rt caH 
does not )>>iO* any packet excfumge, uo£ does it fes! the validl!Y uf Ihe remote end
point address. ImleaCi, ~t merely records tht: -rerno:e eTXlpoiLI infonn(llie>1l ,rl the sud:el 
data <;tructure for !aIer use. Thm., when apphed to SOC1CDCKA_M s.ockets. {"(mlker 
only S!Oles an addrcs:;. Even if the connect call ;.-un:eeds. il doe, not mean that t.1}e re
mote enepoir..t addres~ i~ valid or that the wrvcr is reachahlc . 

6.21 Communicating With A Server Using UDP 

A:ter a UDP elicm calls ,·"ll/leN. it can u~e send to ~entl a mes;;age or nTF 10 "'
=:n: a response. Unlike TCP, unp pmvides me~~~gc tmn~fcr. Each tirle the dienl 
calb send, UDP sends a slllgk me~sage (0 Lhe sewer. The message C01ltailL~ aL 6e data 
pao;sed to .tend. Similarly. each call [0 recv retum~ une complete message A,\Umi!'g 
the elien: ;;as ~pecifj-ed" sufficiemly huge- tmffer. !he n'O' enll returns all the d"la from 
the neAt message_ Therefore. 3 unp diem ooes [lot need m makc repeated .;;al:s to ren' 

lu cblain a single mes;;age_ 

6.22 Closing A Socket That Uses UDP 

A CDP c1icnt calls dosesockRt to du:;e a socket Jnd release the reMrun;cs associa!.
ed with:t. Once 3 socket has be~n cl[)!>ed. the UDP roftware will re;e<::t funner mc,
sages that arri~-e addre~~ed to the protocol p;:!n dwt {he ~ock=t hall allocated, However, 
the machine (In which th.: c1ose.mckel DCCl.Hl doe; :lOt inform the remole expoint lhJt 
L'Je ~cket lS c-Io,;ed_ Therefore. a:l application :hat uses ronnechonle,s Inlnspml mtht 
be designed ~o :he remote sid2 know, how 10llg t<J rc:ai:l a ~<:ke! before dO,lflg il. 



6.23 Partial Close For UDP 

Sizlttdown can be used 1O'ltb a cunnccted UDP socket to ~p f-mber lransmission in 
a given direction. Unfot1unately, llIllike the partial dose Q" a TCP o;onnection, when 
apptied 1:0 a UDP f,ockeL shmdowT! does not wod any nessages 10 the other side. In
Slead it merely mari::, the local so(kel as uIlwilling [0 transfer dar3 m the direction!,.) 
~-peci5ed. Thu.<" if II dienl shuts oown flllther output on its rocket, the server will not 
r~ive any indication thai (he oommuniClltlon ha., ceased 

6.24 A Warning About UDP Unreliability 

Ow- simplistic FDP dienlll.tgrnimm igll(lf"C'i a fundilUe."lt;al aspect of UDP: r.ame
t)'. thaI 11 pro\'ide~ tlIudiablc datagram delivery. Whik II simp,iSllc UDP client can 
work well on local networks tha! exhibit low loss. ;Ow <klay. und no packel reordering, 
dicnt~ tha: follow {)llf algorit.'lm will not wmk aCf<.N. :l complex interneL To w<.:rk i:1 
an internet en .. ironment. a diem must impiement reliability through timeout and re
tnmsrnhsion. It mU$! a:so handle the problem~ of dYFlicate or out-of-order packet~. 
Addi:lg reliability can be tliffu:1l1r., alld rC'i.uifc~ cxpenisc in protocol design_ 

C!ient "'iftW(1Tf' HUH 'IS<'5 UDP mus; imp;"mem rdwbiliTJ with tech
niques Ida' {,,,,'hI _wCiuf'ncing. Ilfkncwied'?t'm£ats, lime91l/s. and Nt

lrummiuior;_ Di::~ig'1-ing pmtoci1ls thai an' t;'urrect, reliable, and e(j'
, fell! for WI internet o:v!r{)l',ffl.-rll nquires amside mbie Rxperrise 

0.25 Summary 

Client program~ are amor.g (he mo;! simple network pr.Jgrami. The ciienI mtL';t 
obUlin the serv-er-s. IP address. and pro:ocoj purl number before it can cNnolllnica:e: ~f) 
,ncre;,~e tlexibility, clien: progr::mi often requ:re the u,er:o- identify the ,ierver whEn in
voking Ihe client The diem then con,<en~ the server- -; ,,<kIfe;;; from dor;-ed decimal no-
~ation in(o binary. or uses the domain name sy~lem to convert from a textual rnac~inc 
nar.:Je mlo all IP adOre,,>_ 

-:be TCP diellt a;gonthm i, straight;orw.m::l: a TCP di"IU a;loc;ue, a ,ock~\ anJ 
COllnects it to a ~,ver, The chen< D,C, wmd ro s-cnd fCqae5ts 10 the >.ef',ef' 'L"ld I"e.:T to 
receive re:;:lies. Once it finis.hes lL<;i1g a wnnectiD>:. ci:her t!;e client or "-Crnr invokes 
ciusesucke: 10 termil'.ale iL 

A;thuugh a die;:t must eJlplicilly specify the ernlpoint "Jdp-os,> of the se-f\-'er wifh 
whlet it w:shes :u comnumicale, il caIl_ allow TCPf1P ,>oftware to chuO:!>c an IillU;,W pm
loco; port nomher and tD fill in the corre,'t lucal IP address. Doing 50 avui6.~ the pwh
,em that can arhe on a gmcv.-ay (roUler) cr mutti-twmed jost ""}:eI:';; client lruWvenenl
Iy chc{j'.C~ at: IP addres;, thai differ;. from {he IP ad:lreM; of r:--.e interface ever which IP 
mute, the traffic. 



The dietl! uses connect tOo spccif} a retl'.Dte endpoint addres.." fOf a socket. When 
used wilh TCP . • 000nen imtiates a 3·w~y handshake and ensures that communjcat:Q" i~ 
possible When used with CUP, Ct}nned merely records !he server's en~nt address 
fOT \ater use· 

Connection shutdown can be difficult if neither tile cllffit n()"f the :.e:--'el" kt"cow ex
act:y when communication has er;ded. To solve the pr()blem, the socket interface "up
plies the ,·huldown prlmllin: that c:mM:S a partiaJ dose ~nd Jets the utile!- side kn::rw that 
no more data will arrive. A client u~e5 shUTdown (0 close the path leading 10 the ser.-er; 
IDe server re~eives llfI cnd-()f-file signal on the cDrlflection that indic-ales the chent has 
finj~hcd. After th.; sen'er fitlish~ sending ilS laM respolJi<e, it uses dosesockel to ter
minate the COtllJcctlOll. 

FOR FURTHER STUDY 

Many RFCs that define protocols a!,o ~uggest algorithms or implementati(]Il tech
niqJes for client code. Urnar tlW7bl discusses object-oriented clie!lt-scrver .l."Chitec
lures. 

EXERCISES 

6_1 Read aoout me sendw and ren·Jmm socket call, Do hey worII willi sockets us.ing TCP or 
soc.l:e1S m;ng UDP':> 

6..2 When Ihe domain nane s}s!em resolve:. a rnach;~e n~rne. il rewm. a set of o:ne Of" nClre !P 
addres"". Wh:~ 

6J Build chen! ~oflw~'~ Ihat uses galrollb.vnwm: 10 1<;JOk up Jn3Cllme name, >it you, ,ite and 
priIll ill! infonnatlon retumed. Whlch official name., if any •• u.-prised yw~ Do youl~nd [0 
use otftCial mactri~ names or ahase,? ~ibe!he circumstance;;, if lmy, when aliare~ 
ma~ rmt vrolii oornxtly_ 

6.4 MeL<.tl.re the time '-e!juned w InW:. up & madJiae name (getJimrby,!Ume). Repeat tlte test (rw 

boUo valid and .nvahd naffes. Does a kd-up for af'. ]H'alid name tale rub,tantia!!: long!'!" 
than for a valid one? Explain al:)" diffel'"ences YC-i: ob;.erye. 

6.5 lise it nelwod; monitor «:> watdJ tlie network traffic your computer gerternIeS when y<>u 
loot. up an IF address nan'e IIsmg gEfhnslhyntmlf'. RUT, the experiment mOife [han one time 
(or each machine mitRe Y;)U rew!1ie. Explain me difference~ ill neTWork traffic betwftR 

Joot-ups. 

6.6 To teU whether your madnne', 1m::::)' byte Of"de, IS ~t.e same as the ne1wOO byte OI"do:'r, 
,,"rile a program mat uses gersen'ilynamc: ro look up tire ECI-IO service for tJDP .and tliell 
prims the resulting protocol port value. if lhe local byte order and !le1wNk byte order 
agn;e. the value will r.e 7. 



6.7 "'rile a program lhi1l a!locate~ a local protocol puti. dose~ Ir..e socke';, delaY" a few 
seconds,. and allocate, anomer local p<Xf_ RUll the rrogram 0'"' an iult: machir.e and en a 
bhsy timesharillg s!,~em. Which port values did your progn,m foceive on each s}~te:n~ If 
they al'i' not !he same. explain. 

6.3 Under what cireum<l3nces call a dierU program .:se dose.mdn ;m1ead of Sh"ldowo: 

6.9 5.'10010 ~ cJie:rt u~e the s~me pmtocol port number each lime it heginil"i" Wily Of w'ly 1Ior:> 

6..10 If a di~rn program coruuins muhiple threads. Can eacll \Ire lhe >a.--ne protO(XlI porl lIumber 
[0 form coooxtions 10 dit"fae:v. s-ervi!J"S; The dr:-le ~t'n'er: E~plaj;L 
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Example Client Software 

7.1 Introduction 

The previoll~ cliapce~ CISCll.'O!>e6 tbe b:Hic alg,-orithm;, "ndcrlymg client apphcatiom; 
.re,. well as specific te.::hniqlIC~ u>ed to implement tho;;e algorithms. This chapler gives 
f'll!llIIPles of complete, working dient programs thal illustrate the cOIIceptS in mO£(" de
tail. The examples m.e UDP as well as TCP. Most :mportant, the chaptet" .i.i1ows how <I 

programmer can build a library of procedures that hide the details of socket {alis .md 
make it ea~jer to comtrucl ctient ;vftware that is portable and mainUlim.ble. 

7.2 The Importance Of $maJi Examples 

TCPIIP defines 11 myriad Qf :services and the starMan:! applbltioo pruto:::(!l~ fer ~c
cessing them. The services nmge in wmplexi~y frem the trivial (e,g., a character gen
erator c,ervice used only foc tffiing pro:ocol software) to th£ cumplex ie.g., a file 
tranr,fer service that pro\t~des @lthemicatioll a:ld protection}. The examples in \'Ji" 
chapter and the next few chapters COfiCefltrate {)Il implememations of dient-~er 
smlware for !imple- services.. Later ch&pte!s re .. iew client-server applications for !>everal 
of the <':O<ilpleJI services. 

While it may seen] that the pmtocQls used in the example~ do not offer mxresting 
or useful services, studying them is imJXlrtanL FiNt, because the servicc~ th.emsehes 
rf,:;ulre ;inie code, !be client and server so!lw3l'e that implements ,hem j,;; easy to under
stand. M{}re important, the smal: program size hlghhghts fundamental algorithms nnd 
illustrates dearly how client and ~eryer pfOgram~ use system fUf.diQ."\S., Second. ,tudy
illg simple servicco. provules the reader with iill imuitlO:'! aIx.'Ut the relative s.ize of ser
vices and the number of ~ervices anlilable. Having an cnrnitive understanding of small 



~ervices will be especiall), impDrtan~ for the chapters thai di;,cus,s me need fill mnltip.-o
lOCOi and multiservice designs. 

7.3 Hiding Details 

Most ;Jrogrammers under~tand the advantage of dividing large, ;;:omplex programs. 
into a set of pnx.'etiures: a modular program becomes easier to undersland, debug. and 
modify lhaJl an equivalent monolithic program. If programme:n; design pmcedures ;:are
fully, they can reuse then- in other prograll'..$. P;nally, choosing pnx:erlores carefully 
can also make ~ program ~ier to !X'fI: to 1"JieVI.' computer s.ys.temi. 

ConceptuaUy, procedures mis.e ;he level of the language lhat programmers UM! by 
bidill;§: detaib. Programrrn.'rs working with the low·level facilities available in most pro
parr.sning language!> f"md prognunning (edious and prone {O errOL They also find 
th.em~lyes repealing basic l>egments of code in each program they write. Using pm
cedu~ he:ps avoid repetition by providing higher-level operatioos. Once a particular 
algorithm has been encudoo in a procedure, the programmer can use it in many pr0-

grams without baving to COlIsider the implementation dt:lai!~ agmn. 
A careful use (If procedure~ is C~peci3l1y :mpar.ant when building. client and server 

prugrarn~ First. because network software includes declarations fm ite!ru. like endpoinl 
lIddre=:S, building programs thal use network servkc~ involves a myriad of tediom de
mib rrot blmd in l<.:mvenlional programs. Using procedures ro hide thm.e detaib 
reduces the chalICe fm emx. Second, much of the ;;ode needed to allocate a soeket, 
binc addre,ses, lind funn a network connectklD is repeated io each client; placing II in 
procedures allows progrornmers to Tf:loISe the code mstead of replicating if. Third, be
cause TCP/IP was designed to ime-Konncel heterogeneous machines, network applica
dom; often operate un many differen: machine architct:tllres. Programmers can use pro
cedure<; to iwlare operating system dependencies, f:Ulking it easier In port code to a new 
rnachme. 

7.4 An Example Procedure Library For Client Programs 

10 under~tand bow procedure;, can make me programming task easier, consider Ihe 
jlroNem of building dienl proY-dffiS. To establish connectivity with a server, a client 
muSl: clloo:;e 11 protocol (q~., Tep or UDP). look up the 'iU'ier'.s machine name, lOCK up 
and map the desired servil:e int.") a protuo.:cl port number, allocate a socket, and connec! 
It. \Vriting the .::ode for each of thesc 51eps ::mm scratch fm each application wastes 
Time. Furthermore. if programmers. e~"er neoo 10 cbange any of the details, they have til 
modify each application:. To minimize programming ,ime, a prognunmer can write the 
code once. place It in a p:roced~re, and simply ca!L the p:ocedure from each client pro
gram. 
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The fir~l ~tep {If de~igning a pnxcdure librnry i, aburaction: a pr0gnunmer must 
ioagl!le high-le.e} operations that >w1>U.ld make writing prugrams Mmpler, For exampi.e. 
all application programm:er might imagine two- procedure,; thaI handle the work: Gf dlo
c.rting and ,;onnecting a socket: 

a::d 

wckel '" ('onnecILDP( machine, senice i; 

It IS important m underHand {11m this is [!:Ji a pn~script:;:m fm the "righ:" ;;101 of 
ab\tnlctior,,<;, it merely giVe!> one pos~ib!e way to form 9.ch a;;eL The important idea 
IS: 

nU! procedural abstraaiof! ailow; progFomm .. n 10 define hi/?h-ievd 
o{U,alions, sf.ore code anum:; appiicatinn, .. , Ilnd n'duce the r~.£/.n<'es of 
TlUI-king mistakes with small details, Our uample pn.>cedur.es used 
l/lI'QURhou! liJI5 lexr m.erefy ilfli..I1r;)(E une possible appraarh; program
mRTS should jed /r,-e UJ chm.','<r their (ft"HI ab&lractlons. 

7.5 Implementation Of ConTe? 

Because both of lire propo;;ed procedures.. umnectTCP and c.rmnertUDP. need to 
allocate a socket and fill in basic infffi1llijlion, we cbo<;e to place all the low-level code 
in a tlIird procedure, con'lecnock, and to implement o,.-;{h h.,gber·level opernti~ as sim
ple calls. File cOIlTCP.cpp iIIuf.tratef. the concepl: 

!~ cm:TCP.cpp - <::onnec:tTCP */ 

SOCKE'! connectsock1coc.st char" const char *, canst char *); 

I·----------------~-------------------------------------------------------

• connectTCP - connect to a specified Tel> servi<:e on a specified hes!: 

._-----------------------------------------------------------------------
'; 

= 
cocnect'l'CP(const char *hosL canst cl'-.ar "sero-..-ice 1 

return con.'lecr;sockl host, service, "tcp"); 

) 



7.6 Implementation Of ConUDP 

File conUDP.cpp show;; how conl'!eCimck can be used 10 establish a connecled 
socket tltat ~ UDP. 

I ~ conl.'DP. c:pp - connect:UDP ~ I 

'include <winsock.h> 

/*------------------------------------------------------------------------
* oonnec:cUD<' - connect to a SpeCified tlDP serv:.ce on a specified t:ost 

*------------------------------------------------------------------------
"/ 

== 
connectLTI?(COlk.-t c.'lar "'host, canst. char *serv::'ce ) 

ret.urn connectsocklhost. service, .~. i; 
) 

7.7 A Procedure That Forms Connections 

Pro..r-edure conneClsoci contains all the code needed tv allocate .a socket and :OD
fleet it. The =ller ~pITifies whether III create a CDP ;;od;et or a TCP socket. 

I~ =>sod;. cpp - =ectsock "*' 

lIincLtde <stdlib.t> 
lIir..cbde <steio.h> 
4incl;.;de <string.I>.> 
jincl:lde <Winsock.w 

tifndaf I~"E 
1Idefi"" INADDfLNO!i::E Oxffffffff 

void errexit (CC!13t char" ... 1; 

J~------------------------------------------------------------------------

* connectSOCK - a:lccat.e & ~ect a socke~ using TCP or ~ 

~------------------------------------------------------------------------



'I =T 
connectsock{const char ·host, const char "'service, co:'ISt char *transport l 
( 

st::::uct hostent 

st--uct servent 
struct prot:oent 
struct SOClcaddr 

*phe; 

_I 
"WeI 
in sin; 

;. 
!" 
;. 
;, 

pointer tc host infonnatiOill entry * I 
pointer tc service infOJ:I!lation entry "! 
pointer to protOC<;ll L-lrortJation entry.! 
an Internet endpoint address *! 

S. typel I" soeke:: descriptor and Soclult type 

memset(ksin, 0, sizecf{sin)); 
s:.n.sL'1.....far.\ily ~ AF_INln'; 

/ * Map service name to port number *1 

if { pse = getaervbyname(service. transport} } 

sin.sir~rt " pse->s-PCrt; 
else if ( (sin.s~" ht.(:r.$!(u-.-sl".ort}at:oi{service))J == \) 

errex.it("ca.""1.'t get '"'iss\" service ent.ry\..'l", service}; 

IT< Map host name to IP address, all~ng for dotted deci."Tial "'/ 
if ( phe = gethcstbyname(hostJ ) 

memcv.l'i&sin.sin_addr. phe->1Laddr phe->h_length;; 

'I 

else if ( (sin.sln_addr.s_addr = inet_addr(hcstJ I == ~) 

errEXit("can't get \'%s\" host entry\n", host); 

'"" Map protocol r-""le to protOCO: number .. j 
if i (ppe = getprotobyr...ane(tran.sportj I = 0) 

errexit(~can't get \"%8\" protoco~ entry\o", transport); 

/* Use pro!:ocol to choose a secket type * f 
if (str~[transport, "udp") "'= Df 

~y-...e '" ~'I:; 
slse 

JW Allocate a socket */ 

s '" socket(PF_~~. type, ppe->p-Proto); 
if is "'''' INVALID_SCCKET) 

e..'"TeXit("car,'t create sock:et::: td\n", GetLastEr::-or\;); 

/"" COImeCt t..':Ie socket '" / 
if i=.ect(s, (s~rw::t sockacHr *;&sin, sizeo:!'(sin): = 

S~~; 

erreldt'·can t connect to 'S.\:I5: 'td\n" , host:, service, 



C-etLas::Error ()) ; 
return s,' 

) 

AI:hDUgh most sleps are slraigbtforwarc, a few details make the c.ode s.e-::m compli
cated. First, the C language permits cillllplex expressions. A~ a result. the expresswIlS 
jn !'nany of the coocition statements cootain a function call, an assignment, .lind a Cl.lm· 
parison. all on one lil'£. For example, the call to getpmtabyr.ame appears in an e>;pres-
SlL'fl that assigns the result to variable ppe, and then c[}mpares the resull fu O. If the 
va;ue returrred i~ zero (i.e .• an error occurred). the if statement executes a cal! to errexiI. 
Otherwise, the procedure continues exe.."Ution. Second, the code llseti two library pro

cedures defined by ANSI C, nrem5el and mf'ntCpy. Procedure melTlleI plac~ bytes of a 
g!ven value in II block of memory; it is the fa;test way to zero a large structure or array. 
Pn::x:~<lure mel11Cp}, copie> a block of b)[e~ from coe memo ... y location to anmher, re
gardless of the cor..tentst. Cor.necf5ock uses memser to fill the entire ;wckodd,. _In struc
ture with l..eroes, and [her. uses memcpy ro copy the byte:> of !he 'iCrver's IP addre~'5 iflto 
field j'in_add,.. Finally. c.mm,clsock ca1ls procedure connect to connect the !iOCket. I:' 
an error occurs, it caBs erre.xit. 

/" errex::. t . cpp - errexi ~ "! 

til'..c1ude <stdarg.h> 
.include <.Stdio.!p

jjinclude <.Stillib.h> 

IJinclu.de <winsoclt.:"I> 

/*------------------------------------------------------------------------
'" errexit - print an error message and exit 

~------------------------------------------------------------------------
'/ 

" "'V1\RARGSl " I 
void 

err_it [const crurr *fo:::m3.t. . .. 1 

) 

Vll.-Start(args, format; J 

"fprir:.tf (stderr, fcrrms.t, args); 

va....er.d(a.r:gs) ; 

WS1lCleanup 0 ; 

exit: (1) : 

tfUJ'l<tKrn £f«Pf u.rurtlt be ",>",,:1 ,,, ~'OJ'Y ,m IP aJdro"" "",cau>c IP addre",,,-, ClIn £<mlai..~ zero try_ which 

.VCpy mlerprets ill' nul oj <lri"S. 



Sec ,_, 

Errexit lakC"~ a variab:e number of argumenb, which ,t p~~s OIl to v!pr;ntf for 
ouq:mt. Errexil fultows the prim! conventiocs fOl" fornJatted outpl.lt. The first argument 
specifies how the 00IPUI should be formatCed; remaining arguments specify "alu~" to be 
printed according b) Ihe given format. Finally. arexiJ. caUs function WSACiclIImp tD 
reka,e ~y~lem socket re,ourc~s before e:l:iting. 

7.8 Using The Example Ubrary 

Once pwgrammers have s.elecred abstractioll$ and bOlll a library of procruuw;. 
they can evnstruct client applicatiolls. If the abstractinos have been selecle:l well, they 
make application programming simple and hide many of the delaib._ T(' illustrale ho ..... 
ow- example library wuIks., we will use it to conMruct e.1(fu-nple diem app:tkaticlls_ Be
cause the clients each acce:s~ ()IJe of tile s<1mdarrl TCPIlP scrvices, the} also serve to il
lustrate several of me simpler alJPiication prn\Ocoh_ 

7.9 The DAYTIME Service 

The TCPflP sJandards define an application protocol that allows a user 10 obtain 
(he date and time of day in a fOrnl~t fit for human consumption. The :;eni::e is offlciaJ
ly nmred lhe DAYTiME H~rdce. 

To acces~ the DA YTIl\i£ servi=. the user invokes a client application. The elien! 
Cotllacts a server to obtain tl1e information, IdKI !heo prints il. Although ,he standard 
doe;; no! specify the exact S}fttaJl. it suggests se'>'eral possble fonnals. For eXllIIplc. 
DAYTIME CQlJld supply a dale 1Il !he form: 

weekday. month day, year lime-timelOlle 

like 

ThurMlay, February 22, 1997 : 7;~7:43-EST 

The standard specifies that DAYTIME is a .. :ailable for both TC? and UDP. In both 
cases. it oper&es al protocol port 13_ 

The TCP ven.ioo of DA YTrME uses the preser.ce of a yep nmnectiw to trigger 
outpc:lt: as soon 8S Ii new connection arrives, :he server forms a ten string mat cootains 
the current date and time. ser.ds the st.>ing, and rnen doses the connocbon. ThIL<;, the 
clier:t need 1lO( send an) request at all. In fact, the standard specifies rna! the server 
mus< discil1d any <lata sen1 by the dient. 

TI:te UDP ver<;i()fi of DA YTLME requires the client to >end a request. A request 
consists {)f an arbitIary l..iDP datagram. WheneveJ a server recei ... -es a datagram, il for
mats the current date and lime, places the resulting string in an outgoing datagram, and 
sends it back 10 the client. Once it has sent a reply, the server di£cards the dalagram 
thai triggered the respoll5e. 



7.10 Imptementation Of A TCP Client For DAYTIME 

File TCPdtc.cpp cOlltain~ code for a TCP client thaI accesses the DA '{TIW£ se:-
vice. 

1* 'rCPdtc.cpp - rna1:., TC?daytime "I 

tinclude <stdlib.h:> 
tinclude <stdio.h> 
tL"lClude <wi=ock. h> 

void 
void 

TCPr.la.ytime (oonst char * const char '}; 

e=exit: (const char *, ... ); 
SOCKEr CQnr.ectTCP{cons:: char *, const. char *i; 

'de~ine Lnm.EN 

tde:ine WSVERS 

128 
t!AKE.'i«JRD i 2 , 0) 

I~------------------------------------------------------------------------
.. lUIoir. - TCP clien~ f= DAYTIME S;erVice 

~------------------------------------------------------------------------
./ 

in, 
main[int argc, char +argvr;) 

( 

"host ~ "localhost'; 
"'service ~ "daytime"; 

switch (arg<:; { 

case 1, 

case 3, 

case 2, 

default, 

host = "locaThost"; 

break; 

service ~ argv[2;: 
1 * FALL 'l'HROtJ3I'l r / 

:wst = argv[l] ; 

break; 

/" host to use :..! none supplied */ 

/" defaul:: ser .... ice port .. / 

fprint:t (stderr, ' . .mage, TCPda'z'time [l"".ost L:;ort]] \n"j ; 



) 

Impl&me""'''''''O, A TCP CE~"t Fa DA 'IiTIME 

if ~WSAStartup(Ws..."ERS, &wsadata) l= 0) 

errexit: (·WSAS"-..artLp failed\n' ~ I 
'I'CPdaytime (host- service); 

WSACleaJ'"--Up () 1 

return C; j" exit ~ / 

/*------------------------------------------------------------------------
"* 'OC?da."tiIne - invoke Daytime- on specif:'ed host and print regults 

*------------------------------------------------------------------------
'j 

veid 
TCt'daytime(const ella!- "host, c:or..st char *servicei 

( 

j' buffer 
;, socl<et 

f= ~ line 
descriptor SOC!':ET s; 

int eCl ;, r~ character o~, 

cc = recv(s, buf, L!~, 0); 

wh.ilel c:: !,. SOC'KET_ERFDR && CC :> 0; ( 

of ,~, " 
,; 
'j 

buf[cc] = '\0'; ;' ensure nul1-ternination ~I 

(void) ipucs(bui, s~~t); 
cc = r€cv(s, h.:.t. LINELm, 0); 

) 

closesocket (s); 

) 

Notice how w,j:.g conntx:TCP ,implifie!> tfl.:o code. Once a COrllk-'Ction ha~ Dtt.t. e;.
Clblished, DA llIME merely reads. input from the CDnn&U(ln and prints it, it~mting un· 
1iJ it detect~ an end "f fik cooditi{}rl. 

7.11 Reading From A Tep Connection 

The DA YTIME c.'l.ampk ilh.lWa.l.es :ill import<mt idea: TCP olftis <l ~treMn servlce 
that doc., :l0l ghllrdnlee to preserve recQrd boundaries_ In prnc:ice. the stream panidigm 
!}lears That TC? dcxL'upl-es the ;.ending and r~c.;,i"mg ,applicatiow. h);' example. sup
pose the ~~nding app!iea:.ion trMlo:fcrs 64 byte<. of data m a ~inglc u.lI. to :.",,01, followed 
by ";4 byt{'~ ir a "",COIld calL l"he r<;!{:ci>ing applic:nioll :nay receive all lZJ3 bytt:o in a 
~mgic ca.ll to UCl\ (T it may recei,,~ /() bytes ill we fir;" cali, 100 bytc_~ 1Il Ihe second 
calL and i8 byte;. i2 the third ;;alL Th.;: <l,-~r (,f b)'{c~ !'etumoo in a :'-111 J:epem:\s. on 



lhe size of datagrums in Ille I1I'lderlymg imernel, tile buffer 14laC"e available, .!!fld Ille de
lap encountered when crosslng the internet_ 

fJecowse liw Tep "tream sl'niu tk'1!5 not guarantee to dtiiva d4w III 
the sume bloch rr.m if wa.~ written, an app/icmion receiving dam 
from a Tep cO#1l1ection Ccl.'VlOi depend 011 all Jato. being delivered in 
(I single transfer; it mr.<sl repeatedly call recv until ail data hI ... been 
"btained. 

7.12 The TIME Service 

TCPIIP define<; a service that al!{)w .. olle machine to obtain the current date and 
ume of day from !mother. Officially named TIllIE, the serv:ce is qUlle simple: a elieT.! 
program exe;::utlllg on 0ltC machine sends a request to a server executing on another. 
'\Vhencver the serWf recei,.es a request, it obtains the current dale and \;mc of dav from 
lhe l(lcai operating system, encode; ~he infOflIUlti&1l 111 a slJmlJfd format, alld sel!d, ;, 
bact Ie tile chent ill a respuilSe. 

To ~v(lid the probkm, that OCL'ur jf the c:iellt and server reside HI differem 
timezone'i, Ine TIME protocol spel'ilies thill all lime and dale infonnatuJIl mast be 
rcprc.'Cllud in Uni<>er.mi Coordin4led Timet, abbrevialed [JCT ur UT Thus, a server 
conyert, from i:" local t'llk te universal time beJore sending a reply, and a client CiXl
verts frem ,milleJ1;a] time to its local time wilen the reply arrives. 

Unlike lhe DAYTIME ser\'ice. whIch is intended fO<" human users, the TIME ~er· 
"it:e is intended for use by pmgrams thai s!Ore or manipulate limes, The T1ME pmtoC(l! 
alway:> specifies time in a 32-bi. integer. reprcseT,ting <he Il:.lmber of ,;ec(>flds si'lce un 
Epoch daze. The TIME pHltocol uses midnight, January I. 1900, a~ its epoch. 

Using an integer Teprc>enta1.ion allo,,"":'; computers to transfer lime from one
lnac-hine \0 another quickly. withovt waiting 10 ennven il into a text string and hack in\1) 
an irueger_ Thus. (he TL"A£ 'ervice makes il pm;sible for {me computer to ~el i~s Ctme
of-riay dock from £he clock 0:1 another system. 

7.13 Accessing The TIME Service 

Clienls can use either TCP or UDP II) lh--cess the TIME ,en-ice at protocol port 37 
(tectmically. the standards define two separate servke~, one for UDP and one for TCP). 
A T!~£ server buill for TCP uses the presence of a coonecti-(ln to trigger output, much 
bke the DAYTIME ser"J.;;e discussed above, The diell! forms a TCP conne..-O:lOfI to a 
TIME slTI'er and WillIS to read ootput. When tire 'ien-er detects a new CGnneclloJt, it 
sends the currenl time encoded a;, an integer, and men doses. the connection, The client 
doe, not send any dala because the sen'er never reads from the connecttOCL 
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Clients can also access a TIME ,ervice with UDP. TD do ';0. a diem sends a re
quest, which CmlsiSlS of a slllgl~ datagram. The server doe£ lWI process the lrcomillg 
ealagram, except 10 e::mact the ...:ndeT's a:1dres, .and pr~oco;: pon ftllIllber for lI.'ie in a 
rep!:y The ~erver encodes {he curren! time as an integer, places it ill. a datagram. :mil 
~ends the datagram hade to the dient. 

7.14 Accurate Times And Network Delays 

Aithough the TIME servke accommodates difference.'> in titnezones, it does nOl: 
haltdle the problem of network latency. If it takes 3 second~ fl)!" a messllIge to tnwel 
from tile rena to the diem, me client will receive a lime that is 3 second, behmd that 

of the server. OtbeT. more complex protocols handle clock syncr-.ronizatiorL HDwevet. 
rhe TIME sen.·ice reITl<lins popular for three reasons. Pm!, TIME is e:o<tn:mel)' simple 
compared to clock synduon:.zatioo protocol;;. Second. most clients Cootacl sef'J~rs Q.!l a 
local area l'lelwrn-k. where network la!e!1Cy account5 f{lr only it few milhsecOfld~. Third. 
ex(ept when using pro!ram~ (hal use timestamp> TO control processing. human~ do no!: 
care if the ·docks on their computers differ by small amounts.. 

In cases where 1Il!:!re accllfacy I:!. requjred. il I!' possible lo impro .. e TIME Of nse an 
alt.:rn3tive protowl. The eas:i~t v,'-ay to improve the accuracy of TIME is 10 oomp\lte 
an approximation of network delay between the server and diem. and then add that ap
proxiL"mtion (0 the time value ilia: lhe server reports.. FOT e!tample. one way tu approxi
t1'..2te latency requires the client to compute the lime thai elap.>.e:> during the ro;:md trip 
from dient to seTYer and back. "The clJent a.ssume;;. equal delay in both d-.rections, and 
oh:.ain5 .an approximation for the nip hack by div,dicg the round trip time in balf. It 
a(hi~ the delay approximalion to the time of day that the £er.t-r rerurns.. 

7.15 A UOP Client For The TIME Service 

File UDPtime.cpp contains code that Implements a U:JP client fur the TIME seT-
VKe. 



Md . .oclude <.acdlib.h> 

finc~ude <stdio.h> 
.incLude <ti:ne.h> 
ttinctude <"Winsock.h> 

tdefine BaFSlZE 

4tdeiine WSVERS 

tdefine WINEI02R 

ltdefine MSG 

64 

~(2. 0) 

2208989800 

·..mat time is it?\n" 

SOCi'r!' cormectUIJP{const char .", const cha;:' *}; 

errexit{const char *, ... J; 

-, 

/*------------------------------------------------------------------------
* main - UDP client f~ ':'IME service chat prir.ts the resultil"'..g ti!f>.e 

*-------------------------------------------------------------------------, 
in, 

"""in,in': argc, cbar *argv[J J 
{ ,- 00.' '0 =e " ~ supplied 

*se~ce : ~time~; 

-, 
n' . 

iiSADAI'A wsadata; 

switch l=gc) { 
caSe 1: 

case 3: 

case 2: 

defaUlt: 

host = "loca:bost'; 

serv:'ce ,. argv[2J; 

/, FAIL THP.CUGH *! 

host = ar<;!Vil;, 

meak: 

/-

/' ,. , ,-

default service 
_. 

32-bit L'lt-eqer '0 he'd 
=eke, des-:::riptor 

r= ==, 

fprir,tf{stOerr, 'usage: UDFtime [host [port.J~\..'l·I' 

exit(!], 

} 

::1me 

-, 
" " -, 
"/ 

"' 
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} 

A UDP Client For 111<" TIME S~;';e 

if f~t.art.YpiWSVERS, &wliadatall 
errexlt( "WSAStartup failed\n"): 

(void) send(s, K$G, strleniMSG}, 0): 

/* Read the time ., J 

n'" reeves, (char "jo.now, sizeof(ru:J\ti}, v}; 

if (n = SOCKE':.'....ERJ!,ORl 

errexit~'recv failed: r=v{) err= %d\n~, GetLas'CError()i! 

WSAClea.ni4>-{ I ; 
nOOo' = ntoh1({v.....long)now-l; 

now -'" wmE?OC'R,-

printf \"%s'. ct=-e (&now)) ; 

retu.."'7'. 0; /" exit */ 

i~ p.;.t in host byte order 

The example code contacts the TIME service by :>ending a dabgram. It iTh::n calls 
ren- to wait for a reply and extract the time value from it. Once UDPtime has cbtairu.:d 
L1.e time, it must conven Ihe .ime into a form suitable for the local machine. First, it 
uses mohf to ronVefi me 32-bit \"alue {a long in C) from network standard byte orde< 
iot<; the local host byte order. Second, UDPrime must convert to the machine's local 

representation. The e!(ample code is desiglted for Window~. Like the internee prom
cols, Window;;, represents time in a 3Z-bit integer and interprets the integer 10 be a cocO! 
cf secom:Js. Unlike the Internet, however, Windows assumes an epoch date of January 
1, 197Q. Thus. to convert from the TI~1E protocol epoch 10 the Wmdows epoch. lhe 
clienl mu~t suhtra::t the number of ~ond$ between January 1. 1900 and JarntaI) 1, 
1970. The example code llseS the conveJ"Sion value n089888(}(), Ooce {be time has 
been converted to a repre!>entation compatible with that of the local ma.:hine. UDPtrme 
can invclu- the library procedure ctimet, which convens the value into a human read
abk fonn for oU/put. 

7.16 The ECHO Service 

TCPflP standards specify an ECHO service for both UDP and TCP prolocols. AI 
first glance, ECHO &efVices seen: almru;1 usele'>S beeau:re an ECHO rerver merely re
turns all the data il receives from a client. Despite their simplicity. ECHO serv;res are 
lmportan tools that network malll\gers use lO !eSt reachabiiily, debug protocol software, 
and identify routing problems. 

_ Under WmdGws. aim" ""';] act corFi'= the c<me;1 k>o;<Ol 11me ",,\e,&.lIe V.S-OOS e~Vl"''''''''''' v"flabk 
TZ '" <el t" ,toe <:C>rreCt I;"""""",, 



The TCP ECHO senrice 5pecifie~ that a leTVef mnst accejX mroming o:mneClton 
requests, read data fr-om !he <:onoec:ion, and write me data back over the cOIllec{ion un
til the client terminates the transfer. Meanwhile. the client sern;ls input and then reads it 

"'de 

7.17 A TCP Client For The ECHO Service 

File TCPecho.cpp wntains a simple client for the ECHO service. 

/* 'lCPec!lo.cpp - main, TC?echo "/ 

.ir-C1ude <l!tdlib.h> 

.include <s'Cdio.x. 
finclude <string.h> 

*include <Winsock.h> 

void 't'CPechaieonst char "', const char I): 

void e=eri t i const char ,., ___ ) ; 

SOCKf!:l' connect'l'CP{const clJar ~, const char *).' 

-tdefine :'nmLEN 

tdefine WSVERS 

f*------------------------------------------~-----------------------------
,. Ill!lin - TCP client for D'2HO service 

*------------------------------------------------------------------------
"' =id 

llIiI.L"'"l.(int argc, char "'argv:J) 
( 

"host" 'loea1hoBt", 

char ·service " "echo", 
WSADATA ~8d~t~, 

switch {arge) { 

case 1, 

case 3, 

case 2, 

host " "localhost"; 
break; 

service '" argv[2J; 
,'* FA:.L 'lHRCU:E *1 

oost "" arqv[lJ 1 

/* hos':: to use if nane supplied * / 
/'" default service na:ne ,; 



} 

defaul~! 

fprintf(Et&:!r,,-, 'usage, TCPecho (host [port:J\n~l; 

exitll) ; 

if iWSAStartup(h1NERS. &wsada':a) != 0) 

e=exi':. (~ASAStartup failed\n·); 

TCPecno(host, service); 

WSAClear.uplJ; 
exit{O}; 

') ] 

/*------------------------------------------------------------------------
7 'ICPechc _ send input to ECHO serv-,-= -on specified host and print reply 

*------------------------------------------------------------------------., 
void 

TCPectlcicar,st ~ *l"..ost, oor.st char ·service) 

, 

char buf [LINELEN"l,; I'" buffer for one line of text ~,-

so::KE'T is; ,.. socket descriptor • j 

:.nt cc. cutehars. L'1ebars; I'" cha=acters ,COWlts .. / 

is = ccnnectTCP(host, s~fice); 

while {fgetsi.l7.il, si:wo:f(buf). stdin)) { 
IAi.f [LINELEN] = '\1)'; 1* enaure line null-teDlir.ation "/ 

outchars = sulenlbufl; 
1'."'Oid) send!s, but. outchars, I); 

/* read it back "j 

for (inchars '" 0; inchars < outchars; inchars .. = eel ( 

, 

ec = rec-.r(s, Iiobuf[inchars], outcr.ars-inclJars. OJ; 

if: {cc = SOC'l':E'T.-E:RRORi 
errexit ("socket recv failed' %d\n", 

GetI...astError ( ) ) ; 

il;:uts(buf. stdou~); 



After opening a connection. TCPecho enters a loop that repeatedly reads one line 
of input, sends the lim across the Tep connection to the ECHO server, reads it back 
again. and prints It. After ill inpllt lines have been seru to- the server. received back, 
.and printed suecessfuU)', the client exits. 

7.18 A UDP Client For The ECHO Service 

File UDPedw.cpp shov.'S how a chern uses UDP to acoess an ECHO .service. 

/" DDPecho.cpp - main, UDPecho */ 

.include <s~dlib.h> 

.include <stdio.h> 

.include <string.h> 

.:"nclude <win8ock.h> 

vo:.d UDPeclloiconst char *, canst cl:'..ar *); 

vol.d errexit(const char ., ... ); 
9X1<E1 connectlJDP (-cor.st char ". const char *); 

na 
WOO'W1RD{2, OJ 

/*------------------------------------------------------------------------
.. main - IDP client for ~ service 

*------------------------------------------------------------------------
" 

void 
::oo.inliLt argc, char *argv[]} 

{ 

char *host = 'localhost~; 

char "'service = ~-echo'; 

WSADATA wsadat:a; 

switch largel { 
case 1, 

CaEe. :>, 

case 2: 

break;-

$erne;;, '" a..""gV[2jr 

/ .. FALL'IH!'K03H *; 

host = argv[l] 1 



, 

A UDPC!.iem For The ECHOServ,ce 

default, 

) 

fpd.ntf{stderr, 'usage: UDPecllO [host !p:;>rtJJ\n~); 

exi~(l}; 

if (WSAStartup(WS'VERS, &wsadataj j 

errexit {nWSAStarelp failed\!".·!; 

tlDPed!o (host , servi<;ej; 

WSACl-eanup( I ; 

ed:;; !{l}; 

l~--~~~~~-~---------------------------~-~~~-~--------------------------~-~ 

* UDPec:bo - !fend i~t to ECHO service =- !fpec:.fied ho:st and p",int reply 

*---~--------------------------------------------------------------------

"I 
' .. o~d 
'ODPecho(const char *host. =onst char "service) , 

, 

buf[LINELEN+l] ; /* ·ouffer for one line 0::: text 0/ 

/* socket descriptor ~I 
/* read =t*/ 

s = CQ~ctUDP(r~t. service); 

whi~e {fgets(1:l;:f, sizeof (buf) , stdi-:l) l , 

} 

bI:::[LlNELENl = '\0'; i" ensure rrul1-teonina~ai */ 

nchars '" strlen(bufj; 
(void) send(s, buf, nchars, 0); 

if irec-. .-ls, bu::. nchars, DJ < 0: 
errexit(nr=v failed, error %d\I1", 

GetlastError n ) ; 
iputs (but, stdoutl; 

The elample UDP ECHO client follows the :nffit generdl algorililtll as the TCP 
>er~io."l. It repeatedly read, a Jirtt vf input, ~nd& I, 10 the server, read!> il back from the 
'OeTVCT and priIl'~ it- The bigge.t difference betv.'iOe1l the UDP and TCP ven;i{JDS lies in 
how they treat data receilled from the serva. Because UDP J~ datagram-ori,::oled the 
diem treats an inpuT line ~ a uflir and places each ill a single ds~ram. Sililllarly. the 
ECHO seeyer receives and return {;omplete datagram,,_ Thus, while the TCP diem 
naris .!lcvming data as " stream of by-Ie,.. the UDP client either fel:eivei an enlire line 
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back from :he 'lC,yer or re.;eiyc~ none of i:; edCl call 10 reel' n:turns the emire line U/l
Ie" all errDr ha~ oc-.'urred. 

7.19 Summary 

Pro&ram~rr. Ibe the prot;edural abstr<ICtion to keep program~ [iexlble and t'a,y to 
ma'ntain. to hide dem.i:s, and to make it easy w port pmgrams 10 nevI computerr.. Once 
a pmgr:Hnmer write.>; nIX! debug~ a proced.t!re, he or she place<; It in a Ilhr3ry where it 
can "ex: reused in many progrnms ea:.il)" A library of procedure, is e;pecI!llIy i;nporw • ."'11 
for pr"gr ... m~ tllat use TCPiJP he~!luse they uften operate 1m multiple compulefS. 

Thi~ chapter prc,cnt~ an example library of procedure, used to creale diem 
,;{llhniC. The primary proceUcTes in our library, COfflll!clTCP and nJllfit.'rIUDP. make it 
e<l~y «l allocate and connect a socket tD a spe<:ified. service un a ~pecified host. 

The chaplet" pre~enb; VAlllpie~ of a few ciient appiicaTl.Om. Each cxn:npk <.:OTllaill;' 
the cooe for a complete C program that impleF.terrt~ J; standard applicalion protocol: 
0"> ),TIME (used Ie obtain and print the time of day in a hurrulfi-rcadahle fc-rma!" 
TiYfE (ust:d to ohtam ;he time in 32-bit integer ,-Offil), and ECHO (u;.cd ro test network 
CDnn<<:li;.cityj. Tilt eXilIlple code ~ow~ how a library of procedures. hid:e~ marry Df the 
dD:alis as:.ociated with wcket allocation and makes it easier to write client softv.orre. 

FOR FURTHER STUDY 

The application protocols ce.scrihed here .are each part of the Tep/IP slandar..i. 
Pc~{d IRFC 867j C(mtalfls the ,tandard for the DA YTTME protocol, Postel and Harren
,"ien JRFC &681 contains the stondard for the TIME prmoeol, and Postel LRF"C 862l 
("onlall" the standanl for the ECHO promcoL Mills IRFC 1305] specifie~ version J of 
the Nct",'Ork Time Protocol, NTP. 

EXERCISES 

7.1 U""' proyam rCP<1l(" to ,",:'Illac[ ;.er'tel"!'. OIl several rnacbines. How does eacll fcrmat the 
,ime aOO dale: 

7.2 The lnrernet standard repres.em>o lime in a 32-bit inreger Ih~L give:;; X'C(lnds paSI tt,e epoch. 
:nidmgbt January L 19011 So:ne systems "'present lirne in II 32-bit wiegel" !.hat meJ.lStiJ"l-'"S 
secoods. bllt use Jwwry 1. 1970 as the epocl"l. WlIat is me ma:\.lmum dare and :irne that 

can be represeflled in eacl"l scheme? 

7.J Improve the TIME erie!:1 SO:1 "heck.' the date received to v:rify {bat 11'S g.-e.nef than Jal1ll
ary 1, 1'197 {or some orner dale you blow :-0 be tn (he recenl pas!.), 



7.4 Modif;- the TIME diem 50 it ;::ornpures E. the time that elapses between ""hen it serui, tl:c 
reque~ and when it receive,; a cespon>e, Add one-half £ to the time the sene.- >.ends. 

7.5 Build ~ TIME cli~Ilj 1M corciacis two TLME 5ef"\'ers. and repo.;n:~ th~ differences between 
6e Ilmes tlley retw.rL 

7.6 upJa!ll Irov. dead!<x:k Can occur if a pregralr.mu c.'Jangea tile "ne ~i"e in the TCP ECHO 
diem :0 be arbitITJiIy I~rge (e_g .• 20.0(0). 

7.7 The ECHO ehents p!eSe!lted tn tlr", chapter 00 not verify that the text t~y receive I>a;;k 
f:um '-"" ,'One.- matches the lut Ilrey >em. M;xlify mem to verify the data received 

7.8 The ECHO client' prerented in tlr:s chap«:r do nOl: CQUnl the .;:lrarac\e,-,; >ellj "-'f received, 
Wlrat happens if ~ server illC<mectly selld~ Olle addiliollal char:!!:ter back tl!at the diem did 
not 'leI'.d-> 

7.9 The uample ECHO dients ill Ihis chap",," do nOI """ shlltd" .. n. E:.pJ.ain IrOl" Ihe II;':: of 
si--utd".."n em, imfYove -client. perform!ll1C£. 

7.10 ReWT'_~ the code on UDP"cho-xpp so ,: Int~ re""lrabillly by genemlieg a message, >ending 
i:. and timing the reply I: t1e reply does no( an:"e '" :, seconds, declare tire de~tinllio!l 
tOM W ~ uncel!Clrahle. Be hl1re to relrfllUrnit the- ~quesl at leasl ollre ill case the In"'met 
t"Pfl"m. to lose- a dalagmn 

7.n Rewnu: the cude 111 UDPecit".c{'?~" it L=~je> and st'nds a new mes;;!gc once per S~<"Oll;j, 
chech replies 10 be sure they m,,{cl\ trli."lSmiS~IOIl~. and 'el'o:1s only the mund Inp hill(; f{'r 
cactt reply ,",'ithou! pri"ting (he c<"'Ie"L~ of lhe !T!eSsage lIself. 

7.12 E"plan wlrat haP?"n, 10 UDPedw wher. the underlying network: duphc;!te.~ a "'que>! ~"nt 
from the chell! to (he- server. duplicate" a re~ponse sel11. frcm IIrf Sl!l""Cf to the cilent, I~, " 
request ;;ern f:-om the chent to lr.e seTV-<'f. Of lose, a response ,;.em from !he ser"er to tte 
d,elli. Modify tlt£ wde to ha.,dk ell;;h of the"" rmt:lem~. 
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Algorithms And Issues In 
Server Software Design 

8.1 Introduction 

Thi" cllaptef i."<Jn~iders the design (ll >.erVer oof.ware. It di'>Cu~5eS fundamerualls· 
sue~. Including: connectior.Jess 1');. conncdion-orienred server lICC~:>' sta1ele~<; vs. stale
ful applications, and lteralive V5. CCRcurrent server implementations. It describe> (he 
,,-dv:;n:age~ of <lach approach. and gives cJul.mples of s.iruations in wftlch 1!1e app:rruu:h ;, 
\'alid. Later chapters itlustrale the C<)ncept~ by showing complete server p!O~rams (hat 
each i:nplement one of the basic design ideas. 

8.2 The Conceptual Server Algorithm 

Conceptually. each server follows a simple algorithm: it creare& 11 socket and binds 
the ~ocket 10 the "~tell-known port at wlUch it desires w receiv.;: requel....,. It tben eaten; 
lift infinite loop in which it accepts Ihe next rcques~ that arrives from a dienl, proce~!;C~ 
the request. fonnulates a reply, and £ends the reply back to the cHeoL 

Lnfortunately. this unsopniSl1cafed, CL'Il<:epwaJ a!goriIhm suffi<:es only for the :nOS! 
trivial ~ervil.'es, To undentarnJ why, ccms.ider a !>ervice like :ile transler that rel:pire~ 
wb~Ilm!ial tim.;: 10 bandle each :equest. Sappos.e the ficst client [0 cootact the ~rver re
que$ts th,e traru;fcr of a giant file (e.g., 20[1 megabytes), while the second client 10 CO[1-

Ille: ,he .<;crver request;; tl'..e tran~fer of a trivially Mllall file {e.g., 20 bytes;_ If the server 
Walts until the fiThi :ransfer comple;e;. before starting the se\'Ond tran,,[er, th .... ~oonc: 
dient may wait an UlIre<lsonabk amount of time for a smail transfer. The sttcod u;;er 



"I(1uld elt~1 a small request to be handled imrnedial~ly. Mo~t p!<Ktk<ll serve~ do han
dl¢ small request:\. quiekly, because they handle more than one request at 11 time. 

8.3 Concurrent Vs. fterative Servers 

We use the :enn j(eraJive server to describe 11 server nnplementation that processes 
Olle request at a time, and me tenn concurrent server to describe a server tnat handles 
n:ultiple requests at ODe time. Although most COOCUJTent server;: achieve apparern '00-
CU1rency, we will see that a CooctilT-ent implementation may not be required - it depau1.~ 
on the applicatioo pre-toeo!. In particular. if a serrer perfonns small lIllIountS of pro
ce..~ing relative ro tile amount of I/O it performs.. it may be possible to implemenl the 
server as a ~ingle thread that uses Hogyochmnous UO t:J allow smrultaneOlll' use of multi· 
pie communicatiun cl:anru:l~. From a client's pen<pp-ctive, the server appears to com· 
lr.unica1e with multiple dients concurrentl)'~ The point is: 

~ term concurrellt server rtifers to whether the server handles multi· 
pie requests COftCW'Temiy, fWI to whether the underlying implemenla· 
tiOll use.!' muhipl .. concurrem procesus or threads. 

In general, COJlCUI'teJlt servers. are moK difficult 10 d~ign i!Ild build, ;md the result
ing code is more comple)( and ditrlwtt 10 modify. Mmt programmers choose con
eu:retll server implementations, however, becallse iterati\e serven cause um:eces..ary 
delays in distributed ..pplkatiom; and can become a perfonnance bottlemxk that affects 
many dient applications.. We can S~tI'.marite: 

lteralil.'e $uwr impienumUJtMns, which are easier ro blfild GIld Wlder
star.d, may resull in fHX'T perfomwnce Uecause they 1'I'IIfke clients wmt 
fOT 5I!rvl'ce. In contrasT. concurnmJ sener implementations, which are 

mtJ,e difficult 10 design mw builii, yield bener rerjornllJJ'lCe. 

8A Connection-Oriented Vs. Connectionless Access 

The issue or co~vlty centers around the tf'amport prut()C'ffi that Ii client uses to 
access.a server. In the TCPIIP protocof suite. TCP provides a connecrion-oriel1led tran. 
sport senice, while UDP provides a connedionks! service. TIutS, servers that use TCP 
are, by definition, cOl/M("tUm-Qrien,ud servers, while those IDa( use UDP are Conn€C
tiUllus sen'er,rt_ 

Al:hough we apply the termif\<)logy to SeTVers, it would be more accurate if we res
tricted it to application protorols. because me cMice ~tween eonnectionless ruld 
oonnection-oOenled implementations depend~ on the application protocol. An applica. 
uoo proroooi designed to !£'ie a connection-uriented' uansport ;;ervice may perfonn in
correctly or ;neff~iently when using a conneclionles$ ttansport proroc:oL To summar
ize: 

tn.. oocl<d: irnerfioce does pmliil an appli, .. = to ro<mfff a UDP socie! Ie a remole endp;>inl. hu! pr.oc
"-C~l ~ do not do w. tmd UDP , .. 1101 .. CG<lK<:ti<><>-<>ri=<l pro;ocol_ 



When comidering the ;;uiV(lJ1fCl81H and dimdvamages 0/ various serW!r 
impkmetUa1wn slraugies. the designer musr rempmbcr toot /hE appli
calion protocol /l.ud may reMTia some or all of the clwices. 

8.5 Connection-Oriented Servers 

,m 

The chief advantage of a connection-Qrientro approach lie$ ill ease of pr0gram

ming. In particular. because the transport protocol handies packet loss and oU[-of-(lr;jel" 
delivery probJems automatically. the server need not worry about them. Instead, a 
connection-oriented seITer m3ltagtlS and U;;f:5 connecrWl's. It accepts an incoming con
nection from a clieM, and thefl sends all COllnDlmication aCI{)f,S the COOnOC(lofl. It re
ceives requests from the clienl and sends replies. Finally, the sen-er clo:ses 1he connec
lion after it completeS tile interaction. 

Whik a connection remains open. TCP provides all the n~<kd rdiahilily. It re
ttansmits lost data. verifIes that daLl arrives without transmission erTOl5, and reonias in
coming ~ket~ 35 necessary. Whefl a client sends a request, TCP eimer delivers ,I reli
ably or informs the client that the COllnel;tion has been bmken. Similarly. the 5e1"'JeJ can 
depend Of. TCP 10 deliver response:!' or infunn it !hilt the connection has broken. 

Com:ectioo-oriented sefVfiS al;o have disadvantages. G:mne«ioo-oriellled desigm 
require a separate socket fur each coIDlOCtion, while conn&1ioniess designs penni! corn
munlcation with multiple bost~ from a &Ingle wckeL Socket aiiocJ!tion and the resulting 
connection management can be especially irnponant in a server that must run fore\l~ 
without exhausting resources Foc trivial applicatlon~, the overllead of the 3->!.<lY 
hand5bake used to establish and cerminate a connection makes TCP exp!:ru;ive compareil 
to UDP. Tbe most imporumt disadvanlage arises because TCP does 00\ send any pack
ets acrOlSS an idie .::ooneetion. Suppose a client establishes a connection 10 a server, ex
changes a request and a :esponse, and then crashes. Because the client hall crashed. it 
will never send further requests. However, because the $&'V~ ha~ already responded {{! 

all requestS received so fur, it 'kill never:>end more data to tho: client. The problem with 
su.::h a situation lies in resource use: the server has -data saw:;wres (including buffer
space) allocated for the connection and these resources cannot be reclaimed. Remember 
that a server must be de1igned to run forever. If clients crash repelltedly, the server will 
run out of reSQUI'Ces (e.g., 5OCket~, buffer space, TCP connec1kms) and cease to operate. 

8.6 Connectionless Servers 

Conr£ctiooiess servers also have advantages and disadvantages. V.'hite conneClioft
less servffS do not suffer from the problem of resource depletion, they cannot depend 
on L.'le undet1yiog transport for reliable delivery. One side or the other must take 
responsibility for reliable delivery. UsualJy, dienrs lake responsibility for retransmitting 



req~sts if no response amve..>. Ii the server needs 10 divide its response into muJtiple 
dat:'. pru.:kets, it may need to i;nplement a ret\;iJI;smissiot: mechanism as "'"eLI. 

Achieving reliability thmugh dmeout.and retransmission call be extremely diffl<;ult. 
In fact, it re.qllires COfIsJderable expeI'tise Vi protocol design. Because TCPIIP operates 
in an internet environment where end-to-end de~ cbange quickly, using fixed values 
for timeout does not work. Many programmers learn this iesSOD the hard way when 
they move their applications from local area net"\\'Orks (which have sma1I delays wi:h 
little variation) to wider area internets (v.·hlch have large de:ays wilh greater vanaI.Wl:). 
To accommodate an jmcmet environment, dre retmnsmisslO1"1 strategy must be adaptive. 
Thus, appncalions mus.! implement a retrnnsmission screme m; compleJ; as the one used 
in TCP. A~ a result, rnwice programmers are encouraged to use ronnectioo-oriented 
transport 

BecallM' f.JDP MdtS not w.pply relicJblP delivery, conrt«<:fitmltss uan
spon r<quire'> ;he applicaJion pmtocol to provide reliability, if rwed
~d, Through a complex, sophisticated redmiqu .. ~ a!" adapt/I)" re
!rammissUm. Adding ruia.ptiw retnm.wnssion 10 an existing appur:a
lion i~ diffICult a".d requires considerable expertise. 

Aooilier consideratiQfl ill choosing cotmectionles~ vs. connectivn-miemed design 
fQCllse5 en whether tile sef"ice requires broadcast or mt:lticaM communication. Because 
Tep offers pnint-t<}-point communication, it cannot supply broadUist or mul~ica~1 com
mwucalion; such services require UDP. Thu~ any server that accepb o:r responds 10 
multicast communKil.tion must be connectioofess. In practice, most site!. try to avoid 
broadcasting whenever possible; none of the standacl TCPI1P app'.icat;QO protocols 
C\Irrently require multicas!. However, future applicanons (especially those that deliver 
audio or \'ideo to a Jarge set of users) may depend more on multica~t. 

8.7 Failure, Re4iability. And Statelessness 

As Chapter 2 illites. info:matiofl thal. a s.erver maintains about the status of Q1going 
interactions WIth. dlents is called state lriformatior!. Servers that do not keep any Slate 
ini<:lfmatiofl are called '>tateiess 5eI"Yen, while those that maintairL stale infonnation are 
called slDlejUl servers. 

The i~sue of ,1alelehne,; arise.:> from a need te e.a;ure reliability, e-;)Jfcmll) when 
using counection!ess transport Remember th!iil in an internet, messages can be duplicat
ed, delayed. lost, or delivcred out of orncr. If the trans;xnt protocol <:IDe~ uo{ guacante.e 
reliable delivery, and UDP does no:, me applicaton profOCol must be deS1gned TO eJl

sure it. Furtbermme. the server implementation muS! he ilixle carefutly so it dres Flot 
introduce state depl:I1dencies (and incfficicnciel» unimei:lionally. 
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8.8 Optimizing Stateless Servers 

To undentand the ;;ubtleties :nvohed in optiullzatiun, commie:- a cunnediurue;o, 
server t!Jar allo,","s ctient~ to read in:{}nnalion from flies ,WIed 011 th~ server', comput~r, 
To keep the pmtocol s:atcie." ... , tile de~igllCr rcqllife~ each client request lI) ,~pecify a fil~ 
name, a position in the file, and the nuwber of hytes to read. The mO$\ straightforward 
SCf'.'er lfltplementatlOn handie~ each reql1esl independern:ly: :t opens. the specified file. 
o;eck~ to the specified POs.:tiOll, reads the specified number of bytes, sends the irIforffi<l
lion bock :0 the client,. and tben closes the fik. 

A dever programmer assigned to I',rite a server oiJ,;erves lhal: (lJ} the <)verhead of 
opening and cliJSir.g files is high. (2) the client ... IbIng this server may read u»ly a dm:en 
bytes in each request,. and (3) C!1elltS telld m read files sequcmially_ FurtheffilOTC, me 
progl1ur.mer kllOw~ :mn~ experience that the sefV(lT ;;an ext;act data fmm 11 buffer in 
merr:ory 3everai orders of magnitude faster than it l:an read data from' a disk. So, to op
llmize server performance, the programmer decides to mal:Jtain a small table of file in
fofmation as- f"i~& f shows, 

Table of mfoTmatlcn 
about ftlM cUents are using . 

hash{ IF addr, port) 
, 

Flienama;,X 
Offset: .512-L 
Buffer pointer: 

, 
Buffer for file X 

Filename: Y starting at byte 512 
Offset: 1024 
Buffer pointer: 

Buffer for tile V 
starting at byte 1024 

Figaro 8.1 A table of l]forllllitlOIl kep:"Io impnwe "",we< peITunr.u.ce. The 
server uses the dien(s IP llddres~ ;;nd pmtG;ol pon 1lll.'Ilhcr m 
;,nd an entry, Th1, 0pi:imizanoll m!roduccs 'st.<lle illfunrul(lOIl. 
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The PfO.Ilramrne, uses the client's IP address and protocol port munber as an index 

into !he table, and arranges for ea.:h table entry 10 COIlIafn a poinrer to a large buffer vf 
data from the me being read. When a client i:;.;;ues. its first 11:!qnes\, the server searches 
the table and fmds thal it lias no record of the client. it allocate~ a large buffer to hold 
d<tta from the file, allocates a new table emry to point to the buffer, Qj.>eflS the specified 
file, and reads data iRlo the buffer. It then copies inf:mnation out of the buffer when 
fonning a reply. The next ti:ne a request arri~ from the same client, the server find:> 
the marching entry in the table, follows the poUuer to the bbffer, and extracts da:a from 
it v;ithoot opening the iile. If a client reads an entire file, the server iiealiocctes the 
buffer and the table entry, making the rerourees avaitable for use by another cliet:!. 

Of course, our clever programmer builds the software carefully ;0 that it cbech 
the offi;el: specified in a request to ens.ure that the :equested data resides in the buffer. If 
!he data is not available, the program must read data from the file into the buffer. The 
sen'er also compares the file specified in a request with the file name in the table entry 
to .emy lhaf: the client is still us.ing the same file as me previous request. 

[f the clientl; foilow the assumptions Ii~ above and the programmer i$ careful, 
adding large file buffers and a simple table to the ser.er can improve its performance 
dramaticaUy. Funbermore, l.mder me asSwnpriOIlS given. the optimized version of me 
server will perfDnll al least a~ fast as the original vefl>ion because the server spend; little 
time maintaining the data structures comparni to the time reqUired to re.ad hum a di.'.k. 
Thus, the optimization seems to improve perfonIl2DCe witbOliI any penalty. 

Adding IRe proposed table changes the server in a subtJe way, however, bet:amse it 
introduces state infonTIa::ion. Of course, stall! infurmation chosen carelessly could mtru
duce errors in the way tile server responds. For elUUIlple, if the serve! used the client's 
IP address and pn:ltOcol port number lG find the huffer without checlciug the file naml! 
or file offset jn the request, dul'lkate or oot-of-otder requests could cause me server to 
return incorrect dam. But remember we said that the p:ugmrnmer who designed the op
tiamed Vets.ion was clever ar.d programmed the server to check tire file nan-,e and offse~ 
in each request. just in "ase the network duplicates or dro~ a request O£ I1le dient de
cide§ to read from a ne"" me instead nf reading sequer:tially from the old file. '?ltus, it 
rnav seem that the addition cf state information does not change the way the seP,"er re
plies. In fact, if the programmer is careful, the protoco; will remain correct_ If so, what 
harm can the state information do'} 

Unfmtunately, eVeII II sClaIl amollIlt of ila1e informatio:l can canse II ser<er to per
form badly when machine!;, dient p!"ogrnms. or networks fail. To understand lk1Jy. COI\

sider wll3l happens if or.1i! Qf the C'ient programs fails {;.e., crashes) and must be restart
ed. Chances are high that the client will asl tor an arbitrary pmtocol: pori number aDd 
CDr will assign a new protocol port number diffnent from the one assigned for earlier 
requests. When tbe server reccives II requeit from the client, it cannot know that the 
client has crashed and restarted. so it allocates a new buffa for the file and a new slot 
in the table. Consequendy, it cannot know that the old table entry the cHent \\'a.s using 
should be removed. If the server does not remove old entries, it will eventually run out 
of table slots. 
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11 ro.:} \>eem that Icsving an idle table entry around does. r.of cause any prohlem a;; 

long a5 the >e["cr chooses an entry It> delete whcr. it Ilc<!ds a nt'''" one. For example, the 
server might choose to delete the lro,q r~Cf'Jl/ly used (LRU:. eony. much like the LRlJ 
page replacement ~tf3tegy used in many VIrtual memory ~)'Mem~. However. in a net
work where multiple dients access a single server, fr«pent crashes can came one client 
to dominate ilie table by flUmg il with entrie_~ Hm wi:! mo,-eo be reused. in the worst 
cru.c, each request that arrives cau<;cs me server to dekle ar. entry and reu~e il- If one 
diem Cf1l~es and reboots frequently enough, It can cause t.'lC server to remove enlries 
for legitimate clients. Thus, the ~erver expends more effort managing {he lable and 
buffers man it does answering req"e.~tst. 

The important point here is that: 

A progrnmm,er must be t'xtremdv caref .. ; whf''!' opfirnizillg Q stateieu 
server because matU<gin~ small <1m"ullls: of state information cali con-. . 

,~wne rf'$UlUCes: if cllt'fl1.~ ~n1.fh arui .. envOi frequently ay {f (he um1er

lying lft' .... ,o .. k ddp[icafe.~ (J de/a:;,." meHa~es. 

8_9 Four Basic Types Of Servers 

Sen,eTh ClUl be jlerauve or COflCUrrt'ot. and Cg,.., use connectlOn-orierued trnnsjXln or 
conneclio"less tran~port. Figure 8.2 shows lru.l lhese properties group servers into four 
general c:uegoriel\ 

iterative 
connectionless 

concurrent 
connectlonless 

iterative 
connection-oriented 

con ..... ent 
connectlon-oriented 

Fign ... &.2 The four genera: server <:>ltegori"" defined by whether they Glfcr 
concurrencj ana wllelhe<" tlley !.IS:: ronnoctiol1-micll1crl rrnmpOf'.. 
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8.10 Request Processing Time 

In general, Ilemo,,';: ;;ervITS wffk-e only roc the most trivial appllcatioJ: pwtocol> 
becID.ISC mey make each client walt in tu.'11. The te~l of whether iirt iterative implemer
talion will sufflCe focuses on me respome time needed. which can be rnca~ured ;[}CaIJy 
or globally_ 

"Ve define me server's requ£s1 processillg lime In be the total time the server tak"" 
to handle 11 single isolatd request,.and we define :he cl:enC& observed resplmse lime a'> 
the Ifltai dday betl'k."en the time i: sends a request and Ihe lime the \erveT nosponds. 
Otwi(>us:~> the resporu;e lime obsen.ed by a ... -lienl c;m never be le~s than me ~crv('r'<; 1<'

quest processing t!Dle. However, if the '>Crver ha, 1I quc.lc of reque~n to handle. the ob
served response turn: can be ~uch greatcr than the request ;Jroce~~ing time. 

iterative servers handle one requc~t at a time. If ;mother request arrives while tile 
server is busy handling all exi>ting reque~t, the system enqueaes the new request. Once 
the serYer fini~hcs procc.,sing a requcs.t. it !{)(lh at the queue tQ see jf it ha& a new re
quest to handle. [f N deilo(-es the average length uf the reql.leSI queue, Ihe oo><![vej 
response :ime for all arriving request wU be approXImately "ft2 ... I limes Ihe server'~ 
request processing nnte. Bec .. uSlO {he ob'lerVed response 1lIJ'-.e inne:a:;es in propcnion 10 
N, most implementatiolU> restrict N to a srru!!; value (e.g .. 5) aoo expect programl:lers to 
us .... .:om;urrelll servH~ in ca~~ whcrc a small queue doc$ uot suffi<.:e. 

Another way of looking at the que;;tion if. whether an iterative ~erver suffic~ 
focuses 00 the overall load the server must handle_ A sen-eT designed to hardle K 
clients, each sending R requescs per second must have a reque>t processing :ime of le>;s 
than liKE seconds per request If tire server cannot hanale requests at !he required rare. 
its queue of ",ailing reque,ts will eventually overflow_To avoid overflow in servers
that may bave lacge request proce~sing times, a designer should C(}{lSlder ;;oncurr-ef1t 1m-
pieJrentallom. 

8.11 Iterative Server Algorithms 

An iterative server is tl:e easie<;t 10 dc'<ign, ?~gram. dehug, and modify. ThJ.;', 
mos! programmers "hoose an :terative design whenevcr iteratve execution provides sui· 
Ecie:ltly fa;,t re;,ponse for the ex-peeled load. Usually_ :!enltive ;;ervers wort beS( with 
simple se:-v1ces acces~d by a coonect1onless access protocol. A~ the IK:xt ~crtiom 

show, howeveJ, if is pos;.ible hJ use iterati.e lmp!ementatlOllS with both conneCl:i[lnJcs~ 
and conuection-Driented transport. 
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8.12 An Iterative, Connection-Oriented Server Algorithm 

AlgarJthm it! pre~nlS tile ;llgo.ilhm fl.'!" an .!crative <>ervcr a~cc~cd ~'i3 the Tel' 
connectio:l-onemed tran~po:t. The ~edwn~ followmg tr-..c aigoriiliu: de,crihe EJ£h of 
the ~tcps in more de:aiL 

Algorithm 8.' 

Cmate a socket and bind to tf>e well-known address lor the 
service being offerOCL 

2. Place the socket 'r: passive mode, making il ready lor use by 
a selVer. 

3 .lo.ccept the next connection request from ihe socket, and cb
,ain a new St'--cket for:he connectiOr't 

4 Repeatedly receive a request from the client, formulate a 
response, and send a reply back to the client according 10 the 
application protoco'. 

5. When finished wilh-a particular clier·!, closs the connection 
and retum to step J to accept a new connectIOn. 

Algorithm 8.1 An itenl[,,,,o. ~O'!!l~...,:;o\!·:mcm~d ,~ncr. A sin,gle Ih.-eaJ. h.l1-

dle, C011"_e<::r"}Il'i frOI1l clients cne il: ~ liffi<-. 

8.13 Binding To A Well-Known Address Using INADDR_ANY 

A server neee, to <.:rea~e a ",-}Clct and hind it tel !he welt-kno ..... n pert f<)r ,he ""rvice 
;1 ofleh. Llh' diems. >efVe-f5. usc pnxx:durc se:','e;Thynamf" 10 m.ap a serv;L~ narr:e ntu 
the corresponding well-known po."Ht number- h:Jr eX3wp!e, TCPI[P defines an ECHO 
~r>'lCe. A SO;>fVI'"r that imple:ncnts ECHO u~e$ get:se;-vb'namf' 10 map (he sIring "ec:to" 
Iv the assigned port, 7 

Remember that whEn bind :;pecifie~ a connection e-ndpoint fOT a ;>ode-I. i: usc, 
,truC'-'>l1"e wckmklt-_il1, whicb comlllns bc.th a;: IP addre~ .. afld a protocol port numbcr. 
Th1.l~. bind cannot spoxify a protOC0\ port numher for -a socket ... it,'lOUf also specify:ng 
an IP address, Unfartnnately. selecting a specific IP addre~s al wllich " >erver ",'ill ac· 
cept ;:onncction~ can cause difficulty. Fur h..h1~ thaI have- a single network connection. 
me choice is ob\'w\ls because the ho .. t ha~ only O-"lC IP address_ H(""'-:evcr. gatcw3y\ 
(routers) lind multi-homed hosts havc multiple TP addrc~>c-s_ If tt.e <;er'fer <;pedfie.;; one 
partic'ular IP addre~, when binding a socket lD a prolo:lcol pen number, the 'iocke! will 
no! oc\:epl cu.--nmuni"ations that dimt.;; S(;nd to Ihc mach,ne·' Olher!P addre;,~e~. 



Tu >alve the problem. the ;;ocket !Oterfare defines a >peeial com,urn, 
lNAVUR_ANY. that can be tl;ed ;n place of an W addre~_ fNADDR~ANY ~pe6fies a 
wiitium:i addr<,xs thaI matche<> any of the hoq'~ IP addresses_ lf~ing (NAODICANY 
makes it po~sible \.:> ha\'e a 5lDg!e scrver O1n a mlll!iho:ned h.ost accept incnming com
rnur.!Cliition .addre~ ..... -d to any of lhc host's IP aridrc,~c~. To ummMize: 

\i-'hell ,tperifyir:g a foe"; <'nJpoilli iv< a so.ckd. .'en'en itse 
!NADDR_ANY, imtead I:f a wedfic IP address. to aliaw tt-..z ~od-er 
IP ren~in' du:q;rn ... iS sent to am: of Ihe maehilli~'s IP addreSSi'T 

8.14 Placing The Socket In Passive Mode 

A Tep server calls lisl<,lf to place a so.;kel in passi ... e mode. Listen also lakes an 
argument tT..at s.pe.;:fies the leng()} of an mtemal request queue fO! the socket, The re
quest queue holds !he ""{ 01 ;m:ommg TO ,-X1nDtTtion requt:sts from ",henl~ that have 
ead requested a crnmectirnJ "ith ~ SeDler. 

8.15 Accepting Connections And Using Them 

A TCP servec .:-alb. acc-epl 10 {,blair. lne next !ncoming Lonnection reql.l¢S! (i.e., e);
!rae( it fr0m the request qllelle). The call n:lum~ the deS<"'Tiplor uf a. socket to be used 
for :''ie new connection. Once it has <lccepted " new cO:1nection, the server uses fee'>' tD 
Ohtaifl app;:(:atmrl p:mtocol requests fmm the diem, and ,~end to send l'cplic, hack. Fi
naUy. once The server finishes wilh the CO:lnectwn. it calls d(>w'wK'i«>r to rde~<iC the 
socket. 

8.16 An Iterative, Connectionless Server Ajgorithm 

R=llil that itemtive servers. work besl for se::>ices 1:Jat have a low request process
ing lime, Becall~ comux:tiQn-ot'ienled trari5porl protocols like TCP have higher (Wet

heae. than ,onnectionles.:s trllmport pr-olocols like iJDP. mo~; iterative servers use COI1-
flectioflless tran5port. Algoritnm 8.2 gives the gener.J Jlgonlbm for all lterative server 
!hilt u,cs UDP, 

Crearion of a ciOCket for an iterative, C(l!mectlOnless server proceeds in the sallli: 
way as for a conneclion-orienled server. The ;;erver's socker remain~ orn::onnected and 
can ac~t inc-oming datagram~ frur:1 an)' dien!. 



Algorithm 8.2 

1. Create a socket and bind 10 the well-k:mwrl address for the 
service beil"'g offered, 

2. Repeatedly receive the next request from a client, formulate a 
response. and send a repiy bock tu the client according !O the 
application protocol, 

4lgortthm 3,2 All ::erlllive. ~'TIIlIl"'-liude .. ~ 'ien·er. A singk Ihread b:lndle_~ 

'''4ueo.t, (da!agrams) from clients or .. at a ti:ne. 

8.17 Forming A Reply Address In A Connectionless Server 

Tl'.e >ilK:kd lnkrfac-": pmvidCl> ["'0 ways of sl--ee.rying a remD!\: endpoinL C'ha;ncr~ 

6 and 7 dJ;;e;,J.'>;; how diem, me am""d !O spe;;i{", a l>ervn':; aJdrcs~. After a client 
culls (;or..nect. it can use ~'e!ld '.0 selld ilitla bt:cause lhe illtcmill<ockcr dat.:> woeture COIl
tain~ the rerlliJle ern.lpuint addrc",-, a~ well "''' the local end;xrinl addnoS&, A conn::etJon· 
less scrver cannot lI~C ('<) • .,ned, ho"''ever. becahse duing MJ re~tnd~ the socket to corn
muricatioll wi:h Onc' speci:ic remote hllSl and port; lhe ,erver cannot Il~e Ihe ~ocke! 
again to re.:-eJv:.' datagram;, {((om ruiJi!rary clients. Thus_ a conncclionlc,,, server ll~es an 
l.l(lconTh~ded socket It generales reply addresse;. explicitly. and mies me ymdto ~ockel 
cal! to speef)' bOlh a dmagram 10 be sellt and an actire~~ to which it sh-.-mld go_ 'iendi{J 

has Ihe fornl: 

retccde = sera-..ojs, massage., len, flags, to<rllr, toadlt~enj; 

where ! j, an unconnected ,'.OCket, me.Huge IS the addre:;s 0' a buffer that conta;ns the 
data IV be !;(:nt,. ien ~peci~, the nllrr.ber of bYles HI the ';}uUer. jlags specifies debllgging 
or c:mlml oplkms, !O«dJ,- b a po:lHer \1., a ~·,Y.:koddr _in structure that contains the crnl
jX>11lI adc~s---; to which [he me~sage should be ,;en!. aoo lOaddrlen is all integer lhal 
specifies ~ length of Ihe addres~ ~tructure, 

The snckrl fUIlC~i01lS provide an ea<;y "'ay for COfl'le,-1ionless ser><ers tu ",blain lhe 
addre"-~ of a client: the scr.'ec obtain~ (I"le address tor a rep;}' from lhe source addre.s 
f{)ur.d in the requeM. In [ael, the :;ocke! int<:ria<:.:e provide;. 11 i.:aH thaI S1:n'en can usc to 
receive the ~eoder'j adJre~~ al",ng with the ne"t datagra:n that arrives. The call. 
rec~from. takes two- argllment-; that "pecify TWO buff~rs. The sy:>:em places the a:riving 
datag;am in one buffer and the sender's address in lhe secund bll!Ter. A caU ID 
recvfmm has tile IOnTI. 

whe:-e argllment s ~peeifie~ 11 socket to use, bli.f ,pccifies tre address of a buffer into 
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which \hI: ~y~lem wi:1 place L'te n~l'.l 3atllgram, len !>pecifie:- the ~pact av.;:lIable in lhe 
bufkr, fram "pec,fies. a ~":,,nd buoTer illti) ",tJich the ;y;tem will pla~ the source ad
ille!». <nw jmmin' specifies the mldres& Jf an integer. IniLally. fromlen ~pecifles the 
length u( th~ jwm buffer. When the cal: retllrn~. froml.m wlii COI1tain !he lellg,!l (If the 
v:mr::e addre~ the <;yw;1:'I plllCcd in the buf;er. To generate a repL}, the s"rvcr ures the 
Jddress tiki! recvfram stored ill thcfmm buffer when {he rcq-.u:st liIIived. 

8.18 Concurrent Server Algorithms 

The primary re;;sen for introducing c[)ncurren~y nlO a server ari~e;; from. a T1<:ed !;) 

provide fa~tef re!>pcmst' {,me, to mUltiple -clients. COll(;urrency improvcs fco.pons:- :ime 

if: 

• fOlTliing a fe>.p<.-'nse requires ,lgnifieani Ito, 

• the pmcessing tir.lc requin:u " .. fie, dramaticaHy among reqlle~ts, or 
.. lhe serverexecutcs on ~ computer with mu.ltpk prOD;!,',OTS, 

In the rlr~1 case, allowing the ~erver to oompute responses concurrently means thzt 
1t can overlap lise of Ihe ptocessor and peripheral de-vi::es, even if Ihe macJ:me has only 
one· CPU. While the proceswr work~ to- compute Olle response. the If 0 devICes can he 
tramfernng data infO cnemory Ina will be neNiNi for olher respor!'lej, I, the f-eCorn:\ 
case, li!lU!'!>!icing pennit!' J ~illglc pmce<;.<;Of' 10 ha;:dJe requesh Ihal only require ~mal1 
amo.mb 0; proce~sing ""iliom waillng [nr requests IDal take (onger. ill the third CJl"':. 
<:.:vocurrent ¢ . .-.ecvllO!! 011 " CO'llplltcr with 1l111I:iple proce,sors alk ... "s one proceSStX to 
e;:mqute <l response to or.e reqlle~t while anDther proces;,cr -computes a respo:;se to 
anut:-.er. In fact. most (;oncurrent servers adapt to the underlying hardware at.!I-omalical
:y - given more hardwa~ rescur= (e.g .. mNe procc'-9Is). they perrorm b.:::l1eT. 

Concurrenl serv~rs aehie", high P(!ljm'7Twna: fry {lwriapf'tnr:. praeess· 
mg and lJD. Thev Gre usttatiy ik:figw:d sa performl1f!ee impmvn il<l

f9maticall} if rhe ~en'€'r is run on h(J~J..wIT" that offe .... " "",re 
resources. 

8.19 Master And Slave Threads 

Altlmugh iI is po~sihle for a ~ervcr to achi~ve scme umcurreoc), using a single 
thread. most concurrent server.> lise multiple pr-oce,ses or mll~tipk threads. Threads ca'l 
be divided inlD IWO Iypes; a single I7U!ster sen:"y [Mead begins execution inilially. The 
ma~ler ~hread open$ a socket -r.1 the well-known port. \Vaits f{)(' the next re4ue~t. and 
creales a ,;[",ve server thread to handle eoch r[qucst The ma,;te:r server never communi
cate& dire;;tly with J diellt - <I pa,,-,cs that responsibility to a sl:H'e. Each slave thread 
handles C'-.>mmllnicati,'ln with om~ dient. After the sJav~ fOnIls a re.pUll..e and s .. nd_ it 
to the elleat, tl e:tits. The ne"l 'iections will explain the coru:ept of ma!.te:r and slave in 
mme detail. and will show !low it appIJes to both cOllncrtionle~~ and CQ{JnecllOll
oriented con('''lJrrent !>ervers. 
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8.20 A Concurrent, Connection less Server Algorithm 

The mo:):;! ,tnightfcrward verSll-'O of a concurrent, connection less- server :ollows 
Algorithm 8.3. 

Algorithm B.3 

Master I. Create a socket and bind to the we:l-kncwn address 
for the service bei:'Jg offered. Leave be socket uncon
nected. 

iJlaster 2. Repeatedly call rJ!nirmn. 10 receive the next r-eql.'esl 
from a dent, and create a new slave ~hrBad to randle 
the respcnse. 

-Slave 1 Receive a specific request upon creation as well as 
access to the socket. 

-Slave 2. Form a reply according to Ihe application protocol and 
sene it back to the client uSi'lg .\{,Iuiw. 

Slave 3. Exit (i.e., a slave thread terminates a'ler handling one 
request}. 

'\IgMltllm 8.3 A COIlCIUTe<l{, CDilllXTlOIl£S;; s.:ner. The :rut,Ie. ""'n.-er \hcad 
acc<:pls incoming "''lut«lo :Jamgram;;) ami crca;;::s a ,h.c 
thread \n haooie each. 

P:ogrammer<; sho'"ld remember that although :h<! ewet crist of creating a pwce~~ Q[ 

thread depend,' 0Il (~e opef'.l.t:ng !>y5iem and undcr!ying architecture. the openllion can 
be e"pc2.~ivc. III the case o~ a wnnec:ionles~ protocol. olle mllSi CflmiCef eUl<:fu;ly 
whether the CD5i of concurrency wilt be sfcater than :hr: gail";n speed. In f&(; 

Beeuusf-' thread or prnce,',s f'rt'tJficn is t'.rpi'nsilw, fr .... ('unnecrioniess 

servers hal'e cO>!currenr impleme'ltall'rHJS:, 

8.21 A Concurrent, Connection-Oriented Server Algorithm 

C''(JRllCCtion-"ri~nte-d <lpplicatKlfl pr-(lIOCc]S use a coonec:ion as the basic paradigm 
for <:ommunication. They allew a <:lien, lfJ e~!abhsh <I cunn~tioo !O a ~rvef. ("owmulIi
cate over that coJlnection, nod thell disca:-d il. In [DOSI cases, the cotRloctk,n hctwee<l 
chErt and server handles more than a single requeM: the protocr;] allows a client to re
peatedly send requests and receive responses without terrrinating the COOr:ecL<Jll ur 
'-Tealing a new one, Thus. 
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ConnectiO'lH:Jriemed serven implement concurrency among {:{IIIIlCC

lions rather ;har! among indiFuiunl requests_ 

Algorithm 8_4 spiXifles t.'1e HepS that a concurre::ll server uses for a connection
Qriented protocol. 

A&gorilhm 8.4 

Master 1. Create a socket and bind tD the well-known address
for the service being offered leave the socket uncon
nected 

Master 2. Place the socket in passive mode, making it ready for 
use oy e server. 

Master 3. Repeatedly caD 4CN'pf to feceWe the next request from 
a dienl, and creale a new slave thread to handle 1he 
respoose. 

Slave 1. Recaive a CO()nection requesl (i.e., socket tor the con
nection) upon creation. 

Slave 2. Interact with !he client usil"g the connection: receive 
request(s) and send baek response(s). 

Slave 3. Close the connection and exit The slave thread exits 
after handling aH requests from one client. 

Algorithm S.4 A eOfJCUrrem. connediO<:-(>IienK'd ~-er"er. The master se:ver 
thread ilCCepl~ incoming conneclions and creates a ~!ave

It,read to halildle each. Once the slave finislre>.. il close, Ibe 
COII~. 

A~ in the cO!Ulec-ticllles~ case, tiN: maslN server thread never communicates with 
the cliern directly. As SOOfl as It flew connection arrives. the master create, a slave to 
handle that a:mnecti()fl. ¥.'hile the ~Iave interacts with the client, the master wuts fur 
other connections. 

8.22 Using Separate Programs As Slaves 

Algorithm 8.4 shows how a concurrenl seT\'er creates \'. new thread for each oon
n&ti(}!l, In Windows. t.'le master server does so by calling the _begi111hread system 
call. I'm simple application protoools. a single server p'ograrn can contain all the' code 
needed (VI both me master and slave thre/Uh, After the call to _beginlhread. lhe origi
nal thread loops back tc accept the next incoming connec;ion, .".nile the new thread be
comes the slave and handles the cmmection. In some eases, however, it may be more 
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convenient 10 create a separare slave proce% and have il execute code fwm a program 
that ha" been ""Titlen and cmnpiled independendy. Windows can handle such cases 
easily be'>:au~ it allows me ~lave pI"OCe"'" to call CreaIeProcess. The general idea is: 

For l1U:my servICes, Ii single program can conJam code for both lhe 
'noster and seTlJer threo.rh. In cases where an imkpenrkm program 
mdkes a SUlI'€ process easier to program or understand, the ma~ter 
program contains a NJIl UI CreateProceM.. 

8.23 Apparent Concurrency Using A Single Thread 

Previous sections diM:US~ concurrent <rerVefS implemenled with wncurrent threads 
or frocesses. In some Cll$e,~, however, it makes ~eJlse 10 use a single thread to handle 
client Ie'luesh; concurrently. In panicular. some operatillg systems make thread ,,"reahOil 
so -expensive that a server cannot afford to Cl'eate a new thread for each request ~r each 
connection. In other s}'Slems that only ha"e support fiX ?rocesses, a "ingle proc-es, is 
reqcired f()f any serve.- that shares infonnation among all coImeCl.ions. 

To tmdernarui the motivation for a ~rv« that provides apparent t'ont'W'rem:y with 
a single thread. consider the X window system. X alklws multiple dient~ 10 paint te;.;t 
and graphks ill windows that appear on a bit-mapped display. Each client ,",ontrol:~ ane 
window. sending requests thm updll!e the content'>. Each dient (Ipernles independenl!j', 
aru:I may wait many hours before changing the di~play or may update !he displa.y fre
quently. For exat11~le. an application that displays lhe lime by drawing il pi;;;tme of a 
clock might update j[S display every minute. Meanwhile. an appliC1ltioo that di~plays 
the status 1)f a user·s electronic rrmil waits !lmil new mail arrives before it changes the 
di:splay. 

A server for the X window system integrates information ie obtains from diem .. 
into a single, contiguous section of memory called the displf'l}' buffer. Beca\L~ data ar· 
ri ... -ir.g from all clients contributes to a single. snared data structure and because ~yS(ems 
that do !lOt support threads do not allow independent ;>rocesses 10 ~Iure memory, the 
server cannot e:\ecure as separate processes. Thus, a <::onflk! arise~ between a desire fer 
concurrency among processes tilat share rnenHwy and a lact 0: r.upport fur such om
ct!!!'lmcy. 

Although it may be inefficient or irnpos.sibJe t<J achie'>"e the real cOIlcut<renc .. 
des:Jred, il may be possible to achieve apparent concurrency If Ihe tutai load of reque~u; 
pce!lented to the server does not exceed its capacity 10 handle chern. To do <;0, the 
server operates as a singfe thread, bul uses a function like !eiecI to plOvide aSY'lChro· 
IlOUS 110. AJgoothm 8".5 describes the step~ a singly-1ueaded server tak.;:, ~o handk: 
multiple connections. 
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Algorithm 8.5 

1, Create a socket and bind to the well-known port for the ser
vice. Add soo\o;e, to the tiSl of those on which 110 is possible. 

2. Use select to wait for I/O on existing socketS. 
3. If original socket is ready, use accept to obtalO the next con

nection, and add the new seckel to the f,s1 of those on which 
I/O IS posstJle. 

>1. If some socket olher!han the original is ready, use recvto ob
taio the next request, form a response, and use semito send 
the response back to the client. 

5. Continue processing with step 2 above. 

AIg" .. ithm 8.5 A cOTIcurrem, COnnediNl-Qr>eIl\ed "",Vel" impiemenled by a 
,ingk Illfe"d_ T:.e server thxad wtlts for (h:: rtext <le;cnptor 

:ha IS ready. which cOllkl mean iii ~ ... cOO!leCtiOIl has arrived 
ill rna: <1 client ha:; sem ~ t<Oq""..t on all ~x!sll!1g ,;-onnect;oo 

8.24 When To Use Each Server Type 

ilerall"e ~·s. COl1-curreli1: ltrrative :.enen are easier h) design. impXmeLl, and 
r.Jain:ain, but concurrent !<CrYer.> <'an pruvilk quicker response to reque6ts.. U!>e all ilera
li'o'e Implementation jf ff:que!J: processing time ,5 shorr and an ,lerdUve solution pro
duces respol'_'\.e times that are ~ufIiclentJy fa~t:or the application. 

Real n'_ 4pparelll COJ'l(:~rY!mcy: A singly-threaded server must manage multiple 
connections and usc asynchriliK}US liD; a multithreaded 5en--er allow:. lhe operating sys
tem to provide COIICUIT~Cy automatically. Use a smgly-Ihreaded solution if thread 
cn!aliun IS e:>pensive or not available. Use a mu.ilithreaded solution if the ,erver must 
!.hare ur e:>dumge data among c[)rmectiDIIs. Use a multiproces~ solutim! if each s.lave 
"hould operate in lwlal!Ofl <."IT to achie.c maximal COIK·l.IrreJ1CY (<"g., on a multiproc~

=) 
Conflecrion·Oriemed V.J_ C<inneclioniess: Bec:u..!'.e (onnection·onented ,Kee" 

rnc,ami. uMng TCP, It Implies reliable delivery. Because connec<;ionless tr'3nsport meam. 
l15ing UDP, it impLes unrellable de:ivcry. Only use connecdonJeS!> tran~pon if !he ap
plication protocol handles. reliability (a:lllOst nOlle do) uc each client ac.ceSSc."S its 5eTVer 
on ~ local area network tnat exhibits extremely low los;; and no packet reordering. usc 
concte::~icn--'.)rie!lled Ir-.:l:'l;;pon: whelleveT II WIde area nctwrnk M:paratt!. the client and 
<;.el'"~er_ Never move a connectionle.'s dien! and ~er"er to So wide area environment 
without checking to.<.= jf the appiication prc-l:ocol lu.ndles the reliability pfObJem~. 
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8.25 A Summary of Server Types 

ltefative, Connecttonless Server 
The tnO<>, commOfl form of c:mnectionless ~er, used especially -:or >ervi~es lhaL 

require a trivial amount of processmg for each request. iter.<live serve~ are onen Sl::ue
less. making Ihem easier to understand and res!> su~(.-::pti~k to [,ulllres. 

Iterative, Conneetlon-Orlented Server 

A less common 3eIVeI Iype used for services Ihal require a trivi<.l amount of pro
cessing for e-Jch request, but for 'Wilich. reliable lfanspon h necess~ry. Because tile 
overhead associated with establishing and I£rmiMting connectiOfls can be high, the 
avernge respon5e time can be IillIl-triVial. 

Concurrent, Connectionless Server 
An uncommon type in which the .>erver creates a new thread to handle eacb re

quest. On many systems. the added C(J:'\t of thread creation domioat~ th.e added effi
ciency gained from concurre;lCy. To jlll.tif} Culli:UITency, either IThe time required If) 
creIlle a new thread mu:'\t be signifiwrotly less th::.n !he time requITed tc comput-e a 
respon5e or concurreot requescs must be able u> U5~ many I/O device5 s.imullaneously. 

Concurrent, Connection-Oriented Server 
The most general type of server becall.\.E it oJ"fCTli reliable traosp0lt (i~e., it ;;an be 

used acwss u wide area internet) as wen .ah the abJLt} to handle multi pte r~ques:!S c.on
currently. T\.\,o b,:;,ic implementations C"xi.~t the mos: common implementatlon llSIC~ 

c()tKurreut lhread~ or proccs;es :0 handle connections; u far less cammon implemcn!ll
don Ielies on it single thread and a~)"rn;hrooous IIO ro handle multiple conn~c:iO!K 

In a concurrem process ;mplementation, 1he master Eerver process crcate~ a "hive 
pmces:s to handle each connection. Each p;ocesh has ils own aJdress ~pace and cannol 
share data among slave pro;;esses. Using muttiple proce>~c~ makes it easy 10 execUie a 
~eparntclJ compiled program for each connection instead of wricing ail the code in a 
single, large ~erver program. 

In a concurrent thread anpJement]tlon, the ma'ter thn:ad creatc~ sla,.e threoo~ 
witllin the same proces~ tv :'landie each connectlo."l.. AlJ of the ihreiK'-' share the same 
global address ;;pace and can share data. 

In tte s-lOgly-threaded implemenUUi<:m, the server thread manages multiple connec
tions. Ir acnie.-e<; apparent coocuITency hy using .asynciJrolXlU5 lIO, Tne th~ad repeal
edly wait;, for I/O on an~· of IDC C{\lloec:lvns it ha~ open and handles that rcquesL Be
cause a single mread haodlc~ aU OOTInectivm, it can Ylare da1a among them. a.~ in a 
design thai uses muhipk threads within a process. However, becau~ the server has 
only one Ihread, it ""nno! handle requests faster than an lterative server, even OJ! Ii COO"l
puter that has multiple p!Th.'essOf"S. The apph.'atio[1 mU~1 have a shon processing lime 
for each requesl to jus-tif} thi, .,en--er illlpJementaticn. 
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8.26 The Impoflant Problem Of Server Deadlock 

Many ser"er implementaUOfls share an important l1aw: namely. the server .:.an be 
subject to deadlockt. To understaRd how deadlock can happen, consider .In itemth-e, 
connection-oriented server. Suppcs.c SQlIIe client appiicmiilll, C, misbehaves. In the 
simpleM case, assume C makes a connection to a server, but never sends 11 reque;;1. The 
servtt will ilCCep. !he new connection, and call ren' to extract the next request. The 
server thread bloch in the caE to reel' wailing for 11 request that will never arril/E. 

Server deadlock can arise in 11 much mGTe subtle way if clients misbellave by not 

consuming responses. For exampi:e. as&ume that 11 client C makes 11 connection to 11 

se;veI. sends it a sequence of requests. but never reads the responses. 1be server keeps 
accepting requests, generating responses. and sending them back to the client. At the 
server, TCP protocol software trarn;mits the first few bytes Dllef the connection to the 
clier,t. Eventually, Tep will ;111 the clirnt's receive window and will stop transnilting 
data If tile sef'\ieJ application program COfItirrues. ill generate responses.. the local buffer 
TCP use.; to ;,tore outgoing data for the connection will become full and the server will 
block. 

Deadlock arises becm.~e a !bread blocKs when the operating ~stem camlot :>atisfy 
a requesl. In partlClllar, a call to ,lend v.:iIl block the calling thread if TCP has no local 
buffeT space for the daia being sent; a caiJ TO rav will block the calling thread until 
TCP recci.es data. For concurrent !ieroers. mdy the single ~ave thread associated wim 
a particular client blocks if the client fails to send requests or read responses.. For a 
smgly-thn:aded implementatwn, !roweveT, the seITer bloch and cannot handle otJ-..cr 
COIlr.ectiOils. The important point is thai any server using oAly one thread can be sub

jeCt :0 deadlock. 

A misbehaving client can cause deadlDck in Q smgly-threaded senTr if 
the sen'er use5 synem IUJetions that ~'WI block when communicall'lg 
with the clien!. D&J.dlock is a serious liilbiiity in server> bemuse it 
meum the behuvior of ()ne diem caT: pre"wlf the server from hnndlmg 
other clienE_ 

8.27 Alternative Implementations 

Chapten. " through 11 provide exampJe.<; of the selVer algorithms described :n thi, 
chapter. Chapce£s 13 and 14 extend the ides~ by discussing two imponant p-rsctical im
plemenw.uon techniques not described here: muitiprowcol and ffiuluservice server:. 
WhLe both techniques provide inlel"esting ad"anU;ge~ for some applications, they ltan 
nOl been included here because ltey are best understood as s.imple geuerdlizalions of the 
singly-threaded server alsorithm il!u~trated in Chapter 12. 

+TIle tum dt:adio;:k refe", In .. "",",<1;".<:<> m • ... b'"b .1 prog.-.m 01 ... I.of ;>"'8"''''' ~aflTI'" p.-ucelOd """lie", 
lI>ey Me blocked wailillg f;;w an ..-v~m !h>d .,.i11 "",'" happel!. Ir lhe Oil'" 01 "''---''''''. deadlock "",aIlS Iii;;! 1m 

"'Ne'" """""" III ,"""eo- TeqO>e<l._ 
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8.28 Summary 

Conceptually. a server consis~ of a simple algori6m that iterate~ forever. waiting 
for me next request from adient, hamiliag the reque~t. and sending II reply. In practice, 
hO'-\.'ever. servers. use a variety of implementations to achieve reliability. fkribility, and 
effK"letlcy. 

Iterative implementations work well for sen ices that require little computation. 
\\-'hen using ll. connection-oriented transpon, an iterative server handles one connection 
at a time; for oonnectmniess. trnnsport. lID iterative server handles one request 31 a time. 

To achieve efficiency. servers often provide connKrent sentice by handling mulL
pie request!'. at the .same time. A .connectl{}ll·oriented server provides for concurrency 
among connections by creating II thread ill" pr=ess to handle each new conDectiM. A 
connectionle"-,, server provides concurrency by creating a new thread Di" proces,> LO har.
die each new re.queM. 

Any server implemented with a single :bread th.at uses SYIl-<1rr01IDU5 system func
!i0fl£ like reev or send can. be subject to deadlock. Deadlock can .-ui"e in iterative 
serv::rs as well a, in cmc>.Jrrent s.erven. liml use a singly-threaded implmJenta!ion. 
Ser\<er deadlock is especially seriotls bei::lIlL>e it me'lDS II single misbehaving client :an 
prew!U the server from handling requests fnr other clients, 

FOR FURTHER STUDY 

Su~vens ! 19901 describes some of the :;cryer algO/"ithms covered in this chapter and 
shows impleffiootation details. 

EXERCISES 

&1 Calculate tKlw kJr.g an ilerajjve "" ..... e.- :al<es 10 tr~n~fer a 20e megabyte file if the Interne! 
MS a rhroughput oi2.3 Kbyles per 5eCood, 

&2 I~ 20 diC"flls each send 2 r<."l:jue~:s pel" 5eccnd Ie .all iterative '.,....er. wh>Jt ,~ the maximum 
lime tMI the "",rver CJm spettd 011 e:a:h reque:;t? 

8.3 H"", Im:.g doe, it tak~ a concurrent. onrmectioll-ori<mteC server 10.accepi. a nocw connectlQll 
and ~reate a new Ihread 10 H'lf'.uk ., '"'" tHe C<lmptJ!er-< tf> which yo", Mve access? Compare 
~Ir .. ~ Wilh tlle time it lales to create ne"\<- processes :ilstead of new (Hread,. 

8.4 Write:m algotilhm ;or a Cmlcurrerlt, cOIIllecricmleo;s 'errer that "",ales GIl" ""'" thread fer 
each reque ... 

8.5 Modtfy (he- algi)mhm m tile preVIOil~ problem <<) the ,,,rver n<O"d!f~ ore new Ihr~ad per 
dieIlt ill~ead 0: one new thr-esd per requ= How doe<; )'DUC llg<:>ri:hm han:!:'" thread ler
minH,,,n'! 
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8.6 CumJedlOlHJJienred serve.'S provide concurrency JllCllg um!leclioc:\.. Doe~ 11 mate sense 
for a COficnrr"'nt, coru>e<::tion·orienl-ed &erYec I" inorezse e,rnwr;enc"j even further by tmvng 
me slaves CRaie add;tiona; threOOi for ead", ~equesf.' Explmt:. 

8.7 Cat: diems cause deadlock or dj~rup( service in concurrent sel"Ven(' Why or ... hy neK! 

8.8 Look carefully at lire selecl fUn<:llOn. Her .... can ,. <ingly-lhre'lded ~rvc! use sdeu to <lV<Jid 
deadlock" 

8.9 The sel"a call tilk~ an arglL."1lefll thaI ~peofies tow many 1'0 de=ipton it ,bould cne,;k 
E>::plall'. h""" tl:e argument rnzkes a singly·threaded senff po:tal:>le a.:ros; mauy systems. 

8.10 In Windows. lite select ca!l can only be used wuh socket de=ipk>ni_ Expl"in what pr0b
lems this canseg fur ~i .. gJy-threaded implell".entations. Hint: i;D<lsidcr a SI:lglY-lhre:tded Tep 
echo cloent tnal-COllClI£"rent>y handle. it1put from the ke}board. input from a TCP com:H",ti"" 
and output to Ii TCP rom:.ection. 
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Iterative, Connection less 
Servers (UDP) 

9.1 rntroduction 

The pre-vivw, chapler dL~U,,<;e~ mllly p')~\ible >crYCf .je~igrl~, :;ompar:ng '.he ad· 
1i<lnlilge~ and di~advllntagc~ {,f ead:. Tlu" .chapter g;vcs all example d lin iterd!!"':: 
sen-er Hnpiernenlation rlmt u>e~ CDnntx'Uonle,~ lrdJl~porL The example <;;;;V<:f follow~ 

Algorithm S.2t. Later chapters contimle the discllS-,If>:l ~y pnwiding example iople
menlaliul:l" of other ,cryer algorithml>. 

9.2 Creating A Passive Socket 

The 5t.:p, required (0 cr-e<lle J. p;~_~~i"e :;oci;:cl arc ~,mi!ar to tho",," requlfe.:l!o '-'Teate 
an active socket. They involve many delails, and require 1he program 10 look "I' a ,e!"
vi",,, :lame and to r:htain a we:l-knt'wn protocol purr numhcr. 

T u help ~imp;ify ""rver code. programmer>; .. hould ~<;e pc"cedure;; to hide the de
Wi\; uf hlJcket a!!ocatwll: As;o the dkn! eX<illIples, oor exampk implementations use 
two high-level pro:;cdll!C"'>, plu}iveVDP lIrnJ passiveTCP. Ip-<tl allocalC a pruslve socket 
and bind it 10 {he server-, we,j-k"owll porL E£.ch ~CfVef invoke>. one of these pro
,:edllres, with the choIce dtpt:TIlknt on whether the ~ner uses oonnectionles.;. Qr 
oconcction-oriented tmnsport. This chapter cOll5iders passil-eUDP, the next chapte! 
~ho .. s the cooe for passiveTCP. Becal.Lie the Iwo procedures have many detai" in com
InOT. the',' both cal: the iuw-I('vel procedure, passiresvck 10 ?l!rfonn the work. 
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A <::O'"Inectionle~5 server (;~lIs functi(}ll {J( .... 'jyeUDP 10 c~eate a socket fO!' the ser
vIce that .t offers. An arbitrary 8pplicalion pwsram can U!ie passiw!UDP 10 create a 
~krt foo 5en'ic~. PussiveUDP calls puss'-vesocTc to ;;rea!e a cOilne-..4:wrue55 socket 
and !hen rewms the socket descriptor to its caller_ 

To make It easy to test client and server software. passiv.f'sock relocate;: all pon 
vailles by adding me contents of global integer portbase. The importance of using porf
base will become clearer in huer chapter>. Ho,"vevCi", the ba&ic idea is fairly easy lu 
understand: 

if a nfW verswn of a ,,"/i:enl-l!erller application IlS(!S the Sllmo; protocol 

port tmmws a.J an existmg. prodm:tion version. Ihe new software 
ronnm be reseed while the production vcrsion cOn/iolUes to exeCUle. 

Using fJ'Jnba.w! allows a progrnmmer to compile 3. modified version 0f a server, and 
then to ha ... e tbe server 11.>01 up the .~tandard pro!ocol port and compute a final port 
number as a function of the £taruiar;i pon and the value of portbas/'. If the programmer 
selects a unique v-dlue of portWse for each particular version Q( a dient-server pair. the 
port~ used by the nC'l'o' veniilll will IJOI: ooaflier with the ports used by the proouclioc 
version, In fact, usiug pnrtha.le makes it possible to te~! multiple veJ'l'!iom, of a chent
<;elVer pai~ at the SIllJ}!': (ime without intmerem:e because each pair ccmrrrunicatel\ lU

dependently of other pain;, 

I '" passlIDP, cpp ~ paasi ~ ... ! 

so.:::mI- passivesock(const. char .. , const char "', intI; 

I"'---~--------------------------------------------------------------------
,. passh·eUDP - create a ;.ass::.ve secket for use in a UllP stnVer 

._-----------------------------------------------------------------------
>/ 

""""" passiveUDP(const char *service) 

( 

returr:; passivesocl<c{aervice-, 'udp', 0 I f 
) 

PrOClI'dure passlVt'sock coatain5 the 'lUCke! allocation de:ail~ mduding the ere of 
J><'mtme. It takes three argument;;. The first argument specifies the name of a service, 
the >econd spe>eif"tes. lhe name of the protocol, and the third (ased only ferr TCP sockel5; 
:;pecilies the desired length of the connection request qllClle. Prusiwsock allocates ei-



'" 
me! a datagram or W'eam socket. binds the socket to, 6f well-known pm; for the set

.ice_ and returns the socket descriptor 10 Its caller. 
Recall that when a server binds a socket to a .... -ell-knowJl port, it must specify the 

addresr. using structure soclmddr _in, which includes an IP .address as well as a protocol 
pon num!)er. Passive.wei use~ the constlun tNADDICANY instead of a specific local IP 
address. enabling it to wwk either on hosts that have a single IP address or on galCways 
(routers) and multi-homed ho~t.s that have multiple lP addresses. Using INADDR_ANY 
mearu dat the server will receive communi calion addressed [0 its well-known port at 
any of the machine'~ IP addresses. 

J* passsock.Cpp - passivescx::lI:: "'; 

.ir~luds <stdlib.h> 
tir.cludE <string.h> 

tinclude <Winaock.h> 

voie. errexitjconst char * ._.1; 

i~ port base, for test servers '/ 

I~------------------------------------------------------------------------
'" passivesock - al2.ocat-e & bind a server socket using 'I'CP or tlDP 
*------------------------------------------------------------------------

P<'s5ivesock(const char ·service, COnBt cr.ar .. transport, int glen) , 
s~=ct server.t opsel 
struct p:mtoent. *ppe; 

/" point.er to service infoXT.lation E!:"l.'!::ry */ 

/* pointer to protocol information entry* / 

'/ 

"""""" int. 

s, /" socket des=iptor "'I 
, .. El<>Z;':et type {SClC'lLSTRFAM, S<.X:K.....;DGR * / 

memset.{&sin, C. sizeof(sin»; 
sir_.~farily = AF_INET; 
sil" .. sinJddr.s_addr = INAOCIlL-~; 

/"" Map service 1".aIne t:o pert number */ 

if pse = getservbynan'e{service, transport) ) 
sin.sin-POrt '" htons{ntohs!i~~tipse->s_POTt} 

+ port:base) ; 

else if i {sin.sin....,port = htonsllUJh=t)ato.l..(service})} '== 0 
errexit("can't: get \"'iB\" service entry\n~, service') 



) 

/'" Map protocol ",;m:e to protocol number ~; 

if (ppe = getp=tobotr~£dtransport,) "''' 0) 
e::"rex:it ('can 't get \ "~$\" protocol ent:ry\n", transport); 

I'" Use protoco.l to cho::lS<! a socket type ,. 

if (strC!!~"trangpo:ct, "udp") "" Gl 

1* Allocate a socket *1 

S '" .5Ocket\PF_lNET, t"pe. ppe->p---PIQco); 

i [ (5 =: INVAL:ID~) 

e:crexitl'car.'t =eate socl::et, td\r." , Qec:LastErrcr,)); 

I'" Bind L'>e socket *.' 
if (bindfs, {struct sockaddr ~)&$ic, s~zeof(sin)l "" S8CKET~l 

errexitl'can't bind to:> 'lis port: %c.\o", service, 
GetLastError () 1 ; 

it (type == 3O::::K_STREAM && listen(s, q2.enl "-= SQCl(E'l'~i 

errex:it{'can't listen on %s port: M\n", service, 
GetLastError () ) ; 

9.3 Thread Structure 

Fi.gure 9.1 iLlKtrates the simplE th:-ead SlfUCIJ.;.fC used f:Jf an lleraljve, conn~lioll
leS5 server. 
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P-Igure 9.1 The thre1!d >tmell ...... : for ~ lIe!1UI'>'" cormecticoiess 'ier"'''''. A 
siflgly--threadeded ~erver commU!llCalC, will! many diems ,-mog 
OfIe socket 

The ~ingly-lhreaded server eu-";Ule~ f(>rever. II 'ise;; ~ single pil.SS1Ve socke! thilt 
has been bound ID the well-klKlwn protocol port fDr the serv:ce it offers. The seITer ob
talIl>; ;a request from tire socket, comrll!e~ 2 fC:>;l0:lSe, and sends a reply baek to the 
client \lSmg the same socket. The servt'r uo<es the source addres~ in the reque~1 as the 
dc",imttioll addres~ m the reply. 

9.4 An Exampie TtME Server 

Afl exampl.e will illl)~traw how a connectionlcss :.erve u;;e~ the SOCKeI allo.:ation 
pmIXdmes de:;cribed abuve, Recall from Chap\cr 7 mal' clieots use the TH.'\E service'u 
wain Ihe currer.t lime of day froIT-. n server (>n another :<ystem. Because TIME requin:~ 
little computmion, an tteraln-e server irnplemen:atiun works welL File UDPlimed.cpp 
conlaim ~~ code for an ite~at!ve, C{)nnectio[jle~ TIME >.efVef. 



/" UDPtLl'led.<=pp main.; I 

.include <time.h> 

Unclude <.Winsock.b 

~id errexit(oonst char ~, .•• J; 

.Jdefine ~POC'H 
-fdefine WSVERS 

220a9-!la80~ /- wi."'ldows EpOCh, in UCT sees 
~{2, C) 

'j 

i*---------------------------------------------------------------------
'" lD!lin - It.erative UDP server for TD!E sen--ice 

-------------------------------------------------------------------------
'/ 

in< 
liIeIin(int az'!;c, char *argv[]l 

( 

socka.ddr5 .... fsin; /' doe fr~ .-.~ 0' • cl:'ent 

"service • "time" ; /' service name or port number 
b.lf[204Sj; j' • ir!put~ buffer; any size > 1 packet 

sock; /' .~ socket: 
~, /' =, ,-

int alen; !' ,--
WSADM'A wsadata; 

.wiioh (=) ( 

0_ " break; 

0_ 2, 
service argv[l} ; 

break; 

errex:i.tt",.lSage: UDptimed [port:\n"); 

if iWSAStartup(WS'"<iERS-, &Hf;adata)) 

errexit! "WSAStar':up tail.ed\n·); 

sock'" passiveUDP(service); 

while !1i f 
alan = sizeof{fsin); 
if {recvfrCCi(sock, but:, sheof;ocfL 0, 

>ength 

(struc'!: sockaddr ")&fsin, &B-1er.) == 5OC'KBT~R) 

'/ 

'/ 
'j 

'/ 
'j 

'/ 
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) 

arrex.it ('re<:"llfran:. error M\n" , GE:LastError Ill; 
(void) ti.:tlEd&now); 

now '" I:tonl (:Il....long) ;JlOW + "lINEPOGI)) ; 

(void) sendto:sock, ,char *)&ncw, sizeafl:nowl, 0, 
(s'::ruct sockaddr *)&fsin, sizeof{fsinll; 

return ::.; l* not re.::v.:hed "' 
) 

Like any server. the UDPtimed thread roust execute fc=ve:r. TIlU~. the main budy 
of code con~isl£ of an irlfinite loop that accepts a request, '~ompute!.> the current time, 
and sends a reply back ro the client that &en! the request, 

The code contain!> several details. After pllfSing its argumenti, UDf't!f1wd cal!'" 
pasoiwUDP to create a p;:w;i'le socket for till: TIME service. It then enters the infinite 
loop. The TiME flrotoool specifIeS that a client can sene an arbitrary datagram to 

trigger a reply. The daUlgnut'. can be of any length and can contain any values bccau"C 
the r.erver do~ not inreIprel its CO!llents. The example :mplementation uses renfro", ill 
read the next datagram. RenfYf)p! places the iIl(:oming datagram in buffer hui. .anU 
places the endpoint addreS5 of the client lhat sent the da;agrarn in >lructurefMn. 

UDf'timcd use, the Window, functlOil rime to obtain the current time. Recall from 
Chapter 7 that Windows ures a 32-bit integer to represent time., measuring from the 
epoch of midnight. January I. 1970. After obtaining the time from Windo~. UDP
limed must CQllvert it to a value rr.easured from the Internet epodt and place the result 
in network. byte order. To perfonn Llle OOIlversron, it !Kids COffitWlt WINEPOCH, which 
is defined to have the value 22089M800. the difference in second~ between till: Internet 
epoch and the Windows epoch. It then calls function htord 10 convert the result :0 net· 
work byte order, Finally, UDPlifflen calls semtro to lrans!1lit the result back to the 
c1iellt. Smdto uses the endpoml .address ill strocture /$i ... as tile deilination address \i.e .. 
it uses the address of the client that sent the daragr.am). 

9.5 Summary 

For simple services. wbeee a server does little computation fOf each reqacst, an 
iterative implementalion works well. This chapter presented an e.tampie of an Iterative 
~rv=r for the TIME service t';at u~es UDP [01' {'rn1{1ectHmles~ ae<:ess. The example il
lustrates how pnxooures hide tile details of socket allocation and make the server code 
simpler and easier ttl 1IIlden;:tand. 
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FOR FURTHER STUDY 

Harrem.tien:1RFC 738J specifies the TIldE protocol. Mills [RFC l30S} dellCnbes 
the Netw{}Tk Time ProtocoJ (!'t<1P); Mills [September 1991] summarizes issues related 
to using NTP in practical networks. and Mills fRFC 1351] discusses the use of NTP for 
dock s:ynchrooization. Marzullo l!l1d Owicki [July 19851 also dISCusses how tiJ ma.oll

lain docks in a distributed environment. 

EXERCISES 

9.1 ImtrumeEl UD!'tim.!d to determme bow :nocli time it ellpernl& processing cadi reqae...<L If 
ytJU tuwe acce'lS to a network analyzer. a;;;" I!leMIlre the tirne that ela;x;es be:weellihe re
quest and response racket;; 

9.2 Suppose UDPlimed ,r,advertemly clobbered the diefll'~ address between the time it re
ceiW:<! a reqoost and sem II. respons.: (J.e., the server accidentally assigned jgill a random 
value before us'ng i\ '.1\ the can ,0 se,mro}. What would happen? wny~ 

9.3 Conduct an experiment to delrmune wha! bappen~ if N diellls all send requests to UDP· 
rimed simultaneously. Vary bO'd'\ N, the 11IImber <If senders, and S. Ille size of tlle dJ.. 

liI!lT"mS !hey ,e1>l1. Explain why IDe server flIils to respond 10 an request. 

9.4 The e~e code in UDPlimed.l.:pp specifi~ a bill'er ;j,...e- of 2048 when it c~!ls nc:vf,.,.."". 

What h>'.ppens If it spet::if~ a buffer tire of I~ 

9.5 Compute the dlffere!lt:e betweell the Windows time epoch alld me Illl.emel ~me ~poch 
Remembet to lIiXOI.Il1l f-o .. leap years. Doe~ lire ,'allle you co:npute <IgreC "',lit the umSlant 
WINEPOCH defined in UDPrimea"? If not. ~xpl",in_ (Hint: read abrnJl leap secoocs.) 

9.6 As II secumy clteck. the system manager a.<ks yoo 10 modify UDPlimed so it keeps II wrl(
ten log of all dielllil "'00 acce£s :he servICe. Moctify tt>: code 10 prilll a line 011 the wnso1e 
",heneYet" a reqlles!: arriVe.'L E>.plain how logging can affect tile service. 

9.7 If yuu have <lcoess 10 a ?ffir of macltmes >::oonected by Ii wice-llrea internet, use the UDP
lime die:1t in Cltaprer 7 a:ill thl: UDPrimed servet" in this clJaprer 10 see if you. iotemet 
dmp or -dup!ic':ll:"" pllciels. 
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Iterative, Connection
Oriented Servers (TCP) 

10.1 Introduction 

The prevlOUS chapter provides an e)';ample of an iterativlO server that use~ UDP for 
connectionless transport, This chapter shows- how an llemti\e server can use TCP for 
connectioo-oriem-ed rranspon. The t)o.ample server follows Algorilbm 8.1 t. 

10.2 Allocating A Passive TCP Socket 

Chapler 9 m<!OU()DS Ina: a connection-oriente" server U5e<;, function pas5illlc!TC"P \" 
allocate.a sln:altl weekel and birui it 10 the 'Nelr-known port for the ;:ervice being offered 
PasJiveTCP take;. twO' argl.lmcllts. The first argumen ... a dlaracter siring, specifies the 
name or number of a service. and the second spedtles the desired leng:h Qf the iru::om
ing mnnectX:!n request que-..e if the first argmnenl COI::taiJh a name, it rn.ust makh on:: 
of t1ce cntrie~ in the ~TVjCC database accessed by library function get.«ervbylUlnU'. If the 
first argumenT specifies a port number, jt m(ist represent ,he Ol.lillbet' {IS a texl s£rinS 
(e.g.. "79"}. 



/* passTCP.cw - paS3i~TC? '" 

.include <Winscck.h> 

SOCKET passivesock(conat cbar .. , const char *, ll.tJ; 

/ .. _-----------------------------------------------------------------------
.. pasaive<n::P - create a passive :socket :for use ir. a '!CP server 

*------------------------------------------------------------------------
0' 
== 
passive'ICP{const char *service, int glen! 

return passivesock{serv'..ce, ·tcp~, q:en); 
} 

10.3 A Server For The DAYTIME Service 

Recall from ChapteI 7 that the DAYTIME service allows a user {)(t one machine ill 
OOtmn the current dale lind time of day from anotl1er machine. Because the DA'r'TlME 
service i~ intended fO£ humans, it specifies lhat die server muM format the date in an 
easi:y n:adaNe string of ASCII text when it rends a reply_ Thus, the dient can display 
the response fur a useT exact!) as it is received. 

Chapter ., shows how a client uses TCP ttl contact a DA YI1ME se..-ver and to 
di~my the text that the server sends back. Because obtaining and formatting a date re
quires little processing and one expects little demand for the service, a DA "lIME 
server need not be opUIlllred for speed. If .additiooal dients attempt ro make connection 
requ.::sts while the server is busy handling a request. the prot,>..-ol software enqueues the 
additionai requests. l1ms, an iterative implementation suffices,. 

10.4 Thread Structure 

,A,s Figure 10.1 shows.. an itenltive. conooction-oriented server uses a single thread. 
The thread ilerates forever, ilSing one socket \i;t haoole illCQrning reque>l~ and a second, 
temporary socket to handle communication with a client. 
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Figun:' HU Tbe t."rread strw:lUre of an iterative. connectlGll-olierned 'ieTYef. 

The server waiB III Ille we!].I,ncwn pnrt fa: a connection, 3Ild 
tben ool':"imunic3le.s with me clienl over that connection. 

A server aut uses (onne.;:tion-Qfleuted transport iterates on !:on!mction$: it WaitE at the 
weJ1-kno\lfIl port for the Ilellt connecttoo w arrive from it client, accepts me connectii}[!, 
ha.."1dles it, doses the <.Xlooectioo. and then waits again_ The DAYTIME sen·lce m.ake,; 
the i:nplemenunion especially simple because the serve1 does not need to receive an el!:
plicit reqcest from the dient - it uses the presence of an incoming connection IQ trigger 
a respollile. Because me dient does not rend an ellplkit request, t'le server does not re
!:ei¥e data from the connection. 

10.5 An Example DAYTIME Server 

File TCPdld.cpp c{}{]taim. e=rnple wde fur an ila-alive, connection-oriented DA Y
TIME sener. 



::;0 

i" 'ICPded. q::p 

.include <stdli:b.b 

li=l",OO <w'..nsock.h> 
tinclude <t~.h> 

',1oi:!: 

voi:3 

e:::rexit (const c'nar * ... ) ; 
TCPdaytimediSOCKET} ; 

so::KE'r passive'OCp{cOI"'-St char" inti; 

#detL'l." QLEN 5 
'define w.:,-vERS ~i2, 0) 

i*-----------------------------------------------------------------------
" raill - Iterative TCP server for DAYTIME: aervie>: 

~-----------------------------------------------------------------------
'/ 

void 
main(int argc, ~ "argv:1J 
{ 

struct sockaddr_i~ isill; 
-char ~ser'J'ice = ·dayt~·; 

;, 

/" 

the frar, address 

service ~ = 
0' • c:ient 

pore rumber 
SOCKEl' l!lSOCk, $oock; /" master • .l~ sockets 
int al(m: 

WSAlJATA wsadata; 

switch large) { 
case 1; 

:t:-rea"t; 

case 2: 

defaLllt: 

~_ce = argyll;; 
breok, 

/r fran-address 

errexit('usage: TCPdaytimed [por.:]\n"); 

) 

if ('rlSAStartup(W8!ERS, &waadata) !:c 0) 

errexiti~~SAStartup failee\ll'J, 

wt:.ile (1 ~ { 

alen = si:reof(struct sockac'kir}; 

lenqth 

$Seck = ac-cept{::tIISock, (stn><;~ so<:Mddr '")&fsin, &alen} , 

./ 

"j 

"/ 
,/ 
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, 
) 

if ISSOCK "'~ INV:AI.:ro~l) 

errexi.t/"accept failed, error IIl1Inber 'tri\n", 
GetLa9tError () ) , 

~yti......c:(ssockr ; 
(voJ.d; closesocketlssockJ; 

/~~-~----~---~-------~-------------------------------------~--------------
... 'TCPday::i.med - do ':'CP :c..1\.YT~ protocol 

~-----------------------------~---------------------------~~-------------

'; 
'-"Oio 
'X'POaytimed{SOCla!:!' fdi 

) 

char 

(void) time (1inOW)! 

pt$ '"' ctime(&now); 

I'" poi.'1ter to time string 
;'< current tire 

(void) serui(fd, pts, strlen:ptsj, 0) 1 

Like the iteradve. C(lnnec!joole!>.~ S<'_r:er described io the previous cha!lrer, an itera
tlVe, coonectiQn---{Kienred server mllst run forever. After creming a :socket that list::m; <11 
the well-known porl, the server en<ets all infinite loop in which it aocepi5 and handles 
connection~. 

The cooe for the senrer is fairly short beCilU!>e the cail to {NJssiveTCP hides the de
tails of sockct allocation and ~ru:ling. The call to pasxiveTCP creates. iI master !iOCke1 
associated with the well-kllowll port for the DAYTIME service. The ~cond argurnem 
~pecifies liIat the master socket will have a request queue length of QLEN. allowing the 
~y:>tEffi to enqueue connection requests that anive from QLElv additional clients while 
the server is busy replying !(! a request from a given client. 

After creating the ma£ter socket. the S<!fVef'S main ;:orognm enters an inrmite loop. 
Duri'.g each iterali()!] of the loop, !he server caUs accept 10 obtain !he next connectioo 
request from the master socket. To p£evenT The server from consuming resources while 
waitmg foc a connection rr-om a diem, the call to {JCC~Pf blocks the server uotil ft coo
ne<:-'tion arrives. When a connection request arrives, tne TCP protocoJ software engages 
in a J-way hand5hale 10 establish a connection. Once The handshake compleles and the 
system allocates a new soci;et for the incoming OI)Onection_ the call to accept retuns the 
descriptor of {he new socket. ,dlowing the 5ef\fU 10 cortioue ex.ecution. If no ccnftec
lion arrives., the se ... -er thW.ld remains blocked forever in the acrept call. 
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EaC] time a new cQnnoction aIThes, the ,ervcr calf" procedure TCPtkylimed 1<:' 
han;:!le it. The rode in TCPdnytimed centers around calls to the Windows function!> 
rim<'- and crime. Procedure t!»W returns a 32-bit integer tlla give~ the curren.t time in 
~cconds since !he Windows: epoch. The C JibrM}' function clime takes 1111 integer argu
ment thai specifies 11 time in ~C(Jnd;; since the Windows epoch, and returns the addre.;s: 
0: 2Jl ASCII string that contams the time lind date fOIIT!alted so a human can understand 
it. Once the server obtains t.'le time and date in an ASCII string, it calls wnd 10 send 
[he string back: to the client oOler the TCP connecrioo. 

Once the call to TCPtklytimed returns, the main program continues e:l.ecutmg the 
loop, and encounters tre acr:ept call agaia The accept (all bloch the serve!" unlil 
lI!X1lher request anives. 

10.6 Closing Connections 

After it has written the response, lhe can to procedure TCPduyfimed retmn.~. On.ce 
Ite call returns, the mait. program explicitly dos£s the socket 00 wbiel". the cOflllcction 
;mived. 

Calling dosesocket reqt;e,;t.~ 11 grncetul sht.;tdown. In particular, TCP gilllfantees 
that all daill will be reliably delivered to the client and acknowledged b~fOTC it tee
miTliltes the cnnnectlon. Thus. when -calling c/oseWCkl?/, a progrnrnrne!" due'> not need to 
worry about data being Jost. 

Of course, TCP's definition of graceful shutdown means l.~a~ £he calJ to cloSl!socket 
may lIN return installt:y - the call will hlock ,mtil TCP on fbe server receives ;: repl)' 
fmm TCP on the client. Once the client lIcknow1edges hom the receipt uf 1I11 dall! ami 
The reque"t to tenninate ,he connection, the dose.wcke! call retum5. 

10.7 Connection Terminatioo And Server Vu'nerabUity 

The application pW!OeOl determines how a ~er.'er manages TCP eonne.."1icn;... :n 
particulllr, the application protOCol U!>llal1y dietate~ the choice of the tenr..inaticn stra
tegy. For example.. arranging for the ,;erver to dose cotmel.-'lions works well fur the 
DAYTIME protocol becau~ the ~er knows when it alls Hnished sending data. Ap
plications that have more complex dient-sen,er interactions cannot choose to have the 
,encr c1D~ a connection immediately afu:r processing one reque~t ~ame they must 
wail to see if !he client chooses 10 send additional request JIF!:.sages. For example, -C0Il
sider an ECHO server. The client controls server processing because it determi..,es tbe 
amount of dllta to be echoed. B('cause the server mUSf ~" arbitrary amounts of 
datlt, it {olIQnot close dre connection lIftec Teceiving and sending dllta once. 1bus. the 
client must signa! completion so the seITer knows when to [enninate the 1XIIffieCti:m. 

AlI{)wing a client to control connection duration can be dangerou~ beeause it al
i<.:"",s clients to colllrol resource use. .In particular. m:sbehaviug chents: can cause :1le 
sen.er to consume fe<;QCI"CeS like sackels and TCP eonnecoom.. It may seem that our 



example serve!" will m::"'.:r run Clut cf resources because :t explicitly cloM's cflnrretlJ6nS, 
Even Ollf simple ccnnCCltOn :enmnation ~tnl1cgy C"'dll be vulnerable til mt~behaying 

elienls. To understand wIry, re::aJJ that TCP defin~ a conneclion timeout periee of .2 
times the maxlmum segment hfeline (2*MSL} after a connection doses. Dunng rlH: 
timeoul. TCP keeps a record of the connection"" it can correctly reject any old packeTh 
that ma:; have !leen delayed. Thus, if diems make repeated requests rapidly, they car 
use up ~SClurces at lbe server. Althougb a programmer may have little control over Ilko 
protocol, they should understal\d how protocols 1:311 make Cis.tribuled rnftware .. ulncr· 
able 10 network failures and tf) to avoid sucb vul=:abllitics 'Allen Qe£igning ~erv~rs. 

10.8 Summary 

A.n iterati\'e, conIlCcD.on--orienltd server itcraje.~ once per connection_ Cntil a con· 
nection reque~t arrive:. fmm a client. the ~rver remain, blocked in a call to accepr 
Once the underlying prole!:ol soflwue esmbli>.hcs tll.:: ne", lXIr.nel-'1lon and creates :Ii 1lC\\
~ocket. the call to ur-cepf returns the socket descriptor ar.d allow~ the server to continue 
execution. 

Re.:alt from Cha.pter 7 that the DAYTIME protocol U5I,.'S the presence of a ronnec· 
Don to trigger a fespons.e from the server. The client does not need to semi a request 
because the sl:rver responds as soon a~ it detects a new conneoion. To form a Je;;ponse, 
tbe server obu::in.i the curren! ;irne lrom the operating system, fonnats the inf{)!'matim: 
into a .strillg sultab!e for humans to read. and men !;CndE the respollse bock 10 the client 
The ~xampie server dose, che wcket !hal correspo:-As ,0 an individual connection after 

seruEng a rcspuose. The ,trategy of elo~mg the. coonect)on inme.diately works becaus.e 
the DA YTTh-1E SO;;':f'.lce only dloYvs one rt:sponse per connectiml. Sa-ver~ that a!:QW 
muluple requests to amye over a ~:Ilglc connection must wait for the chent te- close the 
ce-nnectioo_ 

FOR FURTHER STUDY 

Postel ! RFC R67] describes the DAYTIME protOC{)I used in Ihis chapter. 

EXERCISES 

10.1 /, .. pecial privilege .reedru to ,'>11 a DA YTIME >-e:rY~r 00 your local system? Is ~peCid\ 
,;Jrivllege Ileeded to run a DAYTIME diet1f' E~plain_ 

IU Wiat ,~ !n~ duef advamage of u>ing lhe prc~e!ll"'" of a .:ormcction to trigger a respcnse 
!rem a .~erver-') The cllief disadvantage" 
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16.3 SUint' OA Y EM!:' serv('l'"S lennjnate the line of l~xt hy a "o.'nbinal;01 of 1",>,.(1 charader, 
c;u,nnKe ,flum (CR! ;;00 h"e/ee<i (LF), MNily tile example terwr jn _""'''' rR-!.F ,,' 
the 'Ond of tile lme in'.Iead {I~ >.e:',wng only tF How doe~ ll;e ~wwJanl ~pcCJf"y line, 
should be terminated? 

10.4 Tep- w~h"are usually alloc"t~~.a fIKed·s.ize q~eue f(lf ".winona! cooJle<:tioJl "'CJLew, t1a>: 

arTIH; while a SeT~er ;s bl;sy, and dow, the server;() change Ike '{ume ,,"e using li,u,,_ 
How large IS (I!;> queue Ilia )'oor loci! TCP wflw","e p.-ovides"! How It.rge can fr,e 
SCfVec" make L're queue "'ith /i.</,'n? 

la.5 MOOify (he- t'xamjlle ..,"',,, ~<Jde J~ rCl'd;d.,-'PP s{) it doe~ not exp:lcitl~ clo"" 1he con
oeclio~ af~ef writing ~ IeSPOIlSC. Does it ",ill ... mi.: runee'ly? Why oc why "at? 

HI,' Compare 3. t;Onnecli"" __ ";enled server thai explicitly do,,,,, each connecl>:m afler ,~nd
inS 3 ,e'p<:mse 10 Of\-~ !nal allow~ the eli","! to ho:d a f:onrrectirn:: llfb,'r.i!'ly 1000g before 
c)csir,g Ille oonnerun." Wha: are ,rIc advamdJle~ lind di~>llllage~ of ca(n appr;mch? 

10.7 A~5llme that TCP "-"'"~ .. ';::lI1necH(,1I limeOll.I of 4 minutes (i.e .. keeps infmmali;;n for 4 
minule~ after a ~"<)lIl1cc(i(ln dCl!;e'j. If "- DA YTJME serve: mils on a ~)'~km Ihat ha5 100 
5jot~ for TCP connectl(ln inf('r:natkm. what is rn., lTli"ITrtHIl ral'" at "'!'Udl tile ,('Her <.:Ufl 
handl" «<juests "'l1'11Ollr running out of ,lol~ 'J 
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Concurrent, Connection
Oriented Servers (TCP) 

11.1 Introduction 

The previous chapter illurua:tes how all. iterative sep.'er uses a connecticfi-Onenl:ed 
transport protocol. This chaptIT gives an example of a COn;:UITeIl! server :hat uses 11 
~onmx:timl-orie[)ted transpon. The example ~rver follow;; Algorilhm !I.M. the design 
that programmers use 111m! often wnen they build concurrent TCP servers. The set";,'cr 
relies on me QjJefattng system's SUpjXlfl for concurrent pIOCes;.ill.g to achieve concurren
~y when compllting resp<Y.}SeS. The system IT.ana.ger awoillgeS to IllIve the master Slfr.er 
thread stan automatically when tht: ~ystem boot~. The rna.'>leI server n.ms forever wail
ing :0£ new connection requests to arrive from clients. The master creales a new slave 
:hr-ead to handle each DeW ronnec.ion, a.'Jd allows each ~Jave 10 Ilandle all ~X)mmcnica-
:ioo with )IS client-

Later ~'hapre~ cOfl!.ider alternative imp1emer.tatiorL< of COfirnIre::! 'f:-rvers. and 
,how how to extend the bask ideas presenled here. 

11.2 Concurrent ECHO 

CODo<;ider the ECHO !efViCe descnbed i:t Chapter 7. Adient OpeES 11 conne<:::ion to 
11 ser~er. and then repeatedly sends data ;acro:ss the connection and rel:eives the ""eclJo" 
the server returns. The ECHO ~lYer r~ponru. to each client. It ;aL-cepts a ClXllle~tion" 
recei ... e~ data fwm thr c{)nnection, ~'ld then sends hllck the same data. 

135 



'''' ctap. II 

To allow a client to send arbltcary amounts of data. the seliIer does not receive ~ 
entire input before it send" a m;pome. IliSlea..i it alternates between receiving and 
ser.ding. When a !lev. connection amves. the server enters. a loop. On each ireration of 
the loop. the sene! first receives data from "!he ronnectioo !llld then sends the data bad., 
11le sener continues iterating until jt encounters an end-of-nIe cOOIdirion, at which time 
it doses the connection. 

11.3 Iterative Vs. COncurrent Implementations 

An iterative implementation of an ECHO server UlJ! p;:rfonn poorly be<:ame it :-e
quires a given dimt to wait whi:e it handles all prior con;rection requests. If a client 
chooses to send luge amonn~ of data (e.g~ many megabytes), an iterative server v.ill 
delay aE other clients until it can satisfy the request 

A concurrent implementation of an ECHO server aVDids Long delays beeause it 
doe'> nOl: allow a single cliel1t ;0 hold all rewurces. Jrn;teail, a concurrent server allmvs 
communication with many clienls to proceed simultaneously. ThUl>.. from a cheRI',. 
point of viev-. a concurrent serveT offers better observed ~nse time than an iteralwe 
server, 

11 A Thread Structure 

Figure 11.1 illu5Uates th¢ (bread slruI:ture of a concurrent, cunnroion-miented 
server. As. the f!f;Ufe s.b0VlS. Ihe master server thrwd .:res. 001 oommunicate with 
cbents cirectly. Instead. il merely wailS at m.e well-known port for !:he ne~1 connection 
request. Once a request bas arrived. !he system returns the socket descriptor of :he new 
socket In use for that connection. The master server thread creates a slave thread to 
handle !he connection,.and ano"'~ the slave to operate COllCUITently. At lIfiy time. the 
server consists of one master thread and zero or more sla"<e threml<;. 
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Figur<e 11.1 The (Mead structllfe ur a mJI<.---um;lIl, cOlllleuiOfKl£"iented sen.'er. 
A rtla.'lter server thread accepts -eaclt illcoming eonl!eCtion, ;;nd 

creates a ilive thread to i1alJdle 11. 

To av--oid using CPt.: resources while it walts for coon«:tlOOs, the master thread 
uses a blockJng call of ULcepl to oblain the next connection from the well-known port. 
Thus.. like the iterative server in Chapter 11), the mastcr l;eTVcr thread in .. corn:UlT-ert 
server spends most of its time blocked in a cal! ro QCi:C"pf. "Vhen a connection request 
arrives. the call to acCepf returns, allo ... ing the master threed to execute. The mallter 
creates a slave thread to handle tJx: request, and reissues the call \0 accepr. The call 
bloc",.. the master thread agail'. until another connection request am"cs. 

11.5 An Example Concurrent ECHO Server 

File TCPe('/wcltpp comairu. the code for an ECHO server that use.:: concurrent 
thret.ds to provide concurrent service to multiple defll.'i. 



f* 'X:Pechod.~ 

'include <stdio h> 
linclude <Winsock.h> 

Iir.clude <process.h> 

tdeflr.e QLEN 

t<iefine STKSIZE 

ldefine BUFSIZE 

»define WSVERS 

SCCKEI' msoci;;, ssod<:; 

S 
16'>36 
4096 
lfAKE'hORDj 2, Q) 

/. master .. slave ser;rer sockets 

int TCPechod!SOCf3'I'); 

void errexi t (const char .", __ .) ; 

SOCKET passiveTCP(const char "', int}; 

Chap. l! 

'J 

'/ 

/*------------------------------------------------------------------------
.. mai..'l - Concur:::ent "1'CP server for ECHO service 

"'------------------------------------------------------------------------
'; 

ir.t 
:rair.(int argc, char '"argviJ) 

char ~seYVice = 'ec.w·; 
struct sockaddrJn fsilll 

int alen; 
i'B1IDA.TA wsadata; 

switch (arge) { 

break; 
case ;::, 

default: 

service: arg-.'"[l]; 

break; 

/ .. s ... rvice name or port number .,/ 
1* the a<.ldress of a client ~! 

t* length of client's address 'J 

errexit("usage: "I'CPe<::hod [portJ\r:"~; 

erre;xit ("NSAS:cartup failed\n"); 

rnscck = passive'TCP{ser.rice, ~); 

while (1) { 

. ------ ..... - . 



} 

'" 
alen = sizeof{fsin); 
ssock = accept {msock, {struc'::. sockaddr *)&fsin, &alen}; 

if Issock = LNVALID--socKET) 

errexitC"accept, error numher\n', ae-..:.astError(I); 
if LPeginthread( [void l*j h"Oid "i;n:Pechod, STKSIZE, 

(void *}ssock) <: OJ 1 

errexit{~~inthread, 'IIs\n", streIror!errno»r 
) 

I ~ not reached ,. J 

1*-----------------------------------------------------------------______ _ 
~ TCPechod - echo data ~~til end of tile 

*------------------------------------------------------------------------., 
int 
'I"CPechod (.s.JCKE:l' fd) 

( 

} 

"iot 

cc = r~·(fd. but, sizeot GJf, 0); 
while ICC !: SOCKIfi'~ && = ". :)) { 

if (send{fd. ruf. =, 0) = SOCXRI'_ERROR) { 

fprir.tfistderr, '"echo send error: 'IId\n~, 

GetLastBYrOLi)); 
break; 

} 

= recv{fd, buf, sizeci 1:P.i£. 0); 

if (cc = SOCKEl'_ERROR) 

iprintf(stderr, "echo recv error, M\n", GetLast:En-orl); 
closesocket (fd) ; 

retu..-n Or 

As the example slro",,~ the calh that control Ct:lflCUrTeIlCY occupy only a small por· 
~ioo of the code A master thread begin~ executing at 1"Ulin. After it check> irs argu
:neilL', the master th~ad calls ptllliwTCP 10 create a passive socket foc the \\oell-kFl()Wrl 
protocol POi1, Ir {nen enters an lOfinile loop. 



'''' CInrp. I i 

During eacn iteratjon of the loop, the master thread calls accept 10 wail for a con
nection request fr{JfIl II client. A~ in the Iterative :.eTVer, the call blocks until a request 
arriy-es. After dIe underlying TCP protocol software receives a ummx:IiOIl request, the 
system creates a socket for the new connection, illId the call to accept returns the socket 
descript«. 

After accept returns, the master thread create>. a slal'e thread to hmdle the connoc
tim:. To do so. the masler call~ _bf'ginrhreod to run procedure TCPechod as a sepilfllte 
thread. The newl} created slave thread begins execution i:t procedure TCPeduxi and 
handles :he connection. The mas:er thread contirlues execLting the infinile 1003. The 
next iteration of the io<Y,l will wail at the accepT call for another new connection {O UJ"

rive. Nete that bom the ong:na! and [lew thread~ have access to the !illIle open wckels 
aite the call to jJf:gintf.read. and that either one clooing a socket ueallocates fr.af sock
et f:;r- both nf thel'l'L Thus, "''hen the slave Ihread cail, ciostIocker for the new connec
tion, the socket for that coonection dIsappears fIOm the master thread 

The slave runs procedure TCPechod, which pro~ides the ECHO servlce fer -one 
connection. Procedure TCPer-hod a:msisrs of a loop that repeatedly calls ffCV to obtain 
data from the c(IIloectiOll and then calls send to &end the sa-ne data back over the Co.,
nec:km. Normally. reO' returns the count of bytes read. It returns the valne 
SOCKET_ERROR if .an error occurs {e.g., !he network coonection between the client 
and server breaks) Of zero if it encounters an end-offik condition (Le., Ill> more data 
can be extrncted from !he socket). Similarly, serui normally returns the count of charac
ters wrilten, hut returns the value SOCKEr_ERROR if an error o.."'Cucs. The slave 
checks the retllffi cOOe, lind prints an error message if an error 0CClITS.. 

After perfonning the- ECHO servii:e ru- if an error oco;urs, the slaVl' close; the sock
et it was using and returns. When a thread returns from its initial proeedur-e. the thread 
ceases execution and the sy'Slem releases the memO!)' !hat tbe thread was using. Thus, 
after the slave returns, the memory ir: was using becomes available for another thread. 

11.6 Summary 

Connectioo-Qrienled servers achieve concurrency hy allowing multiple clients (0 
communicate with the server The straightforward implementation in this -=hapter IJses 
die _begiruhread function to create a new '>lave thread each time a connection arrives. 
The- mas"".er thread never interacts wid! any client,,; it merely accepts connections and 
creates a slave to handle eacll of them. 

Eacb "Iave thread h<:gins execution in the TCPl!chod procedure immediately f01-
lowmg the .call to _begimhrcad. A ccnnection 10 iii client terminates when the sla\'€ 
doses the connection's :socket. 
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FOR FURTHER STUDY 

POstel [RFC 862! defines me ECHO prnl<x:ol used ill l1e example TCP ~ef"'ier. 

EXERCtSES 

H.l lnstrumeru ftJe ="",r SI} it mps a log of the hene at whic" ,1.;;ream eadl sia~e thread 
and me lime at >MIld. t/le ,Jave terminlll~s. J-fow..' many ;:-lienl~ mu~ you Mart More you 
""" find any overlap betwew ltv: htllNC threa!h? 

11.2 How many clients can access !he e .. ample c<;-flCUrrenl server simultaneously bet",re any 
dient must be denied ;ervice? How many can =s the ilf:rative server in Chapter !O 
before any lS denied service') 

'1.3 Suild an itera!lve Lmplementation of an ECHO Serve!. Condocl an ClLp"ri-.nent 10 deter· 
mine if a JrJlruln can >en...: the difference- in ;e'flO"'!'e lime between the OOllCUI":'C1'I1 and 
iter.rt,~e versions. 
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Sing/y-Threaded, 
Concurrent Servers (TCP) 

12.1 tntroduction 

The pre.iou& chapter iUllstrntes haw most concurrent. connection-oriented serveTS 
operate. They use operating system faeilitles to create a sepamle thread for each con
nection, and allow the QPer.rti.ng system to timeslice the processor among the thrcaJs. 
This chapter illustrates a design idea that is interesting, but not cbvious: it shows how a 
server can offer apparent CODClIITCIlCY to dients while using only a single thread. First, 
it examine!> the general idea. It d!sClL';ses 'why such an approo...:h is feasible and when it 
may be superior to an implementation using mwtiple threads or ptOCel';;es Second, it 
cOllSiders how a singly-threaded server \L'ie:!' the Windows system fuoctiuns Ie handle 
multiple (1)IlnectiOfls cOfiCunently. The e"ample server folluws Algorithm E5t. 

12.2 Data-driven Processing In A Server 

For applications where 110 dominates the cost of preparing a re~pom;e to a reque;l, 
a server can lise asynChronous YO to provid!:- apparent COneuITeOCy among c1ients._ The 
idea is simple: arrange for a ,angle server thread to keep TCP connecliom open to muJ
tip.e cliems. and have (he server handle a giveJl conneetwn when data arrive~ Thu!>. 
the server uses the arrival of data 10 trigger proce,sing. 

To understand v.ty the approach works, commler the concurrent ECHO 5e'C'lcr 
described in the previous chapler. To achieve concurrent eAecution, the server (reate;; a 
separnte slave thread ill handle each new c(;l'lIlection. In theory. the seever depends {}f! 
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the tr,'lerdting ~yslern'3. tim~licing mechani!.m to:share the CPU among me threads:, aru:i 
hence, among the cormeCliolb. 

1n practice, hO~'ever, an ECHO server seldom depends 0lI timeslidng. If one "-'ere 
able c;o waK"h the execution of Ii concurrent ECHO seJ"YeI closely, one ,"'Ould find thaI 
the a-rival Q( data often CO!llrCls processmg. The reason relates to data flo\>. across au 
internet. Data arrive> at the server in bursts, flO! in a steady stream. be<.:ause the W1der
lying internet delivers data in discrete packets. aient!> add to the bursty behavior jf 
they choose to send blocks of data 50 <teat the feS'Jlling TCP segments each fit into a 
single IP datagram. At tbe server, eactl slave thread spends most {If its time blocked in 
a call to recv waiting for the next bUISt t{] arrive. Once the data ao1Ves, the ncv call re
tum, and !he slave thread executes. The sLa.-e cali~ ur;O. 10 send !he data back: to L'le 
clienl, and then calls reel' again to wait for more w;tlt_ A CPU that can handle the load 
of many clients without st(}~n.s down must execute wfflCient:y fast to complete the cy
cle of receiving aru1:.endillg before data arrivt::s for another slave. 

Of course, If tbe load becoIDe:'i so great lliat the CPU CIInnot process DOe request 
before another arrives, t:mesharing oakes over. The operating system :switches tbe pro
cesSOf' among all slaves that have data to proces~. Fnr simple ~rvices that require little 
processing for each request, chances are high that execution will be driven by the .arrival 
of daw.. To summarize: 

Concurrent servers that retplif"l! little prot"es5ing lime per rt!que~-I 

often belwvc if< a sequential manner whe" lhe arrival oj data triggers 
e;reculion. Time:iluuil'lg only takes over if the road becomes so high 
lhm Ihe CPU CllnfWt handle it sf!quemially. 

12.3 Data-Driven Processing With A Single Thread 

Understarnling the !.CtpJentiaJ nature of a concUiTent server's behavior allows u;,. to 
understand how a single thread can pen-onn the same task. Imagine a singk server 
t!tread tbat hai TCP connections open to many cliems, The thread blocks waiting for 
1aIn 10 arrive. As soon as data arrives on any connection, the thread awaker.s. handle~ 
lhe reques:. and sends a reply. It then biockl- ayin ..... 'airing for more data 10 arrive 
from another CI"lnneclioo. As long as !he CPU is f&t enough to satisfy the load present
ed [0 the ioer\Ier, the smgle thread ',ers.ion handles request!> & well as a version with 
multiple L'rreadS. lit fact, because a smgly-threaded implemenlatioo requires less 
;;wit<;hing between thread contexts, it may be able 10 har.d1e a slightly higber load thalt 
.an implementation thai uses mcltipJe threads. 

The key to programming a si.agly-tIlreaded, ronculTent sen-tr lies in the use of 
.asynchronous 110 through the Wirn:l0W5 Sockets function u{£;ct. A server creates a 
socket for each of the connections it must manage, and. then caUs sriecJ 10 wait for data 
~o anive on any of them. In fact. bocause select can wait for I/O Of! all possible rock· 
ets. it i:alJ also wait for new cooneetKms a1 the same time. Algoothm 8.5 lists the de
tailed ste~ a !".ingly-Ihreaded seiVer 'lses. 
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12.4 Th"'ad SftUC! ...... 01 A Singly-Threaded Server 

Figure 12, I illustrate!. the thread and socla:t structure of a sffigly-tbreaded, con
current server. OIMHhread manages all sockets. ' 

\ 
\ 

• 
• 

• 

• 
• 

• 

!U!rver 
_ applkaJion 

thread 

op€ratirlg 
--- ,ryslem 

F1gu~ 12.1 The lhre!\d siructure of Ii: oonneclon-onellled senff mal achIeVe:> 

LUru:urrtru;y .... ith '" sjl'lgle thr~d. The thttad rMila!:~ Hlultipk 
sockelS. 

[n essence, a single thread ;;erver mU~1 perfonn the duties of both the ma,,~ and 
slave threads. It mairnains iii set of sockets, wilh one socket in the set hound to (he 
well-known port at wbich the master would accept COlilleclion.<;. The other sockets in 
Ihe set each oorre£pond to iii connection over which a ~Iave would handle reque,ts. The 
server passes the ret of soclcel descriptors a! an argument 10 select, and waits for activi
ty on any of them. When selecl relums, it passe~ back. iii hil mask that spedt1es which 
of the descriptors in the set is ready. The server uses die order in whICh descriptors be
rome ready to decide ho-w t1l proceed. 

To distinguish bet-~-een master and slalic operations. a singly-!hreaded server ures 
the descriptor. If the descriptor iliat corresponds to lite master sockel become:> ready, 
the se ... er perfQ[lllS the same operatlon the master would perform: it calls llCcept on W 
-socket to obtain iii new connection. if a descriptor thal corresponds to a sla'loe so-:ket be
comes ready, the ioerVef perfonns the operation a slave would perfonn: it calls reo) 10 
obtain a ftlques1-.and theo an~wer~ it. 
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12.5 An Example Singly-Threaded ECHO Serw, 

An eJi!ampJe will help clarify t."1e ideas and explain bow a singly-threaded, con
(;LUTent server works. ConsJder file TCPmedrti.cpp, which contains tbe code for a 
singly-threaded lOelVef that implements the ECHO service, 

/* -lCPme::ild.cpp - main, echo "/ 

fim::lude <W'...naock.h> 
tim::lude <string.h.> 

tdefine BJFSIZE 

fdefine 'i'iSVERS 

5 -, 
~(2, 0) 

void errexic ! const char ., ••. i ) 
SOC'X1IT pass.i~lconst char *. int~, 

int echo(OCCKET; J 

J"---------------------------------------------------------------------
., main - Concunent '1'CP server for Eel£) service 
._-----------------------------------------------------------------------
'/ 

_d 
mainline arqc, char "argvn) , 

*service '" "echo·; 
struct sockaddr_w fsin, 

SClCKE'I' msock: 
~ rfds; 

frl....set aids, 

int aIen) 
i'lSJ',DIU'A wsdata; 

un.signed iot fclndx; 

switch ;argc) { 

case .1; 

b",-eak; 
case 2, 

service = argv[1]: 
break) 

/* sel'Vioe name or port:number ~ I 
/. the fran. ~s of a client "/ 
/* master B"'..rver socket ,of 

1* .read file descriptor .set '"I 
/* acr;ive til.e descriptor set ~ f 
/* fral'!-address lengt.'1 ~ I 



) 

de!aultl 

) 

if fWSAStartup{WSVERS, &wsdataJ := 0) 

enexit r"WSAStart:up failed\n"); 

P'DJERQ{&afdsl; 

FDJE'l'{BSOCk. &afds); 

while (1) ( 

lIIII'!IIIiCPYl&rfds, &afds. siuof(rfds)): 

'" 

if (se1ect(PO...$ETSIZE, &rfds-, ffd.....set ")0, tt:<Lset '"10. 
{struct timeval. ·~O) "'''' SLCKB'I' ERROR} 

} 

errexit {'se1ect error, ftld\n', Get.LastError{) ) ; 

it' (l"'ILISSE'l'{msock. &rids)) { 

} 

so:::JJ5'l' ssoek; 

alan = aizeof (fsin) I 

ssock '" accept{nsock, {st.""UCt sockaddr -)&fsin. 
&alen) ; 

if {ssocl: = IlII1M.m.-su::JfJttJ 
.... reld.tC·accept: error tId,\n", 

GetLastE1:.w: iJ} ; 
PD SP!l'(ssoek. 5oafda}; 

for (fdndx=O; fdudx:<rfds.f<Lcount; ++fdndxi { 

sx:KI!i'l' fd. '" :ddEl.~~;fdndxl; 

} 

if {fd != msock && FD TSSET{fd, ~fdsH 

if (eeholfd) == 0: { 

} 

{void) cl.ose6QCket(:td}; 

RLCLR(fd. "ids}; 



, ... 
I~------------~----------------------------------------------------~-----

., echo - echo one buffer of data, returning byte count 

._-----------------------------------------------------------------------
"/ 

int 
echoiSOCKE'I- fd} 

) 

char buf ~BUFSlZEll 

cc = recv{fd, .buf, sizeof buf, 0,; 
if tee ,,: SCIC."l'Cl1:T..J;:RF.OR} 

.;rrexit. ("acl'"..o re...""V -error %d\n·" oetLastRrror ()) ; 
if lcc && send{fd, but, =, OJ == SOC'KZ1'..JmR(JR) 

ezzexit (~ecr.o send error M\n~, Ge"-..1.astErrorO); 
return. cc; 

~ singl)Hlueaded server begins, like the master server in a multithreaded imple· 
mentation. by opening a passive MX:ket at the well-known purt. lL uses FD_ZERO and 
FD_SET to create .a vector that com;spoJlds to the socket descriptor> that i1 wishes to 
tes" The server then enters an infinite loop in whkh it calls seUct to walt for one 0:

more of the descriptors 10 be.;{lme ready. 
tf Ihe master descriptor becumes ready, !be server calls accept to obtain a new con

nection. It adds the descriptor for the new connection to the set it manages, and cootin
ue~ to wait for mure activity. If a iJave descriptor becomes ready, the server calh pro
cedure echo which calls. reel.' to obtain data from the connection and send to send Ii 
back t.o the (.-lienL If one of Ihe slave descriplOfl> reports an end-of-file condition, the 
server doses the descriptor and u.;;es macro FD_CLR to' remove it from the set of 
desclipto~ select uses. 

12.6 Summary 

Execution in concmn:nt servers is of len driven by tte arrival Qf dala and not by the 
times!icin8 mechanism in the .mderlying operating £ystem. In cases where the service 
require'> little proce5.ing, a £ingly-threaded implementation can use asyncnronO'U5 110 to 
manage conne;;;tions to' multiple c1ien~ as effectively <is an implementation that uses 
multiple threads or processes. 

The Mngl)-threaded implementation performs the duties of the master and 5iave 
thn;ads. When the master socket becnmes ready, the server accepts a new eonnecoon. 
WlteB any other socket be<:omes ready, the server receives a request and sends a reply. 
An example singiy-tlueadoo server for me ECHO sef,rice illu~ the ideas and mows 
the progr .. auning details. 
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FOR FURTHER STUDY 

!\ guod protocol specification does. not constrain the implementation. For- example, 
the singly-threaded server described in this chapter implements the ECHO protocol de
fined by Postel [RFC 862]. ClIapter 1 J shows an example !1f a multithreaded, con
CUITe:lt server built from L'Ie same protocol specification. 

EXERCISES 

12.1 Conduct lW experimen1 tha! prllW':S !be eumple ECHO server can h~ndle connections 
corn::urrently. 

11.2 Does it make sen;;e 10 u:;e tbe lmpiemenbbon di"cu~ in this cltap!er for the DAY· 
TIME service? Why or why lID!? 

12.3 Read tbe Window£ documentaUOJI 10:> find ow: !he exact representallOlt of dtscriplOri in 
me Jj~t pa.,ood to .reiN:!_ Write !he FD_SET and FD_CLR macrm!. 

12.4 Cmnpare lhe -perl'otmance of singly-threarled lind I!'lultilhreaded rerver imp\em;,nI.;lI!o", 
on II ~ompuler ... i!h mulliple processor.>. Under what ~irornnMan,;es ",ill a singly
!breade:;! VeTh"'" perfurn1 Ilelterthan (or equ~ to)" m..,ltilhtUded lIeision? 

u.s Suppo:;n.e" I .... ge numbet- of clients (e.g., 1(0) ac.:e3S the eJla:npJe ief'o'e(" ill this chapter at 
!ht: same rime E~p1ain what e&:tt diUlt might c-bserve. 

12.6 Can a singly-threaded server ever deprive wre ctent of senic", wlliJe it repeatedly Ironors 
requesls from 3.Il0lber? Can a muhithreaded imp"emo:nu.tion evcr exhibit the ,aw.!" 
behavior? Explain. 
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Multiprotocol Servers 
(TCP, UDP) 

13.1 Introduction 

The pleV1DiJS chapler- des;:ribes how to constnlct a singly-threaded server tha( uses 
asynchronous 110 to provide apparent COili,:lllTeocy among multiple COOne<.:tlOflS. Tills 
chapter expands me concept. It shows how a singly-threaded server c.m accommodare 
multiple lI'ansport pnKoc1)/.s. It illustrates the idea by showing a singly-threaded server 
lilat provides me DAYTiME serv1ce through. both UDP and TCP. W-nik: the example 
server handles requests iteratively, !he basic idea generalizes. directly ro servers that han
dle requests concurrently 

13.2 The Motivation For Reducing The Number 01 Servers 

In most cases, a gIven server handles fet:jueSis for one pankullH" service ru:cessed 
through one partil.-"lIlar transport protocol. FO£ example. a computer system thaI ofterl! 
the DA YTD.1E sen.ice often runs two s~er;;; - emf server handles reques15 that arrive 
via L'DP, while the other handles requests that arri.e via TCP. 

The chief advantage of using a separate ser¥er for each protocol lies in corumJ: a 
sySi<'m manager can easiiy control wfncb protocols a computer offers by <:Qlltwmng 
which of the iervers the system n:ns. The chief disad~'antage of u!ting one server per 
prolocol !Jet. in repbcatioo. Becau:;e many services can be acceEsed through either UDP 
or TCP. eacb service can require two servers. Furthermore.. because both UDP and TCP 
servers me the ~mt" basic algorithm to compule .a n:'5pOfl5e, they both contain the code 



needed to perfonn the computation. If two program", both -OOlllilill oode to perfonn a 
given service, software management and debuggrng can reC'Jme tedious.. The program
mer must ellSure that both server programs .remain the ~ame when correcting hug~ or 
~1ten changing servers to accommodate new releases. of system software. Furthermore. 
the system manager must coordinate execution carefully t!J. ensure that tile TC'P and 
UDP servers el.eCuting at any time both supply exactly the ~ame versron of the service. 
Another disadvantage of running separate sene~ for each protocol arise<;- from the u;;e 
of resources: multiple Sef'<ef ilireads urnleces,ari!y consume thread table entries and oth
er sysrem re$Oorces_ The mag":'litude nf the problem becomes dear when ooe 
Temembers that the TCPIIP standards define dozet'.s of rervi~. 

13,3 Multiprotocol Server Design 

A multiprotoco! server con,ists of .a single thread that uses asynd:.ronous UO to 
handle communication over either UDP or TCP. The server initially opens two sockets: 
one that IlseS a cOnnectionie:B Ir.an!>port (UDP) and one thai 1IS6 a cDrmeclion·o!"iellted 
transport (TCP). The server then uses asynchronous I/O to wait for (lfte of me rockel'!> 
to become ready. If the TCP ~ocket becomes ready, a dien: ha~ requested a TCP con
necliun. The seeve!" uses arxe-pt IX! obtain the new co:mecoo."l. and then COi!L"'Uunicates 
with the ellen! over that corme.::tiol'.. If the lJDP socket become,; :ready_ a d:ent has sen< 
a request in the form of a UDP datagram. TIle sern:c uscs ren;jrOffl to receive thc re
quest and record the sender's endpoint address.. Once it has computed a fe£pOIt>e. the 
server sends the £esponse bad. to the client u~ing Jendro. 

13.4 Thread Structure 



socket to!' 
UDe ...... 

M~' 
_ application 

thread 

()pcwuing 
- system 

YtgUre 13,1 TI1I: thread >lrocture of all ileralive, ... .ultipr.JlOCoi ;.erver Al aIlY 
{icc. !he s<',["V(f has al most (liree ,ockets l'PCn: ooe for UDP fe· 
qLl~5IS. one far Tep c0nne;:lion requests. and ~ temporary "TIe 
fo:r an individual TCP CO:l1lectn ... 

An iterative, mlll1iproto.;ot .<enCl" na.<. ::It mo.<;I three «Icicels open at any given lime. 
In1::ial!y. it ope"" one socket to accept incoming UDP datagrams and a second ~I.x;ke! 10 
accept inroming TCP eonne("tion reque .. ts. When a datagrnm arrives on: th:! UDP MlI:k
el. the server computes a resjXln:sc and send:; iI back to the .::Iienl using the same socket. 
When a connection req'Je~t arrive;; on the Tep socket, the server U~~ accept to obtl!in 
the new connection. Accept cre;;.tes a third sodel for the connection, and the sef"\'eT 
u~n the new socket 10 communi:a!e wilh the elienL Dna! it fini~hes interacting, the 
~rvcr doses the- thin:! socket and wait~ for activit~ on the GIller two. 

13.5 An Example Multiprotocol DAYTIME Server 

ProgrlL"Il day timed illustrates how 11. multipmtoco! server opttates. I: consists of a 
SJu?!e thread that pwvide. .. the DAYTIME :;.crvice for hOlh UDP and TCP. 
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I""' &!yt1med.cpp - main, daytime "I 

Jinclude <stdio.l".> 
.include <t:imet.h> 
fin::lude <Wins.ock.r..> 

void d!lytime{clIar buf[l/; 

void et:Zexit(COIISt dwu: * •... ); 
so:xE'l' pasSiV9TCP{COIlSt <:bar ", int); 

SCCKE'1" po5siveUDl'{cor.st <:har .. ,; 

jdefine WSVERS 

tdefine (.UN 

fdefine TiI"NgT.!!N 

~{2, OJ 
5 

!"--------------------------------------------------------------------
" main - I:terative server for J:lA'iTIME .service 

*---------------------------------------------------------------------
'J 

wid 
Jnain{int argc, cllI<r *argv[J i 

"""" "servi~ = 'daytime" ; 

char wf[LDiELEN+l}; 

..tr=, soc:kad<~k 

in, .u.n, 
s::x::KE'I' tsock; 
S<X:REr usock; 

f,,-,",' rids; 

ictt ~, 

switch farge:) { 

default: 

2, 
service 
",.oJ" 

in fsin; 

argv,l] ; 

J' ~ce name or tort '""""" /' b..!ffer for or.e line of '"'" f' the request frau ~s 
/ . from-aairess length 

f' 'l'CP master aocket 

/' UDP socket 
(' reedab:e file descriptors 

errexit{~usage: dayti.ned [portl\n"); 

if (~"'SAStartup!WSVERS, &wsadatal != 0) 

'f 
'f 
>J 
>f 
>f 
>/ 

>j 



, 

'" 
enexit[ ~m.iStartup fa:.led\n"j: 

tsock " J,'iassive'OCP{serviee. ~l; 
usock " passivetIDP(service); 

while (1) [ 

) 

FD-",-n{tsock, &rEds); 

.FD3ET(uaock, &rfds}; 

if lselect{FD---.SEZS!ZE, &rtds, (f~t '"')0, tfi\....Set *)0, 

!struct timeval *)O} =~ ~~ 

er.rexit (·select error, 'd\n". GetLast:Error ()} ; 
if: fP~LISSE'!(tsock, Ufdsl i 

) 

SC<::rel' aaocJq / .. 'icP slave socket 

alen = s~zeof{fsin); 
ssodc. '" ;;w;cept(t:aock, fst::rur:'t socka&!r *)&fain, 

&ala'll; 

if [sBock ="" Il<.VALIDJ;lX:KkI') 
erre;e.it ('sCCEPt failed; errol" \)(i\D" , 

OetLastError{lll 
daytime{bu.f) ; 

{voi41 send(ssock, b.Jf, strlenikuf), {i); 

{void) closesoeket(ssoclt); 

if If'O_!SSE'1{usock, &rfds) I r 
alan" sizeaf(fsin): 

) 

rv '" r6Cll'fran(USQCK. tuf, si:r.eof (ruf), 0, 
(sUuct: sockaddr "')&fsin, &alen); 

if {rv := SOCKET~) 

ezrexit ("recvfrom: error ....... hor M\n" , 
GetLastError () ) ; 

~ilne{bu.f) ; 

(voi::l) aendto {usocir:, b.lf, strl.en (Wf I, 0, 
(stnlCt soekaddr ~ I Usin, sizeof {fain} J ; 

'/ 

I~------------------------------------------------------------------------
.. daytime - fill the given h>.ffer ... ith the tinE of day 

.-------------------------------------------~----------------------------



"I 
'mid 
daytime (char buf[l) 

(void) timelr.now) i 

sprint1(buf, '%s', ctime(&now}); 

Cm.p_!3 

Daytim£d takes an optional argument that allov.'s the user to specify a service 'lame 
or proIocol port number. If the user does not supply an argumern, dayrf.med use.-; the 
port for service daytime. 

After parsing its arguments, daylimed calls passiveTCP U1d passiveUDP 10 create 
two passive sockets for use with TCP aoo UDP. Both sockets use the same service and, 
for- mast service;;, both w!.l! use the same protocol port number. Think of these as the 
maMer sockets - the ~erver keeps them open forever, and all irJtial contact frmn a client 
arrives through (me of them. The crotto passiveTCP specifies rna! the system mui't en
queue up to QLEN connection request~, 

After the seever creates the master sockeL., it prepares to use ulect hy imtlalizing 
Ihe read fiie descriptor li~1, ifd~. The server then enlefS an infinl!C loop In each itera
tion of the loop, it lLore'> m;Kro FD_SET to build a set of the descriptors that cOTrespnnd 
10 the tl>;O ma£':eT sockets, It then 1L~es sekc! \{) WIll! for input activity 00 eilher of Ihe 
socke:s. 

When the select call returns.. one Of both m the ffiID,1er sockets is ready. The server 
uses macro FDjSSET to check the TCP socket and again (0 checlc: the UDP sackel. 
The senter mw;t check both because if a UDP datagrwr. happened to .arrive at exactly 
the same time as a TCP ccnne<:tion request, both sockets would be :ready. 

If the TCP ,>ocke! becomes ready, il means that .a client initiated a cmmection re
quest The serve; uses acapl to establi~h the connection. Accept returns the des;;riptor 
{If a :leW, temporary sockel used only fOT the new conneclion. 1be server calls pro
.:edure dayrime to c{lmpule the re~, send 10 send the rcspon;;e acRr.;S the new con
nectkln, and clousoclet to temtinate the eonnectron and release resources. 

If the UDP socket become .. ready, it means that a dIem: sent a datagram 10 prompt 
{oe a DAYTIME response The sel"'tU calls reClfrom to receive the incoming datagram 
and record me client's endpoint addresS. It uses procedure daytime 10 compute the 
response, and then calls SEMlO to send the resJXlnse back to tbe client. Because i1 uses 
!he master UDP socket for all communication, the server does no! issue a doseslJCket 
after rending the t:DP response. 
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13.6 The Concept Of Shared Code 

Our exampl.e server ;llustratei an importanl idea: 

.4 muiriprolOCoi server design permilS the designn to create tI sinEle 
procedure Ihal resPD'ldt to request! for II given service and to co.ll 
filar prvcedun! regardless of whetht-r requesis arrive via UDP or 
Tep. 

! 57 

In the DA YTlME eJ:;ample, of course. the shared nxk occupies only a few line". 
It ha.~ been p'.aced in a single procedure, daytime. In most practical serven, however, 
the (ode needed ro compute a response can span hundreds or thousands of lines and 
usually involves man)' procedures. it mould be obvious that keeping the code in a sin
gle flare where it can be shared makes maintenance ea:;,jer a."ld guarantees that tb: ser
vice offered by both tran~"P'm protocols will be idetukaL 

13.7 ConctJrrent Multiprotocol Servers 

Uke the siugle-protocol DAYTIME server shown earlier. the example multiprolo
all DAYTIME server uses an iterative method 10 handle TequeS[~. The reason for using 
an itlOra,iYe solution is the same as for the eMher server that supplies the DAYTIME 
service: an iterative server snffices because the DA Yl1~E service performs minimal 
CQmputatkm for each reql.le.~t. 

An iterative implementation may nell: suffJee for ()(her «!f"I,kes thai require more 
cumpmatiun per requesL In such cases. the multlprotvcDI design can be extended to 
handle the requests concurrent:y. In the simpiest case, a mukipcotoco! server can create 
a new thread to handle each rep connection ciXlCurrently, while it handles lIDP re
quests iteratively. The multlprotowl rlesJgn can alm be extended'to use the singly
Ihreaded implementation described in Chilpter 12. Such an implementation provides ap
!Ulft'llt concurrency aInrnlg requests that arrive over maltipk TCP connections or via 
UOP. 

13.8 Summary 

A multipmtocol sener allows the designer to enL'a?5uia:e all the code fDr a given 
seni;:e in a single p£ogram, elurunating replicatirnl and making it easier to coor.iina1e 
changes. The multiprotoco\ server con~sts of a single thread. The thread opens master 
sockets fOf both UDP and TCP, and uses select to wait for either Of" both of lhem to be· 
come ready. If tile TCP socket becomes ready_ the ser.er accepts the new connection 
and handles requests using it. If the UDP socket becomes ready, the sen-eT receives. the 
request and rebp<loo!>. 



'" 
The multiprotocol server -des.ign illustrated ill !his chap-.et ean be extended 10 allow 

COf.£UIreIll TCP connections or to use a singl:,.--Ihreaded imp1ememation that handles ~e
quests concurrently regardless of whetheJ" they arrive via TCP ('Of V'DP. Multiprotocol 
servers eliminate repHcation of code by Jsing a single procedure ro ;:ompute the 
response fur the ~lYice. They also eliminate unnecessary use of system resources, 
especially threads. 

FOR FURTHER STUDY 

Reynolds and Postel (RFC I700J specifies a list of application protocols along with 
the UDP and rep protocol ports assigned 10 eoch. 

EXERCISES 

13.1 Extend the example serieT in thls d!apcer to h~Mlle requests concurrentl)<. 

13.2 Study some of the most common servi~ defined kK: TCP/]P. CJJfl you fmd eump]es 
where a multiprotOOOl SWleT CIliUKlI- use mared rode to compute die respooues? explain. 

13..3 'The example cOOt ailows lhe user w specify a service name or protocOl port number as 
an .argument. and uses me argument when creating ~ve wckets fO£ the service. Is 
were an example of II servi<:e that uses a different protocol pM number for UDP tlmn 
fut- 'T'CP'? Oumge the code to allow rile user 10 spedfy a sepame protocol port number 
for e&:b protOroI. 

13.4 11te elamp~ !IeMiet does not allow lhe system mana~er CD control ..... i1idl proIOOOls it 
\lSeS. Modify the server to include argumems that alJow II manager to specify whether 10 

offi:r the service for TCP. UDP. Of" both. 

III Con~ .. !lite that dec'des to implcmenl security through an lIumorization scheme. The 
_ prOYide! eadl server with .II li~ of authorized dienT machines. and makes the rule 
tlJIII the 5eJVeJ" must disa.IlOw requests thai originate from machines Olber than tho5e 00 

t3e list. ImpIemem: the ~Ion >Cbeme for TIke e~mple nwitiproroool server. 
(Hint: look carefully at !he soctel flUlctioos to see bow 11}:10 iT for TCP.) 
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Multiservice Servers (TCP, 
UDP) 

14.1 Introduction 

Chaplet n dest:rih~ hem to COMtruC! a singly-threaded server thal uses asyaehro
nollS {fO to provide appa."eflt com:wrency amoog mUltiple eonnectrons, and Chapter J3 
sh(;w;; how a mulliprotoco! server suppli~ a service over both the TCP and UDF tnm
sport protocols. This chapter expands tin: coorepts and combines them. with some of 
the i!erative and concllT1"e.'K server design~ discussed In earlier chapleN. It shows bo-w a 
single server can supply multiple services, and illustrales the idea us.ing a singly
threaded ser'Vet that bandIes a SCI of services. 

14.2 Consolidating Servers 

In mvst case», programmers design an individual server to handJe each service. 
The example server;, tn previoos chapters iIl.ustrate the single-service approach ~ each 
waib at a well-known port and answers request" f~ the service a~iated with that 
poft Thus, a computer usually runs one server fOl" the DA Yl1ME ser.ice. another (or 
the ECHO service. and 50 00. The previous chapter dj~cl)s.ses how a server that uses 
multiple protocols hdp5 coo:;erve system resources and mak~ mailltenance easier_ The 
same advantages thd motivate mul[ipwWci)[ servm. motivate cGflsoli::lating multiple 
services into a single_ mnhisenice servcr. 

159 
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To appreciate the cost of C~Il£ Olte sene.' per 5ervJCe, one fiee..h to examine the 
set of .rumdardized "mices. TePflP defi1l<!s a large set of simple services that are in
tended to help rest,. debug, ilnd maintllin a netwurk of compu~ Earlier chaPters dis
cuss a few examples !ike DA ¥TIME, ECHO. ~md TIME, but many other services e1.ist. 
A liylitem thai runs one server for evet)' staadanlired service can have dozens of senteN, 

even though mrun of them will never receive a request. Thus, consolidating many ser
vices into a single server can reduce the nnmber of e]l:ecuting programs dnunaticallyt. 
Furthermore, bec:ms.e man)' of the small £e[Vices ca."!. be handled ..... ith a trivial computa
tion, most of the code in a ieIVeI bandies !he details of .wxepring requests and ~ding 
repJies. Consolffiating many servlce~ into a -single server reduces the lOt81 code re
quired. 

14.3 A Connectionless, Multiservice Server Design 

~111ltiservice SelVers can us~ either CODnectionle~" or connectioD-oliNted transport 
protOCot5. figure 14.: illustrates ODe possible thread structure [m a cDurwctionkss. 
mulliser'lice server. 

server 
_ application 

"'"ad 

operating 
- system 

FiIUf't' 14.1 An itenllive, connectionless, multiservice sen<eT". The seT'.U 

W<liU fill a tlatagnm: on MI.) of ieYeI<l\ stJdeu. where each ~ock:
et OO!reSJlOflds 10 an l!Kh",idual oervice. 

As Figure 14.1 shows, an iterative, C(lnnec;ionle~. mu:liservice server usually coo
sists of a single thread that cuntains all the code needed for the seno1ceS it supplies. 1be 
server opens iii set of UDP sockets and binds eadt to l well-known port f{lf" one of !he 

tBe<:a,,"" tmp!enKnWlOll. of "",ltet fl>AC'Jo"" JjJ!li\ t!re rr .... imum "~ ... ber of sockets a tI,,~d "'OIl """",, it 
may not bt """sib!.: for !lilt !!en-er '" IJI'kr al! S<nI~ How.."eT. if a thread can open'" so:ont~, uring mul_ 
ti!;eMce 5erve!'S ;:an redoc-e IIll' lIllf1ilier of llneiuk reqWl'td by 3 factor ill N 



services being offered. It uses a sml'JI table tu map sockets to services. for each sockcl 
<ies.:riptoc. the table record!> the address of a procedure that handles the service offered 
on that sockeL The server uses the select system call to wail fiX a datagram to unve 
on any of the sockets. 

'I\'heo a datagram arrives, the server calls the appropriate procedure to compule a 
response and send a reply. Because the mapping lable records the service offered hy 
each :;ockel, the sen-er Ca!J easily map me socket ;;,escriptO£ to the prm:edun: thaI han
dies the service, 

14A A Connection-Oriented, Multiservice Server Design 

A eor.neetion-oriented, lfIulti!erviee server can al~ follow an iterative algt"lrithm 
In principle. such a se .... 'er perform~ the same tm,k." a;; a 5e1 of iterative, connection
oriented "ervers. To be more precm~. the single thread in a lIHlilisel"H:e server re~-!aces 
the roaMer server mread" in a set of crnmecrion-oricl1ted 5erven;. At the top level, the 
multiservice !>eTVer uses a,ynchronous JiO to handle irs duties. Figure 14.2 shows the 
Ihrcad ~trrn:ture. 

.1L'n>er 
_ application 

thread 

operating 
- system 

FIgure 14.2 TIre threW structure ill an iterative. crntnectioo·orienred, mill· 
lisenrire server. AI any time, ihe server bas one 50cket opell fOJ' 
tach service iIlld at most one addilional wcket open to handle a 
particulllT ;;oonoclioo. 
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When it begiIJ& execution, the multiservice server ~reates roe socket for e-acll ser
vice it offers, binds each socket 10 the weIl-known port fiX the service, WId uses select. 
to wait for an incoming cmmection reques.l on any of them. When one of the sockets 
becomes ready, the 5eTVer calls acapr 10 obtain the new .connection mat has arrived. 
Acr:ep! creaks a new so.;:ket for the incoming cormectloo. The server uses the new 
socket to interact with a client, am:! then clvses it. Thus... besides one master socket for 
each service, me server has at most one additional socket open at any time, 

As in me connectionless case, the server keeps a ruble of mappings so i. car) decide 
how to handle each incoming connection. \\'hen the server begins, it alloca1e~ roaMer 
so~keis. FOI each !runter socket. the -server adds an entry to the mapping tabk that 
specifies the socket number and a procedure that implements the :service offered by that 
socket. After it has afiocated a n:aster socket for each service, the server cans .'ie/eClIo 

wait for a connection. Once a connection arrives. the server uses the [Ill:IppI.ng table 10 
decKle wllich of roany internal procedures to call to handle the service that the client re
quested. 

14.5 A Concurrent. Connection·Oriented, Multiservice Server 

The procedure calied by a multiservice sener when a connectioo request arrives 
can accept and bandle the r.ew CO!lnectloiJ. direclly (making the server iterative), ()1" it 
can create a slave thread to handle it (making !he server concurrent). In fact. a multiser
vice server can choose to handle some servkes iterativdy and other service, concurrent
ly; the I"rogr-.lmmer does not neee to cOOose a sillgle >l:yle :01" all services. Figure 14.3 
shows !he thread structure for a multiservice _'lCTVer that us:::> a concum:nt, cOII;}ectiolt
oriented implementation. 

III an iterative implementation, once the procedure finishes oommllfikating with the 
client, it ciOoSes the new cOnHcction. In a concurrent imptemenlatwTI. the slave thread 
works exactly like a sJt,ve in a ccnventional, concurrent, cmmec:ion-oriemed 3e!Ver. It 
commllfticate~ will!. the dient oyer the connec1ion, honoring requests alld sendmg re
plit!' When it finishe~ the interaction, the _~Lave doses the sockef, breab tiM: communi
catlon with !he client, and ceases aeCUlion. 

14.6 A Singly-Threaded, Multiservice Server Implementation 

II is poo:;ibk, althOUgh Jocommoo, to manage all activity iIT a multiservice server 
Wit3 a s;ngle thread, using 11 design exactly like (he singly-Lhre:aded server discussed in 
Ou.pter 12. In,,!ead ill crcatillg a slave thread for each incoming ooooection. a singly
threaded server adds the socket for ead·. new connection to the set it uses with srlecl. If 
om: of 6e masi<;:r sockets becomes ready, the server calls accept; if one 'If the slave 
s.ockets -oecornes ready. the server calls Teev to obtain an mcoming request from f~e 
die'll, klllb a r~pollse, and calls .Iena to lransrni! the response back to the dieHl. 
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~ 14.3 The !tread ruuCUlre for a concurrent, <;OOiIectiorHriented. rnuI
tisuv1ce server. The_master thread h.imdles incoming- cotllleCtron 
requests. wMle II slave thread ItandIe.s ea:::b COIIllectioo. 

14.71nvoklng Separate Programs From A Multiservice Server 

"" 

One of the chid di~vantages of most of the designs discussed so far is their in
fleltibility: changmg the code for any single service requires reeompilatinn of the entire 
multiservice server_ The <iisadv!lfltage does no< berome impoltllflf until one considers a 
server that: handles many .services. Any small change requires dle programmer to 
recompile the server, terminate the executing server program. !Uld restan the server us
ing the newly compiled code. 

If a multiservice server offen; many sen-1ces, the chances are higher that at least 
one client will be comlll¥nicating with it at any given time. Thus. terminating the 
server may cause a problem for some clienfS. In ,;u;kIitioo. me more sen-ices a given 
serve!" offers. the higher the probability that ft will need to be modified. 

Designers often choose to break a large. monolithic, multiserv.ice server into in
<iependellt .;:omponents by using independen!ly compiled programs to handle each ser
vice. The idea is easiest 10 undentand when applied to a conrorrent. connection
oriented design. 

Consider the concurrent, conHection-oriented server illustrated in Figure 14.3. The 
master server thread waits for a connection request from a set of master sockets. Once 
a cmtnection request W'Tl\'CS, the master thread calis _begimhTead to create a slave 
t.itread that will handle the connectioo. The server mllst have lhe «de f{lf all services 
compiled iua the master progrnm. Figure ]4.4 illustrates how the design can be mOOi
fied 1:0 break the large server into separate pieces. 
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Chap. 14 

As. the figure shows.. the master scrver uses CrealeProcess to creale it flew pr~ss 
(nOl just a new thread) to handle each. COllIlec-Drul. One of !he arguments to CrUlrePro
ceH specifies the name of a flew program 10 run. The master process arranges for the 
connection to remain open when the new process is created, allowing the new prognm 
to -.Jse !he socket to bandle ail ellen!: crnnmullication. 

Because CF~aJeProcess retrieves the- new pmgrnm fr{)lJ1 a file, the design described 
above aaows a system manage.- to replace the file without recompiling the multiservice 
sefVt:C. terminating me server process. or restarting it, Conceptually. using CrealePro
cess sepantte~ the programs thaI handle each se.vice from the master sener code 6111 
sets up connections. 

In a mlolitiservice server, the Windows CreatePmccss call maus it pos
sibk to separate the code that lumdtes an irniividaal service from ihe 
code thai I1UUUJges initiai requests fFOl1l clientt-

14.8 Multiservice, Multiprotocol Designs 

Although it may seem Datural to think of a multiservice server as elmer conne.::-· 
tionless -or connection-oriented. a muftiprot(lCoj design is also possible. As described in 
Chapter 13, a multiprotocol design allows a single ser.-er tr.read [0 manage both a UDP 
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sockt! and a TCP ,OCket for tltt Sa:TJe service. In the case of a multiservice :server, the 
'>ePicr can manage UDP .and TCP socket, for :.orne or ali of the services il offer&. 

Many networking cAperts uo.e the rem'. _Wiper sen.'el' 10 refer to a multiservice, mul
lipro'-'x. .... 'l !:oerTer. 10 principle. a sup server operutes much lhe same as a conventional 
rnultiservke :ierver. Inilially. Ihe ser .. er opens one or two IlllIsler sockets f{lf each ser
vice it offers. The ma:.ter socket!> fOf a gi"en !;ef'o'i;oe IXUTeSPOOO to connectionle,s tran
sport lFDP) ur connection-oriented lTaoslWrt (TCP}_ The server llsei. lie/eN lo w .. it for 
any ruckct to become ready. If a UDP socket becoJtlCS rea:!y, the ser.-er call" a pro
cedu:-e thill reads the next reques.! (datagram) from the socket, cmnpules a response. and 
sends a reply. If it TC"P socket become;, ready. (he sen-eT calls a procedure that a~cepL 
the next connection frol:1 the focke; and handles it The server can handle the cmmec
tim! directly, making it iterative. or It can create a new ttu-ead (or a new process) to han

dle the connection. making it conelr.Tent 

14.9 An Example Multiservice Server 

Tne mu!ti,erv;cc server in flte sliperd.cpp extends Ihe singly-tru-caded r.erver imple
mentation in Chapler /2, Afur illitialil:l~ data structures and opening sockels forench 
of t.'J;:: M'rvices it offers. ttle main program enters an infmite loop. Each iteration of the 
loop calls select to wail hr a socket to become ready. The select call returns when one 
or more reque~ts arrive. 

Each ent!) in array svenl contains a struc1Ufl: Dr type serdce that specifies the map
ping between a service and a sociel: descript(lJ". When Selecf returns, the saver iterate. 
through n-em and uses mocro FD jSSET to tesl whether the descriptor Il:CUrded in field 
s\"_s(ick is ready. If it finds a ready descriptor, the server invokes a function to handle 

the request. 
Field SI'--fimC contains the address of a function to handte the sen-icc_ AfieI find

ing an entry in Sl'em that cQrresponds to a descriptor thaI is ready, me program calls the 
selected fmerion. Fur a UDP socket. the server ('all~ the service handler directly; for a 
TCP socket. the sene;" Gills the :service handler indirectly through procedure dvTCP. 

TCP services require the additiocml procedure because a TCP rocket corresponds to 
the master socket in a connection-oriented server. When such a socket bel:omes ready, 
it meaJ15 that a conoe ... 'tion rapest ha\ arrived at !he !iOCkeL The server needs to create 
a new thread to manage the cooneaioo, Thus.. procedllre doTCP <7alls accept to accept 
the new connectioo_ It Ihen calls. _hegil1.thread to create a new sla"-e thread that iID'okes 
Ihe ~ervice handler function !!wJunc). When the service function returns, the slave 
lhread lenmnate:s. 



1* ~.cpp 

.includa ~ooess.h> 

.inc~uda <Winsoc.k.r> 

tde:fine UDP~ 

tdefine 'l'CP~ 

s~ruC': service { 

o 
1 

char "SVJlillilEl; 

cl1ar sv----»&eTCP I 
BCOCE'I' svJ!OCk; 
void i*IWJuncIISOCKm'J; 

), 

TCPeCbod{SOCKE'l'), TC!'c:hargend{SOCKEI), TCPdaytilned{SOCKEr) , 

TCPtimed{SCCKETI; 

passive'I'CP(conet char *, intI I 
passivalDP{const char *) I 

e:nexit \coruEit ehar o" ••• ); 

doTCP{strJet service .); 

struet serviee sve:nt[] = 
{ ( 'echo', TC?~. lNV1ILID~, 'ICPechod ). 

tdefine WSVERS 

tdefine QLm 
+define nm:t.m 

( "charg-en", TCPJ;ERV, .INVALID~. TCPcbarqend ), 

{ ~dayt.iJre", 'OCPJiER\'. DNALID~, TCPdaytimed }, 

{ 'time", TCP-.smv, INV1.LIILSOCKE':', 'OCPt1nled }, 

{ Q. O. 0, 0 }, 

extern uJ<hort portbase: ., 



$""" ;4.9 '" 
f*---------------------------------------------------- --------------------
., main - SUper-server main progra:n 

*------------------------------------------------------------------------
'/ 

'roid 

maL-dL-.t .ar-gc, char "argyl:) 

aids. rfds; 

wsCat:a; 

1* sen'ice table pointer 
I~ reaOObJ.e file descri~tors 

switch (arge) { 

case 1! 

case 2, 

default, 

break; 

port~se 

break; 

if (WSAStartupiWSVERS, &wsdata)) 

errexit \ "WS.AStart'"p failedm· i; 

FD_ZERO{&afdsl; 

for (pSV ~ &sventrOl; pSV->SV_naffie; +~psv) r 
it {psv->sv_u~P) 

) 

psv-::>s-.. _scc); = passive'1':P!psv->sv_Darne, QLEN); 

psv->sv_sock = passivel.Dp'psv->i<V-=e); 

~~(ps')"->sv_sock, &afds); 

while (1) ( 

:::nancpy(&rUs, ~fds, s::'zeof(r!ds]); 

if {se::"ect (F'D_SETSlZE, .. rfds, l ::a_set *) [>, i=d_set .; 0, 

(str'-J.Ct tiJr\e>".al *) 0) == SOCKET_ERR>:JRl 

errexit (. select error: td\n', GetLastError () , ; 

for (ps''=&sver.t[OJ; psv->svJ'.ame; ++psv) ( 

if (FD_ISSETlpsv->sv_sodo;: • .,rfds)) 

if (ps~>sv_useTCP) 
doT:;P Ips-..-} ; 

'/ 
,; 



'''' 

) 

} 

) 

) 

(* ---- ------ - --- -- ---- --- -- --- -- -- - - -- -- -- - - -- ------- ---- -- ------ - - -------

" ddI'CP - .handle a 'fCF service ~ion request 

~------------------------------------------------------------------------

" 
void 
do'ICP(strm:t servic.; ~pBl."l , 

illt 

""""" 
alen~ 

SBQc:.c; 

a~en '" sizeof{fsin); 

!* the req'..wst fran ad:b:'ess 
,,, fr.;m-address length 

ssock = acoept{psv->sv~k, {struct sockaddr ')~fsin, &alen); 
if (ssock """ ~D_SCC'J':ET) 

errex:it("accept, 'd\n", GetLastError(}lJ 

" 
"; 

if Lbeqintt.read! (void !~} (void ~}; psv->s,,_fun<:, 0. ! .. 'O!d *) ssod;:j 

== ('..msigned long) -1) 

errexit(~-heginthread: %s\n~, strerror{errno)); 

The exampte ~uper server s.upplies four services: ECHO, CHARGEN, DAYTIME, 
and TIME. The services oU\:!f than CHARGEN appear in examples in eanier chapters.. 
Programmer.> use the CHARGEN service LO test client wflware. On~ a client forms a 
cOIUu:nion to 11 CHARGEN ..erver. the server generates an infinite sequenee of l.'haroc
ter.< and sends it tQ the client. 

filE sv JUJlcs.cPP contains thE code for the functions that handle each of the mdivi· 
dual -services . 

• i~clude <stdio.~ 
.t.incl.ude <time.h> 

hnclude <winsock.l-.> 



void 

void 

4096 I~ max read. l:uffer siu .. , 

TCPer:hod{socm:I'l, TCPd'!3rgend:lso:::n:T~, 'rCPdaytimed{SOCKET}, 

'ICPtiniediSQC:J::irr') ; 
errexit{conat char * •... J; 

'" 

1*------------------------------------------------------------------------

( 

} 

,. 'lCPec:ho - do 'OC'P !X:HO on the given BOCk~ 

.-----------~------------------------------------------------------------

buf 1BUl"FERS'LZE1; 
int 

while (cc = recv{fd. buf, si"eof buf, I))) { 

if (CC == SIX:REl'_ERRORl 

et:Iexit~·ecr..o recv, er= M\n", GetLastError{)); 
if {send(fd. buf, cc, 0) = .so::::KE't'JlRRDR) 

errexit;:".echo send: errlUlIIl M\n·, Getl.astErrorl)}; 

d-osesoc"ketCfd) ; 

~fine LINELEN n 

I~------------------------------------------------------------------------
* TCPci".aJ::gend - do TCP ~ or: the gi~ socket 
,,----------------------------------------------------------------------

void 
'OCPchargend{SCJC$ET td) 
{ 

c = • '; 

but [LINELEN) '" • \r' ; 
buf[LlNELSN+lj = '\n'; 
d'.ile Ii) f 

int !.; 

/* print L'INELm chars + \r\n .. J 

for (i=O; i<LINE:.EN; +"i) { 

tr.:.f[±j = c++; 



no 

) 

closesocket I fd) ; 

) 

if Ie> '-'J 

breM; 

, , , 

j*------------------------------------------------------------------------
,. TCPda~irr.ed - do ~p UYT:ME :o-;rotoco.l 
~------------------------------------------------------------------------

,; 
void 

TCPdaytimed(SOCKE:l' ro! 

char buf [I.:NK.E!\! ; 

tcllne_t now, 

:void) ~ime{&now;; 

sprintf{bu.f, "%s', c';:ll!Ie,&nrnd), 

(vo'...d) sendlfd, buf. s:::-len(buf), 0/ .. 

closeso"ket I£d); 

220898S8()O /' WindowE epoch, in:JC':' sec:s "; 

f*---------------------------------------------------- --------------------
~ TC'Ptimed - de Tel' ':'TI'IE protocol 

~------------------------------------------------------------------------
,; 

void 

TCPtime:i(SCO':ET fd} 

{ 

) 

,-,roid) t.m.e\&na\lo; 

now = h=<:mli tu.-1<=q} {lliY.V ... WINEFOC'Hl ); 

(void) send;fd, (cr.ar *};;.now, sizeof{now), 0); 

cloaesocket:fo} .. 



'" 
Crnie for mm! of 1m: irntyidml r'uOC!ion~ should seem tamiLiar; it bas been derived 

from lh~ cX2ITlpic ,~crve" in ellrliu chapleTS The coOe fur the CHARGE:'" service can 
be found in pucedure TCPciHlFRel.4: it is s.!mightForwaW. The procedure C{)flsislS of a 
loup !h~l repeaedly creat.e~ u buf:"er :Jlled wj:h ASCIl ,!Iafaders and calls k'rld J() _,end 
the content!> of [he buffer to tlu d,enl. The loop temunakl. when Ihe dienl closes the 
CflflnecliOll, causing _~end \0 rclum SOCKET_ERROR. 

14.10 Static and Dynamic Server Configuration 

In ?rnctic~, m:my systelITh ,uW1y the ~kele\(m of a super server :0 which ,yslem 
administraturs can add additional services. To iru:rease e;J.Sf: of use, wper ,erver;; are 

often cOllf!gufllbLe - L.,~, H:I of ~erYiCeli thaI the s~""'''''r handles can be :'hanged ',1,ithotll 
recompiling sourcc code Two lyp.:s of "::onfigllnlt:!Ofl a,'e possible: Sla!IC and dYlUlrnic. 

Stalie configurmiof' OC:CUlS when !he '>C1"Ver pmgr.iI:l. be:;ins execution. Typically, confi
guration idoIT.lilliOl' is placed in a file that the serv{'(" read" when it starts. The conti
gumli{)n flle spedfies a sel of senkes the server s!',,-.uld handle as well as an ex:cculahle 
program to be m;ed for each serVIO::. Tu 'Change the servIce:> being h-anilleoJ. a s)-stern 
admimstrator merely neees 10 change tlte cooEguralion fIle and restarl the Ser.1:'L 

Dynilffii-c configura.wn occur~ while a super ~rver is running. Like a stalically 
canfigurcd sen'e!, a dYlla'llicaHy cUllfigured sener reads a configuration file when it be
gins execut0n. The conligtlnltion file determines the bitiaJ sec of services the ~ervCT 
Jlalldlcs. Unlike a ,rati::ally oo~fig:w-ed server. it dynamically -c0£lfigured fie("vcr can 
redefine lr.c '>elVices that it offen; ",ithoul re~~lJting. To change services. a >ysle'll ad· 
ml~Lstmwf alll:Ts tit .. configumti(m fik, and then infunn~ Itt: 'e!"Vcr that recoafiguralloo 
is reqUired. The :.erver examines th" configuration file, and changes j1~ behavior ac
.;:ordi.:lgly. 

:--low d(>e~ an admipi,,:r;:'IOf inform a .'>Cfver th;H rt"cunfiguration 10. needed? The 
,;llswt"r depemh on the Oper';'lllg system. tn Wind(}w~. dynamic recunfiguratioo relies 
on cunveCltional comrrmniL'ation - the prcgrammer [lluH e~tab!:sh w additlOnal input 10 
rermit the admini~rrdtor to eoter commands For example, the serve-£' can be pro
grammed In ope.'l an extra sockel thai is u~ed for con:rol. When recvflfigumdoll is re
quired. the adm.niS(;1ilOr uses Ihe control coonectiOJi to inform the program. lu "'yslem~ 
lhat rav", an :nterpmces~ cOlllmuni;:.-dtion mechllnic.rT:. the server Cdn use that mechan
Ism. For example. a <;er'icr ftHming under {he L"NIX system C311 use the signal mccp.all
i~in_ The Mimiu!sln>\{!f send~ !he serve, ,. sig;;al; t)-,e server must catch tho;o signal and 
intef(TCr ih arrival ,h a reql-"esl to nxonllfure. 

When an admia:1>trdtuf fo:::-e ... " >e,.."r to dynamically rcc(mllgure, lhe ~eIV",r reads 
the- ;:onf:gurati-un file and chang~ Lh.e se"vice$ it offcr~. If the wnfiguratlt>ll file con
ra,m ol'e or mlYc scrvices :hm dld nOI appem- in Ih~ ;-;revious configufat~Qn. the l>'::rv.of 

{lpen~ ~kct~ 10 accept feque'>ls for the new ser/icc~. If one {If mUll: sen-ices have 
been deleted from the conliglifiltiOr: fde, li;e ~e~'e-:- do>c, the soc:ke~ that corres.po:Jd to 
tile <u~ic~~ it flO knger hamJk~. or COc!ISt'. a wdl-de:.igned '>I.lpef sener bandle~ 
nxonfig'-!falion g-a::ciiJlly - alttough i! slups a.;.::epting new requesl~ f[}l" a di"'-'1!ltbL-ed 
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seTVlre. the server coes Dot abon connection; already in progreu. Thus, a request from 
a client is either refused altogether OT handled completely. 

Making- II super server dynamically configural}le adds considerable flexibililY. The 
exewtable program that handles a give:;. servke can be changed without changing the 
super server /L>etf. Fmthennore. because me set of services ltv-ail&ble through the server 
can be changed without recomPIling code or feSlatting the serve<, a programmer can test 
new 8ervlces without ilisrupting production service. More Important. because recoufi
guring does not require cltanges LO !'Oun:e code, r.onprogrammers can learn to ~figure 
a server. To summarize: 

A super urver ,hal CWI be reconfiglffed d}7Ulmically is jIeJiiNe be
cauu iM :in of services uffered call be changed wirhow recompiling 
1M #rver program or restarling the server. 

14.11 An Example Super Server. lnetd 

Many computer systems run a super server that handles a lll£ge set of sendces. 
Called ineld, the super server was originally designed 10e UNlX; many ... 'efldocs who sell 
!;ener software include ioetd or a similar PfQgram. 

The original motivatiOll [OF inetd Mose from a <ksire for an effldent mechanism 
that could offer many services with<Jut using eltce!>s)ve system I1!soun:es.. m particular, 
although the TCPIIP services snch a~ ECHO and CHARGEN are ust'ful for testing or 
deh.lgging. they are seldom used in a production system. Creating a server fm each of 
the services takel< system resol!fCes (e.g., eruries in operating system tables). Further
more, separate applications (:O~te fOT memory tf they run coocurrentIy Therefore, 
combining the servers into a single super server reduces the overltead, witJrnllt eliminat
!Dg the functionali!y. 

Jnesd is dynamically coriigurable. That is., 1I system administrator catl instlUct the 
meld program to read a file Ihat contains cmfiguratioo information, and to handle the 
services specified in the file. Moreover, me administrator can fOICe im.>rd to reconfigure 
at any lime; the program doe, IlQt need to stop and restML 

Each entry in me file ha~ six or more fIelds as Figure 14.5 iUust:rales. 

_.,, __ 0 _" __ •• ~ __ 
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Raid Meaning 
service name The name 01 a servtce to be offered (the name must 

appear In the s.ystem'. service database). 
socket type The type of SOCket to use (must be 8 valid socket type 

such 8S stream or clgrsm). 
protocol The name of a protocol to use wtth the seNice (must be 

a valid protocoi such as tap or udp). 
walt status The value waitta specify that lnetd should walt for the 

service program to 11nlsh one request before handling 
another, or nowait to allow concurrency. 

userJd The login id under which the service program should 
be run. 

server program The name of the service program to execute or the 
string iniemalto use the version of the code 
compiled Into Inetd. 

arguments Zero or more arguments. to be passed to the service 
program that ineld executes. 

Flgun' 14.5 An exam?le of fiek!. fourtd ;n cad! entry cl" an meW cOIlfi.!!ura· 
tiOll file. The rust SiX field<; an r.equired and ':OIlS;o.( ill coolig<.:

OW! nonblank charnuers; remmning words on Ib~ line comprise 
crgwnems. 

When it first starts or afleT reconliguratioo. inetd must .:rcate a master socket for 
eae':! Dew service in the conflguration mc_ To do so. inetd parses the contigur.ation file 
and extracts individual field,. The socket type field is ~ed to detennine whether the 
OlaSIel" socket uses the stream or "-r:mm socket type_ IM'W must aho bind a local prolO
col port 10 the socket. To find a protocQ! PO" number, mew el!:traL1~ the 5ervic£' name 
and protocol fields. and l..ISes them in a query to tile sySlem'S service database. The da
taba<>e return~ a protocol port number t() use foc the service; if the service database does 
nill contain an eotty fOT the oombination of the se-rvice name and protocol f\e\u~. inel.u 
{:armot handle the servicec, 

Orn.:e a master socket has been created fur each service, inetd records the remaining 
information from the configuration file, and wail~ for a request to amve on one of the 
ffilIl'ter sockcts. When a dim! contacts one of the specified services, inetd mes lite 
recorded infonnatlon UJ determine how 10 proceed. For example, field wait statU.1 
determines whether inetd rum; multiple copies of the service program concurremly. If 
the configuration specifies !lawuil, inetd creates a new processt for eaen request that ar
rive'>, .and allows all requests to be handJed concurrently. Because iru:1d creates a new 
process to el!:ec:ute a senice pr-ogmm. one new process is created each time it request ar
rives. The sjngly-du~aded inetd process. which always rer.lains running. rontiaues ,0 
wail for requests on the master sockets. 

tAhbc-ugh ;1 i, possible 'ru- inetd <c. ",-",,;eve <:<,tIC*"""ocy wuh j,egi,,",lWld ;ru;re.d of Cu<u~Pra,",:-". 

mmt'mplnEllun=s me l'roc=s """"" .. Ihread& <fu n" pe<mJI d~~amk ""''''''.gu'''I",". 
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ConccptWl.lly, (he ·'alut' l1.'t/1t melln~ IhJt ine:d ;,r,odd han&c reque~l'> for tIe .-.ef

Vice :Ierativeiy (i.e., the H!fVlce prcgmm soould nrush Mr.dling d reque~t before ioelC 
'>tart'> anmner pm.:;:es. to fUJt the (l£<.Jgram). lmere')tingiy, m()8[ lmplementatiotls of ;neuJ 
use .;; fo.-:u of CQocurrern.:y tor all reque,b. 'l,lben a feque;,l rust amves for a service 
thai ~pcdfies wait, illetd creates a separalc ;,Iave to handle lhe !>ervice. To llnderstanC 
why, ()b5erVC tbat the main inctd process carmot block while w!llling for a ~ervice be
cause OIher ,crvice\ rmoy need to c;mlin\le concurren1 CXecCtiOIl. After ~L?rting a pro
c~s lor a given .>ervice, inew use~ [be ",air :,.IaW.! to detenr.iJe hnw to pIuceed. If the 
wail ~latus specifie!> wwL inetd tempor&rily stops ac-cef:tmg funhe:r reque,ls for a ~r
VK-e lInt]1 the slave fimshes. To do m. iI1<':[d removes the ma,ter socket .fu~ the service 
from lhc set tQ which it lisums. Afuor the process. rulming the seIVice finishes, ineld 
adds ,he weket back into its ac1ive ,e':, and be.:omes wi:)ing 10 accepl a reqJest far tl-.e 

service again. 
Although the wait :status field pro\'iue1> a cOflcep£ual distilh-4:ion betwee:l iterative 

and concurrent execution, there i~ al~ a practical reason for choosing »'Oil. In pfflicu
lar, l'DP :.ervlces u,;;; wair frn- servict;s :hat require a client and server 10 exchange mul
tiple datagram1>. The wair ",tawS preven~ inetd fr<.)m using the w-:kel until the ;;erv:ce 
prograr.: finishe."_ Thus, the elien, can s.ernl datagram" to the ,lave without :nlerfer
eJ:ce, Once the slave finll..1e£, ineld resumes u:se of the socket 

:'or either fom. of waiting, inew U5~" the 5erver pmgrmr_ field in the (XmfiguflIl1<Jn 
file w determine wruch 1ltrvKe program to execuk'. If the field 3pecifie<> 1I1ienwl, inew 
call> an internaL proccdur~ to handl" the sen'!l.:et. Ot~isc, inetd trealS the ,;tring M 
the IBme of a flk to be executed, When it invokes a ser,'eL iactd pa1>se,; the cor.tems of 
the a~K!lmn,;S field to tile progr.am. 

14.12 Summary 

When de:;igning a s-trver, a prugrammer can choo:>e an:ong a myriad of po&Sib~e 
i:nplementation~ While mon 5eTYer5 offer only a Sing:': service, the programmer cat1 

"hrnl-se a "-nul!iservice implementation m reduce the number of servers needed, Mo .. : 
mult~'ierv)Ce servers use a single transport p;ffi{KX]l. However, multipk transport proto
cols call be u'>Co to combine conneLlionless and C0!lllecl:on-ociented 1re1VlCel'; into a sin
gle server. Finally, the programmer can dlOose to impkmeLt ,he controlling par: of a 
concurrent, multiservi'(:C sen'ec With -corn:;urrent threads O£ with a smgle ;hread that use:; 
asym:hrmwm;.l/O 10 provide apparent c<Jocurrency, 

The example server p!'esented In tbis chapter illustrate" how a mwtisenrice serv~ 
U!.'el' a>,yrn:hrOJious 1/0 ro replace a sel of master servers_ The seever call, the ~kel 
fut:crion .• elect 10 wai. for a;;:ti"ity 0;1 any of the mast~r s;::d(e(s, 

Servers can be ~lalica!ly or dynamIcally configurable. Static configuralion occur; 
when the "erver begins execution; dynamic coofigurntion occurs while the server is ron
ting. Dynaffilc configuration allows a system adinmistrator 10 change the set -af S<:[

~lceS without nxmnpilillg or re:>tarimg dle ..::rver. The ~upcr server inetd is a multipro
lVf:ot !':1L1lti~rvice ~ver availahle on many computers. 
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FOR FURTHER STUDY 

Versions of ir.cfd a.re a .. ailable for many cumputer sy,tems.; the vendor's docuffieFl
tati!)n descri:-..es the list of internal functions and calling conventions. 

EXERCISES 

14.1 l~' " mnne.:::ion·;mcmed, C"""',,,=I1I. muhlse:;r;ce ,;en.er handl~~ K ,~ ..... i~s. wh1l.l i .• i1o: 
maxi!"\illffi HllmOO of wckf:.t~ it ",m UM:') 

14.2 Expel1mem 10 fi~ (l'.l! wh.;it lim:t~ youropermillg system piaL'el> 011 the nunbcr "r 50(1\.
el& thai call I:>e opened simultart.eous!y. How 1CU'I~ MICke{; eat! a single thread oper.? A 
,ing]e process wilh mui!iple threads? Ml1hiple proXes.<.e~ owned by" s:.ng1~ user" 

14.3 1n lhe previoo~ c~er:::i~e. c);pe:rimenl ill ccte:mine 11' In", limil5 d"l""'O or Ire Slll~ 0' pty 
,!Cal !TIernOI) ill the \iu of :l'-'311abl:: memory. 

14.4 COflS!der a >ingly-thaaded implCr.lentarbn of a mU):''«'!n.ic" scr~('r. Writc all ",:gorilhm 
thai s~o"", 1Io", ;he- ser"er mar.:age' ctmr€ctions. 

14.S Read RFC 1281'- to fmd (>1.lt .abo". Ihe FlNGER "'r>'t""_ Adc FINGER t;) the example 
ml1ll!~er~il:'-" server de,;uihred in Uri, ch<tpter. 

14.6 De~ign it ~l1pef i>Cf'\!"'" that ali("", rlew ,;erv;ces 10 be lldded ",ilh""t recompiling OJ ..,~

tilrting the server. 

14.1 for each of the ;Ier .. ti~c '!.Ihl crnl:Urretil mU:h;ervlce Y'r"e~ .resigns ui;;:'IL\,;ec in thi\ 
dmp.-er. write a:. expression far ~he mnim\;m "unber 01 ,OC'r.els me '('f~e,. a\!ocal~~_ 

Expx,~ YUIlf ans",~r a, a funclion Qf the ,mmber 0" .'>f:Ty,ces Q'"fered "nd tile num':ler of 
re'i"''''s handled ~oncurr':fltIJ' 

14.8 Whal is the chief disadY1lntage of a ~l1rer ~rv-er thaI c .. l1~ Crr'£!,,,l'rnc;-sx W create :l. new 
process for ea~il reque,;l~ Wlt:u i~ rhe dud dlsad"ll1lage of aile thaI ~ars j.""imhrewf' 

14..' LooL al the c(mfigl1ra/;"" file on "computer !lUI runs inerd to filld <XI! wb:ch h"rvlCe~ it 
.-.ff"". 

14.l(l Du"" il make sellse~" run '-'- W"rld WHIt' Web service ffUm "$upe.- scr<er'! Wh)' or wily 
r'of' 

14.11 COIlSUlt a .enrlor''i rnaootl rhal de..::rJ)e. an Weld nmfig:u:atjon file-, :: the file po!'-'Ul1S 
'i.A in !he argurnem field. ",bl doc, it mean',' \Vhe~ h ;1 imporalll? 
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Uniform, Efficient 
Management Of Server 
Concurrency 

15.1 Introduc1lon 

Earlier chapters present >pecifl'.: server de,;.igns., lIJld show how each design uses 
iterative Of "ClmCutrent processing. The pre .. iou~ -ctl,,?ler consider<; now $ome of tile 
designs .:;an be con:bined to create a multiservice ~crver. 

This c...'taptef !'oosiders concurrenl servers in a broader sense. It exa.'11ines the is_ 
sue:; urnierlying serve.. design and ~veral techniques foc marmging cOf'.currenc}, mat <:an 
apply to many of the previ()u~ deugn~. The ted:niques increase de~ign flexibility and 
allow a de.sig3eI t-o oplimize server perfonnance. Atth:Jugh the ile£ali".'e and eoncunern. 
designs presented in earlier chapter.; ma~- seem C1lFltradkoory. they ,;an ~ach improve 
sener pelfonnance in some circumstances. Furthermore, we v.ill see tbat bot') [ech
niques arise from a single com:epl. 

15.2 Choosing Between An Iterative And A Concurrent Design 

The server designs discussed so far have been partitione:3 l!llb two caregories: those 
that handle reque'lU itemthely ami those Ihat handle them com:utTenlly. The dL;cus
Si()fiS- in previws cll3pWrs i.mpl)' "'ut the de;.igneT must malre a dear choice between tte 
lWo basic upptoaches before the ~rver is comtruc1ed. 



'" 
The chulce between iteralive and concurrenl :mplementations is fundamental be~ 

cause it illfluem:e;o the eIlt'.re program structtEc, the perceived respoose time, and the 
ability of a server to handle mu.l!iple requests. If the designer makes an incorrect dec~
sion early m the design process, the cost to change can be bigh: moch of the pr,-,gram 
;nay Ilt'ed 10 be rewritten. 

How Can a programmer know whether C(lfiCu:rency is. warranted? How can II P£{}.
graITar.-er know which server design is optimal? More important, how can ~ pmgram
:ner e:;.!:ima\e demand or service times? The~e questions we n:lt el!.~y to ansv.-er hecau!>C 
conditions change. Once users hear about the available services, they wanl llCi::ess. As 
the set of connected l.lsen increases, Ihe demand Oft indhidual servers iru;rea'leS. Furth
ermore, demand can shift rapidly as a par1lcular service becomes popular or unpo;mlru-. 
i\t the same lime, new technologies and products continually improve communi<;auOIl 
and processing speeds. fW.wfvcr. incrca"",, in communication and processing capabili· 
:ie~ d;) not usually o..-X:Uf at the same rale. FirM one. !hen tlte other, becomes faster. 

One might wonder oe.u;ctly how a designer can make a fundamental design choice 
!II a world that is comromlY ctangiog. The answec usualJ}' comes from experience and 
intuit:on: a designer makes the best estimate pOMihle by loc.king at rn:ent trend5. 1"11 
essen::e, the de~lgner extrupo!<ttes fwm recenl history to formulate an estimate for the 
near future. Of course, designers can only provide an approximation: ~ technoJopes 
aoo U5er <:!emami>, cnange, the de~igner must reevaluate the decisions, and possibly 
:::hange the design. The point is' 

(Aoosing heMee'! itefQti~<, and conCllrrent sener dnigm ('an he dif
ficult be'..'<Il{se U5t:r demands, proce!liing Jpeeds, llM commurncalinn . . 

capabiiilies change rapidly. Most designers eJ:1ro.polate from rf.>CeIll 
(rends ,.,ken making a choice. 

15.3 Level Of Concurrency 

Consider one of the detlli:s .of concurrent server implementation: the level of con· 
curre."!CY permitted. We define the level of concurrency for a server to be the total 
number of processes or thread" the server has running at a given timet. The level of 
concurrency varies. over time ~ the rerver creates a slave to handle an incotrung reques: 
or as a slave completes a request and exits. Programrrn:rs and syS':em administtators are 
not c;}ncerned with traclCng tbe level of concurreocy at any given instant, but they dQ 
cart' about the maximum level of conCIJJTency a server e~hibits over its lifetime. 

Only a few of !he desigllS presented;;o far require L'le desigrn::r ro specify the max· 
imum level of concurrency for a server. Most of the desigllf permit the master server 
threat! tn Create as many Crnlcurrent :<;Ia .. e~ as needed to bmdle incoming request:;. 

"JsuaJly, a concIJrrent., COnnection-Drier-ted senter creates one sla'i'f: for eact con· 
nection it receives from a client. Of CQlIDie, a practical server cannot handle arbirrarily 
man)' connecti{)ns, Each implememation of TCP places. a bound 00 t:lre numbe5 Jf m::· 
tive connecri01'l" possible. and eacb opernting sysrem places II bound on the number of 

t"'l!"o>:gh It few ""'><li!; "''Y. th~ concurrency ",""'''''p« I'~""'d III l~i, cbple. apply;." ",,..,.,.=cy 
aclue",," wiIiI eUI>e!" proc'>S= "t thresds. 



proceS!;ef or threads avaJable (the system mDst re5tnct either the concurrency available 
per user or the total number available). When the seLVer reaches one of these limits. me 
Sy"Stffll will deny requests from functions like _beginthrrud or CreateProC-esi. 

To increase server fleJubiJity. many programmers llwid placing a fixed upper 
bound ()f1 the m3J<lmum level of ooncurrency in • .he pmgram.. If the server code d.oe-;; 
not have a predefined maximum !eve! of concurrency. the single implementation can 
opet.lIe either in an environment that does. not demand much concurrency Of in an en
vitonrnem that has much demand. The programmer doe,. not need to cbange t.'Ie code 
or recompile when moving a sefVe! from the former type of environment ID the laueI". 
However, servers dtat co not bollnd concurrency are al risk in an environment t/Il!l 
present;; 11. heavy load. CO£JWIT-ency can increase until the se:rver'~ operatmg system be
comes swamped with processes ill lIreads. 

15_4 Demand-Driven Concurrency 

To achieve fle);ibility, most of the concurrent selVer designs presenkd in caTher 
chapters use inc-owjng reque.ts to trigger an increase in concurrency. We call sud) 
schemes demand-dn"ven, and say that the level of concurrency increase:;; on demaMji-. 

Servers that increase concurrency on demand rna) seem optimal because they do 
not use system resoorces (e.g... tables ii[ the system or buffers) unless needed. Thus, 
demand-criven serverli do not use resource<; l.IOnoxessarily. In additiOll. demal'.d-drive;J 
servers. provide low ob!:efVOO ~"]Jonse times because tI-.ey can handle rouitip!e ret.jlieSIS 

witr...)U; ""ruting for processir.g to I:omplete on an e ... isting request. 

15.5 The Cost Of Concurrency 

Whi,e the general motivati.:m fm demand-dr.ven <:oncurreocy is laudable, the Im
plementations presented in earlier <:hapcers may nut prOOu.;e -optimal results.. To under
stand why, we mu,l comider me subtleties Gf rhread creatiou and scheduling as well as 
the detaii~ of "!l~NerQ?efation_ The central issue i" one of how to measure the cost.". and 
benefits. Tn panicu!ar. one must consider the cost of concurrency M; we:l as its benefih. 

15.5 OVerhead And Delay 

The server designs presented in earlier chapters alt use incoming requests as a 
mearure of demand and as a trigger for mcreased com:urrency_ The masler ServeI waits 
for a reque~t . .and creates a new slave to handle it immediate:y after the request arrives. 
ThU&, the level of concurrency at any instant reflects the number of request~ the S(!l"yer 
has ICcei.ed. but h~ not finished p:oce'.'iing. 

"IT"" {<r:li Ye<p<l'st-dri.w", ,""""ClIm''''')- C..., aiD be "",<I Wil!; =,~". tle;:au,"" Ikmarnl " ", .. a,,,,,,J by !he 

r",mber nf "''1'''''''' be,~g "",""ired. 



"" 0Ia;>. 15 

De5pire the apparent simptlcity of the dem:md-drivCI; scheme,. creating a DeW 

thread for each request can be expens1\<c. Whether the server U!e!1> cmmectioniess or 
connection-orieoted tnmsport. the operating system must inform the master server thar a 
message or a connectiuf) has arrived. The master must then ask L'le system to create a 
s"lavE. 

Rece:'ving a request from a network and creating a new thread can take consider
able time. In addition to delaying request processing. creating a Ittread consumes 1>)'s
fen} resou~ces. ThU5, on a conventional uniproce&sor. the server will not execute while 
the opemtng system creales a new tlrre!iC. and switches thread contellL 

15.7 SmaU Delays Can MaHer 

Doe~ the short delay Jru:urred whik: creating a new pr~-es .. or thread malter: Fig
ure IS.! shows how il can. 

1 
l-IMdte req. "1 

1 
'lfandle req. 2 

~ I ~ .... , Creahi ..... 2 

0 C "" 2 .. , 
concurrent 

{a.' 

iterative- I HlHldIEi req. 1 Handle req. 2 I 
0 p 2p 

(h, 

Figu~ IS.1 (a) 7he li:nc required to handle two re.'}lIe;;ls m a ccacummt 
st>rw;r ;md (b) ill all iterative venioo of the serve!". The iteT&ive 
wr~0n RM lower delay becauR the time requioed to handle a 
request. p. is less than the time required to cnate a Il11e:ad. c. 

The figure shows an e~le m '.\ihkh the time required to handle a nx:;uest is less 
than the time required tQ create a ne-w tbread. Let p denote me processing time, and tel 
c delli>le the time leQuired 10 create.a thread. Assume that two requests arrive in a burst 
111 lime O. The cQOCUrrent venion compietes ftIOCeSsing the first request after c -t p lime 
units. and it finishes processing the second after 2c ... p time units. Thus, it requires. an 
average of 3c 12 + P time uoirs per request. An iterative server completes processing 
the first request attune p and the u:cond at time 2p, :yielding an average -of only 3p/2 
time units per request. Thus, the Iterative server design exhibits lower average dela), 
than the roncurrent versiun. 
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The small additional delay may seem unimportant wilen OOIlliiclering only Ii. few re

'luests, However, (he dela~' can be !Jgnificanl if one ,-'Qflgders the continuous operation 
{)f a server under heavy load If mallY requests arri"e clO5e to the same time, they must 
waif while tlte serven:reates threads to handle them. If additional requests arrive fHsrer 
than the server can proce~ them, the delays accumulate. 

In the short term. small delays in the server affec1 the observed response linK but 
not the overall throughput. If a burst of requests an:ve; at Of near tile same time. proto
eo! software 10 the operating system will place them in a queue until the server can ex
tract and proces~ them. For example, if the server uses a connection..:Jriented transport, 
TCP will enqueue connection request~. If the server uses a connectionless transport, 
VDP will enqueue im;omlrg dalagrams. 

In the long lenn, extra dell'.Ys can <:atLSe requem 10 be los:. To see how, imagine a 
server that takes c time un;IS 10 crea!e a thread, but only p tiJm: units {p<c) to process a 
reque~l A concurrent implementlitinn of the server ean handle an avaage {If lie re
quests per snil time, while an iterative version can handle lip requests per unit time. 

A prol>lem arises when the rate at which requests a-rive exceoo5 VI.', but remains 
les~ ttan I.;p. An iterative implemerUilion ca."! handle thc klae, but a concurrent imple
mentation spends too much time creating threads. In the concurrent version, queu~s in 
the protocol software eventually beco.-nc full, and !he ~oftware be1!ins rejecting further 
requests. 

If! practX:e, few servers operate close to their ma,,-imum throughput Furtberr."lore, 
few dn;igru:rs me concurrent servecs when the cost of creating a thread exceeds the cos! 
of processmg. Thm.. request delay oc Joss does not occur in many applicatioru.. How
ever. servers ~lgned ID pro"iik- opttmum response under heavy lo(ld must cDnsider al
ternatjves to demand-driven concuITency. 

15.8 Thread PreaUocatlon 

A ,traightforward technique can be used 10 control delay, limit the maximum k:vcl 
of concurrency, and maintain high throughput in concurrent servers when thread crea
tion time is significant. The technique consil.h of preaHocaling concurrent threads 10 
avoid the COfd or creatiilg {hem. 

To U!>e Ihe preallocation technique, a designer programs Ihe master server to create 
N slave threads WheR it begins elieCution. Eoch thread uses facilities available in lile 
operating ~y~ to wail frn- a req~1 to arrive. When a request arrh'e1. one 0: the 
waiting slave thream begi:lS execution and handles the request. When it finishes han
dling a request. the slave does not tenninate. Instead, it returns to the code that waits 
fur another request. 

The chief advantage of preallocation arises from lo';l.'ff operating s~em overllend. 
Because !he server does not need to create a llnead when a request arrives, it can handle 
reque~ts faster. Ibe technique i:> especially important when -request. processing illVoive~ 
more ;;0 than computatior.. PreaUucatioo allows the server systeni (0 sWitch 10 anQcher 
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thread and begin to handle the ned request .... -hiJe waiting for 110 activity a'isociatcd 
with the previoliS request. To summarize: 

When uMng preallocmilm, a server creates concurrent sla-.e Ihreads 
at ~·lurlul'. Pret.IUoc(Jtion cnn lower sencr delay becau'if' it avoids flu
cost of creatmg a thr?!uo f'ach lime a requew arrili<!.~ and aiJow.' pro
cessing of one request Iv overlap I/O tUtidt)' Qs.<;odaud Wilh another. 

15.8.1 Preallocatlon Techniques 

TI1t' derails ,}f preallocation depend U1l !!Ie facibties availabte in the underlying 
op.:rating systerr. and t'1e type of concUITeocy med_ in WlOdow:s systems, preallocated 
threads can lISe shared mer.rorj to CC<Jrdinate with the master; preallocated processes 
ohen rely on message passing fru::i!ities. III sys:ems that do 00( offer shared memory. 
preallocation tlUty ~till be possible becalL'>e the ml:Ster and slaves catl use socket func
G()(j$ 10 cr>OTdinllte. 

S=ker funrtiOl1S can be used f() n)Ordinale COTU:i.irreli£Y ill systems 
thaI llilaw a child thread or proC>!s., to inherir =!:<'.f.f fO sodur 

descriplm'.~ thnf !he parent has opened. 

To rake advantage of socket shanng, a master server opens the necessary socket 
be;"ore it preallocates a~y slave. In particular, when it starts. (he master server opens a 
socket f{)f the we.l1-trno .... n JUIl a1 whlch requests will arrive_ Ttre mlster then uses lbe 
ap;:>ropriate operating ,y~tem function tu create as many sJav-es as de!S-ired. Because 
each s\;:we :nberit~ copies of SO<'ket descriptors frum tI'.e parent . .all slaves nave occ£s, to 

tne !>OCtet for the well-known port. Tr-.c nexr s::ctiom diSCJSS h ... w [he socket functions 
can be used to hlUldle preallocalion in connectkm-oriented lilld c-onnectionies; servers 

15.8.2 PreaNoclllion In A Connectlon-Qrlented Server 

if a concurrent :<erver uses -rep for communication, the level of concurrency 
depends Oil the number of actIve cOllnection.~. Each im:orr.ing connection request must 
be handled by lill independent process or thread.. Fortunately. in mm.t ~ystems, the 
socket functions pro,,'ide mutual exclusion for multiple sla~'es that all attempt to accept 
a {;Ontl~ti()n from the ~ame socket. Each slave calls f1('Ctpt. which blocks awaiting re
ceipt of an incoming conm:clion request to me welJ-known port. When a connection re
quest anives, the system unblocks exactly one of the slaves_ In an individual slave, 
'wl:en the call to accepr returns, it pmvide.~ a new file GeS\:ripwr used for the iocom:ng 
connection. The olave handle, :lte conneo;ion. close .. 1Je new socket. and then call~ lU

upl to wait for the next request. Figure (52 shews tI-e thread structure. 
As the tlgure shows, all slaves inherit access 10 (he socket for the well-known pori. 

An individual slave re<:ei"es a new sockcr used fm an individual connection when iN 
call to fl.c-cepr Tet'..;m~. Al!h;)ugi: the master creates L'IC socke_t !hal correspond-> ((J the 
wdl-known port, It does not use ,he socker fnc ntncr operations. The dashed hfle in the 



diagram denotes the dIfference between the :-nasters use of \he socket and the slaves' 
ore. 

Although Figure 152 shO'NS a ma~ter thread running at the same time as the 
slave>, the di!;tinctiofl between ma!>ter and slave is somewhat blurred. In practice. tbe 
master has no role afler ;t prealloc<l.tes the slave~. Thus, the master can simply ter
minate oo.;e the slaves. have been started~. A clever pr;:.grammer can ellen arrange fOf 
the master to create all e:>:cept the last ~la\'e thread The master then become>. the las! 
~Ia\'e, thereby ~aving the cost of one eXIra Ihread creation. In Windo .... -s, the code re
quirec to dv so is trivial. 

preallocated 
- slaW's 

opemting 
- system 

F~tlre 15.2 The ltread ~ructure m a coocurr¢[l{, .:onoocuon-one.:l«:d serv<:r 
!hat preallocate>. slalles The e"ample ;/mws tho« prealloeated 
,lav<:5 wjln one of Ihem actively hamUmg a rorn;ecliim. The 
master opens the socket for the well-known pori. fmt does not 
use it. 

15.8.3 Preallocation In A Cormectionless Server 

If a concurrent server uses connecti{lniess :mnsport, 1.'1e leyel of concurrency 
cepends {Ill the number of rel:;ue~t~ that amve. Each incoming request arrives iu a 
sepanlle UDP dalagram, and each must be gi .... en to " separale lhread. Concurrent, COfl
[iectio:lle8s designs mually arrange for a rnasteI server t{l create a separate slave when a 
request arriVC5. 

Window;; pennit<; a COllnection!es~ !:erveT [0 preallocate slaves lJ5rng the ~ame 
preal!ocalicn s~l1Itegy as l~ liSed in connectl(m-onen(ed "erven.. Figure 15,) shows the 
t.1.read ~tl1.icture. 
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Figure 1:5.3 Tile thread slructlJre fur <I ""n.;:~!Te::t; c>'npectionle~~ ,eve.- (hal 
prea!!ocare~ Sd.~. The diagram slw ... s three slave, thaI all read 
from ttl' ~"cke[ fur the well-koown port. Only one slave re
':el_es each llKommg request 
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As the ftgure show\, each '!lave shares ac(e~s to the socke! for !he well-lnown 
pori. Because commul1ic!ltion is conmx:tiunless, the :.Iave, can use a single socket to 
send responses as ~'t'll as 10 ro.x:cive incrnnmg request,. A sla~'(:" calk renin.Wi w ob
tain the sender'~ ioddre~\ ?S weE as a datagram from th"t M:nder; il call:; !>'elW'lj to 
1:ra~mit a reply. 

As in a connectioc-oriented server that uses preaJlocalion. IDe mastcr for the con
nectionless case hiSS littk to do after il opens tloe socket for the well-klWwn purt and 
preallOC1Otes the sl..aves. Thus, it can either !efmmate or choose to mmsfonn ihelf :"to 
the las! sla .... e to avoid the overhead of creating the last thread. 

15.8.4 PreaHocetion, Bursty Traffic, And NFS 

Experietlce has shown that because most imp!ementalion~ o! vDP de nO{ pm ... idc 
large quem's for arriving datagnuns. bursts -of ir,coming requests can t'aslly overrun a 
queue, UDP mcrely di:~carrls datagrams that arrive afrer the receiver's queue has ruled, 
so inn,1S of ,raffie can cause loss_ 

The probJem of O\--errun is egpecially difficult because UDP software often resides 
m !be operating s)'srem. Thus. application prograrnme:::s cannO! always modify il easily. 
HQwe~-er. appliCjjtion proo,Jaffitnef1i. can preallocate slave thread~. The preaUocation is 
usually sufficient to eliminate loss. 
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Many :mplementations of NFS use preallocatioo to avoid datagram loss. If one ell> 

amine ... a system running NFS, one cften finds. a set of preallocated servers all reading 
from the same UDP socket. In fact. preaflocation .;;an mean the differe:J.ee between a 
usabk and an UI1\lSable implementation of NFS. 

15.8.5 Preallocation On A MuHlproceaaor 

Preailocation 00 a multipmceswr has a special purpose. It pennits the designer to 
relate the leyel of concurrency in a server 10 the hardware's capability. If the macnine 
hru, J( prucessors, the designer can preallocal:e K slaves. Because muhiprocessor operat
ing synems give each process {II" thread to a separate proceliSOI. a prealIocation can en
Sl:re:;, mat the ievd \If crnxUITeocy matches me ltardware. When a r-eqw;Sl. arrives, the 
operating syS1em passes it :0 one of the preallo~aled slave>, and assigns -:hat slave to a 
pmcesmr. Ikcat:se the sfave has been prealloca€ed, little lime i~ required to start it lUll
ning. TIrus, the system will distribute requests quickly, If a bunt of requests arrives, 
each processor will h~1.dle UIle requ~t, giving the Illa>:imwn po:;sjble speed. 

15.9 Delayed Thread Allocation 

Although preallocation can improve efficency, it does !lOt solve aU P'Oblems, 
Surprisingly, in some circum"tance~ effickncy can be impmved by using the opposite 
approach; namely, delaying slave allocation, 

To understand hew delay can help, recall that thread creation requires orne and 
fCWUrceS, Creating atldilional threads L:an only Ix: jus(illed if doing so will wmehow 
in;::rease the ~y:;;tem :hroughput Of lower delay, Crealmg a thread not only takes time, it 
aho adds (l\'emead 10 the opera~ing system component that I1lllsr manage thuads Ir. 
addition, prealloCaling threads that all attempt En receive incoming requests may a<.id 
m.-erhead to the networking code. 

We s.aid thal ~onrurrency will lower delay if the rost {If -creating a thread h smaller 
than the cost of pnxe~sing .a n:quest. An iterative wlutlml works best if the ,,"O~t of 
processing a request is smaller. However, a programmer cannot always know how me 
cw;t~ ",ill compare because the time fetjuired lmIy depend Of! the request (c.g., the lime 
required t-o search a database rna) depend Of! Ihe query). 

In addition, lhe progmmrr-.er canr.ot know whether an error will be found quickly. 
Tc unders1and why. cQfiJ;lder how mQst se:ro:er !>Oftware wurts. Whel!. a request arri,,~. 
tlk server ;,oftware checks the Ille!'.."age to verify that the fields contain appropriate 
value, and that the client is authorized 10 make a reque.st. Venfication can take a fev.' 
microseconds. or it may involve funher [lf1W<l1"k communication wt -can take several 
ocders of magnitude lollger. Oil one hand, if the serv<"r deleels an ClIDf in the message, 
it will reject the requesl quickly. making the towl time required t{) pfOCes." tile me;;sage 
negligible. On the other hand, if the ;server receive; a valid reque51, it rna) mkc oonsid
erable pr()(''E,~ing time. In C3-.cS where proces~iug time is shon, concurrent proce<;sing 
is unwa:nnted; an iterative serve, e1.hirnt." loWe> delay and nigher !hrougbpuc 
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How om designers oprimize delay an<! throughput when tbey do DO( know whelhe-r 
concurrent proceising is jllstified? The ans"''ef I}e~ in il teclrnique foe delayed COll~ 
currency. The idea I~ s.raightforward: instead of choosi:lg an iterative oc concurrent 
design. allow a <;.efVcr to measure processing COS! aac choose bct'N'effi irerotive handling 
or concurrent nandling dynamically. The choice is dynamk because it .::an vary from 
one request 10 the nex,. 

To implement dy:wmic. delayed allocation. '\ervers U"-l3!1y es(imate 'i'ITK:~<,ing cost 
by rneasuring elapsed lime. The master ser .... er receives a request. set$ a timer. and be~ 
g;ns processing the request i.tennively. If the server tlllishes proce.s,ing the reque.~t be
fore L"Ie timer e:lpires, the sener cancels the timer. if the timer e"pires befO!"e the 
server fmishes proces~!Ilg the request, the ~er create!> a slave and ail(}ws the slave t{) 

handle the- request. Tq surr.marite: 

'When using dynamic, delayed a1!oca!itm, a SeT)lCF begins pFOC1:~$ing 
each requesl irerarively. Tite se.~er cremes a COIlCilrrem thread fO 

hamile Ihe rcqueSI only if processing takes substanfial flIne Dmng 50 
allows the master to check/or errors and handle SMr1 requests before 
if creates a thread or switches cOn/ext. 

in mo<>t systems, ddaycd aU[X:almn is ca~i. The operating system offe~ medloo
isms !bat permit a running program m set an asyncm-onlJU5 tuner. When it begins to 
handle a request. the master sets. a timer. When the timer expire~ me master creates a 
slave. and ananges fOf the slave (0 continue. pwce:;sing exactly at the pillnt wh~ the 
master w!ls executing before the timer expired. If the master created II s<x:ket for the re
quest, me slave takes control of the so..."ket. 

15.10 The Uniform Basis For Both Techniques 

II may seem thar the techniques of slave preailocatioll and delayed ~ave allocation 
have fl{}tbing in common [n fact, they ieelTi. to be exact opposites< However, they 
share much in common because they both arise from the same conceptual principle: lt is 
possible to imp!O¥e the perfonnance of '!Orne COllClJITent servers by relaxing the intervai 
hetween request ;uri,-aL and slave creation. Preallocatlon increas.es the level of SITVer 
concurrency before requests arrive; delaye-d allocation increase>. server concurrency after 
requests amve. The idea can be snmmarlz:erl: 

PUailL'Cation and dewyed allocation arisefrom a single principle,' by 
detaching the fewd of server concurr£1lCY from the number of c,-<rH'IIt· 
iJ <IC11y€ requeSl£. 'he designer (WI gain flexibility ar.d improve serl-'er 
efficiency. 
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15.1"1 Combining Techniques 

T:le techniques of delayed afux:dr:ion aOO preallocatian can be combined . 
.&. server can begin wllh 00 preaJocared threads and can use: delayed a1!ocatfon. 
11 wai~ for a request to a."live, and only creates a i1ave if processing takes a 
lung time (i.e., if its hmer eXpires}. Once a 'Jlavc has been Crel'Ited, howeve.c. 
the ~lave need not exit immedlBlely; ~t can consider itself pen1lanen,ly aliocm:. 
cd and pel":'>i.'.L After proce,sing one reque,t, the stave can wait for the next in" 
coming re-que~[ to arnse. 

Tne bigge~t problem lI.ilh a combm",d systeD arise'> frillIl !he need !C con-
twl CUilcurrency. It i, easy to know wher. to ,-,reate an additJonal slave, but 
more difficult to know when a slave .. hm.lld <,;<;a5e eXo;{:I)ti<>o instead of pehist" 
ing. Doe possible solulirm arranges for me maH.:'f to "pecify a ma;.;:rmum pro
pagation value, .41, when creating a ,>lave. The slal/e can .::reate up :0 M addt
tion .. 1 "laves. each of wi""Jch can create zero mOl'"e, Thus. the system begins 
With mil)' a ,ingle m.astCl" thread, but eveIlt'.13Uy reaches a fixed maximum tevei 
of COIlCUJrellCy. Another technique- fO£ controlling COIlC-JITcncy involves. ar
ranging fo:r 1I slave w terminate after a period of inactivit}. The slave starts a 
[uner before it waib for the lJCJ({ req\R.'SL If the "mef e;.;pires- befoce a request 
arrive", the slave letminate~ 

In sprems like 'Windows. tr.e s:a~es em us:: facilities like -;bared memory 
to coordinate theif activities. They <::f"ate a :shared integer that ~ecord, the ievel 
of concurrency at any ilL<;lant, ar.d use the va:ue to tiele:r.line whether to persisl 
Of Iemr.nate after hanC.ling a request. In systems IlIa: penni, an application to 
fmd oul the number of requests enqueue.d at a socket, a slave can a),;o use the 
que(!c length to hl'lp it decide the le~el of concurrency. 

15.12 Summary 

Two main techn:qucs permil a dc..'>lgner to improve concarrent server per
formanee: preallocation and delayed allocation of slaVes. 

Pn:allocation optimizes delay by arranging to create slaves before they are 
needed. The ma~:er M:nrCI ope:!s a socket frn- the well-Known jxu1 it will use 
and thea pn:allocue~ all ~!.a'ie~. Becilu,e lhe sleves share access to the ,ocket, 
they Clb. all wail [01'" a request to ruTive. The systeICI hands each. iflC)J)1ing re
quest w exactly one slave. Prcalk-'I.:,al:on ii importar:l for concurrenl,. co:mec
lionlc% 'lervers because the lilnc reqllired tD process a ret;ucst is usually small, 
making ,he overneac of tnread or -pro.---cs~ creation ilgnificant. Preallocation 
al~ make!> conCUITCIit. cmmeniorucs." desigw; CfficJCllt on multiproces.<;{): sys
lem~_ 

DelayiXI ,alk..catior. uses a la<.), approach 10 concurrency lllilnagemenL A 
ITllblcr ,dver begms pnX'c'>Sing e:3ch requesl ilentively, hut s.el.S a tllner 11 
cre<He~;l CU!1(llrrCm hl-aVC to h<lnd[e the requesl it Ih", tilJlCr e)(plres before the 
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master finishes. Delayed allocation works wen in cases. where processing 
times vary among reql.lests or when a server must cbeck a request for correct
neS$ (e.g., ttl verify that the diem js authorized). Delayed allocation eliminates 
tllread creation overhead for short requests or requests that contain errors. 

Alth.ougb. they appear to be opposite. bom optimizatioo techniques. arise 
from the same basic principle: they Il.!lax the ruIct cuordination between the 
level of concurrency in the server and the number of pending request'!. Doing 
so can improve server peri()rmance. 

FOR FURTHER STUDY 

Chapten 23 and 24 de~ril;e the Network File System (NFS). Many im
plernentaliOllS of NFS use preallocmioll to help ""£lid loss of request~, 

Beveridge and Weinef 09971 describes multithreaded applications that 
use W:n32. f'unher detai[s abou the functions avaiIab£e for process and timer 
management can be found m the documentalion Uta( vendon; slIpply with stan
dant compilers, 

EXERClSES 

15.J Modify one of the tuamp];, ~el'!i in previollS "bapre:5 TO ~ preallocation. 
How does the perfurrnaru:e ch;mge? 

IS..2 Modify om:: of :he example ser.~rs in previoos cbapren. 10 we delayed lllloc-.>
lion. How doe~ the peri,:"n.,.nce cm.nge1 

15..3 Test.1 connecllOn\e,'i5 server flia! uses preallocation on a multiproce$$(lI, Be 
sun; to ammge foc clients. 10 transmit oorrts of requesa. How does the us.eful 
level of concunency relak to the number of procesrors~ If tke two are not the 
same, explain ""ny. 

15.4 Wril!:' a serve:- algorithm that combines delayed !Ilocarion with preallOClltion. 
Wh<!1 scheme did )'UU choose to limit the ffialGmum levet of C(}f1currency~ 
\\'lIy7' 

lS.s In tAe pRvk>us .queMioo, if your operating syS1em ofkre<j a message passi~ 
facility. how cUClld you use it to control the ~el of concurrency? 

15.6 WJ\;ll advantages ClIn Qfle.ootam by rombming the !ecl:miqu~ discussed in Ihh 
chapter with a roncUfren1, singl~-threaOOd server? 

15.7 How can a desiguer Ul>e the techniques discus:;ed ;n tms chapter with a mul
llserv'ce server~ 
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Concurrency In Clients 

16.1 Introduction 

The previous chapters show how servers can handle requeslS concum::ndy. Thi, 
chapter considers the is,ue of concurrency in client software. II discu~s how a client 

can benefit from concurrency and how a concurrenl client operates. Finally. it shows.m 
exarrple dient that illustrate'> WIlCUITent aperaUon. 

16.2 The Advantages Of Concurrency 

Servers use (:OrJCll1Te1lCy f:Jl" !WI) main reasons: 

'5 Concurrency can improve the observed response time (and therefore the 
overall throughput to all clients) . 

• Concurrency can eliminate potenlial deaiJocl:s. 

In addition, a COOCUlTCflt implementation pennits the designer to create muilipro«lCoi Of 

multiservice servers easily. Finally, concutrent implementations that use mtdtipk 
processes Of threads are extremely flexible because mey operate well 1Hl a variety of 
hardware platforms. When poTted 10 a computer that has a single CPU, they wori: 
correctly. '\\'hen ported to a computer mat has multiple pr~ they opemre mort: 
emdently because tltey Uke advantage of the additional processing power without any 
changes to the code. 

It may seem lhat clients could not benefit from coo.currency, primarily because ~ 
client usually perl.-nms onty Olle activity at 2i time. Once it sends a rec;uest 10 a server. 

'" 
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!he client canHot proceed until It ftceives a response. Furthermore, the issue cf clie:'ll 
efficiency and dearlloci;: aTe nol as serious a~ the i;.sue of serv~ deadlo...-'k beCiiUse if a 
client slows or cea.';e' to eJlet::ute, it slops ooly itself - other clients conlinue to operale. 

Despite appeararu:es, ccnClmency doe, have .uh<mlages III "lients. First, con
current implementatiom; can be ea.~ier to program because they :separate functionality 
into -con.:-epmally :separate component~ Second, nmcurrent implemen!&tion~ ~an be 
ea!oi::r to maintain and elClend because tbey make the code modular. Third, c-on~ur.ent 
clienh can c<:millcl ~e\'eral sen.-eu_ at the S2ffil!" time, either to compare respon&e times or 
to merge t-'1e re~ults the Sl:£VeIS return. Fourth. cilllcillre;u;y can ailow the user to 
clunge parameters. inquire about the diem statu., or control processing dynamically. 
Thi~ .chapter will focus on the idea of imenlcting with muttiple servers at the same time. 

The key adyuntage fl! IL'-i~g com:UFrency in clients lies in asynchmny. 
11 allows G dif'"nt It) Iulrnlle tnl'llipie ({uk\' .~iltUllullteouslr wirhout im
posing a sln"el execution order on Ikem. 

16.3 The Motivation For Exercising Control 

One possible use of asynchrrnl), ansa from ~he need to separate control fU:lcJiO£l~ 
from oonna: pTOCeistng. For example, coo!>ider a chent u~ed to query a large demo
graphic dalab<lse. Assume a user can geuerate queries [ke: 

Find all people whn live (i/! Elm Siner. 

If fte dalabase contain;; :nfonnalion for a single tovm, the respons.e could include fe~r 
than 100 nameS. If the database- contaim information about fll! people io the Unikd 
States. however, tile response cot:.ld contain hundreds of thcusands of names. further
more, if the database :-iystem consists of many servers distributed across a wice geo
graphic area. the look up could take mauy minute>.. 

The database example ilIust,des an important idea underLying many diem-server 
mre:-actions: a user who iov"Okes a ::Iicot may have lm..tc or no idea how leug it ..... ill take 
to receive a re~ponse or how large thaI respon5e ..... iIl be 

Most client software merely waits until a response arrives. Of course. If the server 
mal:unctiOlLS, deadlock occurs IltlC the client will block attt:mpting to read a response 
thai will never anive. Unfortunately, the user carulOt i>nQw if a true deadlock has oc
curred or if processing is: merely ;,low because net ..... ork delays are high or the saver lS 
overloaded. Furthermore.::he user cannot know whether the diem: has receiv~d any 
messages from the serv~. 

If a user becomes impatient ill decides tltat a particular respcnse reqlllfeS tm) much 
time, the user has only one option: abort the client program and try again later. In such 
situations, coocurrency can help hccaus.e an ;;ppropnately de~-jg!1ed concurrent -client·can 
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permi: the user to wntinue to imeract with the dient wIlLe !he client wai\.s for <i 

re&PQIhe. The lIser can find oct whether any data has been received, clloose to send a 
different reque-st. or terminate the communication gracefully. 

As an example, COfisider the hypothetical database client deM:ribed above. A con
(;Urrer.t implementation can (ead and process OOIllIIl!lflds from the \ISe('S keyboard con· 
CtJTreJ:t1y whh tile dat3base search, ThUl;, a llser can type a command like statilS to 
determine whether the client t.as suc.:ess.fully opened a cunnection to the server and 
whether tlte diem h3lO Rell! a requet;t. The user can type abort to stop communication, 
or the user can type new£t'I'ver to imllUCt the client to terminate the existing comrllmi
.;atioo and auempt to communicate with another server. 

Separatmg clieot cootrol from normal processing allows a US~ to illtecact wllh a 
client even if the normal input for :he client comes from II file. Thus, even after the 
user starts II client handling a $ge input file. he O[ she can interact with the running 
client program to find OUI how processing has progressed Similarly, a CO~UIrent client 
can p:oceeJ to place resp!lm.es in a:l OUlput file while keeping its interaction wit.1. the 
llser separate. 

16.4 Concurrent Contact With Multiple Servers 

Concurency can alrow a <cingk client to contact several servers. at the same time 
and to report to the lIser as won as it receives a response from any of them. For exam· 
pie, a COI1Ct.lrrcnt client fOf the TIME service can send 10 mulLpJe servers and either ac
tept De fmt response that arrives or take the average of several responses. 

Consider a client that uses the ECHO service to measure the throughput to a given 
destinalian. Assume the elienl fonus a TCP connection co an ECHO >.en-er, sends a 
large volume of data, reads the echo back, computes the toW time required fur the task, 
and report! the time. A user can invoke such a c!;eflt to delermine the curreru network 
throughput 

Now ,;:on~ider how concurrency can enhance <l client that uses ECHO to measure 
Ihroughput Illstead of measurillg one connection at a time, a concurrent dient can ac
ceS5 multiple destinations at the s.une time. It can send to any of them and read from 
any of them concurrently. Because it perfOffilS aU measurerr:.ents concurrently, it e,;e
cutes faster than a non-CCllCllfrent client. Furthermore, because it makes all measure
ments at the same time, they are all affected equaliy by the loads. on the CPU and the 
,OCal network. 

16.5 Implementing Concurrent Clients 

Like COOC1.lfTenl se~rs. mo!Ot concurrent client implementations follow one of two 
basic approaches: 
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• The client divides into two or more threads ellat eacb handle one function, 

• The client coosists of a single tIuead that uses. sdect to handle multiple in
put and 0lJt?Ut events asynchronously. 

Syi!.etrui like Windows have StlptXlrt for threads that share memory. On soc-h sys
tems, multiple tbreads: can be used to create a concurrent client when the application 
uses a CQnn~tion-oriented protocoL Figure 16. j itIus[r'aWs the thread structure of such 
a program. 

~ntrol ,- 0_' 

\ rl , , 
/ i ! 1 .,.1 

""'",,, ...... -Opt" =' _ ... -.. 

eliem 
-- ihreads 

operating 
-- sy;rtem 

Figure 16.1 One po&~ihle thread structure for a c{lf>rte<-'tion-onwted ;;liem tbat 
use. multiple threads to itCftieH' ccru;urre!lt process",!, One 
tl!~ad Madles mpuc and !>ends Teqae>.ts to the !;erver. wluk 
another n:lrieves responses and bandle!, output. 

As Figure 16.1 iIlustrate3, muitiple threads allow the dient to separule input and 
output processing. The figure shows how the threads interact with IIO device sockets. 
An input thread reads from the keyboard. funnulate;; reque:>t~ and 2m:!!. them to the 
Sen'er ()Vet' the TCP crnlllection. while a separate OJltptd thread receive!'. responses fmm 
the server and dhplays them (I!l the user's 5Cree1l. MeWlwbile, a truro Corlrrollhreetd 
accepts commands. from the user or system adminhtratoc that conlrol processing. 
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16.6 Singly-Threaded Implementations 

Some opeming sys.tems do not support threads that share memory. For example, 
the multithreaded implementation described above does not work under S01Jle versions 
of U:"IIIX. Con:mrent clients built for :ruch systems usually implement concurrency 
with a slugl)Hhreaded algori1hm similar to Algorilhm 8.5t and the eumples in 
Chapter.> J:?-thrcugh 14_ Figure 16.2 illustrates the thread stmcture of such clients. 

ellonl 

TCP TCP .,T. !lOCket. IIIlCbt, 1" 

dum 
--- thread 

operoting 
--- S)'.stem. 

F"'tgun!- 16.2 The Itread &troctUre of a cormecti<Jll---<:llieoted cliem thaL provides 
apparent coocurten.."'Y willi a single ~d. The clienl ~ 
select tG haru:l1e multiple connecti(m,j oorK:wrenlly. 

A singry·threaded client uses asynchronous IfO like a singly-threaded serve!". The 
client creat~ S<.lCket 3escripmrs for its TCP connections to multiple servers. It may alse 
have a cunnel;tion to an input dt<vice such as a keyboard. The body -of a client progrnm 
cunsiSL~ {)f a loop that chocks the inpill device and then uses select to wait for one of its 
socket descriptors tlJ berome ready:!:. If the inpur device is ready, the client reads rhe 
input and either stores it for lMer Lise Of acts on it immediately. If a TCP COnnectlOil 

becomes ready for OUIput, the client prepares and sends a re.:r-rest I>Cl'OS!i the TCP con
nection. If a TCP conneelKm becomes ready fur input. the client reads the- response- that 
the server has sent and handles i1. 

oe (;Quc:se, a singly-thread«! c;m<:urrem client shares many advantages and disad
vantage:> with a &ingly-threaded server implementation. The client reads. input or 
responses from the server at whatever rate they a--e generated. Local processing will 
continue even :f !:he server delays foc a £hon time. TfUls. me client will continue ill 

read and honor control commands even if the server fails to respond. 

>See page ,14 ror a o"scri!ri<>n of Algorithm ~_S 
lfhe diem ""-, u",,!he I,,,,,,,,,,,, feawIe of 3I<}1'<' ro cmun:!No1 iI d,,>d<s!he input device frco;uemly, 
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A ~ng!y-threaded cHeRt om. bewme deadlocked if it invokes a 'iystem function 

ili.a( blocks. Thus, the programmer muS! be careful to eD,me that the diem thread does 
nol block irn1efillirely waiting for an event that will not occ;ur. Of course, the progrum
me.(" may choose to ig:wre some cases and to ~llow tile user to derect that deadlock 
problems lta,'e occurred. It is important for the programmer to urnlecstaJtd the subdeties 
and to make CQosdous decisions aboUl each. case. 

16.7 An Example Concurrent Client That Uses ECHO 

An example dient thaI achieves COll(:l.Jrrency with a ~ingle thread \ ... ~Il clarify the 
ideas presented above. The example COfU:UlTelll dient mown below in file 
TCPled!o.cpp uses lhe ECHO service de5Cribed itt Chapter 7 to measure :1etwork 
throughput ro a set of machines . 

• include <stdio.r> 
iHnclude <strir,g.h> 
.include <time.a> 
tincluoe <winsock.h> 

*define BUFS1:ZF, 

Wefi."le CCOON'l' 
+defi.."lS WSIlERS 

4{)96 

64*l024 
MAKEN)RD{2. ij) 

I"" write bu.:Efer size 
f" default character count 

!(x»(y} ? (y) : (XI} 

Ifdef':'ne USAGE ·usage, TCptecho -c CCAa'l.t ) host1. r.ost2 ... \n' 

atruc>: Mat { - "bd_narre;. 

= hCl...sock; 
'=Signed hdJc, 
unsigned b:L1¥'::" ; 

) r.dat lFD3ETSIZEJ ; 

"'= 

"Iroid 
~nt 

void 
void 

but [BUFSIZEj; 

TCPtec.r.D (fd.....set 0 , 
relJlder(st:ruct hM 
writer(struct heat 

errexit lconst a.ar 

int}; 
, 

M...<"' , 
• fd.....set , 
, ... } ; 

" host ~ 
jO host socket descriptor 

" r~ chaiacter count 

" send ~cter count: 

I" fd to host name mapping 
;, read!~ite data bufteL 

* 1 ; 
"J ; 

SCCKItl' connect'l'C?~con.st char *, const char *); 

long ll'Stime (u_1=9 ~); 

OJ 
'j 

OJ 
OJ 
OJ 
OJ 

" 
" 
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I~-------~----------------------------------------------------------------
~ main - concurrent 'I'CP client for ECHO ser',Tice th!dng 

*------------------------------------------------------------------------
Of 

void 
main(ir.t argc, char "'argyL) 1 
{ 

int 
L"'"It 

unsigned lor.g 
fd_set 
"""",,TA 

hcount '" (); 

ccount = CCO!JN'T; 
i, hcount, fd; 

en!! = 1; 

a£ds, 

wsdata; 

if iWSAStartu£l {WSVERS, &.wadata)) 
e-rreJC.':; {~""'S.ASt.artup ~iled\n') 1 

FI}_ZERO(&afdsJ; 

for (i",l; i~argct ++i) { 
if ;s1:rcrnp!argv-[il. ~-c~l =: OJ { 

if (+ .. i < argc && {ccount 

continue; 
atoi{.argv[i.; j !.! 

errexi t (USAGE) ; 

} 

I~ else, a host */ 

if iioctlsockecifd, F!ONBIO, &one}) [ 

fprmtf (stde=. 
"can't:mark ncmbJ.ockillg (host 1;8): \d\u" , 
argv[iJ, ~t:.a$tErl''';'';()); 

continue; 
} 

hdat{hco'.l."1t].bdjla!lJe '" arg-.;{i]; 

hdatfhcou."1t] .~sock = £d; 

hdat[hcourx] .t~_rc = bdat[hcountl .~wc 

'ICPte:::ho,&atds, hcOlL"1t)_, 

\\SACleanup-:) i 

e.::::t (:)J ; 

ccounti 



;._-----------------------------------------------------------------------
" TCPtecho - time n:p EQK) request.s to multiple servers 

~------------------------------------------------------------------------
'; 

void 
'K!Ft;echo(f<Lset *pafds. inc hcountj , 

} 

fd.....set rfds. wfds; 

fd....set rcfdB, wcfds; 

int fd. t.ndlt. i; 

/~ read/write fd sets 

!~ read/write fd sets ic:opy) 

for (i=O; i<3UF$IZE: ~+i) 

blf[iJ " 'D'; 

/" echo data " 

mE!fICPY(&"''''1:'fds, pafds, .sizecf{rc!ds) j; 

Il\E!I'OC'PY(&wcfds, pafds, sizeoff'wc:fds)); 

/., set ~ €pO(!h "/ 

while (hcount) f 

) 

IJeI1ICPY\&rfds, IOrcfds. sizeo-f(rfdsl) J 

"e'" py{r.wfds, &Mcf(l&, sizec.f iwfds\) ; 

if :select(FD_SETSlZE, &rWs, &wfds, (f::\....set *)0, 
(str1.!ct tllre-;;a:' "'}O) ,,& SCCRE'1'~ 

errexitj"select failed, error 1!Id\n". 
GetLaStError(») ; 

for (hru.'lx=O; hndx:<hcount; ++hndx) { 

fd '" hdat[hndxJ .~ock; 

, 

if' iFD_TSSETifd, &rfds)-) 

if' {reader{&l:dat[hndxL &rcfds) == 0) { 

'* tr.is host is done ~ I 
for {i=hndx+l; i<hcount; ++i) 

hdat[i-1J~t[i); 

hcount.--; 

<:Ontinue; 

if IFD,JSSE'l'i'fd. IOWfds}) 

writer(&hdat[hcdx}, &wcfds); 
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/*------------------------------------------------------------------------
" .reader - handl.:> ~"fO :reads 

._-----------------------------------------------------------------------
"' in, 

reader(struct ::mat -phd, feLae.: "pfdset) 
( 

j 

:::c recv(pbd->hCL,sock, buf. sizeof(bo.lf). Uj; 

if icc "': SCCKETJ!RR;:JR1 

errexit i 'cecv: error td\n', GetLastltrror!)); 

if (cc == O} 

errexit('recv: prema:ture end of file\n"); 

phd->hd_n:: -= cc; 
if {p~>hdlxc > C} 

return 1; 

(void) mstim<,(&ncw); 

printf{"1:s: ltd ms\n·, pl-..d->hd..,.naIne, new}; 

(void) closeaocket. iphd->hQ.....soek) ; 
FD_C-...R {pM->hd......sock. p'fCset}; 

return 0; 

/"'-----------------------------------------------------------------------
*- writer - handle EOfO writ.es 

*------------------------------------------------------------------------
"/ 
~id 

write:.-\st.r-.lCt bdat *phd, fd.....set. "'pt"ds>.:'t) 
( 

1 

int cc; 

= = sE!lld(phd->hd....sock. b.lf, KINlsizeof (!;uti. pb5->hd._:wci, 0) l 
if Icc == SlXl(E!'J!RRDR) 

errex.it!'GenIl, error!l1llllbE!r M\n·, GetLastEnm"Ol; 
pl-..d->hd..J«:; -: eel 

if Iphd->~wc == 0) { 

) 

Iv>:>id} shutdown (phd-~, 1"); 

FD_C'LR !;:>b:i->hQ..sock, pfdset); 



Cha;>. 1(, 

i"'------------------------------------------------------------------------
~ mst:irI'.e - rep:>rt: &..e nUIrl:€:- of clock t:icks el~ed since rr.stime(O) call 

*------------------------------------------------------------------------
.,' 

l~g 

IlIStime fU_lc.'1g *J;r.lS} 

" 

static unsiq:1ed 1oro9 
unsigned long 

now _ c:ockl); 

if (pus == 0). { 

epoch = flOW; 

rerum 0; 

" 'pros r~ - epoch; 

return ";;rns; 

16.8 Execution 01 The Concurrent Client 

The TCPtpcko program llCoept~ multjple machine names as arguments_ Fer each 
ma..::hine. it ope.ns a TCP wnnecliun to the ECHO ~!Vt:r on that maci!ine. :,;:od~ rCDlm! 

characters (bytes) IiCros~ the cumlet."1:iofl, relld~ the b)"te~ k fC\:~Veli hac!.; frOlll e1K11 
~er. -aEd p!"illt." the t-ot:!l time required to complete the task. Ttn:s, the p:ogram can be 
usee [0 measure the current thrOUgl1pul :Cl a set of machines. 

The main program jegms by iniIJalizlflg Ih.: character coue,t variable 10 lhe defawl 
value. CCOUNT. II then parses its argument, 10 see if they include the -c aplJOn. ff 50, 
i! converu the spectfied CO:ln\ to an intege:- .md s(t'Tes il in variobk C[Qum ,t> replace 
Ihe defaulL 

The program assumes all afgument~ other than -c specify Ihe name of n machiTlt_ 
For tiKh such :ugument, il calls cormeClTCP \0 form a conIl~ctiolt to Ihe ECHO server 
Of} the named :nachiru:, and allDCate,\ an entry ill UITay hdnl to stoce infmmaticfl abolil 
rhe connection It records the 1'l.tnle of the remow ma.:hine in field hdjlWne <lad Ihe 
descript-0f for the socket in field luCsock. Finally, it uses macfC FD_SET to add Ih:: 
socket to the descriptor set 

Once i[ has e.~w.~Ji<h£d a TCP connectton t'or each mochlne ~pecifted in the argu
ment';, the main prcgram calb ;;cocedure TCPucno to handle Ihe IraIlrnlis,iolt and fe· 
<:epli011 of data. TCf>rf'chi, handle" all cOIlnt:;:tiom concLlrrendy. It fills buffer hiifwith 
data l-C be sell! (Ihe letter Dj, and then call>. sekct /0 w-all for any TCP connection 10 he
come rcady fm input 01" for outpuL "'.'hen :he sdect .;;all :"etu:ns. TCPuch; iterates 
through all de,;criptors to ~e ;>;hich arc ready. 



Wher. it find .. t!-_at a ~-onneclioll j, ready for output, TCP-'cdUJ can~ procedure writ· 
er, .. hich ,;ends as rnuck dilla from the buffer as TCP wit! accept in a .. ingle call ill 

lemi. If '4-riler finds that ~I data ha<; been rent, it ,--alb mli./down to clOf.e the descriptor 
for output and removes 1he descriptor from the outpUI ;;el u'>ed fly sete,"l_ 

Wher a connedon lS ready fo:- mpt:.!. rCPlecnu call.'; procedure r.,wier. "'hkh a;:
cepts as much Coal", from L'Je OOflllt:L'1:iuJ' ai> TCP L-,U:' deliver and pIa....,;: to the butler 
Procedure r<'a£ier receivcs data, place .. it :n Ihe buffer, lind decrerrlCTIt;.. tho: count v~

characters remaining. If thc cnmt reaches zero (i.c .. the _,crYer I:a, =i.-~d as many 
charocter~ as It 'Sellt). procedure reader computes !"low ffiJch time ha;, dapl<oo SIru;C data 
transmission started, prin1~ a mes~age. a:ld doses thc contlection. It a!<;o removcs the 
deM::iptor frum !he input ,t( u,ed by seleet Thus. a me,sage that rcpotts the Iota, time 
required to edlO data appears on lhe output each time a ,onoe~tjon ;:omplete_<_ 

After perfOtlllirg a ijngle inpllt (lr output (lp~ralion on a [[!!!!celion, pn:x:edu!cs 
re04.,. a!!J ""rifel' each rcturn and the loop in TCPudm 01ntinlRs W lter"dte, eatEn!! 
sl'lnt again. Raula returns a value- of 0 If it detected an end of file condition and 
dosed.it connectiou, and a value of i. orherwio.c. TCPriTho m;~ 1"l'{u1£,',; return code 
to delennine whether il should remDve !he record of trre c<.mneclior. \Vhen me cnunt of 
c,-,"fl<Xlions reache~ zero, the loop in TL'?-!,.ciu) terminate_~, TCPtecho fet-cl-rns lu the 
main program, and the maltl program returns. eau~il)g the dlc:J: to <:ea.<;e ext'cutiorL 

16.9 Managing A Timer 

Tu ..:ompu!e {he time that elapses ",iLile sending and wcriving data, TCPte('/w calls 
pcncedure mstime. In principle. curt'.pmiflg eia~d time i; ;traigillfoI"WMd. HO\1."ever. 
becalll;e tile dock [unclion in Windows retums the time in millisecOllds, the elapsed 
lime for t.n event must be computed by ~"J.blTacting the time- at which the tJsk stnrts 
from Ihe lime It flni~hes. Thu~, at h-:a'>t two p!\loCcdufC' .:alis are required - ore w record 
the value from d(lck befJre :staring, and anotl,er :0 subtract th~ imtial value frO!11 :h{; 
current time_ 

:H~Iime i~ used botl: to f.:cord the slartiflg linu:: and ,0 compute elaps~d [;me II 
take~ a single argument> pm ... and 'l!.eS Ihe value to de;enninc hDw to proceed. ff the 
argument is ;o:ew, m:!ime record~ the C"J.:TCrl: lime m static variable epoch_ !f the argu· 
men! j,> m}ll7cm, -"'slim" ,:omputes the differe..'lce between the ~urre-nt tine ar.d lilt 
stured epach value., ~tores the result in the location given by !1m~, and :elum;; the re"uIl 
as the "all.le of Ihe fUllction. 
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16.10 Example OUtput 

Figure 16.3 snows sample Otrtpul from three separate ellecuoons {)of TCJ>teciw. 

, 'I\:PtedJo lOO1tlhpst 

localblst: 311 IlS 

% 'K'PtectD ector arthur rrerlin 
art:lur: 601 tIEl 

mer:::':in: 4921 !US 

e::tor: 11791 ms 

% 'l'CPt.edlo -c 1000 :sage 
sage: 80 me 

Flgun: 16.3 ~n c!lIImple of the OliIJIII! from three ~ e~e...-vtion" of 
TCf'JEcno. A destination ~uires more time if it is ful'tbe; away 
frmn the dient m- bas II i.k>we:r -proceSiOL 

The fim invocation ~hOViS that TCPlecila o'1ly requires 3lf milJisecoOOs 10 send 
data to tile ECHO server 00 the focal macrnnle. The c<Jmmand line bali a single argu
ment, toea/hort. BecaU!\e the second invocation has three arguments (eclU-r. arthur, and 
f1U!riin), it causes TCPw:no to imeract willi all three machiJeS concurrently. ~ tInrd 
iDYocati()fi measures the time required to reach machine sage, tmt the command hne 
5JlC(:ifres that TCPtecho should only send JOOO charocters instead of !he default (64K). 

16.11 COncurrency In The Example Code 

A coocunent impIementati{)n of TCPte{.:ho improves the program ill two ways. 
First, a concurrent implementation obtains a more accurate measure of the time required 
fOf' each -connection becau~'e it measures the throtl~\lt (Ill alL ronllections during the 
same time intetval. Thu", eongesllon affect!i all cilnnections eqllall)'. Second, a COll
cnrrenf implementation make~ TCPlt'ch(, more appealing to users. To understand why, 
look again lit the times reported iT, the sample OU1put for the second Erial The output 
message fOT machine arthur appears in a little over one half of a second. the me:;sage 
for machine merlin appears after about five secoods, and the final message, for eCf(/r, 
appears after ahoul twdve set:ood". If the llief had t{) wait for all t-e",s to nm ~
lially, the tom! eXe(:ution would require apprcxirnately eighteen second.'!. When measur· 
ing machines further a.,.,-ay on the Internet. individual times am be $ub~taolially longer, 
rnaklng the concurrent version much faster. In many circumstances, using a sequential 
dient implementation to measure N ma;hlnes can take approximately N times longer 
than a com;urrenl "ersion. 



Summary 

16.12 SUmmary 

C01lCUlTCnt cxeculiOfl prmides. a powerful 1001 IMI can Ix: llsed in cltents as wea 
al> ~eners_ Concurrent diem implementations can offer faster respunse lime and can 
avoid deadlock problem;;. Finally_ cOJu:urre:m:y can help de>igners separate control and 
slatus pwce~smg from non:;Jai input and outpuL 

We studied. ar example connection-or:ented dient that meawres the time rlXjuired 
10 8cce.>.S the ECHO server 0[1 OCIC O£ rnoreo machines. Because (he die~t Cl(ecules CO!]
currenlly. it can avoid the drl'fcrences in throughput ":dused by netwcrk congestion by 
making all measurements during the same time intervaL The concurrent implementa
tion also ap?t=rus to use~~ because it oyerlap; the mea~U:'l:ment:< im:tea:d of making the 
U>lef waillO peOonll t'3em <,equentia!ly. 

EXERCISES 

16.1 Noti~e Ihili Ihe i'::wmp\e c;i.mt checks read)' ,.ode! d<:r.<:ript"'~ ..eq"enlially. It 1l1any 
ce,CnplOTh lxx:o~e ready ,i:rruh."neomi)'. 1:10 dicn! will h!Uldlc the de>.criF'-ocs with 
i<>we,,1 indexe~ fll"9:, alld lhell Iterate :h'<Jugh !he others. Afta- hf.lIdling aU ready 
(!cs("l'lJ1lors. rt "'-,g'lir, calb sele. 10 ",,,it until 3r'ctll~r dc:.cript<Jr becomes ."illy, Consider 
liIe time thhl elapses be(wecr handli ... g a ready ,d"--,,.flptor and ~amng .<leer. ws lime 
€lapses aftcr operations <In d<: .... "ptors with mghcr ir .. 1c~ than e!~s aflef op<'ml;o.ns 
;;11 d::tic<1pWf'- with kJW in<k.-.e,_ C'ln Inc dlfferen..."""e lead tel ;.tarvaoon? E~.piair~ 

16.2 Moolfy lite example client to aV01d the cnfairn6s discu!.led II' the jlfCV}()lh exerri,c. 

11>.3 For each of the ik.alive "mi ~,mcurrenl dient deSi!!nS di'hu,;e1i in thi~ clIap!er. wn!;) u. 
€9re,sion rna! gi'e! !.he maxim,,,,: ""mber of S.x;1:e-.5 us&!. 

16.4 Consider a b.."QWSe. u'fd to acc",,--~ Web :pag~s, em a cooc\;rr::nl ve;";nn "r " 'lm*ser 
;ppea. to opera'.e raster rna .. a flUIlCOflCUrrent "e,~ion? Explain. 
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Tunneling At The Transport 
And Application Levels 

17.1 Introduction 

Previous (hapten describe the deS}g:l of client and server- software for ca\CS I"here 
a TCP-,1P internet intercDnnect~ aU co.:n.:uu[lJCallll!, mochin",,_ Many of the design~ 
pre .. ented assume thaI cLonts and 5ervers will run on ,eiC>O!\ably powerful ..:ornpllters 
that have operating system \u;Jpon for conCUlTent proces~cs or threads a~ well Jl> ful~ 

support for TCPIlP pr(Jtocol.s 
This chapla begins to explore the lecbniques ~ystem managa-s and pmgrammcr. 

ure to exploi! alternative topologies_ In particular. it examine,. techniques '-':'1 allow 
cornputeu. to use a l1igh-kveJ pmloC{J! 5ervice to carry IP traffic and deSlgn~ thai \j,C IP 
to ca.'}' traffic for other protoc;:.l sy:item~ 

17.2 Multiprotocol Environments 

in an ideal world, programmers u~ing TCPIIP em!y ned to build ::lien: and seO"Ver 
software f·)f computers mm connect directly tD a TCPfIP internet and provJ{Je fuii sup
port Jill TePII? pmlocch. [11. realify. however, nOI all machines pmvid<: complete 
TCPllP support. and not all organization~ use TCPiIP e~clusiveJy 10 ,O\efCennCCI ClJ:>Il

puters. 1'01 e:unnple, an ~aniz.atiOIl may hlf'le small per'>()fl1tJ computers WIth in,uffi· 
ciem capacity tv run scn.'er software, (ff it may blve group~ of milChiDes conne..."'1Cd to 
networks that use protocols like DECNf.T SNA, or ATM. In fatt, rKtwock..:.ng in mcst 
mgarnllltions h~ grown uver 1ltIk" 13.\ lhe organizati~ bas adde4 new netwOfk~ to 1mer-
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':OO:lect existing grollP~ o! computers. US-.Jally, network managers choose a hanlware 
teci:flo;ogy and a protocol suite for each groop of computeP.> lIldependeotl:y. They use 
factrns s.Jch at, roM, disUlrlCe, de,ired spt=!. and vendor availability when rr..aking a 
chmcc. Organizations ttlat msLalied network.<; before TCPllP proroc-oIs were a1<llilahle 
may have selected a vemlor-spedfic p!"{)toc{]i suite As a result of such network eVillu
lion. ffirnit :arg.e organi..:aliom have several group;; of mllchines, with each group using 
its own rroloco! suite. Tae. pJinll', 

Because ne(woTkmg MS evolved slowly o,:er many jeOlTS, because ven

-iors pnmwted PNJpridary nnwork system5 . .md bet,(fflse TCP/IP was 
nor always a'VaiiaNe. farge o_rgnnizalions of.en have groups of com
puren using a/tema/ive prowi'ol s?srem~ to communicate. Furtiler
'11(>«', 10 minimi::e expense, organiwtwns oftel'!. continwc to use older 
'1elw,uk sy.uem< umil !he} can pha5e in r.ew tecr.r.{Ji{)gi".I. 

For example, Figllre 17.1 illustrate~ an ,:;rganizaticn that use, three nelworks at it!> 
two sites. Each site has its own Ethernet. A single wide area rwtwork. !l~ Aryncn,o
m1UI Tronsfer Mode (ATM) tu interco:mect hosts at th.e. two sites. As the figure shows, 
a subset of machim:s romx:cllO elli:b network. 

Hiws u",mit TCP/IP 

T ?u O 
Ethernet t 

H(lS! ",s;ng ATM [}--i 
Wide area 

network thai 
usesATM 

HoSIS .... iIlg TCPIlP ? .uy 
Ethemet2 

Figure 11_1 An .. ~,.mple orgarnzaliOfl wim IMe<;; networks. All compllle£S 
<:mn«:led !O the wide area network osc" ATM while all complll
ers .:oanectetl to the local area rrelwocks use TCPiIP. 

The chief dis3l.h<antages of ba'>'~ng mulllple network systems arise from duplicaticn 
of dfOIt and limitations on intcroperabiiity. Applications on hosts that ctmnec: to an 
A TM wide an:a network can ciro05e to interact directly WIth AT!>.i facilities. Thu •• if It 
client and server run.cn hosts connected I{) the ATM net",ork shown in Figure 17.1. 



the~ must use an ATM .irtual circuit foc communication. Meanwhile, dieDts and 
serVCf5 running on an Ethernet ll.';e TCP vinual dn:-uits. 

17.3 Mixing Network Technologies 

Usually, a TCPIIP ;nterr.et consists of a set of host c{}fllputers attached to physical 
networks that are interoonnected by IP gateways (muters). All hosts and ga(eways in 
the internet must ;lse TCPlIl' pretoc:ok Similarly, a network runn;ng the DECNET 
prolOCQls consists of physical link> and computers ma! ll~ DEeNET exdu~l'>'e:)', while 
a netwiJrk running SNA proweob usually consists of phy~i!;al linb and computef"$ that 
use SNA exdusively, However. becau>e a transport-level service can deliver packet~ 
froG one point 10 another as easiI; as packet-s .... itching hardware can. it should be po"

sible to supstirme any traru.pcl1-Ie\eI switching sC\'lce ifl place of a single physicalliuk 
in another packet switchmg .>ystem. 

Mm:y intemets ha\'e bun built mat use switcheC Iecl\no!ogy instead of physiCliI 
netwlJrks. For example, L'Uns:der 6e networks sJwwn in Figure 17, I again. Assume the 
organizatKm decides tn interconnect its two Edlernet,; to fonn a r.ingk TCPIIP internet 
that will allow all the hosts attached to the Ethernets to communicate. The most obvi
OilS ~trategy involves instaHbg t",o lP gateways between \hem. However, if 11 large 
geog.--aphk distan::e separales the twu Ethernets, rhe cost of addlng a dedicated iea>ed 
li::le to il1rerCOOOoxl the tv.'U network..> may be prohibitive. Tne additional cost may be 
esp;;cia!:.l' diffinll! t{) jl>.<J:ify because the organi?..atlOIl alread) has an ATM network ~on· 
neeting the (wo sites. 

Figure :7.2 illustrates hc,w the org<rnj~lion showr. ill Figure ,7,1 can u~e eJ(istlrg 
ATM ne!work conneclivity t~ provide a Tcpnp mtemet connection between irs Iwo 
sites. 

Hw;" US"'!! TCPIlI' 
, . .. , 

Ethernet 1 

JPgareWo1Y/ 

I 
HfHI rLwnK ATM C~ 

~ 

Wide area 
network that 

usesATM 

HWIi "ling TC?!1P 

Ethernet 2 

Ho>! using ATM 

Figun'-17.2 f!> gateway, ",ing an A TM service. 
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The orgaltlza[ion jnstall~ a new IP gateway at each site. Each of the new lP gateways 
Wrt..'1e<:.t5 to the ATM network and to the local Ethernet at il~ site. v.'hen!he IF gate
way;\. hoot. they use ATM kl form" "irtuBI cireui: to o:Je a:l;Jl;her acres, the ATM wide 
area network Each fP S:lleway arranges irs routing table so it route~ nonlocaJ traffic 
acmss the ATM circuit. The IP galev."ays US<: the ATM network to send IP datagrams 
to one awlthe\"" Frem the .... iewpoint of the lP gateways, ATM mcrely pm,ldes a link 
(J','e! whic!l datagrams ca'l be sent. From the viewpoint of the A TM network. software 
0C1 the l",,"(l IP gatewaY!" acts exac-d) like appiication sot",:are on other ho,;,ts. The ATM 
service does not know (htl the data being $ent aeOH the virtual circuit eon'iists Df IP 
datagrams. 

With tlu:: two TP gateway~ in place, a user 00 any host can invoke 1tanciard TCP!1P 
diem soflware that cootact~ a server on any other host Cliem-5eIVer interaclion, rna: 
cross a singk Ethernet Of rea)' tTa"erse the ATM nelwork to reach the mher site. Nei
ther the UM:t" f}{)f the dienl-seJ""er applicatiom needs to know that datagmms pass Heros;. 

an ATM netlll(l.rk when they travel from the Ethernet at one site to the Ethernet at the 
other. The two EthemeH merely fonn pan of a TC'PIIP internet. Furthermore, /xliiI> liS, 
ing ATM proooccls on the wide area netv.xlJ"k do not need to mange. Ttu:y can contiJ\u~ 
to ccrnmunlcate without interference from Lhe TCP.'lP traffic beeau&e the virtual c:rC'tlits 
they use will remain independent of the new conn~tion bef:ween the TP gateways. 

17.4 Dynamic Circuit Allocation 

In the ex.:unple topology thaI Figllre 11.2 1!lillJ:rare~, G1.e rep/IF imemet traffic 
Ileeds ooly one ATM yil1Ual circuit through the ATM netwOO b:;cause!he organization 
OIIly has two ~it£s_ If dle mgaruzatioo e~pands by adding addiliornJ sileS, il can extend 
the loJpology by placing <m TP gaieway al eaen new "Site and neating atkhtiOnal clfcuiH 
IhroIJgh the ATM network to imerronrtel.1 ea::h new IP gateway to the TP gateways a: 
eJiisr:ng sites. 

The static scheme f(lr circuit~ j~cribed above can expand to an m-bitnlry number 
(If SItES if the ATM Iletwod: doe~ not limit th-;o number of dn::uits ("at a ,ingle C9mputer 
can allocate simultaneously" All orgaoi14ltiQ:l with N s.ites will need (1\'''(,'01- 1))/2 circUlt~ 
lu in:eruwnect all of them_ 13u5, <In IP gateway needs 15 c;:mr.ections for (, sites. and 
45 connections .... hen the organization reaches 10 sltes. Unfortunately, each circuit re
q1Ji~ both hardware and software resources. For example. the routing software mIL<;l 
stOie the mapping between the addrts~ of a remote [P gateway and lhe ATM circult that 
,"''-'nn«:t~ to that gateway, and the network interface must allocate buffer space- for the 
data being sent and reecivcd. r-.1l>re imp<:>rtact, because communil:alio!l js or:en lnte-f
miUelll, a conooctioc may not be used for long period". 

To COJlserve- resources, some implementations limit {he Ilumber uf simultaneous 
ATM clrcJilS that can be opell. I~tead of arbitrarily choosing which connection" are 
allowed, the- lmplernelltations Ul .. <;:e- a d:fferem approach - they allocate CirCUli;; 00 
delJlalld and dose circuit;, Ihal ru-e ... ;lE hcing used. V.'hen a datagram arrive" al an IP 
gatewa), the !P gateway luoks up the destination address to dct-cnnioc t~ wllte_ the da-
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tagram will follow. The muting lookup pn.xil.Ices a next-hop address. the addresi of tbe 
fiCxt !P glllewJy !.u w:'id-. the datagram ,hould be sem. If the nexl hop addre"s s-peci!les 
a SIte com..::cted to the ATM nelwurk, the !P gateway consults j,s table of aClive: ATM 
virtual clfcuits. If a circuit e)(i;;l:> to the [lelU-t1op, the IP gateway forward.' the daTagram 
aem;;., the circl.liL If no circuit exists. the IP gateway opens .l new circuit 10 the desired 
destinalion dynamically. 

if the limit of A TM ClrCI:Jb has been ..-eached whell an lP gateway needs to 0pe0. a 
new circuit, the gateway mui>t close an eXIsting circUit to make one avrulable. 1be 
prohkm becomes ooe of clwo~ing which circuit 10 dO!>e. USilally, a gateway f;)1I0,"",5 
the &arne potky that a deffiaCld pagiflg system w>e;;: i< clmes the lea.w r.,cenrly itied 
(LaU) circuit. After !>ending it~ datagram acro~ the flew circuit, the gateway leave,' the
...-ircuit Qpen. Often the OU1go:flg datagrams wit! cause Ihe receiver to reply, so Keeping 
the drcuit open hel~ minimize delay and cost 

By dynami.---ally opening and dosing virtual ;::m::uits. an IP gale way ;::an limit the 
num::>er of ;.imlJllaneous ;::ooneclior.s il Ileed, without losing the ability to C(Jmmunicare 
with all sires.. The gateway only need~ to !lave one circuit oper. fw each Mte with 
which communication i ... curremly in progress, 

17.5 Encapsutation And Tunneling 

The term enr-aps-uiaJion describes. the proce'>'l of rJa-::ing an IP datagram inside a 
net"'iOrk packet or frame so thal it can h~ !;en: across an uIlderlying network. Encap"lt-

Lation refers to how the netwcwk inlerlace uses packet sv.--itcl!ing llardware. Fol- exam
ple, twO hO!ill: Ihat commUniC;1te ilcross an Ethernet. JSitlg IP, encapsulate each da
tagram in a single Ethernet packet f{)!" transmission. The encapwlalkm standard for 
TCP.'IP specifies that an IP datagram occupies. the data ponion of the Ethernet packet 
and lbat the E!1Iernet packet type must be set ro a value (hat specifIeS IP, 

By coolra,t, the !cnn tunneling refers to the me of a tramiport ne!"\\<"Ork service to 
carry packets Of mc,sage~ from aoother sel"Vin~.. Fo; example, if the ATM network in 
Flgure 17.2 i~ replaced bi a uanspor1 service (e.g .. an X.25 network ... y ... tem), the gate· 
ways would use a tunnel 10 commun}cllte. In both tUl1neling and encapsulation, tW(l 

computers attached to- a network system use the system to send packets. TIlt' key differ
ence be(ween tunneling and l!ncapsulatioo lies in whether IP transmits dmagrams In 

bardware packets or u..::s a high-level1rnnsport serVH::e tn delivCT them. 

IP encapsuialeJ each J«1<lf;'ram m a packet when i! uses ,.!i., hardware 
d<rt'c!I}. II {re£lie.,' /.I rUlInei .... hen it lises d high-level ,,-;;msport 
-delivery .~(',....ic(' ,0 send tWtagrams from one point to anuthe" 



T.:rmd"'!l At Th~ T"",,,pmt And Awli:ati"~ Le,~1; 

17.6 Tunneling Through An IP Internet 

After TCPIIP was ftrst deftm:d, researchers e:<.perimenteC to see boy.. they eQuid 
make IP software lunne~ through existing networh 10 deljvIT datagrams. The motiva· 
tion should l.>e >clear: many ocganizatiOf1S had e:o;i~!ing network!. in place. S"!IlJ!rsingly. 
the (fend has turned around. MQSI tunnehng now occurs because ven.dor-,> use IF proH:l
cob to deliver packe~ frum JlOJl-TCPIlF prolocoist. 

Understanding tb.e change in nmm:jing requires u, to uruientand a change in net
l>.'(Jrking. As \he Internet became popular, it became the universal packet delivery 
me(:hani~m for many groups. In fuet, !P now provide:> the wide~t cOllnectivity among 
the compute!"!; at fD(}S.t ocganizations 

To ~ how the availability of lP affects other prolDCQjS, s.uppose two compUlen !Ii 
an organizatinn lleOO to cQmmunieatc u~ng a \lendor-~peeJfic protocol. In;;·tead of ad
ding additional physical netWQrk connections between the two compute"', a manag~f 
can think of the organization's intrnnet as a large net,,vork, and Clin allow the protocol 
software ill! the tWI) corrcputers to exchange messa~ by sending tllem in IP dau;gram~ 
Software is currently ayailahle that uses IP to carry I?X rraftic (Nv~'elJ), SNA t,dffic 
(IBM\ and traffic ffom orner high-level proillCOcS. [n addition, mgincers have devised 
wJ.)'s I{) allow IP net\~{)rks. tJ carry traffic from new protoc.,ls. allowing dcsi,gnen. :G 
build a.-w debug new high-Ie"el protocols before the}' ha~"e workil1g impierocntatinns of 
lower la),eTh. 

17.7 Application-Level Tunneling Between Clients And Servers 

Although the geneml notion of tmmejjng refers. 10 the use of one transport-level 
protocol suile by another. programmer'$ can nrend the Idea (0 client-server inleruCtlOffi. 
The programmer can use app/icalitm-kvel IUf!ruding to provide ... communication pa:h 
between it client and a sener. 

To undcr>tand h.ow application-le...el tunneling w-orlcs. Ihink of two computers thai 
attach to a nelworic that uses a protocol other than IP. Suppose a programmer wishes :u 
run a UI)P client appJica(ion on lXle and a UDP seroer applicatioll on the other_ Often, 
application programmers cannot nuke changes to 1te operatlrrg "ystem software recau,e 
the) dQ not have access 10 system source code. Therefore, if the operntmg systems on 
the two computen; do not sUJlPOrt the UDP protoool, a programmer may find it mcon

.vement or impossible to use ODP (}{" to make individual IP datagram, tunnel through 
the .mderlying netwodc 

In such cases, application-level tunneling makes it pos~ible for clients and serve!> 
to use !P protocols to communicate acruss a non·IP network. To usc MIen a tunnel, the 
programmer must build a library ill procedures that simu!ates the mcker immace. The 
silIlll1a1ioo library must allow an application to create an active or pav.;;ive UDP :,ot:ke, 
and tu :.end {)f receive UDP datagram,. Procedures in the socker 'iimulation library 
tram!atc calls to the ;,tandard socket routine~ (e.g., socker, send. and recvl into {)pcra
lion~ thai allocate and maniPllUJ,te locaJ data struc:ures and trnnsrnit the message across 

t A, """ -of Il>e e""",ises "'wm, ,u~neims ,:ali ,iI<<> he """d to> P"" t<per;rr.eatal IP !f~:Toc OOf<=' .he 
In • ....,..,l. 



the available network. 'Y.'ben tile client calls Ii fUllCtion like sod<£! or bind. the sodel 

library routine reconh the informatio~1. Wi'ren the client 01" ser .... er calls send to tron.mit 
a message, the wmd library routine COll5U!ts lhe recorded infonnafinn to determine the 
de.stination, and uses the underlying network system !O tr.msfer the UDP datagram. 

Once a. socket simulation libnu;<- has been created, prograrruru:rs can comptle any 
UDP ellent or -sel">'er (l{ogram, :ink the compiled program usmg the simulation library, 
and then run the rew.lting application. Figure 173 illustrates rhe resulting sofl"iare 
SlruCtul'e. 

I UOPcllenf UOP server , 
I , appUcatkm application _ 

socket simulation socket simulation 
Ibary library 

""""'ling System , Operating System 
with support fer 

, 
with support for , 

, 
network system , network system , 

, 
, 

" 

-system 

Figure- 17.3 C{)llcq:>:naJ urgaruzatioo {)f ,:lfw.oare in a cbert and ,;er~", "~:ng 
applicatioll-level 1l111r>t'lfig thvugt a neJwO'fk:. 11'--" :;ocket ~:m!l
ration librnry allows the client V'.d ""-fVeT to exchange UDP dl
"ig.OWlS ill-ro,~ all""" ,CP:JIP Irlll1spoi1 sen<tce_ 

17.8 Tunneling, Encapsulation, And Dialup Phone Lines 

\1odems are available Ihat allow two computer<> to communicate across the ([ialJp 
tekp;hl1le system at ~peed;; of 56 Kbp!>. A ,el oj prut')Coh, indudmE Serial Lim' iP 
{SLIP) 1l:ll:d Ihe Paint-to-Point Protoroi {PPP) havE been deS1grn:C to ~C'1ld TP aero" " 
dialup channeL 
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Should TP Iran~mi,~ion across a dialup connection be viewed a~ a form of IUnneI
ing {..'f encapsulation? Certainly, the usc of dialup is analogous to the notion of tunnel
ing di>cussoo in /his dlaptev. The phone system ,,--an be viewed as a traDSporl sy~tem 
over which. IP datagrums a!'e tunrn:kd. In 00, dialup connections can be managed 
rnuch.like ATM circuits. 

Although there i" some -debate, InOS( eApezts agree that the dialup phone system 
should not he viewed a!; Ii tram;port SyS'!em. Instead, L'le pll<>ne system should be 
viewed a~. a umnec-tion .. (mented physk:x network_ Thus, protocols sllCh as SLIP and 
WP define a form of encap5lllatio. .. - they each define a link .. level framing fonnat that 
~pecifi~ how 10 encapsulate datsgrams for transmission. Similar to a dedicated serial 
linc. the pholle sy,lem can be uw<! te conr£ct an IP gateway alone site 10 an IP gate

w"y at anomer ~ile. The next chapter explains huw SLIP and PPP ran be extended to 
accomrnoclate dilllup ccnnCCliom in a heterogeneous addre>J;ing enlfimnment. 

17.9 Summary 

T unue!ing consist!; of >ending pock.ets between cornputeN usmg 'a tran'iport-Ie>lo!l 
packet Gelive!) ~yslem instead of sending then: directly across physical networks. Early 
v .. ..-.rk on tunneling IF m!"(lugn exi~ting network systems wa, motivated by ocganizations 
{haC alnady had [Mge wide area networks in place. These organizations wanted 10 
av<)id the C();51 of adding new physkal wnne.::tkms 10 run IP. Re.';earcneB devi~ed ways 
10 all00\\ IP to use the exi~t:ng nelwork, 10 I .. Ill,fer packc!s without changing the net
work&, II' ~eat;: the lmmport service a> a sing~e hardware link: the trans-port serv«'e 
trcal; IP tmffic the same as traffic sent ~ any app:icathm. 

IP has becOITK'" Ihc delivery ~ystern thai pro"ides :he O:OSI mteropcr-.abJjity_ Come .. 
qbcml)'. curre-nt work en tunneling coneentraleS OIl rillding waY' to use IP as a pack!".>: 
dellvery sy>.tcm that carrie,; packe1S for olher network protocols. Man)' vcndocs have 
aIllK>unced software {hlll enabks :heir proprietary networking 3}stem< to wIllmunicate 
al:rt>':>S a:J undcrlj<ing IP internet. 

Programmers can apply the idea of tu.."Ulcling to application software by building" 
library that simulates a '>DeW i!\terface but u~s a [\oB-TCPfIP IIlmspurt service tl) 

c.;,hver nwssages_ In particular, it is easy to lxdd a ~ocket sirr:ulation library thm al-
10"1"5 clients and ser"cr'> to communicate using UDP. e""{eJ) if the only connection 
hctw.xn the clicnt and server C!)ffiputcr~ consists of a non-IP network. 

The general concept of :unneling described in lhi; chapter seems to appiy 10 com
mU[!iCalion .hrough the telephone system. Tw{) lP gateways can use the phone .;,ystem 
ii mey have cialup modems and me)' ~gree on a link-level protocol. ~'hen being pre
<..-1se. SUC'l communicatiDo is dassified as encapsulation rather than tunneling. 

I 
I 
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FOA FURTHER STUDY 

('...ole CL aL [RFC 19321 Pfo\o'Jdes a gencral desL--nption of IP oyer an ATM !lel
work Laubach [RFC 1577J d..~,iw h(>w the ARP protocol can be used to bind 3d
jresws when millg IP over ATM. 

CQffi<'r and Kort> 11983! descrixs how to tunnel IP ti:rough an X.25 netwoft:. in
durling how to mall..ige X.25 virtual circuits when the hardware impo&es a fixed limit 
lliI simu;looeo<;, cmmecti{)os. MaEs lOt. al. [RFC 13561 describes tunneling over X.2S 
and ISDN. P:ovan (RFC 1234} de,cribe~ tunnc!lIlg IPX protocol traffic through In IP 
Imerrn:t. Simp>Oll IRFC l8:S3] di~us..=> lunneling iP illlP. 

EXERCISES 

17.1 Read RFC f07. How does &Of.IP gate',vay tluit Illnnel, Ihroogh an X.25 nctw"r};: map a 
Ce5linatJOIl lP add=s to en e<f"i\"alrnl X .25 ,,,kif,,,,,? 

17.2 M2ny Irar.spo<1.-kvel ,d",·i..-:es usc L'lelr o ... n rclrlmSmissIDn s;;heme In pro_ide rdiahk 
eehery. Wh21 can happeIl if h,u, ':'Cp a:xI Ih.: underlying network protocol> celcan,mit 

ffiCS:>agt'. "' 

17.3 We said that. many IP galeway~ usc dpamu:: virtual circuit allocation. a;:d tru.t a gateway 
cMlally awllcs an LRU hemi~"tic wh~!I ;1 m:cds 10 ctoo,e all e,,;sting circuit w mal" ofl€ 
availabi~. E~p\ain what happtns j~ ~Il fP ga!ew'''Y ,f the rretw()!"k: ;Hle"';;,ce a[!c-ws K 
simuhanoous circuits <llld the gatewa) all:-opls '" cmnmunic,ne ",jlh K+l ntber sit", 
~irnull<llleolisly . 

17.4 Build a \ocle\ s'IlUllathln libt"ary mm. a1io .... ~ cheLt and <ser.er <lppl:cario!"JS Ie e:>chJIlg<' 
UDP til;.lagrams ,wer " 1l .. m·TCPJ1P Iransport-!evel p[,}locoi. Tc>( It by ;I1Tlillging for a 
UDP ECHO clienl to cornmun;u!e with" UDP ECHG server. 

11.5 Suppow researchers at tv>'O sile< decide to e:>;perimcm wtth IP a..me mlliI1CZtSl. Aln,)II;!:b 
eoch res~ car, OIsyig[l 1:lUllicas\ ;lddreSrel> """ route" local.ly. Ihey ""a:,nm Lilange 
rocles in Intcrnet g~leway"' Inal "'parate t~ two ~!t.e>. E~plai" how the rescarche' .. "all 
c,';" !unnelmg 10 ~ef,d mlllflCJH packet' fr .... " m~e sit" (0 L'le olhe. (bin:: ~h;3l 0: !P.m· ,p, 





18 

Application Level Gateways 

18.1 Introduction 

The prev}ou!; chapter examine. tunneling. a technique that aHQws one prruoco~ 
suite to use the transport-level delivery seIV!ce from ano:her protocol suite in place of a 
phyncal nelwork. From an applicaiion programmer's viewpoint !Ullne/lIlg rnakes it 
po~qj](: for II diem and server W CommunKlliJ: lJ1>ing TCPIIP even if ille (lnly patl: 
between tt.em iocludes anon-TCPIlP nelw<:>rk. 

This chaptN cootinues m.: ell.pioratioo of te..::nmqueil thaI clients and 5e1Ven; use te 
communicate across environn:ents that do not provide full TCPIlP connectivity. It 
shows how diems: .operating on "y..,:ems with limited prutocol support can use an appli
calio') pr~ram on an imeonediate machine to forward requests. and how the u£e of 
such intermediaries can eJ>pand the range of .lvailable services.. 

18.2 Clients And Servers In Constrained Environments 

18.2.1 The Reality Of Multiple Technologies 

Not all computi:I sy,term; have direct acress '{} !he lnlt'flleL rllnher1l11)!"e. acce£'> 
hmml1Jons can complicate client and server M)fiware hecause they uri:>e for economic 
and polltkal reasons {L" well a;. leclmical One\. Chaplef 17 poiflL'> out that networking 
has evolved slowly :n many mganizalions, A" a result. subgHlUp5 may each I'mve their 
[}wn ne!IJ,'OCk and the ne!l>I>.."rk5 may eaclJ use a different protocol suite. More impor
tant. a group of lIS¢fS ITAly become accustomed 1;) the appllcatiofl software aV;Jilable 
fmm a particular vendIX or a p::miculru- computt'f. If the application ~oflwarc only 
(lpcrate<; with one &<:t of protocr>ls.., the users may wartt to keep the -ae!work in place. 

113 



Nelw{lrk lechllolvgie~; ~'iln ilho g~ill illcniil ~~ p.llIftilgers. gaifl cxpenise. i\.\ a tcch
nulogy Oecome~ entrenched, an vrgam,.:alion ir:"~G in IramiJ:g JO£ PIT',cr.ne! woo In

sIal!, manage, or :lperdte the network. in addiLon to peuple who plan and lrnIn.:!gc the 
physical ne1work., programmers iDve;! time learniIlg !lOW to write software that llSCS the 
llctwork. Once a m::mrrger !carns the dctail~ and suh(leties of a given te-chnnlng}, ,t oe
comes ea~ier to expand Ihe c_llL<tmg nl:tV<Ofk Ibn to replace il witl: a new lectmology_ 
Th'.is, organil,atinns thal have multiple group~, e.ll·'} roanag;ng ill'l independen1 netw<lrk. 
often f"md Ihal the initial cost or consolidation crill be bigh because mallY gruup~ mu~t 
retrain melf ;x:rsonnel. 

For prugr.l.mrners, multiple lletW{lrk \echnn\ogie~ nftcll re~u!l in incomp.-uib!e 'i.y<.
tcrns L~at de !lot provije iIlteroperabilily. Unle,s the organization pwvides :u!lneling, 
programmers can(1N deper.d on errd-to-entl IronSp\)It-!eve! connectivity. TI:u~, they can
co, use a :>mgie tram:pOT:: pruloeol. nor can they ea~i!}' con11DIlnicate between dknN aIJd 
servers Ull arbitrary macltiIle~. Finally, progr<irnruC"r~ (If/en huild and maintain progra:ns 
that duplkate fU(1:"tionahty for e:Kh ne!willk ted'_'lology. !-or eXaIllplc, progra--'mm:rs 
ml!-~l rnairrtain mu;tip!e e1e<.:tronic mml ;.ys:em~. 

18.2.2 Computet's With Umited Functionality 

In addit:on to cootending with multiple ne;work,> prognunffiefS mus~ some1.!Jr;.c-<; 
create ",..,f!ware for COf3jluters thJ-t offer limite.:!: IlefV'ork functIOnality. For e"ampk. 
man)' ofgaruzatiolb have gn.>up..~ of "mall personill (;omp:Jters that lack operating ,YSIeII: 
facililib ro~ Nocurrem proce;sing or a.<;ynr:hronCiU,. 1.'0. Such computers cannot sup
pmt Ihe cnoclllreni ~r\'er a!go~thm~ d'5CU~sed ill Chapter 8 or trw coocurrent clienl al
gorithms discussed in C'haptH 16. 

18.2.3 Connectivity Constraints ,.hat Arise From Security 

Organizatiom; may iTI~titutc ,ecurify polkic<; lha: a.l<;o coo,train ho,,", c:ieng and 
sener.; cOlllcnmica!e. Smne nrgllJli7ation~ partbol1 CO;:lputers iTIlt) sec/,re and 1<'!W",Uff 
"ul:;~N~_ To prevenl cliell1 and xner propam~ fwm n'mpromcsing ,.x-urily. Ihe nel
WO:K m::.nage, places poJi.cy cun;.~ramh on wnnectivit}. T~ managcr rC~lnjns WlP.]J'J:
er~ in Ihe »<xure p"nitc{)fl "'--' they can CUIT'_IllWlJcme am:mg t'icmse-lves, hoI lacy can nec
ther iuitiale coo!;!c! to q:n;er, nm- acccpt request, from .::Iicnts on computers ill !he Ull
~CCllre parti:ion. Although such pvlicin t'UWC ~<xo~ity, Li:ey CUI make ;t diffiwll for 
progr&mmcr; to dc~ign 3Pfl:icatk-ns thl! usc client-server inle.mction~. III parti~'clilir. 

c<:HnputC""<; itl one ranill0fl caofl0\ dire>,;ljy aLCe,,~ ,t'",i~e" ;;':ailah}:; ,.Ill uJIl\pu\tr~ m t~.e 
other pafliliol1. 
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18.3 Using Application Gateways 

Pr<}g'famme.s. who need to d~ig:r" client-server interactions. in rcstrkted envmm
menls tfiually rcly on a $ingle, {Xffi'<!rful tet:hnique 10 {J;;en;ome connectivity ;;Onstraillts, 
The technique <:ons..ists- of adding 1!jJ]llicallon programs that run on mterme<iiJ.!e 
mochin<,s. a\1d enabling the applicatioru, 10 relay information i)e!',\<-ee!l a diem and the 
de~ired >efVeL An intCJTlJ.ed,ate program that pmvides the servlce is mow;; a<; an appfi
Calion gat.f"wllyt, If the intermediate mru:hiBe has heell dedicated to rullnlDg one partic
lll3l" application gateway pwgraro, programmers or nl'lw(lrk maaageIs sometimes. refer 
to :he ILachine as. a f:air-woy machi/'fc. Fm example. a computer dedicated to fU£lning a 
prc-gram that pa1>s¢s electronic mail between two grou;>s may be called a nwil ga1eW(ly 

Tech:1ically, Df coorsc. ~he lenn appiimrwn gal'!way refers to the Rlllning prr;gram
prcgrammers stretch the terminology when they refer to a machine as all application 
gareway_ 

Figure 18.1 i111L';tratcs a common lise uf an 3.pplicatkm gate""ay 3!> an intermedim; 
between twu electronic mail systems. 

mUrff1("i'10 

rcP![p >nail n.um 

/w.<;f "" fh,· 
rep/if' ;"temt!! 

appilcat~ .-
operailng $}<Stem 
with beth TCPIIP 

: and UUCP support 
, , , , , , , , , , , , 

" 

illlt'tji"", U> 

ffUCP mal( nWIf'ffl 

r " 

\ ) 1 
~ h<>,f on /Ize 

USENET ""I>-",'or"-

Figure 18.1 All "pplk;;tioo pmg:-am ;lscd {O pas, ei&."'tronic mail betwee" [""-0 
network ,-yslf"m, The application galfw;}y lfnderstand, lhe 'YTI
tax ;md ~~maIll.ic, of ~h mail 'Y'krm, 'md Imr.,Il!tc,> mc"ages 
bet ... e",,, the""l!. 

'F,e "f;he term p<ft!"'''-'- n~ oc ~');"il"ng becw,e the ,~".'" j, ~~~" q,,,tied '" ,y"cm, "'''' fm' .... "nl II' 
pac!<=L,_ T" ~"cid ~·(mf",i"-'. 0""' 'h<mld d.<\cngo.;,b ,he t· .. " c~",ful'y. 
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The crganizariorJ depicted in Figure tB. t has acCe!;1'. to rwo maln network s.ystems: 
lhe l1SENET netwod and the Internet. Each network ~y.stem has. its. own eleemmk 
maiJ system. In a hwad .conceptual sense, the two mail systems provide rtie same ser
vices.. Each system alIov.'s a user !O compose and tr..msmit an OI.ltgoing message or tQ 

recei~e and read an incoming me~wge. How~ver. the two systems cannot interopt!rnre 
directly be;:ause each has its own destinalion address. syntax. aoo ill; own mail trar",pon 
proto...--oL 

To al,OW users on one netw'OrJ;; sy~tem to send mail to usefS 00 tbe other, the 0[
ganizatkm has installed an application program thai serOl(~S as a mail gateway. In the 
example, the mail gatewa~' program rom; on a Complo"leI that aua.:hes w both networks. 
The mail gatewaymustbede~ignedcarefully.soil can communicate with any host in 
the O:ganil.ation. it mus. understand how to send messages ru;ing either of the two mail 
,ys:te:ns, a.,d it must have logical connection:; to both networb 

18.4 Interoperabllity Through A Mail Gateway 

For me OJ"glilliL:ation ;;OOWrl in Figure I8.L a ,;mgle TIm! gate\\oay program can pro_ 
vidt: all the facililie~ the organizatIOn need!. II,) es:ahJi~t interoper.wility for ele:::tronk 
mail. As D~ual. each ho'iJthrougho\lt the organi7.a,ion d,ecl;s tlte desfinatlOll address G! 
0Otg;:::ing :nail, and chooses a next-hop machine. If an Olltgoing memo is destined foc :l 

machine on the same nc!W>.")rk a$ the M:rJding machine, the sending machme u!<es the 
electronic mail s)·~tem ;,wa.iJabk on lts kx:al network 10 deliver lire mesmge. However, 
if a noS! encourlter, outgoing mail destined foc a :nach:ne that alliIches to a nunlocal 
network, the o;ernling machine cannot rle!i.·eI the flCes<;age directly. Instead. the 'iCrldtT 
!fal1smi:s !he mesS2ge to the mail galeway program. All Illacrur.e£ can reach the mail 
ga:ewuy dire<:tly because il run~ on it computer lhat attaches 10 both netwcwks and com
municates us:ing eilher of the twu mail delivery prrn.ocoh 

Orlee.u mail message arm,e..; U the mni~ gateway, it must be milled again. The 
mail gateway examines the de~tination mail address to detenn'llC how to proceed. It 
:nay also (}fIMl!t a ootaoose of des:malicns to help make the deci~i{)ll. One<: it know~ 
'h:) 'nte • ..dec destination and tOC network over which it must delh,et the message. the 
'lIlli! i!at~way sel£ct, the nppropn<lte netwGl"k End mail tniJl.Spo:t protocols. 

The gate .... ay may need to refolTIla! (;; mail m.o,sage or change the m~sage header 
when forwarding il from o~e network !u anolher. In pm:licu!ar. a mail gateway usually 
roorii:les the reply field i[ tin mail hca{kr ~{j the receiver',; maE imerfare can conec!ly 
"on~t"IJC! a reply addre~~, The reply addreo;s nmdif(;3[ioll mar be lri'o'ial {e.g> adding a 
;u:Jix [wi ulenlifies the ""nder's m:!work}, or It rna," be compiicaled (e.g., adUing ~;1fc-r
matJ::lfl that h.leJltlfie~ the mail gateway a~ an intermediate lll;u,:hme Ihal will It-ad ba"k 
1<.:> I!le ~0mce). 
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18.51mplemenlatlon Of A Ma" Gateway 

In theory, a single thread suffices to" implement a mail gateway. In practice. how
ever. most implementations divide the f(Ulctit.>nality into [wo threads. One thread han
dles incoming mail messages.. while the other rnanage<; (Iutg<>ing mail. TIle Ihret±d that 
handies incoming mail never sends a message. It computes a reply address, muleS tbe 
mail to its- destinalion, and then deposits the outgoing me~sagl' in iii queue to await 
transmission. The thread that handles outgving messages does not accept incoming 
mes~ages directly. Instead. it scans the Qtltput queue periodically. For each message it 
finds in the output queue, the output thread makes a network connection to the deslina
tirm. and sends the mesS2.ge. If it cannot make iii wnne<ti(lU '.0 the destinaticn (e.g., be
cause the destination machine has crasbed), the output thread leaves the ~sage in tlte 
output queue and cootinues processing with the ne)!.! me.sage in the queue. Later, wilen 
it re;,cans the queue, the out?Ut thread will try again to c:m!aCt the destinatioo and 
deli'oer the me~e. If a message remains in the output qPeue for an extended time 
(e.g., three days), the output thread reports a delivery eJTOT to the UM:f who originally 
sen! the message. 

Separating the mail gateway into input and output component. .. allows ead! c0m

ponent to proceed independently. The onlpul thread can try to deliver a message, wait 
to sec if the connection attempt ~occeeds, and then go on to the next message v.ithOllt 
coordinating its aclivlties with those of the input thread. If the connection a:tempt 
:succeeds. tbe {I11lput thread am !>end a message wrUmut regan! to it;; length. It does. net 
need ill interrupt transmlssim: to accept incoming messages because the 'RPut thread 
handles them. Meanwhile, the input thread can continue m accep: incoming message>. 
rome ther.t, and store them for tater transmiSslOfL Because the romponent;, operate in
de:;>end.cntly, a long output meosage does nO( block input processing. nor does. a long In
put me;;,age interfere with output processing. 

18.6 A Comparison Of Application Gateways And TunneUng 

Tile ?re~ious chapter shOWf'd iliat designers could dKlose tunnciillg to provide in
lewperability in 11 hetemgeneous cnliironmem. II may be difficult to cooose between 
!Unading and app:icatton gateways because neith« technique solves all problellli well 
and each technique provides advantages in Mlmc siluatio~S. 

The chief advantage of using an application galeway instead -of tunneling arises. be
cause programmers cafl creat<! application galeways without modifying the c{Jmputer's 
operating system. In many circum~!ances, programmers cannot modify the system ei
ther because they dr not have access to Ute scurce code or because they do not have the 
expeni!>C required. An application gatewa:r can be bullt using cooventionlll program
ming tools; !.he gatewt(v does not require any change to tm: underlying protocol 
software. Furthermore, once an application gateway is in place. the site can use stan

dard dient and server programs. 



213 

Using application gateways has a secondary advantage: it allows all exi~ti!ig net
w{>rk systems to continue ~ra,icn undistuIbed. "'tanager;; do 1101 need to learn ab0u1 
ne\;\ network tcchnologie.;. nor 00 they need to change any physicai network connec
tions. Similarly. u>ers do nOl need 10 learn 11. new interface for services. each U'lCT con
linue, to usc existing c1ienl sj}flware a~sociared with thO' networks to whkh they are ac
clL">lmned. 

AppJication galeways ;kJ have !>Orne disild .. ·antage5. The app!icatiol1 gateway tec.'l
nique requires pmgrammers to construct a separate applica1ion gateway pmgmm for 
each M:r\"ice. A mail gateway interconFlects the mall Ilervia:s of two ~arare systems_ 
but does m:n supply rern!Y.e file accc" or remote login capabilities. Each time the or
ganization adds a new ~eJVice ro irs nerwod;: systems. programmers must constroct a 
new appticaoon gateway that interconnects the new SefY1ce between palrs of netW<.lrks. 

Application gateways rr.ay also require lI.ddl!ional hardware resources. The organi
zation may need to purcha.-.<: new computers, or if may :teed to add netwcrk cnnneclions 
t{} el(istiog computers, Adding new netW()rk corntet.""1:ioJ;s mll)' mean acqui:ing addition
al sl}flware as well as additional hardware. Becl.lllse tt.e tra'"lslation required wh::n fOl"
warding a message or data can be <.:omplex, ~pplicati{>n gateways can use large amOl.lnts 
of CPU or memory, Thus, j( may be necessary for an organization to pmcha;;e add:
tiona! (:omputers or upg:-ade existing machines II) handle the load H.<; it adds r.ew ser
"ice" The demand for CPU re~;}rces also i11wduces computational delay, which add~ 
to the de:ay between the dient and sener. If tile delay becomes t{)() long, dient. mll)' 
tuneout and resend a message. 

In conlra&t to the app-licmion gateway approac~, tunneling does not require aoy 
changes when new service~ appe<l!, Ooce in pl;;ce, .a transport-level tllnnel !:>«;Vfrn:S 
part of ttl' underlying nel .... "On.: stnelon:. Becau!'e applications remain un.awa.""e of the 
fmUld, it can he used for any applicatioo sen-ice. Tunne!in,g abo pnwides unifonmty 
hecause it mean5 the m-gani7.mion can use a single lranspor. rrolocol. 

Tunneling does have some di~adYll:"ltag::l; when compared tu ~he application ga.:e
way 50;ution. To instail a tra..,spmt-Ievd tt:nnel ,hat proviJE> full fUllcri"nality_ the Slit 
mus: modify tile operating sy~ that nms 00 the gateway connecting the two nctwock 
sysltms. Surprisingly, the organization may alw need In modify ~ft\vare on hosts that 
use :he tunnel. To understand how the need for modifications arise~. Imagine ;on x.?5 
netv."Ork configured to serve as it It;nllel for IP traffic. Consider a boor connected to the 
net";ork. Before an application can u.<:e the IP tunnel, it must have access !O TCP,1P 
protocol software, and the IP wftware must know how to ,mUle! d:itagram.s through the 
X.2~ nerwork. ThJL~. the host operating system mUM supply au IP interlace ii.e .. a 
!;OCkel-levei interface) fa: apphcation prognilll5 ami mus! route (raffie across the tunnel. 
If the operating system does not comain TCPIIP pwtocol software_ it mu~l be added, If 
existing lP protocol software does not know how to route d:rough a tunnel, it must be 
changed. 

Tunrelmg can also have .Ii dramatic lmpact Oll user;;. Organizations adopt tunnel
ing as a way to provide unifoCfR transport sen'ices over heterogeneous networks. Once 
tile ocgamzahon establishes r. tunnel . .all hOiB can begin u .. ir:g II .. ingle tr:ampan proto
col for clicnt.;,e-rver il1tera;;lion~. For eJ!ample, If an <xganization ch,mses ((I use :P aoci 



creates a tUlUlel through ao X.25 network to provide WIIOIX!lvit)', computers throughout 
the organization can use TCP/W for tnm~poI1 connections. As WI immediate ,;oilSC
queru:e, all (-omputers can 511ppon client-serve:- Jllterm:tlooS that U5e TCP/I? 

Unfortunately, .a change in the underljoing netll.'()fk protocols usually results in 
change:; I£J client 5Oftwllil' "lith whkh users interact. Most or.gamzal;on~ purchase crun
mercially available dient wftware for 51andal"d applicat.i{}1lS like electronic mail. Thus, 
the organir.ation must use whatever software 15 availahle fur a given tramport protocol.. 
If the «gallization adopts II IJlllver.;.al tranSp<lrt protllCol, ir mu.st purcha!.e new client 
wftware that uses the new protocol suite. From (he user's fXllnt of Vl~, changing to 
the new soft ..... are means leaming Iii new illtertace. UnleS$ the new jnter:ace offer.; all 
the functionality of the existing interface. users rna.', be dissatisfied. 

To avoid chmging the user-s' environment, manjo orgilrnzations dlOO<.e the applica
tion gateway solution. Programmers wnsmu::t the application gate'A--dY (arefully so it 
does not J"eqlllfe change~ to the user interface on any network, For example. after an or" 
gani7.ation adds an application gateway for electronic mail, lIsers can lise the old client 
software to >end and :ece:ve mait. The mai: system <::<4. lise the del>tination addres.o; 
~ynlax to diMingllish between ~sage" sent to local destmalions and those "ent to 
foreign networks. Doing w allows users !{I u..-.e familiar addresses f{lr local destinaticns, 
and only IeGuues them to JeMll new addresres f(>! nonlocal de~t.im.tions. 

18.7 Application Gateways And Limited Functionality Systems 

Application g.at-e",ays can IOcrease IDe range of sen>ice.s accessible fwrn .~rnlill 

compute-IT, For e"arr.p!e. conSIder the network -of p!;'Roua! compl.lten: sru:.wn in Figure 
182. 

,. 
gateway 

lar/ie {"fJmtn<fn ;hal 

run., !wlh " muil 
~Crler and "" 

appli.,·atior. gateway 

operating system 

Figu~ 1&.2 A I".e\ ..... cd, ,,$ per""n,,1 .;ompcte'; im:ap.mle of nmning a con
.current mail se!Ya and the appli..""3tiull gal~way Ihat !bey use 10 
Te<;ei'l;"O eieClTUTli::: mail. 
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The operating s.y&teffiS 00 small pernonal compliters often provide limited facilities 
thaI do not include <;upport foc concun-enl processmg. The /.ad: of concurrent pro;::ess
ing limits c\ient-ser.~ interactions because the computer must be dedicated to a single 
(ilSl;: at any time. Tn particular. if is often impossible for a user t(l run a server in !Ile 
background while using me computer fm Gtherproce.ssing. 

To untlerntand how die lack of background processing limits dient-server inlemc
tion, consider electronic mail. A personal computer can Sllppo!1 mail cllent software be
cause it C'lln wait Ulltil me user decides ro ~nd a messagt" before eJle.cutiag client 
software. Fm1hennore. onre the user composes a message, the client program can make 
the user wait while it (raJl5Jnils Ihe message to ilS destination. However. a !;omputeT 
syslem mat does not support COllClIITt'nt processing canaot run server ;;oftware ill the 
background, Thus. it canDO( have a server ready to accept incoming: mail until the usee 
de.::Kle!i to run tl,e server. Unfortunately, usen cannot run any other aWlication willie 
the mail ser ... er ()Jlef"ateS because the machine must slop recehing mail ,,","hUe performing 
any other task. As a result, lLo;efS scldom use such CQmputers to- run electronic mail 
"r.<~ 

An organization thaI ~ many persorml CGmplltenl can use an applicmion gateway 
to solve the 5erv« problem. Consider the computers. if! Figure 18.2 again. The organi
zation has purchased one large. powerful computer OIl which it oms a >l:andatd server 
LlJ.at accepts incoming electronic mail. The server. which rum in the background. 
remains available to occept mai: at all limes. Wnen a mei.~age amyes. the server pGlce£ 
it if! a file on disk. Files that sloremail are ofteil called l1UIilbo.tfile-l or mailboxes. 
-:ne system ID3)' nave one mailbox file for eacll user. or may place each message iii a 
sep.ar.!te file. Usually. impkmentations that use a o.eparate file for each message C{llle.cl 
the files together into directories, where each directory CQITeSjNOOs to a "ingle user. 

If! ad<lition to the st.a'ldarc. mai! ser.er. the computer must also run a speciali.,.ed 
application gateway lhat allows user, nn pefSOOal L"OIlIputers kJ. access tieir mailooxes. 
To read maiL. a user on -one of the penonal computers invoke!:; a client that crmtacl, the 
special application gateway. The ga:eway retrieves each message from the mer's mail
box, and sends it to the peIwnal computer for the user to read. 

Using a iXlwerful machme lo run a <.xm¥elltlonlll server thaL ac~epll> incoming mail 
solves the server problem be<:allsc it means that small per>onal COIDputeB do not need 
to run a trulil !>Crver mntinuollsly. Using a llliIil gateway program to provide u<,Cn with 
access 10 their mailboxes eliminates the need for user .. to log imo the mail server 
machine. 

18.8 Application Gateways Used For Security 

Many organization~ cIl00>.e application galeway~ to solve the problem of ~ecunty. 
For example. suppose all organization l1eeds to restrict remot.: login. lmagire tlut the 
ocganization d~sifle:;: its employees as either authorized 0<" unauthorized for remote lo
gin. figure IS.3 illustrate" how the organizatioo call use an applic~don gateway to im
plement its security polky, 
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Figun 18.3 An application gatew~y u..ed 10 implement Ii remote login se.:-Jn
Iy poticy. A user must rommunicale wilh TemQle mao.:hines 
llnuugh the 'lp?ocation gmeway which enfOKe!; lnlloorizatlOil 
COlltrol:". 

The organization depicted in the figure uses 11 cOflventiilliai IP gatev.ay fllter to 
block all datagrams that contain remote login connection requesls unless tllC)' or:ginare 
from the hma that runs the application gateway. To fonn a remote login connection, J. 

u~er on any host ill the organization in"okes a dient that flISt collnects to the applil.:;;
lioo gateway. After the user obtains autlioriztlion. the i1.ppllcatioo gateway coone::t;; the 
user 10 the desired destinatioo_ 

18.9 Application Gateways And The Extra Hop Problem 

The eXlra hop problem refers to a situation in which -datagram~ pa~s aCfnss the 
'>aIIle network twice Of! their way to a fmal destination. The problem is usually c-auseU 
by incorrect routing tables. 

mlroduction of an application gateway into 1m existing network can aiso create a 
fom-, of the extra hop problem. Tu understand wh}" consider £he nelwmk topology that 
Figure 18.4 .. ilIustrcte$. TtY: figUR shows the prub a message wollid travel from a host 
to a remote server if the ho~t supported the same transport protocol a5 the server. Now 
aswme that dre existing host wi,h~s to acces!o- a service Ihat i5 only aVlIllable through 
some prOlOt.-'01 other than the ooe the ho~ uses. lnteropernbiliry can be a;;:hieved hy :r
trodHcing an application gateW3)' as Figure 18.4b show5. T.'le application gal:e-way ac
cepts requests llsing one protocol sys-tem and send' them to the remore rerver llsing 
anot.'1er. Unfortunately, each message traverieS the J1e{work (WlCe. The figure is reali~
tic: network managers often aCijUJre a new physiclll Co.l1!puter for each application gate
way program XclHlre they want 10 avoid overloading existing machines. 
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The ne ..... gOi..l.Eway cau,e< e~h message tD trav"r:;e 1"'-' nel\"Ofll: 
twKe. 

Once lile apphca1.Jon g-J1ewa;' has been imroduced, d:ents execuling on existing 
nom use tbe appiicatlQIl gateway to access the service it offers. A clJent sends Its re
q~e>.t ill the appli~atioll gateway !;sing one protocol, which forwards lhe requ~l on to 
the remote scrver using mother protocoL When the server return, its re"uir to the .appli" 
Calion gateWJ;Y. the gateway ~nds a response bad: to the dient. The ,Y5tem appears '0 
work well. Existing protocol software 00 th¢ host~ need not be changcrL After the ap
piic.Jtioll gateway has been installed, a dient executing on an arbitrary ho.~! will be able 
10 a::cess the desired seroice clrough the gateway. 
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UnfQrtunately, close e.umiruuion of the undertying network re"eais that th<' confi~ 
gllIlltion in figure 18.4b dol:s no{ make good use of netwcrk resources. It creates Ihe 
extra hop pr{)bJerr_ Each request must pas$ BeFQ!;S the local area network twice: once 
when It tnl.veis from the original ho!;, to me application gateway machine. and once 
when it !ran:ls ff(ll'Jl the application gate'o\'ay machine on toward me ultimate 5elYer. If 
the ser.-er lies in the Intemet beyond the IP gateway, the second transnUssion CCCUI"5 

wh",1l the message passes from the application gateway madrine to the fP gateway. rr 
the server lies on the \ocainet, lhe secQIld transmission occurs when the message pas>es 
fro:n the appliau:ion gateway machine 10 the machine running the server. 

For services that do not require much network traffIC, the extra hop ~ay be unim
portant. Indeed, several vendors build products lhat use th'e topolGgy Figure 18.4b illus
trates. If the network is heavily loaded, however, or if Ihe servie.e requires sipitlcam 
network traffIC, the extm hop may make such a solution too expensive. Thus, designers 
need ro calculate expected load carefully before !hey adopt the application gateway ap
proach_ 

18.10 An Example Application Gateway 

An apphcation grueway can extend services by providing access to client moc:hines 
that do rot run all protocols. For example. consider a user OIl a host mat has access to 
the Web but ha.~ no Bect:ss to tile transfer protocols like FTP. Such restrictions may ar
ise from ecooomic considerations (e.g., the ro5I of FrP software is too high), commer
cial realities' (e.g .• no illle sell!. FfP clie[Jt software for the computer in que!>liml), Of 
5ecllrity reasons (e.g., !he site decides to reduce its security rW:.: by prohibiting file 
tralllifen.Jt. 

Suppose 11 user on II rest~cted machine need~ access to the R~quest Fo.- Comrm'nfs 
docwrn:nts {RFCs). TJ>..e apphcatron gateway technique can solve the occess problem by 
allowing the QI"garnzation to mterconnect etectrnnic mail and Ff? services, while con
truEing access and ensl1ring author.zatlOll. 

To provide RFC acres... from a Web browser, an application gateway must connect 
to bolh service5. To use the gateway, n user must visit a Web page on the gateway tbal 
corresponds t<J the desjred RFC The application gateway verifies that the user is au
thorized to access RFCs, makes an FTP COfmec';ion, obtair.s a copy of the RFC, and 
displays the RFC documrnl a'i a Web page. 

For exanlple. imagine an appiicatioo gallOway identifierl by :he Uniform Rew:mra 
Locator (URL): 

hUp:/lwv-w,gatew3).somewhere.com 

Funner imagine that a user ",flo visil~ the page is pres;-nted wiih a liot of all the RFC 
documem-<;, e-",~h of which j-<; li sel<:(:tabic item. RFCs are numbered consecutively. ~() 

one po~sible presentation lists all lbe integers that OOfTC<:pond to RFC documents. 

H!l "",h'l'. ''''''''''['1' con.!<krati",,_, ,,~ [}'" """" hke:" %'-"""; Web ~ ""~Il>'" !'TP cl;e~l code. 
mean"'8- tim a w;er who c'"" obum wftw"", 10 ",:oess rho Web~:m 8iw <>bail! an FTPcHem. 



Another possib:e presentation displays {lne line pes RFC; the lice includes the- RFC 
number along with !he title. 

Tu \Jlle such a gateway, a IIser specifieS the gateway's URL to a Web browser that 
IlSeS :he HyperTnt Tran£jer Protocol (HTTP}1O contact the gateway_ The Web server 
running on the- gateway machine respon& to the browser',. req~ by sending the list of 
RFCs to the bmwsef for dispiay. The user scans the list of RFCs and usu the mouse to 
M:lecl one of them. 

So far. we have described conventional Web access; no application gateway is used 
to access the initial Web page. In fact, if the- Web server on the gateway bad a copy of 
each RFC in a local file. conventional Web access could be used to obtain an RFC. 
Ho-wever, we will assume that RFCs are DOt prestOTed on the gateway's Web sel"ier. 
Inswad. ~ will assume that an application ga~way is u$ed to fetch an RfC in response 
to the useJ"'s request. Thus.. when the user select!; an item from the initial Web page, 
the browser uses HTfP :0 seoo tb~ application gateway a request that identifies the 
desired: RFC. The applicatkm galeway uses FrP to obtain the RFC, and then ~ 
HTtPto rerum the RFC to the brov.ser. 

18.11 Details Of A Web-Based Application Gateway 

To implement the example application gateway described above, four facilities are 
required: a computer that has access til both HTfP and YIP, a cOII'>'entlonal Web 
serv-er, the application gareway program. and a mechanism tltat pliS.<reS inco;illng RFC 
requests from the Web server 10 the gateway program. Forrunately, moSt Web sen'er5 
include the necessary fac;lities. In particular. Web ser.ers lise the Common. GuieIVQy 

{mer/ace {CGJ) rechnclo8}' to permit the o;erver 10 iDvoke a program. 
A. Web server that includes CGI programs must handle two types of req.1fMS. 

When it receives a request for a conventional Web page, !he server retrieves a c"'PY of 
the. page from d.i~ ;md sends the ropy to the brUWseT that made tbe J"fqueSf. v.'beJI it 
receives a request foc informalWn managed by a CGl (:fOgram, the server invok-el'. the 
program, passes. it the request, and waits for the program. When it runs, the CGl pro
gram generates OWpul, which :he Web server passes bade: to the brow$Ct" thai. sem: the 
request. For example, Figure 18.5 iIlustmtes the archltectureof an appiicatKon gateway 
that uses a COl program to acceS& RFCs. 

To make the scheme wiX\=:, the application gateway mu", return a valid document. 
Ii! tile CliISf. of a CGI PfOP"Wll, the output from the program must be a documenl that a 
hrow>er .[;iln display. Fonunately, browsers are designed to accept multiple funnars. If 
tire gateway returns ASCn text, the browser will display It in a fixed-width font. Thus, 
if the CGI program sends the browser lL'l exact copy 01 the fiie obtained via FTP, the 
browser 'Mil display the RFC as ASCII text. If the gateway modifies Ihe u{)Cument ill 
iru>ert HTML cornmand~ the browser will interpret fonnalting commands wt;en il 
displays the docUIDe/lt. 
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Hgun 18.5 CmT.:mun;catlOll fmm 3. browser thmugt, 311 applK<!tion gste><!fY 
to a:' FTP!leI"Ve"". All intermediale gateway is u~oo til \>ituabom 
where [he dSe£'s eomputer is remicte<i from direct FIl' 3Cce>.s. 

N.-){e that from a bn::>w~e(s perspective, n canOOL di:;tinguish berw-eeJl ecmveffiiunal 
Web pages and dc><.:umellts produced hy CGI ?wgnun~. l:T either case, the ruOW!>eI 

~nd:, a reqlle~1. receives a document, and di;play~ the document for the !:Ser. 

18.12 Jnvoking A CGJ Program 

How can the Web ~crve! know whether a request corresponds 10 a C(lllveillional 
Web page or an application gateway? The server m,:e~ IDe URL that arrives in <he re· 
que~l frum thl' browser :t> detenfllll.e whether to retrie~c a conventiGflal page or run a 
CGI program. In fact, most servers manage multi-rLe eGI programs JUS( as titey manage 
multiple Web page". Each liRL tbat invoke~ a eGl pr~ram must identify a pankutllr 
prugf"am to rUI1. and sUPFly argumeJIs to the program. 

Or. mas! coffiJhl1er system!., the CGl progra!"l\ that a W'eb >ener can invoke are 
placed in a single folder. For example, the sy~em administrntor ill ch:>rge of tt>e server 
mighl cnQO!ic !I} place all CGI proyalU, in folder C:\w,<,w-cgi. The system administra
lor (hen configure, the SeTVer to a~"'Iociate URLs with programs in the folder. A prefix 
is" u,~d to identify the l'RL a~ a eGl request, and the ne:r.[ prece of the URL i\.lentif[c~ a 
particular CGlprogram. Fur examJlle, a site might choose to associate URLs lhl:il bt
gin: 

hup:llwww.ill!Th.'where.comfcgi-binl 

with the CGI foideri. If a pmgnuR in the folder is named pgm, the program is invoked 
wlth the URL 

hup:/!www -;;omcwherc.comlL'gi-binlpgm. 

->1" pr,,''',"'', many W .. " wminist.,'alm. scie<:l a lam tl'.aI i, ..... ier !O ",member m.n CK,·b", :e.g .. xiite

,.-"",1. 



\"'ben tJ:e request aJTIves, the sener extract, the ~ of the requested item ane cheW 
the prefix. For any name 11:1'11 b<::gins cgi-hm/. rhe sereer extracts the next component, 
and u~ that as The name of a program. 

In addition to a prefix that identifies the item as a eGl reql.le&t and the name of 11 

spedfic CGI program, a Iequest can cootam a string that will be passed tu me program 
as an argument. The syntax uses a question mark to separate the program name from 
the argument stringt. Thus, the URL: 

nttp:J!www.s;m;ewbere.com/cgi-binl?gm "Jarg -string 

causes the server to pass one argument to program pgm. The argu~nt c(lnSiS~ of !he 
characler ~tring <U"g"strilr!i. 

18.13 URLs For The RFC Application Gateway 

The implementation of an application gateway to ferch RFCs should now be clear. 
TIle initll.l Web page conlain£ a large set of seleClabk links. The URL f<)r each link be
gins with a prefix that specifies the application gateway program followed by an argu
meat thu specifies me mnnber of the RFC. For e5(ampie, if the program is named 
relTiel't?"& and resides in the CGl directory {}[! the Web seever at som-nere.com. me 
URL associated. with RFC 2(j(}() would be: 

If a user selects the link, !he browser sellds the URL to the Web screer in a request. 
The Web server invokes program ntrieve·r/c. passing 2000 lIS an argumenl. 

18.14 A General-Purpose Application Gateway 

An interesting appticatll)[! gateway Jw, been developed for use with dialup tele
pho:H': lines. Called SLIRP. {he galeway is unusual because it alInws acces.~ to multiple 
serv:ices_ III particular, SLIRP was b-uill 10 rulow an applicaion p!"Ogram running on a 
brnre computer to access an arbilrary application on the Internet. 

To appredate the Oesigr. of SURP, it is necessmy to know that SLIRP solves a 
different problem tillln SIlP ill" PPP. Instead of defining an eoc~ulation protocol f{lr 
use over a serial line. SLIRP solves an lffiponanl IP address problem. The problem ar
ises when users with home Compn:eTS desire diallljl access to the Infemet. In the tradi
tional W addressing model_ each computer mu~'t be assigne>:l a unique [P addre~$, l'n
fortLlllalely. dialup access mukes it difficult to verify t.le owner of a given jp oodress 
and diffit:ul!; to use the addre_ss to enfQfce re!JrictioJt.<; on aeee'>!;, Thus, fm security rea
sons. ffill1ly companies Tel>-trlc: dialup access tu conventional terminal login.. aoo do 1t01 
asslgn IP addres~es to remote computers 

.n." <oJ~" .... ge 0" a,ill!; ~ Jiffe"'nl <kim""'r fox the atglltruonl >"-;"g " rhOf tm, program ,am<" ,,'" £,,,,,. 

,";:'.a pam. 
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The cllief disadvantage of remicting dialup access is that i1 limits fU:lCtionality: 
although a dialup terminal session can be usee with <:haracter-onented protocols soch as 
FTP and TEL."<ET, a. u~er cannot access- services ~uch as Ihe World Wide Web that re-
quire diem:; to have full !P access. SLIRP overcomes the limitation wtth a mechanism 
lhat provides IP lIccess O>'er dialup phone lines without assigning an IP addre5S te each 
computeT. 

18.15 Operation Of SLiRP 

SURP operntc~ as an application gateway on a computer lhat has both L"ltcroet oc
cess and il dialup lelephme mooem To use SURP, one muil firnt e:>~abljm a Co.'1Ven
!iona! terminal _'>ession. That I~, when a user on ;; home- cumpuler fiIst dials in 10 a 
machine, G. Ihat runs a SUR? gateway. the user establishes a tenninal ;essiiJo by send
ing 1'1 logiu identifier and a password_ Once the user has established a termiual session 
on G, the user perfcnns IVIO steps 1n <tui.:k succes<;ron. FiTS!, the user invokes SURP 
on compuler G. Second. the IJser deletes the termina: session on the iwme computer. 
and .allows pppt to use :r_c <:onneclion. In fact. roftwllI"e w,><s that automllleS the steps 
of dialing in, starting SUR?, and then starting PPP on the k1Cal computer. 

Whet! PPP runs across l\ dialup <:onnectioll, It treat> the connection like a ;erial 
Ime. IP r0Uting on the home cmnpuer mes the dlaliip connection as a default rou:e for 
all traffic. PPP at one end of (he COimection c!KapsuJate~ datagrams in a PPP frame for 
IraIlSmi~iQn. and PPP at the other end remove~ the datagram. 

Because it understands PPP ~:ccapsHlatiOil, SLlRF ;;an send or receive datagram_~ 
acros.; the dialup connection. FurthenDOJe. SLiRP contains the code needed to process 
illcoming Tep segments as wee! a..~ the I..-'1.'<ie needed to handle IP datagrams. For cx.affi
ple, SUR? caJ! generate ill ver'tfy an lP check:rum, and it can sffid an acknowledgemcm 
m re:;ponse- to a Tep ~egmem. In essence. SLIRP n!(Jlains software for the ell~ire 

TCPIIP prolocol stack in an application program. 

18.16 How SLiRP Handles Connections 

Because SLlRP is an appocation program, the TCPiIP code III SLiRP does not in
lemct directly will: TeF/IP prmocol software in the operaling system of the gateway 
comp:lter. Instead. SURP only USC$ its TCP/IP code to il'tfeIpret datag"iM"lS that arrive 
across the dialup connection; SLIRP lIseS the socket interface to C{loummicate with the 
Internet. 

SLIRP maps hetwren eveats that occur on the dialup connection and evt:nti thaI 
occur on the Internct. Fur example, 5l1ppO!>e tbe home c(lmputcr cstabii~hcs ;) Tep COC!
Ilec(i(l!1 to destination D. As segmenls arrive from ;he home computer, SURP imrer
~f»1ates D. That i\, .... hen IDe home computer ~ends a SfN, SLiRP responds as if D 
answered. Me-.l1}while, SURP creat~ a ~ockl'1. and connects to- D. Similarly, SURP 
transfers data between the home mru:hinc and lhe Interne!.. For example. if data anive~ 



across the TCP coooeclion from the home machine, SLIRP receives the data. mums a 
Tep acknowledgement, and then u!>e!> the ';OCket interface 10 send !hi: dala to its desti
nation, D, 

18.17 IP Addresstng -And SLtRP 

Hew does u;;lng SLIRP differ from Ihe c<)ll'elld(lna! u,e of PPP? The amWIT lie~ 
m lP addre~!>ing a~ Figure J 8.6 illustrates_ 

SURP -., 
itlf~iface to -t;J::~J;~- sttHumrd .rocket dialup mod..... ,"lnrace 10 TCP/IP 

operating system 
with 8UppcWI b 

T .... P 

(~L-) -' o---i phone system 1 
t 

hnme camprner'---,,_/ 
ti,mg sUP cr PPP 

INTERNET 

}W~" "n /I:~ 
TCPiJP fmef7fU 

Figure 18.6 IIhmrn:ion "f a SURP gateway_ A;hflu-gh the bome compLl-ler 
nm .,,'" an a."01.tIary IP addre1;,. SLIRP !!""-S. a valid address 
when cOITPTlunicaling wllh a bost 00 lite lnternet. 

Whenever SLiRP inter&is with a nost on the Internet, SLIRP u~ the :rucke! inter

face. Thus, SLlR? operates Ille any other application runni!lg on the gateway machine. 
In particular, aU communication from SURP m::ross the Internet lISes the IP aooICSS a~
sigr.ed 10 the gateway cumputeJ'; remote de:itinatiOfls cannot distingui;h between com
munication WIth SURP and comrnunic:rtion with any other application on the g..;teway 
computer. 

In contrast (0 the addressing it use~ on the Internet, the addressing SURP llSes on 
the dialup connection is nonstandard. Because SLlRP :mercepts :til datagram;; from the 
nome nurltioe. the IP address used by the home machine Coes oot need to be valid -
any address can be used proY'.ded that tbe address j,;. not used clsewheuT. Thus, SLiRP 
use", often ch~ an IP address iike 10.0.(1 J, that i., not USig11ed to an In<e1Tlet h05l 
and is ea~y 10 remember 

ill -Ii ,'a1id Inlmlel dir.!ss il used. the !rome maclooe cO!fll!O( wffillW!licaic wllh me <:~ Itun _Iii 

me xd .. :!>. 
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18.18 SUmmary 

AJtlmugh tunneling allows one protocol systeo to use another high-level protocol 
as a transport device, conventional tunneling is restricted to ca,'\eS where the ®igner 
bas access to the opfiating system code. _ The application gateway ledm:que, an ailema
lille 10 tmmeiing, permits application programmers tQ interconnect heterogeneou~ sys
tems .... ithout changing the operating sy~tem. 

An applica1ion gateway is a program that accepts requests using one high-level 
protocol and fulfills requests UlSing another high-k-~e:I protDCt:lL In essence, each appli
catiOll gateway is a server for one service and a diem of anomer. 

We saw that an applicatiun gateway can be assoCIated with a Web server. The 
W~b »eTVef u.~es a w.:tmology like cm to invoke the application gateway program 
wl-.cn a request arrives,. and forwards output from the program bad. to :he browser tha, 
sent the request. The Web server -:.lses the prefix of a URL to deternrioe whether the 
URL refers to a CGI program or a conventional Web page; me server !lJJJst be config
ured to ~ociate a specific prcfiJ; with a folder of CGI programs. In addition to ~i
fying a CGI program, a VRL CaIl contain a sufflx that is pallsed to:he program as an ar
gument. 

Many sit~s use appiicarioll gateways to implement authorization and security 
checks. Because the gate ....... )' operates as a conventiomd applieathn pmgram, little ef· 
fon i<. requi;,ed to program the gateway 10 filler unwanted access or to keep a rec-,*"d of 
each request. 

A ga:eway, called SURP, exists tl-.at supporu: multiple $ervices. Intended far use 
over a dialup telephone Hne, SLIRP allo1h1; :Ii home oompurer [{; access If> ~ices 
without requiring the home computer to be assigne\1 a valid IP address. The bome com· 
purer run~ ppP or SLiP '<OftwaI"e. whi.::h <;ends rP datagrarns liCWSS a dialup connection. 
SURP receives incoming datagrams.. sends aclmov.ledgements lhat impersonate m? des
tination, aod uses conventiunallmem~t software to communicate ",jib (he de>.(ination. 

FOR FURTHER STUDY 

Simpson IRK 1661} documents the PPP pwtocol, snd Romkey [RFC lOSSI 
de~nbes SLIP. CO'1sult Web seNti documentatkm to leam more about eGL 

The Web "Ite: 

http://ucnet.canberra.edu,auf,iirp 

ha, informatiO!! about the SUR? program !>;; well ...." wur~-e code Note especially file 
.}-/il'p,doc ;n the wurc:e code. 

The Post Office Protoc<}l (POPj provkJes a standard application gateway ;;ervice 
that ailo","s a personal computer tD access e-mail from .a server, Myer~ and Rose IRFC 
1939} descnbes venion 3 of the pop protocol (POPJ). 
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EXERCISES 

13.1 What authoraatio:m checks shOlltd an applkation gateway perlorm? V.11,.? 

1s.:2 Many 'Ipplicatioo g!ile",-ay~ implement c~ing ill which the gateway keep!' II locru copy 
of the last N ]terns [eretled 10 1I,.'oid fetdting ~ items for slibsequent reqtIe'>ts. under 
wh;>! wnditioos i~cachiag be."leficiaJ? Na1 bereficiaJ? 

18.3 h. the preVICII.S questioo, cOllsider.it concurreD( appjlc:atiOl! garew.ay. Foc eumple, sup
-po~ a Web. serve,- crealeS a new Ihread to ellecllie ;a COl progr<UTI ead: lime a use~ 
sends a ~esl. &plail! how the threads might mteriere with 0lIe another. 

Ul4 Call a ~r request a copy of the RFC index witb 11 COl progwm" Wby tT why !jot? 

Is.;; Read aOOut COL How doe~ -eGI IIl;e the environment .. ariable QUERY _srRING? 

18.6 Can SURP be liSed ID <u1I cii<:n( SQftw;re on a home machine? ('2l1 it be- Jsed to run a 
server? ElI:plain. 
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External Data 
Representation (XDR) 

19.1 Introduction 

Previous chapters describe algorirlIms.. mecharusms. and i:nplementafion teChniques 
for clien! and server progr-arns Trus chapter begins II discuo.sion of the con~pc; and 
\edm'ques that xlp programmers u.-.e the dient-server paradigm and the rnechamsm» 
that pf<Jvide prograf!IDlirrg support fo; th~e concep'-~. tn palticular. it examines a de 
jaclO ~landard fOf exrerna! data representatim>. atld pre~entati,m as well as a ,e!; of lihrary 
;rroccjures used to perionn datt COTIvenioll. 

-:be chapter de~rib~ the general molhatJoJt.<; f()l" w.ing an exle:mal. data represent!l-
11011 and the details of ,me pa."ticuiar impkmenlat:1,Jn. The next ciJapter shoy,s hew an 
external data representation ~tandard hd~ simplify diCflt and server communicatIon, 
and ilIUSif'<11.es how a standard :nuke. it pm;sible to llse n smgle. uniform femme .acce",~ 
mechani"rn for client-server corunullication. 

19.2 Representations For Data In Computers 

Each .computer architecture provide, its OWI1 defrnJ:ion for [he representatmfl of 
,jati" Some CO:nputCf'> store (he leas: ~ignifical1: hyte of an ir.teger nt the lowest 
;nernety address, others slore the most significan! byte at the bwet>t address., and other_~ 
do flot ~OIe bytes. cQmiguou~!)- in memory. For exarropk. F'gure \9.1 sto",,; the two 
mo~t popd<lT represel1latmns for 32-blt in~rs 
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d~, m .. ;in[; me»<ory "dtb="." 
• ... 

o 

"'B 

o , LS8 

4 

MSB , 

i:1u",.i."", mtl7lOry addr .. ses 
• 

FigUtT. t'J.t Two reJTe~ntauOll' fOif Ihe "aiue 260 stored II! a 32-b.t b~llary 
j"tegeT: {a) "big endian" order with the moot ~iEnir"",rn:!lyre at 

thl: ]owt'$! rmmory addre,s and (b) '-Jittie endian" order with 
the lean signifiearu byte a{ the loWf'4 memory address. 
Number., give !he decimal value (If eacb 8-bil ':lyle. 

Pmgrarnmecs wIm write pHl8rams f{)£ a single co:nputer 00 nN need to think about 
data repn.:sentatioo because a given computer usually on!y permits ODe repre~mali{)n. 

W-refl a programmer declares a variable to be all integer (e.g .. by using Pascal',; inleger 

declaration or C's int dedardtton), the ::ompller uses the computer's nathe data 
l'epresenwtWn when it allocates srorage fer the integer or when it generates code to 

fetch, slore. 01 ,",-'lmpare values. 

Programmers woo create dient and :server software m\lst rontaJd with da~ 
represenralion. however, because both endpoints must agree on the C4UCt representation 
for all data f>Cnt across the communkation channel between tl1em. If the native data 
represeotatklns on tWO machines. differ, data sellt from a ~og(am on one machine to a 
program on the Qthe:r mus.t be converted-

19.3 The N-Squared Conversion Problem 

The centrol i5SllC lIiJder,ying data representation i~ software portabtlity. At one ex
treme. Ii progmmrner could dJoore to embed knowledge of the compmefS' architectures 
in each diem-server pair so the client and se......-er agree Oll which side wJ;! convert the 
dala. Design!: that ccnver1 directly from the client's represt:ntation to (he server's 
represemariolJ use asymmetric J.ua conj!er~ion because DDe side or the other perfonn.~ 
conversion. Unfortunately. using as:ymmetric data convecion means that !he p£ogram
mer must write a :1ifferent version of the d:ent-server pair for each pair of architectures 
-on which they will be used. 

To understand why building separate dienl-5erver pairs for eacl: architectt.l:e com
bination t:aII he costly. consider a set of N compulers. If each c<lmputer useS a different 
data representation ro store floating point number.s. a programmer must cor.struc/ 
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versions of any client-sen.-er program tJmt exchanges floating poim va!ue;;. We caB thi:, 
the n-squaretf cvm:ersion pro&lemt to emphasize that the prugrammin,g eHort is propor
ti{]nal tQ the square of IDe number of different data representation:. . 

. -'\nother way to view Ihe n-squared CO!I",-erslOIl problem is 10 imagine the cffon re
qui.retl 10 add '" new ar;;hitecture !O an exilJ:rng set of N :nachill.c~. Each lim,. a nev. 
computer .arrives .• he progr .. mmer mUM build N new versitms of each chent-scr>'cr pair 
before the new computer can inIeroperille ... ilb eilcb of the e:o;istinp: cumpurers. 

Even if the programmer U5e~ l'ondiliona! cumpilation ic.g .. the C preprocessor's if
de} (.-.)':\!,uucl!. CTea:ing, t~ting, maio laming_ and mffilagll'.g .¥' ve<sions ill a progra.."II 
ca:J be difficult. Furthermore, users may need 10 di;,tingui:4l among versions when they 
invoke a client. To ;,ummanze: 

Ifdienf-ief1!N .v:>/tlture i~ designed to (,a<1'n-njf"Ot'f lhe client's Il.uriw 
data repres"!n!miOl! dire,;!y w Ihe serwr's "urive data re.pF<~Se1J"Hirdl 
oS'immefrically. lhe number ol''f'rsions of the software gruws m: the 
squarl'" ~lrhe 1!umlxr of archireCfUres. 

To avoid the problem~ inh<:ren! in mainwining N-~uared \'e(sion~ of .. die!;t
server program. p£Ogrnmmen; IT)' TO av(.">id asymmetric da::a collversioll. !n!>lead, lh.ey 
wme client and server sof,ware In such a way jhJ.l each wurce rmgram can be CCffi

piled ,md e~t:(:ured \)Il a va:iety of m.v.:hines wiltout change. Doing S-"l makes rrogram
mcll.g casier because it results in a highly portable- pmgrdrn. It aho makes. a.xe:isins a 
service ea<;ier because U'.CfS only need to remember how 10 invoke om: .en-ion of Ih~ 
dim!. 

19.4 Network Standard Byte Order 

Hnw alii a single 'Ol.m:e program compile and execute correctly on a variety of l[f
ctntoctures if toc ar;;:hi~;;:ture~ uie multiple rcpresentlliom for data? More impomn!, 
how can a client or ,erver program send data 10 a program on another machine if the 
twu machines use a different data repre,eolation: Chnptcr 5 de~cribe>. how TCPllP 
5D:".es the repre~elltalion problem for s~mple integer- data try using functions inat COl1"eI1 
from lhe ,;omputer'l> naljve byte <)Il;Ier (p;,l network standard byte order and VII.--e versa. 

Con.::ep1Ually. the lise of .a !'.mndard representation for data -'fnt aero,!'. a nerworl<: ill 
prowco! headers mean~ the TCPflP protocnl roftware employs symmetric dam conW'"r
siOil. 80th ends perform the required conven.ion. A~ a result, "nly one ~'ersion of the 
pmtoco! software is needed hec~ .all protocol header.;; represent data in a standanl, 
machlru:-indepen~nt form. 

Most p!"ogrammers adopt the ),3me symmetric dam. ronversicm technique when they 
m.nld client-server application ~oftwarc. Instead of conve11mg directly from one 
machine's. representation to the otheJ"'s. both client and server perform a data conver-

tS""", lite/amte ,.,fe ... '" lhe prob!ern as th~ .. ~ '" problem ,,, <:mp/=iH: IlIa( cliena "on 0l',:;al<' "'" " ..... 
cl!i!eClUre; whIte ... IV"'-'; opera!<: on "" ",clImwre,;. 
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,Ion. Ikfcre :,.elIding .acws~ the netwurk, :hey convert dala from the >ending ~omr!ltE:r' ~ 
;]ative repre;;cntalion inlo a standard, rnachmt:-mOependenl ~cplT:;,cnta!ioll, Likew;se_ 
• .bey convert from the machine-independent representatioo to the reeei\ing compliler'~ 
native representation after recei.ing dam fmm the odwork_ T1C ~tandard representation 
!l~ for dcta travers;ng the network is known as. tl:-e exremalduta repre,>enfuli(Jn. 

Using a Slandard external data reprei.Clllalion ha~ both advantage, and dlS3(h'aII
lages. The cluet advamage lies in flexibility: ncith~ the client nor the server needs to 
understand the Jrchitecli.lre of the other. A. s.ingle client nm contacl il "erver on an arbi
trary machine withom kn(!wing the machine <lJChite;;t'Ltre. The 10tal prugTJ.ffiming effort 
required wlll be (KoportHmal tn the number of machine architecture~ instead or the 
square of thaI number. 

The "hief dihlldv,mt<lge of ~Jmmelnc C(JI1ver'\ion is crnnputl'lionai u.erluo'au. In 
GiSe.~ where ,he client ami .erver bol:: operate on con'puter;. thac have lr.e ~ame arrhi
lecton:. the (.:o~t seem., uuwarHl.nlell. On~ end Ct"ivet1'i all data fro:n the nalive 
arch:kcture·s ~cp<esentatlOn t..:; lhe external repre~eD\ati.:m before sending it. and the oth
er end convert" from [he external represcntation back w the original representation :r.h.;:r 
recei>.mg it 

Even if the di'.!n/ and ~ener ITldchint7l> de nut ~hare a ;::OJ\ltnQn arcl-.itcc:llTC, :Ismg 
an cnknm;iliatc form introdu;;c.; additional compu:<ltion. I:-,·tead uf (.-uoverting diu-oly 
:-rom the >ender', TeFe!>elltati(\ll!(i the receivcr·~. thc eliem and server must each . .,pend 
CPU lime ;;oovertmg bel",een their local re(Kesentalion~ and the cxt{'rnru rcprese:nation_ 
Furthermore. because the e1>lemai n:presentauon may .add irfqrm:nion to the data or 
align it on wonl buundarie\, the cOlwer;,ioo may Te,ull in a borger stream o!" tlytcs than 
neces~arv. 

Despi'c the additk..nal overhead and network b;mdwidlh reqmred, mOSl program
meI"'> agree lhm usioj! >ymrnctf"c c-nnvcNlon is w0l1hwhile. Il ;Jmplifi~ pwgr.amming, 
feeuces errors, and increa,es inleT<:rperabhty among programs. :t al'ill make.\ r.etwork 
manageme:ll and debugging ea~ie! r.:~-aUi>';.' the ne[work 'll.anager Ciin interpret {he con
ICIlt\ of packets withcut knowing thc archltectw-e:; of the se.'1ding and receivmg 
machine,. 

19.5 A De Facto Standard External Data Representation 

Sun Micmsys.tems, Incorporated devi~ed !ill cxtefTllil data representation that speci
fies how TD represent corr.mon fnnm of data when tramJ"cIT:ug data ac[U',; (j J.~work. 

Kno\\<n by {he ilJ!tiab XDR. Su:i's eXrl'Tlliii D"w Rl!pn-.'NlI{1liml ha.~ become a de faero 
~tandard fill m<Jsl client-server appIKaLoo',.. 

XDR .. peo:.·ifies Gala formals lor most of the dala types that dient.~ and scrveTh e;.;:
.-:hange. Fur exampLe, XDR spedEes that 32-t>i1 omary lntegen; shoul!! be r-epre;;emcd 
in ·'big eudiau" order (i.e .. wcth the must sigmi;cam ·~rte ill the lowe": lTlCmory ad· 
;:Ires~) 
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19.6 XDR Data Types 

The table in l-'igure l<;.2 liq" rh¢ uala Iypcs for wh,ch XDR de1ine;,. a .,tandard 
repTe:.elltatJoll. 

OataType 
Int 
unsigned int 
bool 

anum 

hype< 
unsigned hyper 
_t 
double 
opaque 

string 
fixed array 
counted array 

structure 
discriminated union 

void 

symbolic constant 
op1ional data 

Size 

32 bits 
32-blts 
32 bits 

arb. 

64 bils 
64-bits 
32 bUs 
54 blts .... 
""'. 
.. b. 
arb. 

arb. 
a"'. 

• 
"b. 
arb. 

Description 
32-bit signed binary integer 
32-bit unsigned binary integer 
Boolean value (/alse or true) 
represented.by 0 or 1 

Enumeration type with vatues defined by 
integers (e.g., RED=1, WHfTE=2, BLUE=3j 

64-bit signed binary integer 
64-bH: unsigned binary Integer 
Single precision floating point number 
Double precision floating point number 
Un<:ooverted data (I.e., data In the 
sender's native representation) 

String of ASCII characters 
A fixed-size array of any other dala type 
Array In which the type has a fixed upper 
limit, but individuat arrays may vary up 
to that sfze 

A data aggregate. like C's struct 
A data structure that allows one of several 
altemaUve forfJIs, like C's union or 
Pascal's variant record 

Used if no data is present where a data 
Item Is optionat (e.g., in a structure) 

A symbolic constant and associated value 
Optional Item (can be absent) 

Figure 19.2 The !)1"" for ",hier. XDR. define" an ex,,,m:;l repre;ent.llKm. 
TIie ,tandard h"J"'Cifies how dall irew_~ f.:>r each type ~houM be 

encoded when sent across 11 n"lwrn-L 

T'lo; lype;; in Figure 19,2 ('over mmt of the data slructures found in apphca!iJn pm
g."am~ becaul>e they allow the programmer to CO£'fi;X'se aggregate types frum odIC" types, 
1-'or example, in ad(jjrion to alluwmg an array of jalege~, XDR Jllow, all array of S1TUC
Il,-res, each of .... hidl can have mul:iplc field~ that ('an each be an array, Mmcture. or ll:l
iOll:, Thus, XDR PfD"ides re?£Cse'ltatiOll~ fur mo,t of the ,:nu.1lJ.Te'> that a C pmgnolm
!lle[ can 'pedly. 
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19.7 Implicit Types 

The XDR standard !pecifres how a data Q~ecl shonid be encoded fN each of the 
dma types lisred in Figwe 1\).2. H-o""e'\-·cr. tr,c cncodings contain only 1he data ,terns 
and not :nfonnation about their typ<!s. Fcr example. XDR specifies. u~ing , 'hig-eOOlan" 
order fOf 32-bit binary ~ntegers {the same encoding used in TCPI1P protocol headers). 
lf an apphclnion program uses XDR represenWtion w encode it 32-bit integer, tile result 
occupi~ ;:l\actly 32 nits; the eacooillg does oot contain additional bih to identify il as 
:m integer Of to specify lts length. Thus. clients and servers using XDR must agree en 
the exact format of rnessliiges they will exerumgo;>. A pn::lgram cannm interpret an XDR
encoc.ed Ille$age unle~s it knows the exact funnat and the rypes of a!~ da:n field!>. 

19.8 Software Support For Using XOR 

?rogrammers who ::h.oose to u.e the XDR representation for ~ym;netric data 
'::':"'Ih'ersim; must be can:f:Il w place each dala ikm in external fonn before sendmg it 
.aero" a nc~<){k. Similarly. a receiving program mu~ he c:uefu! to convert each in
,;:oming ]Iem to native repreSentation. Cnapler 5 ~oows olle rneth:.x! pwgrammers call 
cse tu pecfonn !he ({Inversion' insert a functiun call in the code !o cooven e!leI' data 
item in a message to external form before sending the !TIessage. and insert II funclion 
call to convert each data item 10 intemal form when a message arnve~. 

Most progmmmers c()(!ld write the requrred XDR oonversion [unctions with !luk 
effort Hffi\"t!veT, some conver:jon~ require coosiderable ell.pert;5e (e.g., converting from 
II computer's native 11oat',ng point representation ID the XDR standard without bsing 
preci.il(}n may require an under3la11ding (}f basic ncJtlCrical analysis), To eliminate po
lent]('.1 cOflversirnJ error;;, an impLemeotatitm of XDR includes libf""..ry routines thai per
folTIl. !he necessary ('"OIlVen.iOilS. 

19.9 XOR Library Routines 

XDR library rJUtines f(lr Iii given machine can convert data ltems from the 
computer's native representation to the XDR standard rnpresen.l1ltion and vice versa. 
Most impiemenl.ario;u; of XQR use a hujJ,u paradigm that ..tIOW1 a programmer 10 
['reate a complete message in ).UR fmm. 

19.10 Building A Message One Piece At A Time 

TIle buffer paradigm XDR uses. require;; a program to- allocate a buffer large 
enough to hold the external representation of a meSl>age and to add items (i.e., fields.J 
one at a time. Fill" ex.amp!e. the vel"Sion of XDR available under the SunOS operating 
,y!'.tem pmvioo conversion mutine~ thai each ap~nd an extemal «"presentaion to the 
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end of a buffer in melllQrj. A program first invm .. ~s proc-etktre .xdrmem_create 10 alb
cat<: a buffer in memory and inform XDR thru it intends 10 compose an external 
repIUentatiOll ill i1. XdnnemJIeare inilialize!> the memory .,0 it represenh li:l XDR 
stream that e<in he used to encode (ooovert 10 standard represcm:uion! or cceotk (con
vert to native rcpresemalior.) da:J.. ~ call in:tiali7-<!S Ihe XDR srream 10 he empty h> 
assigning the adOres, of lhe bcginl1ing of the buffer to an int~rna! poimer. 
Xdrmem_cTt'oJe retlUlh 1I pointer F> the stream, which mu,r then be u~ed m ~ucce~si\e 
calls tu XDR rot.llines. The deda.'"aliom. a~ci calh nee<led to create an XDR "tream th

ing C ale: 

itinclude <rIX'/Mlr".h> 
'!Fdefine !I1FSIZE 4000 1* si;;:e of ~ for er.codi!:g "/ 

/* p:!rnt.er to an XI:R "stream" "'I 
1* n ...... L1Ly area 1:0 hold XLR data '" I 

Once a program has crealed an XDR stream, it Clio, ;~a!l individuul XOR CO!l~~",ion 
TOllt:ne-. 10 cunvert nati .. e cat .. o~eC':s into external form. Each call eocodes one da1a 
objccr all:;! appends. the eO(;oCed irfor:n<llion 01'- the end of the strealll (i.e .. places the 
encoded data if) lhe next available location~ In the buffer and then updates the intern"l 
,>ITeam pointer). For cXlilllple. procedure xd'_1111 ';OfWerL"i a J2·bu binary inte.!;"e[ twm 

tbe na~ive represel11atkm 10 the '>tamiaru XDR repthentatlOfi and appends it to an XDR 
streun. A program inv{)kes xdr_im by passmg il 11 pointe! to an XDR '>1ream.and a 
poinler tll an integer: 

int i; 

1. '" 260; 
xr:h:"Jnt(mrs, 0); 

I'" integer- in native -€P' Zltaticn ,. i 
/* as:8I3Ie StrEam initialize::! for :EN:D::E ~ I 
/" assign i."'1~ value to be CCJl\Ierted ",. 
1* =>e..'"l: integer ani 4't'08id to stream ., / 

Figure 19.3 illustrates how the call to xdr _in! ,hewn if} the '\lImpk t:ude adds four 
byt~ t>f data to the XDR ~lfCam. 



stream "' ..... L , 
(aj 

, , 

Figure 19.3 (aJ An XDR stream 1M!: ha:; beer. !rjliali;red fm encodmg a."'1d al· 
ready conlains 7 by!"" or data. and (:>J lhe :>lime XDR ",,"rom 
after a call to }f.:!r _;r1f ap[Y"...nd~.a 32-hil integt'r with value 26(j. 

19.11 Conversion Routines In The XOR Library 

The table ill Flgure \9.4 Cists;he XDR CUIlVer.>IOO f<)Uli!1e~. 
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Procedure 

xd,-char 
xdr_doubte 
xdr_enum 

xdr_float 
xdr_int 
xdr_1ong 
xdr_opaque 
xdr_polnter 

xdr short 
xdr_string 
xdr_v_char 
xdr_u_int 
xdr_u_long 
xdr_u_short 
xd,-union 

arguments 
xdrs, ptrbool 
xdrs. ptrstr, 
strsize, maxslze 
xdrs, ptrchar 
xdrs, ptrdouble 
xdrs, ptrint 

xdrs, ptrHoat 
xdrs, ip 
xdrs, ptrlong 
xdrs, ptrchar, count 
xdrs, ptrobj, 
objsize. xdrobj 
xdrs, ptrshort 
xdrs, ptrstr. maxsize 
xdrs, ptruchar 
xdrs, ptrint 
xdrs, ptrulong 
xdrs, ptrushort 
xdrs, ptrdiscrim. 
ptrunkln, cholcefcn, 
default 
xdrs. ptrarray. size, 
efemsize, elemproc 
-none-

oata Type Converted 
Boolean (1m in C) 
Counted byte string 

Character 
Double precision floating point 
Variable 01 enumerated data type 

(an in! in C) 
Single precision floating point 
32·bit integer 
64-blt integer 
Bytes sent without convtlrsion 
A pointer (used in linked data 

structures like lists or trees) 
16-btt Inleger 
A C string 
Unsigned 8-bJt Integer 
Unsigned 32-bit integer 
Unsigned 64-btl integer 
Unsigned 1 &-bit integer 
Discriminated union 

Fixed length array 

Not a conversion (used 10 denote 
empty part of a data structure) 

Figu", 19.4 The XDR dat~ cOllv~io:1 mUlines f(>IIlld 1Il an XD" lIb>.!!")_ 
The TOGtines ~ coowrt ill either d!rectiDIl because :lIDS! argu
ments Me p<';llreg to dam obJect, and =! da:a val"",_ 

To fonn a Il'.e,,~ge, the application L'alb XDR conve:sioo mtltine~ fur ead: data 
item in the nessage, A:ter e;n-oding each data ,tern ,md pi;;cjng it in ao XDR ~1rea:n. 

the applkatioo can send the messag~ by sending the resulting ~1r.:am. The receivmg ap· 
plication mubt reverse the entire process. I: call~ .<.dnnem_,reatt' 10 ;;reate a memory 
buffer that wiil hold an XDR ~trelim, and place:< IT.e incf)min~ me,>sage in a buffer area 
XDR re=rds the direclion ef conversi01'. in the ,tream ilself ""TIere the COllVCTSioll ml.:
tine, can acce~s it. The re<::eiver -specifielO- XDR_DECODE as the tlmd <'.fgumenl oj 
xdrmRmjreau when ueali!lg an XDR ,tream t:'Jal will be used tor input. As a resuil. 
wne:lever the Ieee-i,'a Gills .an individual ;::<J:\verslOn !Dutine on an :nput ~trFam, the 
ro-utille e"tract~ an jlem from the s{[cam and convens it !{) muive mode, F[}/' exa:nple, !f 
the receiver na\ establi~hcd an XOR ~trcam u<.ed for input (i.e .. the C'''U specified 
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XDR_DECODE~. it t:an extrm:t <I 32-bit integer and convert i! to the native representa
lion by calling ub' _ir.t: 

int i; /* integer usUg native LepI=S31tatian */ 
/* .a.smr.e strecm initiali..:;a:l ::or 'IB" t< 0; / 

Tim,,_ lifl!Jke the conven;ion routines il/on.1 and nmhs fmllld in Windows Sockets. indivi
dual XDR ::orwersion routine~ 00 nO! specify the directi<ln <Ji conversion. Instea;i. they 
reqlllfc lhe (Kogrnm 10 specify tbe direction wheE Cfeallng rm XDR stream. To SUffi
mar:ze. 

individual XDR COfl,;ersion ro~tine! dt, nvt q>ecifr the diret:/Hm of 
HmveniofL Instead. a single f'Uutill'? thai can conwn in either direr..· 
lion duerminR5 rhe direeritm of the CO!lH:.uiiJrr by examining ih£ XDR 
strcam MinK u.red. 

19.12 XDR Streams, 110, and TCP 

TIle <.--ude fragments abo1,'e (reate an XDR strebffi 35SOCii!Ied with a buffer in 
memory. l',ing memo!")' to buffer data can make.a program efftcienl because buffering 
flEuws. [~ application to con-..-crt large amounts of .lata to e};lerm.l fonn before sending 
it aero", J network, After item~ have been converted h} external form and placed in the 
buffer. the application must (all an 110 function like send ill transmit it acro~ <l TCP 
C[){ulIx:ticn. 

On U~IX sy~tcms, it i~ possible to arrange 10 have XDR convcrsioo mutin<,s send 
dala <lL'fO$, a TCP connection automatic<illy each tune they ~onvert a data ilem 10 exter· 
nal :ormt. To do ill, an apphcath"fl progrom fin.t creates a TCP MJCkel, and then calls 
function fdopen to attach a sUJndani 110 -'I.-cam to the ,ockel. In~read of ;;alling 
xdrrMm_Ueale, the appflcatian <.-'alls :can/dio_ere,lre to create- an XDR stream and ';011-
nect it to the cxi<;Ting I/O de:snlplur. XDR streams atl:ochcd 10 a rep ~ocket do not re
quire explicit eall~ to selld or ren;. Each lime the application cails an XDR ooovcrsicn 
fOl.lhne. the eonver'>ion TOlItine automatically performs a buffered H,m/ or r-ecv operaticn 
using l1le underlying dcscriptor. A semi causes TCP 10 tr.rnsmil outgoing data to the 
socket; a reC!' causes. TCP to receive incoming data from the socket. The application 
call also call convellliomil fl1ocllons from me Ito librnry to act oa the I/O stream. Fur 
example, if OUiput is de,ired, the applicatioo can usc ffiuJh to flush the output buffer 
after unly a few hyles of data have been coft"erted. 

tUndec Wind"",,,. it IS ""'- J'CS''''''' I" as"IX""", .~ XDR """'''' w;lh" Tel' ==!lon be~a_ w,~· 
do"",,dot:. sOl pennil siandard riO IU'><1;')O'\ 10 be """d .... lh so<kffs 

./ 
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19.13 Records. Record Boundaries, And Datagram 110 

As .tescribed, the XDR mechanism W(Jtks well when connected to a Tep socket 
be>;ause both XDR and TCP implementations use the stream abstraction. To make 
XDR work with UDP.as easily as it W<ri;s with TCP, !he designers added a second illo
terface. 1be alternative design pi"o"/ides an application with 11 record-mient<'d inUiface. 

To use me record--oriented interface, a program calls function xdITU'_creau ..... tren 
CreaIuJg an XDR stream. The call indudes two arguments, inproc and OUfproc, that 
spet:ifyan input procedure and an OUtput procedure. ¥I'hen converting to external form, 
eact conversion f(l(itine checks the buffeL If the bnffer becomes full. the cUIJ'fersion 
r{)Unne ealls outproc to ..-.end the exL~ting buffer contents ar:d make space for tl".e !lew 
data Similarly, each time W,e applkru:ion calls a convus.ion routIne to COllvelt from 
external f(Jnn to the nali'Je representation. the rouline checks the buffcr to see jf it cou
!ains data. If the buffet" is empty, the con ... ersioo. routine calls. inpfflC to ohtain moce 
data. 

To use XDR with UDP, an application creates a recoru-oriented XDR stream. It 
ananges fm the input and output procedures 1l..';soci.;.IIed with the stream (0 call rerv aod 
Tf'nd. "When the applkatron filb a buffer, the IXInveniOll rootines call S<'md tulramm!t 
the buffer in a single UDP datagram. Similarly, when an application calls a com'crsi<lfl 
routine to extract dMa, tlJc ConVeNKm routine calLs recv 10 obtain the next i1JC()ming da
tagram al:.d pIau: it in the buffer. 

XDR streams created by xdrrec_creati! differ from other XDR stream~ 10 >everal 
way~_ Record-oriented streruns allow ill application to mark record bOllndmws_ Funr
ennore, die sender can specify whe:her to send [he record. immediately ;)(" to Walt :or the 
ootre: to fill before sending data The receiver {;all detect record boundanes. skip a 
fixed number of records in the inpm, OJ find out wncther additionlll records haw been 
rere:veil. 

19.14 Summary 

Because computers do not lise a common (}ala represenl<!.tion, dient alki seP,'C1 prc
grams mest contend wid: repre..-.ematJon 1';$ .. 0. To sol"e lhe probkm. -client-server in
teraction can be asymmetric {If symmetric. Asymmetric conversion requires either the 
client or the server!{t wnvert between i15 own repfel>e:llaliOll and the other machine's 
nath-e representatiofl. Symmetric conversion us.:s a ~rn1ard net'>\'{)rk reprc~ntatioIl, 
and requires both the dien! and sewer to con ... crt belween tlu: netwmk standard and the 
local representation. 

The chief problem with asymmetric interaction arises because multiple versions of 
each progrnm.are required. If the nelv.'Ork suppons N archite~tures., asymmeuic inlerac
tion requires programming effnn proponional to!P. While symmetric designs may re
quire slightly more computational overhead, they provide interoperabiJity wilh ore pro
gram per architecture. Thus.. most designers choose symmetric solutioos because mey 
requ:re pRgramming effljrt proportional 10 N. 
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S-.;n Microsys.tems, Inc.orporated has defined an external data representation rna: 
ha", become, de facw. a standard. Known it; XDR, tI:e Stm standard pro\-ldes defini
tions for data aggregates (e.g., arrays. and ;;tructllres) as well as for basic data types 
{e.g., in~rs and charneler strings}_ XDR libraT)' TQutines p£ovide conv~on from a 
computer's. nativo! data representation \0 the external .tandard and vice versa. Clien~ 

and server programs can use XDR routines to convert data 00 external fonn before send
ing it anc 10 internal fonn after receiving it. The conversion [QUtines can be associated 
with input and output ">Ising TCP 01" UD? 

FOR FURTHER STUDY 

Sun Microsystems.,. Incu"POfmN IRFC 1014] defines the XDR <"ncooing and the 
standard XOR C()f]versiOfl routines. Srinivas.;m IRFC 1832J contains a new version that 
is a pmposed ;;tandard. Addickma! information can be fmInd in the documentation that 
acCC>Ulpanies each vendor's saftware. For e:<;ampJe, the Network Programming GuUie 
accompanies the SunOS operating system. 

lmemarional OrgtJ11I-raJion faT Slamiardimtion [19873 am1 1 987b] defines ail altef
native external data representatlol' kno\\-"R as Absua£t SyllIax NataJion One (A.5N.i). 
A,though some pr(J\oc-ol, in the TCP/IP suite use the ASN.I representation., mOEt appli
cation programmers prefer XDR. Partridge and Rose [1989] show~ that XDR and 
ASN.1 ru.ve equivalent expressive rower. 

Pacllipsky {J983] dis<.:usses the problem of asymmerric conversiOil and poims out 
thai: it requires n .. m possihle conveTSlOllS. 

EXERCISES 

19.1 O:lDSlroct a rec,ioo of m"',y ar.-d <,ondUc.'t an expenmeru. 11I!iI wmpares lhe eJleCutiw 
ti:ne of your vcrsUm to the exe<.:uti<Jn time <:>fme ve,-,;ion in your ~)'stem'$ltbrary IX ill· 
dulie files._ Explain the results. 

19.2 How does XDR's ItSf: of Ihe huffer paradigm make programming easier""' 

J9".3 Design lIfI e:>:ternal data repre.entauon that indude5 II typ' field before each dab item. 
What l, !he dlief advllDtilge of stich 1I so1lltion? Whal is tl!~ ctrief disadvantage" 

19'04 Read 1M veOOm's documentation tv fmd OUI more aOOlI1 the format of an XDR ~tre",-n. 
What information Il> ke;>l m lh~ header? 

19.5 Argue that prognuTlS would he easfer to ~ad if the dfsigners of XDR nad chose!' to me 
s.eparnte Con~rsiCD routines for encoding and de..--uding irnte:ad of rewniing the conver
SIDn directlw. in llle stream heade.- Wllat is lhe disac"antage of keeping separale 
C{lnversion routine;;? 

19.fi Under ",hat ciKu:n,Ul\Ce~ might a programJJ1e' ne .. d 10 palS opaque data Ob}eC-CS 
!Jet.,.een 3. cliem and [l. server~ 
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Remote Procedure Call 
Concept (RPC) 

20.1 Introduction 

The previous chapter begins a discussion of rechl1iques and mechanimlS that help 
propammen. use the client-server paradigmt. It considers th;> advantages of using sym
metric data conversion, and describes how me XDR external data repre:;entatloll ~tan
dan! and associated libcary routines provide symmetric conversion. 

This clmpler continues the diSi:l.Ission. It introdoces the remote procedure call con
cept in general, and describes a particuJar impiementation of II remote procedure call 
that Ilses tbe XDR Mandard for data representation. It shows how the remote procedure 
c{l(Icept :simplifies the ~ign of dient-server sof~are a'ld makes the resulung programs 
easier to understand. The ne;!(t two Cbaptefi COlClplete the wcussioo of remole pro
oedure call b)' descrilnn@ a rool that generates much of !he C cude needed to implement 
a program that uses remole calls. Chapter 22 contains II complete working ellample thaI 
shows how the tool can generate a client and a server that use remote procedure .::alb. 

20.2 R.mom Procedure Call Model 

So far, we have des..oi.bed client-server prugrums by examining the structure uf the 
client and sener ctmtpOOents separatel,_ However. when programmers build a clien:
serv::r 2ipphcation, they tannol focus exclusively on one component at a time. Im;tead. 
!hey must consider bow the emire system wili funclion and haw the- tWG oomponenls 
will interact. 
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To hcJp prO<>.,1llml'l1el3 design and understand client-server interaction, researctN:rs 
have devised a conceprual frumework frn- building distributed pr{lgrarns. KnoW!'. as the 
rcmoJe procedure call model or RPC madrl, the framework uses familiar concepts from 
conventional programs as tbe basis for tile design Df distributed appIkmrons. 

20.3 Two Paradigms For Buikting Distributed Programs 

A programmer can use one of two approaches v.nell designing a distributed app:i
cation: 

• Communkatlon-Oriented Design 
Begin with the communication protocol. Design a meS&lge fmma! and ~yr.tax. 
Design tne dient and server componen1s by specif)ing how each react, to b
coming message, and now each gt:oerates {)ulguing mehloages . 

• AppJication-Oriented Design 
Begin with the application. De~ign a comenlional 1l9plication program to solve 
the problem. Build and test n working version of the comenlional program lhal 
operates 00 a single ma<.:hine. Divide the program inlo two or more pieces, <l!1d 
add communication proto.::ols that allow each piece to execul.e on a st"parale 
c{)![Jputer. 

A comml!1licalion-oriented design sometimes leads 10 problems. First, by focusing 
on the communicalion proloeol, the programmer may miss impm1anr mb!:leties in the 
ll.ppikalioo ami may find that the proto<;;rn does llilt provide aLi the needed fUJK:tionality, 
Second, becIDl!>e few programmers have e;.:perieru:e and expertise witb prolocol design, 
they often produce awkward. incorrect. or inefficient protocols. Small oversighls in 
protocol design can lead to fundamental errors thai remain hidden until the programs 
ron under stress (e.g .. the poss.ibilily of deadlock). Third, because the progmmmer COIl
centrates on -communication, it u~ual1y becomes the (;enterpiece of the resuttkg pro
grams, makiog them difficult to understand or modify. In particular, because the server 
is specifted by giving II list of messages and the actions required wilen each message ar
rive~, it may be difficult to understand the intended interaction oc the untkrlyir.g 
motivations.. 

The remote procedure call model ases the applicalioo-orient-ed approach, which 
emphasizes the" problem to be 501\'00. instead of the communication needed, Using the 
remote procedure call model, a Jrogramme! first designs a conventional program 10 
sol .... -e the problem, and then divide" me program iOlO pieces {na( run on two or more 
computeT!). The programmer can follow g«XI design principle~ thar make the erne 
ffioeular and mainlainable. 

In an ideal situation, the remote procedure call model provides more than an 
abstract concept. It allows a programmer 10 build, cofi1?i.le, and test a <:onventional ver
sion of the program 10 ttlSure that it wIves the problem conectly before divkling me 
propam into pieces that operate on separate machmes. Fwthennore, because RPC 
divides programs aI: pnx:edure boundaries. {he spli! into local and remote parts can be 
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made witltout major modifica1ions to the program structure. In fact, it may be pm:sible 
to move some of the procedures from a program to remole machines widlout changing 
or even recompiling the main .p£egmm itself. Thus. RPC separates !he sotution of a 
probtem fwm the task of making tbe solution operate in a di!ilributed environment 

The remote procedu.re cali paradigm for progromming jocuses on Ike 
applicarion. lr allaws a programmer to concentrate 01f devi5ing a 
corn-entit'ItWl pragIUm elw., solves 1M problem befOre attemptmg to 
divide {he program into pieces Ihm operate 01'1 multiple COfflpWeK. 

20.4 A COnceptual Model For Conventional Procedure calls 

The remote pcr:cedure .call model draws heavily from. the procedure cal! mechanism 
found in conventional programming language;. Procedures cffer iL pmveIful absuaaion 
that alloVr'S programmers to divide programs into small, manageable, cru.ily-nnde:n.~ooJ 
pieces_ ProcedUfes are e~peci:uly useful because they have a straigbtfvrward implemen
tation thai provide:;. a concepLUal model of program execulion. Figure 20, 1 ilIu~trntcs 
the {Once?L 

I I 

I I 

I main I 
.,/ "-. 

prcc, I I P~. I I p«>C, I I p«>C. 

.!c. ", /' ~ I 
I I proc, I I .... , I I pn>e. 

Figure 20.1 The proo;edure cuncepl. A eonventiooa.! program ~OJ\""IS or one 
or more procedl.lres. IISluiliy arraJ;ged >11 a hlerarclty of calls. An 

arrow frOC1 procedure " to procedure m deJl(l'le.~ a call from " 'to 

m 

20.5 An Extension Of the Procedural Model 

! , 
, , 
, , 
, 

I i , 

I 

The remote procedure call model uses the SlIme procedurai abstraction as a conven· 
tional program, but allows a procedure caU to Spafl the boundary between t .... ,o comput· 
es. Figure 20.2 lI!ustrates how me remote procedure call paradigm can be used to 
diVlde a progr.am into 1'1'.'0 piece,; that each execute on a sepanue oornpurer. Of course, 



a conventional procedure call eaowt illisS fwm {lne computer to another. Before a pro
gram can U!Ie remere proccduJ1'o call~ 1I mm;.f be augmented with protocol software thai 
allows it to communicate with the .emote p:rocedU(e. 

c'ompu: .. r, 

Figure 20.2 A dimibuted program lhal: sl>c-.w; huw the progrnm !rom Figu;e 
20.1 Can be e~t<!f><ied to \I.l>e lhe remote pn~re cal! paradigm. 
Tho: division OUUI'S bel:Weef! m;;- mam pmgrjlffi and pnxedure 4. 
A ,;:\!mr.mnicat;,m pmlocd is r"'lUtre<i to ;rnp$em~ru the rern;:;{e 

calL 

20.6 Exectltion Of Conventional Procedure Call And Return 

The procedural model for programs prmidet. a cor,ceptual explanation of program 
eltecution that extends directly to remote procedure ca::ls. The ;;:on.;,:ept can be under
swod best by_considering the re;ationship of control flow to compiled program code in 
memory. For exa..'Ilple, FigllK 20.3 illustrate:; how control flows fwm a main program 
through two procedures and hack:. 

Acc(lfdillg to the proceJurnl execution: mode!_ " siugle thread vf conrrot or thread 
of e.tecutj()l1. fl(tws through an procedu.re~. The computer begins exerution in a main 
program ;;rul ~Ofitin\le5 until it encounters a {ffocedun ;:ali. The ::all causes ell.e.::utlen 
to branch to code in the specified procedure and conlir.tte. If it eoc()unlers <lnother call, 
the wmputeT branches to a secorn:l procedure. 

fueclltion continues in the ca.lle..-! proc~re until the computer encnuntd:> a refUrn 

statement. The relum s.ta:ement causes. execution 10 res.urne al a point j.Jst afrer tile last 
cal!. fQI eumple, in Fig!.!!e 211.3, exocu:mg the rerum in procedure B causes control ro 
pas~ back to procedure A It a pmnt jnst after the call to B. 
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Figure UI.l 

Call B 

A conceptual model of C\eCUtiQII tbhl explal!ls flow rL cOOlrol 
dcring proceJure call and return. A Slug!e Utre& of centro! be

gHlS ,n the malO program. passes through procedures A a;>d B. 
and e\'enually :eturns to the ;r""in program. 

In the conceptual model. only one thread of e.\ecution conrjnues :It any time_ 
Therefore. tne execution of one pnx:edtire must "!>olap" \empornrily woile the computer 
execu!l:-~ the caJi 10 another procedure. Tb~ computer suspend>. the calling procedure. 
lea~ing t.\e values in all Varllio\es frozcrl during the calL Later, when execution return'> 
froD the procedure call, the oomputeT resumes cXeL'Ution in !he caller with the values in 
all va..riahles available again. A called procedure may make further procedure calli be
cause the oompu-Ier remembers the sequence of calls aDd always relruns 10 !he most R

eenlly executiI!g caller. 

20,7 The Procedural Model In Distributed Systems 

The execution model of proc:edure call; thaI programmers Ilii~ wnen thinking abou( 
cOfi'icmiooal compU[er programs can hclp us uuden.tand how execution proceeds in a 
distributed program. Instead of thinking aoou! a client program and a seever p:ogra:Il 
e)f.C~anging message&. imagine that each ierver implements a (remote) procedure and 
lhat the interactions between a client and a sen-cr corre.pond to a procedure call and re
turn. A reque~1 sent from a cliern: to a seITCT corresponds to a call of a TelThl1e pro
!:ed\1re, and a response ~ent from a sener back \0 a client cnrresponds to the execution 
uf a return instructi:m. Figure 20A jlJll~uates the analog)'_ 
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Flgure 20.4 The model m e~ecurioo used ~ith remOk procedure calh. A ,ill
gie mread of collrrol e!<eeure. in " di"ni"uted enviror:m('{ll. 
Dashed lbe, ~h<)w tow nmtrol pa,,-''''' from a diem to a '<CrHT 
,jllr1!,g ;( l'e:nO(e procedure call. and flOW il pas""~ back ,,!len lhe 
£erver re>p<mds. 

20.8 Analogy Between Client-Server And RPe 

!be remote procedur.e cal! con.;;ept provides a Mroog analogy that allows program· 
nte."'S to then};;: arout dient-;;crve:r intuactioos in a familiar cOiltexL Like a conven~iollal 
procedure call, a remote procedure ,;a11 transfers c,ontrol 10 tr.e caned procedure. Also 
like a ·cmwemionru procedure call, the sy.>lem s~pends execution of :he calling pro
;;edare during the call and only allow!; the called procedure to execute, 

When a remole progr4ffi i:.sues a response, it corresponds to the execulion of a re
turn in a convemional procedure call. Control flows ba-:k to the caller, and the caned 
procedure ceases to eJ;e(:Ufe. T1le nolion of nested proceduu calk also awlies to re
mme procedure calJ~ One remote procedure may o::aIl lUlQther remote procedure. As 
Figure 20)1. iUunrates.. nested remote procedure c.alls correspond to a server that be· 
COIl"leS a client of another sewice. 

Of course, lhe analogy between remote procedIJre cail and client-ser.-er mteraction 
does not explain all the details. For exa'TIple, we know that a conventional procedure 
remains. ~omp1etely inactive until lire flow of control paSM:S to it {i.e., until it is called}. 
In cootrast, a server must exist in the I<:mote system and ~ waiting w compJte II 
response ~fore il receive, lhe first request from a client. FilMer differences arn.e in 
the way data flow£ to a remote procedu~. Conventiooal procedures usually accept a 
few .a:guments. and return illlly a fe"" results. Ho ..... -ever, a ,erver can accept or return ar-
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hilnli)' lImoun!~ of data (i.e., h can accept or reJ;um an arbitrary stream over a Tel" cot:
nectlOn). 

Altlwugh it would be- ideal if local iHtd remote proo;edure calk behaved idelllkaJI}", 
~..,enll practical c{Hls.traints prevent it. Fint. network dela}s can make a remote prc
cedure call several ordt:fi of magn:tude mOTe expensive than a conventional procedure 
call. Second. because the called procedure opernles in the same address space as the 
calJinE procedure, eonventional programs (an pas;; po:mers as argument~ A remote 
procedure call cannot hw,'e pointer:. as mguments because the remote procedure operates 
in a completely differem address space than the caller. Th.ird, recat1o,e a remote prc
cedUl"e dues not ~'tare lte ca,ler's environment, it does not have direct acces.s t{l the 
calla's I/O descripton; or operating syslem functions. for example, a remote procedure 
canoot write error rne~"3g~ directl)· to !tee caller' ~ ,tandard error file_ 

20.9 Distributed Computation As A Program 

fht"' key lQ appreciating remotE procedure call i ... to unden,tand that, de~pite it'; 
pmclicai limitati[}llS, the paradigm helps progra..mmers d~sigo dlSU"ibutcd pwgrams easi
ly. To see how, imagine that c3Ch di~!rihured compumlion COll~ists of !ill indil'idua! 
prog;am lhal nms in a distributed environment. fm{ead of thinking about the client and 
sener soflwal\' .hal impie..>rlen:s commUl1lCath"lfl, imagine how e",,,y it would he to build 
dislribuled programs if a program simply invoked a procedur.~ when it !!Ccdcd acce~s to 

a f<!I:tOte 5e!vi~'e. hnagme that the program'~ thread of executkm COllie pash lIcruss. the 
network 1.0 the remote mllcbinc, execute lhe remole procOOure on that machme, and thcn 
return back to the caller. From the pwgrarnmer's pam! of View, remole rer.ices would 
be as easy tt) access as local procedure, 01" Io.;:al opcriOtiog system -;;ewtce:<;. In ~hort, 
dIstributed programs wOlIld become as easy 10 conl'truct as convcntKll1al programs be
cause they could draw Oft .he programmer's intuilion ani experience with converotion.al 
pruce<lure ~'"alJ:;. Furthermore. programmer~ fami!t.;,r with the procedure' pacametcr 
mechaniWl. (;O'Jld define clienj-,efwt communicr.tion p;-eci<>ely without anY'peed for a 
!>pet:ial notation or language. To summwe: 

Thinki,l!: af u distribllted n'ffljJ~ra:iOt1 u,' GI Jing!e pmgram i . ., which 
control passes ccross the /lemurk ta a remote pr(}Cl'ffuN' arid hack 
helps progMmmers specify diEM-SErvEr imemcliontJ,' it relates lhf' i/l
tau-dian vf dis/rih .. ud uvnpufatio/ls to Ihe fllmiliar flO/ions of PTO
cemu'e {'ail <l'ld return, 
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20.10 Sun Microsystems' Remote Procedure Can Definition 

Sun Mlcrosystcms. In=:pora;ed has defined a specific fonn of rCDlote procetluce 
call. Known as SUJ! RPC. Open NefRwrk CompUTing (ONe) RPC, or simply RPCt. the 
remote procedure call definition has received wide lh."'--.;:pta."K:e in the industry_ It M~ 
been u,cd as an implementation mechanism fOf many appiicatiurIs. iocluding [te Net
work FEe System (~FS~). 

RPC defines the- format of meM;ages thaI the caBer (client) seoih m invok: a re
mote procedure on a server, the format 01 arguments, and the format af results that ,the 
called pr<:JCedure returns to the caller. It pennits the calling pmgmm tG use Clther UDP 
or TCP ro cany rru:ssages, and u~s XDR to repce1<ent procedure argumems as well as 
other items in an RPC message header. Finally, in additiO!l tQ the protocol ~pxific-.. -
tirnl, RPC include, a CQrnpikr sy&tern that helps p:ugrammers build distributed pro
grams automatically. 

20.11 Remote Programs And Procedures 

RPC extend~ the [enx..'te procedure call modcl by defining a remote execution en
vironment. It defillCs a remme program as the ba,ic unit of software thai. executes on a 
remote machine. Each remore program corresponds 10 what we think of a.<; a server, 
and contains a :set of one or :nore remote procedures plus global data The procedilre~ 
inside J. remote program all shaTe acres!> to its global data. Thus. a set of cooperatHe 
femnte procedures can share ~Iate ;nJurma:ioll. For example, one can imp:ement a tim
pIe remote database by constructing a ~in8le remote program (hat mdudes data MruC

(ures 10 hoW shared information Uld three remote procedures to manipulate it: in.'>eN, 

deltte, and lookup. As Figure 20.5 Hhl..'ffi"ates, 3l! remote procedures Inside the remme 
progcam can snare acces5 to the single database. 

" • , 
shared global data 

",00, 

# 

Figure !as C<JIll."tp""-.Ild organiza:icll ot three ~'1lCle procedure,; ill a '-e!C'u:.e 

p:ugram. All "'ree <"""",,tillres »hare ac<:ess to g:0h31 WI," i'l the 
!JTO!ram, ju~ as <:OIl'ier.ti(mal p"'Ce<lUf"-~ >.hare acee,.;; Ie globa! 
dala in a =n~'NlI;()Jwl pfDgram. 

tTO,,,,,,gh(1ul 'he rem&;nde, of :00 re~' (Ire!efm Rl'C w"l ,~I~, [3 o:".-c RPC un~~ ""lie"","," "L"<:eo 
tchapler 2J di<;c .. __ ~ NFS i" ,knit 



20.12 Reducing The Number Of Argument. 

Be;;aus.e most programmiog langl.lag~ use positional no:atioH to represent argu
ment'., II procedure caU that contains more chan a handful of argument!' can be diffie-nil 
to read. Programmers am reduce !~e problem by collecling mar'.y acguments into a sin
gle data aggregate (e.g .. ;; C ~truci) and pasting the rewtting aggregare as a single argu
mem The caller assigns each field in the \k:ructnre a value before p35StOg the SlIuelnTe 
to the called procedure; me caller exIFllC1:!> return values from the stm~{ure after the call 
returns. To summarize: 

Using a Mmclure instead of muifipie argument.> makes the program 
more readable because me structure field names n!lve as keywords 
;!wI/ell 1M reatkr J/HW each ilrgumem ",iii be used. 

Because we will assume throughout the remainder of thi~ discmsion thal all pft'gIam~ 
using RPC coilect Iheir argwnerns into a structure, each remote proce<lure will need 
only a single argument. 

20.13 Identifying Remote Programs And Procedures 

TIl.! ONe RPC starKlard spedfies lhilt each remote program executing on a (.'Ofll

puler must be assigned a uilique 32-bit integer that the caller uses to Xlentify it. Furth
ermore. ONe RPC assigns an inte,gcr identifier !(l each remme procedure inside a given 

fernQle program. The procedures.are numbered sequentially: J, 2, ... , Nt. Conceptual
ly. a >.pedfic remote procedure on a given remote computer :.:an be idenlJfled by a pair: 

(prog.prucj 

where pf(Jg identifies the rerwte prognlm and proc idenlifie~ a remote procedure wlthiu 
the program. To help ensure that program numbers defined by separare organix.ations 
do not contli<:t, RPC has divided the i.e! of prugrnm nwnbers into eight groups :>s Fig
ure 20.6 shows . 

• By ,OnvCfi"''''. the """,be, {) i, al .... ~~s """...-ed r", "" ed.n I""'.x.""d,~'" ;hal dn t>e ""d '" Ie,t ,,"h~[t .. 
,he rt"'''\c j>TOgram can tlt" reuhed. 
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To Val ... ASOIgnad By 
Sun MIcrosystems. Inc. OxOOOOOOOQ 

0><20000000 0._ OxltrffHf 
0><3fff1fff 
0_ 
Ox7frfffft' 
OX9frfffff 
Oxbffflm 
Oxdlffffff 
Oxffffffff 

The system manager at a user's site 
Transient (temporary) 

0 • .....,..,. 
0><80000000 0_ 
0..000_ 
Ox80000000 

Res ...... 
Res ...... 

Res"""'" .......... 
Res ...... 

Ftgure 20.6 The diV1~ion intc eight gro4JS of 32-bjt ffilffilleTS lnal Ri'C U-""~ 
to identify remote pmg.."1lms. EactJ remme pr'Og.-am is a~gncd a 
ullique number. 

Sun Micrusy.."ems, !ocorporated admmisters the first gruup of identifiers, allowing 
anyoac 10 apply for a SUlndard RPC program number. Becaul>e Sun publishes. the as,

signr.;cnts.. all L-ompUiers thaI run RPC use 1he standard value!... Of the 219 prognlffi 

numbers allgilahle in Ihe !ina group. Sun has only assigned a handful {l( number>. Fig· 
ure 20.7 slJmmarizes. some of the a~sjgnmeots. 

20.14 Accommodating Multiple Versions Of A Remote Program 

In addition to a ;m.")gram nlJIT.ber, RPC includes an integer vel'$imI number for each 
relTKlte program. Usually. the first version of 1I p;-ogrllm i~ assigaed \-en.iun 1. Later 
ven.i;ml> eadl receIve a unique version numbcr. 

Vcrsiun nlimbers [>£{)vide Ihe ability to Cfllffige the deTails of a remme procedure 
caL! without obtaining a new program number. In prac:ke. each RPC message identi
fies the irr.ended reclpieru on a givc'l computer by a triple: 

(pro-g ..... rs, prOf) 

where Pr.-,S I~nllfje.s the remole program. ",.,.s spedfles (he version of the program to 
which the rne:'\~ag:e has been scm, a1d proc idemifj~ 11 remote pro~'edu1e wiL'1in lhal re
more program_ The RPC ~pccific<ltion penmts 11 cornpuler 10 run multiple veni..:Jm or a 
remote pmgrdm Simultaneously, aiJowing for grnccful migration during changes 1be 
idea can be swnmarized: 

Became ali RPC m£.IS!lgu; identify fl remote fJ1T'grcm, the version oj 
tho! progrum, and a remole prvotdurt' in. rife progfWll, it fs possible 
IV mismtc from 01U' W!nicn of a ,..'_11£ procedure tv WIOIhn gnlC<" 
fllilyand fO rest u neW t'er.;i<>n 'Yfthe -""rver while an old w!rsion con
tmues 10 '-'fNfU!e. 



N .... _ned Description 
num .... 

portmsp 100000 port m8ppet" 

rstatd 100001 rata!, rup, and perimeter 
ruaersd 100002 remote users 
nfs 1_ network file system 
ypo"" 100004 yp (now called NIS) 
moun .. l0000s mount, showmount 
dbxd 100006 DBXprog (debugger) 
ypblnd 100007 NlSbinder 
walld 100008 rwall, shutdown 
yppasswdd 

,_ 
vpp ... wd 

etherstatd 10001. ethemet statistics 
_d 100011 rquotaprog. quota, rquola 
..... yd 100012 .".... 
selection_ave 100015 sektctton sentice 
dbseselonmgr 100016 unify. netdbms. dbms 
rexd 100017 rex, remote_exec 
office_lIulo 100018 .... 
'_d 10002. -g 
'_d 100021 nlmprog 
sta1d 100024 status monItor 
baotparamd 10002. ...... ,,'" 
penfsd 150001 NFS for PC 

FIgure 26.1 Eurnpte RPC pNgram number!' ClIITe1'1tiy as~igned b)- SI.lO .'-ii-

crO&ySfems. fA.; 

20.15 Mutual Exclusion For Procedures In A Remote Program 

1be RPC mechanism specifies that at most one remote procedure in <II remote pro
gram can be invoked at a given time. Thus, RPC provides automatic mutual exclusion 
among procedures widtin a given remote program. Such exclusion can be im~t for 
remote programs that maintain shared data accessed by seve-nil procedures.. For exam
ple, if a remote database program include:> remote procedures for insert and delele 
operations. the programmer does not need 10 worry about the two remote procedure 
calh interfering .... ilh one ano:her because !he mechanism only permits one ",all 10 exe
cute 31 a lime. 1be sySlem blocks other call;; lIffii! !he current call finishe,. To sum: 
marize.: 
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RPC pruwdes mOltual exdlisivn anwng renwU' procedMres wirhin a 
single remote program; at most om! TemOfe prvcedure call am exe
cute in -Ii n:moft program at mit' lime. 

20.16 Communication Semantics 

When choosing the semantics for RPC, the ;;Iesi.gners had 10 choose between ''''0 
possibililies.. On ODe band, ro make a remoto! procedure call behave as much like a lo
cal procedure C311 w. pGSSlble, RPC should use a reliable trilllSport like Tep and should 
guanmtee reliabiiity to the programmer. The remote pf()('edure call mechanism should 
either ~ansfer the call to the rem6le procedure aoo receive a reply, or it should report 
that communication is impossible. On the other band. to allow progranunen> to tlse effi
cient, connectionJess uanspon prorocoo. the remote procedure call mechanism '>lIouid 
suppon communkatioo tbroup; 11 datagram protocol like UDP. 

RPC does not enfQfCe reliable sem:mtks. It allows each applIcation to choose TCP 
Of" UDP as II transport protocol. Funhermore, me standani does not specify additional 
protocols or mechaliiSffiS to acbieve reliable delivery. Instead, it defInes RPC semantks 
as a function of the semantics of :he undef"lying tramport protocol. F<w exaruple. be
cause UDP permits datat:rnms to be losl i)£ duplicated, RPC spedfws !hat remole pro~ 
cedure calls using UDP may experience loss or dupticatkln. 

20.17 At Least Once Semantics 

RPC define!. the semaruics of a remote procedure call in the simplest way by ~peci
fying that a program ~twilid only draw the weakest possible com;:lusloll from any in
teraction.. For example, '>I>iten usin!: UDP, a request Of reply message (;.::all to a remote 
procedure or return from one} can be lost -or duplicated. If a remme procedure C".lll does 
not return, the caller cannot conclude that the remote procedure has not beeD called be
cause the reply CQIlld have been lost, even if the request was nOL If a remme procedure 
call does return, the caller can conclude that the remote procedore was called m [e(W 

OIICt'. Hvwever. the calling procedure cannot conclude that the remote procedure was 
called exactly once becaltSe the request could have been duplicated Of a reply Dles~ 
could nave been loS!. 

The ONe RPC staruiarrlllses the lerro a1 least once semantics to describe RPC ex
ecution .... hen the caller receives a reply. and zero or men remtmtics to describe the 
behavior of a remote procedure call when the caller does !lOt receive a reply, 

RPC's zero-oT-more semantics impose.. ... an important responsibility on Inc p((:gram-
mer: 
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Progrwnmcr~ who choose tv use UDP us the transpvrr prott:COl jor 
all ONe RPC application must build the appltco.tiVFI to toiera!!! zero
or-more e.tccutiOfl semantics. 

In pnctice. rero-or-rnore semantics usually means tiult a programmer makes ea.;:h 
remote pmcedure caU ickrnpotentt. For e..-.:.ample, consider a remote file access applica
tion. A remot.e procedure that append~ data {O a me is IlOf idempctent because repeated 
executions of tile procedure wHl append data repeatedly. On the other hand, a remote 
procedure Ihat writes data to a specified position in a me is idempotent because repeat
ed executions will always wnle data to tl::e same position. 

20.18 RPC Retransmission 

The library sofil'.'aI1: supphed \.\ith the ONe RPC implemenlation includes a sim
ple tirneo\1l and retransmission ~trategy. but does not guarantee- reliability in the ,,-triet 
sense. The default timeout TTl«'hanism implements a fixed (nonadaptive) timeout with a 
fiXe!: number of retries. v.1len the RPC library wftwlIfe sends a message that 
corresIJ(mds to a remo:le procedure call, II st!\ltt a timer. The software retransnllts the 
request if the timer expires. xfore a response arrives. Programmers can adjust the 
timeout and retry limits for a given application. but the software docs not adapt au
tomalically to long network delays. or to changes in deJay over time. 

Of course, a simple retransmission ~lraIegy does not guarantee reliability, nor does 
it guanmtee that the :;alling application can draw a correct conciusion about eAeCUtion 
of the renrote proceoof'C, For eXaffi.,le, if the net",'Uri: loses all responses, !he calIff may 
retransmit Ihe request severa! time.; and each requesr rr.ay reswt in an eJleCUllon of tfre 
remote procedure. Ultimately, however. library software (){l the caller's machine will 
reach its retry limit and dedue that the remote procedure ctITUlOl be executed. Most Un" 
poRan!, an a~lication cannot interpret failure as a guanmtee that me remote procedure 
was never execuled tin focI, it may have executed several times). 

20.19 Mapping A Remote Program To A Protoc<JI Port 

UDP and TCP lran,port protocols use 16-bit protocol pori numbers 10 identify 
communicatioo endpoints. F-=lier chapters describe how a server creates a passi¥e 
socket, hinds the wcket 10 a well-known protocol port, and "",alB for elien! programs to 
ootuact it To make it possible for clients and serv:;rs to I\:ndezvow;, we assume Clal 
each service i, a~s:gncd a ullique protocol port numb~ and that the a<;,ignmeDTh are 
well-known. Thus. borh the ;;erver and dient agree 00 the protocol port fli w-nicb the 
~rver a<:~'ept$ requests IoectllL.;;e they both conmlt a published list of port aSSlgnments-

j- The t..-m is 10k"" 'rom ""'~m.lic< .... ·hete or, "P"'".1100 IS >aro Lo boo: i.kmpol<:'" ,r rel"'md appi!CallODS 
<>f ,m "P~_;on p'<><1Uce the same re,~lt, 
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RPC introduces an interesting problenc because it u~s 32-hit number~ 10 i:ientify 
remote programs. RPC progI"l!IID; can outnumber protocol port&. ThUs. it is impossible 
to map RPC program n1l1nbers onlO protocol polt5 directly_ More important, because 
RPC programs £annot all be assigned li unique protocol port. programmers cannot use l! 
scheme that depends on ''''1:U-known protocol port assigIlIDeIll5i. 

Although the potendal number of RPC programs rules out weU-koowo port lssign
menU, RPC does not differ- dramatically from oltter services. At any gilti:n lime. a sin
gle :omputer executes only a sma;1 number of remote programs. Thus, as long a.<; the 
port asiignmel'lts Me temporary, each RPC program can obtain a protocol prn1 []umber 
and use il for oommunicalioQ. 

If an RPC program do>..---s not U'i€ a reserved, 'Well-known protocol poIT. diems can
not contact it directly. To see why_ Ihink of the server aftd client components. Whm 

the server (remote progr..m) begins execution, it asks rhe operating system w allo..-are no 
unused p:owcol pon: flUrnber. The <ocrver uses the newly allocated protoc<.ll port fot" all 
eommunicatirnJ. The system may choose a different protocol port number e"J.rn lime Ihe 
servei' begins (i.e.., tile serveT may have a differell1 port assigned each time the ~ystem 
boots). 

The client (the program that issues the remOle procedure ea!!) knows ,he madl.ire 
addres..'i alld RPC progr-.:un number for the remote program it Wishes 10 COfl[l1(;t. Howe~

er, became the RPC program (ser""r) only obtains a protoco; port after it begin;; execlI
tion, the client cannot know which protocol por:: lhe server oomined. ThlL>. the clienl 
cannot contact the remote program d!rcrtJy. 

20.20 Dynamic Port Mapping 

To solve the port identif"lWlion problem_ a client ma,1 be able to map from an RPC 
pmgrnm number llru:i a machine address to the protoc~1 port that the serve!" oomilled rnJ 
the de."itination machine when it started. lbe mappmg must be dynamic beeau<;e' it can 
char.ge if the machine reboots or if the RPC pcogrum ';HirtS, execution again. 

To allow clients t{) contact remote programs, the RPC mechanism iocludes a 
dynamic mapping service, Each machiue thaI offen; an RPC program {i.e., Ihat runs a 
server) maintains a database of port mapping} and pro\ides a mechanism that allows a 
caner to map RPC program mnnbers 10 protocol ports. Called the RPC pari mapper Of 
sotrJdimes simply the porl mopper, {he RPC port mapping mocrumi~ use;, a £efVef 10 
maintain a small database on each machine. Figure 2O.S illustru.ees rhat the port mapper 
operates as a separate server process. 



Sec_ 21Llli 

IU'C pro!:,am "'gfSU'S "5 
/Bn RPC "PO ..... - ,.. ~ ~1'~"3.~~ ~:':. ":':'~!.. __ port mapper 

~!iI8rYer) ,,'->'; 

.,.J., 

IIQcket for perl soeket hlr MII-MoWn 
ClImJITtly iiMd by pot181 which the 
thlB RPe program port mapp&l" Hstens 

Flgul't' 20.8 The RPC por; mapper Eadl RPC pcugrnm reg-n.len; its program 
numbe<-, proloccl poIllIUJllber. wd v.,,-,;ion oomber "'lIlt the po1'1 

mappes 011 1M 1 ... ,:3.1 :ll1!.chitre. A caller C<:>lI1acts the pod mapper 
on a macrullc ro !"ind the jlJOI(lCol pod to lise for a given R?C 
program Ull tluH machine. 

20.21 RPe Port Mapper Algorithm 

2'57 

One port mapper ,-,penues on each machine using Algorithm 20.1. The port 
mapper allows clients t-o re-ach remote programs eve:'> though the remote prcgrom, 
dynamically 1I11ocate protocol ports Whenever a remote program (i.e., a ~er) oegins 
e:'!:;!£utron, it a1locatel. a local protocol p;;rt that it will lISe foc commUlIlcatiim. The re
mote program then contu:ts the port rn~r on it~ local ffiochine and adds a triple of 
integers to the cbllahase: 

(<<PC pJ'og number, venion -'lumber: proIOCO/ parr number) 

Once an RPC" program has registered itself, cal1ef5 00 other machines can find it~ pmle
<':01 port by sending a request to the port mapper. 
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1. Create a passIVe socket bound to the well-known port as
signed 10 the ONe R?C port mapper service {111). 

2. Repealedly accept requests 10 register an RPC pro.,ram 
number or to look up a protocol port given an APC program 
number. 

Registration requests: come from RPe programs on the sa,T\e 
machine as the port mapper. Each registration request speci
fies a :riple consisting of the APC pf"09ram number, version 
I"ll.lmber, and the protocol port currently used to reach that 
program. Wh€n a registration request arrives, the port 
mapper adds the triple to its database of maDpings. 

Look-up recuests come from arbitrary machines, They each 
specify a remote pto;Jram number and version number, and 
.request the nu~ber of a proioco! por! that can be used to 
reach t":le remote program. Tf"le port mapper looks up the re
mote program in its database, and responds by rsturring the 
corresponding protocol port tor thaI progcam. 

Algorithm 20-.1 The RK' p:;rt ~apper algonlhm. One /X1I1 rnaplJCf Ser>"ft 
rut:" un '!"<>cn mY"....rn .... fuat ,rnplem"!IB tere >.el'<"" side of an 
RpC" pcogram. 

The port mapper on a givell machille works like JjreCIOl} assistance in the U.S. 
telephone system: a caller can ask lIe port m;;.pper how to reach a particular RPC pro
gra.'I1"on that machine. To contact a remcxe pr-ogram, a caller mUSl know the addre,s of 
Ihe machine on WhH:h. the remote pmgmm e'lecm:es a"'> .... ell as the RPC program number 
assigned tel the program, and the ve~sioo fillm/lCr. The caller fIrst conmts the RPC port 
mapper ()11 the target machine, and \!ret! ~euds the pon mapper ;;n RPC progr~m number 
lind ~ version !lumber. The port mapper rerurns the protocol port r.umbu that the ~peci
fled ,rogn.m is currently usiog. l .. caEer can always reach the pon mapper hecau::;e the 
pun mapper communicates u~ing the well-known protocol port, 1! 1. Once <i caller 
krmw~ the pmtocnl ;xm number the tffi"gel pngram is mingo it CliO contact ,he remote 
program. directly. 
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20.22 RPe Message Formal 

Unlike many TCPflP p;c-locoh, RPC doe;, not lL,e II fixed fonnat fo.- messages. 
The :;>rotocol standard definoo the generai fannat Df RPC me~es as welt as ~ dahl. 
item$ in each field using a language knuwn as :he XDR LanglWge. Because XDR 
language resembles data struc:ure declarations in C, programmen, familiar with C can 
usually read and understand the language without much exp.lanati(ln. In general, the 
Ilmguage specifies how to assemble a sequence 'Of data items that comprise a message. 
Each item is encoded using the XDR representati{}tl smodartL 

A message type fleld in the RPC message header {h~nguishes beween message, 
thal. l ;,:lient illies 10 initiate a remote procedure call and messages that a remote pro
cedu."e use~ to reply. Constants u~ in the message type field can be defmed using 
XDR la'-Iguage. For example, Ihe declar.ariom:: 

ecurn IlI9Ltypi;! { 

CALL = 0; 
REPLY = 1; 

" 
decl&re the symbolic cm:~1ants CAll ami REPLY to be the ,,1'lIues of an enumerated 
type, mslCtype· 

Data structures in XDR language can be cOil1s.idererl a sequeot<: of XDR types, and 
can tx; io:erpreted as instructiolls for assembling a me~sage by !;Offiposing data using 
XOR. Far example, once vallle~ have been declared fer symbolil; constants, the XOR 
language can define the format of an RPC message: 

struct. :tpe::.JlS(l { i" l'br!'at of an RFC IT!C'SsagP. ,. f 
UllEIigoed int JreSJid; J~ used to m'!tch reply to call ... j 
un1cn switch <ns!L.t:yj;le II gt} { 

c.sse CALL: 
call....):xx:\y ci:x:.qy; 

case :REE'LY: 
z.ply..J:x:q{ rl:x:qf; 

The declaration specifies thal III RPC message, rpC-'1l1ig CQmists of an jnteger message 
identmer, mesgid, followed by the XDR represent!tion of a discriminated ullion. Using 
the XDR representation. each union begins with an integer. mt'sgt in this CllSe. Mesgl 
determines the forma! of Ihe remainder of the RPC message; it contains a value thai de
fines the :neSS(lge to he either a CALL or a REPLY. A CAL... message contains further 
ioformation in the fann uf a calCbody; a REPLY contains iuformation in the fonn of a 
rply_bod). The dedarati~~ for .. :uiijxAy and rpiyj70dy mIlS! be given elsewhere. Fer 
example, RPC defines a call_body 10 have the form: 



struct callJ:ajy { 1* f~t of RiC C1.LL 

f *" 'dUch version of RPC? 

Chap 20 

"' "' unsigned int rp:.'\"llS; 

';Jl'"..signed int J::PITl9' 1 

ur.signed int ~; 
unsigned int :rpm.:::; 
q:egueJUth c:rtrt; 
<:paep..lELauth verf; 

/* mmi::er of rsrow ptOQram * / 
1* VE:rSioo ~ of lwvt:e p:tOq'" J 
1* rlllRi::er of D3!Dt.e pt'OC'Ed::re *! 
1* creda:i~ for called auth. */ 
/* aut'henticaticn verifier *! 

1* .MGS *1 i'" argurrents for rarot.e proc. '" / 

J ; 

The fm,t few items in the body of a remote procedure call present no S!.lrpri5es. The 
caller must supply the RPC protocol veTllion number in field rpn"l'n to ensufe' that both 
ciieD! and server me using the same message format. Integer ficlds rpmg, rprogvErs, 
ami rpr{)c Jdenlify the remOl.: program being called, the desJred ~ersion of Ih"t program, 
and the remote procedure within that prOgrdID. Field.;. u<,d and vnf cunfai,.; infonnation 
tha: the called prog;:am :an lL~ t:u al.lt..'"tenocaie the calle.' s identity. 

20.23 Marshaling Arguments For A Remote Procedure 

Flelds m an RPC rnt:ssage following tile aillbenllc.ation infonnation COnll.l!I:J argu
mellt, for tlte remote procedt;re. "J'he n!Jrnber of argurr.ents and the type of each depend 
on me rem<."lte procedure being called. 

RPC must r~preser"!! ali ;Irgument" in an external form. thai; .. !lows ~ to be 
ITanferred between C{}fI1poter;. In particular. lf any 0: the arguments pas~ed to the IC
mille prilcedure consists of a complex data MruClllfe like a lmked list, il must be encod· 
ed into a CO~t representation that can be sent across the netw:)fIL We U'ie the terms 
marshal, /iruwrjz.e, or unali;:e to denote the lask of e...""lcoding argurnellU;. We say thaI 
the client side of RPC marshals arguments into the message and the smver side Ufl

marshals them. A programmer [Just remember that although &PC allow$ an RPC call 
to contain complex dala ot-je.."ts, marshaling and unmarshaling Large data structures can 
require significant CPU time and network bandwidth. Thus, most programmers a"\loid 
passing !ioked. stIUelUres as a;-guments. 

20.24 Authentication 

RPC defines several possible forms of aUThentication, induCing a simpie authenti
cation sclleme ;jerived from UNIX and a mere complel scheme mat uses the Data En· 
cryption Slandard (DES) publ:ished by the National Ins1I1ute for Standard<; and Technol
ogy (Nlsnt. Auttentication information can have one of the f{lllr types s30wn in the 
followins dedaration: 

cNIST ,";;s known;;s The Nott"""'" B_a~ Of Sllnobr<l> ,~BS, wbe" Ih~ DES .;;and~,d "'as ",,!p.w!y 

P"~' 



EfD.In autlLtype { 
AL~ '" 0; 
A[}DLtNlX '" 1; 
Al!IH---.JHRI' '" 2; 

.N1IHJE5 '" 3; 
J , 

/* JX)9Sihle fonm o~ auth. 
f' no authenticatkl'l 
f> a.."IX !I5Chine ~ authentic. 
;, VsOO. for short form auth. L, 
f' iOOSsages after :.he firs~ 
/' N.l.SI"g INBS's) DS>stMrlml 

In eacb case. RPC leaves the fonnal and itllcl}lretalion of the authen:ication information 
up ro the .lUlhentication suh,,-ystem TherefuFe. the- declar-J.tJo!l 0; the authentJC<I,ion 
~troc!ure in an RPC mes~ge uSC's the keyword opaque' to indicate t.'kI1 it appears In (he 
meS'iage wr;:hoIJt arty Interpretation: 

>, 
'; 
,; 
'/ 
*/ 
'/ 

struct; (;p:IqUEL&lth { 

autlL~ atype; 
~ bc:dy<4{)0>; 

/* =ture "Ear authent. info. ~! 

/* -mich type of authenticat:.a:: * / 
/* data far the type specifi€O. ~,.-

Of coar~ each lluthenticaW){l :ne!hod U'>eS a ~pec!llc ;(lrma! for encodmg Uata. 
FOT e~ample, whether a COJ1!puler U5e.\ \Vindl>w~, LP,\fJX. or another operating system. 
the cn:npult:r car, be oonflglmxl tu use UNIX authentication. which defines tbe "tIllclure 
of ih authentication information to cunrein five fields' 

struct auth_ur.ix { r forma:::: of UNIX authsrJ.~caticn'" / 
unsigned. int t~; 
strin;r roadti.ne<255:..; 
unsi.gnej. ir..t userid; 
unsi.gned il'.t grpid; 
unsigned illt grpidsdO>: 

/' integ&' tlltestanp .; 
/' !'l1IIl2 of se::de:t:' s rrachine ./ 

/' user id of user makin.J rEg. '1 
/" graIJp id of user ~ re:z. "'! 
/' othtr group ids fur the user 

UNIX authentication reli~ on the client machjlle to supply its nam.:: in field nnw.hine 
ood the numeric identilier of the user making the Ie(;uest m field UJaid. The dient abo 
specifies il. local time in field rinumamp, which can be used 10 sequence req.reSlS. Fi
nally, me: ;;lient sends a main mnnerk group i;ieotifier a<d secondary group ident:fiers 
of lhe sending u.~r in fields grpid and grpid.l. 

20.25 An Example Of RPe Message Representation 

XDR defines me size and external f;lrmal ()f each. field in an Rf'C: ffiCs'age. Fer 
eJtampJe. XDR specifies !!>.m an integer (either SlgJ1ed Dr lln.~jgned} OCCJJpie.~ 32 bils and 
i, '<tored in b;g-endian byte order. 

'/ 
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Figure 20.9 shows at eXilmple RPC (ALL rueS'Dge. The size of each field is 
delermined by ib RPC defimt~m and tht".. XDR ;,peclfKaUt)fi of :tizes. Fill" eXiimple. Ihe 
MES:')AGE TYPE field is defined to be- clmmc'<ltcd. Whldl XDR ~eI'. as. a ,,2-bil In

kge' 

o 
MESSAGE 10 

MESSAGE TYPE (Ofor CALL) 

APe VERSION NUMBER (2) 

REMOTE PROGRAM (Ox 188a3 for NFS) 

REMOTE PROGRAM VERSroN (2) 

REMOTE PROCEDURE {1for GETATTR} 

UNIX AUTHENTICATION 

ARGUMENTS (IF ANY) FOR REMOTE PROCEDURE 

Figlln 20:9 An exmrpk C£ (he e-J;lemal formal uocd fer an RPC CALL mes
s;J.J!,e. 'Pre. firsl TKllds cf the message ruwe a [i.e<! si~e. but Inc 
">lZ!." of lalcr fie!d~ ~cry with their ~·{)ntenl. 

20.26 An Example Of An Authentication Field 

31 

I 
I 
1 , 
I , , 
I , , , , 

TIu: srze of 1!Je authenlicatlDn field in an RPC messnge depenc.s on its contents. 
For exampie !he seCQOO lield in a UNIX aUl~n1kaIlOtl strUC!U!"e IS a machine name in a 
variable-length fonnuL XDR represents a va..>iable-Iength string m. u 4,·byte integer 
length followed by the bYie( of che scr;ng :I!:elf. flgure 20.10 shol-\.-~ an ex:;unple of the 
n:preseotatiOtl for a Ul'iIX auihenlicmion field. ;0 the exampk, the- :-omputer'~ name. 
merlin.cs.pur.i!J.e.etiu, con(ain~ 20 chanlClers. 
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AUTHENTICATION TYPE (I FOR UNIX) 

LENGTH OF BODY THAT FOLLOWS (48) 

TIMESTAMP (e.g., 0X2815025C) 

LENGTH OF MACHINE NAME THAT FOLLOWS (20) 

MACHINE NAME (merim.cs.purdue.ectu) 

USERIOOFSENDER (3D) 

GROUP ID OF SENDER (39) 

LENGTH OF GROUP to LIST THAT FOLLOWS (2) 

GROUP 10, (30) 

GROUP ID~(59) 

V~ure 20.16 Example repres.elll.ation for Cr-.'IX Ju:hclltio.:"lion w'L"i" ml RPC 
mei'<llge. ':'he ""ample vatue~ Jre td.en from a ll'e.~.«Ige ""'" 
h)' a !l~Cf with "\lm~rie IGgIll ;.knhb::r .W '-¥l m""iline 
mt' rlifl.o-.f'linf,,~ cd., 

20.27 Summary 

26} 

31 

-

-

1he remute prm:edure mode! he!p!i make di~mbUlctl pWjifllms ea~y tu dc~l,gn and 
tmrlersllmd beca!l~ it IThtes (:h~nl--i-en:er communh:al;nn to ,;or.venti<Jfllli PfT,<;,'edurc 
;,:ails. The remule- procedure call mood vie-ws lOad: ser·'er as impiemcnticg Qf1C or more 
proo.."1lU~. A m<:s~.;.c sent fr{lm a I.:hcnl 10 ;;: ~erve-r corresponds to a "call" of it re.· 
mote procedure, and a respoos<o from the server to Ihe di,:m corrcsPl-'I1d~ tn a "n;n:.n:·' 

frum a procedure ~!l. 
LIke conve.'llirm.l>1 pny~cdme,. n:mote pfoccdure~ accept argumenh :md fClum une 

or more resuh:s. The argurru:ms lind rc~dt, PJ:s,-.ed between [he cader 1>TlU ;hE called 
proceDure pnw;de -'I pr<'Cj~ defioio;->Il of !hc comf:luni;:-a:ion t>clween the dient and the 
'l<:[ver 

L~ing ll'.e remote proceul're <:ea:! modd ocl;;S p;1)grr"mr.er~ focll,; on t;-,c a,"lphcatiu,) 
illstt:ad -of thl': ..:ommunical:{\ll prNCIC0i. The pr<Jgra-nmcr can huikl ;;nd tcq :l convcn· 
d • .-mal progum that sohes <'. particular problem. and lhen I.:d!l divide the program intu
parts thai execllt~ on Iw;, 01- morc comptJRL, 
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Sun Microsyslems, InCOflloratcd defirmd [I partiru;ar :orm of remote pro.:trlure call 
tbll ha" be-eome a de facto slttndard. ONe RPC specifies a scheme for identifying re
Irote procedures as well a~ a standard for the format of <{PC messages. The standard 
U5ei the eJ;.lemai data representa:ion, XDR, to keep message repn!semations machine in
dependent. 

RPC program;> do- not use well-known pro!ocol ports like cOflventiona! clients and 
stiver:;. [m!ead, Ihey use 1\ dyr.amic hinding lIl"...chanism that allows each RPC program 
Ie ch()()!;C an arbitrary. ur.u£eo pI"CK-ocol p<Jrt "'-hen it begins. C~J>ed the RPC port 
mi'.ippe:-, the binding rnedY<misrn reqUire, each computer that offers RPC prc1!rams to 
abo run a port mapper sener at a well-known protocol porL Each RPC program regis
ten; wilh Ihe pon mapper on ih local machine ruler it obtzim.. a protocol port. When an 
RPC dient want., to contact an RPC program, i! tlh't cootacts the pori mapper iln me 
nrget 'llaehine, The port mapper re>p(11lcs by te;ling the client wilien port :he ttrget 
RPC program IS w:ing. Ooce.a client obtains ltie corret-1 protoool pon for a larget RPC 
pfOg~am, it .::onlacls tbe- larget RPC program direl:tly using that port. 

FOR FURTHER STUDY 

Sun Mk:fosyslems.. Incorpcrated [RFC l057}--define;; tl'.e standard foc ONe RPC 
and descnbes most of the ideas presented in this chapler. Srinivasan [RFC 1S31} eOD, 
lain., a mow venmm lhal is a proposed standard. AddiliQna1 infonnalion ("',m be- found in 
the documentation tha( accompanies each v"t:mior's RPC software. 

EXERCISES 

20.1 Re&.J the RPC ;;pcci(catlcm ,md crcct~ a diagnll" (hat ,hm • ." lhe size of !he fieJd~ in <I. 

!ypifa! reLurn m~~'''ge. 

20.2 Cocducr all experimem \(> !:lea"",e the ,,"emead ttat u~mg a p«t Oilppcr il;troduce~. 

20.3 A client e&n avuid needles!' ove.-iread by caehitlg p1"Ofocul p",rt bindings_ That is, after a 
ehefil ",,,,mcts me port mapper \[) ob1ain -a jlfO{oco! port for Ihe target RPC program. it 
can store 1.'Ie biniling L'1 Ii (ache {o a~llld !(}()}:illg il up again. Ho-;o.' long ",-ill a binding 
ren-mn valid? 

:2(1.4 Can the fOrt lJIapper CGIl£'epl be .,.xtended to """vi=~ other than R£>("1 Ex¢ain yOU£ 
answer. 

:ro.s What are tile major aJvartages and disadvantages of using a port m<!ppEf instead of 
weE-Im<JWfI pons? 

2{!.li When an RPC dxllt contacfS II pon mapper, it mllS{ euber specify o:r learn whethet !be 
mrget program Ius opened a CDP port ill" II TCP.,.m. Rea<!. the ~ir-..;atmn carefully 
t<.' find out how an RPC dim! di~tinguishes- between the lWO. 



'" 
2tU If yo~ wmp<1teJ ha~ the utility progrnm rpcmfo. read !be !l1ilJllia.I page~ to ddenlline its 

capabilities. Use rpcuifo I{I obt.ain a list of the RPC prognms and 'it'CSi011~ that are 
available On your CCfll;MlIer. 

l(UJ Read about other vendor's designs k...- RPC. Are mere concepts tbat are nol (lJ<'lit'nt in 
Q!'OC RPC' 

20.9 O,,~ideT the lluUtenticati'm ;>Cherne used in ONe RPC. ;s the scheme completely se.:ure 
for use wIthin 1111 orgalliz3.lioo." Fur use between two organi.:alions? 

11).10 Compare OCE RPC 10 ONe RPC H{)w do ttle twe d;ffer'! 

2&.n Read aboullile Cumman Objen KeqlNSI Bf'vJ:u- AnhileClure, CORRA_ What new faeili
lies does ~llCn an iI1clJilecture pro"ide fer RPC1 
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Distributed Program 
Generation (Rpcgen 
Concept) 

21.1 Introduction 

The previous chapter p!"-eSCllts the pdnc!pks underlying !he remote -procedure cait 
IlJoJdeI. It de;;L-ribes the remote procedure call com:cpt. and explain,; how programmers 
can use remote procedure calb 10 build programs tha operate tTl the client-server para
digm, Hnully, it describes the ONe RPC me..:hanism 

This elaptcr comiJl.ues the discm~iun. (t fOi.:u~ on {he structure of programs. that 
U!>e RPC. and ;;.'1ows how progrJrns can be divided a!,JUg procedural boundaries. It in
trotlucts ~he Slub procedure concept and a iJ'ognun gener.;lor tooL 1hat aOlHmatcs much 
of the code generation associated with ONe RPC. It a:w discusses. a library of ?ID
cedu~ that mak~ it easy (0 bmld server_~ that [lffer remote procedures and chen,s char 

call .hem 
The nex:t chapter complete,> the tiisclJS!>ion Jf Ihc generator. It show~ the ~eqt:eTlce 

O! ;,tep!> a programmer lake;; to create a cOIlventlOnal program and then to divide the 
program into locd and remule {Component,. [t preseil.!s s simple example ap3hcation, 
and then me!'. the example 10 fulk>w tluwgh the VI"'KC"'''' of C[lIlqrucTin.g II tt"tnooled 
program The examp;C- in the next >:hapter C<lmpl<"men[<; the conceptual <iescnplloo :n 
this chapter by i:lustrating 'llany of {he derail", .J.nd showing The ...-oJe that the generator 
produo::~. 
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21.2 Using Remote Procedure Calls 

TIre remote procedure call model is generu:. A programmer c:a~ choose to U~ the 
remote procedure paradigm in any of the following ways: 

.. As a program spedfK:ation technique only. To- do so. the programmer follows 
the RPC model and specifies all illleractioo be,ween a clienl and sen'cr as either 
a remote procedure calJ or a return, Procedure arguments specify the dam 
pasM:d between the client and server. The prograruner can ignore the procedur
al <;trocture when de:;;igning the client and server, but use the procedural specifi
cation to n~rify the oorre;;me~, of ,he resulting system . 

.. For both progrn.m speciflC:Ilioo.and a~ an llMraclioll during program de!.ign. To 
implement thi~ approach, Ibink abolll remote procedure calis when des.igning the 
application programs an~ the communication protOCQI. Design a commUnication 
protocol In which each :nessage cOfT~ponds closeJy l(; one of the remOie pro
cedure calJs.. 

.. For the conceptual design and explicitly in the imr1ementatioo. To mclude RPC 
in the implenwntatlon, tlte programmer designs a gcncrnlized RPC rrressage for
mat and a protocol for passing eontrol (0 a remote procedure, The programmer 
f»U0WS the procedural spedfkruion precisely when passing dala belweer: the 
client and server. The program u~s a standard eXlen:al data represernatiOll 10 
encode arguments." and folklws the exact data !y~ specifications given ir. the 
design. It calk standard library routine:;. IV cODve:1 between the computer', na

tive rcpn:scmalion and tb: external represemlllion used when crosl>ing a network. 

• For design and implementation, coru.trucling.ali software from scratch. 1be pro~ 
gramme, builds a conventiDflal applicarion that solves the problem. and then 
divides it into pieces,along procedural boundaries, moving the pieces to separate 
machines, ~ program uses the ONe RPC message format {induding the XDR 
data representatio-n} and program numbering scheme ",'hen calling a remote pro
cedLre. The programmer builds me imp£eme..1tation from the ONe RPC specifi
cations alone, using the port mapper to bind a remote program number to the 
correspomling protocol port. 

• For design and implementation, !bing standard librarie£. The programmer buikl£ 
an application and .jjyjtks it into piece~ using the ONe RPC specifLcation. but 
relies on existing RPC libmry routines whenever possible. For example. the 
programmer uses library routines 10 I"Cgistcr with the port mapper. to compose 
and send a remote rrocedure call message. and to compose a reply. 

• For an automated implernen:ation The programmer follows the ONe RPC 
specification completely, and uscs an a!llomalic prngrnm generaror tool Co help 
automate construction of the llece'isary pieces of client and server code and the 
calls to RPC library rou:ines tnal perfonn tasks like registering II program with 
me port mapper, corn.iru:ting a message, and dispatchmg a call to the appropri~ 
ate remote procedure in a remote program. 
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21.3 Programming MecI1anisms To Support RPe 

O;\lC RPC specifications are both extensive and c-omplkated. Building an applica
tion tl'.at implements RPC without using any existing software can be tedious and lime 
Cilllsuming. Most progmmmers prefer to avoid duplkating tbe effort fO£ each applica
tion, In5tead, they rely on librwj rootioes and programming tools to Mndle much of 
the work. 

Imptememations of ONe RPC provide significant help fur those who wiMl to 
avoid UnneCe5hllIy programming, A"l.i~tance come~ in four room: 

XDR library routines that convert individual data iu:ms from internal 
fonn to the XDR slalldard e:lUemal reprerentation 

2. XDR library f()utines that format the complex data aggregates (e.g.. ar
ray~ and structures) used to define RPC messages 

3, RPC run-time lihrary [outmes that allow a program to caU a remote pro
cedllre, regis:n a service with the port mapper, or dj~palCh an incoming 
call to the CQrre<:t remote prO(:edure illside a retnCte program 

4. A program generntort loci lbat produ---es many of the C !.ouree files 
needed to buil:l a distributed program that uses RPC 

The RPC run-lime libruy has procedures that supply mo>( of the functionality 
needed for RPC. fur e,;ampk. procedure caIJrpc send~ an RPC mes~age to a &erver. It 
has me fonn: 

Argument hrut points to a character string that contains the Jlame of II maChine on 
which lhe remote procedure EXecU'es. Argumenh; prog. progver, and proalum identify 
the remote program number, me · .. er:sioo Df the program to U~. and !he remole pro
cedure number. Argument inproc give;; the addres" cf a beal procedure that can be 
called to marsital argumelJr..~ into an RPC message, and argument in ghes the address of 
!he arguments fOf" the remote procedure. ArgumelJt oulproc gives the addre~ of a local 
procedure that can be called (0 dec[lde the result:>. and V!li gives t1e .ad.:lress in memory 
where dre re3u!ts should go. 

While calirpc handles man)' o-f the chmes required to >end an RPC mc~age. the 
ONe RPC library contain~ many other pri:lCeitm's. Fer eumpJe, a client calls frnu:tion: 

handle '" clnt....Preate (host, prog, vers, proto i; 

tD create an integer identifier mat can be used to send RPC mes..ages. RPC calls the in
teger idetltifier II fwru/le; several RPC I:bTaI)' procedures take a handle as one of their 
arguments. Arguments to c1nJ_creare specify me narne of a remote oost, :l remote pro
gnlm 011 tnat ho~_ tile version of that p-cogram., and a protocol (Tel" or UDP), 

tf'r<>gn.rnmr:n. mll:1l ,..,r.". '" lltt: prog>"dl[\ g'C"""aiOr~' a 51.b l!"nrrouI<"_ The ",asOll L\al 'M le""is"Je
gy hao be<ome popular ",m bea>me appa<::IIt wllea we review 1>:=- the genera<o .. worb. 
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The hbmry al!.!) contains routines that create, store.. ami manipulate authentication 
ioformatim,. For example, if the prograJ'J is using UNIX authentication. procedure: 

creates an authenticlltion handte fQi a given user on a given host computer. Arguments 
specify a remote host, the user's login and primary group identifIers, and a set of groups 
tf} which the user belongs. aupJids. Argument len specifies the numbef" of items in the 
~, 

}\lthough pr1.)grammer.; can write applications mat .;:-all the RPC library routines 
directly, few programmer$ do. Most rely OIl me program generatoc toc,J discussed later 
in this (:ha.pter. The code it generates (:OOUilllS many caUs to the library procedures. 

21.4 Dividing A Program Into Local And Remote Procedures 

To Ullden-mlld how the RPC programming tools wod, it is na:essary t<J understand 
how a program. can be divided imo locaL lllld remote procedures. Think of the pro
cedt:re caIJs in if CQllverllional applical:ion. Figure 21.1 ilItlStrares one soch call. 

l'~r~~J 
r--- ---
, PROCH 

tlrsuments in call mmch 
fomw.l poram£lers in 
the culled pro~cfure 

Figure 2t.1 All .example procecure =JI {hat illustrates :he pm<;edurnl inter

fare ased by a calli:Jg procOOllre and a called procedure. 1he 
dast.ed lines deaote a match betweea argunmru; In !he procedure 
~'all and pMameter~ in the called proce:lure. 

Eocti procedure hag a ,et af formal paramelel'S, and escl! procedure: calf specifles Ii set 
of arguments. The total number of argumenlS in the cf.ller mu."t equal the total number 
of formal par.unelers ill the called procedure. and the type of each argument must malch 
the declared type of the corre;.ponding fonnal parnme~. In other words, the piHanre
len; define the inlerfa= between a callmg procedOL""e alld a callee. procedure, 
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21.5 Adding Code For RPC 

~'Ioving one 0"- more procedures to a remote machine require£. a programmer to add 
code between tbe pro<:«iure call and the remote procedure. On me client side, the new 
code must IIlIU'ShaI arguments and trar.siate them to a machine-mdependent repesenta
tion.. create an RPC CAll message., send the message to the remote program, wait for 
the results, and translate the resulting values bw:k to the client's native representation. 
On the :>en-er side., the new code must accept an incoming RPC request, tran'>late argu
ments to the server's native data representation, dispatch the message to the apprQPriate 
procedure. furm a replJ mt:$Rge by tramlating values to the machine-independent dab 
representation, and send the reiilll! back to the dient. 

To keep the progr<illl btruC1:ure inlJiel am:! t(] ,solate the code that handles RPC from 
the code mat bandies the application, the additionaJ code required for RPC can be added 
in me f~nn of two extra procedure~ Ihat rompletely hide the communication detals. 
TIle new procedures can add the required functiona,lity without changing the interface 
between the original calling and called procedures. PreseT'llrng the original imerface 
helps reduce rhe chance for erJ'Or£ ~ause it keeps the communicatiun details separate 
(rom the original application 

21.6 Stub Procedures 

The additional procedures .added to a program to implement RPC are called stub 
procedurl1.5. The easiest wa)' to understand stub procedures is to imagine a cOirventiooal 
prc-gram being divided into two programs with an exhting procedure being mo'>'ed tl} a 
remote machine. On the caller's (clien.) side, a stub procedure r.eplaces the called pm
J;:eCure. On !he remote procedure's (server) side, a stub procedure replace,> me caller, 
The two stub~ implement all the· conummic:ation required fur the remme procedure call, 

leaving the original ca11ing and called procedures unchanged. Figure 21.2 iIIustnltes the 
stu:' concept. showing how stub procedures allow the procedure calJ shown in Figure 
21.1 to be separated into local and remote parts. 
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Flgu.re 21.2 Stub pro..'edures idded to a program implement a remote pr0-

cedure call. Because uubs use the same interface as the mgirul 
call. adding them d.oes no! req"';re if cITange to either the original 
calling procedure or the called procedure. 

21.7 Multiple Remote Procedures And Dispatchirt9 

CIup,21 

FIgure 2r.2 presents if simplified view of RPC because it onl~' shov .. s iii single re
mote procedure call. In practice, a giWfi server umally includes several remote pro
cedUf(S in if single remote program. Each RPC call consists of a message that identifJes 
a specifLl,: remote procedure. v.'hen an RPC me~ arrives, the server uses the remote 
procedare !lumber in the message to di.fpalch the cail to the rorrect procedure- figure 
11.3 illustrates tire C(lDccpt. 

The figure shows how RPC relates to a conveT1tionai client-server implementation. 
The remote program corn;ists of if singly-threaded server that must be nmning before 
any messages arrive. A 7eIOOie procedure call. which can originm from ~y client, 
must spedf)' the address of the machine on which the server operates, the number of the 
remote progr":lffi on tnat mochine. and the remote procedure to can. The server program 
COIlSJ.sts of a dispatcher routine plus the femme procedures and serv-er-~ stub pr0-

cedures. 11Je dispatche£ understands now m..o remote procedure .numbers -correspond to 
the server-side stubs, and uses the .cnrrespondence to forwaro each incoming remote 
procedure call to an appropriate stub. 
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Figure 21.3 Message disp;ltcn ;'1 an RPC ~","""",_ -Clients send RPC T~'Uest~ 
t(} .. single suva pn>gr.1fll. The server uses tile remote pro
~ number in a mesS2ge (0 decide \l!bj.ch -procedure shoo:d 
r=h-"e !he ::;sIt In lhe txample. procedure .41 cal1s procedure 
BI, lind .1.2 c::lls 82. Da>hed and dOired lines show ",h:.ch inter
f~t eac~ prot:edl...-e uSoeS. 

21.8 Name Of The Client-Side Stub Procedure 

The transition from a u)flvemiOlLllI applkation to a distributed program can be 
trivial jf the programma choose>; to name the dient stub the same as the called pro
cedure. To see why, consider again the sf'...Ib pnxedun:;s shown ill Figure 21.3. The uri
gina] caller. procedure Ai, contains a call 10 pmcedllTe Hi. After the program has been 
divided, Ai becomes part of the dient and must call a stub to C£lmmWllcate with the re
mote procedure. If the prog!"ammer names the dienl-side ~tub HI and bUilds illo have 
e.u-ctly the same illterface a~ the ::.rigirLal procedul"'e Sf, the calling pmcedurc (Al) does 
nO( need to change. [n facl, iI may even be possible to make the change without recom
piling proce<lure AI. The o:igin;;.] compiled birnny for AI can be linked with lite new 
client-side smb foc Bl to produce a valid client. Adding a dient-side stub without 
changmg the original calle,.- isolate, the RPC code frum the origiHaI application program 
code, making programming ea.<;.ie:r and reducing tlte chance of introducing erron;. 

Of COline, naming !he client s.tub 01 make.> ,ou.--ce code managemeJlt more diffi
cult bealu;;e il means that the di~buted version of the ;rrognnn will have two pro
cedures. named BI: the client-side stub and the original procedure mal becomes pan of 
the server. The two ve.-sions of Bl art neVIT part of the same linked program. In mosl 
cmes, they will not execute on the same computer. Thos, as long as the programmer 
exercises caution ~-hetl building object programs. the S(ub approacb worh ~dL To 
summarize: 
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To build a distribured ~ersion of an appiicmi(}l1 program. a program
mer must move vne or more pn::>ced"re~ 10 a remfJtf'machine. When 
eWing so. rhe additiorr 0/ stub procedures allows the {)riginnl caUing 
and called procedtues 10 ",muir. unchanged aJ iung 05 the diettf-5ide 
smb has Ihe sa1m' name as Ike origi,..al called procedure. 

21.9 Using Rpcgen To Generate Oistributed Programs 

C",,±,_ 21 

:t should be obviow; that much of the L-ode needed to :mplemenl an RPC serve:
does not change. For example, if the mapping belween remete procedure numbers and 
server-Me ~ttlbs is kept in a data structure, all servers -can use the same disp,l'tcher rou
tine. Similarly, all ierver> can use lhe same code to register 6eir >ervices with Ihe port 
mapper. 

To avoid unnecessary programming, irnpJernentatiMs of ONe RPC include II IDol 
{hat generates much of the code needed to implement a distributed program automatical
ly. Called rpegel!, the tool reads II specification fik as input and generates files of C 
source code as output. The specification file C{mtain~ the declarations for constants;, 
global dala types;, global data, :md remote procedures (including the prQCooure argument 
and result typ~'. The files that rpcgen produces contair. m09: of the source code need· 
ed to implement the client and server programs that provide the spedfied remot~ pro
cedme C3ils. In partlculru:, rpcgen generates code for the diect-side and 5erver·s:ld¢ stub 
prcx:edures, including the code to marshal acgumeots, 10 send an RPC message, to 

di~pa!ch IHl inc[}ming call to the <:orrect prcx:edure, 10 send a repl)'. and 10 translate at'

gtIH.:nts and re:vJits between thc exrernal represerltations and native data repre<>enla· 
tions. When C{lmbined w:th an applica(i(ln pmgrarr. and a few files thaI the programmer 
write.,. the rpcgen output produces complete client and server programs. 

3ecause rpcgen produces wurce code as output, the programme{' can choose to edit 
the cooe (e.g., to haml-optimize the code to improve performance) or to combine il with 
other files. In most cases, programmers Itl\e rpcgen to handle as many of the details as 
po,~i':>le. They try 10 avoid changing the output by hand to keep the entife pr<:lC<'.5 of 
generating a client and server automated_ If me program specificatJOns change or flew 
remo:e procedure calli ate needed. the programmer can modify tRe J;pecif«::ation.<; and 
use rpcgell again 10 produ;;e a new client and server wilh;)ut manual intervention. 

21.10 Rpcgen Output And Interface Procedures 

To mainuin fiexibilhy and to a1JQw automatic generation of significant portions 0: 
lhe slub code, rpcgen separale& each stuh procedure iolO two pam. One pan, common 
10 almo'>t all application;. thar ure RPC, provide,> basic c\ient-~en-er communication; me 
other part provides an interracE" to the application progr~m. Rpcgcn produces the com· 
munication ponion of the stub automatically from a description of the: remote procedure 
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and its arguments. BecaUS<! rpcgen produces code for the communication stub, if speci
fies the arguments required on the client ~ide and Ute {"alting sequenC<" on lhe server 
side. The programmer mus!: accept rpcgen C1tlling cQIl'lentions v.nerJ u~ the c-om
munic;atim: stubs that rpc;gen generates.. 

The idea w-..hind separating the stub into communication and interlace rootmes is 
simpl!: it allows rpcgen to choose lhe caUlng COPventiOl!$ the communication nuoo use. 
while it allows me programm.erto ",hoose the calling conventions the remote procedures 
use. The progrllffilller creates interface smb!:;. to map belween the remote procedure cal
ling conventions and the conventions provided by the communication stub procedures 
that rpcgen generates. Figure 21.4 iIlUSU"2teS how all the routines interne:. 
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F1gure 21.4 The fonn of a distributed program created usi,,!! rpcgen. Rpcgen 
generMes the basic cOIununil;;ati(HI stum automatically; lite pr0-

gramme<' sllppiie1'-!he tWi) interface proced~. 

As F1gure 21.4 illustrales. the two part~ of Ii st.lb each consist of two separate pro
;;edures. On the dient sKie, the interlace pro. .. --edure calls the communication procedure. 
On the server side, the rommunicalion procedure calls :he interface procedure. ~I the 
stub interface procedures are de-firred carefully, the original caller and me original called 
procedure can remain unchanged. 

21.11 Rpcgen Input And Output 

Rpcgen read~ all input file that C{)fltains :0 speclfication of a remote program.. It 
prodlk.-"'es foUf output flles.. each of which contains hource code. Rpcgen derive'S names 
:or me output files from the n<lJne of the iftplll: file. ff the ~ificati03 file ha.~ name 
Q.x, all Olltput files will begin wilh Q. The table in Figure 21.5 lists the cutpuL files 
and descril:les their contents, 



File Name 
Q.h 

Q_ctm.cpp 
Q_svc.cpp 

Chap. 21 

Contents 
Decfara1lons of constants and types used in the 

code generated for both the client and server 
XDR procedure calls used fn the cHent and server 

to marshal arguments 
Client-side communication stub procedure 
Server-slde communication stub procedure 

l'igore 21.5 ~ ouqml file5 produced lry flKgen fOf" all i!lpU1 file fUffied Q.lL 
A~ their name;; impty. the output f<!es wntair. the C Ml\1I.:e 
code fru !mtl! progrmm anti da:a Jeciacalioos 

21.12 Using Rpcgen To Build A Client And Server 

Figure 21.6 ilIu~trae~ the files thai: a pwgrammer must write (0 build a cii=t and 
SITVer Ilsillg rpcgen. Tn essence, rpcgen requi~ the prognunmer to write an llpplica
tio!'" the procedures it calls, and the illterface ponions of the chern-side and server-side 
smb&. The programmer divides the appliczlion mtD a driver program (the ..::lient) and a 
set c;;f procedures thai comprise the remote program (!he ~erver). The progTammer then 
wr.les a ,pecif.c31ioo for the remOle program ;;nd uses rp;.:gen to generate the fCJ:laining 
pi¢;e,. 

When rpcgen run~ it reads the ~pecific4lion and getlerates C source -code ID.:It mllst 
he comp:led .~nd linked to produce rutllling prognuui>. Afie£ rpcgen HIlS. two l>eparate 
compile-and·iink steps occur. One produces t.1re executable client progrd.!ll and the other 
produces an etecut.able ~e1Ver. 

Figure 21.6 only provide~ a, overview of rpcgen input .and O"J!ptrt. The nC.~1 

dlap1:eT pwvide; additional details on it~ use. The chapter preserus J simple example 
application. and show,> the step~ a programmer tale,; 10 trlInsronn it mto .a distributed 
program. The chapter rlescribe:> the specificalion file !pcge[} takes as input a5 well .as 
tire code I"p<.--gCll produces. 

21.13 Summary 

RPC is n hroad concept that can help progrnmmers de;;ign client-server software, 
A programmer can ;.Ise RPC to help specify (If implement a distributed program. When 
using ONe RPC •. the programmer can choose to follow the spedfkaticn while building 
code from s'-'fatch, to use pmcedures round in the RPe library, or to 'Jse an auwmatic 
program generation tool c"lled rpcgm. 
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FiglIre 21.6 The files required tc build a ellenl and S!!l"'>e:f from !he outp.n: of 

rpcgen. and IDe rompih'lirm s«'ty> reqm:'ed to pr{)(:ess !hem. 
Darkened oo1es slrow !.be input (bat the programmer "'-Wlie,. 

m 

RPC allows a pr-ogrammer to oonstroc1 a coDVenl1onal program and then 10 
mtflsfQl11l it into a distribllled program by mewing some procedures to a remote 
ml\Chine. When doing ;0, the programmer can minimize changes and reduce the chance 
of uUrOOucing errors by adding -"tub procedures to the program. The stub proc~ 
implement the necessary commUllkation. Usinl! Mubs allow" !he origimli: calling and 
caned procedures ro remain unchanged. 

Because most distributed programs lli.ing ONe RPC fellow the same general archi
tecture, rpcgen can generate much of the reqUITed eode aJtomatically. L""I additron to 
creating a specification file, the programmer only need" to supply a paiJ of interlace 
procedures and the procedures associared with (he appliclition. Rpcgen generates ,he 
rest of the client and sen-er ;Xograms. including procedures that register the server with 
the port mapper, provide communication between client afid server, and dispatch incom
inB calls to the correct remote procedure.. 
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FOR FURTHER STUOY 

Ailihtioo.al infunnarion on rpepen can be found in the docurr..entarioo that aL'Com
panes:he softw-are. Stevens. [1990J des-cribes the deLli!> of RPC e:u:eption bandling. 

EXERCISES 

21.1 W:itc down the ~ueru;:e of skI"> " serve.- t!.kes when an RPC CALL message art',WlS. 
Be SJre (() spedfy when data values are coo'v-ened !'rom me eMerna! represefllatioru; u.., 
n~ti"" repre<;e[ltalio[ls. 

21.2 Read abOUl the RPC librar") routine;; in !:he documentation. What are the arguments fo:: 
fUllClloo. !ll"c_sernkepty? Why lS >!ach needed·' 

21.3 ·The RPC library includes routines that allow a serve< I;) register with the port m;q;pe .. 
Read the docu..-renl.atioo 10 find (lUI whal. procedure f»WlP_"mtt OOes. Why I, II nO!Ces
sary? 

21.4 If yoo have acces& 10 the swrce "ode foe RPC library rootines. lind QUI bow many line~ 
of code they occupy. Compare ~Ite liru-ary size to tlte size of the srn:;n;¢ code for tlte 

rpcgen program. Why 15 rpl'gen "" large as it b? 

21.5 RpcgEl1 prOOuces C somce code instead of objoc:: eode-. The documentation that accom
panies tp('geR 'lg~st<; Ihat having SOlllee .:ode allow~ a programma :0 modify the gen
erated code. Wby mijlht a progf"llTJUTler make such modiflCaticns? 

21.6 Rda 10 the prenous questiOIl. What are the dWidvantages of modifying 1f:e rpcgen "Uf· 

put? 

21.7 II is possible to design a re:note procedure call mechanism ttllt <oombine> all procednres 
from a refOOte program ir.to a smgle procedure by using at> additional argumeHt to de
cide wbi .. ll procedure to "ali {e.g. the remote p;rocedm.., cons.i'ls of <I C _·ik·n statement 
lhat !.Ise~ IDe new argumenl to rnak>! a choice armlllg llaemative iu;tiOJ15;' What are the 
due! ",harrtage~ of s~ch tm approach ~n:i»Ied to !he ONe RPC app::uu.cb? ·Whal are 
lhe ctJjef disadvanlagt:!;? 

:U.8 If the r.erver ~ of 11. ONe RPC progfrnl uses sockets, whal are lhe pO.'iMhle methods it 
£aO use 10 implement mutual e.>LClllSio~_ i!.e .• how can it guarantee Ihat ooly G!\e reciOte 
procedure ",-in be "alioo at aoy (ime)~ What are the odmntage, and disadvantages of 
cadi me(hod; Hint: cJns:dtr tllc socket opili!)1ls. 
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Distributed Program 
Generation (Rpcgen 
Example) 

22.1 Introduction 

The previous chapters present the principles underlying the remote procedure call 
model and the O~C RPC mechanism. The)' discuss the remote procedure call coucqJt 
aJld explain hl:Wt., pmgram~ can be divided along procedure call boundaries. Th...J also 
describe hDw the rpcgeIl tool and ass()(;Jated library roctines automate much of 1!Ie code 
generation for pmgoams that lise ONe RPC. 

This chapleT completes the discussion ill fllCgen. It preseIlli the seqttenCe of .. reps 
a programmer takes to !lest create a conventional program and then divide the p-ogram 
inle local and remote components. It uses an example application to follow through 
each step of the process. 11 shows !he outp!ll from rpcgen and !he additional code re
quired to create the dient and server compments of a distributed pa!gl'ant that use~ 
RPC. 



22.2 An Example Jo Illustrate Rpcgen 

An exampJe will clarify how IpCgen woria; ::\;,d will illllstrate mllit -of Ihe eelails. 
Bec.oose me point of Ihe exarr.ple h 10 r:xpiaitl how rpcgen works. we have selected an 
extremely ~imple appJicatiof:, In practice, of course, few RPC prognuru. are a~ trivial or 
easy 10 folklw as our e"xample_ Thlls. one should think of the exa'llpk a~ a mtorial nnd 
nor -quesoon whcthcr the .:lppHcation warranl:;; a distributed ~o!mion. 

22.3 Dictionary look Up 

As an t'MImple Df using rpcgen. coflliider an application that implements a simple 
database. The database offers four bask operatiOi'_~: irwialiZf' to initialize the database 
(ic .• craw all previoosly stored values), insen to :nsert a new iTem. Jeteif' to remove an 
irem, and lookup to search for an I:em. We will <is~ume thai items in the Calab~e aR 

individual words. Thus, lhe d~taba"e will fUllCtion as. a dictionary_ Thi:: appli:;;nioll in
serts a ser of yalld w{)[ds. and then IL<;C<; licc databz.se to check nev,. words 10 sec if cach 
IS in the dil.-tionary. 

To keep the cxample sim;;;e, we will as:illme Ih<lt input to the applic;.nion l~ a text 
file, whcre each line contains iI om~-Iener {Command follow~-d by a wont The lable in 
Figure 22_1 !-iSIS the ::ommamh, and gives the meaning cf each: 

one-letter 
command Argument 

I -none-
i wOld 
d word 
1 worn 
q -none-

Meaning 
Initialize the database by removing all words 
Insert word into Ihe database 
delete word from the dalabase 
look up word in the database 
quit 

FiguT"(! 22.1 Input CQmmands fur :~.e eU_TJlp'-" dalaba"e appiicarion l\Ild then 
meaning,.. Some commands nlllS! be followed by a word !ha: 
can be though! of as ar. argument (e It-e command_ 

For example, the following input contalns. a sequence of dam commands. The 
comr.1and~ initialize the illctiOflary, i;:,en names of computer 'H:ndors, delete _~ome of 
the name~, and 1(J{)\( up three IIlme;;:, 

I 
i ,..". 
i liM 
i J<::A 
i Ih:lore 



Se!;,223 OicuonOf} Loot Up '" 
i Digital 
d "'" d "'''Y 
1 "" d """"" 1 = 
1 """"" q 

When this file of commands is presented as input, l1Ie dictiunary applicatirnl .dmuld find 
IBM in the dictionary, but it shouJrl nol find Encore or CDC 

22.4 Eight Steps To A Distributed Application 

Figure 2L6t shows t.'re inpu: required for Ipq~en and the OlItput files it generdle:,; 
To >:reate the required files and c-ombme them il110 a clIent "'00 server, a progr.ammt:J 
takes !he following eight steps: 

J. Build and test II conve:JtionaJ application that solves the problem. 

2. Divide the program by choosing a set of p."OCedures to move to a TCmote 
machine. Place the seJected procedures in a separate file. 

}" Write an rpcgen specification for die remote program, including name~ lU'..d 
!lumber.; fOT the remote procedures and the declaration:; of their argtlment~. 
Choose a remote program number and a ver::sior'c nun:ber (liSual!y 1). 

4. Run rpcgen to check ihe specification and, if vahd, pente '.he foUl ~our~e cnJt" 
files that will b<: IlSed in the client and server. 

5. Write stub lnterface rou(irres for the diem sid:o lind !<erver SIde. 

6. CompUe and link. together the client program. 11 conl>lsts. of fOOf main f:les:: ttie 
criginal appln:ation program (with the rerllote procedure>. removed), the client· 
side stub (generated by rpcgen), the dienHide interface stub, and the XDR pro. 
cedures (generated by rpcgen). When ail these files have been compiied lU1u 
linked together. lhe r~hif!g executable program Do::omes. the clienL 

7. Compile am:! link together the server program. It cOllsist;; of f\Jur main files: the 
?,"ocetiures taken from the original application that now comprisc. the remote 
pmgram, the ~rver·~ide stub (generated by rpcgcn). the :<>crver-side interface 
sam, and the XDR procedures (generated by qxgen). When all these files. have 
been compiled and linked together, the resuking exeClilable program becomes 
the s.ef'lleT. 

&. Starl the .<;Cn."er on the n:rnote machine, and then im'oke the dient on the local 
machine. 

tFlgure 2U can be round QIl page 277. 



• 

The next s.a:~ion~ examine each step in more &. .. tail and use the dictior.ary appLica
tion to lllu~:rate the subtleties. 

22.5 Step 1: Build A Conventional Application Program 

The nEt skp in building a distributw version of the exampLe dictionary applica
tion r¢quires 1he !)rogrnmmer to coo!<troct a c.-,pven:ional program that 5clves the prob
Iem_· File dif.-·u·PP contain, an applK!ltion pmgram for tTh: dictionary problem wntten in 
(ne C lang!.mge. 

f~ c.::..c:t.cpp - main, initw, nextin, i.n.sertw, delet""",._ loo1ruJ;:lor .j 

iI-:""1Cbde <stGlib.h> 

I-L...::lude <stdio.h>

#include <ctype.h>
iti."'K:l·.lde <string-.ll> 

#define ~ 50) j~ maximulr. lengt.':l 0:: a cor.ca..-.d c;.r w:>rd */ 

ide::ine n:::CTsrz IDO / .. max1m.m-. IlUlI'ber of er..tries- in di.ction." J 
char dict ::ClC":'SIZj iMl\X"i;OFJJLEN+l] ; /" storage for Ii. dictionary of words~! 
int n>«Jeds ~ 0, /~ nurIDer of lOOrds 1-1. the dictionary ~! 

int nextin(cbar ~, char .. " initwO. insertw{const cl:liu" '-j; 

int delecew{const char *), loolrupw{=n.st char ~); 

!*-------------------------------------------------~---------------------

" orair. - insert, delete, or lockup words in a dicti.onary as specified 

~------------------------------------------------------------------------
.; 

'.nt 
"",,"inUnt argc, c:.ar arg"'J"{J' 

wordf~+lll ,-space to hold ~r:d from inpu.: line*! 
czrd; • 

while ill { 
wrdlan = nexti:l{&=rl, word); 

if [wrd:en < 0) 

exit :0); 

word(wrdlen) 

switch ;.:zd; ~ 

, \ Q' ; 

'; 



, 
) 

case 'I', l~ "initialize' *' 
init",O; 

V-"intit "Dicticnary ird.tialized to a!lPty. \r..":; 
b..--eak; 

case'i': /~ "in:aert" ~l 

insertw/word) r 
pdntf P'ts ir...serted. \n', word) ; 

oceakj 

case 'd': /* ~delete' */ 

if {d€c.etew-(word) 

pt:i.ntf{~tls deleted.\n" ,wcrd}; 

else 
ptCL'lt£( "%s net four.rl. \."1", word) : 

break; 

case '1': /* 'locku;>' "j 

if (look"..>pW{woni) i 
printf{",!;:; was found. \...," ,word); 

else 
prL'ltfj"%,s ....as not found. \n" ,woro}; 

break; 

case 'g" f* quit ,,/ 

print! \ "?Logri!lll quits. \n") ; 
exit(!)) ; 

defa.;.:.l.t, /. illegal input ·1 

} 

printf("crnmar.d %c imralid.\n.", am); 

b.reak; 

2:B 

1*------------------------------------------------------------------------
• next.in - read a coamand and (possibly) a word fran che next input line 

*------------------------------------------------------------------------
"; 

int 
nextL"lichar "cmd, ch<\r *'i'<'W'9-J 
( 

int L ch; 

ch = getCjstdir.}; 
while (isspace(ch\) 

ch = getclstdin); 

if (ch "'= EO?) 

returr. -1, 



"" 

) 

-uOO = khar} ¢h; 

ch = getc{stdin); 

while Hsspace (.ch) } 
eh = getc{stdin}; 

if (ch =~ EOF: 
return -1; 

if (en == '\n') 
return 0; 

i = 0; 

whi~e {;isspace(ch)) { 

) 

if I++i > ~) { 

printf("error, word 'too long. \c·'; 

exit{l); 

*wcrd++ = chi 
ch = getc{stdin); 

return i; 

CMp.21 

I~------------------------------------------------------------------------
., ir.it"" - ini'::ialize ;:;he dictiOl'.ary- to contai.'l roO words I>t aU 

*------------------------------------------------------------------------
'/ 

int 
initw;J 
{ 

) 

nwords = 0, 

return 1; 

/*------------------------------------------------------------------------
'" insertw - insert a word in the dicl:ionary 

*------------------------------------------------------------------------
'I 

int 
insertw(cor.st char "word) 

{ 

) 

strcpy"(dict{nwords], word); 

nwords++; 

return nwcr:is; 
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j~------------------------------------------------------------------------
~ deletew - delete a v:)Z"d frau. the dic:ti.o:nary 
0 ______ -----------------------------------------------__________________ _ 

'/ 
inC 
deletew{const char *Word) 

{ 

) 

int i; 

for Ii='.) ; ic:nwords ; i+-+) 

if (strcrnp"(woro, dicta}) = 0) { 

I~Ids--; 

} 

retuzn 0; 

stn:py{dict{il, dict[~J); 

ret= 1; 

f*---------------------------------------------------- --------------------
• lookupw - look up a word in the dictiODarf 

~------------------------------------------------------------------------
'( 

"" looJrupw{canst char *>lord] 

{ 

) 

int i; 

for (i~O ; i<nwOrds ; i+~) 

if (strrnp(word, dict[ij) = :J) 

return 1; 
return 0; 

To keep the ilpplicatim: simple and easy to llru;len;.tJmd, Ihe conventional program 
in file diet.cpp lIses a tWQ-Qinwnsion&1 array to store WQft'ls. A glQbaI variable, nword.l', 

counts the -number ill wrn-d<; in the dkrl;:maty at any time. The main program contains a 
IOIJP that read." and proces"es one line of input on each iteration. It calls procedure nex
till to read a command (and possibly a word) from the 1\e.llt ;nput line. and !hen uses a C 
switch statement to select one of si:l:; possible case~. The case;; COJTeSpond to the five 
valid commands pill" a default case tha~ handles illegal input_ 

Each case m the main progr-ilm cails a procedure 10 handle the details. For exam
pie, lhe case that corresponds ro an insertion CQIIlmand. i, calls procedure j"sertw. Pr0-
cedure inse-r{W inserts a new word at the end of me alTa)' and increments nwords. 

------



The OWei" procedure5 operate 015 expected. Procedure dderew searches for the 
word K' be deleted. If it finds !he word, tkfetew replaces jt with the last word in the 

didlOtlary and decrements nwords, Finally. lookup.,·, searches the array s::quentially !o 
delennme if tlre specified wmd is pre>.enl. It returns 1 if the w<ml is "resell! in !he dic
ti(lnary and OotheNise. 

To procuce an ex.tcutahle binary for the application. the programmer compiles the 
C rode FOI example, to produce an exet.:utabk bin&/)' file for the die! program. lhe 
pwgrammer must compile the SO"Jrce program found in file dict,cpp 

22.6 Step 2: Divide The Program Into Two Parts 

Once a CQflventional appli£atlon has been blJilt ami ~ted. it can be partitioned into 
local lrod remOle components. Programmers muSI have a conceptual model of a 
piOgrnm's procedure call graph before they can pmtition the program. For example. 
Figure 22,2 ~how~ tile procedural organization of !he original dictiollary application, 

, , 
I 
1 I 

I main I 

nextln lookUpw ~ 

I .... - I I ...... w J 

Figun: 22.2 The procedure cal! graph fOf tbe OJ"igmal. cOll'ientioH<!.i prog ... ", 

lllaJ: ~ol~-e~ tbe dieli{lrutr)" problem. A. call graph repre~m:. <\ 

vogr~m's procedural Ofganization. 

When considering which procedures can be moved \0 it remote madtine. the pro
grammer must >:"01Io.Wer the facilities thai: each procedure needs. For example. pro
cedure neMin reads and par!ieS the next input linc each time it is called, Becau~ it 
needs acce~ to the program's standard input file, llextm muSl: be kept with the main 
program. To summarize: 

Procem.res thut pufo(rn //0 or iJfherwi.5e ucces.1 file descriptors (.Of/-

1101 be muve~i fO a remote machine easily_ 



The programmer must a:so ronsider the location of data !hat each procedure 
accesses. For e)';ampie.. procedure lookupw needs !O access the entire database of words. 
If lookupw execu!eS on a mochine ether than the machine where rile dktionary regdes, 
the RPC call to lookupw must ~ the entire dictionary as an argument. 

Passing huge dara slIUctures as arguments to remote procedures is extremely ineffi
clem: becaI.lse the RPC mechanism must read and encode me entire tb.ta structure for 
-each remote procedure call. In general: 

Proceduffs SMuM execute OR tlie same machine as :he data they ac
cess. P=sing large data strucwres = arguments ro remote pro
adurcs. is i1:ejJicJem. 

After considerin,g the original dictionary program and the dala each procedure 
acceSies., it should be obvious that procedures imeFfw, deletew, initw, and laolwpw be
long 1m the same machine as the dictionary inelf. 

Assume thal the programmer dectdes to move !he dictionary storage and associated 
?nJCedureoo to a remote machine. To help understand the conS"'...quences of mo"ing some 
?mctl1ures to a remote machine, pmgramlJlUS usually create R mental image, or even a 
~ke:!t;:h. of the ;:lj~tributed program and data structures. Figure 22.3 ilI~lmles the new 
stroctme of the dictionary application with !he data and occess pmcedures mm'ed to a 
remote machine. 

client <m =mpuler J 
calls 10 

,.mote procedures 

I ...... ---------------~ Inltw I I .... -- - --- - --- -- --1 Inunw I ot"""'_ ..-
-I I 

.... - dlctionart 

"1 ,- I 
(shllred) I 

Fipre Zl.3 Tile CQru;qKlI.al djv~ioo of the dictionary program into local and 
remote .::ornpooeots.. The rrmote component contains Ibe dalR 
for till: dicti!JIlllfY and the procedl.lreS 1hal an:e-'s and reanh it. 

A simple drawing hire the one in Figure 12.3 can help .a programmer think il.bout 

the divi~ of a program into loca[ and remote componentl<. "The programme!" must 
consider whether each procedure h~ access. to the data and services it needs, and must 
consider the .arguments that each fe'11Ote procedure will require along with the COM of 
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p~sing that infofC)3tion acros:<. a network. Fmally, the diagram help:'> the programmer 
assess trow nelwork delays will affect progT-l!ffi performance. 

As~ming the programmer chooses a conceptual divisi<m ami del;:ides to proce.ed, 
rne next step is t{} divide me source program imo two components. The programmer 
identifies the constalltS and data structures used by each component, and places eacb 
component in a separate file. In Ihe dictionary example, the division is suaightforward 
because the original source file Cim be divided between procedme ne~till and procedure 
ini: .. ;. file dktl.cpp CO!ltains the main pwgram and procedure nexlill: 

fOe dictLcpp - nain, =in ., 
4ir.clude <l;1t;:dlih.h> 

JiP..clude <stdio.h> 
.include <ctYioe.h> 

;ldefine~ 50 /* maxirrnJrn l-enqth of a cormand or word .. ! 

int nexc.in(c..'1ar ", char *), initW'{void), ir.sertwlcl1ar *}; 

deletEMtchar *), lcoJrup.l(char *]; 

! *------ -- --- -- ---- --------- -- - -- ------ - -- - ---- --- - ---- -- -- --------------
* main - ir.sert, delete. or loolmp l«>rds In a <£c!:ionary as specified 
• 

" 
int 
mai.o:!int argC. -char "argv[J; 

{ 

-.:orC.~"':"l; j*space t.c hold word from input line"; 
=rl, 
wrdlen; /" lef'.gtil of ir.pu':c word 

whi~e (1) ( 

__ <lien '" nex!:i.ni&crod, word); 

if {wrdlr;<r. < ry) 

axit(C) : 

switc.~ (cm1) { 

case '1', ;* "ini tializ,e" ~ I 

ir.itwil ; 
printf('Dic~ionary initia~i2ed to empty.\n'); 
break; 

case'i', /* "insert" Oct 
insertw{word) ; 

printf ("t.s- inserted. \:!.w .worC) ; 

brook, 

'/ 
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) 

) 

case 'd': / .. "delete" ~/ 
if ideletew!'lIIOrd)) 

printf \"%8 del.eeed. ,n" ,word}; ."'. 
break, 

case '1', ,"" "lookup" .. / 

if tloolrupw(w:n;d)) 

printfj-*s was found. \n",\tiVtd), 

.lse 
printf("*B was not found. \."l" ,word); 

breakl 

case 'q" 1* quit .. ! 

default' 

) 

printf ("p::ogzam quits. \n"') ; 
exit (OJ: 

printf!~CQmI&'ld *0 invalid. \nO: .cmdj; 

bzeak; 

f~------------------------------------------------------------.---.-------
• nettin - ~ a c,01lilia ... d and (possibly) a -woro frem the- next input line 

"------------------------------------------------------------------------
>( 

L-.t 
neKtin(char wand. char *word) , 

int: i, chI 

ch '" getc(stdin); 
w.ile {iSBp".ce{ch)) 

ch '" g<:!tC (stdinl ; 
if (ch = roF) 

zet1.lr.l -1; 

*~ = {char} cr.; 
ch = getc!atdin); 
while {isspaa!(<.:h)} 

en "" qetc(stdin}; 

l.f (ch == IOCIF) 

zeturn -1; 

,--f (ch '"'= '\n') 

zetuzn 0; 



l 

i = 0; 
\>Ihllg (!isspa~{<;b)} t 

) 

if (+-<-i > ~UN) ( 

) 

pTintfi"e=or, word too long. \nP
); 

erit{i). 

.... oIOrd+ .. '" ch: 

ch "'- ge.t<::{stdin): 

return i; 

File dic12.cpp co:ltains the procedures. fro:n the origin-al application Ihal will become 
part of the remote program. In addition. it ;,:ontl'-ins declarations for the global data lhat 
\he procedures will shae. At thh point, the me doe!, not contain a ;,:omprete program -
the remaining code will be .. dded later. 

linclude <sl:ring.r.> 

tdefine ~ 50 f* maxinuJm length of a CQIINIrd or word • f 
4define mCTS::Z 100 f'" rraximJm number of eru:ries in dktion. "'I 
char dict[DICTSJ:Zl~:ll~I" atorage fOIr a di<;tionary of words"'l 
in:; m.crds : 0: /* :rvIriloer of 'fIOrds :!.n tlte dietioruuy ., I 

I*--------------------------------------~---------------------------------
'" initw - initialize the dictionary to con~ no IoI1OZ"ds at all 

*------------------------------------------------------------------------
"; 

int. 
inibfil 
( 

) 

nwocds '" 0; 
retYIn .. ; 

1*------------------------------------------------------------------------
" insertw - irurert a word in the- dictiooary 

~------------------------------------------------------------------------

"' int 
insertwlchar ~} 



{ 

, 
strcpy{dict £n;...ordsr. wordt; 
1J!iiOl:Cda ..... ; 
retu..."Tl ~; 

1*------------------------------------------------------------------------
• dElletaw' - delete a word fran the dictionary 

*------------------------------------------------------------------------
" 

in, 
delet.ew{cl=c *wo:rd) 

{ 

) 

int i; 

for ii=O ; :'<TlWOt'ds ; i ... .o-) 

if {strcmp{~, diet!il] =~ O} { 
tNOrds---; 

.st.rcpy{dict[iJ, dict[PlWOrdsl); 

l:etUIn 1; 

/*------------------------------------------------------------------------
" look.;p;r - look up a word in the dictionary 

*------------------------------------------------------------------------
"/ 

inl: 
loo1rupw (C:-:.ar 

{ 

int 

."""'" 
i· . 

for !:.~ ; i<nWOrds ; i++) 

if ;st.rctllP(word, dict[il J == 0) 
return 1; 

return D; 

Note that the defirntlOll of symbolic constant MAXWORD appellf"S ill bolh com
pur.ellts because they both dedare variabl~ used to ~ore words. Only file dict2.cpp 
contains me declaratiom for data ~tructurcs used to stwe the dictionary. however, be
cau;:c O£lly the renl(lte program win include the dictionary dma structures. 



From a practical point of view, separating the lIpplication into twO files make5 it 
po5,',ible: to compile the client and server pieces separately. The compiler checl.:;; for 
problems like symbolk ronstants: referenced by bvdJ parts, and the linker checks to see 
lhal aU data struclUre:s have been collected (ogether >l<ith me procedures that referern;:c 
tmm. 

Although II comp;\er a;Jpears to tCad a source program and produce an exe<:utable 
binary progrz.m in II slngle step, moot compilers have at least tWQ dil:'tinct internal steps. 
In the first s:tep, the computer checks. the b),ntax and pnxluces. intermediate Objecl files 
(ie .. files with the lSuffix .ooj). In the second srep, the compiler invokes a /image edi
wrl to combine object files into an e=table binary. At this step., II programmer usu
allr requests the compiler 10 prodoce object files (oot comple~ programs) fOf the \WI) 

components. The components trust be linked together 10 produce an execuwb!e pro
gram, btlt that is not the immediate reason to compile them; the compiler dWcl.s that 

both files are syntxticaUy CVTI"eCt 
When thinking about th.e utllity (If having II compiler cl!eck the code, remember 

that most distribult'd prognlms are m:JCh more Ct,}mpJe~ lhan our trivial example. A 
compilation may find problems in a large program that escape the programmer's atten
tion. Catclting such problems before additional code has been in;;c!rted makes them 
easier Ie repair. 

22.7 Step 3: Create An Rpcgen Specification 

Once the programmer select!> a s.tmcture for Ihe WS.tribIlted jlwgram, he Of .she can 
prepare an rpcgen speciftcation. in esrem:e, an rpcgeu spedficatioo file comail'.5 a oe-
darntion I}f a remote progran:.. induding the data ~tn.H;tures. it use:;.. 

TIle ~pecificaUon file emmins COIl&an{S, type definitions, and -dtdaratimts for the 
dient and server programs. More precisely, !he specificatioo file contains: 

• dedaIllooos for constants used in the client or, more often, in the server (remo(C 
program), 

• declarations of data types used (espedally in argumeJUS ,0 remok procedures}. 
Md 

• declarations of remote programs. the procedures contained in each program, and 
the types Qf!heir parameter,. 

Ra:ail that RPC uses. numbers to identify remote program~ and the remo;e pro
~res wi.thin them. The program deciaral}oo in a ~peeirJCation file defines such de-
tails as a pro.!!rnm's RPC number, its 'tersion number, a.'1d the numbers assigned \(} each 
procedure within the program. 

An specifications mu~ be given in the RPC programmil!g language, net C. While 
the differences are miOOI, they can be frustrating. for elUlmpl.e, RPC Imguage uses \he 
keyword siring to denote null-terminated character strir.gs, while C uses cha,. *, Eve:!. 
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<!);perien~ programmers mayirequire mul!iple jterntions. to produce lI. correct specifica
tion. 

Fde rthel.X illusuales an rpcgen specification. II cOlitains ~J[ample declarotiOfls for 
the RPC version "f the dictionary program. 

1* o..:..e~.x */ 

r RPC' declarations for dictionary program ~ 1 

""""'" DICTSIZ 

50; 

:"00; 

; .. maxi-a length 0:1' a coomand or word */ 

/w number of entries in dicticna:ry ""/ 

,=, """"":. ( ;- unus1!d structure dec1.ared here '0 '/ 

in< exfield1; /' illustrate how rpcgen builds XDR '/ 
obar exfield2; /- routines to convert structures. '/ 

) , 

/*------------------------------------------------------------------------
" RD:cTPRCG - :remote program tha~ provides insert, delet:e. and lookt;p 

*------------------------------------------------------------------------
'/ 

program RDIC'I'PR(X1 { j' name C1f rE!OOte program. loot used) 

version RDt""""" /' dec1a.ratim'll of version {see bel<m) 

in, ::N!TWfvoid) 1;/· first procedl.lre in this .PX'OSIr'aIIl 

int illSEkIW{string; 2;1" second ptocedure in this program 
in, Dm..E'l'Dl(str::ing; = 3;1* third procedure in this progr<nt1 

in, LOf.llroFW (s~ingl = 4;/· focrth proceCrure in this prOgram 
) = 1, /' defin:.tion of the prOgram version 

I = OlUOO90949 ; /' remote program number (~, bo 

/' unique) 

An rpcgen .pecification file does no4 (:ontain entries for all dedarations fuund in 
die original program. Instead. it only defines those comtants and lypes sh<ued acwss 
!:be <:lient aJIId server or- needed to specify arguments. 
~ exampk speciftcation file begins by defining constants MilWORD and 

DlCTSlZE. In the original application. both were der~ 10 be symbolic comtant~ us
ing a C preproc:esso£ definE statement. RPC laDguag~ does IWt use C symbofk cunstant 
declarations. Instead it requires symbolic constants (0 be declared with the CDnst key
VIU£"d and assigned a va.lue using the equal symbol (=:}. 

" 
'/ 

" 
" 
" 
" 
" 
'I 

" 
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Following KUggesled (onventio!\\;, d'.e ~pt;ciflcation file UM$ upper case name!> to 
define pnxedures and pro.e;rams. As we will see later, t-.... ;:: names becollJ<!o !>yrobolic con
stants that can be used lit C prograrr5. U5ing tlppet" ClL'<e is oot ab~ohuely required, bUl 
it helps avoid name conflkts. 

22.8 Step 4: Run Rpcgen 

Afler the sp-,",--ificatioll has beer; completed, the programmer rWlS rpq~en to check: 
f(II syntax ~JTOr.; and generate fourt files of rode a; Figure 2L6 shows+, 00 most Win
d(.ws systems, the command syntax is: 

~. rmct.x 

Rpcgen u= the name of me input rIle when generating the names of tbe four ou!put 
files. For example, :,ecause the input fde began ",im ,-diet, me output files will be 
came.:!: rdict.h, rdfccclnt.rpp, rdicl_,IVC.CNJ, and rdiCCxdr.cpp. 

22.9 The .h File Produced By Rpcgen 

Figure 22.4 shows the conlents of fik rdia.h. which contains \!alid C deciarrulo[!s 
fur any constant,; and dola types declared in the specifiClition file. In adtlition, rp;;gen 
adds definitiom. foc the remote procedures. In the example code. rpcgcn defines upper 
cao,e INSER1W to be 2 becaul>e tile ~peClficalion dec:ared pf()ccdure iNSERTW to be the 
second procedure in the remote program. 

The C~lemal. proceUUI"tO dcc~arati()ns in rdict.h require an c:!planalion. The declared 
pnJoeeures comprise the interface pmtion of the sen;er-!>ide stub, Pwcedu-c names 
h3.ve been generated l:J.y taking the declared procedure nllmC'i, mapping them to ;'Y,;,er 
case. and appending an undersrore followed by the pmgrnm 'l'crsicn number. For ex.
a;ll.pk. the sample spccifi>:tlion :lle JecLa.res that the reffiOle program contains procedure 
f)ELl<.TEW, so dkt.h contains an extf'nI declaration fur procedure dAetew_1. To uoder
stand why rpcgen declares these interface fOllltm:s, recaJ.i the Pwpoie of the imenace 
i)Jr-.lon of me st\ih: it :lI}D .... ~ rpcgen t:J choose its 0"'11 calling convcntions, whJle alln,>\<
mg the orig!oal called procedure 10 remain unch!lliged. 

t\, an example ui inlertace STub nami:tg. c(}n'lldcr procedure ;r;serlw. The origtual 
pmcoollre will become- part of the !>CIVer and will r=in uncl1anged. Tim'i. tlJe ~rve:r 
will have a procedure named inserrw that has the sane acgumellts as in the original ap
plication. To avoid a naming conflict, the ~erver m"s\ ll!.'e a different D.IDle for the in
terface stuh procedure Rpcgeu MTange~ for the ;.erver-hlde lOUmmul1icatiou stub 10 cal: 
an interface stub procedure named inserw_l. Tne call uses rpcgen', dlOlce of argu· 
ments. and .. 110""" the progrdmmer to dc!':!gn illsenw _I ""0 that It calls illserru' us-lug the 
correct arguments. 

"If ~ pfIl'"'''iGr ""'I"~ flo W::>dhl be ~IDfty. ']'Cgm will ",l! "'.,,"'" .:_ Theref"",_ ><>me ~I"'alion.l'ro· 
<leo" !-",...~ tha" f,,,,, r.k __ _ 

~FiF.e 2\ Ii COlI be fuurnl "" p1>g~:n 



lde£ine~ 50 
+defir.e D:r:::TSJ:Z 100 

,str.tct exMPl-e { 

) , 
int exfieldl; 
char exfielliZ) 

typedef str=t ex<lq;>1e e:xar.p::'e; 

bool_t xdr_exaIlPleO; 

I!defil:e RDIC'I'PIlOO (!u_long}Cx3009C-949} 

+defiLe P.DICTVERS i !u......1ong}1} 

4-if&f RPC_ClRT 

tdef1ne INI'IW (iu......i.ongll) 
extern i.""lt "'initw_llvoid ., CLlllfI' k); 

.def:ine INSERIW {(uJong)2) 

extern L""lt "'insertwJ {char *"'. cr..rmn' *); 

fdefine DEt.ETEItf ({\Llong))) 

extenl in'\: "'deleteorJ {char .... , C!.:rmrr *j J 

tdef:ine 1£(lKOfW (lUang)4) 

extern in'\: *loolrup\oLl {char ** CLnNl' *): 

lencllf 

fifdef RPeJ>VC 
ldefine ThL'lW «(ujonqil) 

extern int *iniOoLliv=d", st.ruct SVC_reo:;[ 0); 

*define INSERlW <: C\Llango)2) 

extern int "insertwJ{void "'. struct """-""'I ") ; 

ldefine- DELETD1 {(uJO!lIl)3) 

extern int "deleteoL! {void *, "rue' ~"CJ<'q *J : 
tdefine LOOKt.'iW {(Q...long)4) 

extern int "l~:(V'Oid", .truc, =Jeq *} ; 

iondi' 

295 
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22.10 The XDR Conve<sion File Produced By Rpcgen 

Rpcgen prod~ a file thaI cOlllains- calls to routines that perfonn XDR collver
sions for al; data type; declared in the remote program. Rx example. rik niicCxdr.cpp 
CimtaillS calls to conversion routiBeS for the data types declared in the dictionary pro
g~. 

4include <rpC/t:pC.11> 

_include "rdict.h" 

booU 
xdr_example(xtR *xdrs, exanple "objp) 

( 

) 

H (!xdr_int (><drs, &objp->exEeld!)) ( 

re'"..urn (FALSE); 

) 

if (!>dr_clJar {mrs, &ob:l~->mUield2l j { 

rE!c.urn {F7USE); 

) 

ret.un:: (TRUE); 

~ 22.S File rdic,-"ufrcpp - an eumple fije of XDR COflVerliro., routines 
It.ao: rpcgen produces. 

In OUT e>iampk, the only type dedaralion tIta1 appear> in me s~iflcation file has 
the name example. ft defines a structure lhat has <me imeger field and one cimra..-'"fer 
field. File rdicczd,..cpp IXHltains the code needed to -con~ a stnocture of type exam
pie between the native dala representation and the elttemal data representation. The 
code. which has been genemted automatically by rpcgen, calI~ routines from the XDR 
library for each field of the structure. Once a declaration has been given, the declared 
type call be :Ised for arguments to remote procedures. if one of the remote procedures 
did use an emmple structme as an argument, q:>egt:l\ woold genernte cOik in both \be 
client aoo server ro call procedure xdrj!:u/mpk to convert the represCflfation. 
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22.11 The Client Code Produced By Rpcgen 

For the example dictionary apphcation, rpcgen pr;xiuce~ file rdicC,;'I.'1f.cpp, a 
source program that will become the client-side ttrnmunicarioo stub in the dislrib:lIed 
versior: of the p;ograrn. 

'include <string.w
iinclude <rpe/rpc.h> 

idefine lUC_CIN'!' 

finclude ~~ct_h* 

r Default tiJlleo".lt can be changed usL",. clm_=trolO WI 

static st!'.lCt tirneva1 'I'IMEXUl' = ( 2'>. :) l; 

in< • 
initw_l (veid .argp, CLIENT ·clnt' 

( 

) 

illt * 

static int res; 

mesrset(ic.'oar "J "res. 0, si.::eof (reg)); 

if (clnt_call(clr.t. INI'IW. lxdrl"roc_tlxdr_void, (caddr_t)argp. 
{xd--proc_tlxdr_int, (caddr_t}&res, ~~JT) != RPC-PUQCESS) { 

return !1iJ.:LI .. ); 
} 

return (&res}; 

insertw~ (char *w<>rgp, CLIBP,"T *clIlt' 

( 

static int res; 

~t{ !ct-~ ")~e,., (), ',>izoof ir!i'$) 1; 
if {clnt_=llicL'lt. INSERTW, {xdJ;pI:oc_t)xm-_wrapstrir.g, {caddr_t)argp, 

(Jo:drproc_tlxDr_ir.t, icadd:ct) "res, TIMECVl') ! ~ RPC_5U::CPSSJ [ 
return (NULL); 

) 

return ir.:res.i; 



Let ~ 

delete.cl(char .... argp" CI.rENl' "'cine; , 

) 

int * 

static ir,t; filS) 

mernaet{(char"')&res, 0, s:'2eof(res}); 

if {cln~ca.ll i clnt, DELETEW, (xdJ:proc_ti xd!-_wrepstring, (caddr_ t) argp, 
:xdrJa"oc_t):clr~t, ,caddr_tJ&res, TIJt.EO{1l') != RPC_SUCCESS) { 

return (NULL); 

rettL"TI (&res!; 

loolrupw--.:l icl>~ ""*argp. CLIENT "'c",-m:.) 

( 

) 

static int res: 

mernset{{char ·)&res, 0, sizeof(res)); 
if (c1nt_call {clnt., J)()I{U"". (xdrproc_t.)xW:_wrapstring, (caddr_t)argp, 

(xdz:proc_t I xm-_int , (caddl:'_t}&res, nMiIDUT) != RPC_SUCCFSS) { 

return Imn.LJ; 
) 

return (f.resJ; 

'Figure 22.6 File rdic!J/nl.cp.r; - an eumple cf tile ellen! stub t~ rpcgen 
produ~"'~-

The file <.:ontain.<; a cummllnication !..tub procedure for each of the procedure.s in ;he l1.'

mote program. As with the server, lU!.f2es have i:l.-->en chosen;o avoid COJIflicts, 

22.12 The Server Code Produced By Rpcgen 

Far the dictionary example, rpcger. produces a fourth file. Tdifl_n'<-cpp. thaI CI)J1~ 
tains the code neetled fur a server. The fiit: CO:'l'tdlm ;:. main program .hat e;o;ecutes 
when the ;;e~ hegins_ it obtains UDP and Tep prot=oi pam •. registers tlle RPC pro
gram with the port mapper, WJd then wail" to receivc RPC c.tI(s. It d:hpall;hes each can 
ID the appropriate server-side stub Interface romine. Wher. :he called pl"<)cedurc 
responds the !.Crver creates an RPC reply and sends it back to the client, 
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.inc~~ <stdlib.h> 
#include <string.h> 
"include <stdio.h:> 

1inclt:.de <rpcJzpc.h> 
tir.chlde <rp<:/pMp_clnt. b> 

tdefir.e RPC....JNC 
finclude ·r~ct.h· 

idefir..e WSIlERS ~!2, 0\ 

main{j 

SVCX?RT ~ transp; 

WSA:!ATA wsdata.; 

:f (WSAStartup{WSVERS. &wsdatal < 0) ( 

fprint! (etderr. °WSAStartup fai1.ed. \nO); 

exit!1i; 

:void)pna~umset(RDIc:'PRCG, RDIC'I'VERS}; 

tra ... ·15p '" svcudl:L.cr-eate(Rl""'-...J.NYlIDCKl; 
!f (transp = MJLL} { 

(void) fprint.f (stden", ~:;anr.ot create udp se.."Vioe. \nO); 

exit (1); 

!f (lsvcu:egister ltrar,gp, RDICI'PROO, RDICTI."ERS, rdictp:n:>!;Ll, IPPRaro_UDP)) { 

(void)fpr~ntf(s~derr, 

} 

"'.L.-.a.ble to register iR:lIC'I'PROO, RDIC'I"JERS, >.:dp). \n"); 

exit(1) ; 

transp'" svctcp_create(RPC...J\NYSOCK, C, OJ; 

if (transp == h"t,~) { 

) 

(voidlfpri..""1.tf (stderr, 'carill.ot create tcp ser"ice. \n"}; 
e>ct(l); 



) 
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if (!svcJ"egis'=.er(transp, ROICTPROG, RDIC'TVERS. rdic':cprOlLl. ~PPROro 'l'cP) 

(voidl {printf is~dErr, 

exit (1); 

) 

svc-=!) ; 

Munab:'e to register !RDICTPROG, RDICl'VERS, tcpl. \."1.'); 

(void)fprintf(s>;&=, .sv:::~ returned\r."}; 

exitUI; 

static void 

rdictpros....l1struc>; svc_req *rqstp, SVC'XPR'T '*transp) 
{ 

union { 
char *inser-twJ_arg; 
char ·delae"c13lrg; 

char "::"oolrupwJ_arq; 

arqt:ment; 

char 'result; 
:<drproc_t xdr_argJ.Dent. xdrJesul.t; 

char *{*loca:': {void "', struct svcJeq *j; 

am tch (rqstp-;..rq,.proc:) I 
case NUlLPROC, 

(vcidjsv<::U:'lend.--epl.y(transp. (x::lzproc_t).xdr_void, (char ")NU-"'LL1; 

return; 

case rNITW: 

xdr~t = {xdrproc_t)xdr_=id; 

2tllrJ"esult '" (xdrpcoc_tjxd:r_int; 

local '" (-char .. {*) {void "'. struct svc.-req *i)- initwJ; 

h::"eak; 

case mSERlW: 

Jdr_~t = ixdrproc_t)Jfdr_w£apst"dr..q; 
odr~SI..ll.t '" t:AdIptoc.....r;)xdrJnt; 
local'" {char ,*(*) (void ", st:ruct SVC_rE!q *)} insertwJ; 
break; 

case DEI.E:M'lII, 

Jdr_argu:rent = {xm:p=-tixdr_wrapstring; 

>dr....reault =: (xdrprocu:)mr_ir.t; 

local = (char *i*Hvoid *, struct SVCJeq *))- deletewJ; 
break, 
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I 

'''' 
case 1.0 II! Ilpti; 

default; 

) 

xdr_~ ~ {xdrproc_~).xdrj!rapstring; 

xdcJesult -= f:.ahp;!oc_tlx:h"_int: 
local = (cllar "(~Hvoid ~, stmct"SVeJeq: -p looklljpl'Cl; 
break; 

s=errJ1Ol)Z"OC itranspi; 
ret·=; 

lDE!IllEIet((cha.r "')&al;gument, 0, sizeof(argumentj}; 

if (lsvc....getargSftransp, xdr~, {.;:addct)&aryumentJ) ( 

svo=err_decode(transp) ; 
return; 

) 

result = (*:'ocal) l&.aJ::;gument, rqatp); 

if' ,\reB\llt ~= NULL && lsvc_sendrep1.YltrClru1P. xdr_result, resu!.tl) { 

svcerr~"Bt-.rritra:r..sp11 

) 

if (!svcJreeargs{transp, .xUr_.n;gument. (c ... <jdr t}~l"i ( 
{voidlfpr~tf(stderr, "'unable to free ~t3\n'); 
erit(l) ; 

) 

Onct: the files have been genemted, they om be compiled and k!.!pt in object fOflIl. 
Three separate compilation steps are needed; each lakes a C source file l!l1d produces a 
corresponding object file. Object me names have '-.obf' in place of the • '.cpp" suffiJl. 
Fot" example, the compiled version of rdiccdnt.cpp will be placed in file rdiccclr.t.obj. 

22.13 Step 5: Write Stub Interface Procedures 

22.13.1 Cllent-Slde Interface Routines 

The filel> that rpcgen product:s do not form. complete programs.. They require 
client-side and :;erver-sjde interface routiJres that the programmer rr.ust write. One inter
face procedure must exist for each remote procedure in the remote program. 



On "!he chent side, the original application program controb procl!1lsing. It calls in
rerf&ee procedures using the same procedure narnrs and argument types as it originally 
use(".. to call those procedures whICh hllYe be\:ome remote in the distributed version. 
Each intt'rface procedure must convert its arguments to the form used by rpcgef1, and 
must dten call the c<Jll'esponding chenl-side communi.":ation procedure. For example, 
bechllse the original program cpnooned a procedure named inserlw that takes a pointer 
to a charnctCl'" ilring as an argume!ll, the dient-side inlerface must contain such a pro
cedure. The interface procedure calls insefiw_J, the client-side communication stub 
generated by rpcgen. 

The chief difference between conventiw.al procedure parometen; and the parame
ters used by the c()ffiffiunlcation !'.tUbs is that the arguments (Of" all procedures produced 
by rpcgen use indirection_ For example, if the original procedure had an i.l1tegcr arga
mem, the corresponding Mgument in the communication stub fur- that procerllJre t:Ulst be 
a pointer to an intcgu. In the dictionary progrn:rn, most procedures m:]lJire a cl:aracter 
strir..g argument. declared in C to be a cllaracter pointer" (char '*). The cum:sponding 
communication SlUM all require that their argument.'i be a pointer to a character pointer 
(chr:r "'''J 

File rdicCci/(PP illustrates how iruerf.ace rootine~ cunvert arguments 10 the form 
expected by the code produced by rpcgen. The file contains one cl.ient-,;hle irterface 
procedure for each of the remOle p:ocedures in the program 

fino-Jude <stdio.Il> 

tdefine RPC_CW'l' 
tin=lude "rdict.h" 

/* Client-side stub interface routines written by prograuner "( 

extern CLImr "handle; 
static int ·ret; 

i" handJ.e for remote procedure • i 
(- bDp storage for ret\llTh code. "/ 

/"------------------------------------------------------------------------
* initw - client interface routine that calls in:.tw_l 

*------------------------------------------------------------------------
"; 
L~ 

init....-O 

( 

ret = initll,,-lIO, l-.andle); 
return ret==D ? 0 , 'ret! 
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1*------------------------------------------------------------------------
.. insertw - cJ.ient interface routine that calls inserboLl 

*------------------------------------------------------------------------
'f 

int 

insertwlcbat "Wordl 

! 

) 

."axg; 

arg = &word; 

ret = inserbeJ. i arq, bandle l ; 
return ret==iJ "( 0 : 'ret; 

I' p::inter to argument '" 

/*------------------------------------------------------------------------
* deletew - client interface routine bha~ ca:ls deletew_~ 

*------------------------------------------------------------------------
,; 

int 
de.letew(char *wordl 

! 

) 

arg =' &owe-rd; 

ret: deletew-_l(arg, handle); 

ret= ret=:l) ? Il , "ret; 

1*------------------------------------------------------------------------
., lookupi.i - clien .. inte:cface routine that ca:ls looJcup\aL::' 

*------------------------------------------------------------------------
'/ 

int 
lookupwlchar *word) 

( 

char ,.targ; /* po~ter to argunent */ 

ar9 = .. ....,-,rd.; 

ret = lcokup\oLl(a..""g, handle); 
return ret==l) "('0 , ~ret; 
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22.13.2 Server-Side Interlace Routines 

On tile ~erver side. 1he interface routines accept calls from the communication 
stuh~ thal rpcgen produces, and pass <':OIltw-1 to tlk: procedure that implemcn~ the sped
fled :aIL As wlIh the client :!oide, server-side interface ~outinc:s must trauslate from ar
gument types chosen by rpcgelI to the argument types t'hat the called procedures me. In 
moSl case;" the difference lies in an exIT,) mdirec-tion ~ QCgen pa"~s. a poinleJ" to an 00-
ject instead Qf the oojed itself. To eOlIven an argument, ~n interlace procedure only 
need~ to ;apply the C inli'reetion operator (*). File rdicCsif.<-pp i!lustrates the C()flcep:. 

ft crmtajn~ the >erver-side inlerface routines for [he dictionary program. 

'include <rpc/rpc_h> 

tdefir..e hl'C_SVC 
.include "rdict.h" 

1* Senter-side stub inteface ro-.It:'ne6 written by" hand oJ 

static int retcode; 

int initw(vo:';dl, insertw{c:.ar "'), deletew{char *), lookupw(cl-..ar "'); 

/x _______________________________________________________________________ _ 

.. i.~_sert\oLl - server si:'le :';nterb_ce to rem:;te procedure insertw 

*------------------------------------------------------------------------
" 

int ± 

inser;cw_:'.. (void "'01, stn;.ct svc_req "rqstp) 
[ 

retcode = iruoertwl·(char '+)w); 

return &retcodel 

I~--------~----------------------------------------~--___________________ _ 
* initw_l - server side inter!ace to remote procedure initw 

._-----------------------------------------------------------------------
int • 

ir.it"'_l (void ~w, struct svc_reg *"qstp) 

[ 

retcode = inicw() [ 

ret\lI!l &re::code; 
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} 

/*------------------------------------------------------------------------
* delet.elrLl - server.side interface to rem:lte procedure delet.ew 

*----------------_._-----------------------------------------------------
"' L.t ... 

deletew_l.(void "w. atruct svcJeq .rqat:pJ 
( 

) 

retcode = deletew!"(char **hO' 
r-eturn &retcode; 

1*------------------------------------------------------------------------
... look\lpaLl - server side interface to reuo:.e procedure l~ 

~------------------------------------------------------------------------
'j 

me ' 
lCXikupw_l (vcid OW. struct SV<;_re<l *rqStp) 
{ 

) 

retcode = loolo.lpot"{ ... tcharHo)wl; 
z:eturn &retcode; 

22.14 Step 6: CompUe And Link The Client Program 

Once the client IDtmace mutines have been written and placed i!\ a 'SOurce file. 
they can be Cl1J11piled. Foc example, file rdiCCci{cpp contains all lhe d~nt interface 
roulines for the dictioruuy example. The compiler will produce obj&t me ,dicIJi/ ob]. 
To .... omplete the dient, "the programmer needs to add a few details to- tile original main 
program. Becau>iIe the new version uses RPC, it aeeds the C inchHU me for RPC de
elaratiQl1s. It also needs to il'Ciude file rdicr.h because that file -contain>. definititms fur 
COflstanCS used by both the client and server. 

The cliern program also needs to declare and initialize a handle thaI the RPC c-om
ffiUnication routines can use to communicl'lle ",ith the server. Most clients dedare tfle 
handle using L')e" deImed type CliENT, and ini,ialize the handle by calling me RPC Ji
brary routine, clntJreate. File niict.cpp shows an e~arnple 1Jf the. necessary code: 



I" rd!ct.cpp 

tinclude <:q:c!rpc.lv 

Jinclude <stdlih.h:> 

Jinclude <s':dio.U> 
tincl;roe <ctype.h> 

#inc':ude "rdict.h" 
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~(2, 0) 

J. ~. length of a coumaru:i or Io>Ord .. ,' 

"l.ocalhost" -, tde!!':ine RMl'L'HINE 

cr.I~'T *handle; /~ hamlle for naa::>te procedure 0;,' 

int nextir.ichar "', char '). initw:voi:Ll. ::.nsertw'char -); 

int deletew(cnar "'I. loolo.ipl.r,char .); 

I~----------------------'-------------------------------------------------

* roain - insert, delete, Or lookup words in a dictionary as speci::ied 

*------------------------------------------------------------------------
"J 

int 

char 

char 

int 

word[~+lJJ 1*sp<JCe to t-.o:.d 'NOrd :fruI>. input: line·/ -, 
wrdlen; ;* length of ir..put '-"'Oro 

WSADATA-wsdata, 

if (WSAStartup(WSVERS, kwsdata)) { 

fprint:f (stderr. 'WSAStartup fai:;"ed\n~); 

exitUJ; 

/~ set up r:onnection ~r rE'mIX:e procedure call ~I 

:.andle = cL"lt_createC'IMACHIm, RDICTP><OG. RDICI"JERS, "tcp.); 

if lhandle =~ 0) { 

?rintf("Oould not contact remote program.\n"); 

exit (l): 
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, 

whill! !.ll { 

) 

vcdlen '" r.extin ( .. aid, "WOrd); 

if (wrdlen < 0) 

exi::{O) : 

wordlwrrllen; 
switch (c:nd) { 

'\i}'; 

,~, . " . 
initwO; 

I" ~ioitia2.ize· "'I 

print.! ("Dictionary L .... itialized to atpt.y. \nO); 

l=ak, 
case 'i', /' 'irlsert" * / 

insertwiword) ; 
printf(~\s inserted.\n",word): 

break, 

case 'd': 

if (deletew{word)) 

printf! O%s .t.'ieleted. \n" ,word) 1 

el~ 

printf! "%s not found. \n~, word) ; 

br.eak; 

case':'" 
if: {look.:pwfword)) 

printfj"'W was found, \0" ,word): 

else 
prillt:!'(~'s was not. four.d.\n",word): 

h<eak, 

ca.se'q', '"quit''' 
printfC"program quits. \nO); 

exit(O); 

default, '"" il.1egal input "; 

; 

printff"ocomand lc i.. .. walid.\n~, and}: 

break; 

,m 

/*------------------------------------------------------------------------
• nextin - read '" eonxoand. a.'ld (possibly) a word fr<:m l:Ohe next input line 

~------------------------------------------------------------------------
" 

int 
:leXt.in(char "aOO., char "'word) , 

int i, en: 



) 

ch = get.;: (stdin) ; 

while (isspace(cl'.)) 
ct. ~ getclstdin); 

if iGb ,,,. EOF) 

return -1; 

*cmd = (cl'~} chi 

ch ~ getc (stdin) ; 
while (isspace(e1:ll 

ch '" qeccist;din); 
i:t (ch .:= EOF) 

return -1, 

if ich == '\.,'j 
return 0; 

i = 'J; 

while {1 isspace(ch)) 

i:t (++i"'~) { 

i 

printfC"error, word teo long.\D~j; 

exit (:l) ; 

~rd++ = eh; 
ch = getc(stdin); 

return i; 

Chap. n 

Compare roi.'upp with diClrCppT from which it was ~ri\!ed to set: how linie 
code has been added. The sample code use';. symbolk constant RMACHINE to ,pedty 
the domaln m.me of the remore machine. To make testing easy RMACHINE ha~ been 
defined to be focalhosr, wInch means the ;;hent md server will operate on the mmc 
macbine. Of course, once teliting has been completed on a distribl<ted program, the pro
grarn.'1ler wi!! change the definition to spttify the permanent :ocation of the serveI. 

Cll1Ccreare attempts 10 make a cormection to a sp"...cifled remote computer. If the 
connection attempt fails, cl>rc~reali? returns the value NUlL, allowing !he application to 
repo:t an error to the usa. Our sample code exits if c/fIlJrfaU reports an error. In 
practice, a clien! may chao.,!: to II)' repeatedly, or may nwiruain a list of machines and 
tI)' each Df them. 

Like other C source files. rdkupp can be compiled to produce al1 object program. 
Once the object program for rdicupp ha" been compiled, all fires !hat compn;;;e the 
client can be linked together into an executable program. When invoking the linker, 
one can specify the name of a file into which the resulting CJCe(:utable image should be 
placed_ The choke is arbitrary {i.e., there is no relationship between the name of the 
object files that are Hnke<:! and the name of the resulting e:\ecutable}. We chose the 
Hlime rdid_i':tC, but oould have just as easily used another name. 
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22.15 Step 7: Compile And link The Server Program 

The output gellerated by rpcgen includes most pf Ehe .rode needed for a server. 
The programmer !>upplies. twO additional files: the <;erv-er interface routines. (which we 
have .chasen lO place in file rdkc~ifcpp) and the remote procedures themselves. For 
the dictio'lary example. the final version of the remote procedures appears in me 
rdkl_up.cpp. The .;;ode for the procedures has been derived from the code ill the origi
IT,d <r,1Plicllrion. 

finclude <r:pe/rpc_h> 

.include ~rdict.h~ 

/- S~!'-side remote proced\.;res and the global data t::'1e'y use *1 

dic~rDrcrsIZ1[~+11;i" storage for a dicti=ry of ~rds"j 
inc m.o:>rds " i); r m:mher of 'lorords in Ute &'ctionary 

f* - -- - ------ --- --- ----- - --- -- -- -------- - - - -- - - - - -- ---- ---- - --- ----- - -- -----

* i~itw - initialize the dictionary to cantaL~ ~ words at all 

~------------------------------------------------------------------------
'; 

int 
initwl j 
{ 

} 

nwords " OJ 
:::"etUfl1. 1; 

/*------------------------------------------------------------------------
• insert ... - insert a word. in the <lictionar:y 
.----------~-----------------------------------------------------------

'J 
int 
inse.tw(char "'word) 

( 

} 

3trcpy(dict[~1. word); 

nwords++; 
return nworda; 



/~----------------------~---------------------------------~---~---~--~----

* deletew - delete a 'JOrd from the. dictionary 
*------------------------------------------------------------------------

int 
de:ete'lf!char *word) 

{ 

} 

int i r 

for (i=O ; i<nwords ; i.,..,.) 

i:' (strcr.p('MOrd, dict[i]I == 0) { 
nwords--; 

) 

rebrrTi 0; 

strcpy ;dict [iJ, diet {nwo-ros: ) , 

return 1; 

f~------------------------------------------------------------------------
.. :ioo'''"'.1PW - look l.lp a """rd in !;he dictiQl'la.l:Y 

*------------------------------------------------------~----~---------~~-

int 
lookqT .. !char *wordl 
( 

l-nt i; 

for ii=C ; i<r,words ; i++! 

if !strcmp!wor-d, diet [i]-' 0) 
,,-et=n 1; 

return C; 
) 

OIXC the file c<:mtaining remote pro.;;edllres t:a$ been compllctl. tbe ubjed p:ugra'lli. 
thal -comprise the locrvo!r call be hnked together into an eJiet-utable file. Once agaifL the 
name ;lHigned to the e!(e(:uwbk file i., arbitrury. We cho;;c rdicld.e_.e. 
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22.16 Step 8: Start The Server And Execute The Client 

The first serious test of the entire s)':>l:em occurs when both Ute dient aru:i sener 
components operate togelher on the sane machine. The 5erVer lnU.<;t begin execution 
before the diem auempfs to conlact it. Othernise. the client will print the mes!>age: 

Could Iwr Contllct renwte program_ 

and halt. Orn:e the sener has been ,tarted, the cli('rlt can be run. 

22.17 Summary 

Constmuing a distributed program using rpcgen consists of eight ,teps. The pm
grarnmer begill~ with a convcn.OOml applicatlon program w sohe the problem, decide" 
how to panjtion the program into c:)mponent~ that execute locally and remotely, divide, 
the application into twQ physical p:uts, creates a specif:cation file that describes me re
mote program, and nms rpcgen to produce needed files. The progqmmer lhen writes 
client-SIde and server--side interface routines and combines them ~ith the code produced 
by IpCge:l. Finally. the prognunrner compiles and !irks the client-side files. and the 
serv~r·side ftles to produce executable clienl and server progmm ... 

Altlmugh rpcgen eliminates moch of the coomg fe<i.uireC for RPC, building a uistn
buted prcgram requires careful th~t. When considffing how (0 parti/km II progmm 
into local and remote compoc.ent.>. the programmer must elUlfllioe the data acce.~5ed by 
cae!: piece to minimize data movement. The programmer must also consider the delay 
that each remote procedure call will inlIoduce as well as \row each piece wilt access 1"0 
facii ities. 

The example dictionary appitCalion in :Ilis dtapter shows hem' mucl1 effon is re
quired 10 tnmsfnnn a trivial application into a di,tribuced program. More complicated 
lIPplications require <;uhstantially mOl"e complex specifications and interface procedures. 
In parucular. l;Jplications tnat pass structured data to remme procedures Of that check 
cliellt authorizations can require suhstantially mor:: code. 

FOR FURTHER STUDY 

Additional illfQlmUli01l {lll rp,'gen can be foond in !he dOCllment:l1ion dUlt an'om
panies The software 
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EXERCISES 

22.1 Modify the e"anl(lIe prosram from Ihis chapter so :he client iMelfare routme keeps a 
clIChe of recently nefereJtCed word!; and searcrn:s the cache befo.e making a remote pro
cedure ~[J_ tww ffiIIclJ additional computational <wa-head does the cache require? Ho'" 
much time does the cache sav~ when an entry can be foune locally? 

2.2.2 Build" distributed applicatiOll that provides access 1<> fik;s on !he remotc_ mactlim:. fn
clude. remote- pr<:>ee<iu"" tbat permit the client 10 read or writE data 10 " ~pec'fied loca
lion in a speafted file 

22.3 Build a d':<IritruleC prOj1ram !hal passes a liru.ed list ru; ;an argumem ro a reroote pro
cedure. Hint use relative poioteT!l iMte::ul of absoluIe IlteJfoOry addre~!.e~_ 

22.4 Try to modify me example dictionary program w the rernole proca'lo..,-es Cdn write error 
n:essagE$ on the client's terminal. Whar probtern.~ did »011 encounter? How did you 
oolve them? 

12.5 Rpcge!1 eouLd haw- been designed so it alltumatical:y a-""ign~ each remere proc!d!!re a 
IInique number. !. 2. and S,) cn. WbaI:;:,re the advantages of having:t\!; pmgrammer lli
~;gll remote procedure numbers manuall), in the £pECification file· instead of assigning 
Item alilomatically '! What are the disadvantages: 

22.6 Wha\ limitat;",,,, dDeS rpcgcn b:iive? Hml: CQ!lSider trying ~o lruikl a \ervN 1h:U i. also a 
client frn- anrn""r """,;ce. 

22.7 Try tmikling and Ie>,ting twv ver5lOllS [If the df$tniJuted di.:(imlmY progrn.-n simultane
ously. Would i! be PO'\.~Ih1" !O test new ,-en;;Qfi.'i- if tbe server side used a well-known .. ~ ~ .,.~, . port numud. ~"+",,allt 

22.8 The "''<fiffiple dictionary program recogni,~ t>iarik, a, ~erarator .cru:.rncrer1 lfi lhe illpLL 

Rc"i~e proceQIHe "".w" !O "now tab~ as well as l:la:-l.b. 

22.9 Is tl p<:><sihle In m"k" :he ~er~r ~Kle uf the dicti=r program o:mcurrenr! Why (lr why 
not? 
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Network File System 
Concepts (NFS) 

23.1 Introduction 

The previous ct-..apters describe remote procedure ~ll. explain the relationship 
betwet':[) RPC a~d client-server interaction, and soow how RPC ::an be: used w create a 
distributed version of an application program. This cl:Japrer and the flell! fOCltS on an 
applicalim; and a prot('!Col !hat i" ;;pe;:ified. d6igned, and irnplemerne6 usi.ng ONe 
RPC This chapter- des....-ibe~ the gern:oU concept of remote file acceM, and reviews the 
concepts underlying the NFS rerr.ote He a...'Cess mechanism. A'though the mechani5m 
<:ar. be used with .a variety of operating syskm..~. mduding Wi~'s, man}' of tbe ideas 
and dewil5- are derived directly {rom tile UNIX system. ConseqUently. this chapter re
views the UNlX file system and the f;emantlcs of file upeTati<ms. It discusses hierarchi
cal directory structures..and palh names. and shows bo ...... a remote fde access mechanism 
implements operations on hierarchies. The nel<t chapter provides additional details 
about the pro:ocoI, and sh(w''S how the NFS and mount protoo;:ol ~peciflCarioos use RPC 
to define remote file Opt!ratioos. 

23.2 Remote File Access Vs. Transfer 

Many early ru:1Wor;; s),s'ems provided fill' troJ1sfer servi=s that permitted users to 
move a copy of a file from one machine to anrnher. More recent network systems pr0-

vide file accellS services that permit an application program to access a file from a re-
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mote machine. A remote file access mechanism keeps one copy of each file, and allows 
iXIe or more applicalioo programs 10 access the copy on demaid, 

i\pplicati<J1lS that use a remole file mechanism to occess a file Cll1l ex~ute 00 the 
machine where the file resides or or. a remote machine. When an appiicati-on accesses a 
file that re~ide~ on !I remote :nachine, the program's <:!pe!"ating system lflvokes chent 
,Oft'>l<lll<! iliat contact!; a sen.'er (ill the remote machine ani perlorms the requested opeca, 
tions on the file. Unlike a file transfer servil:e, the application's systeIn does not re
trieve or store an entire file at ol1<::e. Instead, it requests Iramfers of one small block 0,' 
data at a time. 

To provide- remote access to S«TIe or all of ~he me~ that reside on a cOIJ'..puter, the 
syste-31 manager must arrange for !he compukr to run 3 s-crvcr thrt responds 'to access 
reque"ts. The server checks each requesl to verify that the client is authorized to ·acee£/; 
the specified fi~ perfOffil'l- the ~pecified opermi{)1l, and returns a result to the client. 

aun Miewsystems, Iocorporl>ted defined a remote file acces~ :uedlani~m thai has 
become w:.dely acn~pted througfiou: the eompmer industry. Known as Sun'~ Nenvork 
File Sysrem, or simply NFS, the mecnanism allo ... " Ii computer to run a server that 
make~ some or all of its mes avai1abk fur remote acce~s, and al1{lws applications or; 
other computers to -OCCeS~ Iho~e t:Jes 

23.3 Operations On Remote Files 

~FS provides the ;;ame operations on remote file~ that = expects to use on loel!: 
files. Corceptually, an ~plication can open a remote file to obtain access, read data 
from the file, write data kJ the file. :reek to Ii specified position in the file- I.e.g., to ttIe 
beginning of the file, the end of the file, Of Ii .s;pev---ific location in the file), -lll"o;] c!me ,he 
file when finished using it. 

23.4 FiJe Access Among Heterogeneous Computers 

?roviding remote fi~c access can be ! ·,m;nvuL III addition 1c the basic mechan· 
i5ffis for reading ar.d writing files, a file access seD/ice mlist provide ways to create and 
destroy files, peru.<e d:rectones. authenticate Tequcsts, honor file protections, and 
translate ill.fo:roation among !he repre5entations uM;;d 00 various computers. Because a 
remo:e fill; access SCfVt<X connects two machines, j( must handle differences in the way 
the. ciient and server systems name files, denote path, through directories, .and st!Jof1: in
formation about Illes. More important, the file ac;;e;;~ wftware mUM accomnxxiate 
differences in the semamk inlerprctatlOn of file ope~a'i:ons. 

NFS ~-as designed to .accommodate heterogeneous computer systems. From the 
beginning, the NFS f1mtocoC operalions, and semlllltlc~ were chosen {() allow a nriety 
of ~Y'>lems to interacL Of C(lur;;e, NFS callnot provide all the flk system 5ublktJe:i 
avai!able in all possible oper..uing systems. lmtead, it trie.~ to define f"ue operations that 
acconmodate as many syslem~ as possible Wllho'.!\ becoming inefficient or hope!essly 
compJe:>.. In pra<..'1ice, most of the choices wori. well. 



23.5 Stateless Servers 

The NFS de,ign store, stale infom13:ion at the client site, allowing servers to 
remain stateless. Bec=se the server is sta:eleJss. di5fUplioos in service ".."ill not affect 
diem operation In theory, fm example. a dienl w.!! be able to c{)lltimx: file access 
after a statekss server crashes and reboots; the application program, which runs on lhe 
dient system, can remain unaware of !he >;e'ITer reboot. Furthermon:, becH!!se a state
Ie'>!> server does not need to allocate re:soUfCe" fOl" each client. a suteleM design can 
"CaJe to handle many more clients than a statef!]l de,ig:l. 

The NF5 stateless server design affects both ~he protocol and its implementation. 
Mo;.t irnporunt, a server callnot k~ any ootkln of pos;riOll. whether in a file or direc
tory. We will see how NFS achieves a statele,s design after examining the operations. 
that NFS provides. 

23.6 NFS And UNIX File Semantlcs 

Although NFS was designed to accommodale heterogeneous file .yste!I1S. 1..1e 
UMX fik system strongly inflti.-'"!lCed its o"erali de>.Ign. the lenninoJogy used, and 
many ill Ihe prototol details. The NFS designers adopted UNIX file system $eIlWlOCS 

whcn derming the meaning of individual operations. 11l1..'5. to understand NFS. o:le 

must begin with .he UNIX file syHem. 
Tile next section discus~ lJNIX fiie st;Crage arn::\ BoCre£S. concentrating Of! tile ':00-

cepts aoo delwls that are most pc:rtinem t'J NFS. Later sections shOY." how NFS bor
rowed many ideas from the t/SIX file syslMl directly and adopted other details WRit 
only slight mooificati(lns. To summarize: 

Um.lersranaing Ihe UNIX file s.ys/em is "'5Sentiai to 1l1ul"'TSumding NFS 
becGUJie NFS UM'S thR UNIX Jile sysiem (f!Emir.tXogy and senumtics. 

23.7 Review Of The UNIX File System 

23.7.1 Basic DefInitions 

From the user>s poml of view, UNIX defines a file ill consist of a sequence of 
bytes, In theory, a UNIX fik can grow amitraril)" large; in prnctice, a file is limited by 
Ihe space available on the physical storage device. Ur-;:1X files can grow dynamically. 
The file system iloes not require predeclaration of the expected size or preallocatinn of 
space, In~'e<ld, a file gr.ows automatically to accOOlmOOa1e whatever darn. an application 
wriles into it. 

Coocepl:ll1Illy, UNIX llUW.b.;-r:i the byres. in a file starting at zero. At any time, tbe 
s~e <Jf a file is <.Ieiined 10 be the Humber (If bytes in it T~ liNrX file ~:i'stem permits 



'" 
ranoom :acce~!. 10 any file, clsing the byte numben; 3, a reference. It allcm.-s at'. appiica
tioo to move ID any byte position in a file and Ii:! aca:l\~ dlll:a at that positkm. 

23.7.2 A Byte Sequence Without Record Boundaries 

Each UNIX file is a sequence of byte~; Ihe system doe~ not pnwlue any udditional 
structure for a fiJc beyond the dahl judf. in panicnIar-, UNiX does not have rrotrollS {If 
record lmundarit'S. record blud<ing. inaeXf!'d fiks. or typed file1 found in other systems. 
Of course, it is [lOssiMe fOT an applicatlon to 'Create a file of re.;;ords and to aoc:ess them 
later. Tne point is that the tl1e system itself does not understand the file oonlenb: applJ
cati.;ms That use u file mus; agree on the fO:-IDaL 

23.7.3 A File's OWner And Group Identifiers 

rNIX systems provide acc>Junls for multiple llsers, and a~sign each Uo;ef a numeric 
user identifier m.ed foc accouf,ting and ~uthentkatJon \hroughout the system. Eoch 
UNIX file has a single ~)WIKr, representi;'d h} the numeric: idenlifie:r f)f the user who 
create:! the file. Ownerlhip ioforma,ion ii st-nred wlth the file {Le .. a~ oppoo;ed {(l the 
diw.:tory sy~tem). 

In adcilioo 10 UjeT identifiers. L:NIX provides fur file sharing among groups of 
U,'eTS or aiJcwjog the sy;,.tem milnagu \0 assign l! subset of user.; a numeric "TmJP iden
rifier. At any time, a g,v::n uscr -can ':Jelong Ifi one or more UNIX groll!h. Whcn a Us:ef 
1lliI~ an application program {e.g., II ~pfel;ds.t.eet program {}f a <ellt editor). the running 
progrun inherits me Ii."'ier's own~r and group identifiers. Each UN1X file belongs to one 
group ami luis its numeric group jdentWer stored with jt. The .~y5lern C()Olpares the 
owner and group identifiers. '!.tared WIth a file fO the user and group identifiers of a par
tiCIl!ar llppJkation process to delenninc whal opemtioIJ;; Ih.at program can perfonn on 
the file. 

23,7.4 Protection A.nd Access 

The UNIX ac(,"e~ protection mechaoiMU allows a file's owner to Nntroi file access 
reparalely [or me owner, members of the file·~ group, and aU other U'>el'S. Foc ca(;h of 
lhe three sets. the pru1ecliuJ; mechanlsm allow~ !he owner to specify whether the users 
in th.a~ set have pcnnis.<;iOll to read, writ;" or exeuJlr! the me. Figure 23.! ,how, that 
the UNIX file 3CceSS. pem:k<;ions can De viewed as a matrix of proteuior. big 
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FIgure 23.1 UNIX file <lD.:e,;> pennis>!<lns viewed a~ a malrix of protectKm 
Ints. 

U"I'><'1X eocOdes the file access protection nud:rix in the low-onie1 bil..'i of a singie 
binary' imeger, and use;, we !enns jill' nwt:J,e or file access mode when retemng to Ihc 
integer tha1 em:oocs the protectIOn bits. Figure 23.2-illustra!es how UNIX encodes file 
protection bits into tile 91ow-vrder bits of a file .mode integer_ In addition to me pro
tection ruts illllstra1ed in Figure 23.2. UKIX defines additional bill! of the mode integt:r 
10 spedfy other pruperti.es of !he file (e.g .• mode bits specify whether die file is' a I"egll

tar file or a d~tOl}'). 
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FJg:D1'e 23.2 UNIX file &:Ces~ perm>Miolli stor"d in the low-{lf\i~ nine bits of 

the mode inlt'get. A .. alue of J grants pernussion. II value of 0 
deflie, it. Wilen wrinen in octal, the pimections illusuared ha'l'e 
the v.due 0644. 

When the value of the mode integer is written in octal. the tightrnoot three digiu 
give !he protections for me owner, members of the file'$ group. and other User&. ThUs. 

a ~ value of (J'JOO specifies that me o\\-ner can read, write. or execute me file, 
but 00 other users can have :access. A protection mode value of 0644 specifies thai all 
users <:an read tlte file, but only lhe owner can write to it. 

2:3.7.5 The UNIX Open-Read.Wrlte-Close Paradlgm 

Under UNlX, applications use the cpen-read-wriu-cloS<f paradigm to access files. 
To establhq acres!> to a file, an application must call fwrtion open. passing It the name 
of me file and an argument thai describes !he desired arcess. Open reHlrnS- an integer 

file descripror that the application mes foc al! "further operatioos on the file. For exam
ple. the code: 

opens a file with name jiie1Ulme. The val~ D_CREAT in the 5eCocd ar,gur.lent specifies 
thai the me "hould be created if it does not already eKiSl:, and :he value 0 jeDWR ,peci
fie5. that the me should be created for bG1h re\;&.ng and wrilL'lg. 7he !Xlaj value 0644 
specifies protection mode bit'> lO as:;ign to the file if it i, cl<'..ate{L 0ther values for the 
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second argument can be lllied to specify whether me file should be truncated and whed!
er it should be opened foc reading. writing, or both. 

23.1.6 UNIX Data T raueter 

under UNIX, an application calls read to transfer dati! from a file into memo~. 
and calls wrile to tI1m!>fer data from memory 10 a file. The read funclioo takes three ar
guments; the des..-ripror for an open me. a tluffer address, and lbe number of bytes to 
read. For ell:ample, the following code requests that the system read 24 bytes en data 
from the file with descripto~ fthu:: 

n =' read{fj :, tuft. 24}; 

Bolt read and wriu beg'n transfer at the current file position, and bom ope:atio;:s 
update the file position when they firllih. fur eliamp!e. if an appliqllion opens a file, 
moves to position a, and reads 10 bytes from the file, Ihe me position will be I!J after 
the read operation completes. Thus. a pr-ogram can extract all data from a file sequeu
tiaUy by ~tarting at position zero and calling read repeiltedly. 

If an application attempts to read more by~ than the file cootains, the read furn:
tion extracts a~ many bytes as the file contains and returns the number read as its result. 
If the file is positioned at the end of a file when an applicalkm ~ls read. me reod call 
returns :zero to indicate a'1 erui-of-file conditK.!._ 

23.7.7 Permission To Search A Directory 

CNlX organizes files in:o a hierarchy Ilsing direcloriest to hold files and other 
direcrones. The s)'5tem uses. lIle same 9-bit prorection mode scheme fur directories as if 
uses for regular data files.. T.le read permiSMOlJ bits on a directory dctennine ""nether 
an application can obtain a list of the files in a clirectory, and the write permission bils 
determine whetheT;m application an insen or delete fib in the directory_ Each indivi
dual file has a separate set of pennission bits that detem\iDe which operatiOll£ are al
lowed on the contents of the £lIe. The diret;:tory permissions only specify which opera
tions an: allowed on the directory itsclf. 

Dire:;:tories can contain application programs, but II ctreclOry is not a program. 
Thus, the normal meaning of execiJle permission does !lOt ap.ply to a direamy. UNIX 
interprets the execute permission bit for a directory to mean search permission. If lIIl 
applicatim has search pennis~ion. it can reference II fik that lies in a directory; other
wise, the system will IlQt pennit any references to !he file. Search pennission can. be 
used to bde or uncover an entire subtree of me file tieran:hy v.ithout modifying the 
permissions on individual files in the subtRe. Separation of execute perrnissiM ami 
read permission means tlIllI: it is possible to allow others to access files in the directory. 
while denying mem the right to liM the flame!; of files m the directory. 
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23.7.8 UNIX Random Aces •• 

Whl!ll a me is opened, the position can be set to the beginning of the file (e.g., to 
aceeiS the file sequentially) or to me end of lIle file (e.g., to append data In an existing 
file). Afu:r.ll. file has been opened. the position can be cllanged by calling furu:tiOll 
lsuk. Lseek takes three iU"guments that ~ify a file descriptor, an offset, and a meas
ure for the offset. The third ar-gumem allows an application to specify whether the 
offset gives an ab~-oWte location in !he file (e.g., byte- 51l}. a new nation relative TIJ 

the CUJTeflt position t.e.g~ a byte that is. 64 be;ond the current position), or a position re
lative to the end of the file (e.g., 2 bytes before the end of the file). For exampl.e. me 
constant L_SET spedfies that :he s.ystem shouW interp!"et the offse: as an absolute value. 
Thu~. the call: 

specifIeS that tile cmrent position of the file with descriptor filesc should be moved to 
byte number 100. 

23.7;9 Seeking Beyond The End Of A UNIX Rte 

The UNIX file s~<em pennils an application to mov.e tp any po;;jlion in a tire, 
even if tIn: specifled position lies beyond the current end of the file. If tbe applk-arion 
seeks to an existing byte position and write~ rn::w data. the new data replaces the old 
data al thaf po~jtion. If the :appliclrtion .eeks beyond the enri of the file and write~ new 
data, the !lie system exteoos. the file si7..e. From the: use~'s point of view, [he sy,;tem ap
pears to fill any gap between eXl~ing data and Dew data with null byws (byle!. with 
value zero). Later, if ;;,[l application· anempts 10 read from the byte positions Ihl!.l 
comprise the gap, the file system will return bytes with zeros in them. Figure 23.3 il
lustrates the coocept: 
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• • c d • f 

t 
end offile 

'a) 

• b c I d • f 0 0 D 
t 

end of • file 
,bl 

FiguJ"e 23.3 (a) a UN1X fiJe th3t contain~ 6 bytes consisting of the cl!ano.cter.> 
a throughf and (bi me file.llfter an appiicati:m seeks to po,ition 
8 and writes ;2 by!e containing tho:: char3cter x. Unwritten byleS 

appeal" to OOIItain zeroes. 

JZl 

Although (he file sy~tem appears to fill gaps with null bytes, the $l:mtge structure makes 
it possible to simulate null bytes without representing them OIl the physical medium. 
Thus, the file size reconls the highest byte position into which data has been writtefl, 
1101 6e tmal rmmber Q( bytes written. 

23.7.10 UNIX File PosItion And Concurrenl Access 

The UNIX file system penni!;; multiple applkation prograIll'> to acces~ a file C{l1)
currently. The descriptor for eadt open file references a data structure that records a 
CUl7imt position in the file. "'"hen a procelOS calls forkt, the new child process inherits 
copies of all file descriptors the parent had open at the (ime of the fork. The descripwrs 
in both the original proc~ and. the new process point to a common underlying data 
struclllre used to acce!>S the fik Thus. if one of the tWQ processes .:ltanges the file posi
lion, the position changes for L1e other process as well. 

Each call to open generales- a new descript{)(" with <II file position mat is indepen
dent of that obtained by prevlolls calls to opt;n. Thus.,. if two applications both cal: open 
on the same file, they can each malllrnin an independent position in me file. One appli
cation can rno"'e 10 the e..'l<I of the file, while the other remains al the beginning. Pr0-
grammers musl decide when designing an application whether il needs 10 shan: the file 
position wilb another process oc rnWf: a separate position 
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Understanding ihaI- muhiple applk.;tioos can ~h malnlain om independen( position 
in the !>ame file will be impVltanl when we examine operations on remote files. The 
coll!;ept can be summarized: 

Each call <0 open produ.;es a new file descnpUJr that nOTo?S a file 
fJjftet. Separatmg the current Iile position from riK file itself permils 
multiple applirolioru 10 pccess a file C<m£urrenfly wiiJwut inur:frr
mee. If also allows m> lseek: operation f(j modify all app/icatiom's pa
silion ill 11 file wi,hmlt changing the fife it'iefj. 

23.7.11 Semantics Of Write During Concurrent Access 

When two program;; write a file concurrently, lhey ffi!l.y introduce conflicts. For 
e~amp1e, SUPPO\\e two COI!CU£rern programs each read !he rID;, tv.u bytes of a fik. ex
change the bytes., and wnte thml. back into the file. If the scheduler chooses to run one 
program and theR the Diller, the rust program wi!! '!iwap the (WQ byte, and write them 
back to the file. TIe second program will read the bytes in reversed order, swap them 
back to !heir original jX)SittofiS. and write !hem back to the file. However, if the 
scheduler stan;; botn program~ running, and allows them each to read from the file be
fore either writes to it, !hey will both read the bytes in -original order and then bot.It 
write the bytes in reverse order. As a consequence, tlJe ultimate order of bytes in the 
file depends on how the syste:n scheduler chooses w delegale the CPV to the two prc
gmms. 

UNIX does HOt provide mutual exciusioIl or define lire ECll1antics of cOllcurrent a.;

cess e:1:cept to specify that a file always .;ontains the data written most recently. 
Responsibility for correctness falls to the progrllfIl1lXrt. A prcgramrner must be careful 
to eoos.m:cr concurrent programs in such a way dial they always produce the same 
results. 

23.7,12 UNIX File Names And Paths 

UNIX provides a hierMChic.aJ me name space. Each file and di~tory in a U~IX 
file system has an individual rnnne mat can be represented by an ASCU string.. In addi· 
(ion. each directory ill" file has a foil path rwme that denotes the position of the file 
withID the hiemrchy. figure 23.4 illustrates the names of fila. and directories for a 
small example of a UNIX hierarchy. 

tS"",,, .er.<i<;>ns of LN,X "n;,r an ad"~ loci< meclumiM1) such a~ftod <)f" 1ncif, ~ (Ilk •• "d .. ,he 
;><:co" wah "'gumeM. OftCL b tile q>om ",11 
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FJgu£f" 13.4 An example hierarchi<;:al file system_ Cird.;s denme directories 
and squares den()le files. III this .example. the top level. directory 
contains t~ filet. (a and c) and !WO directories (b and d). In 
pI"1h-"'1i<:e, UNIX files ~eloom hlIve single-cbaracte£ Ilame~. 

m 

As the figure sho~, the top directory of the file sy"tem.. called the rOOf, has fu!J 
path name / (usually prouounced "slash "J. 1be full path name of a file can be tbought 
of as the concatenation uf I.3bels on the path in the hie:an:by ~ the root to tte file, 
using I as a separator -character. fur example. the me with name a thai appears in the 
root direclory has full pam name Ia. TIre file with name e that appears in directory !r 
bas fun p3th name Ibk, and the file with name k bas full path name /dlgIk. 

23.7.13 The UNIX Inode: Information Stored WIth A File 

In addition w the data itself, UNIX steres information about eacn file on stable 
storage. The information is kept in a structure kllown as the file's inodef. The inode 
contains man}' flehls. indudmg: the owner and group identifie!:s. the mode integer 
(described in Sectioo 23.7.4j, the time of lasl acce&.~, the time of ~ momfIeation, the 
file sire, the disk device and tile system on which the file resides, the number of direc
lOry entries for the ftle:, the number of disk blocks currently used by the file. and the 
basic type te,g .• regular file or directory). 

The inode. concepl helps explain ...:veral features of the UNIX file 'iy~lem that are 
also u~d in NFS. Fiest, UNIX ~pamtes information such as ownen>hip and file prole<:

lion bils. from the directory entry fo; a file. Doi'1g s..j make~ jt IX'Ssihle 10 have tllill 

directory entries thai point to me ,aIDe file. UNIX uses t.~e term hd or hard fink to 
refer to a dirc<:tory entry for a file. As Figure 13.5 ilJu~ates, when a file h.a, more than 
one h.ard link, it appears in more than one directory. 
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Figure 23.5 All iHustrW<m of hard IiDb, File k h.ltS two !i.u", one fmm 
directory 11 and ODe from directory d. File t urn be ao:essed by 
path rutme /aIh Of paLlt narne ibIdIh. 

Flies with multiple hard links can be aI:cessed by more than one full path name. 
For example, in Figure 21.5, file h can be accessed by fail pam name laIh because il ap
pelllS in directory u. It can alw be accessed by full path Dame 1bId/h because it appears
in dire .... '1cry d. As the example "hows.., \he path names for a file with ffiultijlle links can 
diffe; in length. 

Because UKIX store..'1 information about a fik in itl'- ioroe and IKII in the directorj. 
(IwnerxJtip am.:! proteclioo informatioo for file If remain oonsiiitent no matter whicb name 
an .application U!.>!5. 10 aaess the file. If tbe owner changes the ,prolecl:ion mode of file 
/a/h, the protection mode will also change on file ;WdIh. 

23.7.14 The UNIX Stat Operation 

The UNIX sy~m function Stal e~lract, iflfurm.arHJn about a file ffl)lll its inode and 
returns the information to (he caller. Tile call takes two arguments: tr.e path name of a 
file and the address of a struclUre into which il piaces the results: 
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The second argument must be the addres5 of an area ill memory large enollgh til hold 
the fullov.ing structure: 

struct stat { 

"""-' ilxLt 

"-..Short 
short 

sOO."" 
short 

"""-' 1_ 
tllllLt 

st.J1Vde; 
stJllink; 
st_u:id; 
st.,.gi.d; 
stJd!:!';; 

st..foize; 
SLat:ire; 

int st_UfIl1sedl; 

~t stJl\tilre; 
int st ... Jlm1sed2; 
':_illJ:Lt st_ct:iRe; 

1* structure ~ ~ stat: *1 
/* device .:;nlJilich inr::rle resides*1 
/* file's in:::de n.mber */ 
/* p%Otecticn bits '/ 
1* tot-al hard links to the file ,,/ 

,/ / .. UBE!I" id of file's ~ 
/" gnAJp id ~ to file 
/ .. used far devices, !Dt files 
/" total size of file :in ~ 
/* tUe of last. file aca:ss 
/* not used 
/* tUe of last RDdificati<:n 
/* not use.1 
1* t:me of last Uxrle change 

'/ 

" 
" 
" 
" 
,/ 

" 
" 

Any user can caB rfat to obtain information about a He, even if the file itself jS not 
reathble. Howe .. ~r, me caller muS!: have permission t-o search all the dire<.'1Ories along 
the path to {he specified me or SUI! will return an error. 

23.7.15 The UNIX File Naming Mechanism 

Although users imagine all files.and direcwrres 10 be part of a single hierarcby. the 
hienm:b.y is achieved through a file namillg mechanism. The naming mech:mism allows 
a sy>J:em manager to piece together a single, conCepluai bierarch}> out of several smaller 
hieran:hies. Users re1dom undet"sund the underlying file S}'stem 5tr\N:tUI"e or how lhe 
various C1)mponents form the UNIX biemn::hy because lbe naming mechanism hide!. the 
structure ~ompletely. We wiE see Ihat when NFS runs uncle< UNIX, it take, advantage 
of d-..e U~IX morning mechanism to integrate remote files witb lo..-al ones. 

The original motivation for the UNIX naming mechanism arose because computer 
systems have multiple physical storage devices {i.e., multiple hard disks}. Instead of 
forcing users 10 idelltify lI. disk as >lieU as a fi\.e, the u;..'IX designers invented the idea 
of allowing the sys.wm manager to attach. the hierarchy on OIle di!J<: to the hierarchy Oll 
another. The resuh is a sing\.e, unified me namespace that permits the user to work 
without knowing the IOCllUon of files. The naming mecbani5lTl operates as follows: 

• The manager designates tbe bierdfcby on one of the rusks to be tlte roO{. 
s The manager creates an empty directory in the not hierarchy. Lei the full 

path name ill me empty directory be gwen by a string fa . 
.. The manager instruct"!> the naming mechanism to overlay a new hierarch), 

(U~l.Ially one from some other disk) over directory I a.. 



Om:e tne manager has attached the new hierllfChy, the naming mechaJll~m automal
icaHy !illIpS nones (lf thi; f(lrm la/l3 to the file Of subdirectory with path IJ in the al
uched hiemrclly. The important coJtCep!" i,,: 

The UNIX noml'fig mechanism prO\:ides u~l!n ami appiica110n pro
grams with {j smgle, Imi/orm file hwrarcky l"ten rlwugh lhe ",rnkr1.v
mg files Ipal'l mtlltiple phvwal dish 

In fila, tlie VN1X sy'fJem is more gcncra1 than a system Ihat altachc,~ entjrt disks 
a~ part of the hierarcby. It allow~ a :>jlf.tem manager 10 parlition 11 single physical di~k 
into (lne Of more file systems. Each file syskm is an independenc hierarchy; it indude~ 
both files and direcrories. A file system can be alldChed to !he unifzed hierarchy aI any 
point. The example in me next secljon will clarify Ihe namir.g mCffianJ:'iffi. 

2a7.16 UNIX FUe System Mounts 

The UNIX naming mechanism rdics on lhe moufll.5yS1em call to coostrue! the uni
fIed hierarchy. The system manager UieS mount 10 specify how a file s)~lem on one 
di~k should be attached in the hieran:h.y. U~ually, the manager arranges to pcrf{]ITIl 
necessary mounts automatically al system slanup. Figure 23.6 illustrates three file sys
tenH that have been mounted to fQmi a single hierarchy. 
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Figure n.6 Three UNIX file systems mounted to form a s.ffigle, ul\ifQrID 
hierarchy. Afie£ the ~!B, the boundaries betw«n di:lts be
come invisible Fgr example. file oystem 0 lID di9:: 2 appears to 

be dira::tory k. 

III the figure, file $Yw:m 0 on disk I has b«ll moonted 00 the root of !be hiernr
cl!y. File $)'Sfem 1 00 !he same .disk has been mounted 00 din:dory la, and ~ system 
o on disk 1 has been mounted 00 directory Ie. A moon! completely overbys an original 
directory wilh a new file system. Usually, the system administrator creates a directory 
to be :!SeQ f.or mounting. IWwever, if IDe ~ on which a file sySlomI is mounted 
contal:l.s.my files befme the mo"Jnt occurs, !hey will be completely hJddeu (i.e" inacces
sible. even to system administralOfS) :.mtillhe file system is unmounted again. 

from the tm'r's point of view. the mounts an: completely jn~·i5iblet. If the user 
lists Ihe contents -of directmy I. !he &ystem reports Ihree subdirectories: a. b, and c. If 
the user lists the COIltefits of directory Ia, the syslem reports two directories: g and h. If 
the us~r lists Ihe comems of directory Ids, !he system reports a rUe, ill, and a director}'. 
,. 
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Path names de \10.\ (~mO\e tll.e boonda~ between file sy.~\eml>; users do net blow 
where fil~ ~esiOe. Fur example, !he file romed n (located in file £Jstem I OIl disk 1 J 
crn be accessed using the full path. oome /u1g/j/n.. 

On"e <.I UNIX fiie. .sySTem hiuorrhy h<ll been W!lSIn,,:lM l<.<ing rhe 
mobnl s .... stem [!.III{.iion. alrachmen:ls be1Wt'€'I imliJJldWJ{ file- sy.rtem., 
beCOlm' :n.mspare"". SImi,. filL~ .und dirft""lrJries can reside tm ol1r 
duk, while othrr files and direcfories resitie on another disk. The 
user CLlm",t disri"guisn omon!: them bf'('{tu-w' mounting hides aU ;he 
boundaries und",. a Wliform namin.!! sch£me. 

In prat;tice, u~rs <:"'.tn find out how the file ~Y'Stems ha\'e been mounted if !he)' arc 
interested. 1be system includes al1 eJlC;;utahle- <lpplk:at:on r.amed moum that queries me 
system. and (hen di<;plays the li5t of m)unted file systems. A manager can al~l use me 
mmmt command tu create new iTl(.unts. For e)(ample. run.ning the m"unt Cfnnmaml on 
one compute! prodrJecd the follo",";ng output: 

1<Bi/raJa (Xl. I 
1~/.ra1h en lusr 
lde!/ra!Jb a1 /usr/src 

type ufs irw,noqnota) 
type uta \rw,ncquota.) 
type uts ;rw,~..aJ 

The fiEI tme of O!JtpUl 5how~ thai: file- system raOa. {the first file 5)'~!em on di~k 0) has 
been mO'ml:ed on f and f(}fIJls. the rool of tbe hierarchy. The word." type aft indicate thai 
.he mount refers to a UNIX File Sy.~I.em. and the rtem., in pwenthc~e5 mC'hlI th<!! th~ file 
system bts been moomffi for bot1 reading and wriliIJg and (ha~ it hs not have ac
counting quota!;, File $y~telT' ralh {the ffi2lin fik system on di~l; n ha!. h<:eo mounted 
on /un·. Thus. files that appear III diredory lUST re-.ide 0.:1 a difl.erent di~k lhan Ih(l;;e In 
I. r:nally, file sy~l.["m raf)b :,the ~ccond fiie ,y~tem. en disk. OJ hal; bee!: mounted on 
lusrlsn.. The mird m(l\!\l.t provides an ;n1efe"ting twist beCJlUSe it means dlat a;!huul:1h 
most file, in lusT Ie,.j6e on d!~k I. flies ill lhe subtree lust:fsn· reside on riisk O. The 
poim i~ Ihm tt:e mount ffiet:"hallism penni!:.. a rnnmtger to combine Gumy (,Ie sy~!<.'m,> on 
many disks into a single. un..ifuilll diret.:tory hierMchy; " use! or an application p!(lgram 
u~e5 the up.iform hiemrchy wilhout knowing the kx:alior of files. 

The emlCepi of mounting file ~ystems to funn a single hiemrchy provides ihL-reJi
Me flexibility. It aEows managers to clumse an allocation (If files t(l disks for <!COllom),. 
to redm:e access cootentl(ln, OJ" to keep dire.:lorie~ iso!ated in case of acckienlal los;. 
As we will ">ee, it alw provides a eonvenienf way to ini:uJ.uce remote files into a UJl.ilX 
hierarchy. 

23.7.17 UNIX File Name Resolution 

When p!"e5enled with a filii path name., the l'NIX fire system mechadsm tra.o;:e$ 
through the conceptual bic-mrchy to r.esolve Lhe name. In UNIX. mtme ~lulioo means 
finding the lP:(l('ie that i<lendfies 3 file. To rc~lve Ii full path n.ame.. the file ,yslem be
gins at the roOI of the hkrarchy and tmce~ through ;lirectories (}fie at a Lme. For exam-



pte, given a name like Ialble/d, the file sys.tem opens the mot directory and ,ean:hes In 

it for a subdirectory name!! a. Once i( l"illil<; la iT opens that directory ana searche; It 
for a subdirectory named h. SimiLarly. it searches in b for a directory narru::d c. and 
search~ in c fO£ it file or subdirectOI)" named d The naID!; resolutioo software can ex
tract one component of the full path name at each l>Iep because the sla. .. h character al
ways sepanues individual components. 

While the details of C"NIX file name resclu~ioll rue unimportanl, lhe ccncep\ i, 
essential: 

UNIX reiOh'es a {JiIlh name 0111' compUllcnt ill a lime. ft kgim (1/ ihe 
mul Qj fhe hieran:hy aMlIf 'he bi!ginllillg (of rhe pmh. it repeufedly 
extracts me IU~ compvm:nr fro". tite path und firub (l file (Jr Jubdirec' 
lOry wilk that name. 

We wi!! see thaI NFS take!> ,he same approach a, CNIX when fCwivlIIg a name. 

23_7_18 UNIX Symbolh: Unks 

Most UNIX file systens pennil ~ special file f)-pc knov.-n as a !oymlmlic iink. A 
sy:nbolic hnk is Il special lext file thaI contains thc name of another file. For exarr.ple. 
one can create a file named Ia/b!c tmn contain" a sy:nbolic link with .... alue Ialq. If <l 

program opt:rJs file laible, lhe sySlem iind~ thai: i{ ocmtains a symbolic Imk and Illilmnat
icaily switches to file Ia!q. 

Tnt! chief advantage of synmolic links lies in their generality: becau~ a symbflHc 
Imk can cootain an arbitrary string. it can name an! me Of" direclucy. For example. 
although the file system forbids making a bard ~ink to a diredory. il pem'.lt~ a u~er :0 
create a symbolic link to a directory. fu:rthermo:-e, because a symbolic link can refer to 

an arbitrary path. It can be used 10 abbreviale a tong path. name or to male a <u(ecwry 
in a distant part of the hierarchy appear to be much dm;er. 

The chief disadvantage of symbolic links arises from their :.ack of consistenC) and 
rehability. One can create a !>ymbolk link (0 a file and then remove the file. leaving the 
~rnbolic link naming a nonexistent object. In fact. one can create a symbolic link to a 
nonexistent file because the system does £101 check the conL"1lts of a symbolic Jillk when 
crealing it. One can aIw create a set of symbolic links thaI fOJ"JDS a cycle or tlkO sym
bolic liob; that point to- one analher. Calling ~ on such a link result~ in a run-tirru: 

=,. 

23.8 Files Under NFS 

NFS uses many of the UNIX me syst;:m definiticns.. It Ykws a Ilk a" a sequer,ce 
of bytes. permits files 10 grow amitrarily large, anrl allows random acc-e~5 USlflg byle 
positions in the file as a reference_ It booOl>- lhe 5ame open-rec.d-write-c!me pwadi~rn 
as UNIX. and offers most of the same services. 



Like ~'NI)', NFS (b~meS 11 hieran:biccl :mn'ir.g sy,te::1. The NFS hierarchy u~es 
UNIX termlOGjO'dY: it c{}n,;ricr~ lht: 51e hie.rMChy [0 he c<:'.mposoo of diredoria and 
Iiles A dlrectG:j' can cC"!<lin frle,. .ane elher d:rec:t=es. 

r-.'FS ha, <lIsa adnpted many cf the UNJX :'Ie ~y'tem c.erillh, lcaving ,orne un
~hJllged, and making ,llinof m(J<iifica(lUll~ Te> ether; The nexl <;cctiilllS deSv"ribc 5cvCI1I1 
fe<itllrco. c[ NFS and 'how how ttcy rdate tu tl-,£ VNIX file sy,rem des.cnOed carlier. 

23.9 NFS File Types 

NFS u~es the %.r.l<:: basic file t:jles as t:NIX. JI deflnes enumerated va!ll!:~ iJ.::H a 
~I'>er ril:l U\C when j;Je!.:}J\mg a fjJ( type: 

~ ftype , , 

"""'" = 0, " spec'red J._J. ~ is not a file '/ 
Nrnffi = ., /' __ dam fi:'e 'I 
Nillil'. = 2, ,. D'..rectory 'I , 
-= = 3, ;, B:.ock-orie:1.Jri dev'..ce ., , 
NKllR = 4, a Cliaracter--ariented device 'I , 
NFU>< = 5 ,. 

~lic :'ink 'I , 
) , 

T~!e 'C! ,-,f Iype" iTK:l!oing ,vrRLK a..c: NFCHR, come ,Erc~'t!y from UNIX. in parta;u
iar. lINIX permit, sy~lem ma:lliger<; t,-, cDfl:igure 110 derices in !he f:!e sy~!em 
n"me~pa:;e. making it pm....Jpk hJf -applic<ltl(q! rl"(lgm~ t{) open an lIO c.evi.:e and 
transfer data tQ or from it u~illg the c<.mven!iOTI:lI open-'I'Jd-write·c[ow; paradigm. NFS 
h", adopleJ UNIX's ter:nin;)logy that divlde~ I!O Uevi<xs into hlock-oriented {c,g, 11 
d!:-.k lhat alway~ lra;:~fen data m S!2-bytc blO!.:kq and characta-Jnented {e_g" an 
ASCii lcrmiil,-\j de"l("<: lh:ll :rJ.n~rers data O!le characler at li tl.'!lc: {\evices. NFS )i~cra
ture >mnctimc~ mes the LNIX knn Ipel'i<1-t fi/e to denOle device llame:;, A file nilme 
Imll corre"ponds to d ~lock-orienred device ha, type hlock-vpl'cinl, ",nile a !lame that 
(;ofIT,pumI, 10" charadcr-orientcd device has type chMm<!l'r-s;>eda!. 

23.10 NFS Fite Modes 

Uke t:N1X, NFS lI~~llmeS that each file cr diret'tof) ha~ a mc."ie ltal spxific;; !IS 
Iype ,rna fl(.TCSS pmtcci2on. figJfC 23.7 h,,1S uh:1i~i;:lu>l! bih Dr thc ;"'!FS mum: in~ger 
,md t!;"e~ lheir mC<lllir • .!'5_ ';'he IlIhle llSC:' 0<:1<11 value, 10 represellt biL"; me cefinitiuns 
umrcs?ond dinxlly to lho.'e returned hy tOlE L'NIX -',U( funclion. 



Meaning 
-----~-

This is a-directory; the "'type" should be NFOI,q. 
Mode Bit 
0040000 
0020000 
006000O .,0a000 
.'20000 
0140000 
000400O 
0002000 
0001000 
0000400 
(1000200 
0000100 
0000040 
0000020 
0000010 
0000004 
0000002 
0000001 

This is a character-special file; the .,type" should be NFCHR. 
This is a block-special file; tbe type should be NFBLK 
This is a regular file; the type should be NFREG 
This is a symbolic link; the type should be NFLNK 
This is a named socket; the type should be NFNON 
Set user k:f on execution 
Set group Id on execution 
Save swapped text after use 
Read permission for owner 
Write permission for owner 
Execute or directory search permission for owner 
Read permission for group 
Write permission for group 
Execute or directory search permission for group 
Read permission for others 
Wrfte permission for others 
Execute Of' directory search permission for others 

Hgul'E' 23.7 TIl<: merumg 0f bIt; ,0 lile !'IF\'' ",ude U1ltgCf, The rletU~l!"ms 
h"~,, hoc",., nL~ ulfet11" fwm Cr<lK 

Ailhougli NFS dcJlIle~ file type;. for de,.-ice~. it doe" oor pemli: remOle de~'i(;e ",c
ce,,, (""g., <l cilenl may 001 rrod 0'r "'ril~ n ren;o,e dcvi<:ei Thus. while it :~ PQ\slbJc fDr 
a chenl t[} ubtain information abuut a I:Le name, l! is n<-•• POS!>IIJ.:C for <l diem 10 ffiar:ipu
la!\: ,xvice..;, even il' the protection mode~ p.:;rmil :1 

Although r'iFS d,/w-.I jii" I'f"I>f"T,ivfl hilS 1hill dercrmme )viw,/in a 
,1;",,! ca" read ar WriU a ,?arr.'("uiar fife NFS drnies (l remote 
machine cU.n!S.< [0 all dew" ..... eh'!I if ,he pr.'lcction bil5 sped}': lhot 

aC("£,I";; is a/!owt'd. 

23.11 NFS Fife Attributes 

SlmLk,r Iv U:'-lIX, :-\FS fuh .u rnech;;m~n W oo:,,;n infNffial;on ab.lUl .1 nle :-;FS 
UM:$ Ihe lerrr;/ife allribwe;; ",h<:r. referr:ng Ie fik inr;mnu\ior. Strucllln:jal1r dc,nibc~ 
the fik atuibutc~ thn NFS pf{lvicie,; 

fattr { ,,,,pe t::'r'pe: 
UHigneri int m::de; 
UlEigrurl int nhnk; 

/* NFS file attr' __ b.l'_:es ,/ 

; .. t}pe: =::'~e, directory, etc */ 
1* :ile's prrr-...ectian bits "" 
1* total ha..""Cl. links to tiE file */ 



) , 

unsigr.£d 3...'"lt use::id; 
unsigr.a:i int. grnopi d; 

/ .. use::.- id of file's ooner .; 
1* gru,1p id aellgnal to file */ 

unsi;;Jr'..ed i."lt she; !* total size of E1e in ~es * I 
unsign(rl i.."'l.t bloc..\<size; /* block. size used to s~ !ile* I 
unsi;Jr.ed i.,-t ~; 
unsi;r.ed bt bloe<s; 
unsigned !.-'"It. fs:.d; 
unsigr..ed i.1t fi:ei::i; 

at:.ne; 
mtiFE; 
cti.":"e; 

r 
;, 
j' 
/, 
j' 
/, 

J' 

<lev. ~. if file is dscice 
_of blockE .file uses 
f=-~e .;:;yst~ id for ~ile 
uniq..le -id f= file 
t~ of last fEe "-~ 

""'" of .las:: m:rli:t:i;;acan 

tir:e of lase inOOe change 

'; ., , 
'[ 
,; 

" 
'j 

" 

A, lh~ ,lmdure ~how~, (he ,-,nnc'cp( and most qf the det<lih; have been deJlV~J frum the 
!T<tormali{ln :ha;: the (;NIX SWf fUn<:!icn returns 

23.12 NFS Client And Server 

An NFS scn:er wn, on a mach'llt: that ha~ a local Jile system, The ;.crve. make~ 
'>Orne of the local fik .. available 10 rerru}tc machim:s. An NFS cUmt runs orl an arbi
trary mach:ne. and 'Kccs~es the file:; 0fI machines that run NrS se~·en;. Of Tel:, rn or
ganjation will ~hlXlse TO dedicate 1I compi.ltcr ilia, h1S large dhks TO the server function. 
Such a machine is uflen ~'alle>i alii" y,ner. rmbidJing J!>eh from nmmng <q)pliCdIlOTl 
programs ell an NfS tile ~erver m:lt'hme helps keep the load ;ow and guarantees faster 
re~pon5e to access reque>.h. Dedl~lmg a compuler te the file .ervcr funclion also 
gua:ililIeC~ thaI remote file a.:.:css ITaFic wilt not reduce Ihe CPt; time available for ap
ptica!:{)n programs, 

Mc~1 NFS client ;mp!ementali0f}s b.egl.1!e NFS fjJe-s with l:..c {"ompu(t'r's l1a.ive 
file system, hIding file locat!-::JIl, from 3ppl!C<llion programs <L'1d users. For example. 
consider a Windows 95 ooviromncllL FIle name~ huve tile fnnn: X:a. where X is a 
,ingle-ch<lIacter disk ldentlflef fuW <J. denol~ II palh [lame on Ihal disk. WimlO\1<S 95 
u~" (n", b<id:s;ash d-.aractcr (\"1 to ~epar.{k c,jmpofk:nl~ lIT the path, Thu,- tire file name 
C:VYI£),F dcnotts ~"jle F in $Uhdm:clnry E in directory f) O[l l'lC sy~tem', hard dlsk. If 
;m KFS chern is added tLl the ~y~tcm ;lnd ;:onfigured to ac<.:ess flies on ;; rellill(e ~erver, 
il ;:a:l ll~e the Windows 95 Haml1g ,cheme. For uampk. the manager might dmose 

;Jam,,", ()f the fcon R.' iJ for all rer:lnte flle~. where ~ dellNe~ a pmh OIl the fcmow file 
~:"Tem. 

When an applieatlnll program caB~ OpNl 10 obtain acee,," to a lile, tilt' operating 
,yqem uses tne synt;;x of ,he palh I'.z:me to ,h<XJ-~e hetween local and remote !ile access 
pro;:edure~. If the path rdeB ltl ;; remote fJl~. the "ystem use .. NFS client softWllIT t() 

access .he remote file. If the path refer~ to 11 local fik, lhe system uses the ('l)Ulputcr's 
,Iil.ndaro file system roftware 10 >lcce~~ the file rigtJre 23.8 i!lustnllc;; <to"" (re ll:KM:lules 
in all operatin.g ,y:stem in.rerac; when making the <:;h(ll.;e. 
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code for system 
function open 

i 
, code 10 parse the 
~ path name and choose 
: an access module 
, 

NfS client 
code for remote 

file access 

file system 
code tor local 

file access 

FigUft 13.8 Procedure' m "" ope!"au\li: system dilil ari; called when an ~?pIi· 
calion ope-!l~ a flle. Th s)!.Urn '''~, tM pa!h na!lt<' ~]nbx to 
d:ooS€ ~",een t-;FS_ ",hid. wit! open ~ femole me. or the 
>l»ndarc file 'ystem, whkh w,U opeT. a local one. 

23.13 NFS Client Operation 

]3_1 

Recall that NFS was designed to accomllWdate heterogenoous computer systems. 
When SYSiem managers install NFS cheer:: code lO an operating system. tlley try 10 in
tegrafe it bto the s.ystem's file naming scheme. However, the;:ruth name symax used 
by ,he feffiQ\e file system may differ frOl'" that of me client machiniC. For example, 
W~I'! NFS client code running on a machirn:- thaI uses Windows 95 crmnects 10 an NFS 
s.er>er running on a ffia",hine !h.lt usC'S trNIX, the ciieut'.<; ;;ystem :.Ises backslash (\) as a 
separator character, while the server's file sjsrem uses slash {I}-

To accummodate potential differen= bct\l;eefl (he diem and server path name 
~yntax, NFS follows a .$imple rule' only the client side interprets full paL~ names. To 
trace a full path name throogb tile s::r-.-er's hierarcbical direc:ory ~ystem. the diem 
sends eoch individual path name component one al a time. For example. jf a client that 
u~~'> slash a;, a separator needs W look:lp: path mil'lle 1«IWc- or1 a serve<, it begins by <lb
laining infornatioll about the »er.er's root direc:ory. It then as}(;, the server tv look llP 



n~me" In that dlfCC:Of)'. The s~rve; send~ hack mlorrnU\wp aOGut a, Presumah:y,lnt: 
;rfonn:uion wiU show tl:ir.l a i~ :l directory. The dirn: then a>ks lhe se:-vrf t(1 look up 
Ilame Ii in Inal ctircctnfy. When Ihe ~rver rep}ir~, lhe cliem ,'"rifie> Ihal h i~ a tlire~'\o
r;, .and If il i~, .1"1-.,,, Ihe ~~n'cr tu k>oJ.. ap r.alllc,c in iL Enally. the servt: wi:! respond 
bl -,emlillg inf{}{l1lil!JU~ ilhoUl ,', 

The chIef di-;advl\l1bge 0:' requiring Ihe client :(1 pam: pan flalT£S .~hould be obvi
oo~ il require';'; Gil el\~'ha!lg(' a<:mss the netwnrk for each ..:om;xmen! in the palp., The 
chid n:;!v;:,n1..1gc should also be o::.virm<,.: appli":<lhon~ on a given ,--'ompute~ can '-Icce~~ re
:1'.ote 1lle~ L~;ng !he sal1:e p:al~ <'.-'lnU: ~yntax the} u\e for local fEe;;, More impnr'-'l.n:, 
bv:h lEe apphc.ltiolt~ :md Ihe d:e!ll c:xlc car. be wnHen ro :lCCCS;; remote file, wirlOut 
>:no-.\ing wtere file" "'ii! ill' lueah:d or the rraming c£-.lfl~entj<.lfl~ u~cd fly the hle sy~lCm;; 
,"1 Ihe -,ent>r-,.. Thu~, :K>nC of the dien! app;i~ation~ need~ to ~hange W:1CIl the s),tem 
IC1!11gcr up!1:1ldt\ one ul the- ,cr.c! mochjne" ~en jf the new {ompllier uses il different 
,-,?<:HlJing s}stem or a ciifkrt'r:l f'\c namir_g "'-'heme than 1~~ originaL To ;urnn,ari7c: 

To keel' I'f'pli<'u/ww. ,II! diem "we"m"., md"pendenr uf {ilf' hW,-,I"nl.; 
"I'd Sl'n'er <'(""PUff'F .,!,He!'!!, !,,,'FS nquir<," !!W:l only dietlis inrYfpnc: 

fuil path nWIii'~, A dIem f('O,'CS a path through til" st",-'er's hierarch..
h,' ,,'ndm{! tlte Sf'Fw'r O"'! ,-umpOIluli a1 U lime a.ul H'<,,,,ving II1t;HIn<t· 

flU" uh",a rhe Iii .. or djrec/on ir !tame,', 

23.14 NFS Client And UNIX 

R-'Clll! that C!\lX ;j.~e~ the mo,,,,/ I1lCChaniml In c(,n"lru-:;.Ia !'.inble. uniflell mnr.ing· 
hierarchy fWD imhl'ktual ttle "y<.!cm, OIl multiple disk,. [;'<IX imp!cmeflI1l!i'~'a'- uj 
i'FS diem ,,-:o,jc u<,.t' Jfl exlended ;,crsifl!1 of lhl: 'WW'l1 m<':cha.'li<;m 10 imcgrme remote 
!j!;: ~JHCGIS mto the nammg hlf:rarchy akmg \~ith lo,a! lie s},tem~ Prom the appllca
Lun pmgrar:l's pt"r~pITlivc, the chle~ wv;m!agc of u;ing the muunl me<..'hani,rn i~ UJfl
s:stency; all lile nmr.c, have the ~mTK loon. All application pmgram <.:arm"" l.eel whcth
e; a Ii,e j, loo:al (I( Temme Lo:n the name "ynla~ a!\)!1e. V.'hcn an applL:l\Iioo opem a 
femote file, it ~<.:ei,~~ an integer dcscri?tL>r fUI the tile exoct[~' a~ it would fur a M:al 
file Intcmd~ intmmatio[} associated Wilh the ~riptor ~pedl'je" that the file IS a re
mo!c file <".xe~,ihle through KFS. 

Whcnever an appli<:ahrn'. perforll~ llll 'lPCThtio!l l-'fI " fik de~criptnr (c.g" read), the 
,-y<;,en' ehcck~ til ~ce whelhIT the descripl<)r rdch tu <l local Hit: or a re:nolc fik. I:" the 
hk l~ LxaL tho; cpcr3ling 'yqe'l. h,mdles Ihe "Peralion as mila!. It Ihe file ~~ remme, 
the upemlj"g ~y\tem c:lll~ 'SFS dienl ~'ode Ihal trall~la!~ the operalJOTI info an 
c.Juivillem t,FS uperJtino llod place .. il remolt: pn __ 'l:eJu7e caU In the 'ITVCI, 
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23.15 NFS Mounts 

When maR>lgefS add NFS n:ount etltnes 10 a UNIX moom cahle-, tl:ey m!:!,! spITlfy 
a !emote machine that operal.~ an N?S server, a mef3.r~·hy 011 (hat server. 11 local dmx:
rory onto which the mQunt will be added. and jofollnation lhit <;peciflt:-; details aNAl! 
the mou .. t. Ftx exar:lple. (he !dlowing output fmm the CNIX mouttt commcmd show" 
some of the NFS moun\S used 00 11- UNIX system at P'uTdJe Univcr<iity ;nm:-NFS 
mouots have ~..n deleted): 

arthur, /p:' en {pi ewe nfs (rw, grpid,. ina ,b:J ,n:q.:lOl"-a) 

arthur:/pi ~ ;p4 ewe "'" (rw.grpid, intr ,l:q ,noqJOta) 

ecto;r,/u4 <on !\l4 type nfs irw, grpid. soft, bg ,IJOq'JOta} 

gME'!'l: I ~ frr-a> """ nl" 
(rw, grpid, soft, bg ,ncqJOta) 

g.rBl: /US = IuS ~ ::lfs {rw, gzpid.. !"Oft, tg ,n::qJOtaj 

In lhis. outpUt. each line COTrespol'..ds (0 a single NFS file 5ystem rr-OWlt. The tina f:etd 
of each line specifieS a machine that Tlm\ an NFS server and a hierarchy on that :>erv<:r, 
while the third field s.pedfies a local directory <m ""bich the remme He sy<,lcm ha;, beer_ 
mounted. For examp;e, arthur:fpI specd:es the /pJ hierarchy Oil mac:-'~nc anhur. II 
has been mounted on the local duect»ry named /p'- The ~yMem ma..,afer dmsc to 
mount arthur's /pl file system rm a local directury wim lhe same name sa user' on hoth 
!1UICtJnes cwld acces.s the file~ using identical Mmes. 

All mount;. mown in the example- above have type nf~, which means the) refer 10 
remote file ~ystems a'l'ai;ahle via NFS. 11 alklitmn. the parellthe~izcd paralOCler~ on 
each Iille :<pe-;:if'r further details about the moWlL Like mounts for tocal fik <;'r"te~m,. 
~ remote me system ffiOl.ln!.S can <;peeify whether to 2110w reuding lind 'v"ili",~ (n-.':' or 
reading only (r). 

NFS Jefine~ two baS}C paradigms frn- ~mote mollJlt~ j;: CNIX. t;"il1g a sof: ff.oufll 

specifies that an NFS dienl sho.Jld implement :i timeuut rnechar.i'm <J.nd ~'o:l\idu the 
server off-line if the timet:.'U\. exptre~ Using a hard ffWunt sp<:dfies that ,ffi NFS .::lier.1 
sl".ould not use a ;:meout rnechani>ffi. 

UNIX wmiristrators usually arrange (0 mve all mODIlt~ crelHcc! .autcmatic<li:y "I 
sy,tem starttlp. Once an NFS mount ba<, been created, application progrnm~ and U'.Cf', 

C-allnot distinguish between local and r::mote file~, The user can use a c~emi{>na! :ap
plication program to m,mipwal-e a (eJTtl)te fLe as c:a,iiy a<; the program can manipulate- " 
local file. For example, a user cat! tu;! a standard text editor w e,jil a Temote tile; thC' 
eotlOT ()perates or. the file the same way it operntc~ on a local file. Furthermore, :he 
u~er cao ehange to a remote dueclCry Of back to a local dlreclmy ~impl> by gi"jng a 
path name that cmsse~ OIl':' of the mount points. 



23.16 Fiie Handle 

Once a client has idemified and 'Opened a file. it needs a way to identify that file 
for subsequeno: operatbn~ (e,g .• re.ad and write). Fmtbennore, a dient needs a way 10 
identif!' a..'l mdividllill directory or file a~ it traces through the >.ervef's hierarchy. To 
suhe tIle;,e yroblems, :-:PS arrangel> for a !Server to assign each file a unique fIle fl(l1Idie 
tha: it !.l'>C~ as af. idcntit1er. The seD'er makes up a ha!ldle and sertdli il to the client 
when me client first open;, l:te fik. The client sends the handle back to the server when 
it requests uperatlom on the fjle. 

hom the client's point of .. iew, :he t1:e handle consists (If a 32-byte string that the 
~rver use~ to identify a file. From the t>er<er's point of ."iew, a file band:": car be 
cno,en to be any conveujent set of bytes thaI uniquely identify al: individual file. For 
e~ampk, a file bandle can encode infurmall{)D tha! allows the server to decode a handle 
and loe-ate a fik quickly_ 

II: NFS terminology. a file handle is OptlqUt' to the c:ier.t, meaning that a client 
canllOt deccde the handle or fabricJ.te a nandle itself. Only -.crvers create file handles, 
and sef'Jers on!> recognize handles Thill !hey creale. Funhenr:ore, ~cure implementa
tions cf :'I:FS servers lise a SOpllisticaled eltCooing IV prevent a ellen: from guessing the 
handle for a file. In particda!'", servers dlODSe >time oflhr: bits in a handle at roodom w 
help e1l5Ure Iha• cljent~ Callnot f .. bricale a .. alid handle. 

To nnpro\<c i.Ccwity. ,erveh can also limit the time a hal'.ille can be used. Duiog 
£<) makes it impossible for a client to keep a handle forever, To limit a handle's life-
01"0<\ t,e server encodes a ,i~stamp in the handle. If the hanck expires, thC '>CIVeT re
fll~s \Q perfOffil funtx:r oper"nions on a file usillg it. The client mUS1 obtairo a fre!.;h 
handle bef0fe it can continue acce~>_ In practke_ NFS timestamps are usually :oog 
>!:laugh to pennil any reasonaole .acce%. Applkarioos that have legitimate use of a file 
ca."! always ;::.Nain a fresb handl~ (the transactioos reqmred can be hidden from the ap
plicatLm completely), 

23,,17 NFS Handles Replace Path Names 

To tmdeDtand Wily handles are needed. cOrlSide: naming file., in a remote direcMI)' 
hierarchy. Recall thaI to ioolate dients from the :rer.'ef'S path name syntax and \p allow 
heterogeneous machines ro acccss h}erardrical files. NFS requires that the client per
fDrm ali path name interp;etation_ As a consequeoce. 3 client cannot use a full path 
name to ~pedfy II file wilen reque~ing an operation on thaI file. Instead,!he clknt 
:nu. .. t obtain a handle that it can use ro reference the file_ 

Ha."ing the St!:fVer provide handles for directories as well as files permits a diem 10 
trace il palb through the server"s hierar;,;hy. To see tow, consider Figure 23_9, wllicb il
lustrates the exchange between a client and server u,; the -client looks up a fiJe with path 
lalbl( ~n L~e ~r.,.er's hierarchy_ 
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client side _sen! '"""'" .... 
KeqUf!l1 roO! handle 

Hamlie Hr 

Handle Ha 

- Loofup b in HOI 

Handle Hb 

I 
Hmuil!' He 

Figa", n9 The ID<',>ages a diem and .. ~e~ e~ch,mge as Ihe client looks 
'.I? a fil€ tnal Ius full paOJ lIaVIC /tVWc, "here "1"' denolf, tire 
dient',; wmponent ~tO!', The handle fO!' a file 0( directory 
named.( is denored H.r. 111 practke, a separate protocol provides 
the roo( handk, 

The figure shows !hat the seNer returns a madre foz- each director)' along Lle path, 
lbe client lL'IeS each handle in the ned remote pro..-edure .;:alL For exar.lp.!e. once the 
client obtains a hlllldJe for dlIectory <l, II sends thar handle bad; to the server and re
quests that the sencer- search for b in directory a. The elien! cannot reference tho: me 25 
/a/b, nor Call it reference 1!Ie dinx:tory as la, becaure the client does IlIJt know the 
server's path name syntax. 
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23.18 An NFS Client Under Windows 

When NFS elient cO<!e is. ~Il'>taEed in a s.ystem ~cch z, Windows 95. it mu'>t be as
sociated w:th ,m unli~ed devk'e idt:ntifier. Fer example. if L'le letter F hit!> not been tl~ed 
fOr 1m exi,tmg deVIce, ur.e might ciJoo~ 1o a~,oci3te Il:e chent code with that device 
identifier. The NFS client ,-We vpeIate~ hke a device dri\"er for the dev:;;e. 

Whenever an applka:ior: (!wgram upens a file, the operat:ng systcm begi[ls by exa
mining the device ieclllificr in thc file Mille. and calling Ihe appropriate device driver. 
Jflhe clevie..:; is a di,k, cOllirol paS-.'<C:S 10 the di,J; de"ICe dover code. which Ufes the path 
name to locate the COTTect ft;;;: on t"..(; disk. If the device is a ~mote file sy~tem. control 
pas~~ to t~e ~bS client 'ZQde ..... l:ich use,; the paft came t'J locate a rer.!ole file. Be
;:ause ('Ie di::ectones ;n the path re,iJe on a remote machine. the ]\;'"FS eliem code carum/: 

search l:-~m directly. !r.,:eau.. it mUollook up one componenl of thc rmd: at 3 time Tn 
luck .Ip a component. lhe chent sends the cDmpcnent name 10 the approJlriat~ NFS 
,erver; if ,,~e compcment is val.d, the sep,cr rctums J. handle.. The che;;t then u~es lhe 
handle to ask tf.e ,cr\<cr to <,earch the direcl<.lry :'.\f the nexl cumpoTlffil. The search 
nmtirue~ one cnmponent at a :ll~e until the dlent a~b; fur infannation a.b.:)!]t :ht Ia.~t 

.:omponent in the path. rf the r~th i::. valid {i,e .. L'(]rre.~poild<; tc Ii file on the xmm;e 'ys.
!em). the ~:v~r relum~ a ha.·'!Cle !oc Inc Iemote fi~e. The Nf<"S client corle ~lOre; the 
handle. creates a de><;rip!ur thac corre>pund~ [Q the re:nme file. and re:U::ls. the de~rip
lOf ID the &pphCalloll. The apphcatLm U'>e\ the descriptor for SUbs~quefil rEad <X "'Tile 

op.;"Ialwn, un the remute f.Je. 
\Vhenever :m app!i~ation pcrtonns an nperall® UTI a fik desniptor, :he operating 

~y;;ter:J U~C'i loc d~sC'rirmr:o fon.;ard the operatiun to a device driver. If the descriptor 
correspond, to a local lilt'. ",url~..,l will Fa,~ to L'le drivtr for ;,> :ocal disk. wht;:h pu
ron";];; the operation as usual. II Ih.e descriptor c()frc<;pond~ w a rewote file. (;ontru' W!i! 
?a~~ t,) the NFS diem cJde. wb.:h u.,c:-, the file handle it received from th;: ,erver when 
the file "'leo opened. T.'le diem send" :h~ ha:1dle ;<:1 the. sefYt'r along Wlth the read D[ 
",rile request. 

23.19 File Positioning With A Sta1eless Server 

BccalJl<e :"IFS U5e~ a ,(alele.,s >efYer de~isn, the 'e ...... cr CanTIN ~Iore a file jX'sitioTI 
far ca;;h arpbC'ation thai i~ usmg <l file, Im,tead. th<~ client l'torcs all file poslilon infer, 
In;>rlofl . .and e~ch reque'.t s<:nllo lhe >.ene. mus:: specif)" the file position to u:;e. Storir.g 
positIOn ;nfurma:ion at :nc ClieLl also hcl~ £'pnmize ope:"a{iuns that cha[]g~ t1k: :lk po
si:ion. In ml's! imp;cment1tlGm. NFS :.J"e~ the ~an1e medlani»fTl to store the po<;ition of 
" rerrwk Ji;e a~ is u~ to ",tore the ;ms:ttion of it 10c.l1 file. If lin applic,;.li,'J1l change,> ;.he 
pu\i.ion of a :-iJ.e (i.c .. hy u~ing a H'<"i: operation), tlk <:hent re~'ord;; Ihe fEW file JX'''iticm 
without sending a mt~.,agc 10 Ihe ~n·d. ~never all appli::arioll re-qaest~ a n·ru/ or 
wnf<>. !he dtent 5ends the cum::nl pU,ltion to thc ,elVcr a:ong v.ith :he ffad or wrhe re
<Illest. Thus. because hed dt.)~s no! ~end any :"":C""sage,> a.:ros~ the l1elwork, ~kir:g in a 
remu!r fi;e b ,,~e':fiuerst a~ ,cci{ing in a local one 



23.20 Operations On Directories 

Con;:-eptuaily, NJ---S delmes iI directory to consist of a set of pairs, where each pair 
cOfltams a tile name and a pointer Ie- the Ilamed file. A directory can be arbitranly 
large; there is flO preset limit on ils size. NFS provides operations that permit a client 
to: insert a file if:. a directory, deie, .. a file from a directory . . ~earch a directory for a 
na,-ne, and rend the contents of .a direcrory, 

23.21 Reading A Directory Statelessly 

Be~ause directone!;. can be arbitrarily large and communication netW(lJ1;:s impose a 
fixed li:nir on tne size of a single message. reading the contents of If direclory may re
quire multiple uquem. BecallS<: NFS servers. are sla(ele~s, the serv("J" catlnot: keep a 
re,onl of each client's po>;ition in the directory. 

The NFS de5igne:s chose to oven::ome the hmimtions -of stateless SITVeTS by ar
ranging for all NFS server to return a pasilion ide./tyWr when it ans .... -eTS a request for 
an entry from a directory. The dienl uses !he positicn identifier in the next rl'quest to 
specify which enlries ;1 has already received and wl:nch it s:il' needs. Thus, whell a 
client wishes to read entries from a fffilOte directory, it steps through tile directory by 
making repeated requests that each specify the position identifier returned In Q<,e preYl
OtiS request, 

Using infurmal terminology popula; among systems prugrammert. NFS calls its 
directory positkm llientifiet a magic cookie, The term is ffie3nt to imply that the client 
does net interpret the identifier, IlOI" can it fabricate an idcmifiet" itself. Only a server 
can create a magic cookie (benee the terlll magi£.); a client can {lnly use a magic .cookie 
that has Oeen supplied by a server. 

A magic eookie does not guarantee atomicity, nor ooe" it lock the direuory. Thu~> 
two applications !hat perform OperatlOllS on a djreClory mlly intedere wjth one anolber. 
For el::llmple, imagine a SeT"er that is handlmg Ieque,>1:S from two or more clients con
CUlTently. Suppo:;e that after reading three directory entriCl> from some direclory, D, the 
first clieDt receiVi:S a magic cookle lila! refer';. to a position before the fourth entry. 
'fll.;;n <;nppo~e another client performs a series of operations thaI inserr ar.d deleTe files 
in dlfee:tory D. If the first dient attempts to read remaining entries flOIt'_ D using the 
old magic cookie. it may IWt receive all the change;;. 

In pracdce, :he potenlml problems of concurrent directory acce~;; ,eldom affect 
Ilsers because they do not depend on ins1.antaneous in:;ertion or rleleton of files. In fact, 
many convea:ion41 operating !>y&em!> exhibit the foame behavior as K"VS: user> seldom 
nnden;(and the detail> of how the syslem interprets concurrent -directory operalions bc
Cllu~e they nlfdy need to know. 



23.22 Multiple Hierarchies In An NFS server 

Recall that to make NFS inte!O;>erate across. heterogeneous machines, the designers 
chose to have lhe dent parse all path mllnes. Domg so a!lO'ks both the client and 
~ecver to e&:h use the file rwming ~,heme native to ils operating ,,}'stem wilhout requir
mg either of them to understand the other's envIronment. 

Resuicting the use of full patl Dames has litde effect on most file operdtions. 
However, it does introduce a serious probJem because il means tl'.al adient camlUt use 
a full path nalTll: (0 Identify a remote file ,ystect or directory. 

Early versions cf lhe NFS protocol assumed !hat each server only provided acce.s 
10 a single remote hierarchy. The original pmtocol indaded a function named 
NFSf'ROCROOT LOnlll client couLd call to obtain tbe I'.andle for the root directory In 

the server'~ hienrrch)', Once the client had a handle for the rool, it eould read direu:ory 
\'ntrie~ and follQW an arbitrary path through the hierarchy. 

Later versions Qf NFS allow a single serva to provide remote access to files locat
ed in several hierarchies. In such cases, .a pnxedure that n;::tul"n'> the haDd!e of a single 
rool directory does not suffice. To e.'1able a single servrn- to handk: multiple hierarchies, 
NFS requires an adcitinnal medum:sm. The addilional medianism. (k;;cribed m the 
next section, allows a client to specify ooe uf the (Xls$ible hierarchies and obtain a han
cle for its root. 

23.23 The Mount Protocol 

The current ver.sion of NFS use, a ~parak protocol to handle !he problem of find
ing a root directory. Called the IfWURI protocol, it i, defined using RPC. However, the 
mount prO(ocol is not jYri.l1 0:: toc NFS rernore program. Although It is requited for an 
NFS server, the mount protocol: operates a~ a separate remote program. 

TI:c mount pmtocol provides four basic services that clients need before 'he.~ can 
.. <;e NFS. Firs::, it nllows the client to obl:ain a lis. of the diredill)' ':lierarchies {i.e., flle 
systCJnS) that the client can aeees.s throngh NFS. Second, it accepts full path names lhat 
allow the client to identify a pa;1,iculM difITtory hierarchy, Thrd. it !!Ulhenllcates each 
dient'~ request and validates the diem's permission 10 acces~ the reque,ted hierarchy. 
Fourth, it returns a file handle :or the root directory of the hjerardl.Y a chent specifies. 
lbe ciient U\eS the root handle obtamed frem the mount protocol whee making NFS 
call~ 

The name and idea fur lhe moun! protocol come from UJ'\'IX: II VNIX system u~s 
the moun! ?rOcoco) when it crea.tes a remote flle sy~ern momu in its name&pace. A 
clienl ~y;.tem use, the mount protocol to contact a server lind v~rify access to we remote 
file sy,;tem before adoing ttte remote mount 1{: its local hierarchical oomespacc. If the 
mount protocol denies :>cce,s, the <.:lient code repor\!" an error \l} L'le sys:em ma~age{. If 
the mount protocol appmves acce~~. !Itt' dien. ,;00e stores the t1<mdk for 6e r-oot 'Ilf Ihe 
remote file !;y~em w it caa use the bandle ",hen an appl!catioo triC>. to upea .(I file on 
lhat file system. 
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23.24 Summary 

Sun Microsystem,;, IiXOIpOfated defined a remote file 3CCe:s5 mechanism caEed 
NFS thai has become an industry standard To a1iow many clients to access a '>l:ner 
and to keep the ~"ers isolated from client crashes, NFS uses suueLesi servers, 

Be::ause NFS is designed for a heterogeneous environment, .a client cannot knuw 
the path name synuu on all serven>. To accommodate heterogeneity, NFS requires the 
climt to parse path names and look op each a>mponent individually_ When a elien( 
look!\. up a particular component name. the server returns a 32-byle file handle Ihat the 
clkl1t uses ali a reference to the file or ctirectory in subsequent operatiuns: 

MDs.I of the "'rS definition> and file system semantics have been derived from 
UNIX. ~"FS supports a hierardljcal directory ~ystem, views a file as a sequence 0; 
bY'.es. allows files to grow dynamically, prm'ides sequential 0£" random access. and p:-u
vides information abou~ files alrn'='M identical to the information prO'Oided b-y me CNIX 
SMt function. 

Many of the conceptual file operations used in NFS have been deri.etl from opera
tions provided by the UNIX me system. NFS adopted the ope?1-r.outf-wrile .. dme para
digm used ill UNIX, along with basic file types and file pro«x:tlon modes_ 

A companion to ~FS. the mOlmt protocol make .. it p<mtble for a single ."FS sef'.·er 
to provide access 10 multiple directory hierarchies. The mount prolocol implemenb liC
ce!.S authentication. and allows. a client to obtain the hand!.! for the root of a particulac 
directorj biemn:hy. OBce the client ot»mns a handle for the root, it can Ilse NFS pw
<:edures to access direclOOCS and files in thdt hierarcb.y. UNIX ~y"lerns use !he- moum 
protocol when the system ma&llgef installs remote- nount<; til the L"NlX hierarchical 
I1aIIle5pace. 

FOR FURTHER STUDY 

Richie l!Ild ThOF.!p5ol1 [19741 expJlIi:ns the origmal UNIX hle syster.1. and 
discusses the implementation of files using inodes and de,criptors. Bach! 1986-, ..;over. 
UNIX file sy,tem ~emamics. McKusick f!'l aJ. {August 19841 deM:ribe:.!he fast file ~J~
tem used in later f\!leases .of BSD UNIX. SUn Mil:rosySlems, Incorpocated (RFC IOS41 
spe<;::ifies the lletails of both ?'<IFS and .Ile mount prulilcol. It rnentiom mL'6t of the ccn
cepts presented here. Callahan ef -Ili. fRfC UH3j d=ribes versloo j of the ~rS proto-
001. 

EXERCISES 

23.1 Build a program lllar abi.ai!!:; a magic <'OOkie hom 4f1 NfS ""..-er U"., Ihe progrdm to 
obl:ain rnl!1l;K: crrokie~ frn- sevew d'<ectO<"!e~ on several sen-ecs wd pllm thClr o;,.--.,,-:ems In 
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hexadee!llZL rry to gu~" what infmmllnon ~Ire ';oo!Ge oomains and h<Jw the server <'1-
codes it. 

23.2 Fse a r>elwcri: ana[y=r to watch m"".;ag<'~ eJ<chzr.ged between an t."FS chent and a 
,f"'e,, How uta,,} p3cket~ are exchanged for eao;h of the folkn,,,ng opemdons: open a 
fi:e not in the lop !,ever d'reebxy. read JObytes from m.o ft:e • .and clou the fik" 

13.3 SUppL>se the lIehHIrl. L'lal connect, an t-."FS c!ie:ll and an NFS '>el'V« deliver> packet .. om 
of order. What elTW"s call :e~ll from remde£ill~ Nf'S oper;lltoo~? 

23.4 Suppose the r.etwork (hal conllects a.." :'>lFS eliell! alld an NFS '""Pte, can duplical~ pad
lOb as well II, deliver pa::kets. out of order. What errors can re£u!t from duplicating and 
roo.-.:ie.-i::g NFS vpe.-at'o~.,? Cumpare yom- ans",er In you, ,.">ponse for fhe previ.-:us ex
e{>;i~c_ Docs pad:et dupltelUion inuoouce any lddilicnai error C!)Ilditmns'~ Why Or why 
",,1" 

23.5 ham;"e Lile speci:;caliom for NFS versions 2 and 3_ Whst are the chief diffe-l.'~'! 
Does ~'eDion 3 ma:~e any cha>;ges C;at are visible or :mporun: to a p<<1gmmrner? 

23.tj Alihough NFS was desi!!Jled In be ~wt<:I.",,_ the file ;,andle !CleCbarn;m adds. state to Itl.' 
proloml. Villal problems. if !!':"iY, co fili:: hanc!rs mtrOOucc; How can such p<oblem~ be 
men;mne'? (Hint. Man) impl"melllaliom 0f N:'S require all aClive clirnlS !O reboot dttr 
a ~er"-er cra,he, =ct rebo(lts..) 
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Network File System 
Protocol (NFS, Mount) 

24.1 Introduction 

The prevI()m chapler desc:ilie.; the coocept~ underlying Sun';" Network File SyslCm 
(NFS). and sh(>w, that mudl of the lenuino:.ogy and many of the details were cteri-.-ed 
from the UNIX file splem. Th:s t-japter continue>; the discUSSI{)fl of ~rS by desc:-Jhiug 
the protocol It ,how, h,--,-,,- KFS is defined to be a remote progr<lffi Il~mg ONe RPC 
and :m .... -each upenllion on a file corrc'pond;. to ~ reItote procedure calJ. 

24.2 Using APe To Define A Protocol 

C1!apter~ 20 II"JOugr. 22 <;ho\1l how RPC can be used TO divide a ?rogram imo ((Jill_ 

pOrH!nts that execute on ~rarale machines. M{Jsl programmers u~e RPC ;n lte exact 
W3Y de\cf'_bed ill lru):>e chap:en.: they fiRt wri:e- a conventional progmIl1, and (hen Uk 
RPC to lonn a dhtribuled \'enion. Thi, ..:hapter take, <mmher approach. [t "hews how 
RPC <.:.m bt: !I~ed ;0 define a prohx:ol wlthOO! lying illO an.y particular program. 

The chief diffcreuL": be''keel1 u"ing RPC [0 COfiSlro~1 i\ di<;tributed venior. of a jJf0-

gntITl and 2 gencral-purpflse protocul arises in the way the de~lgner thinks aootl! the I~
"ue" When Ollild;n>! a di,,1ributed ver<"uu of a program. the programmer starts from an 
exisllng program [h;l[ im::lU{le~ buth rr<xedures a:-od dal<l ~tructurcs_ Whell devrung a 
protOJCoL the pcogmmmcr ,Iart, fmm a ~et Df de"ired ser"i<:es and rlc"j">es ;;.~lfact pro
cedul"el': :hm ,Upp0!1 theEL 
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Designing a protocol requires thought about how !Oervices wiU he med as well as 
thought abou. how pr<)grarnmers will implement programs that supply those '!ervi£es. 
The dedgner must chOO"JSe a protocol definitioo that soikes a balance between precision 
and freedom. The protocol must be precille enough to guarantee inter{)pcrability amoeg 
programs that adhere to it. but it must be general enough to permit a wide varielY of im
plementations. 

Thinking about protocol detign in a vacuum i;; seldom sufficient. Succes~ful pro
wool spedfJCatiou requires the designer to be proficient with·the technical details of 
communication and to have good intuition about the design. The intuiticn required usu
ally arises from etensive experience with com~ter systems, application programs, and 
otner communiC"J.tion protocols. Thus, prot-ocol design can be more difficult than it ap
pears. In particu:aT, one should not confuie the apparent simplicity of a protocol like 
~FS with the notion that the design did not take much thought. The point is: 

Although RPC provide! a conveniem way 10 specify a prolmvi, if 
does no! mng prmocol. design easier Mr dots it glUlrantee ;!jficie7lt:.v. 

24.3 Defining A ProtoC:1:1 With Data Structures And Procedures 

To ~dfy a prot{X.:olllsmg RPC, OIK must: , 
• provide declaration;. [or the constants., types. and data structures used as pr0-

cedure argument:; Of" Cunction results, 
• pro\·ide a declaration for eacb remote procedure that specifies the a:gu

ments, results, and semantics of the acliOll i{ perl"orm.~, and 
• define the semantics fm each. remote proc~dure by specifying how it 

processes ;ts argumen!s and .computC!i a return value. 

Conl.-'"eptually, a protocol ~pedfied using RPC defines a >cr¥er W be a ,;ng,e remote 
program. An operation ~ent from the client to the 5..'T.fCr corresponds to a remole pro
cedure call, and a message reh!.med from the ;;erver to the client (;tlrrespoOOs 10 a pro
cedure return. Thus. in any RPC-defined protOCol. the dient must initiate "U ope{a
!ions; a server can only respond to individual client requescs. 

For NFS, requiring the drell{ to" initiate each operatiun makes 'iense becaure a fife 
acce,,~ protocol can be designed to be driven from the CUe!lt. A server offers procedures 
that permit a client w; t.1i'l11e 0; delete flieS, dire.c!-Jries, and symbolic links; read or 
.... rire data: search a dire<:tory for a Darned file; and obtain S/af".~ infbnnation abOUl an 
entire remote file Sy~--m Of .about nn jndividUtlI file Of direcIOI)·. Although other appli
cation pcotocois may not lend themsdves to R?C specification liS tlirectly as NFS, ex
perience shows ti-tat most dient->efYcr intertICth")n~ can be Clli>1: into the remote procedure 
call paradigm with modest df(U1. 

NFS provides an interesting. e~ample of RPC specification because :he p:otocoi is 
sl.Ifficiently complex to require several remote procedures and data types, yet it is intui
tive and conceptually simple cnough to Il:lders;and. The next section describes e.xam
ples of the bask CIl1lr.tanl: and type. declarations used in the NFS protocoL Laler ~ec
lion!". show how the procedure declar:uions u..e the constam:;. and types to $pe.::ify argu
ments and results. 



24.4 NF$ Constant, Type, And Data De<:laratlomJ 

The NFS prororol standard defines OOMtant&, type twne~. and data structures that 
are used througOOtit -;he procedural declarations. All dedarations are given using RPC 
declaration syntax. 

24.4.1 NFS Constants 

NPS defines six basic (onstanH thaI speCIfy the sizes of arrays u'led by tile proto
toL The deciaratiollS are given usJllg the RPC language: 

oanst ~ '" 8192; /* lexim.m kftes in a data transfer *1 
a:net ~ = 1024; 1* Maxinum charact:erB in a path name */ 
crnst ~ '" 255; /" ~ characters :in a nome *1 
o.nrt. OXJ<J:lISlZS '" 4, I'" Octets in an NFS nagic oookie *1 
0CIlSt FHSlZE = 32; /* ~ in an NFS file handle */ 

tn addition to the basic constants, the protocol also defmes an enumerated ~et of 
constants used to report error status. Each remote procedure calJ returns (lilt of these 
stattiS vatties. The set is mmred SlfJJ, and is declared a .. : 

~.eat ( 

"""-OK 
"""'""--'" 
~ 

=0 
= 1, 
= 2, 

j* s..~: stu: call 
j* CWlersh:ip mi.5rlatd't or eu:o:t 
til File dles not exist 

'I 
"I 

" 
NFSFmllO = 5, /* I/O device eLIot: o::x:urred "j 

~ ~ 6, /* ~ce. or adh does not eldst "I 
~ = 13, '''' PezmissiaI to eo. was denie1 .. J 
~ = 17, 1* !p=cified file a1zeady e:dsts *) 

~ = 19. /* ~ified device d:::oes not E!Xi.st *J 
NFSERtUVJllR = 20, 1* ~:ified item not. a direc'"..ot.y *1 
~ = 21, 1* fPecified itan is a d:i..rect>::lry .. i 
~ = Z1, ;. FHe is too la%ge for server *; 
~ = 28, 1* N:;. space left en device {d:i.sk) .. I 
~ = 30, '* Writs to ~y file system *J m""''''''''''':a:a= 63, 1* File tare W!'.l8 too ~ *1 

= 66, j* Dire:::'-...ory not eIPtY *1 
= 69, 
=' 70, 
=99 

I * Disk <pOta exr: 'le1 

;* Fi.:.e handle :is stale "' "/ 
1* Write cache- WlS !Jughed to disk */ 

Each of these elTOr values make .. sense in [he comext of some call. R.x- example, if a 
ch~t atlempl$ to perform a directory operation 00 a regtllar file, the server returns error 



code ,VFSERRj.,'OTDIR. If the client atttmpB 10 perfonn a regular file opemtlO!l Oft a 
,hre:tary. the sern:. feturns- error ;;ode NFSERIClS})lR. 

24-.4.2 NFS Typedef DeclafaUons 

'TD matt Its ~tn;.cturc dcclaratiOl's -clearer. the :--OF'S pW!OCQl St<lndard defines names 
for lype~ used in multiple qrUCNre,,_ Fe>r exam,le, the type filename is de-fUled lU be aft 
alTIlY of eh<W.lcten; iarjC enough:o contain <l component fu!nl{"\ In RPC ~ynta)(. t. ... c kcy
'<\wd <;fring r!."S( b:;: 1.1.100 tu dedarc an array of :::hara;,:rers_ Thus, the decl~oo I,; 

~::: st.rirg fil~1"1XN~;MLEN>; 

Similarly. {he 5tandanl !k1i-,"u~s foandl" tft be [nc type of a 31-byte <L"rJY that contains u 
file h;l;1dk The type is ocdared 1ft ix- DpaqUi' be-catl~e lUc chen! dl<es 001 bow the 
infernal strudure: 

24.4.3 NFS Data Structures 

With Co.1;;:fanl .and type nefinitwn; in pl.liT, a protocol deSigflioT .;;an spe.c;~y li1e 
Iype' of ali data ~tru<.:tnres \!~ NFS Jo:>llmH the COIl"em:oo of ':omb,ning: all the ru-g!.1-
!l""lenb for a remutc pf'Jl..:i!du[e call into a sing:le ~wxwre. Thus, the ~{am:lard ddine.~ an 
argument ,\truClLfC for \:J,Ch remme procedure and a 6-Cpar;!t!: structure for each pro
cedure r~sillL In additien_ the standard defines a few Mructures 5hared by ><evcml pro
cednre,. rDr exampk, C13pler 22 Uo!iCrlbeS Ite fa;;r .~Iru("!urc Inal Nf'S u,;.;.s to iPt:cify 
fiie J!u-Il; .. tcs- faur "'<IS deri"ed hum th:: tialli returned hy the UNIX $1«1 ~tru.:ture_ 

Some fields if< (he jaUr strM-"ture record IOC time at which J file was Jast :r;JI)ctille::l 
or aa:e;;s;ed. Such fields are <kdared to be [).f type tim""'"!' it ~tn;cttlre: 

st...-uct. ti."1\SVal { 

) , 
unsigna;i i.'>t se::onh; 
un.signej in: ~; 

j.. date an1 tille used l¥ :-FS 
I" sa::arn P':iSt epx:h (1/1/70, 
;"" adiiticnal mi=s::cads 

", , 
"i 
"i 

The dedarntiof< 5pe..:;fies that NFS ~lnres a lime ",,:ue in 11'\>0 .11-bi! illtq;er~, Tile firr.l 
lIl!eger recurd\ the [!;.lm..'Jer of SCCl)mis pa~i an ep.x·h dale and trre scccmd integer 
!ec(Jrd~ addiliora! mkro,;econds (aliowjflg for JI::>Of(! precisioo!. NFS tl£es (nc ep.)Ch 
cat" of January!, !9?Ot ttl nm:s.ur-e iime vnlues. 

Mos! I)f tite remamir.g dedardlimls define me type of argllme-nt~ pas<;eu ttl a remole 
prr,.;;:-edure or the result ~h", prIJccdme fctum\. For example, when calling a proccciufC 
Ihlll pt;.:fo= ail operation er; <: dm~;;to')' (e.g .. dekrf' :l fik), !he client RlU,t p!l;,~ the 
flame uf", flk. NFS de.;;!ares ,be <i'1!ument type lD be a strudufe, dimparS-' (din:,,1:ory 
operation .ufgu:n<'nts): 



struct di.rq:args { 
fhan.1le dir; 
fi~ -rarre; 

}; 

/'" rlin:ctorl" q::e::atian arguIalts */ 
/'" haIille for di.rectm:y file is in ,,/ 
/'" name of file in that directory "'/ 

The ~tructure shows that the argument con\~tl. of a file handle for tile dire;::tory lnd th;:: 
name of a file in lhar directory. T{} understand wily diropargs is needed, recall that !be 
:'<FS dient parses all path names. Thus, a client cannot use a full path name to identify 
a file. Instead. NFS requires aU -oj)efation .... on files to be specified by giving the handle 
fO£ the directory in which the file resides and the name Qf the flJe in that diJ1'lctQry. 

In additlcm to doc!arntloos for argument types, the standard delmes the types re
turned by remote procedures. For example • .a direclOry operation returns a union type 
named diropns: 

unicn dirq;e:es switch 
CQSe !lFS3:K: s= [ 

fhandle file; 

(s--...at stat".w) { /~ ~t of air. cp ~ / 
/ .. If cpezation was successful "",I 
/* structure for sucoes.s l:.'e9.llts ""I 
/'" file ha:v'fie for naor file ""/ 

fater 
]di~; 

defa-..J2.t: 

att...--il::utes;!* status of tre f'::"':'e "; 
"/ 
"; 
"; void; 

/'" errl of structure for BUCceSS 

i* If q:.e:ratior.. =aileC! 
t.. get ~ baCk 

The union allows lwu possible forms of a return ~'a!ue, wi;h {he choice depending 011 

:he statu,. If the operalion succeeds, the sta:us '-'"ill have va'lle NFS_OK, and me return 
valae will consist of a fIle bandle for the newly created file (Of" the li:<'O that changed; 
and a structnre that (;ontains the file', attributes. If::he operation fails. the caH will uot 
.rel~m .anything, 

The arguments for other remote procedures s<..'>lw.;times in.clude one or more -:lie 
~pe;;J.fic.:r:iong_ For example, the ;emote procedure used to rename a file require~ two 
file names.: t.1.e name of an existing file and the new name for that file, 1be argumerH 
f(lf thc rename procedure are dedll!"ed to be of type rentJmearg,o; . .a structure' 

st:ruc~ ~ { ;" ~to_ .; 
~ fra:t; r an existin;! fils .; 
~ "" /" new locaticn/IJii[[E! for file .. / 

" 
ImhvidUJI fields that gil'e the old and new file names are declar\.:d to be uf type dinj
piITgs. 

MUll other NFS argument Iyp~ corresponC ti) remote procedures For example, 
NF$ defm£'~ >tructure wn't",arg~ to specify acguments used in Ii call [0 wn'te data to a 
file: 



struct writeargs { 
fie"d1e file; 
unsigne:i ~...noffset; 
unsigned. offset; 
unsigned totale<:Ult: 
nfsdata data; 

! * arg..ments to MU'l'E .. ! 
/* ::ile to be written * / 
/* OCe.o1ete o.9,*"e) */ 
!* lb:!re tc write data *1 
/* d:ec':'ete {igu:ne) */ 
/" data to PJ.t into file * / 

Sunilarty, structure retiUhrgs. specifI-::s the arguments For the read uperatlon: 

st= reaCa:!gs { /* ~toRE1lD 
/* file to be reild 
/'" WEre to reed data 

" 
'/ fhal:rlle file; 

unsignErl offset; 
unsigned. coont; 
unsignei totalcamt; 

/'" IlIIlI. of l:ytes ~ * i 
/* ~'..ete {igJ:YJr>a) o,j 

}, 

Procedure read/ink allows the client to read the contents of a symbolic link. Its 
results are defined by the unioll readlinkrl!!I: 

unicn readlinkrss switdl (stat- statlls) { /* REMiJlil( result */ 
case NI"SJ.lK; /* If cperat.i(D >eS SIX:OElSsft:.l "/ 

path data; /* path :lO!I[I'Je fo.Jrrl in link " , 
default: /* If cperaticn :ailed ,/ 

/" '/ 
) , 

24.5 NFS Procedures 

Once constant!> and data types hm:e been declared. one only needs to ~-pecL"'Y the
remme procedures thai lInplcment the protocol. AlI NFS ~er provides a remote pro· 
gram that implements 18 procedures. Using RPC language, the program can be de
clared: 



p:!()JLaut ~ ~ 

vers:.an NFS_ .... EtSICN { 

attrstat 

attrstat 

=id 

~id 

attrstat 

d:i.J:q::u: es 

stat 

stat 

stat 

~(void) =0, 
NfSPPD~ .. JEm!'m(fhacdle) = 1; 

N£'smx~{eattnu:ys} = 2, 

~(vc·id) = 3; 

NFSmOCJtXJ(UP(di.rq:aLgs1 '" 4; 

NPSmX...."RE\D{readargs) '" 6; 

~(vtlidl '" 7; 

~('WriteaLgs) '" S; 

~0'!&¥lE(crea-~) = 9, 

~(di.rqlaLgsj = 10; 

tFSmreJ,lNK(linkargs) = 12; 

stat ~!syminka.tgs)= 13; 

statfsres 

} = 2; 
} = l000C3: 

NFSPR:.C...JM)m{di..rcpa:J:gs) = 15, 

liIFSPRX':~REi'IDlR(~)= 16i 

~!fhmdle) = 1'"7; 

;"" cunart veraicn of Nl'S protoo:ll "! 
!-If RPC pr:cycan ru..m:er assigErl to NFS */ 

24.6 Semantics 01 NFS Operations 

The sernantic~ for most NFS operalions {ollow the semantics of fiie operatjon~ in 
UNIX. The following seClion:. each de;;.cribe how one of the NFS remOle procniu.res 
operates. 
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24..6.1 NFSPROC_NULL IProcedure 0) 

By convention, procedure 0 in any RPC program is termed n",ll ':lecause it does not 
perfQnn any action. An appi:.cation can call il 10 '.eM whether a given server is resrmn:l
jog. 

24_6.2 NFSPROC_GETATTR (Procedure 1) 

A client calls procedure } to ob-tain the attributes of a fiJ~ which induCe such 
items as the protection mode, owner, sire, aod time of last a<;cess. 

24Ji.3 NFSPROC_SETATTR (Procedure 2) 

Pmcedure Z permits a client 10 set some of L'le atuibuks of a file. lh: clieot can
flot ~ct atl attriblltfi I.e g., it cannot change the recorded file size except by adding byte~ 
to the file or truncating it). If iRe call socceeds. me result re:umed contains the me's at
tribtes afler the changes ha'Ve been appLied. 

24.6.4 NFSPFlCC_AOOT {Procedure 3} [Obsolete In NFS3] 

Procedure 3 was defined for earlier versions of NFS, but i~ now obMllete. It has 
hcc:-. rep:Uced by the mount prot{)C01. 

24.5.5 NFSPAOC_LOOKUP {Proe«ture 4) 

Clients call proced~re 4 10 seMch fOt" a file 10 a wrectory. If successful, the re
turred \'alue consist!> of a Eie handle and the attributes for the spec:fred file. 

24.6.6 NFSPROC_READUNK (Procedure 5) 

Procedure 5 pt'rmjls the client to read the val& fn'lU a symbolic hnk. 

24.5.7 NFSPROC_READ (Procedure 6) 

Procedure 6 provides one of [he mo;,t imponanl fUlKtiom because il pe:nnts a 

dienl to wad data frum a file. The re3ult returned by the ~e-r is a tmion, readres. E 
the operation wcceeds. the result conwns attribute~ fOl" the file as well a~ the data re
quested. If the operation faih, the statu~ value contains 3..0: e.-rm code. 

24.0.8 NFSPROC_WRITECACHE (Procedure 7) [Obsolete in NFS3] 

Procedure 7 is not ;J.sed in the current proloC(lL 
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24.6.9 NfSPROC _WRITE (Procedure 8) 

Procedure 8 provides aflutner of the basic funetiOM: it permits 11 dient to write data 
into a remote fi:e. The call retu.ms a unioo. attrstal. that either CQIltains art en'Ol" code, 
if (he operallon fails, or lhe attributes of tile file, if the OperntKirt succeeds. 

24.6.10 NFSPROC_CREATE (ProcedureS) 

A dienl calh procedure 9 to create a file in a specifled directory. The file must 
not e;list or the can w)ll return an error. The call returns a union of type diropru that 
either contains an error status- or a handle fur the new file along .... "1tb iu; anributes. 

24.6.11 NFSPROC_REMOVE (Procedure 10) 

A cEent ifl\'{IKes prru:e,jW"C 10 (0 delete an existing file. The ealJ returns a StaUl5 
value The slam:;; either ir.dicat:!s that ,he operation succeeded or pr<)vides' an error code 
that tells 'A-hy it failed. 

24.6.12 NFSPROC_RENAME (Procedure 11) 

Procedure: I pennin; a diem to rename a file. BecauS<" the arguments atlow the 
dielll 10 specify a new dir/XtQI)' for Ihe file as well as a new name. the rename oper.l
:JOP {oueiiXlrnh to the UNIX mv (move) command. ~rS guarmrtees that renamf" w:!I 
-e>e atomic on the !>eJ"Ver (Le .. il cannol be imerrup:ed). The guarantee of atomicIty is 
Important bttause it means the old narne for the rae will not be removed until the new 
:lame ha~ been in~talleC. Thu~. the file will not appear ;0 be mis5IIIg during a rellame 
vperatiun. 

24.6.13 NFSPROC_UHK (Procedure 12) 

Chent<; ;:;:a1l pnx:edure 12 to form a hard lilli;. to an eltiStlng file. t'i"FS guarantees 
lhal If a file has mu1lip-ie hard links, the attribute:; I'hibk for Ole file- will be ldentkal no 
ma:ter wilich Lmk 15 usee :0 access it. 

24.6.14 NFSPROC_SYMUNK (ProcedUle 13) 

Pn;,,;edure 13 cre"tes a symbolic link. The argument<; ~pecify a Jirectmy handle 
and tile name of a fife t{] 6e crealed as well as a string thm wilt become the Wilrents u( 
the symbolic link. The server creales the symbolic link, and men relUITS a s:atus value 
that eilh.er indicates succe,s Of gives a relison lor me failure. 
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24.6.15 NfSPROC_MKDIR (Procedure 14) 

A elienl calll> procedure 14 to create Ii directory. If the call mcceeas, the SefVer re
turns Ii handle for !he new direclill)' along with Ii liS! of ils attribute~. If the call bils, 
the returned status value indicates the reason fO£ the failure. 

24.6.16 NFSPROC_RMDIR (Procedur.15) 

A dieJtl can use procedure 15 to I"rITlOVe a directory. As in UNIX. a din::ctory 
mu~t be empty bef(Jre it can be rem(Woo. Thu~. to remove an entire subtree, Ii client 
m~ tnwen;.e me SUNR<: rell10ving all files, and then remove the empty directories that 
remain. Usually,:he removal of files and empty direetories is accomplished in Ii single 
PMS by using a PO~I-order traversal of the director)' tree. 

24.6.17 NFSPROC_READDIR (procedure 16) 

A r\iem calls pcocedure 16 to read entries from a directory. l".he argument struc
ture. revddir{lrgs, spectf!es <l handle for the. directory to be read, a magic cookie. and a 
ma..:imum counl of characters to read. On the jnitial call. the dknt specifieS a magic 
conkie o,:{)fItaining zero, which causes the server [0 read entries from the begiOfling of 
the directory. The valt::e retnrned. (If type reat/dirrcs, eo.:mtains a linked list of zero or 
more directory enlri~ and a BDolean vatue to kldkllte whether the l:as.t entry returned 
lie, at the end of the directory. 

Arrer a successful return. each directory entry 011 the linked list contains the name 
of a fil~ a ullique ldem.ifier for the file, a magic c<.JOkie that gives the me's position tn 
lile directory, and a pointer to the next enO)' on the list. 

To read the sequence of entries in II directory. [he client begim by calling 
NFSPROC_READDIR Wlth a magic cooKie "!'afue of zem and a .:;;haracrer count ffJual to 
its internal bllffer &ize. The sel'U ret:umr; as many mre.;:lmy entries as fit mlo 6e 
bllt:er. TIle dient ilerates through the li~t ('f entries and !J!"ocesse~ each file name. If 
,he femme<! \"lIlue stwws that me client has reached the end of the directory, it stops 
processing. Otherwise, the client uses the magic cookie in ('1<' last entIy 10 make anoth
er call 10 the ,erver and obtain more entries. The cHern continue,,> reading group~ of en
tlies untll it reache, the end of the rnrecrory. 

24.6.18 NFSPROC_STATfS (Procedur&17) 

Procedure 17 pennits a client [0 obtain infrumatioo about !he remote file sy~em en 
which a file resides. The relurne« result, .a structure of type slalfsres, contains fields 
thaI -specify the optimum transfer ~ize ii.e .• the size of data in reod or write reque~15 that 
produces optimal transfer rates), the siu of data blocks on t~ stGrage device, the 
number (If blocks on the device, the number of blocks currently unused. and Ihe number 
of Ilnused block" available to 'lonprivlkged users. 



A sopbi£ticmed diem pmgram can use NFSPfWC_STATFS 10 optimize Irnll!fen 
or to estimate whether sufl1ciern space remains on a disk to aCCOlJllJKldate <l write re
que'il. 

24.7 The Mount Protocol 

The mount fXUl-ocol. described in Chapter 22 is also defined u~ing RPC. lutbough 
.m NFS server musl have a comJXmIDn mourn seI"'er. the two have been defmed as 
scpardl:e remote propams. Thus, the protocol standard for mount specifies constants. 
types. and E ~et of remote procedures that comprise the server. 

24.7.1 Mount Constant Dofinitlons 

AlthO'.lgh the two protocols are defined separately_ the vallleS for many of the con· 
slants and type, defined for L>tt_ mount protocol nave beef] derived from corresponding 
ronstanlS ;.L~ed in the !'IPS protocol. Indeed, the two protocoLs could not work together 
well utJess !hey both used a common representation fo: objects like fiJ,e handles. For 
e ... ample, mount defines the sizes of :l file name, a path came, and a file handle a~ fol
lows_ 

o:nst mINiIMIm '" 255; 

UIlSt ~ '" 1024; 

tx1:lSt fHSIZE == 32; 

The declararions use RPC synta>;:; each expresses a length a.~ a IWmber of bytes_ 

24.7.2 Mount Type OeflnfUons 

The mount protocol !flso >peeilies type defin.i:ioru; thai agree with thei~ c .. umeT
parts found in the NFS pIOtOC{)1. For ex.ample. moon! specifres the type of s file han
dle: 

SirniliUly, .!he mount protocol specifieS mat a path name consists of an array of charac
lers: 



24.7.3 Mount Date Structures 

Because the nJm.lIIt protocol has been defined using RPC il follows lhe convention 
of ded.:mng a structure for the argument and re"ull of e<.::h rrmole procedure. Fur ex
ample. one of lhe basic pn..'Cedure5 in tbe protocul return, a flIt: handle for the fool 
tiirectory m a oamed hierarchy. The value rctumro o::msists of a ooiOll. jh.'italus. de
dared 10 be; 

case 0: 

fhamle direct.=.r. 
default: 

v-aid; 

1* If successfu2. 
/* haOOle for specifiEd rt::ot 

i* otherwise 

/* no~ 

./ 

.; 

.; 

./ 

As in Tile NFS protou>l, eiLCh remote procedure in the mount prolocol returns a 1itatus 
value along with other infunmltion. If the operotion fails, the ~tatli5 value ind:.cales the 
reason 

In additioo to 1: procedure mat rewm~ a fiJe handle, the mount protocol provides a 
procedure that allows a client tc determine which fil<: systems are availaJle fCA" access. 
The procedure rcrums the results In a <inked list called art exporl Irilt. The type of a 
node on the export list is declared wilh stTOClure exponlisf: 

stmct *e:qx:.rtlist { 

dirpath filesys; 
~ gro.ps; 
exportlist r.ert; 

} , 

j ~ l:st of available hierarchies 

f* path rnae for :hli; r.ierarci¥ 
/* gTQlpS a1~ ~ access it 
J"" IX'inter to next itHn ir. lL«t 

., 

.; 

., , 

" 

Field group.\ in an exp,Jrtitsl nndt"' con:ains a poirlter 10 a linked list mal specifks whicl". 
l'rrn:ectlon group:'> -are <llluweu w access the rramw hierarchy. Nodes on the Ii!! are de
fined to be a strut.1Ufe of type growps: 

struct 'or<=< ( ;" list of ~ '!ai:e3 .; 
~grname; ;. na:oo of ale group .; 
grcq;e gr:ne:tt; r p:>inter to next: ::'tEIr. (Xl list .; 

) , 
The- mCHmt prDtOl:oJ also allows a client to determine which remote file sj's[em~ 11 

ghen machine i" acces~ing. Thu,. it i~ possible 10 COR!<t-'"lli."'! an NrS cro~s--f"efereoce lis! 
fOf" a set nf machines. To do so, one a~-.; each of 1m- machine~ ill the sel for a 1i~1 of 
[he remote file sy~rems Ihal the machine is acce>.<;ipg, Note m;:« £he seT of remote file 
!<ystems ll. gi~en machine is acceHing will be disjoint from the se: uf iocai file .ys.!ems 
thal Ihe machint: ha~ eJ(;x>rtoo f.x ~hcr~ to a.xess. 



A repl: from me- mount pmloccl that list5 remote aocesres is a Imled Jist where 
each node ha" type meWirUST: 

st.nJCt "ID:J.Intlist { ,''* list of rewte m::unts "'/ 
narre hostn:rre; /.. nachi.ne (%j lObich. files reside ,. / 
dllpath directory;i* path nam2 of hierarc:hy */ 
r:o.mtlist neKt.ent.....>y;I'" pointer to neKt itan on the list*! 

24.8 Procedures In The Mount Protocol 

Like NFS, lhe mount protocol defines all opernlions w. proc«lures in a remotr ?ro
gram. The RPC declararior: of the mount program is: 

prcgz:au MXJ:mKG ( 

) 

verskn M:Ut\'J'\,'ffiS { 

void ~JruL::',(VlJid} = 0; 

fhstatns M::UNl'HU:...JfiI'(dirpath} = 1; 

I'Xl'..mt:1ist. M:UNl'ERX'_IXH'(V!;}id) = 2; 

void M:U1I'R!OC_tHlI'(dllpat:h} '" 3; 

void ~_tHnALL(void) = 4; 

l = 1; 
100005; 

/" :m::ount versicn l!1'BtChes NFS verso 2 *1 
f* RPC PIC9ram !IU!be:r assigned to nDUnt"l 

24.9 Semantics of Mount Operations 

T.-.e mount prOHK'ru define, me scffillntics of each of the operations listed ab::.ve. 
The followbg 'iCCTion~ give a brief <;ummary of each. 

24.9.1 MNTPROC_NULL (Procedure 0) 

Follow:ing the RPC cOIlVenlion, procedure 0 does nOI perform any action. 

24.9.2 MNTPROC_MNT (Procedure 1) 

A diem calls procedure J to Dbtam the handle fOf a panictJar hterarchy. The argu
ment oontains a path name that the server uses to distinguish among t:he hier.rrchies It 
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::xports for acce.~s:; the resull has type fhsta/!U. "ames for the hieracchies available on. a 
given ser-verc.an be obtained by caJling MNTPROC _EXPORT (see b.e1<lw). 

24..9.3 MNTPROC_DUMP (Procedure 2) 

Procedure 2 permit<; a dient to obtatn a list of the remNe file system;; that a parnc
ular machlne is using. The informaUOTI provided by MNTPROC_DUMP has ht1le value 
[0 cunvemional applications~ it is intended for system admini~tratOfs. 

24.9.4 MNTPROC_UMNT (Procedure 3) 

A dit."nt call use procedure 3 to inform another machine thaI it wjJl I:>e out of ser
vice, Foc example, if machine A has mounted one Of more file systems from the !>eroer 
-on macbine B, machine B can t1~ MNTPROC_UMNT to inform A that a partICUlar fIle 
!>yl'.tem will be out of senic.;; (e.g~ for disk maintenance). Doing 50 keep!> 4. from send
ing additional requests 10 B wltile the files are off-line. 

24.9.5 MNTPROC_UMNTALL (Procedure 4) 

Procedure 4 iOlJOWS one machine to tell anomer that all of ih NFS file syslems will 
be unavailable. Foc example, a server can I!:II Clients to unmoum all its file systems be-
fo~ it reboots. 

2.4.9.6 MNTPROC_EXPOAT (Procedure 5) 

Procedure 5 provides an important serv,ce: iI allows a dient to obtain the narr'£S of 
all the hierarchies acce>;&ible on a gi~1l seNer. 1be call returns a !inlwd lisl toot COil-
lains a single node of type t'xpurtiist for each available fik s}'Slem. The client must u~e 
ooe 01 lhe directory path names found in the expon 1nt when calling ,'lJNTPROCj1JNT 
(procedure 1) 

24.10 NFS And Mount Authentication 

NFS ::-elies 011 the mount prcloco1 10 provide authenticatior.. The mount protocol 
authenticates a clicttt's request for the haruJle of <L roO( dire.."'tOry. but ;tlFS does not au

t.'lentK-ate eacli indi"idua] client reque-st 
Sur:nisingly. the mount protocol does not offer much protectiOll. II uses RPC's 

AUTH_UN1X or AIJTH_NONE to authenticate the dient. Once a client has obtained flo 

handle for a root dire-C1ory. protections on indi .... idual files mean little. For example. jf 
-prngram:IJers obtain privilege Of! their private v.urkstations. they may be able to access 
arbitrary files on NFS servers as .... eft as on their local machine,;. Furthermore. if a pro
gr.muner can guess the Contellts of an opaque file handle. the -programmer can IDlIinufac
ture handles for arbitrary directories. 
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EaTl)' ycn;io~ of NFS created handles b)- combining information about a me Of 

dircClory in fixed ways. FL'I" e:umple, Figure 24.) mows how une UNIX irnplementa
tiffil divide.! the 32--b}te handle into tefl f;clds: 

Field Size Contents 
Fileid 4 UNIX's major and minor device numbers tor the file 
one 1 Always 1 
length, 2 Totallengtn of next three fields 
zero, 2 Always. a 
inode 4 UNIX's internaf number for the file 
igener 4 Generation number for file (randomized lor 

securfty) 
length, 2 Totm length of next three fields 
zero, 2 AlWays 0 
rlnode • Unix's Internal number fof root of fife system 
rigener • Generation number for root (randomized tor 

security) 

Figure 24.1 Thc rullterM of lne field,; In an NFS file handle. Tlli,. partieu!&" 
f<Jftllal comes from an NFS server {hat rum under the UfI,'lX 
operdting ~ys!ern: IlOt an servcrs ruflStruct file handles lite same 
way_ 

The chief danger in USing a filled fotmat for file handles arises bei!ause NFS (.tfer~ 
little prote.:lioll againsl unauthorized access. A dient wishing [0 access files can cir
cumvent the mount protuc-ol. by mantlfact\lfing a handle fOI an artJitrary file. It can Ihen 
<lbtaill attribute information fm the file, including tbe file ownen;hip- and protection bits, 
Thus. it will be able to access world-readable files even if the mount protoccl does not 
authonLe access_ FuthenIloce, if the client has privilege OJ! 1he local machine, it WIll 
~ able to send requests tU a server mat eontain arlntrnry user ldentifiers. Thus, a cliem: 
Ihm has privilege can firs: find (lUI: who OWIL~ a particular file, and then semi 1I request 
daiming- IU be that user. 

Tn make it more diffICult to guess file lumdIes. many administrat{}fs ofren else a 
utility lhat randomius file generaticn number~. The utility goes through an enljre disk 
and associates a mmlorn number ",ith each fik The mOlHlt protocol uses the file', ran
dom number when passing out a file handle, and NFS checks that the 'value in the han
dle matches the file's nurcber. 

Randomizing generatiun numbers increases ;ecurity. but it doe~ not increase the 
computational Olferiu:arl :required 1(1- form a hllodle because nmdomization i~ performed 
before the mount protocol runs. Randomization makes file handies di:TlCUJI w guess. 
A elien! attempting to vbtam unautho::red occes;; must choose affiOliE 2" possibl("; 
values for the generHion number. Because the probability of guessing a valid handle is 
>OW, tte probability of obtaining tmlllllliorizetl access. to a file is also low. 



24.11 Changes In NFS Version 3 

Allllough there an: many sm~il differences between NfS ver~JUns 2 JIK! Jr, most 
of tle ,;hange~ nm be gcouped inlo thTt nr();ld cUlCgories' 

• Changes 10 ir.:J~rove :-<FS perfoffiUrlce. 
• lhange~ 10 pemd :-<FS '0 mach the fm:ctinltality found in conventional file 

~}slem~. 

• Changes to improvc SC,:llfity. 

The per/:.JfTTIaIKC changes foclls an tuning_ For example. tht' venloe -' protocol does 
not specify either a ma~jmllm data :ran!.fer ,ire or a preferred SIl.C. IJ'-""te-ad, ven;iorl J 
allows the parame1er sire~ lu be ,pecified separately for each t':le 'y;;tem. To im(Jk
:Hell; Ih .... ,;han!,'e. verSlL'Il J inclutlc, a new procedurc, FS1NF{) Iha1 a diem call~ 10 ob
mill m!u,mMion aocm1. a file ~ySleTl_ 

[ndiviJual procerlu1\:"5' have been tuned lo eliminate llnrecessllry over:,ead, For e~
ample, .,:Jrne version} yroce1ure :a!ls retum infonnahon lhal Wil-' prevIOusly ':lVailaNe 
only fwm a ,~epJr,'!Ie proc-edure cld. Doing ~o rduces the total num~r 01 remme pn.>-
certure call operatien~. 

Versioll 3 vI :he protl)Cv: also permits Glc~in~ and a~ynchronoLls operations. 
Aithougb version.! Jues nnt require clients (0 cache mformnllol) Of daHl, the proto.;.--,! 
now include,; additim'.ll:1 illfomhlliun Ihat elicn;:; can use tv manav-- a cache more efloc
,ively Mort' impormn;. VU£lOO 3 allows write operatiOll~ to be aSjnchrolwus at Ihe 
"erveL ThaI h. a c:ienl can spec;f)' whether the WRITE procedure caP is allowo:l 10 re· 
turn hef()re the server ha.<; ~IOfCd t'lc dEtll nn disk If a clie<ll chGO~s to me aSy::J<:hm
nOLlS WRITE, ver,ion 3 prov~des an additional COMMIT procedure lha: the chell1 call~ 
10 If)!"ce:he o;en-·t:I tu w£lte all Jau to dKk. 

The changes Iv .accommodate addition<il fife "ys!cm functivnalilJ fOClH primarily 
on UNIX. F{lr eXllmple, venion j indudc~ a ~edurc MKNOfJ that al![]w~ ... chent 10 
(;~eue .a. spcual fik ~im;!ur to the way the l!NIX __ y"stem procedure rnknod allow& a pm
gram it) efc'He J \'pecial. file, Simi!mh. ve:-.;ion 3 allO'o\'~ a eliert! 10 reques: exdusll'e 
fHe crealiorl ,lmll~f W Ihe way 3. program call requo::"t exduhlvc ['ue crea:ior: lln;kr 
t"NIX. Finany, procedure FSS1'I<1' allows" client to -obtain infonnmion about a file 
~Y-';Icm. mcbdhg the IOlal sire. I'_umher of flle~ ;md wnount of "Pace lhat rcmails free. 
Thll>. a rerr:ote chent can obtain Ihe ~~me mIormalloT1 that 1;; pro"'idet! by UNIX':; dj 
command. 

The cha.nges K' Improve -.crurit), invoive making '<:indies and mag-i;:- cooku~, larger 
ane hence. more difficult 10 gllCS.\. Rlr example, flk handle size ha~ incrcltie..-l fmm a 
f!xed-~i7e aJT-Jy of 32 hyl~5 10 (j HU1;tbJe-~jR amly of up to 64 bytes, Of coone. using 
a larger handle meao, that remote pro,edure calls thill re-quire or return a handle take 
IlhlR network bandwiJ6_ By making the handle -.;ize \ariahk. version 3 allows a servt:r 
to cO(l();;e between a Large handle ~t7.C (for imprO',rcc <,CCurhy) ()T sffi2-!1 handle Slze (for 
100proved perFOf;nancc). 
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24.12 Summary 

\Vhen u~ing; 'RPC to define a protocol. :.Joe r:1.ust pmv:de deflJlitior~ for the COf)
,llmh and wta types I.!sed in the s~cificatiOl]. :he defimliOfl~ of the procedures hal a 
,erver offers, the typc~ of all procect-ure <lrgument~ and TeSU:ts, and the scrr.anti::s of 
~a.:h procedure. Protocol definition dlffers from thi: usc Df RPC to foon a distributed 
"erSI{)fj of a program because it rcqLires the designer to deal with 3b~act concepts in
"tead of an exi~ting p"-'gram. 

NFS has been defirn:u using RPC The protocol ~1 .. ndard !'-pecifics 18 procedures 
lhm c:.rmprise a <;CI'Vtl. In addi!!on to operations that allow a client to r.eM or write a 
file. lhe pr01ocol defines dat<! slruclures and operations that pennit a client to read eo· 
Irie~ frum a directory, create a fi!e, remove a file. IeflllIre a file, or obtain {nfonnation 
about a file. 

A compamOfl to NFS. the mount proloccl provides. client :luthenticatiOfi ;md allows 
a che:lI 10 find the handle for the root of a hier.an:hy. The mount prot{}C[}! pe:'Ir.it~' a 
Eiven ~'CI"Yer {Q export multiple bierarehle~. and allows the client (() specify a pani(.'ular 
hierar:::hy u<;ing 3 full palh name. 

NFS rehe~ on the moont pmtoco' fOl security. It as,ume'i thai any dient can send 
acces, rcql'ests Imce the dient obt:air~" the hande 1m a roOT directory. Ma~'t NFS iopte· 
menwlions COll."truct a handle fo)( a file b) encoding information abGut the file. Among 
vlher lleIT6. NrS ~rver<; inclnde n file's generali;:ln nnmber itl the handk. To prevent 
dients from guessing a fik handle and men using it to otrtain unauthorized access. 
many implementations of NFS allow administrator; to use a t{}Ol that randomi7es file 

g';ll<Oratior. numbefb. The rnndomi:r.atlOn makes It difficult fo' dk~ts to guess a Ilalid 
file band Ie. 

Version -' of NFS CQntains many small changi:, to lmprove funcuonality, pcrfm
maoce, and M:curity. Many computer systems continue to use version 2. 

FOR FURTHER STUDY 

Sun ..,licmsystcms, Incorpocated IRFC 1094; rlefilW. botn the NFS vcf"iO!l 2 and 
lTWun: pWloeols using RPC. II pmvides declaratioos for the constants, types, and pm
eedure~ th!!t comprise each protocol a~ well as a description of the mtended semantics 
and implemematioll hiob'. Callalmo et af. IRA: 18131 describes versJoo 3 of the NFS 
proIC<."oL Additional infrnmalioo "&1 be f(lulld ir. the dl'CUmentation that a~'cump.lOi<!s 
~a.:h yende( ~ software. 
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EXERCISES 

24.1 Wrire it program that uO<'s the mOUnt prOKX:<J! 10 obtain file handles. W)tat Wlhenlicatim\ 
did you ch(l()5l!? Why~ 

24.2 Using the (XUgf'llm descnbed ill tk pn'vwu!> exemse, cbecl:. several files on .a given 
",,,,er to see if the aomimstf;!tor ha~ mn40mized generation nurnl.le£s Oil that 3erV'--r's file 
,}~teIns. 

24.3 Consul! the prowcol ~Ildard to find out aOOuI Ille NFS NFSPROC_WRITR"ACHE 
opera!:on. What is its purpore? 

24.4 Nf'S ~s UDP fDr transport. Severa:! oompalllt$ now market soflwa .... that \1!re' TCP ill
>lead. Hew call the protocol ue optimittd 10 TaKe advantage of a reliable SlJeam mlll
<JXl11? 

24.5 The !>.'FS protoc;:,J opecification metllioos mal; Sie~end ope<aliofiS are poIenti2.l!y ""t 
KknwmenL Roo the operations ,,~d expl.am how each could be lIon-:demporem. 

24.6 III versiOIl !, NFS semlHllics guac;unee {ru.t a wnl<' request will no! complere allti! lhe 
<lata has been SIOred on.a "table H<.>rage device (e_~. a disk). E'ltimllte 'now mo..'<:':h fa&e'r 
1I wrlu openmon ~uld el!erute 011 yoo.' loc!C scrva- if the pm:ocol permitted dll: seoer 
to copy the dala into an output buffer ~nd allowed tile procedure c~1l to return without 
waiting for !he heifer w be written w ~ di.<.k. 

24.7 NfS is de;ngned to per"';! d1¢flli; ami SefVerS !C openne In a heterogeneo ..... envromm:nt. 
Explain how symbobc links cause problems {Hint: etlllsi.der the pro<ocDI carefully to 
determine wIlether fhe client m server Inteqlret~ a ~ymbohc link). 

24.& Read lhe proloc<;J! speclfication.and: find Qut wmch file 311ricmes c:ao be set by iI dienl 

24.9 Be<;ail:;e RPC uses UDP. ~ ~eroole jlfocednre (ail call be dupika.tecl, del~yed, Of 

ddivered oot of order. E"'plaill how a valid 'let nfNFS calls can appear from the c-!ierj's 
perspective k> create a liIe ,wd write dab. imo iI, WId yef result in <f z<:ro-le~grll fie. 

24.10 Suppose a dient calls NFSPROC_STATFS to find the prrlened dab transfer Slle. W'lli! 
ron:stfainlS may oake u;msfB'S of that size subopOI1lllP 

24.11 Re.ad me protocol sp«lfication to find oot .about stale file handles. Why mi.ghl a server 
declare lha!.a hIDldle has become ,I .. le? How can mal<illb s hamlle rta1e irnprm-e sec-m

<y' 
24.1.1 Write a program Iha; calls MOUloYPROC ___ UMNTALL OR some server, S. Doe, the call 

have -any effect 011 subsequent calls to P. Why or why tIDl? 

24.13 Write a program that call>; MOUNTPROC_EXPORT. Run tile program aPd prim the liS( 
of exponed me system naml'S, 
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A TELNET Client (Program 
Structure) 

25.1 Introduction 

Pre.ious chapter.; lI"e simple examplc~ to iilu&lIate the concept> and teehniques. 
used in dien!.·senr& software. This chapter and tm,. next elq)lore how the dient-sef'Ver 
paraiigm .applies to a complex appIicatirul prorocoL The example protocol is TELNET, 
one of the most widely used application protocols in the TCFJIP Stille. 

Thi~ chapLer focuses on the overail program struclure, It M.S\lmes the reader is 
familiar with the basks of {he TELNET protocol, and concentrate~ on clI:pJaining an im
plenemaiiOfL II d[j;Cusses the design of the client sofl .... me, !he thread structure. and the 
llM: of finite state machines to control process.mg. It explains how TCP can be uoed for 
communication between two threads running on the same computer, and shows how 10 
establish local connections. In addition, I' shows how II dient maps TELNEr commun
ication to II local keyb.,lard and di;;play. 

The next chapter compleces the description. It fuchSeS on the details {Ji routhes in
voked Ie perl'onn semantic actions a'isociated with traruitioos of the finite slate 
machines. The example code throughout both chapler:'i iIluMrates clearly how the pro
gnu:uning details. dominate the c<Jde and how they complicate tire implementation, 

361 



25.2 Overview 

25.2.1 The User's Tenntnal 

The'TELNET pn;tocol definc~ an i1l1eractive cOl1nTIunlca:ion faci!'ty lhal pcrmjl~ 
users [0 colTInwnkate WIth a scr1rke on 2: remo1e lUachij;e. In mn,t cases, users U-<;e 

TELNET [0 romml.lillca!e wl[h a remote logln :;er;;ce. As Ihe exarr.ple Jtl Chapter I 
'IflOW5, a well-Je!.i,gnoo ThLNET ..:liell\ also permit, a user 10 contact other S<!f'<ice$, 

The TEL!\l<:T protocol defi:;)~ intcracll\'e, character-oriented commlln;catiOfL 11 
spec:fie" ::I network "iflflU{ terminrli (NVT) lhat ~'{)nsis[s of J. keyboard and dr<;phy 
,;creen. The pl"ntocol defmes lhe chara-:ter set for the "irtual ~elllllWlL Sevt'raJ of tho; 

ittys r:orre~pmu.l 10 amceptual oyerd'iOI'.s IIlsteoo of dat;'! vaiue~. Fur e;>.amp:e, ,me key 
cau~n an i!l(errupl oc "hert. The chief advanlage of using a network virtual !ermina! i.I 
mal il pefTl'lir-~ clients fwm a \';lricly of l'ompuh;!I" 10 conned to a service. Li~e the 
XDR standard degcnbed in Chapter 19. TELl'\ET uses a symmetri;: d."Ua repre~enlatiOl:'. 
Each. chen maps from it> locallerminal's charact~ repR!.ent.ltlOn \0 .he NVT character 
rcpr~t:uion when it sends data, and from the NVT rcpresellt<ltioll to lhc \ueal cnaral.:' 
ter ,tt when il ceceiYes data_ To SUmnlan7,e; 

TELA/tT i.1 a charaCl",.-orienred proiOcoi that U.fe~ a .>lalldard en.,,,]
iflg wf.en it irons!«fs Jatil. 

25.2.2 Command And Control Information 

In additiOll ro character data.. TEL!\ET pennlb !he client and server ,0 exchange 
<'OWIltumd or .unud infllrmation. Because ~II comtnUilicatitm between the chell and 
server passes aCT(l:;S a siagle TCP curmection.lhe pmwC<J/ arranges to encode comrn:md 
or comroi infocmation sc {he reL-eil'ef can diginguish it from normaJ data. Thus. much 
of the protocul focuses on !he definililln of how the :.ernler crn::odes a command and 
how me recei\'ef reeogni~s it. 

25.2.3 Terminals, Windows, and Files 

TELNET defines commullical'jon between a user's rermifUll and a remote ~ice. 
The protocol ;peclflCa[ivn fi!.SUmes that L-'le Iermil1dl consists of a keyboard OIl whkh 
Ihe U~e1' can ellter ciJame1:en. and a displly sueen that cm display multiple' lines (Jf text 

In pmc:ice. a user cap decide :0 invoke a client with an input file :n pla.:e of a key
board Of an outpul flle ill place of a display. On modem computers, a user invoke" lac 

chern rrom witllln a wmdow Oil the display. Although. such ii!tematives introduce small 



add,lloo>. to me cooc, it wi!; be ~a,iest to undersUl'.d both :he proux:ol and the imple
cllCl"tation if we imagine that use:"s who cnvokc :he client each hav~ a conven:ional ter
mmal. To summarize. 

TELXET diem wjhmre iJ de.ugned /Q hroulfe mteractive n:>mmun;:u
lion wi,h 11 /l.1,er'~ urminai. 

25.2.4 The Need For Concurrency 

C~"'!:ptually. a TELNET client transfers characters hetween the u,e:-',~ rermlnal 
and a remote ,ervice. On one ~ide, it use.> the local opera.ing system functif)l1s when it 
inler.K"IS wilh the user-" teonina! On ;!J.e oIlier ~ide_ It use~ a Tep connection "'hen it 
c{Jmmunic.a!6 with the remot" service. Figure 25.\ illlL~trdtcs the concqx: 

I 

I~ I Terminal TELNET _ote 

~ 
Service 

Figure 15.1 Corn:cpe'a rok of " TF..LNET £'lIent The dicn~ r:"IU& lrafl5fcr 
chllTh<1.er~ bXII lire us.t.""r·~ keyboonl IC n renwte "",,,,il~. and ir 

mu~ rr.an'fer clmr.ilctefs fwm the remote service to the u~r-s 
d;~pla), 

To provide a ftill-c.uplex wnncctiOf1 between the user's lerminal anc a remote :<cr

VH~e. 11 TEL~ET cli.;:nt must perform iWV task, SlllUil:.meou.sly: 

• The client IT.IL<.: re~d cilar,!(;ters {!lal the user types on the keyooilId ami sead 
them across a TCP ::onOITtmn to the remote service. 

• The client musl read characters that arrive from the TCP connection and 
di~l'lJ.y them on the Ul><'r's terminal <,ereen. 

Ikcau:>e the remote se.·vice Call emil output at any time or the user can type at an)' 
time.. the client Gmru..n k.now whicb source of data will become avai:.abte first. ThUi, it 
cannot b:(lCk indefinitely w«rtmg for input from one [}f the two wurces with(IU' alw 
checking lor input from 1m: other. In short, the clienr mUSI transfer data in both direc
tiork~ ;;oncllrrently. 
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25.2.5 A Thread Model For A TELNET Client 

To accoInmodate !X:In\:Um'-1!i data u-ansfer, a client must eilhe£ implement COil

CUfTent 1/0 in a single thread or i: must use multiple threads that ex:e<.-"Ute cun..-"'Urremly. 
Because the Windows sefec! funclion nstrkts cum:unenl LtO to wckets, {lllr eJUlmpk 
code uses a hybrid ~tralegy, The client <:OflsisiS af two rnreads. The main duead han· 
djes .:on;;urrenl 110 hy bhcking until injY;lt arrives frotT dther the keyboard {}£ the re· 
mote 'iervlCC. The other ,hread a.:comm;;date~ the restricted fonn 01 SC:ecf by fOfWhld· 
ing keystroke; from the user le1'O." a Im.:al TCP connection to !he main t~read (Le .. 
through a local ~ockel). figure 25.2 illustrates the thWdU 5l.ructure we ha."e chosen: 

.. ,.. ....... 

/ 

-thread 

"""'fo, 
TCP conlMldlcn 
toremote $&rVer 

ThrcMs. ill 
__ TElNET dien! 

appliCail(ffl 

Of)Cl'Vlinf? 
___ "ys«m 

.tunc-rirms 

figun 15.2 The lhreaJ struc!Ure cr the o;a..1lple TELNET dienL ~ tlmad 

for .. ards ",Ilar.tde", [10m the k"'p",,,j :0 " $/J<;xet. .arnllhe ot.'lef 
lhre:.d harrlle,; <:()fu,:urrem va 011 tw<:> sockets. The keyboard 
llJ:r~ri l' ~eedcd becau~ "de,", ooly operale> 011 ~e{';' 

25.3 A TEL NET CHen! Algorilllm 

Algorithm 25.1 specifics haw lhe main thread of the TEL:o-IET dienl operate.. The 
main thread l~ implemeflled ilkc the l'>ingly-tltreaded. cum:urrem server design de",rilx-rl 
in ChapIer 11. It u.s.e~ the 5eilCCt function to implement Step 3 of Algorithm 25.!. 
When the elien{ calls .wlect, It specifie~ that the [hread <;hould block C-."ltil inpUl arrives 
on i!lther (he local socket descriptor thaI COlTt'sp(md, lQ the wer'" keyboard or on {he 
socket descriploc that correspollds to the TCP connection. Wheu a descript{)f' becomes 
ready. the C'<l11 \D .~elf'O retUf'1S and the cliellt read~ from whichever descriptor became 
ready_ 
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Algorithm 25.1 

1. Parse arguments and initialize data str JCtures and threads. 
2. Open a TCP connection to the specifiso port: on the remote

host. 
3. Block until the user types on the keyboard or data arrives over 

the TCP connectior. 
4. If data arr:vas from the keybOard, rea<: it, process It, translate 

it to fIlVT representation, and S9:ld it over the TCP c-onnec
tion. Otherwise, receivlO data 'rom the TCP connection, pro
cess it. translate it to the local character representation, and 
send it to the user's display_ 

s- Retum to step 3 abova-_ 

Algorithm 25.1 A TELNET cllent. Tile main tJuead JclilY~ clwacter:> in both 
direct;OIl.: ;1 block. lInul dau i;; availd,1e from the keyboard 
0: the TCP coonection. 

25.4 Keyboard JIO In Windows 

36S 

Algorithm 25. t may seem e:uremely simple_ Indeed, some aspect .. of the program 
are straightforward. For e:tample, WindCM-"S provides furn::tions that read characters. 
from a keyboard. However. the details of die TELNET protocol and sending output to 
a display make parts vf tile code complex. This chapter focuses. an dR-_ protocol and 
ba:>.ic pieces of the program, le.wing many detail" to the next chapter. We begin by 
::onsidering the keybaarrl thread. 

Windows offers two basic fliru::tion.~ that handle a keyboard. FUHClion J!elCh reads 
one churac:er from the keyboard Thu ... the statement: 

dl = ..setcil(): 

read~ one ::hara:;(er from the keyboard and assigru; the value to variable ch. A call to 
-St1ch)5 bhJcking_ That is, the call waits unlil a user presses a key before 11 returns. 

Inlerestin,gly. in l:1OS! ;;ompuler sy,~lems, the syslem funeli():t. u~d tl:! re.hl input 
fruIT. a keyboard does 11Qt a'JlOmalically display the dtara::les on the user's screen. The 
!Cl<.\on :s ~irnple: an application may nOI .... ant characters d.splayed as a uscr enters 
:hem_ For e);ampje, consjder an application thut asks the llser to enter a password. To 
keep the paw,vvrd secure, the application can choose tQ hide the citarncter5. Altema
th-dy, a pa\~word application can choose 10 display a substitute character (e.g., 'in aSler
isk) !hat infnrrrL~ the user when a key has been pr~sed wirnoot showing which key 
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As we wili sec, TELNET tzkes wwu:nage of the abLity m comrol whe1her krys
trokes appear Oil. the s<.reen. Whtll a. TELNET progr.un d:spla)'s each keynroke as the 
use< types, we say TELNET is lIslng character edw When it chooses not tc display 
charac:::rs, v.e say that TELNET b suppres<;ing charaaer echo. Echo ,;uppression is lm

portant because it allows tbe service on the Temme computer to decide wl:ether to 
display character; (e.g. a remote logm se'Vice can choo>e not to displa~' a pas;,wo.."rl 
that the user types). 

In addition \0 cnntro'ling charact~r echo, an application cart choose whether to $

~igr. I>pecial meanings '0 some keys or treat then: as data. TELNET 1l~e5 the fu~tional
it} 10 allow a remote sy~tt'm to process keystrokes. For example, most a~bcatj;)Ils 
ciJoo);e W make me backsp<u:e ill d€"lere key erd!>e the previous ko:;ystroke. However 
TELNET Clin choose to pa.\S all characters, including backspace and delete, directly 10 
the ret:lOte ~~ke. 

Fi'la!;y. sof{;<tare ;;:an choose [0 recogtlize a spedal character !')r ;;:hamcler.~) that 
Cliuses the 'YEtem tn interrupt or uhor! !he -current application, FQr example, s.ome 
wmpuler <;ysterr.s define comro(-C to mean abort the runnmg pr(}gram. When !he Ilsel 
types L'le special character, it Ca.useb the app\i.;;attun program to terminate. 

25.5 Global Variable& Used For Keyboard Control 

File IQ{"ul . ./i w1ltams the declaration of globa.l variable,; trxflugs, t..j1.ushc, Ci1urC. 
CquifC, sgJ'rase, and sg_killco Variable lty/fags is used to .,unlft>:' clia"lcter e,:no, 
"'hilc !ht: other variable:;, are used to hold a chanKter th-al has been assigned a special 
Ilo.calting. For e~ample, sg_emse cOiltains !he cilar1:lcter assigned ill perform the b-m:k
space functkm. 

;. ~oca1.h *; 

CxOOOl 

*serfp; 
SCrn<OI're' [ J ; 

extern unsi.gned int 

ext=> char 

ttyf:'ags; 

t_Elus."-c, t_intrc, t_quite, sg_erase, sgJ::il:'; 

'I,oid 
void 
void 
voi.d 

err=.t (eons.-" char '" ... i; 
tt""..n-ite(SOCKET, FILE" unsigned char ., intI; 

sawrite(SOCKFl', FILE·. unsigned char "', int); 

fsmbuJ.ld{void; ; 

int sp.;.tciconst char, SOCKET); 

!define £PUIS(s, si'd) (sendisfd, s, str1enlsi, OJ) 
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25.6 Initializing The Keyboard Thread 

In the ex.ample code. proaxlure IIy'''<!fl perform." two tasks: it lIlitiali=~ a socket 
which will be moed to create the local TCP connection between the cWI) progmn: 
threads_ It !her. creates the keyboard [hre:lQ and establishes rommlIDjca!~:m. File 
/!ycon.cpp {omams the code: 

r ttycon.cpp - tt"ycon, conreader ~! 

"'include <conio.n> 
"include <process _;'1> 

fincLide .o:stdic,h:> 
ilincl-...de -<string.h> 

#include <winsock.lP-

'include "locaLh" 

sta,=i.c veid conreader(unsigned int): 

unsigned int 

/*------------------------------------------------------------------------
~ ttl'--ctm. - set up console alO SOCKEr connection 

* ----- ---------------------- ---- -------- ---- - -- - ----- -- -- -- -------- ----., 
== 
ttycot1(vo:'dl 
( 

= int 
lsock, rsock; 

len; 

/'" initialize special cbaractere *! 

laack " aacket{PF_INRl', SCCl\...p"'"'IREM(, IPPRO'I'O_TCP1; 

it USGCk :,., llNJILtLsc:cxer) 
errexi t {"ttyean: socket f",iled ltd) \n~, GetLa"'tErro:dJ 1 c 

me:<rae';.l&sin, 0, sizeof' sin}; 

sin,sul..5arnily" AF_INET; 
sin.sir __ adlr'.s_aOOr = htonl (INAD!JILLQOPBACIO; 

sin.si~ " 0; j* let WLr~~ pick a port */ 

if {bind(lsock, (struct soc:..addr ~l-&sin, sizeof sin) =<= 

s:x:KBTJER!)f: ) 

errexit(·ttycon: bin.:! £ai.led t\;d)\n", Get:.astError()) I 



} 

len ~ sizeof sin; 
if 19:etsccJmame(1sock, (st::uct sockaddr *)&$in, &l-en) ",eo 

SOC'KE'I~) 
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errexit {"ttycon, ge!:soclmame error %d\n', GetLastError () I ; 
if L,begipthrearl«vu!X.i ("") ('mid '})=eader, C, 

(void *)sin.sin-POrtj < 0) 
errexit(Wttycon: beqiut:h!"ead failed {'s),n", 

strerror(errnclJ; 

if: nistenC-sock, :i "'''" SOCKE!'J'PRDRJ 
errexit("ttycoo, listen £ailed :$;dl\n', ~tLa.stError;;I; 

len '" sizeof siQ; 
rsock "accept(1sock, (struct sockai'...dI: *I&sin, &.ien); 

if {rs~~k "'= INVAL:D_SOCKBTI 
mcrexit(·t"-YQOu, accepr. £ailed (ldl\.. ... ·, Ge':~tErrcr(I): 

closesocket:lscckl; 
retw:n rsock; 

;, 

• ccr.reader - do b:oc};:ir.g console I/O .and relay ,~ co a socket 
,; 

s+-".tic void 

cor.r6ader (unsigned int port) 

( 

sin.' 
telsock, 
ch; 

memset(&sin, 0, sizeof sin); 
sio.s:'n..Jam:.:,y '" AF_::NE'I', 

sin. s:.n.ftddr. B-.aCdr '" ntohl {IN1\DDRJD.}FB1iCKl J 

sin.s:.~rt '" port; 
t,elsock '" socket lPF_~. SOCK_STRF1\M, I!?PRO'I'O_'l'CPj! 

if (telscck == ThVAL:;:D~1 

etre>Ci':{·conr~..r; socket er-t:or %d\n", GetlastErv:lr(j 1; 

if {can=le:;:titel3O'C);., {stl:w::t socMQ:lr ")t.sin, sizeof sinl == 

=_ER""," 
errex:t('conreader: <.::onnect error %d\.n', GetLaStEtrcr(; l; 

whil-e. (1) { 

cr-. '" ~etch (! ; 
if fttyflaga &. ECOO) 

pytc;hich) ; 

if !saodltelsock. &cP., 1, J; 



) 

) 

TtyCOIl begins by creating a TCP .::onnectroo between me keyboard thread and the 
main thread. To do w. It uses socket functions in mIlCh me same way that a client and 
server lise them. For example, we will see that;JIJCe !he connection is in place, the two 
threads lise send and recv to transfer data acr:JS5 Ike TCP ;;-onneaion: me I.:eyboard 
thread calls send to tnmsm:t it character, and the main IhTead ealls re(T to recei""e the 
character. 

The lhtead~ ;l!SO use CillIventional socket functions to establigh lhe cOlUloclion. 
Ttycon calls socket to create a local socket, and assigns (he resulting descripror to vari
able isock. The threarls do /lot .se the local socket to communicate. Instead, the lwo 
dreads use it to esmbl:sh a connection. To do so, lty::an calls bind to assign the socket 
!he address fNADDR_LOOPBACK. a speciil Internet address reserved for use within a 
single computer system. TrycD1! then calls g,!1sockname to determine the TCP poIt 
number- thaI has been !lSSigned to the socket 

Once it bas created the local s.;xkel, !/y!-'OII- calls _Mginthread to create lie key
lxlard thread. As the .ude sho""'S, the keyboan:! thread executes procedure cOrlreat!er. 

The procedure is invoked w:th the protocol poIt of the local mcket as an argumeflL 
"Vben it starts exocuting cOlueader. the keyboard thn:ad creates 1I ~d oocket, 

and assigns the descriptor to variable lelsork. Telsock is iJte socket that the keybowi 
thread us<:s to send J,;~'5trokts to the main lhread. Before 1t Carl do so, the socket must 
be connected. To establish the cmmectioll, the keyboard thread call~ socket function, 
w'ulcct. How can the keyboard thread funn a connection to the main rhread? To do 
so. il specifies Internet address INADDR_LOOPBACK, which identifies the destination 
as the locaJ machine. and the prorocoJ port number {bat was passed as .an aTgUl1lent, 

which identifies the port assigned 10 'KlCke[ !sod in the main thread. 
On..-e the connection is in piace, Ihe keybrurd thread e:o:eClttes the infinite loop in 

CVllrea6er. On each iteration it handles one rnaracteT. Fi~I, it calls ....get(h to read 1le 
character. If global variable ttyflags specifies that the character shonld be eclioed. IDe 
keyboard thread calls function pll.lch 10 display the chara.."ter. Finall)l, it calls send to 
:ransmit the chaiaclec across !he local TCP COIlJlectloo to the main thread. 

Before it can receive characters, the main thread must accept the TCP connectioo 
[wm the keyboard thread. To 00 so, the main f'liead caas listetl and accept on socket 
,'sock. The call to Qt'<'ept blocks cntil the i.-'tJD.neclion ha5 be::n made ..... 1J:en the connec
tioa a.""Tives, (lCcept creMeS it new socket fer the connectioa and returns the des>::riptOf. 
which is as~igned to variable rsoct. 

In ~ssence, the main thread aCls like a s<:rvCI, and the keyboard thread acts like "'
client. The rrlain difference, of course, lies in the distance bet'k-een the connection end
points. In a typical clrent-server internction, two separate pw.grams communk-ate, usu
ally on two separate ,-'O:npnleJ"S. In [hi, ca.'>!':, the coona'"tion between the two threads is 
loed - the ~ockets used to accc~, the connectiOll are both 00 the same computer, and 



the threads are part of ,he same concurrent prugram_ The lise cf sockets 1$ al00 unusual 
!recallS:: a conventional server u~ually accepl:s connection, froJ:1 multiple c]ienl$. In this 
ca&e, tbe tWO tluead!- only xed w fo:m a single connection_ Once (he ronnect;on is in 
p:=e, the migioaJ socket. lwck, is not needed; the main thread ::ulls dosesocket to dose 
h 

25.7 Finite State Machine Specification 

The TEL~ET protocoL specifies bow a clIent passes characteIS It) a remote servicc 
liIld how the dient displays data that the remote service rewms. M{]~t of the traffic that 
pas.sC1> a\;ro:;s the ernme~~ion consists Qf individual data characrers_ Data characters ori
ginate at t~ client when w.e user types on the kcybuard; they origif"..atc from the 5eJVer 
when the remote !>ession generates output. In additi{)o to data characters, TELNET also 
penniu the client and server to exchange control information. In particular, the client 
can send a sequence of characten that comprise a command to the server that contro];:. 
e.{eCIILOn of the remote S€rvice Fm example. a cllent Ciln send a command sequence 
lhat imerrupf5. the remote appEcation p!"ogTam. 

Most implementations of WL,ET use afinite ~ta!e muchine (FSM) to specif} the 
c{acl ~ymal: and interpretacion of command sequences. As a specification tool, a [mite 
~tate machille pnn'ides a precise description of the protocoL It shows eucGy ho-".,' the 
sender embeds cornIJJaJld st:qllC'lces in the data stream, and specifks how the receiver 
interprets ~Dch sequeJICes. More important. the fiuite state machine can be converted 
directly into a progmm that fili!ows me protocol. TJlU~, i!: j:; possible to verify ilia: the 
resulting program obeys the proiDcol specification. To Mlmmarire: 

Because TELVET is il character-oriented pro(<X(J1 lhm embeds com
m(jJJd sequences in the data S1ream between 1M dle1l1 tmd server. 
most impiementalums use [J finite stare machine to define rhe correct 
behavior. 

25.8 Embedding Commands In A TELNET Data Stream 

11le ldea underlying TELNET is ;;imple: whenever a dient or ~erver wants 10 send 
a command wquence in,lead of normal data., 11 mrerts a special, reserved character in 
the data stream. The reserved character is called an ln1erprf"! As Command rnantCter 
{lAC}. When the ICCeJver fin:1s ml lAC character in it~ mcoming drua stream, :1 
processcs succeeding octets dS a commarld sequence. 7{) ;end an lAC ;;IS data, the 
sender charoaer SluffS an eXIra lAC in from: of it. 

,\n individual command .>equel'.ce can contain an op/;rm requesl or an opJion repl}'. 
A request ash the receiving s.ide to honoc (or oot nonor) il p3l"ticular TELNEf option; a 
reply aclmm1ilerlges the request -lnd specifies whether the receiver will honor il. 
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The protocol defines two verbs that lI. ~ender i:3n w;e 10 form a request DO lIfId 
DONT. Like moot items that TELNET defines, lhc protocol standard spedfje~ that each 
verb and each opti{lll must be eTh--oded ill a $:ngre character. l1m.~, a reqneST usually 
(!onsisL<;. -of three. chm-acten """hen it appears in the-data strearr'-: 

lAC wrb option 

where I'£rb denotes an encoded charncter for either a DO or DON[, and oplicR deoote~ 
all e!l<.---oded character for one of the TEL.l!.,'ET o;>tions. 

The TELNEr echo option pmv:ides a good example NorrnaHy. :he <;ener echoes 
ea<:h charocter it re.:.:elves (i.e., sends a copy back 10 the user-s display), To tum off re
more character eellO, the client >ends three encoded characters that corres:;xmd to; 

lAC Dm.,T ECHO 

25.9 OpUon Negotiation 

In general, the rccei'llng ~ide respond'l- ~o a request U5ing the ~erb>: WILL Dr 

WONT. The receive:- !;efi(i-; WILL to specify that ir "ill honor the requ~ted option and 
WONT to specify that it will not 

A response to a lftJuest prnvjJe!. an acknowledgement to the ~ender am} telb the 
sender whether !he receivu agrees t(} OO[!;){ :he re(;uest. For example. at :.ta;-tup. :he 
diem and saver negotiate to de~ide which side will echo char<l<--te:-s thai the U;;Cf type ... 
Usually. the client Sl'mh; rnaracleh to the server amI the server cchoo:~ them 10 ,~c 
user's terminal. However, if network delays become: trou'l)esumc, a 4~eT may prefe-r to 
have the local system echo Cbaracler:s. Bef{}re a die.'lt ell<lble~ character echo in !tre 10-
CJI system, it sends the server the sequence: 

lAC DONT ECHO 

When the server recehcs the n:que:.t. it ;,ends the J-c1Ma...:ter re;pOJl;,e; 

lAC WOhT ECHO 

:-'-0[': that the "erb WONT refer<; 10 the uption, it ooes 1Iot necesSMlly mean that the 
sen'er re-jeered the reqU<!'St. In this case, ;m eumplt. the ~rve!" ru.s ggreN t<.! turn ort 
echo as requested_ 



Char- 25 

25.10 RequestlOffer Symmetry 

lnterestingly, TELNET pennits one side of a connection to offer II parti<.:ular option 
before the other side requests it. To do so, the side offering 10 petlorm (Of not perform) 
<If! optioo. sends a message ;;untaining !he "erb WiLL (or WONT';. Thus, a WILL or 
WONT either ackmwledges a previollS reque,t or offer, to perform an option. For ex
ample, app!l.cation~ like text editors of len send special control sequences tc position the 
CIl[Wr. They cannot \llie .he network vinuaL terminal encoding because it does 00\ sup
port all possible a-bit ;;harncters. Thus, the TELNET server on most compu:ers au
romali:cally semis WILL for the transmit biJmry option wheaever II client connec!> to it. 
offering to use a-bit binary (unencode:;l) character transmission instead of NVT encod
ing. A :lienl must re,pond by sending a command sequen.::e iha! specifies DO transmit 
hi/lary or DONT translrit binary. 

25.11 TELNET Character Definitions 

File tdnet.h contains the definitions of constants I.Ised ;0 the protocOl: 

!* t.el:.et. h ~! 

1* TEU.'E'l' CCflIMnd Codes: ~ J 

Iklefina TCSB (u......char;2SC 

"define TCSF. {\l.....char) 240 
Ikiefine TCNOP !,, __ -,:::hal::i241 

#de:!'ine '!Cw. (u_char) 242 

jdefine TCBRK (u_chal::) 243 

lIdeL.De 'TCIP (u_::har1244 

#define ".rC1.o (u,....char) 245 
~fine 'ICAYT ('.l_c.'lar) 246 

#deLne'ra:C (u,....char) 247 

'define !'eEL !"'----~)248 

#det~.e 'IC'GA \U_char) 249 

J~ Start S~otiatian 

'" End O· SUhnegotiation 
'" Ne: ~ati<:m 
/'" DItta ~k (for Sync) 

1* h"\IT Character BRK 

1* Interrupt Process 
r ;>..bort: O'Jtput 
f* "Are You '£'here?" FUnction 
/ .. Erase Charac::.er 

!.. Erase Lir.e 
I" "Go A..'<ead" Functioo 

I" Re-fusaJ. To Do Option 

1* fu;queSt fu ill Option 

,; 
'j 
,; 
,; 
'j 

'; 
'; 

'I 

'; 
,; 

'define TCWIll. 
#defir.e 'ICW:)NT 

IIde-Ene TCDJ 

lIdef ine 'reDON':' 

#define ~ 

(u_d,ar)252 

('.l3':u.r) 252 

iu_charj253 
\U_c:"lar) 254 
(u,....char) 255 

I" Request I'm TO Do Optior.. • t 
!~ Interpret As Car=nd EScape ""; 

r Te:inet Opt.ioc Codes, ., 
lIds-fhe =xBnw<Y {"..l-_c.'lar) C " TRAN..~T-BINA.~ optio."t ,/ 

lIdet ine 'K!ECHO (u.....char) 1 t' ECHO Cption '/ 

lkiefine T"""" {u.,....c.1iu:j 3 j" SUppress Go-A.'lead Option ,; 
"de-fine 'I'O'l'ERMlYPE l ::L c. '1a:r) " /' '1'erminal-'Type Option 'j 
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'" Netwcrk Virt'oJal Printer Special Characters : 'j 

ldefine VPLF '\n' /' Lbo ,...., 

tdefine VK'R '\r' /' carriage Ret= 

tdefine VPmL '\a' j' Bell !attention signal) 

fdefine VPBS '\b' j' Back Space 
tde!~ VPHT '\t· " Hori:z:ontal Tab 

idefL'le "v.!V!' '\v " Vertical Tab 

fdefine VPFF '\f' " Fonn Feed 

'* :r.eybcard catmand Characters: "'; 
tdefine KCESCAPE C35!~ Local escape character i'A] 'J - """"" JOefine KCSClUPI' 

!de! ine ltC'Ut$CRIP'I' 

~fine KCSTM'US 

*define KCCR 

's' 
'u' 

'\r' 

!~ DisconI:.eCt escape cOllmMld 

!~ Begin scripting escape CCOR!IaDd 

!~ End scripting escape COiIiI!"oa!ld 

r ~ir..t status escape cotmlruld (' "T' ) 

/' Newline character 

(NCHRS+l) 

'"" cpticn Sulnegotiation Coro-stants, *1 

,/ 

" 

" 
" -, 
" 
'j 

'j 
, , 
'j 

'/ 
'j 

'j 

tdefine 'M'_IS Q'~ TEPJ!I~T'lPE option "IS" c=mand .. I 
taefine Tl'_Sm-m 1 I~ TERMINA4....'r' option "SEND" ctnmand .. / 

/* Bou::.ean Cption and State varlah:.es "! 
extern -.msigned char synching, doe(:ho, s:ndbinary. rcvbir..a.ry; 

Note that the file defines symbolic IlIiJlleS for each of the characters TELNET uscs, m· 
eluding verbs like WILL and WONT as .... ell ,!i, option codes. 

25.12 A Finite State Machine For Data From The Servei' 

Figure 25.3 mows (he prindplc finite state :nach:ne Ihal spec-ifie" the TENET 
protocol, ioclm!ing 5tale~ thal correspond to the option negoti<i.tion described above. 
Think of the machine a~ ~pecifyir.g how a client handles the sequence of dlaraderl! II 

receives from rite server. 
The FSM diagram uses conventiOllai !:.-.rotion. Each Innsitm from (l1lC statc w 

another ~ a label of Ille form af~. where a dUlOle, a specific input character that 
causes th, tI"am!lioll and jl <!eIK'le, an &euon l{l be takcn when following the tra:'ltitioll. 
A label at 13 011 a transition from :.-;ute X 10.'illUe Y means: if chara£ler 0; "rriv«.~ whih 
in .>tale X. e.uCll.1e actron ~ ami tllm challg"," Iv str.U Y. The names of state, and char
acters in die figure have been taken from the soft",are. For example, me Itdner h de-



fines :on,;tall! TelAe to c()tresp0rA to TEL"'.!!!]'" lAC chuJe!et. A~ ~h()t1hft.""t !he 
name TCANY denotes a.'j ch",a.;!er Ofher thall the transllions listed e .... p:icilly_ 

To ulldernand how the FSM wOf.b. imagine thai the Gient use~ :: whenever dam 
arn .... e> u.er the TCP cOflnectil-'fl from the :,erver. When a cha~tcr a..rrives fwrn thi: 
servei. the dient 1011o\\'"); a IIWhltioll in the [lmte ~ate onach:llc. Some tnml>.itiom keep 
the machine in the ~mne \tate; othC'n; cause a transfer to a mow state. 

25.13 Transitions Among States 

11k: c:i<"'ni slan~; j,s smlc macliine i:l the state labeled [5JJA7A w"hen II begins exe
cutmn. St-d1C TSDATA corresponds to a sjtuallOIl wheorc Ihe eliem expecF i(l :ecciyc 
nmmal dmracters and send them to the u~r's rii~pla} (i.e, the ellent has nDt begun 
reading a commanc sequence). For exaTlple, if ;;haractd.q .arrive,. L"'e clierJl remam~ m 
::,late TSDATA and e:ooecu!es the action Il>beled K tLe., the diem calls pmced;n-c Irputc to 
Ji~play the Chardl:i.ef en the tl~f', terminal .<.Cfecn, and ,hell follows the Iwp back to 
ihc sam<: <;;atc}. 

If c'lllfacter TelAe arrives when the- FSM :s in ~:ate TSDATA, the diene t<JHuw~ 
1he {rWhlttOn H) statc TSfAC and c:>eCtl,e\ anion labeled E;I1 the diagram. The legend 
spe:lfi..::s that ll!.:tion F: corre>pond, 10 '"no Op"'rali0n.·' Ow.;c:t move~ tu ,lare TSIAC. 
the dknt hilS begun iflleiprctmg a command "equencc_ I!" the char&C~cr tollowlng /he 
TCfAC is .a verb (c.g .. reDO), the- diem will follow a IranS'l:on 10 one of the option 
pHx:essing xt&'"t"s. 

1 he finite stale IT.ochme for TELNET od)" nee<is SIX ~tales because inTt:rprel3ll01l 
of ,he protocol only depend;; 01; a short tuMor), of the l'haracters Ihat have arri~·ed. Kif 
example. ooo:l(!wing a TelAe character. the ""neT could ~ud: one- of the option rec;u~ls 
or "C'IpOfl~~: TC1J(). TCDONT. TCW·JLL. Of TCWO,vT. Dr it could :>Mld ::tn op/ian suiJ, 
nel.-utialion nquesr. Option subllegotiatit.'fI permits the ,enaer t{1 include a vMlable
:eogdl iliiflg if! Ite oplior. (e.g .. :he opti£'f1 adient Ilses to pass ;J lermjllal type W ;J 

~er"er US6 slIbnegvttation :«) it can send a SIring ,h;;! cncodt-'!; the name nf 1m: terminal}, 
Although wbnegdiatian. permil~ vanahle-kngth command seq<H:"ncei, In" FS:l.1 Ilefili; 
ollly I.W:) ,~to1les to handle il beeat:"c u 2-ctarader ~eqt:ence temllnale, subnegotialion. 
Th.c cliem e!lkTS ,tate TSS[ IBNEG when it :Jr:,1 enC\.lunter, a subneg("(iati;m Teque~t. It 
mov .. s to !;tme TSSUBlAC when It teu:,'.'e., "hma(-teI TelAe and n:ovC"~ out c: ,uhrre
g;xiatJOIl altogether if chtllocteJ TCSE f(}llnw~ iOlmediarely. If [lny o:ne:- 2-cbaractcr ,c
yuence OC~'\lrs, the FSM remain~ ill ~ta:e T::;SUBJVEG 
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TCANY/C 
TOCQiOIA 
TONOGA/B / " TOTX8IHAFlY/O 

TSWOPT 

".. 
TCANY/K 

TCANYfK TC'MU.1F 

\ 
TCDM/J TCWONTfF 
,cu.clK 

TCHOPII: --J. '> / TCANYIE / '\ / 
SIan TSDATA TSIAC 

TeSSIE 
TSSUBNEG 

TC>ACIE 

"- / / " 1 
-, 

1'COOfF 
TClAC/e no 

I ,C9OHT~ 

TCANYIL 
TOTXBlHARV I N / " / " 

I 

TOTEfiMlYPEIM 
TSOOPT TSSUBIAC 

".. \. 
TCSE/G ) 

ACTION PROCEOUAES: 

A· do_echo 
B ·do_f1098 
C • do_notsup 
o . do_txblnary 
E ·no_op 

F -""""" 
G ·$ubend 

H -subopt 
J • tcdm 
K - ttpute 
L - vrill_Rotllup 
M - wllUermtype: 
N - wllUxblnary 

Yogun 253 The finite AaR ml'ICbine that desccibes how TELNET erlCC>de!; 

cOIlIDl:md seq"ellCe~ along wnn daw.. State lUlU chanlclff ;:'>3JneS 

bave OecP lakell direc(;y ftom the "rn.ware. TeM·;f ~lalld> fOf 
"lilly c.baractl"l'" mheT !han t/lost: shc-wn explicitly:· 

375 

""'" 
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25.14 A Finite Slate Machine Implementation 

Because it is possible to construct an efficient implementation of a finite slate 
macll:.ne a::Jd because sucn machines can de5CObe character-oriented protoc[Jls easily_ 
OUI example code uses three separate finite £tate machines.. O:!e controls how the client 
:esponds 10 characters from the keybrnm:i, another comrols bffi1,' the dient handle.~ char
acters that anive over the TCP i'onne<:tmn from tire server, and a third handles the de
'.ails of option subnegotiation_ All three FSMs use the same type of data structures, 
11aking it possible to share l>ume of the procedure;; that lnanipuJate the data structures. 

70 make processing efficient, O'Jr implementation encodes the tnrn!'.iliOfh uf a finite 
stale machine into a Iransilion mLlui, as figure 25.4 shows. 

current ..... 

0 , 
, 

N· , 

o , • 
Input chanlcter 

os. 

. . . 

l'igun: 25.4 A fi!Ele ~Ia!e maclline represented by a transltioll matri~ Each 
row cr-m;:,ponrls to " ,tate and each co'mnn ~orrcSponj5 10 00<: 
poYisiblc \OPUf dUFl'c!er. 

At run-time, the dienl maintains an integer variable that record~ the current state. 
When a character arrives, the chent ases !he current stare variable and the numeric value 
:If the character to index the tram.itiun mauix. 

25.15 A Compact FSM RepresentatJon 

Writing C cooe to initilllize a large matrix C1l1l be tedi{)IlS. Furthcrr.lOre, if eacb 
element of the tramition rnatrix .:<)nlains complete information aoout the action to take 
and the next >I;UC, the matrix can (:{m~urne a large- amount Clf memory. To keep the 
trdnsitlUll matrix small and to make i!litializatiOll easy, [hlT code uses a compaci 
n:pre'entation Df a fmi1<: ~ale machine_ 
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In ec:sence, the data lltnlCWres dro!len permit a ~r to create a compact 
data structure that represents a finite staEe machine and then anange for- the program to 
con~bUct an associated transition matrill at nm..ume. File tfl[sm.h cootains the declara
tion of structure fsl1Ltrons used in the compact represemation: 

J* tnfsm.h ~J 

J* Telnet Socket-Input 

klefine 'l'SOlaA 

FSM states! "j 

tdefine TSlAC _ine TSWJPr 

tdefine '1'SIXWZ' 
tdefine TSS"clBNEG 

.a.e£ine TSS'.)BrAC 

(J J* n ......... } ea::'a processing 

1 JOe haVe seen lJ>rC 

:2 J* have seen IAC-{Wl:I.L!WCNl') 

3: /* have seen lAC-fOO!«Nl'J 
4 
5 

1* have seen IAC-SB 

I~ have seen :AC-SB- ••• -I1\C 

/"" • of TS* stateS 

,,, 1'elneo: Keyboard-~t FSM states: ,. J 

'define KSREIVl'E 0 goes to the socke;;: )" '-' 
tdefine KSLOCAL 1 ~ to a loCal func. ," L'"\JIlt 

/* Telr-et Option 

'define SS...$TAR'1 

2 

3 

SUbr..egol:iatl.O!l , 
4define SS_~ 1 

Jdefine SSJ:N[I :2 

#define NSS'1'ATES 3 

'),dE 

j" ~,,, is scripting-file name 

j~ f of KS'" states 

FSM states: ~/ 

1* initial state 
j~ TmI!C::lIAL-..l'YPE opI:.l.Oll subnego~ial:icm 

j* state after all l~ ~~ 

j" an inva.lid state mnber 

'" (NCHR.S+IJ 

/* rnmber of va1id characters 
/* rratch any character 

muct 

) , 

fSll'Ltrans { 

~char ft_state; 
short fe_char; 

u_char :ft.~t; 

int (*f~action) (sa:xET 

I" current state 
,i< input character 

/* next; state 
std. FILE ·tip. irk c}; 

j'" action to take 

"j 

"' "/ 

"/ 

"/ 

"/ 

"/ 

"/ 

"/ 

"/ 
"j 

"/ 

"/ 

"/ 

"/ 

"' 
"/ 

"/ 

"/ 

"/ 
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A compact FSM represenlation C<msists of a J-dimensional array of !sm_lror.J 
structures. Each elemeru ~ifies one trarn;ilion. Fieldjijlale '1X!cifies the FSM state 
f,om whit:h ~he transition begins.. Field fCciwf" specifies the character thaI causes the 
transition (or TC_ANY to denute all ch:rracters oth.er than those with explicit tr.msitlOfls). 
Field fi-'wxt specifies tte state in which the tfIDlsi:ior. temJinate~. and field fiJJcrion 
give>- !he address {If the procedure to call that pcrfOmlS the action associmed with the 
transiti-on. 

25.16 Keeping The Compact Representation At Run-Time 

The e>;ample client 10es :tot copy al! the information from the. compact re?fesenta· 
lion mto the tlansition matrix. Instead, it leaves the compact representation unchanged 
and use, it to hold tralL...ttion infor:nation. To do so, the software stores an integer ill 
each clement of the tnll1sition matrix. The mteger gnes the mdex {)[ an eOlry in the 
compact representation thai corresponds 10 m.e tramition. Flgure 25.5 illustrates the 
data structures. 

, , 

~ R :·===::::::::::::::::::~:::===~._(_O)_-. (1) 
:r' ---i' :==::==f=:;~~(2);(~3~) --" (4) 

compact representation traoslUon matrix 

Figul""E 25.5 The FSM data .tructures aI lUll-time. Eu.tToe~ in tile tran,ilion 
mati.x contain an inde)( that refers to all dement ,,f ~ comp1J.:! 
repre~auon. 

25.17 Implementation Of A Compact Representation 

File Itfsm.cpp contains an example compact FSM representation for the princi!Jle 
FSM shown in Figure 25.3: 
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f~ ttfsm.qJp *r 

~ioclude <&tdio.h> 

#-bclude <Wi..TISoc:k.h> 

#-include "telnet.h" 

jOi.~lude "tnfsm,t." 

£i.~lude "local.h' 

€Xtern int dc,-,~cho(SOCKET,F:LE ~,int}, dvJ,oqa{SOCKEr,FILE ",int;, 

do_notsup{SOCl\Er, FILE ", :'nt) , do~tatus (SClCKE':', FILE ", int). 

no_op(SOCKEI'.F:LE *,i<1tl, r.eccp,=(SOCJ:Er,FILE ~,int), 

subend!SOCKET,F:;:LE ? ,inti, ~lSOCKEI',FILE .. , btl, 
tcdll'.(sv::KEI,FlLE *,int), ttputc(SOCKET,F:ILE ",int), 

w::.l",-"ctS'.J.p(SOC"~, fTLE ~,int.), will_tenlltype(SOCllET ,FU.E *, inti , 

w:ll_txbinary(SOCKET,FILE *,intl, tr~rt(SOCKET,FILE *,ir.t), 

do_txhir..ary-(9CCKE:', FILE ", int;: 

/* state 
I'" ------

f TSDA1'A, 

{ TSDATA, 

{ TSIAC, 

{ TSIAC, 

!* Telnet Coo'rra.."'lds .; 

{ TSIAC, 

TSL>C, 

/* option Nagctiatio., "I 

{ TSIAC. 

{ T5IAC. 

{ ':'s~. 
{ ':'5IAC, 

1* Option , Sllimegotion ~ i 

{ TSSUBNEn, 

{ ':'SS"JB::AC, 

{ ':!"SS'"....m.:AC, 

; Ts;..opr, 

{ ':'m-.DP7, 

{ TSW)P'!', 

{ TSWJP'l', 

TCNCP, 

TC"Il!LL, 

Next S'::ate 

':'SIAC, 

Ts::lATA, 

':'SDi'!.TA, 

':'SSL'ENE} , 

':'~Pr, 

TSWOFr, 

?SOOP':' , 

TSS".JB~, 

TSS".JEm:G , 

'J:SDA'fA, 

TSDA'I1'., 

TSDA'IA, 

TSDATA, 

Action "'I 

------- *! 
no_op 

ttputc 

ttputc 

IlC_Op 

rec~ 

recap:. 
.J:«;opt 

recap:: 
r.o_op 

oo_ecJo.o 
do_nega 

do_uwiruuy 

OOJlotsup 

f, 

L 
L 
L 

L 

J , 

L 
) , 
) , 
), 

, , , 
), 

l, 

), 

J , 
), 
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( TSOOPT, ~, 'l'SDA'fA. will_teJ:1!l:Oype , TSIXJPT. TUI'XB::!>iARY , """"'A. wi1.l_txbinary 
( TSOOPT. ""'"' . 'ISDM'A, will_nDtS'..q:> 

, FSD."J?Llll. 'OCAm. FSDMU;D. <=Wort 
) , 
Ilde£ioe NTRA."1S (sizeof (ttstab) Isi~eof ittstab[O J)) 

L'1.t 'tt,,-tate; 
1..I_char 'ttEsm[NTS'I'ATES} [9.":'HRS]: 

Array fJ.'Olab contains 22 valid entries that e(lch correspond to nee of the transition • 
. ruown in Figure 25.3 {plus an e.ma entry !O mark the em! of the anay>- Ead! emf}' in 
the array .:onsists of an jSnLtnms &tructure that specifies a ,;ingle transitiDn. Note that 
JUwb is botb compact and easy 10 define. II is compact because it does: not Cootaln any 
empty entries; it is easy to define because each entry correspond,;, directly to one of the 
transitions m the FSM. 

25.18 Building An FSM Transltton Matrix 

The utility of the compao:t repre:.en!atian will iK:\:mnc dear orn;e we see bow il can 
be used 10 generate 11 InmsilioD maIn)!,. File fsmmit.cpp c{){Itains ~..e codc: 

/. fsmini t. cpp - famin: t * t 

.L.""l(:1ude <stdio.h> 
It:nclude <winsocJ<:.h.> 

Itinclude "':..."lfsm.h" 

Mei:bJe TIN'JALID exif /* an i..-.vaLd 'Craru;ition indID< 

. , . 
), 

). 

). 

,; 

1'------------------------------------------------------------------------
• Esrrinit - Fini~ St~te ¥.achine iniLializer 

*-------------------------------------------------------------------,----
,; 

'ifO:::.d 

fsm::.nit(u_ci"..ar fsm(J [fL"'<!RSJ. str.::ct fSIrLtrans ~tab~J, int estates.! 

str.::.ct fSllLtraas "];It; 



) 

in< sr., -ti, en; 

tor (cn=O; cn<NCHi<S; --CIl) 

for {ti=O. ti<oatates; <-+ti) 
fsm[ti! (enJ = T1NVAL::'D; 

for iti=O, tt5b[tij.£t....."state != FS!NI1JILID; ++t.il { 

pt = &ttab[ti]; 

J 

sn = pt->ft.-State; 
if" !pt-"'f~char = 'l'eANY) ~ 

} else 

for (cn~1 cn~; <--<all 

if (fsm[sn) (en1 = TINIIMJD) 

Iszr.[snl [en] '" ti: 

fllnt\snJ [pt.->f~char] = til 

;. set .ul uniniti.ali:ood indices tQ an invalid t.rar.sition * j 
for (CIV'C; cn«l£HRS; ++cnJ 

for (ti=O: ti<nStates; ..... ti) 
if {fSll'-cti] (co] == T:nI\!1\LID) 

fsm[til [cnl '" ti, 

Procedure ftmiJtir requires three argument". Argumenl f'im specifies a tramition 
matrix that must be initialized. Argument !tab gives the address of II compact FSM 
repn:semation. and argument nstatt$ specifies the number af ~ates in the resulting 
FSM. 

Fsminit first imtializes !hi! enure transition matrix to TllvVAUD. It then itcrate, 
through each element of \he compact representation and adds the state lfafIsition ~pecj
Iled :ry that elemem to me transition rnarr1.x. FmalLy, it iterates through the transition 
matrix again :md chomges any lTamilioos that have not been filled in so they point 10 the 
invalid transition at the end of the compact representation. 

MOSf of me code in fsmir;it is straigtUforward. When adding transitions. however, 
Jsminit must tlistinguish between an explicit trarn;ition .and an abbreviation. To uoder
sund the code. re.al tha:: the compact representation uses character TCANY to denote 
all ci'.al"llcters that have Jl:Jt been s{lX'ified expljdtly. Thus, whenfsminit elamines an 
individuaL transItion. it check.~ the charncter that causes ttl.! transition. If the entry 
speciflfS charn(:ter TC4NY. ismini! iterates through aU possible characters and adds the 
frnnsitmn tv any character that has not been initialized. If the entry specifies lIDY ch:u-
a.::ter other than TCANY,jsminil fins in tte traftSiliOfl array for that single character. 
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25.19 The Socket Output Finite State Machine 

The finite ,tale machifle shown III Figure 25.3 define~ the actions :Ite clienl laKes 
lOr e&.:h character that arrives f!1.)m the server. A separate, and simpler. fioi;e state 
machine deM:rihc~ how l:te- client handles chMai..--rers that arrive from the keyboard. We 
{"all Inc FSM associated WIth keyboard inp;1I the .<;Odel aMpul FSA'r The name rru.y 
seem unusual. Figure 25.6- slwws Iww the client ~frnare orgaOil,.lUlOO supports such a 
name. 

, 
, 
, 
, 

i' Iwa 
h:),fx",rd 

<O<"~<' 

, , , 

! principle 

I FSM 

( 
\ 

\ 
main "' ..... 

! ~-output 
FSAI 

) , L1' 
, i'm"''' 
wri..eI 

Fig .. ..., 25.6 The ,hent software arg;milillLffiL The Im;:n !br.:ad "'31tS for eHlter 
the Tel' L:<Jnne21lOn that II:'-<tds E> Ihe remme SCrI'eT cr Ihe loC<!I 
co,mect".m lila! leads 10 :11\; keyhoord It) Mume re,.,jy l( l!>en 

reads a dtaractcr from Ihe read)' ,.oekel. and C3U~ ..., FSM pro
cedure \0 prm...",~;1. The ,.,.,ket OO(PUI FS~ dlal proce;;se~ key
board dam ,~ ",,,,,cja;ed ",,{h {he o;OCkCl used (c pas. oulpilt 10 
me remOl.: ,erv~r 

Unlike Ille prmcipk finite state ffiaclurk, Ill.: finite state- machine used for $ock~~ 
output is ~'1raightf(lrward. As Figure 25.7 sl:ow;., the maeh:!!e cornains three stme~. In 
essen;;c, ';tate KSREMOTE handles the normal ;;as!:. Whi:e lhe m:Khine remams 1n 
KSREiHOTE, the eli.:o! ...er.d~ each character mat 11 user types on the keyboar-d across 
ttte Tep ;oonection to me server. 



KCAHYiQ 

Start 

KCAN"'. 
KCSLISPIJ 
KCOCOH1A 

KCSTATUSlH 
KCESCAP"El& 

KCUWSCflIPT I1C 

KCESCAP£fC 

AcnON PROCEDURES: 

A -dcon 
B - aonotsup 

C -no_DP 
0- SClgete 
E - serlnlt 

F -lRlrwrap 
G -soputc 
H- ...... 
J -suspend K-_ 

F'ognn 25.7 The metel outp'~t FSM ... ~ffi to define actions tl!ken {OT e;xil 
dlllracler tlh:: ",-'<er types. Tile cLitnl s:.'<lds I110U data characters 

1.0 lhe remere server. H~e:r, the design pennit~ the user 10 
escape from the data coonectioo and oommunicale- WIth tile local 
client pmgmm. 

The ~ocket output FSM begins. in state KSREMOTE. Thus., when it. tirst stans., the 
client merely sends eaci:l key,,1roke to "!'he ren:ote server ~'ben the mer types the key. 
board escape key, the c:ient enters stale KSWC4L where it waits fur II keystroke 
Most keystrokes that can follow the escape have no meaning, bUl II few cause the- client 
to take action and return !O -state KSREMOTE. On;y one. KCSCRlPT. cause~ the client 
[0 enta state KSCOUECT. where it collects ill fIle name to use for scripting. 



25.20 DefInitions For The Socket Output FSM 

Fite wfsm.cpp defines. the c-ompoct representation of the socket output FSM 

1* aofsm.cpp '* J 

iir.<::lude <stdio.h> 

#ir.clude <Win.so.:::k.h> 

iiLClude ~telnet_h~ 
br:clude ~tnfS[[Lh· 

!~ Special chars: */ 

cr.ar t_:flu$hc '\011'; 
::;,'-.ar t_.ifltrc '\003'; 
CT..ar t_quitc '\034'; 
;;tar ""-.=- '\OlD'; 
;;r..ar sgJdll • '\03C'; 

/" "D "/ 
/" "" "; 
f" '\ "/ 
;" 0' "; 
f" 'X "/ 

CItap.25 

extern int soput.c(soc:KET. FlLE~, L'1.tl. scrb.it{SOCKET, F:II..E~, intl, 
scrgetc (SCCKET, FILE", L"rt:), scrwraplSOCKET, FrLE"*, int) , 

unscript{S(l{l(El', FILE *, L-u:), dconfSCCKET, FILE", o.n~), 

statu.s{SOCKEl'. FILE " intLscnots-,;:p(SOCKET, FILE *, intI. 
rxuJP(SCCKET, FILE", int), tnahJrt(SOC'KIIT, FILE·, :'n:); 

struc': fSfl\....t:rans sostah[J • ( 

f' Stat" -, N_ S~~ Action "/ 
/, ------ ------ ----------- ------- ,/ 

r Data -'" "/ 
( """"""" . KCE&'APE. =ocAL. flO_OP L 
( """""'" , <CAW, .~, soputc ), 

I' Coca! Escape Co!mIands ,; 
( XSLOCAL, XCSCRIP!', l'~, scrinit ), 

( =. KCUNSCRIPT , KSRE><n'E, tll1S=:'pt. ), 

! KSUXAL, KCEs::::APE. KSRE><)TE, soput.c ), 

( KSIJX:AL, K"""'" , RSRmJrn, dCon ), 

( KSLO"..AL. XCS7ATUS, ";<'E",rn, status ), 

( ==>L, >=NY, ~, sonotsup L 
f' Scripr; Fi:ename Gadl-o..ring 'j 

( KSCOl.!.:E'L'7, """', """"",", scrwrap L 
! KSCO~. >=NY, KS('mrEC:'. scrgecc ), 

( FS:N\IALID. =UN. FS:Nn.LID. ,.-or, ), 

) ; 
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!/define Nl'R1!Jl'S (sizeof (sostab) !slu.of isostah[O}» 

int sostate; 
u_char ',,:>fsm:NKSTATES; [NCRRS;, 

Array 5051ab CO'llam1 the compact represen.tation, and variable SQ$1lJfe cQ1lla;m;. an in
teger Ihat gives the Cl.lrTent state of the socket o'Jtput FSM. 

25.21 The Option Subnegotiation Finite State Machine 

Figure 15.8 illustrates tbe third FSM used in !he client. It handles !he sequence of 
characters that a..'Tive during oprWR subne~orwtioll. Stt'<luse if only recognizes one pos
~ible option subnegotlation {terminal type), the FSM ffi1!Y needs. three ~Iates. 

Start TOTEIWTYPEfA 

TCANY/A 

TCAIfYIA 

ACTION PROCEDURES: 

F~ ZS.S The simple FSM u.'ied h,.- optivn .1!Jimcgotialioo. The client H1!1-
itializ.es Ibi~ madline elKh lime it fiflislles an "pilon ",nbnegutia

lion. 
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Tire ea~Je~t way 10 think aooi.lt subneg<Jttatioo Ill. to irnaglae that :t de~cribes the 10-
te;-;o~ £tructne of stale TSSUBNEG in (be prin"ip!e FSM. Whlle the main FSM 
operates lit state TSSUBNEG. i1 C<llb procedure suimp! :0 handle ellCh inc{Jm~ng charac
ter. Subopt c-perates the sllhl:egotia;iol'l FSM. A.<, Figure 25.8 shows, the "abnegotiallOl'. 
FSM make~ an imllIruime decislOn that depends on the option. If:t find~ a tenninal 
type subnegotiation. rue machine move, to ,late 5S~TERMTYP£. OOerwise. it moves 
directly to ~tate SS_END and ignZlres the remainder of the subOt:goti-at.on string 

Once in state SS_TERlrfTYPE. the FSM c:rech the ~ubnego{ia!ion "erb, It calls 
subrermtype if the verb is IT_SEND, and igllore~ the subnegotiativn olhcrwhe. The 
pu;-puse and Gpemtion of the s.ubr.eg()l;ia,ion FS:l.1 will ~comc clcarcr when we bee how 
a client respond~ In the lennina! type optic!). 

25.22 Definitions For The Option Subnego1iation FSM 

File subfsm.cpp c{lOtalns the C declarations for the subnego!ir.tion FSM. 

/* subfsm. cpp 0/ 

~incluae ~stdic_h> 

fi.--.clude -<winsock.h:> 

~iDclude 'telnet.h" 
~L"lClude ~tnfs:n.h· 

extern ::.nt IlO_op(SOC'KET. FILE ". int;. 
subtenr.t;ypefSOCKET, Fl::sE " L"lt) , 

::naoort(SCICKRI', FILE ... , mt): 

struct fSln.-trans substab[ 1 ~ , 
j" State '''PUt _t State 
j" ------ ------ -----------
{ SS_STJ>.RT, J.Vl'SAM?!?E, SS_TZRMT'fPE, , SS_STAR'l' , """". SS_Z'ID, 

Actior. 

-------
~-OP 

~-OP 

"I 

"' 

{ SSJERMl'YPE, ,.,.ft«>. SS_ENV, ~er.r.type 

{ SS_'I'ERIflYFE, =nY. SS,JND, =_"P 

• SS~, """".. SS.J;::>lD, r.o_ClP , FS:rN\IA:JIJ, 'I'CAt.'¥, FSn.;.n>.!.ID, b>abort 
), 

int suretate; 
u_cnar subfSllt[NSSTATESJ [N:1IRS]; 

I • 

J. 

" . 
I • 

J. 
l. 
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25.23 FSM Initialization 

AI startup, !he dient calls procedure j'ffllouild to in.i(ialize all finite state machines. 
As the cOik in fik fs!nbuild..cpp shows. f.smbuild calls fsminll tt> build the required data 
5Lructure for each machine. and assigns each machine's state variable an initial state_ 

/* ::SI!lbuild.q;:p - fsmlJo.rlld */ 

"include <stdio.h> 

"include ~-.sock.h> 

tinclude 'tnfsm.h" 

extern struct f~~trar~ ttstabiJ, sostab[], substab[J; 

extern ~char 
extern int 

ttiS!r.[] [N:HRS], sofsmC {N::HlIS1, subf=1I {N:EF.s).; 

ttstate. sostate, substate; 

void :SIdnit{\Lchar f'sm[l:OCHRS], s::ruct fSELCIanB ttah[j, int nstates); 

!~------------------------------------------------------------------------
.. fsmbuild - build the F:'nite Sta::e Machine data structures 

*------------------------------------------------------------------------
"; 

VDid 
fsmbuil.d () , 

) 

fsmini::{ttfsm, ttstah, NTS'i'ATES) I 

ttstate = =~TA; 

fsminit (scism, sostab, NKSTld'ES); 

sostate '" KSRDIOTE: 

fsminit (subtsm, substab, NSSTA'l'ES); 

subs2te = SS_STl\RT'; 

25.24 Arguments For The TELNET Client 

File tdienr.cpp contain~ the code fur the main program that executes when Ii :lse£ 

invokes the client' 
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/* tclient,cpp - lI'din .; 

lhnclud.e <stdlib.h> 

'include <winsocl<..h> 

"'host '" • locall.nst· 1 !~ :-.ost to o.:.se if ncr.e s;.;pplied 

void 
,'cid 

e=exi t: (const char " ... I 1 

telnet (:;:onst cr..ar .. , cor..st char *); 

0/ 

/*-----------------------------------------------------------------------
.. main - TCP client: for I"" NEtI ser-n..ce 

*----------------------------------------------------------~-------------., 
void 

Eain!int argc, char *argv{l! 

i 
*service = 't:elnet'; 

switc.l} (arqcl { 

caRe 1., break; 

case 3, 

case 2: 

defau2.t, 

se!'Vice ,. argv{21; 
!.. FA!.!, 'I'HR')03H ,,; 

host ~ arg:v;11; 
break; 

1* default service name 

errexitl"usage: telnet {host lport]] \n~); 
} 

if {WSAStartupiWSVERS, £wSdata)] 

errex:'-t:! "WSAStartup failed. \n") ; 
telnet{host, service); 

The u,;er can supply 1eYO, one, or two command-line arguments that. the program 
pa[~es. With no w-guments, (argc= I), the client contac<s a server 0:; the local host arn1 
uses 11K- [etnel :.erviee. If une arg~t;nt appears (urge", 2), the client takes the argument 
a" the n:ime of the remote bvst ()fJ which the server cxecu:es. Finally. if [ .... '0 arguments 

o· , 
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appear. the client takes the serol1d 10 be tlte- name of a: servil."¢ Q1l the remme mllChiru: 
;md takes the ftrSl to be :he name of a i'emot<> host_ After it has parsed les MgumeTltl. 

!he main progrnro calli; fUlctiooleUu!l. 

25.25 The Heart Of The TELNET Client 

File leinet.cpp contains the code Ina: implements Algorithm 8.it: 

!~ telnet.~ - telnet ~/ 

tinc:;'ude <io.h> 

lP...nc1ude <a~ib.h> 

fincl'.2de <stdio.h> 
'include <&tring.h:> 

'include <winsock.h> 

tinc1ude "local.h· 

klefine BUFSIZE 

syner..ir.g; 

2048 -/ 

SOC1FI' :::oonect'lCP(oonst char "host, eonst char "se~,rice); 
scx::xEr ttycon (void) , 

/*------------------------------------------------------------------------
* telnet - do the TELNE'!' protocol w the given host and por.: 

~------------------------------------------------------------------------
'/ 

void 

telr.et [con.st char *host, canst char *serv::.ce) 
{ 

SOCXET soc);, con; !~ reuote and console- socket descripto= *1 

u...char buf ,BUFSlZEj ; 
int Cr;'; 

int on~:; 

fCLset arfds. rfds; 

con = ttycon( I ; 

seck ~ connectTCPlhost, sarvice}; 



f>- set up FSM's *1 

(vDid) se-:scckopt{SDck, 20L_&JCKET, SQ_OOB..."""NLTh"E, (C:-.ar "')"Oll, 

sizeof(=)) ; 
FD~or.s.arfds) ; 

F:>_SE'Tisock, &aridsl; 
F'D_SEI':con. &arfds); 

1* tw scckE-':. 

r s':.andard input 
'f 
./ 

whil", i::': { 
memcpy(&rfds, &arfas. sizeofirfds)}; 

~f fse16C':.{F[U,ErSIZE, &rfds, ifcl..J;et ~lG, 

IfiLset. ~;O, (str=t timeval ~JO) " OJ 
if ;Getr..astError!) == i»'SAErNT.R;. 

) 

cOll.t:'!llle; j* just a "ign.al~i 

erre>C-t("select: 'id\n" , GeU.a.stErrori)): 

unsigned long =-'=g; 
if i ioctlsocket (sock, SIOCA'!MARK, &no_=;;) 

SOCKE'CERRORl 
errelUt ("socke':. ioctl error 'Sd\:l." , 

GetLas~r{);; 

syr-ehi:-,g = !n~urg; 

00 = recvisock, (char *)OOf, sizeoflbutl, ':l); 

it (cc == SOC'l!El"~, 

errexit("socket recv, td\n", 
GetLastError () ) , 

else it (ce == 0) 
errexit i "\nconnection close. \.."1.~) ; 

else 
ttwdteisock. stdaut, w:f, ee); 

if (FD_ISSET(con. &rfds} J : 
cc '" recv(con, (-cr.ar ~lb.l.t, sizeo:f(bolf), 0)_, 

if 1= = .. SClC!G.'T_BRRORJ 
errexi: (~':.ty read: %rl\ll', 

GetLastsrrcrf)); 
else i:f (ee == 0) { 

} else 

F;:LCLR{oon, &arfds); 

(void) s..'rutdO'wn(.sc:ck., 11; 

sowrite(sock, stdout, buf, ee); 
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(void) ff:ush1stdout); 

) 

Prou:UUfC reiner requires two i1fgumems thaL specify me name of iii remote macbine 
a."1d a scrvice Gil that machine. The code begin~ by -c~!1ing comwnTCP tv aHocate .a 
socket and form a TCP connection to the server_ It thea calls f~mbutld to initialize !he 
three fini(C SUite machInes 

Once i, fil'li,Jje~ initi.:ilizruion, the main thread of L1e dient eaters an infinite loop. 
AI each iremtion of the loop. it uses selt>rt to wait for I/O from the remme <:"{}fIooction 
or frum the kryboard. The select ca,] WIll relnrn value WSAElNTR if !he program re
ceiv.;s IDt interruption wiliJe the cal] to ulecr is blocked~ If lilal: hlIppen~, tltt- dient con
tinues will'. the next iteralion of the loop_ 

[f setecf rel'ums nonnally. tlala can be available aI !he keyboard, al the remme CUll
nechon, <JT at both. TeIneI fir:.! checks the remote connection to see if data has arrived 
from the oerver. If ,0, it cnlls ren to extracL the data and tlwrile to write the data to the 
u;;,;r's di~play. W;;; will see below lbal tfWrit ... implemenh the prirn;iple finite state 
mac.1me that interprets the ir..coming data stream and band:es escapes and embedded 
command seqllence~. 

Afte:- leme! ch~cks for incoming data at the socket leading to the relIKlte server, it 
ellanmes the keylxlard ;,acket. If :lata ha~ arrived from the keyboard. uine/ calls recv 
to cltract the data and Mwriu to write it 10 the wcket. Sown·le contains the code that 
execute;; the finite ~tate machine for local escape processing. As a special case, the 
clien! interprets an end·of·fiie entered or. the keyboard 10 be a request 10 terminate lhe 
connection. If it receives an end--of-tue (i.e., reLV retlJrtls O}, le[net calls shutdown to 
:.eru'.. an end-of-file oonditlon 10 the server. lu any case, teind calls JJIush at each itera
rion to eTIMlre that tile outplll routines do not buffer the data that has. been written. 
Fflush forces the operating syf,(em to send all data immediately, e\-"en if the buffer is net 
full. 

25.26 TELNET Synchronization 

TElNET includes li mechani.,m mat enables a diem and server to bypass the ef
recto; of TCP buffering. !{nown as. synchronization, the mechanism arrange .. for a seI"Ver 
to nse TCP urgen1 dahl to inform 3 clieut LM sym:hronization is needed. '!be protocol 
specifie;, that when urgent data anive:>. a drent must synchrrmize with a server before 
processmg more input. To synchronize. the client skips forward in IDe stream Cof da!:a 
arrj'l.ing from the server until it encounters the DATA MARK character, 

To implement synchronizalion, Ihe exa .. nple code uses global variable synching. 
Procedure te//'I£t tests for !he presence of urgent data from the server when it flnds dw 
'>Odd ready. If TCP ~eports thaI Illgen! :lata ha.~ arrived on Ine socket, ud"_el sets 
synching 10 nonzero. While sYlX"h.ing i~ ~et, the FSM actiou pH".:edure rlPUIC dis-card; 
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incoming data without dispJa}ing it on \he user's screen. When a DATA M.4RK cl1.a:rac
ter arri\les. the FSM action procedure lcdm is. called to rum off synchronization. The 
code in file rynccpp shews mat tcdm reset;; jynching .0 zer{o, wnil.:b causes the client 10 
resume nonnal processing. 

1i...""lClude <stdio.l".> 
IL""lClude <W'..nsock.h> 

unsigned char synctrlng;I'" f'.on~zero, if we are &~ telne,= S'lN:H wI 

I*-------------------------------------------------~--~~-~---~-~--~~-~-~~-

"" t<:m ~ handle the telnet "DATA MAPX~ ca:II:III!IIld (narks end of S'lNCH) 

*------------~-----------------------------------------------------------
'; 

I "'J>.2GSlJSED* ( 

int 
tod:n{so:::RE'I sfd, FILE "'tip, int ::) 

{ 

j 

if IsynChing > 0) 
syncilinq-- : 

return C; 

25.27 Handling A Severe Error 

In some cases.. Wllell a socket fUllction returns an error code, the error indicates II 
minor unexpected event. In such easel> a program can moos<: 10 ignore the error, print a 
warning, or automatically correct the probletn. In other cases. the error condition re
porled by II socket function is cau!strophic - II problem is SQ severe that the application 
caroot correct or ignore it. In such cases, an application cannot conlllllie executing. 

The leinel procedure -contains code to handle born mino~ and severe err<x~. For ex
ample, if the call 10 select returns an error code (i.e., a value less than zero}, lelnel calls 
GelLastError to detenmne the exact problem. [f the error code :;pecifJes a minor error 
- the operating syrtem had. to intenupt the seleCl call before the opeI3.lion eQUid cor.\

plere - ldnel conlinues execution with the next iteration of the loop. If Getli.mError 
returns any other error code., the main Ihread calli procedure erruit to print a message 
fO;I" the lISa- ami termilUlre execution.. Similarly, if other socket functions indicate that 
an error has. occurred. tdnef calls ernrxit. Thus, if the system runs out of resources 
(e.g., sockets or memory). the application will print an error message and terminate. 
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Errexlr takes an argument that IS a string ;.:ootaining a message for ihe user. It 
displays the message and causes the entife process to exit. Noll: that if a .... ly thread if: a 
multithreaded pn:JCes.~ calh errexit, all other Ihread!;. in the process will be temrinated. 
Thus. ,,"exit should only be used for severe emm. 

25.28 Implementation Of The Main FSM 

Procedure '.write implemenb the FSM from Figom: 25.3 thai interprets data as it 
amve!;. from the server. 1be code appean. in me ftwriJe.cpp. 

I~ ttwrit@.cpp - ttwri:e 'J 

~ir~~ude <stdio.h> 
tlr.~:ude <winsock.h> 

l!ir~lude ·tnfsm.h· 

extern struct fS1lLtr~ ttst.ab [J : 

extern ~char 
extern int 

ttfsmfl [JDiRS]; 

tt>ltate; 

I~-------~----------------------------------------------------------------
• t;~i'te - <'lo ,outpu't ~,;s.Gi."'lg fa:! (locAl) net:work virtual ?rin'toe.r 

*------------------------------------------------------------------------
'/ 

=id 
':::t;write(so:::KET sfd, FILE "tf;l, >.Lchar "'buf, i:1': =) 

( 

) 

for (::'=1l1 i<cc; ++i) { 

"pt; 

i, til 

int e = ;;""f[i1; 

ti = ttfsm[ttstatel [e]1 

pt = &ttstab!til; 

(pt->f~ion) isfd. tfp, c); 

ttstate = pt->ft~; 
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TtWfltF exrracts cc chamcters from (he buffer, buf, {)1lC at II time. Each lime it ex
tracts a chara.:te1, trnTiJe IlseS Lite chara;;ter and lhe current st!:te (variable nsuue) to in
dex the n-ansitkm Fum>;. The transition matrix ,elUm,. rio We index of a transition ill 
the compact representation (tW:lb). Tlwrile calls the pmcedure associated with !he tran
,itioll (fieldft_tlClion), and sets the current sLife variable to the dpproprialc ne;.;l state 
.: field oft _,.,,;:;t). 

25.29 A Procedure For Immediate Disconnection 

The :IOckel uu!pm finite slate macbinet c(Jntain~ an entry Ihat allows. a user to 
dist'onneo. When the u!'t:r ~pedlJes dls.conneclion, the nwin thread calh procedure 
droll, wl'lkh Can be f(ltJl1d in file aconcpp. 

; .. d=.cpp - .:icc:} ~J 

f~nclude <stdlib.r.> 

fi~lude <std!o.h> 
fir.clude <oiinsock.h> 

tL~lude "local.h" 

.: ~ - -- - - - - - ----------------------------------------- - -- ---- - --- ------------
... Ucon - disconnect frOO". J:emo-te 

*------------------------------------------------------------------------

do:={SOCl<EI' SId, FILE ~tip, <"-,, cl 

( 

, 

::print= (tfp, "di=onnect.ing. \n") , 
WSAClean..p () , 

exit (0); 

A<; '_he code ,how" {llJr chent IIW:rpr("'/S disc0nnenion as immedla;e and p:::
rr.anent; d~'"" calts the Wir;do-ws Lmclion "--"If. which cu"st:s the entire process, ,neJud
iog butT. the m:.iu dfld keybvard thrt'ad,;, to tenninate. WtINl a p,:ocess e;.;ib, the ,yslem 
rdea,e~ ;;11 re,o:.m;~ !h<lt fhl: pmIT.·';s bad allocmcd. Thus, both :~c local amI remt>l.e 
TCP connccti0n~ wilj he do'\(:d, .,rod the ~ocia:h v;.itl be rde(:.sed 
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2S.3ll Abort Procedure 

In the socket OUlpUt finite :state madtine, no! all sequences of input move the 
machme to valid ~ates. To prev~nt an iHega~ s-.:quence -of values from producing MI-er
TOr. invalid stale transition are ass.igned procedure tnaborr. If an my-alid sequence 
shf)\lld OC{,Ilr, tflllfwn caUs errexII to print an error message and terminate me program. 
Fife tnaoon.cpp contains the code: 

/" tnabort.cpp - tr.abort "/ 

• .L~lude <stdio.h> 

tir.c11.ld€ -<-winsock.h:>-

errexit (const c.."lar ~, •.. ); 

f*---------------------------------------------------- --------------------
~ ~ - abort te::..uet due to invalid sta::.e 

~------------------------------------------------------------------------

" 
1~A!l:GSUSED' f 

in: 
trulOOrtlSOCKET std, FILE """Ctp. L .. t cl 
( 

errexi t(· in-.talid stll~ reached iahcrting) \n"): 
return 0; /"" to keep picky COiIPil.ers happy "/ 

1 

25.31 Summary 

TELNET mnks among m.e m~t popular application protQCOt.. in the TCPIIP suite. 
Th~ protocol provide" for interru::tive character transport between a diem and server. 
Us~ly, the client cOIme(;1S a user's leonina!. to a seTV-er across a TCP CPfinection. Our 
example client software ",:msists ·:>f two threads with a local TCP (;onnection between 
them. The keyboard thread reads each characleI thaI the user Iypes on the keyboard, 
ane sends the character across the local TCP (;-onnecUon to the main Ihread. The m&in 
thread u,es rhe :rocket function selecr to allow crntCUTrenf input. The thread Walts until 
datil arrives over the TCP connection from the remote senrel" or -ever the local TCP con
nection from the keyboard. After receiving and processing Ihe data, tte main thread reo 
turns to ~elecl, which waits uatil additional input arrives. 

TELNET uses C!oCllpe sequences to embed commands and control information in 
the data stream. To simplify the rode. our f'lample client implementation uses. three 
fini!e state machine" to interpret character sequences. One handles data that arrives 
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from lue server. iioother ha'ldlcs data ilia. arrin:s from the user's keyboard, and a third 
handles option subneg::njation. 

The ex.ample eoce in this ;;:hapter illustrates tbe .implementarion of the two dient 
threads as. wdl as the datil "uucture,; used to implemem the llllite ~mtc ffi4Chine$. The 
nen chaptcr consider>: the detail~ of lhe pwcedtm::s !h;'lt perform actions ~sodated With 
tranSltrons it} the finite state machine,. 

FOR FURTHER STUDY 

POSle! {RFC 8541 nmmins the stand:ud for the basic TELNEf pro{ocol, including 
the network vir!usl terminal encoding. Posrcl and Reynolds [RFC: 855] ~ifies The de
tails. of option negotiation and option silbcegotiation. Details. 00 individual optiOD~ ;;:all 
be fcood in other RFC,. VanBoUe:en IRFC 10911 specifies the tenninal-type option. 
Po~(eJ and Reynolds [RFC 857] de£t"ribes the echo option. while Postel and Reynolds 
[RFC 856): describes the binary tram.mi~sion opliOll. Infonnation 00 the rlo.lJin proto
coJ, a!l altemathe to TELNET, cao he found in the docume,ntlltion on most UNIX sys
urns. 

EXERCISES 

15.] Ccroi'ill1" the design presented in th!~ cllapter 10 one ;n whicn one thread reads from me 
keyboaro and .!'Coo., to the <em<Xe ~<'n=. and :mother thread reads from rhe nmD!e coo-
1'I«1.i00 and sends ro the ,jiSp[;lcY. What are the adVlI'ltages and disadvantage>; of each 
Je"gn~ 

25.2 lnwst;gale the Sllpport for asyochronooi 1.'0 in Windows.. How <:an asyrn;hrmroll~ l!O 
be- 1I,::d in ;0. TELNET che'>I? 

25.3 Cnmpare a desjgn thai ll,e, as}ncnrolJ<)lI~ 1i0 faci!!Ue:s described in the PI'e"iOllS qlles
tioo 10 .Esigru. that nie blocking 110. Whal are [he advantages and disadvoollig"" of 
e-<lcll~ 

2S.4 T,') lind out about I/O in other opera:mg sy~telm, read SecthXlS of the UNiX 
Progrom'lfer'-, Manwal tb:ll describe terminal de\";"es and device dlWHS. Vl<1tat are 
cor;li.t!d mode, cb..,,(l/( mMe. and row mode How 00 they cocrespond 10 TUNEr op
tiOIlS~ 

25.5 Rewrite lhe pt1ncipk FSM to irn:lude stares for oplion ><IooegOliarion. 

25.6 Th>: eumple FSM imp>elnentllli{lfl uses a COmpacl represeotatio", to sa"'e 1i?3Ce. Esti
mare the space £eqUlred. fOf" the prm.:iple FSM Lsing a eonventiorliOl represeltatioo, and 
compare the e!timat£ jo t11e spaw required for the compact Jepre>enmtion. 

ZS.7 t:nder what condil'iOll). will '"«,. from the keyboard Ct)llooctiw> rerlm !he value 07 

15.8 Read jlre TELNET p ... l!OOOl specification m -fond the exact rule~ fm s),nclironilation. 
When doe>; the sender tnm&mil 1It"gf'1"lI data1 Why is synchi"g n=arf' 
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25.9 A ser;w can dloore to j;ffid. mOO:' data after the cllern: !ends -311 end-of·tile HJW doe~ 
tile client loow WReIl to tenrinale the C\JI1nect!on to the SI:~~ 

25.10 Rewrite (twTiu so it dres net us.: an FSM. What w:: ,he wvan:ages and disaJvantage:'l 
;)f each implematatioo? 

15.11 ~en an e!Tar OC<:llI":'l. dtc code prlHt& 11 crypuc me,sage- and e,,-lIs_ lmpmv" tl!" ",ode t\> 

print mes,age~ th.t make sense 10 ~ u~'er_ 

25.12 In the previoU!. exercIse, examine the enor codes thai your locaJ s}"te<n ",an retu" Will 
JI! eITOfS make sen"", to 11. u,;er! Wh) oc ... -fly not? 

15.13 The finite state ;nachhe~ dn not have e~plicrt Mates fer spcl!romza!ion. Revise the 
mite diagrams D include synchron,zation. How rrumyaddnj[)J131 states are I'equired~ 

25.14 Does it male sen>e to add states tv the FSM for scripjng? If so. wl!ic-h finite state 
madtine($} lleed to be modified? If oot. explain why_ 





26 

A TELNET Client 
(Implementation Details) 

26.1 Introduction 

The previou>; :chapter diM:usses. the structure of a TELKEr client and shows how it 
uses finite .state rnw::hines to control processing. This chafNer concludes the di<;(;ussioll 
by showing how s.eJrulnlic action procedures implemcru Ihe detail" of character pmce.'iS
iog 

26.2 The FSM Action Procedures 

Finite st<tte machines implement most of lhe TEL:"'ET protocol detail.i. TIrey coo
trot prou:ssing., uxxJinate respoLs~ with requests, and rr.ap incoming Cc>Dlm.md <;e

quencc, (f> n('tions Each time the client follows a tramilion in a finile smre machine. it 
calls a procedure to perfonn the actions aS50cialed with the transition. Figure 25.3-:
show~ the prtlL-edure names a~~ucialed with tramitlUlls in the FSM thaI handl~ clliirac
ten, arriving from ,lte se:vcr. 

An actj,)!! may be simpt~ (c. g., discard the incoming characle:-), CT it lILlIy be com
pie, (e.g., respond by sending a string that :dcntific<; the local tellllinal). Em:apMllating 
each actiOIl in a procedure helps keep the machbe spedficaliOIl$ IlRifOfr.1 and sinplifies 
the code at !.be tDp level. Howe'><;:f. dividing the wftware ;nlO a set of proco;-dures for 
each action meam liIal the relationship bctween procedure:,; can l.>nly be unders[ood by 
refening to the finite slate machine 1hm inrerC{}llrlect_ ,hem. 
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'The ["Howing ;.ections earn de<;cribc 011" of the: action procedureS aSM:'ICJaleJ with 
an FSM transhj0n. 

26.3 Recording The Type- Of An Option Request 

In .,tate TSiAC Cu,., following the arrival of a TCiAC charoctet). the arrival of 
TCWILL Dr TCWO,vr Cduses 11 transition Ie .llale TSWOPT. The FSM speclfres that 
pfilCedure 'Ycop! ~hould be caHed. Rn:opl I«>."uds the c::'aracler !hat ca;}~d (he transi
tiun so it can he used later. Simil.:uiy, the F&\If uses recopl to record character TeDO 
01" TOJO!'lT during a transition to $Ute TSOOPT. File re·copt.l"Pp contains the code: 

f* n=copt.cpp - rec-opt, llO_QP */ 

Hnc:'ude <s<:dio.h> 
~inc:ude <winsock.~ 

/" hal> value w::u.., ~, DO, or DON':' "/ 

/*------------------------------------------------------------------------
~ recopt - record aption -::ype 

~------------------------------------------------------------------------
'/ 

; .. AHGSL'sm* ! 
int 
recopt (SOCKET sfd. Fn..E "-::fp, L'"l.t c) 
( 

) 

option_end c; 
return C; 

j*------------------------------------------------------------------------
• no_or;> - do r..othing w _______________________________________________________________________ _ 

'/ 
/,. A!\G:;,'L"SEJ)* I 
int 
JlO3'p(SCCKET sid, FILE .. tfp, int .~) 

( 

return 0: 
) 
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26.4 Performing No Operalio .. 

File rerop<..cpp abo contains cOde for procedure rw_op. Because the FSM mllst 
have an actioo for all possible eomruoohons of II state and lin input character, ~ 
lWj.p can be usea for those transitions. that do not require any action. F<Y elUlRlple, II 
transition. from stale TSDATA to TSIAC does not require any actioo. Therefore, the 
FSM specifies a clill [0 no_Dp. 

26.5 Responding To WILUWONT For The Echo Option 

The server send! WIll or WONT followed by the ECHO option te· infonn the 
client that it is wiDing to ttbo characters or is v.'il1l.ng to stop echoing characters. The 
FSM specifies. that procedure do_eclw should be (:aUed when soch a rressage arrives. 

tit'clude <stdio.h> 

!-inc1uoe <Wl.nso::}c.r..> 

Jtinclude "local.h
.include 'telnet.hW 

unsigned -char doedlo: 
e=ern '.Lchar option ... -,~.; 

f* noruem, if LEILlte :roro oj 

1""'------------------------------------------------------------------------
• dcLecho - handle ~ W:;:LLJI'D'l'T ECH:> cpt:ion 

*------------------------------------------------------------------------
<f 

in" 
do_echo[so:KEl' sfd. fILE *tfp, i1"'.t c) 

if (doecllo) { 

if {o.ption...cad "''' TOfILL) 

ret=n 0; i~ already' doing mID 
} else if (optiOlLCIid "'''' TCW:tlI') 

return 0; 
if (option....ariI. = TC\flI.J..) 

-:tyflags &= -EOiO; 

else 
ttyflags j: InIO; 

doec:ho = 1 doecho; 

I~ a1ready N:Jl' doing EniD 

'/ 

'/ 



{void) sputcl'ICIAC. sfd); 
if (dcecl-.n) 

{void} sputc('K7n, sfd); 

(void) sputciTCtX:lNT. sfd): 
('IOid) sputc( (c..'laric, s.fd); 

return 0; 

The rcl..NET protocol specifies that the server can send a WILL Of WONT to 00-
'IIert!S>< its- willillgne:;;s to perfCHll a givw option or it can send such a message in 
respon;;e 10 a client requ~t. Therefore, if the client hru> sem a request 0Jornining a DO 
or DONT. the message from the server constitutes a reply; otherwise, it C-oJIstitutes an 
adVerli~crnenL 

1be client uses- its c\lrrent con:luiOrl iO deci:de how to respo~:L 010001 variable 
doecllO cOlltains a nonzero \'al~ if the client currently expects the server to perform 
character echo. If t."le server sends WILL and the client already Irns remote echo efl

abled, the diem does not reply. Similarly if !he server sends WONT and the client has 
remote cello disabled, the client dDt:$ not reply. However. jf!he server sends Will and 
the dlCfit currently has. Temote echoing turned off, the client clean; the ECHO bit in gl0-
bal variable ffyjU.g;;· )0 disable local character ei'ooing (recall that the keyboant thread 
Cx.lmine5 the bit to determine whether to echo keyurokes). If the client has local echo 
disabled when a WONT arri\'e~, the client assumes that the seIVer has disabled {foe re
mole echn, Therefore. the diem: ~tg the ECHO bit in global variable trjflags co enable 
local echoing. 'Ill.! client only -sends a DO ()t DONT response jf it change~ the echo 

""""-

26.6 Sending A Response 

When procedure do_echo needs to send a response back to the server, it calls fune
lion spurc. Sputc!;des two argtlfT.e!lt~ l! single character to l;:oe sellt, and the desa:ipror 
nf a socket over wh\Cb to send the {:harncter. Thll,. a procedu~ such as dc_echo that 
needs to send a two-charocter response lfIIlSI i;aU sputc tv.ke (once for lAC and once for 
DO [Jf DONn. Btx-ause the response should be sent over the TCP conrection that 

leads to the server, De second argument in each call is sfd, die socket descriptor for me 
connection. 

Tbe rode fOT spu1c i~ trivial; it can be found in file spulc.cpp: 
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ji< sputc.cpp - ~c "'/ 

'L"lClude c:wir.soclc.l"..> 

'"-----------------------------------------------------------------------
* sputc - put one ch.arac".;.er en a socket 
o,-----------------------------------------------------_________________ _ ., 

in!: 
spuu:!=nst; char c, S<Xi<El sfd} 

( 

retun". send/sfd. &c, ~, 0); 

) 

26.7 Responding To WILl.IWONT For Unsupported Options 

When the client re.:eives a WJLL or WONT request for an option that it does not 
understand. it calis procedtJre dQ_1WtSUP to reply DONT. 

'include <stdio.h> 

.include <Winsock.h> 

tinelude -l.oeal.h" 
.include ~telnet.h· 

/~--------------------------------------------------------._--------------
,. doJlOtsup - handle- an unsupported telnet -will/won't- option 

*---------.--------------------------------------------------------------., 
/"A!!GSV'SED'" ! 
int 
do.J1Otsllp(SOCKE'l'std, FILE *tfp, in!: c) 

( 

) 

(void) sputeJ'ICIJiC. sEd) 1 

(void) ,spucc ('l'C'OCWl', "Ed); 

(void) SpU.tc({charlc. sfd); 

retu..l1 0; 



26.8 Responding To WILLIWONT For The No Go-Ahead Option 

'The client uses procedure do_lWga to respond when the server senm WIU or 
WONT requests for the no go.ahead optian. 

tinclw1e <atdio.b> 

Unclude <Wi.nsock.h;> 

Unclude "loca.Lh" 

'include -telnet.h-

I~-------------------------------------------------------.---------------. 
., OO.JlOQ'Il - don't do tebet Go-Ahsad's 

"'------------------------------------------------------------------------
-J 
/·~SE*I 

in, 
ooJl')ga (StXKE'l' sid. FILE *tfp. int c) 

( 

) 

static nogal 

if !r.oga) { 

if {optia:l....cm.i .. = 'l'CWILL) 

return 0; 

J else it {opt:iaLCIfd == ~} 
return O. 

naga.., !JlO!if!l; 

(void) sputci'lCllC, sfd.; 

if (nogal 
{void} sputc{'l'CXl, sfd); 

(voidt sputc{'I'ClJCNt', sfdh 
(void} sputc{ !char)c. eM}; 

return 0; 

As with other options,. the client does not respond if the client'~ current setting f1,)£ 
the option agrn:s with the server'~ ~uest.. If the server requests a dtange. the diem 
reverses !he Cllnent setting by negating global variable noga, and sends eilbeT a DO or 
DONT response. 
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26.9 Generating DOIDONT For Binary Transmission 

The server can send characters to the client either.enc<:ded. us:ing the netwock v:r
mal ten:linal encoding, or unencoded. using 8-bit binary valut$. Global variable 
rcvbinal)' controls whether the client expects to receive data as birnuy characters or 
NVT encodings. The client calls pmcechrre doJxbinary to respond whelt the server 
sends a WILL or WONT for the billar)" option. Like the Olber procedures that handle 
options, do_tJ:bimuy has been designed so it can be called to request that the server 
send binary or 10 respond to an adverthernent from the senet". It uses the gl~1 vari
able <JP1-ivnJmd to decide how to proceed, and assumes mal U contains an incoming re
que". Procedure doJwinary tests to see whether the ellen: expeclS the server (0 send 
binary, S!:ts rcvbinary aooon;Iing ro the incoming request, and responds to the server if 
rcvbifUlry changes . 

• L~lude <stdio.h> 
Jinc1ude <winsock. h> 

.in=lude ·local.h~ 

.include ~t:elnet.h· 

unsigned char rcvbinar.f; 

extern lLchar optiotLCI!iId; 

J*------------------------------------------------------------------------
• do_txbinaxy - handle t.elnet "will/wcn't· 'I'RANSKI'l'-EINARY option 

~------------------------------------------------------------------------
"/ 

J*AfG'S'USED" I 
int 
do_':Xbi.nary(SOCl<E'1' sEd. FILE *ttp. int. c) 

( 

if (~.r') { 

if !opti<X<...-,~1D == 'ICWILL} 

return 0; 

} else if (G'PtiOILaOO. "'= "<c~''''T~') 
return 0_, 

.rcvbinary '" !X"C\7binary; 

(void) sputc{reI1.C, sfdl. 
if {rcvbinaryl 

lvoi.d) sputc 1'1'CDO. sfd): 
e1~ 

(void) SpUtc ('l'CDCN1', sfd); 



) 
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(voidl sputc{\cha1:)c, gfdJ; 
return 0; 

26.10 Responding To OO/DONT For Unsupported Options 

C~_16 

The serv~r send~ DO or lJONT messages to tell the cJier.t thal it should enable or 
disable a specified option. The client responds by sending IfILL if if agrees to honor 
!he option. or WONT if it doe,; not honor the option. As the FSM ill Fignre 25.3 sOOws. 
IDe den!. calis procedure wilCr.msup when it does not suppOrt a particular option. Pro
cedure wiICnotsup sends WONT to tei! the server it does not support the oPtion. 

:* will_not.sup.cpp - willJj.otsup *1 

'im:lude <stdio.b> 
Hnc:J.ude <'" ... ir.sock.h> 

tincJ:ude '"local.h' 
jinc1ude 'telnet.h' 

/ .. _-----------------------------------------------------------------------
• will.Jlotsup - handle an ~rted te::.net "do/don't' option 
• ______________________________________________________ _ ~T ______________ _ 

'/ 

/"ARGSUSED* / 

int 
wi1~otsuplSOCKET sfd, FILE -tfp, int c} 
( 

(void} sputc!'XIAC, sfd): 
{void) sputc ('IOo/CtIT. sfd); 
(void) sp;.tc!;c..'lar)c, sfd); 

return 0, 

26.11 Responding To DOJDONT For Transmit Binary Option 

When the diem starts. it !.!se5 the network virtual I:enninitl encoding for all data it 
sends to the- ;;ervcr. Although NVT encoding includes most printable chardCterS. it does 
not provide all encoding far a;l c{}J1lwi characters. SerieTS Qperating on !.ystems that 
;upport ocreen--<:lrien!ed applications uSllally need the ablhty to transfer arrntriiI)' chamc
~cr data. Therefore, such. serven; usually advertise their willingness to transmit cinary 
data Uld request that Ute client also transmit binary data. 
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A server sends DO for the trrmsmiJ bi1U1ry option to request that the client begin 
using 8·t»t. lIllencoded transmisslOn. The elien, calls procedure wilCl.XbUw.ry when 
sud! II request anhes. 

tir,clude <stdio,tp 

t-include <Winsoek.h> 

li'incl.ude "local.h

'include "telnet.h" 

*/ 

1*------------------------------------------------------------------------
* will_txbL~ - handle telr..et "do/don't" 'I'RANSMIT-BIN1IRY option 

*------------------------------------------------------------------------
./ 

int 
wil~txbinary(SOCKET sfd. FILE '"'t:fp, int c) 

( 

) 

~f {Sfidbinary} 1 

if ioption.....CIrl == 'l'COOJ 
retu-"ll 0 1 

} else if (~iOll.-CPrl = TCDCm'1 

.return 0; 

sndbinary = !sndbinary; 

(;roid) 9PlJ,tc/'ICIN:, sfd); 
if {sndbinary) 

(voidl sputc (TCWrLL. sfdl; 

else 
(void) sputc(l'CMO'n', sfd); 

(VQid) sputc i (char) c, sfdl; 

return 0; 

The client uses. global variable SndhiliCry to contro! it~ transmission mode If the 
reque~1 force, a change in !he status, the chern: xknowledges the request hy sending a 
WilL or WONT 
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Communicating the terminal type from client to ~r requires two steps. First, 
the server asks the ~Iient whether it honors the temtfyp€ optiOll. Second, if the client 
agrees that it will honor the tenninaI type optinn, the server Ilst's <qltion oobnegotiation 
to request it string that identifies ihe user's terminallype. 

Unlike some systems. Windows does not have a smndard mechanism that CMl be 
used to identify the type of a terminal. Our code examines the variab"!e TERM in the 
program's envirollmwt. If the variabJe exiYS, the program assumes thai it bas been as
,igned a Mring that gives a valid tenninal type. 

When a request arrives fur eire terminal type option, are c!fent calls procedure 
wiICteml!ypl". File wilCumuype.cpp corttains the c<Xk-: 

'include <stdio.h> 
_include <atdl1h.h> 
tinc!ude <Wir'.sock.h> 

#include "local.h" 

Jioclude "telnet.h" 

char 

obar 
ext.ern ~char 

tennt;(pe; 

*~ 
cptic(Lcmi; 

/' non-"""r[] 1.f received "00 TEFOf!YP:g' 

/ .. t~m:li!lal .nane 
'/ 
-f 

/*------------------------------------------------------------------------
"* W:ll_termtype - handle telllet 'do/don't' 'i'ERKINAL-Ti'PE optio:l 

*------------------------------------------------------------------------
~f 

in':: 
wil.l.....tec1\type(9OCKE'l' sfd, FTI..E *t.fp, iot cl 

( 

:'f \termtype) { 
if (opt::..otLum == TCOOj 

re'::urn 0, 
} else if (cptiDn-cmd == TCDONT) 

ree.lZIl Co; 
te=ype = ! tern'::ype; 

if (tenntype) 

if {! te:cm && ! (t.;=. = qetenv( 'I'EFM'») ) 

1* can't do it ... '*' 



) 

(void) 1JPI,ltC{'OCUC. st'd); 

it {tenntfl)el 

(void) sputc ('l'OI"ILL. sfd); 

(void) sputc (TCW::lNI', sfd}; 

(void) sputt( (char}c, sfd); 

if (t<mDtype) { J* set up binaIy data path; send WILL, 00 "*/ 
optiQlLcmd '" 'l'CWILL; 

> 

(=id) do_txbinacy(sfd. tip, 'I"O'l'XBIW.RY); 

optiop-ctJVl '" '!'COO; 

{void) 'lril~txbinaryis:fd, tfp, ~Y}; 

r.,turn 0; 

Procedure wiiCreWllype ber-'l.vell much like other option handlers. It uses global 
va-iable U!I7MYpe 10 record whether the server has requeSied tbe terminal type option 
previously, and checks to see if the currenl request cnanges the status_ In addition, 
jj-i!Ctenntyp~ checks to see whether the terminal type has been assigned to string tenn 
previously. If lbe termmal type i~ needed aru:I has nO( been fetched before, 
will_tel·ntypt" calls the library function getenv In ubtam tte value ass.ocimerl fmm en
vironment variable TERM. If no weh variable exists, getf'1lV retuIns a NUU. pointer, 
and the dient responds th<>t it wiE not honor the reque&t. 

A server reque~ts terminal Iype infOrml>lion so applications can prepMe output 
specifically for the mer's terminaL For euunple, a text editor uses the tcnnhal type 
",1'£n it generates the sequence of characters that clean; the screen, moves the cursor, oc 
Iughhghts lex!. Thus, the client expecf.s that once the remote application receives termi
naJ type information it will send control ~equenres fa the terminal. BecauS<! !;lIch <;C

qucnces cannot be sent using the NVT encoding, wilCtermtype sends a WILL message 
thu advertises the client's willingnes~ to use ~muy u-ansmission and a DO m~s.age 
tha requests the server use binary transmi5~ion. Because functions do jxbirmry lOO 
wi,Crxbinmy can be called from lhe FSM option processing code, they U!ie global vMi
able optiOlljmd In C{mlm! ~m)(;es.'.ir.g, When calling the functions directly, other pm· 
cedures must inidalize opfiollJ-md explicitly as if the client had received Ihe appr<Jpti
ate WIU or DO message from the ser.er before !he call. 

26.13 Option Subnegotiation 

Once a client agrees to handle the tenninal type option. a gen;er uses option subne
gotiatioo to reque,t the leoninal name. Unlike Ilormal options which all have a fixed 
length, subnegotiation permit., the sendC'f" to in.<.ert an arbitrar)'-leng\:h string in the lhta 
~ream. To do so. the sender brockets the string by s,;:zuling 11 subnegotiatioo beooer, the 
dala for that particular option 5Ubnegotiation, and 11 trailer IfInl identifies the end of the 
subnegoliati<Jn. 
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When !he main FSM (Figure 25.3) en<:ounteJ'S a sutmegotlauoo command se
quence. j( enters $fate TSSUBl'lEG. Once in sUite TSSUBNEG, the client calls pfOC\!dure 
subojU each time it receives a character. As L"te code in file subopl.cpp shows. SIIDop1 

runs Ihe oplion subnegotiarion FSM to handle ~ubnegotiation. 

1'* sul;q;lt.~ - subopt */ 

tinclude <stdio.lP 
tincbde <Winsock.h> 

tinclude "telnet.h' 
tinclude ·tnfsm.h~ 

extern st.ruct fSZLtranB 
exten> int 

substab"[J I 

subst.a>:e; 

SIlbfSt1:i [lfCHRS]; extern -u.....char 

/-------------------------------------------------------------------------
'* aubopt - do option sul:negotiatian ¥SM tnmsitions 

*------------------------------------------------~-----------------------
"; 

int 
subo;1t:(SOO<ET s£d. FILE "'tfp,: int c) 

{ 

) 

str.-ct: fSl!\..J:rans *pt.; 

int til 

ti '" subfSln!subs~te:' [c]; 

pI:: = &.suh&tablti] I 

(pt->ft_action) (std. tfp, c); 

subatate = pt->ftJl,ext; 

return 01 

26.14 sending Terminal Type Information 

The option subnego'iatioD FSMt calis procedure subtenntype to reply ;0 a request 
for a tenninal type. The server sends the sequence: 

lAC SUBNEG TERMTYPE SEND CAe SUB&"\lD 

to request a terminal type. Th~ chent replies ~y sending: 

lAC SUflNEG TERMTYPE IS ternUype_'il:ring lAC SUBEND 
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lIinc-luae <st.dio.h> 
ltinclude <-ninsock.h>-

I'iru::lu.:J.e "bcal.h" 
4include ~telnet.h· 

'" 

extern char "term; /* tenninal name, frail in::.tializat:!.on *1 

/r _______________________________________________________________________ _ 

* subt~ype - do terminal type option BUbnegotat:"on 

*------------------------------------------------------------------------
,,' 

J a ARGSUSED'" I 
me 
subtenatype(SOCXET soo, FILE "'t£p, iI:.t c) 
( 

) 

(void) sputc{'reIAC, sfd); 

(wid) sputc (TeSB, ;!!fd); 

h>Qid) aputc('1'01"ERHlYPE, sfd!. 

ivo.id) BpUtc(T'I'J,s, afd} 1 

SPll'l'S item!, sfd); 

(wid) 6Pl<tc{'reVoC, sfd}; 

{void} 9pUtc-{1'CSE, std}; 

return 0; 

The option subnegotiation FSM calls 5ubrumtyfN aft« receiving tile SEND re
qnesL Previously, fue diem must have replied posilively to a reqmst In honor the ter
minal Iype option. so ~lobat variable /erm must already point to a string that rontains 
the temnna1 type. Subrermtype sends. the reply by calling SfJ'ltc to send the individual 
control characters and macro SPUTS to send the string that cootains fue lenniDaI tyPe 

inf()Jrnalion. 
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26.15 Terminating Subnegotiatlon 

Wben the principle FSM shown in Figure 25.3 encounters the end of option subue
gotiatiOD. it m(l"es back. to state TSDATA. \\'hl:never it does so, it calls procedure su
hmo. Subend simply resel5 the option slibnegotiatlon FSM [0 its start state so :1 is 
ready to handle the next su~ortiation. File subend.<..pp contains the code: 

!' gJlbend. cpp - &.:bend .. / 

ti."lClude <Stdio.h:> 
4include <Winsocl<..h> 

Jinclude 'tnfsm.h" 

/"---------------------------------------------------------------------
'" BUhend - end of an cpt;ion so.U,negotiatian; reset. F~ 

._---------------------------------------------------------------------
'/ 
i~ARGSUSBD* I 

:nt 
suber.d(SCCKET sfd, FILE *tfp, int c) 

! 

, 
s>Jhstate = s~; 
return 0; 

26.16 Sending A Character To The Server 

The client cans procedure soputc 10 convert an output cllaracter into the fielwork 
virtual terminal encoding and serul il .!trough the TCP socket to tbe server. File 
sopulc.cpp contains !he <:ode: 

/* SOpUtC.cpp - soputc -Oi 

Iin:::lude <stdio.h> 

'include <Winaock.h> 

.include ·telnet.h

.include Wlocal.h-



5=.11> 16 '" 
I*---~-------------·~~·'----------------------~---·--~---~--~-~~--~--

'" soputc - move a character fran the ~ to the eocket r _______________________________________________________________ • ____ _ 

"/ 
/*~I 

in, 
sop\l.t:c iSOCl'iEl' sfd. Ffi.E 't:fp, L"It c) 

{ 

if !.sndbinazyJ { 

if Ie "''''' 'l'Cu.cl 
{void} sp.!tc('l'CIAC, sfeil; to, byte-stu:ff rAt: "'/ 

, 

{void} sputclc, afd); 

return 0: 

I 
c &= Ox7f; f'" 7-bit ASCII only ... / 

if (e = t_intrc 11 c :: t:-->r.rl.tc) { r Interrupt 

{vn-ld) sputc!'l'CZAC, sid); 

(void) aput:c!TCIP, afd.)~ 

} else if {c := S!l-eraseJ ( 
fvoid) aputc [TCIAC, sfd); 

(void) sputc :'l'Cl!C. sf<!}; 
J else :if (c == sgj.i1J.) { 

lvoid) sputc('l'CIlIC, sfd); 
(void} sputc(':'CEL. sMI; 

1 else if lc "'= ~uahc) { 
lvoidi sputc('1C:!AC, sfd.; 
(void) sputc{'t'CJ',D, aid}; 

) else 
(void) sp..J.tc{e. 8fd); 

return 0; 

/" Ahart; CUtput 

When transmitting in binary mode, only the lAC ;;hazacter needs to be character 
stuffed. That: is, saputc must replace each. lAC charncter with. two lAC characters. MJr 
any other character, SOfJUfC merely calls :rpUfC to send i:t. 

When transmitting in normal mode, SDpidC must coovert from the loeaI characler 
set (0 the netWQrk vinual terminai character set. For eJl:Ml'ie, if the character that .31'

rives corresponds. to the interrupt diarru:ler, soputc sends the twG chm'acters: 

lAC IP 

It ched~ explicit!) for each Dr rhe special characters that the NVT defines. Scputc must 
also. handle ciJaraclers for which r.o NVT encoding exists.. However. the NVT protocGl 
specifies that if the 5(!J'YeI' does not requesl that the client ~ binary transmission, the 
server .... m discard most l;Ontrol eharacteN that the user types. 

"' 

"' 
'f 

'/ 
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26.11 Displaying Inooming Dala On TIle User's Terminal 

Data thaI: amves oyer !he TCP connection from the .server can either be unencoded 
(if the server ha, agreed t(l transmit binary) or it can cUDsisl of characters encoded ac
cording to lite rcles for an l'Io'VT. The client cals procedure ttputc to display an fficom.. 
ing character OIl the Il£e£"s terminal. 

r ttpu.tc.cpp - ttpUtc .. ! 

4inclllde <:std:.o.lD

.include oew'...nsock.h> 

tincl~ ~telnet.h~ 

int :xputc{cilar. FILE ") 1 

J*------------------------------------------------------------------------
., ttputc - prmt a single character an a Network Virtual. TaID.i.nilJ. 

~------------------------------------------------------------------------
OJ 

j*ARGSOSID'" / 

int 
ttputc (SOCJ(ET sfd,. FILB "'Up, int c) 

( 

static las~cbar; 

int tc = 0; 

if (rcvbinary) { 

) 

(void-I }Ipltc{c. tfpl; 

return 0; 

if (synchingJ 

return 0; 

'* print uninterpretteci */ 

j'" no data, if in SYNCK "I 

if (lastshzlr = VPCR "" c = VPLF) II 

1 

lla.s:Lcllar = VPLl!' &. c = VPCRi) { 
(void) ~tc (VPLF. tip}; 

1aat~ = l); 

return 0-; 

i.f (last_char == VPCRj 

(vo.idj xputc (VPCR. tfp}, 

else if Uas~char ""-= VPLFl 
(void) xpatc~VPLF, ttpl; 



) 

~f ie ~= ' , ~ c < TC~1 

(void) .lIp,ltc{c, t.fp); 

else { 
swib::n ic~ { 
case VPLF, 

case 'IJPCR: 

default: 

1* NVT special 

I~ see if CR fo11ows 

tc = 1; /* see if LF follOliOlS 
break; 

breakl /* no action ~l 
) 

'/ 

,/ 

" 
" 

'" 

if (ltt) 
(voi<:\) xputc/c, 

I-#. if no t:enncap, asS1Jlfe ASCII ~I 

tfp} ; 

last_char '" c; 
ret= 0; 

If the server has agreed to seoo binary data. tlpUtc merely ealls zputc fO dispJay 
each charecter. File xput.cpp contains the code: 



'" 

tin<::lude <stdio.h> 

extern FILE 

/~------------------------------------------------------------------------
'" JOilUtc - putc with optional file scripting 

~------------------------------------------------------------------------
'/ . . =-

Jli)Utc{char crr, :FILE "fp) 

( 

) 

if (scrfpl 
(void) putc{ch. scr4>l; 

return putc{ch, fp); 

/._-----------------------------------------------------------------------
r ~fputs _ fputs wi~~ ~tiQDal file scripting 
r _______________________________________________________________________ _ 

'/ 
int 
xfputs(char "str, PILE "fp) 

( 

) 

if {scrip) 

retu...-n iputs{str, s=fp); 
ret= fp".lts(str, fpl; 

Xputo: differs fr-om the I.:illlveniiona!. pidC function because the clienl prov;des a 
saipting fadJily. If scripling has been enabled, xputr wrile~ a copy of the output .char
acter [0 the scnpt fUe as well as sending a wpy to the user'" dhplay. Otherwise. rpm.: 
ooJy sends a£Dpy 10 the display. 

If the "erver is nO( sending binary data, IIputc must tr.Imlate fmm the NVT encod
ing i:Ito an appropriate character 5equence for the user's termirml. Two cases arise; the 
client can be in normal mode or lU s)mchron.ize mod", TIle client eneers synchronize 
mode when it recehes a TELNET SYNCH command. '''''hik in synchronize IJ1DCe. the 
elien! reads and discards all dara. The client returns to normal mode whe:. it encounters 
a TELNCf DATA MARK 

When it .re<:eives a SYNCH rommand, procedure Jeir.~f cpp sets global variable 
synchil!g, 'which -causes the clienl to enter synCluQnJze mode and seek Ie lhe next DATA 
MARK character in the data s.trcarr.. The client lIJust discard all mpi.i1 in synch:unize 
mode (i.e. nOl display in To implement synchron:zation, trpulC CRecb variable sync"-
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ins OIl each calL If fylJl:ml'lg lli nonzero, ItplUc ~ the {:hataClef without displaying i( 
on the user's screen. 

Once i1 has checked for synchronize mode, nputc mu>! interpret the remaining 
charnc{ers usiHg the NVT encoding. Because some NVT encodings consist of a 2-
char:li.cter sequence. !!pw,: keeps a copy of IDe previous character in global variabl.e 
lnstjhar. 

First, tlputc har.dles carriage INurn (CR) and linefted {IF). It recognizes either of 
the 2-character sequenCe;<; CR-LF or LF-CR as an end_oF_fine, and translates Ihem to the 
single characte< LF that Windows uses. Of course, it either a carriase ret.lm or !inc 
feed character occurs alone., npu,c sends the character \.0 the screen. 

TtpuJc calis xpwtC to print any of L'e printable ASCII characters Iliw:::ly. Otlt&" 
wi~ It bandfes the special charactel'5. 

26.18 Writing A Block Of Dahl To The Server 

TeWf calls procedure Jo"'·rile to write 11. block of data to the server. 

fincl".uie <stdi.o.h> 

tL"">Clude ~k_h> 

4ir.,eJ.ude ~tnfsm_h' 

extern str..tet fSl!\.....trans sostab[}; 
sostatel 
Bofsn.1 J [lCHRSJ; 

/"------------------------------------------------------------------------
... sooorite - do ouq,ut pxoceiiSing to the socket 

*------------------------------------------------------------------------
oj 

='" sowritelSOCKE'I' sfd, FILE "tfp, ·.J.....char "but. int eel 

[ 

struct fSII'L.. tranS 
int 

for {i:Q; i<.CC1 ~ ... i} { 

i, ti; 

int c = buf[il. 

ki = BofSlil\sostatellc): 
pt = .&.sostablkiJ; 
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if (Ipt->ft_actionj {std, tip. c) < 0) 
:. an error <lCcurred: 

else 

) 

Sowrite iteca:es through each d:aracter in the specified block and run$ finite stille 
machine .wfsm to -p:rocess each ChMlK:ter. 

26.19 Interacting With The Loca' Client 

Like mo,t TELNEr elien! programs., our implementation pernlits the user to in
temct with 1Uf. local client program. To:; do ~O, a LseT type>; the keyboard escape charac
ter fo!l(lwed by a command. The table in Fjgure 26.1 jists the possible commaruh that 
can f[>llow an escape character along with their -meanings' 

Symbclfc 
Name 

KCOCON 
KCSTATUS 

KCESCAPE 

KCSCRlPT 
J(CUNSCRIPT 

Character 
Typed 

n 

1] 

• 
u 

Meaning 
Terminate the session immediately. 
Print status information about the 

Gurrent connection. 
Send the escape character to the server 

as data. 
Begin scripting to & speclfied file . 
Terminate scriptlng. 

Fjgun 26.1 Ke)board 'nput chaTacte:"s Ihat ttl<: TEL:'>IET cilelll imerpn-ts as 
commands wh~o they follow KCESCAPE The nOOllkll: 1X 
refe", 10 the "haracler generated by bolding CONrNOL rod typ-
mg X_ 

File JeineLht contains syrnhulic definitiffils for each .of the keyboard command 
Cruu-ilctt:f.I. For eXample, 11 define~ the keyboard e~cape character, KCESCAPE, 10 be I} 
{i,e .. the diameter with octal value 035). 

When the diem em:ounteI<; the kC)board escape character, it ehange,~ :he <;tatc uf 
the wcket output FSM from KSREMOTE fO KSLOCAr and inteqm:t ... the ... ucceeding 
character as <l comm:md~. Because most comman:1s C<Jnsis! of a single character, the 
f.ucket Output FSM uSI.laEy moves back [u Hate KSREMOTE and executes an action 
procedure al'.",,-x:iated wit\-, Inc commarxt For cxdrnp\e, if the FSM CilCOIJlltel> character 
KClJCON following KCF.5C'APE, it calls pmcedure dCOli. 

tF,ie ,~!Mr.h )Pl'<';!I' (ill M" 312. 
tn,., ",,:eke! UUlput F!'>.V! i"k""ribed rn Figure ~5.7 "" l"'gl' JX3, 

., 
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26.20 Responding To Illegal Commands 

If the USe! types an unrecognized cllarncrer following a keyboard escape, the wci:et 
ootp'Jt FSM calls action procedure smwtsup which prints an error message. File 
sorwts/;lfJ.cpp contains the oode: 

/'" sor.otsup-. cpp - sonotSl.1P .. I 

.include <st4io. ~ 
t\include <Winsock.h> 

I~------------------------------------------------------------------------
'" sonotsup - an unm:pported. escape cGfiilbDd 

*------------------------------------------------------------------------
"/ 

I*AFGSUSED*j 

ine 
sonctsup(so::KET 'lfd, FILE *tfp, int cl 
{ 

} 

fprintf(t:fp, '\nWlBUppOrted escape, 'k.\n-, el; 
fprintf{tfp,'s tll.."n on scripting\t\t-'; 
fprintf(tfp, ·u - turn off script~\n'); 

fpcintf ('!;fp, disconnect\t\t\t· j; 
fprintf{tfp, .~ - print status\o'); 

return 0; 

26.21 Scripting To A File 

Our eumpie TELNET cherlt has one ROVe! feature not fO\lfld in most other clients: 
it pe:miTh the user to dynamically create a script file thaI coruains a copy or all data be
ing sem to the user's display. TI!e idea underlying scripting is mat a user may need 10 
keep a record of all or pan of a TELNET ses.o;ion. 

Scripting is dyrmmiL because the user can start Qf slop it a1 any time. Furthermore. 
the user can cblillge the file into which the cilern writes the script Thus, to rapture tm: 
output of a single reln()te command the user can log mlo the JeflWle system with script
ing disabled, then enable scripting and i>..<;Ue the co!IlIIllilld Of cummands for which the 
output mLlir be kept, and finally, disable s;;riptiug. The script file will morain a cerpy of 
I::va-ything lhal tile client ctjsplayed on the user's t<!rmina! while scripting Wif5 enabled. 
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26.22 'mplementaUon Of Scripting 

The socket ou;put fillite 'Hate macilinc iIlu,>vated in Figure 25.7 detines how the 
diem ha!ldle~ scripting. If the JSCT types tjs (i . .o. character KCEt';CAPE followed by 
cnmacter KCSCR1PT), the so.:kd Output FSM call> action procedure saini: and enten;; 
Male KSCOLLECT. Until the user l)"peS an eoo-(Jf-line character 1i.e .. KeeN). the FSM 
5t3), in ~late KSCOLLECT alld calh prxedme Ji£T8f'1C \0 colkct a Mrillg of cnardclep.> 

that form the name of the scrip( Sle. Once the u~r terminates. the line of input, the 
FSM calls .\(Twr<.ql to Qpen the ,cnpt "!'He and move back to S\iltc KSREMOTE. The fol
lowing ~&:llon> eoc.l diS('uss ('ne of the action procedures associated with scripting. 

26.23 Initialization Of Scripting 

\\!hen the socket output FSM flISt ellCQuntef" ,. request to begin script;llg. ir calh 
actio!! procedure sL'rinit. 

i" scr::'ll.'-t.cpp - scrinit 0/ 

.include <stdio.h> 

finc.lude <s1;:.ring.h;>-

4ir.c1ude <Wir.soc"k.h> 

!include ·telnet.l1· 

.include -locaLh' 

extern iClt 
extern unsigned bt tIlflags; 

I*------------~-----------------------------------------------------------
" s=ini.t - initialize tty Jrodes for script file COilectiOCl 

*------------------------------------------------------------------------
'j 

/"A.~SED*! 

int 
SCTinit'SDCKm'sid. FILE "tip, L-.t c) , 

if Odoecho) ( 

fprin~f:{tfp, '\ns=ip~ing: req.ri.res renote ECHO. \n-); 
return -1; 

it {scrtp} { 
fprir.'::f{tfp, '\nalready s=l.Ptinq t.o \ "s\' _ \n.-, scn-.arneJ; 



, 

return -"-I 

) 

scrinde:x = C: 
tn!"lags = ttyflags; 
ttyflags = 'ECOCl; 

fprL"1tfltEp, '\n.s=.ipt file, 
{veit!) fflush:t~J; 

!:et= 0; 

Scrimt first VCrifielo that me client is u~ing remote echo (i.e., that all characters be
ing di5played a;-e coming from the server and f10t from keyboard input). It also verifies 
that the user doe~ net already have script:ng enabled. Saini! sets tIobal variable scrin
dex 10 zero. Another procedure wlll !lSe serinda to crnmt characten as it reads the 
name -of the scrip!: me. Finally. before it prints a prom{t. scrinit save;; the current con
trol flags for the console in global variable tnflags, and change5 the mode of the user's 
terminal so the local tennlnal driver will print the characters of the file name as the user 
types them. 

26.24 Collecting Characters Of The Script File Name 

The rocket output FSM uses action procedure Icrgetc to read a sequence of chaIac
ten that ",ill be used as the name of a script file. File scrgeJc.cpp contains the .code: 



~i'.clude q;tdic.h> 
~ip-clude <strL~.h> 

11 include <winsock. w. 

Jtinclude "locaLh' 

Pde:tine SFBllFSZ 2045 J - script filename b.J:ffer size "" 

UDlligned int 
FHE 

char 
int. 

tnflaq.s; 
·sc:rtp; 
s::rname [SFBUFS7.]; 

scrindex; 

1*------------------------------------------------------------------------
* scrgetc - begin aeBsion seripting 

._-----------------------------------------------------------------------
'/ 

/. MIGSOSED'" ! 

int 

scrnamefscrindex++J '" c; 

if Isc=ir.deJ.: >= SFBUFSZ} { / .. too far */ 
:fprintfi~fp, "\nllilIrIe too long\n"i; 
ttyflags = tnflags; 
return -1; , 

return 0; 

l 

Each time: a character arrives. the ciient calls sC"?<'tc. which appends the chara::ter to 
string !icma"l£. 

26.25 Opening A Script File 

~1En the clicnt encounters. an end-of· line. it calls procedu!O" .\crwrap ,c n{Y.'n Ihe 
script file, 
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/* scrwrap.cpp - scrwrap .. / 

II-L-..:::l".lde <:10.11> 

tinclude dcntLh> 

Hnclude <stdio.p
tinclude <string.h> 

.include <errno.h> 
jlinclude. <Will:ilock_!l> 

tinclude "10=1.h" 

~C_ 

e:xt.ern int 
extern. w;signed ~t 

sc:rna:re i J : 
sc:d_!Ioex; 
tnflags; 

i~------'-----------------------------------------------------------------

• scrwrap - wzap-up script filena:\le CQU_ection 

* ---- -- -- _. -- - - -- -_. -' -- -- -- --- - -- ---- ---- - - --------------- - -- - --- ----
'I 
I*ARGSL~/ 

mt 
scnoraI'{SOCY.Fl' sfd, FILE ~tfp, int ci 
{ 

) 

int fd: 

::'f ;scrindexl { 
scrname(scrindexl = '\0'; 

scrindex " 0; 
id = ::pen(scrnarre. O_WP.CNLV!O_CREATIO_'ffil.lOC. 0644); 

if If:i '" (l) 

el~ 

putchar('\n'!; 

{printf (tfp, "\nca:I't write \ ""s\", %s\n" , 
sc::onarne, st:rerror 'errno) ) : 

scrfp = fdoper:{fd, 'w'); 

tt.,.-t:ags " tnflags; 

return 0; 

Scrwmp add.~ a null 1enr.iJ:atof In !he sIring that !-.m. been cojleaed. resets. giobai 
V;lfi"o!c )'('mldu w it can be llsed again. am:! call" ope>: !o open the script file. tf it 
<;ucce~sflllly obtains a new de~rip<or for the script fi,e, scr,im~p caIlsfdt:>p<m 10 ere,'IIe 11: 

standard !fO file pointer for the SLnpt file and p!.ace, the poinlf:r in global variable 
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M"ifi;. Before it returns, scrn'mp use;.. glob<lt yariablt mjlaf-s to reset lire leoninal modes 
to- the value, they had refore sainil changed them. 

26.26 Terminating Scripting 

When the u~r -dec:des to dj<;abJe ocupting, t!l.e socket oUlput FSM c;tlh lli..'tion pro
cedure unsuipl. 

ihnclude <S"fS/tYP8S.h> 

'include <sys/stat.p> 

'include <s~dio.h> 
Jio.clude <winsock.~ 

'include "local.h" 

i..------------------------------------------------------------------------
* unscri.pt: - end session script~ 

*-----------------------------------------------------------------------
"/ 

/. ARGS"JSED"".I 

int 
$Script (SOCKET sfd, FILE .. tfp, lot c) , 

I 

srntct ,stat statb; 

if (scrip "'" Gi { 

) 

fpdr.tf(t::p, "\nNot scrip':ing. \n'); 

return G; 

(void) fflushiscr!'p'; 

if (fstat(filevotscrfp). &statb) == 0) 

tprintfit:::p, ft\n\·ls\·~ M i:lytes.\n', acrname, 
statb. st....size}; 

(void) fcloselscrfp); 

scrip = 0; 

return 0; 



U!lsaipr print~ all. infonnatkmal me!:Sage 10 tell the u~ef thai the cheat ha.~ stopped 
scripting, use:> the WindoW}. function tuct to obtain information 30001 the resulting 
&Crip( file~ and prints a message that gives. the ~ile of the script file. Finally. urncript 
closes Ihe st;ripl file and dears the gkhal file pointer. scifp. 

26.27 Printing Status Information 

The user can oblain Slalus information aOC'i1! the current coone-euon by ll'>ing the 
KCSTATUS command foil"wing a keyboard escape. The socke! uutput FSM calls al:
uun procedure status to print the corurection MatllS. 

j' stCltUS.cpp - status ./ 

'include <stdio_h.> 

ti."">Clude ~ock.h> 

'i.--.clude "teL"Wt.h· 

"host, scu-,a:o;e[J; 

"scr:q,; 

/*------------------------------------------------------------------------
" st:atus - pr:'nt {;c;nnectiorr status infcrma.-:.ion 

*------------------------------------------------------------------------
f"AAGS<JSED~ 1 

int 
statuslSOC!tET sfd., FILE ""tfp, int ci 

! 

.int Shll<!"n; 

!:print! (tfp, '\nconnect-ed to \ "%s\" 

ainlen = siz:eof{sinj I 

host) ; 

if !qetsoclmaao.e(sfd, {strclC::' sockaddr ')&si:-:., 
&sinlenl == G) 

fprintf{t£p, "local perc %d " ntohs!.sin.sir.....port)); 

sinlen = sizeof(sl.."1.1; 
if l<;te.t:peerna:r.eisfd, (struct sockaddI *)&sin, 

&sinlenl ='" C) 
fprintf!tfp, " .. emote o.ort. td ., nt.ohs,sin.sir.....portl); 

{void) putc(' \0', tip); 



) 

:t:e: (<l.oe<;:w ! ~ mO.bioo...ry II l:'CVt:iDa.."j"-1 ( 
prLntt;Noptions ir. ~ffect' >J; 

if ldoecr.o; 

} 

fprintf (tip. "remote_ecr.o -1; 
:if {sndbinary) 

f9Xintf(tfp. '~bir~ 'j; 
if (rcroioary)_ 

fpr:'..otf (tfp. "r.eceive---..binary" ) ; 
(void) >'Ute (' \n'. tip); 

if (scrfp) 
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fprintf(tfp, ·6~ripting to file \-%6\"\0", scrname); 

retuIn 0; 

FTocetlure sU/ru.~ prints i:tformation <;ucn as the name of the remote hoS':. lh:e klcal 
ami remDlt"_ Tep protocol ports used for the connection. and a lls.t of the opticms m ef
fect. TQ do ~O. it Cll!!~ socket -;unctioos getsod:ntlme to obtam informahcn about the 10-
nil pntocol port number, and gelpeemame to obtain information about !he remote pm
locul port number. It uses library f!lllCtio[! nwh,y to convcrt the port /lumbers from net
',-mk byte oreer I\l the local ~nst's byte order. Fina!!), Matws e:tamines the options 
cllrrcr,tly ill effeeL If eitbcr rer,-mtc echo or bina:y transmi"sion is enablrtt status prints 
the Wiles o:;f lhe OptiOllS. 

26.28 Summary 

Our c,ample TELNET dien! u~s three fini:e stale machines to interpret sec;uences 
of ch;uackrs that urrive from !he ,erve[ or fnm the user's keyboacd. Eru::h incoming 
character cause~ a transition in a tini':e .';iale machine. \''-hen the client perfOITi1S a rran
~iljol1. it .:alh :l pfOcedllre [hal impJr-menl.; the action as.sociatoo with the transition. 

This chapter -Ikscribes the action prc-cedures for the three finite state machine~ that 
comp;ise the clan-.pie client. Some actiDns are lnviai while uthers are cumple,. The 
chief disadvamage of orgamzing {he elien! rofl:ware as Ktion procedures f,gr Ine finite 
state machine lle$ in readabili!y. The resulting code can be difficult to under>tand be
Call.~e nne cannot a\CtTmir. the rc:ationships a:nong the pr{)Cedure~ whhoUi referring to 
the finite ,tat!: machin!:". 



FOR FURTHER STUDY 

A series of RFCs documents the details of TEL.!'1ET options, and contains protocol 
stall.dards for each of the oplionf. handled by II .. ", example code. Postel a'1d Reynolds 
IRK 8581 discuges ,he go-ahead opliun, while Po,tel and Reynolds (RFC 857] 
disOJS£es characteI echll. Pu~el tmd ReYlIDkls [RFC 856] de~ribe, me option ,hat con
trol:> 8-bit binary tcansmisuon. Finally, VanBokkekn :RFC 1091J di!.Cusses the 
tenninal.-type option and the associated option $ubnegO:latiO!l. 

EXERCISES 

26.1 Some t<.-"ffiIinal types suppo..'fl multiple emulatlO!I mod~ making It pussible to have a set 
of lermi..-,w.1 type r.2ITie; for a smgle lerminaL Read RFC [091 How can a cHeat use a 
Ii>! oflem:illal names when i( negatiak.~ the :erminal type with a ~r? 

21>.2 Read the protoco: standard 10 find OIlt euctl) when a se:'Rlr 111I..'St SWlTch from sending 
<!ala encoded w;,rg the netW!}rK virtual tem:inal em:coding 10 .senmng 8-bi.r bin:;ry dill,;, 

In particular. how doe;; the server hafHile lrarn;mi$Siun after ,T vuru.lltEeTh to mmsmit 
binary dala. bul ha5 nOI rece,ved an acknowledgement'! 

26.3 Does a client send WILL oc DO when il requests Ihe server to perfocm a given option? 
What does the ~en'er send when if requests the clierr: to perfurm all apti.,u? 

26.4 What does Ihe m~e argumern: O_WRONLt10_CRSAliO_TRFNC me<ln in the call 10 
ope" fo ... nd m pruceilim; xc .... ap'! 

26.5 InSlTl1fT\ent me client to print j message when il reDOiviS all OptlOll reQlleSi. L'f.C (lie 

mod:lkd cliem W .;ontacl a variety of >erVen_ Whit op:ion "",nests do they ;.end ,.-.>
t;:m:;atic;illy~ 

26.6 What happens if (he chem :>ends DO ECHO and the scr .. er Si:rod:;; WilL ECHO si[JJ1ii
tI""on.~ly~ 

26.7 Wbt h~ppen~ if" client ",nti:. DO ECHO 10 a <;uwr thai already ha~ECHO enabled? 
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Porting Servers From UNIX 
To Windows 

27.1 Introduction 

The e:umplt: oodc ;tlIuughout lhis telI;t has been written IU provide a tutorial ilIllll
trntion Q( the concept:5 for programmers who are building dient-seJVeI software for a 
Windows environment from scratch. Many programmers fuce II more difficult chal
lenge: porting software that was developed for anomer operating sysrern ill Windows. 
In particular, because many clienl-servec app6c.atioru are initially writlen for the UNIX 
operating system, programmers are often asked to port server code from U!'\'X. 

This chap~r facilitates porting effurts by c\eS(:ribing conventioos and pnlCtkes thllt 
professional UNlX pmgnunmers follow when building production programs. Although 
some of the facilities and te.:lmiques described here have no direct Windows equivalent, 
understanding why !hey are used will help programmers Uflder31arni how they affect the 
programs, 

27.2 Operating In Background 

UNIX .aflows li process to execu!e in foreground or in background. The easiesl 
way to lillderstand the differern;:e i~ to imagine a user typing commands li:} a command 
inte!p«!ler. Nonnany. each command exe<;ules in foregrour::d. meaning thaI the inter
preter waits while the oomrn.aod executes. Once the command finishes, the command 
interprete: isSue5 allOiher prompt and allows me user co enter a new command. Ifl ron
trast. a program that run; in background does not filli5h before the conunand interpreter 

'" 
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is:;lltOi, anuthu prompt. Im.lead all background Pfogn.IDS conti flUe to run at the same 
time as -a ~ingle foreground prngr,rrn. 

Most servers execute in background heeaulIC !hey ron forever. A serv~ begins eJ[

ec!;tiotl when the operating systelTl 5tan.'i. and e:l:ecutes in background wailing fur fe
quest.') to ;urive. l;su.a!~l'. the operating sy'>tem IS configured to iiTart each ,erver when it 
rom the system startup ~ripL (The startup s.:ript in UNIX. letdrc. operates like 
UU/Df>M'{.· bat in a Wjrn!c\\.~ system.) 

Although it i5 po.'i.sible !J) program the startup s.:ript to place each server process in 
ba.:.kground, most production servers pul themselves in bac\:ground (juidJy and au
tom.:rtica:!y. In UNIX, :he initial servcr p>ograrn 00et IlDt "mo>;e itself to background." 
ins!ead, the initial server pro.."eS>. .;xils after creating a new process that nuts the server 
code in background. The tedL'1ique used con~;sts of callingf.:>r,\: m create !he new pro
ce3~. ana then caDing exit to terminate the initial program. Thus, most !,elVers execute 
C<Jd" sllnilar tv the following almo3t irnrnedial.ely after they s\:an execuion: 

i '" fork(): 
if (i < OJ { J* lESS than zero ttearlS error .oc::urred"'/ 

) 

if (i) { 

) 

fprintf (st.derr , uer=- lIben fork::ng: l5\n ~ . 
stJ:euQ! {erma) ; 

e!d.t{1) , 

e.tit(O} ; 

1* natZE!l:O is piIrw..t 
f* norua~ pto::>::!SS erit 

'/ 
'/ 

f* child cantim.les m:ecut.iaJ. here and txm the sel:Ver ., / 

L'n!ike lhe CreaWProce..ss flmctkm in Wlr.dQ',iiS, ferk makes il wpy Df lhe running 
progt'am. and tlte fork call retliIDs in botb copies. There are three POSSIble return valUe>;: 
a ncgati>;c value means tJ>.at an errur occurred (e.g., the system had insufficient memory 
to create Ihe new proce~s), 11 positive resul! means mal the call succeeded :and the pro
(;e3S. IS ,he parent, and .a <.ero mean, th!lt t. ... e call succeeded and the process is the newly 
crealed child. 

If the call to fork fails, me example code print~ an error mess;;ge and calls exit witb 
<In argument of I to indicate abnormal lerminmion. If the call .to. fork sutteeds, {he if 
Matement uses the return V<llue tu rnstinguist between the parent .md child processes. 
The parcnl process calls Hit 'hith an argument (If 0 t(l indicate normal termination. Tht 
child cDntinues execU(![»l a:ld becomes the sener. Note lilal in Ut.1X, a child is com
pletely detachee from the parent. Unlike a thread lIT Windov.'S, the .:hild proce£s in 
Ui>lIX ca."! cuntinue it} operale after me paren! eJlirs. 
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27.3 Shared Descriptors And Inheritance 

Like a newly created thread lU Window&.. a newly crei\:ed proces,;. in Li'>lX inheril~ 
a copy of each socket Oe5{:riptor that the parent Iud opened when the child was; created 
Dfllike a Windows thread, howe~r. t:NIX makes a copy of descriptors foc the chJld 
process. Furthermore, lJKIX uses a re:'erence unrnt mechanism foc each descriptor that 
counts the number of processes that have a copy. To undeJstand reference cornlts, sup
pose a parent has a file ope!! when it call!> fone Even if the psrent dose>- it!> copy of 
the file descriptor, the child will stiIJ have a copy open, anJ the file wilt not be dosed. 
As a result, the system will keep resources allOC1Ued f01 the file. 

To avoid using resources, a production server cl05e~ lhe inherited file descriptOl"~ 
that it does not use. Usually, t."*le server dOSl.:s ali descriptors befru-e it creak's any com
munication !>Od:ets. In UNIX, a single function, dose can be tned on .. idler socke( 
desCriPIOTh or file descriptors; calling clos~ 011 iill unopened descrip:or has no efftX"t. 
"I'hus, .he code, usually executed immeilialely a;ter Ole ~er\ler moves to background. 
resembles this: 

for {i=getdtables-izeil-l; i= 0; -i} 
{voidi close (i) ; 

Because the n(lmber cl descriptors available to a proc~ varies among UNIX sys
rem~ the example code does not contain a flxed constant- Instead, it calh function 
ge1drabfesize to find the size pf th<!" process descriptor rn1J.le. The descriplOI table is in· 
dexed starting at zero; Ih€ code iterates from the descriptor table size minus one down 
through zero, calling do;;! on eaeh. descriptor. 

There are two importanl differences in a Windows implementation. Fil"5t Wn~
dov.s does IlDt use >l reference count for each thread. Thus, a child L1read sh.olild not 
dose a descriptor that the parent needs. Second, Windows does nDt use a unified set of 
descriptors fO! both files and sockets. and consequently, does not ha;,-e a single fum.:tiOll 
that wiU dose either Dne. 

27.4 The ControUing lTV 

Each process in U:-lIX inherit<. II connection 10 a terminal IbM has been designated 
as its conrroi urminal or COl'IfwlUng ny. ~ association with II rontrollmg tty permits 
a user who started a pmce~ to l:OIluui it. 

Unlile most pr;)Cesses, II server shonld not receive signals generated by the process 
that created it. To ensure that signals from a tennlllal do not affect a server running in 
background, a senter usually detaches itrelf from the controJling ny_ The cooe needed 
to detach from a controlling temlinaI consins.;)f mree lilies: 



fd;;;; cp;ml~/rEvlt!:y·, O_RalR); 
(\/Did) ioctl{fd, TIcx:N:fi'lY, 0); 

{....aid) ciose(id}; 

The call to open obmins a descri~or for the NJntrolling tenninal, the ,aI! to !'(lcll de
t:;;;::he, the process from the terminal, and the call to clost' reka~5 the descriptor. 

Ww.dOv.-s does not have a concept of COTttrolling tenninal. Thrn;, there is no need 
for a Wind<)ws 1ierver to detach llseif to avoid signals. from the terminaL Consequemly. 
code such as the abO'>-e can be eliminated when porting a l,'"NIX '>ereeT to Windows. 

27.5 Working Directories 

LIke DOS. UNIX u!>C~ {he term (iireclOn for the file ~ystem abstractioc that some 
~ystem5 and application~ call afidder. In UNIX, each executing process is assigned a 
C!lue'l, \<'vrking riin00'Y. A pnx:~ss can cbange It~ current dife(!tory at l'Ir<y time by 
~'al!ing ,he t.hdir fUPCfioo. For example, 10 change to directory /ere/SerVer!. a pr{\gram 
execJtes the following: 

h~w.) drlir("/etc/serverl~}; 

The CUITenl dire<..'tmy notion is most imponam f{lr file name!.. A fite name lhat 
does Il<JI begin with the ,Jas.h cru.racter (/) is interpreted as a ;lIe ill the program>~ 
current working dinx:tory. Thu~, if ;i :>enter ;hat nas current working directt.>ry 
/etcherve~J creates a file named ,t, Ih.e me will be located m jisk file lete/server/lt. Tv 
rr:.nslate In :a Windows €nvil'OOlhe"(;1. tht' file names u~ed with eMir mll.ltit be valid, and 
each occurrence of baekstash mU~1 Ix: doubted til a string com ran!: 

27.6 File Creation And Umask 

Sir,-Illar tc WindcVr&. each 11k ill U-'lIX ~s a pr{l!eclioll mode that specifie-i tr>e ac
cess that the .:wner zmd nonuwncn; are pennittcd. The UNlX prot<xti<m mooe on a file 
IS ~lOred a~ nine bil~ and each UNIX ('rocess has a ulfwsk thal specif\es the pruteclkm 
moo.e the system will assign 10 files thal the proce~s cfeate~. The uffiIil>k is an integer in 
which the ;{)\\-urder 9 bits are slgniftca::J.1. Whenever a file IS created. tlte ,,),stem COIn
pul£~ a mode for the file by perfonning a mt-wi!<t' {md OIJ(!Tlltion of the modc s.pccified 
in the op.-n call and .he bil-",ise complement {If the proce.<;<;' umm!;.. For eJUlmple. sup
pose a proce.>S haS um~k 027 (onaJ). If the process tries to create a tlle wim mode 
0777 {readable, wntable, and exe..--UlabJe hy everyoneJ, the -system anlves at the COJTe(;\ 
file mode by computing Lite bit-Wise and of 0750 (the complement of mnask 027) and 
0/77 {[he requested mod:;:). As a result, the file mode will be 0750 {readable and exe
cu:able by the owner :lmd the fJJc'~ group, v.ritab:e onl} by the owner, and not ac~esw
ble by others), 



'" 
Senters often execute cooe b.at restriclS file creation modes. The server DSually 

calls function ummk as in: 

{void) ...resk(027}; 

TIle Wmdow~ _umask fWlCtiOO works like the liNIX umasJ:. function. Howe\"er. 
because Windows does not have provision. fOl" groups or other LISen, only two fIXXies 
are used: reaEl-only or read-write. ibe com:sporuting ("OflSlants are: _SjREAD and 
_SjWRiTE. 

27.7 Process Groups 

UNIX bas a process group abstrar.::tion ilia.!: permits a set of processes 10 be treated 
as a single unit. Usually, each server operates independently from OIber processes, and 
calls function selpgrp to specify that it is not part of a.'l.Y process group: 

{void) egelPJlplO, getpidO); 

The call can be eliminated when porting a sen'-lOr 10 Windows. 

27.8 Descriptors For Standard 110 

In UNLX. many library runlinel> e:>opect three file GescripWrs to be ope[l and avail
able fur I/O. Known as slanoord input, standard (fUfPUI, and standard error, the 
de~criptms have values O. 1. and 2. For examj;le, rr.e library routine perro!', whicb 
prir.ts error messages. write>. to !he stanrnu-d error descriptor without checking In ensure 
it i~ open. To avoid probkl!ls. &aVers US!l2Jly open Ike three descriptors, ~v~r: if the 
sen..:r does not explicitly U~ lhem for IlO. The code resembles the following.: 

fd '" open('/dev/null~r O.J<:[WR'; 
(voW ~{fd); 
(void) d.p{fd}; 

i* stdin *1 
j* stdcut '"I 
;'" Stde::I ,. / 

The code assumes all descnplors tave been dosed; it does nOI need to specify descrip
t-or :lumbers because UNIX aMiigru; descriplors sequentially, ruming at zero. 
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27.9 Mulual Exclusion for A Server 

A &elVer is muwully exclusive in the 5I.-"'tlSe ttlat only one OO?y of the ma'itet" server 
should exist at any lime. To avoid uninte!lded errors. some servers jn¥ok~ a mechanism 
that guaran:ees mutual e=liJsiOlf wben they begin e~ccutiGn. Most L1'iIX servers use a 
lack !il« mecharnhlIl to achie¥e mutually exclu;;ive e:<e<:l11ion; ~ separate kick file is. as.
signee to each server. When a I:OPY of the set"\'er begins execution, it attempts to e~tab
lisb its designated lock file. If no other procebs is holding the lock., the attempt 
succeeds: if another copy of the server has already le<;:ked the flle. the attempt fails. 

The co<le (0 obtain a lock us.ually consists of: 

/* Aap"re. aI'_ eKClusiV<! lock, or exit • .i\sswes */ 
/* syr.h;lic o:nstant LO::KF r.as ~ defined to l::E .. / 
/"" tt,e nallE of the server's lock file . .For eKalple, */ 
/" #&fine IJ.:ClG' lusr/;3pXIlili:d.lock */ 
i* *1 
If '" cpenlLCCKF, o~lo_CRFAT, <J6«lJ; 
if (If < OJ 1* error occurred ~ file ""/ 

eri..t:(l); 

if (floc1c.ilf, ~!~l} 
e:td.t({I); 1* o::W..d not obtain a lock */ 

In Wmdows,. !he LrxkFile function performs file locking that can be used for mu· 
tual exclusion. 

27.10 Recording A Process 10 

Because the U."-IIX signal mechanism requires the sender !o know the ID of !he 
process. to ..... hi<:h a iignal is sen!, many selVers record their pr.x:ess IV in a file. ena
bling a system admiftist:rator t() signal the sen-er ea~ily, Ofren, a server R.""C<Jf"ds irs TD ill 
its lock file, wbich conrains no orner inf<lffi1atkmt. Thus, once a lock file has been 
cre3led, one might find code such as: 

char" P::uE[10); /* an array to hold .. ~:"II pid */ 

I'" write t:ba lD of the curre:t ,PLOO a.in a * i 
,'.., lock file, assucl.r.g the file r.as ~ qlE!OIad "'1 
r an::l its dEscriptor stored "in variable If *i 

(void} sprintf (ptuf, ~'6d.\nH, get:pidO"t; 
(void) writ.e{lf, fhlf, strlEn{rhrl)); 



&..c.. 71.111 435 

The Window, i-unction yetpid opemtes like the lTN1X ge/pid. Thlls. a rerver run
ning under Wi:Idows. can call --$etpid to find its PTOCC5~ ID. aru:llhen record !he 10 in a 
file. The .,ystem ndmjl1i~trnror can IJse the- infonnmkrn 10 terminale Ibe server. 

27.11 WaiUng For A Child Process To Exit 

When a UNIX process exits, two ca'>cs arise. Ei1ber the pn:x:e$S IS oIpIt.aIll'd be
cause Ihe parent has already exited, or the parel11 ;.ti1l exi,h. If the pa:-ent has eXl~ed. 
me chifd will lenninate. If nut, the system -=arlllo{ rumpleie child termination unti! It ir.
fom:;. the P1ll""Cllt. TIle paren! m.:st C<lll ~ystem function wuill:>efure the child's te:m.ina
tion <:al1 cmnplete. Mcanwhile, the terminating child proces~ exi~tl. in a ::.ambie J/au. 
and is sometimes called a ddWlct pY()(eJS. 

A COOCIlf"l"ent U~1X sen:er thai. create~ a s:ave IG handie eKh request mt:~t -=ail 
wail when each s!ave .completes. 1be system ;.ends the server a ~igI1M, which the sefVU 

mus.! catch. The following code invokes procedw-e c!emmp each time a child ~oce,s 
terrrinates (cieam.p calls wait or a variant such as waitl). 

A L"NIX ~erver may comain additiorml (alls to the t'gnai fUllCtion 1-0 establioh a haOOkr 
fcr otner signals. Fm- exampk. a server thai. au:epls connections over a ilialu? tek· 
phone line \l\ill contail1 a <:-all 10 bandie SIGHUP. the signalllat is remjt tire pbo:!e line 
i." discOllne.::ted unexpectedly. 

27.12 Using A System Log FaciUty 

27.12.1 Generating Log Messages 

Vie mentioned earlier that many servers, generate output for delY.l~lI'..g ami 
maintenance. In production >.erven. tbe output i~ usually restricted 10 error me;,sages 
geoerated when the server fmds unusual circlimstan""eS Of uneJq>eCte-d events. Howeve:-, 
,;erne prodnction ;.erveN are programmed to keep a log of each (onne.::lim: or trarJ8lli:

tion UNrX server;; often u~c a client-server mechanism known as sys{og. When a mn
ning prog..--am neeCs to wrile a mes;;.age 10 a log, it beco:nes a clielll of the '~Yilug server, 
which can be located on another computer. The running program sends Its rrte&>age !o 

rhe log SCfVeT, ;lru;f then oontinucs execultoll, The log server handles the ffie5 .. age by 
recording it (c.g., on disk). 

A~ Figure 27.1 illU5trdte;.. the sysiog s)'ster.t define~ a set of facility typ;:s along 
with their meilOinp. 
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FBCfUty Name 

LOG_KERN 
LOG_USER 
LOG_MAIL 
LOG_DAEMON 
LOG_AUTH 
LOG_LPR 
LOG_RPC 
LOG LOCAlO 

Subsystem that uses if 
The operating system kernel 
Any application program 
The electronic mall system 
System programs that operate in background 
The authorization and authentication system 
The printer spooling system 
The RPC and NFS subsystems 
Reserved for focal use; names LOG_LOCAL 1 through 

LOG_LOCAL7 are also reserved 

Figllre 27.1 The faClhly lypeS dctHl~ by spI,,!!_ Earll kg me"~le mt:~t an
£"ill(<' fn mt one u; Ihe.'" f;,.dh1;eo;. 

As the figure ~hf}ws, H5loX ha:; a fal-ilily for each. majr>£ subsystem_ Fm cxa;nple, 
DTogrJms hSOC!iiled with e-mml belong 10 the LOGjlJAIL flldlic}, wh;k !nost _,ervers 
that mr. in background be:l>flg lu the LOG _D.4E'tfON facility_ 

A~ Fgl.l!<' 27.2 shows. S.slog also d.:IJneS eight prionly ieveis thin range from 
UYG_EMlRG, "'hich is inte-,dcd r::lf the most ~evert' err:ergencies, lu LOG_DEBUG, 
which pmgrnmmen; Lise to lng :k--bugglllg Ulformation. 

Priority 

LOG_ERR 
LOG_WARNING 
LOG_NOTICE 
LOG_INFO 

Description 
An extreme emergency; the message should be 

broadcast to alJ users 
A condition that shouki be corrected immediately 

(e.g., a corrupted system database) 
A critical condition like a hardwace error 

(e.g. disk lallure) 
An error that require.s attention, but is not critical 
A warning that an error eonditton may exist 
A condition that is not an error, but may need attention 
An informational message (e.g., a message issued 

when a server starts e:cecution) 
A message used by a programmer iOl debugging 

Hgure 272 The ",ighl priorily h,ve>, defined by s.I'siog. Each log ncess;,ge 
must have Ofle of Ihe prio.."ity level, specified. 

Wnc\:!ver a program use, :;Y;WR 10 handle a lag message, the program must sped· 
fy a lacility and a priorit), level. T0 make .. }'~j(}g easier to U:\e, the hhrary r0Utines per
mil a programmer I'll specify a facility when !he program begins a.1d 10 bave ~y~iog use 
tire facility :Cur .succe:;sivt; me,,",age~. To spedfy an initial facillly, a pr~ram calk pro-
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cedure open/ag. (jpeillog takes three arguments t~aI specif) ar_ idenlificanon S1:nng, 11 
set of handling optkms, and a facility speclflCatio'l. S}slog prepcods !he ldentiflCaIi,l:} 
to a:l snccess:ivc ~ssages that the progr.un .writes :0 the log. U~ualLy, a programmer 
chooses the name of the program a, it~ Ldentifka:ion string 0l'i'nlo~ inilw:iles the fa· 
I:ilit't, and swres the ider.lifu::aion string and options for late:- U'>e. For example, a j::m
grarnrner who is [esting a priv3te program can call: 

cpen:O'J(~prog', I.ruYID, =m~C'SERI; 

to specify idenliflcation ~tring mypmji, logging o;;tion LOG_PlD. and facility 
WGJ1SER. Option WG_PtD tTqt::eq~ that splvg record the p£-ngram'~ proc~s III 
with each log mcs.SJge. 

When a pmgnP.1 needs to I>end a log m~Silge, i: <.:<llls pro<;:crlu!'C sY.I!o/-i. wbi~'h 

~eIlds the meSI"age 10 the server on the- local machine. Pnx.'edure .'y_,-fog take, a vanabk 
m:mber (.1' arguments. ille fiTht ~dfies a priorily tOT the message. and the ;ecornl 
specilie;. a pril!lj~likc for.na: k in prim): argu?lent<. fdlowing the format arc v;tflableo 
to be prir.ted according to the formaL In the simpk~t case. a program cails IYS!O,; wit~ 
a cOrl.';talll siring as a format and no <Kkhtional vJ:rir;blc~. For e-Jlamp;e. to recorc a de· 
bugging I:lCssage on the system log, a program can ..:all: 

syslcgfI..03-~, .~ ~ its in;:m. Eile'}; 

Once a program firushes u~ir.g .,yslog, it calh ~rocedure (:Io"dog:o c!oo,e. Ill: LOg 
file (:.10., renTIiltate .:onLlL", ",'i,h the server!. Close/OR ,erm;nate, the- connectiofl. ;mJ 
r<".kases Ihc VO de&Tlpl<X anocated tn it 

AHhrmgl: tht ,n'sl"" la~illty is nol a~ Wide:" J;,ed in Wiroow_> ~ystelm, as in U.'-JIX. 
ver,ions of !he cLent woe are availahle. The local ~y~1em admilli,lrator t'5uall), 
chocses a Joggi!lg r:u~"hanism. 

27.13 Miscellaneous Incompatibilities 

Despile ~upe"lcial similaritit,. $ub~tantial incompa;ibi:itie-:,. exist bt::ween U.'-JIX 
arlil Winoows. The difference .. make if difficult to port code beca:L~ they or(<:o rec;uirc 
changing the entire program structllre_ For example, allho~gh UNTX nlkJw~ the UO roJ
fmes read nnd wrill-' to ~ used wlth socket;;. Window,; do<;s not SuqJri~ingly. mallY 
programs cai! re .. d llP.d write indirectl} - the pmgrams contain c-JlIs to ~tandard T/O 

functions Wbl4:h invoke read or Ifrlfe to transfer data. As a eOnMXjuence, a program 
that u'<Cs any starlil,u-d IIO fun;:tion w,th a <;(Jekel will nO{ work under Windo~. 

Differences between the way UNIX and Window~ bandle descriptors aiM) make 
porting difficult. In particular, VNIX programs Cffi use flllxlion;; like sv/e,1 with a ~ 
of descriptors that include both weket and file de.-.::riptors. For exumpk a l;NIX vcr· 
&ion of the TELNET client deserimd in Chapters 25 ani 26 has a much different stfU<'> 

lure. Ins'"£ad of u keybcard thread and a main th.'"Cud, the lJKIX verSl1Yl consiSl~ uf a 
;,ingLy-lhreaded proces". The proces£ calls sefecl tD wait for inpul from the k<':ybuard Cf 

the Tep rocket connected to the server. 
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Aoother !>mall incompatlbi;ity het',veen UN:X and Windows. ari.<,e~ from w "Way 
fUllCtjun~ reurn error ,,~.xk~. Becaus.: UNIX sucker fboctions re1u£n me "due -1 tu m· 
di,,1\{e that all <TIOT occlrred. mo~t U!'.lX programs imerrre[ a £<'tum value of :('s~ th~(] 
zew lIS an error. III W;ndows, sock'.:! n.lllCti(lnj return an expliCit value of 
INVALID_SOCKET Of saCKf.T_E"I{RUR to indkJte IDaI an error occurred+ Thu~. 

""fie:;. purling a pmj!;farr., all enor C1lecking clxle n\...~f be changed. 
/', final di;fcrcl:ce he[ween UNIX 1nd Wlfldo",\~ an"t'" becau;e Ur\lX "ystcm.'. res

trict lIl'CC,S to .~peciIJC prOlOCO: ports. On a C~IX system, a serH:r must lJau' the 
highe", p!l"ikge to usc a TCP ,), LDP prnlm:ol port with a rli.lmbcr Ie~~ than /024 .. 
Clinl-seP.'er wftware that j~ Cfcah:d fOf a L'N1X ,y,tem of len uses low pon numbers a~ 
a hmn uf sec.lrity - e<Eh ~id.: knows !hat it ffiLY be cemmuniC1l!mg with 11 pnvJ!cged 
program and nO! "f. average u.~er. lJoder Wjnduv.~" 11\) SI.II.:h :eMfictWJlS exi:.t. w clients 
and <:ervn,. cannot depend 00 low purl numb-~rs for ~ecllrily. 

27.14 Summary 

Window" prograwmers are o;:er: asi.:ed lO pori. sener L-mk flOm the- C!'>IIX opera:-
109 5yS~C;:\ f'l" to design cork {hat ;;an be u,ed 00 hGlh Window~ and t;NIX. BxauR;: 
me ;u(liill00".5 ill UNIX (lJffer from tho~c in Window~. :he code may differ significantly. 
Thi< <.:hapter JI:>Cll'.'.e".~ sE'raallechlliqve,; lo:-';!X 5("(ver>; U!'e, alld ~llDWS t''1.alClpk., uf the 
.;ooe ,e::{lmed lur each. Tt,e p<inkollar \echniq\le" di:seu\.SM indude the folbwing C"Oll
<..'epb: 

• Opt-rating III 'JJ.ckgroun:i 
.. lnhcriw.llce of de,,~nptoTh 
• Delaching ,ht" controlling termifl.'ll 
• Changing directo~k~ 
• File pm\ectioll lTh..,de~ 
• Pr{x'"ess groups 
• Staooard liO de,uJ<,lors 
• ?vl11lllaJ cl(du~j(lo 
• Recording proces~ kienllfiers 
.. Crllid pT<K"eSS termination ~igll";~ 
• C~ing syslog to recurd mes,;ages 

FOR FURTHER STUDY 

Beveridge and W('iller !l'197: and Reelor and Newwmer f 1997J diM:u.;.s prD€ram
ming u:ldc~ the W!n32 ;n:erf~, ir.dlliLJlg multithreaded app!itation~. Many of lhe 
rules (;r\IX prograrnmt:<1; foHo .... wheJl implemel1.tbg se:-V<,n> mme -;rum unwir.en con
vcrlli(lll~ and ht\in~til"\: oflt'o Dmgrammers It:am techniques by rcadillg exi~ting pro-
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grams. Slever.s [19901 <:Iiscu!>Ses how te write daemoo progTams and describes some of 
the lecbniques oUllined ill tms chapler. 

EXERCISES 

27.1 b.amine II U'<IX ~ l.<} set: how mao..,y techni<J.ues from this C:taptef yuu can :tdrntify. 

27.2 C,msui, the WindllW' tileralure and ma~ a list of techniques des.;ribed m tbi;; Cllaptef 
for wlIk:h allliogous fo:cilifies«ist'n Wi!ldows. 

27.3 Wbat happen> in Wirl!jow& if "- clrild thread dOles all sock.et de.mptors wherl it begins~ 

Z7..4 Can file crealloll be u»ed to provide mlltW!j exclusion ill Windc",-s? Explain_ 

27.S Read alxrot !he fullCIl<lnS available in Wmdaw>; (0 open files. If yi'llr versiotl allows 
o ~EXCL. fmd out how it work:>_ eall" tervff!lSe it to pr[>vide mutud exclusion? Wh), 
(!f why nof? 

27A E~amine the 5Q1m:e CQde fOT a production sener that rue"! under Wirnffil>'S, Vlhil te;;b· 
Tiques from !his chapteJ does it U5C~ V.rnat tedmiqu,", does it use thai are "m roV1'J"td in 
I,,-is chapler? 

21.7 Read tire ve:tdor's liter'dlure for!he syylog mecllamsn. How does a "ystem lidmirumatm 
dlange the configllC.ltlOll. w.er the ;;elVer MS bEgun? S\lggIlSllUl alternative mechanism. 
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Deadlock And Starvation In 
Client-Server Systems 

28.1 Introduction 

PIe><ious chapters focus on the design of cliem-,;e;ver systems and the structure of 
iodividlllll dien! and server progrnms. They discJss. .".ays thaI clients and servers iUp
port concurrent exccutWD, ..:cnsidcr tools like RPC tho 1 progran'-1tlefs use to COO$lf\lct 
;::hent-server software,. a>ld show eJl'ampJes. 

This chapter COnSICefS the dynamic behavior of dstribu!ed computatioo. focusing 
on some of the surprising ways that dient-scrve.£ systems L"lUl fail. It expands the w;
{;USs.lOOS about potenlial problems found in previou:> chipteTh, and comiden two cornli
liolls that can lead to delays or interruptions in servio:: deadlock and starvation. The 
con:litions are especially impurtanl to programmers wh 1 work in a pmdUC{IOIl environ
ment,. wrce disfl..'ption.<; in sef'lice cannot be tolerated. 

In additi()l! to examming how deadlock can result f-om ambiguous proc-ocol ~pecifi
cal ions, die chapter dis.;:US5CS how programming errors and oversights can aHQw II rnh
behavlllg client to disrupt service foe others, The !;haper e"piains techniques tbat elm 
be ,"sed tD prevent deadlock in client-server systems, awl explains consequences. 

'" 
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28.2 Oefinition Of Deadlock 

In computer ;systems. the term deudlock+ is used to .characterize a situation in 
wh.ich cooputation cannot proceed becatse a set of two or more components in !he sys· 
tern is blocked and each component is waiting on another ttrnponent in the set. Typi. 
cally. each component is a thread that is bIOo.--ke!l waiting for a resource that is held by 
another thread in the ~L 

Deadlock is a pennanenl failure thai should not be confused with temporary block· 
ing. The tesl for whether a deadlock has occurred i!; simple: ,,"ill an exlemal input al· 
low computation to proceed? For example, consider a <;t:t of three threads. SUpp<l$e 
two threads block whtle the third inten.::!s with a user. Once the ust!r re:>ponds, the 
third Ihread informs the other I~o. and proce$5ing continues. Althougl1 the three 
threrds can r!!."J1ain blocked arbitra:ily long while they ""ail for a urer to respond, :he set 
IS net in a deadlock ne.::ause input from the user will allow proccss£ng to continue. 

In cQntra.~t. a set of thread;; h trapped in a deadloc;;: when each thread in the set is 
w<riting for input from another member of the se!. Because each thread is blocked. 00 
tnrel!d will ever emit oulput. Thm, none- of the thread;; wJl eVe£ re.::eive input, and 
there is no way out of the deadk>ck. In tenm of the test described abc~e, the situation 
is a dcadJock because none of the tllreads in the set is wailing for exte:nal input. 

28.3 Difficulty Of Deadlock Detection 

De1IXting deadlock at rur'.-tnn;; is difficult; doing so in a distribuled syslem is usu
ally impossible_ There are twv re2ionS. First, to distinguish deadlock_ from tem?orary 
blocking. a detection mechan:.srn f'eeds to know which re!;()uoceJ> each progmm holds 
and why lhe progrnm is blocked. Obtaining such infonnati(lIl'in a client-server environ· 
men: means consulting mulbple operating sy~mi, whu:h may each us ... a unique set of 
operations. Second. because a programmer can inver:t abstract res.ources, 1t can be in1-
possibie for an operating system 10 determine whkh programs hold the feMJUICeS - the 
state is known only te- the programs mal create and use lhe resources. 

Surprisingly, even when SQura: code is available foc each component of a systeu:, 
detennining whether the system can deadlock is a, difficult as proving a mathematical 
theo;em. The -potential for deadlock may not be apparent until the dynamic beltavior of 
the system is wmiderecl That is. deadlock can depend on the order (if exeCIJtiop-~ and 
many different orde:s are possible when clieflli. and seneN operate OIl separate ccmpul
e(",~. More imponanl, deadWcks can surloce in a dislributed system de~pile a reasdhlw!e 
design and implementation of each component, The consequence ~hoold be clear: 

Bectwse deadio<:k. tlnd starvation are extITmely difficult or impossible 
frJ defeCl, the task oj daermini.'1S wr,efher a set of diems and serwrs 
~ trapped III a deadlock cannor be aHto11ltlled. 

fSyflOllY"'. Ioc <kulla<' ;ote....x, CI'cY/ar .. ",I. dmty ""v,rore, ,."d ~""'ro"i<<d lad; llis clIaprer 
make • .,,, di<tmcli<m am..ug !h:m. 
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28.4 Deadlock Avoidance 

Wh.at <.:an be done to gnaranlee that service will not :,e disrupted? In general, the 
answer lies in careful tJlanning Everyone woo Oe~igllS proTocols, implements software, 
or installs and configures dient-$en-er systems. must be aware of the potential for 
deadlock or ~tarvalioft, and mu;;t take C"are to a .. ~id creating a system that is susceptibk. 

To avoid deadlock and starvatiorJ, one must understand the W.iys they ;::an occur. 
1be next .~e<:ti<){lS descnbe truee ways the problem, ca.."i appear in a dicn:-:>erver sy>.tem. 
bet~en a single clienl-server pair, .among a '>el of dients and a scncr, and among a set 
of dienls and y::rven.. 

28.5 Dead.ock Between A Client And Server 

The £imple~l furm of dien:-server deadlock arise3 between a single client and a 
server. If The chent blocks waiting for a me%age from the server, while (he S(>fVer 

blocks waiting fix a message fwm the client. the pair will be trapped ill a permanent 
deadlock. 

To pn:vcnt such deadloc"'~, most application protocols are designed to use <1 

requesl-resp01!se paradigm. That is:, Om;' ",ide (usually the client) !>ends a feque~: to 
which \he mher ,jill: r:sponds. The protocol must ,pecify which side creates requests 
and which ~ide sends re:;ponses. 

Deadlock errors can be inlroduced into a \ingk: client-server interaction in :Il10 
ways. First., it protocol design L'lat does not fully specify synchronization can !ead 10 a 
dent and server that fail to intemperale. Second, a protocol design that as;;ume,; fdi~ 
aele delivery can misbehave if used with an unreliable uanspol1 mechanism. 

Tc understand lrow laCK of a fun synchronization speclfkation can lead \0 prob
lems, consider the following application protocol: 

L A clienl must first e.>\ablhJl 11 i:~titJn to a server. 
2 Immediately afier the connection has been estabhshed. either the die:!! or !he 

.. erver must send an initial message; the OIl:er a:d waits lor the me'isage and 
sends an initial ro<:ssag..: res.pL'ose. 

3. After the ini:iaJ message exchange_ :te client can. send requeSls; the 5eIVer 
sends a respom;e to each reque;;t. 

4. Afler receiving a response for its final reque~t, the c!ier.t clOjCs !.he connection. 

Such jmprc.::isc protocol sp~cificarjons can arise ",hen a de;,igr..er attempt& to give 
jn:plementor~ freedom to choosc de.ails. In the cxampk. lhe desig::;er may ha"Ve ~t'n 
unable 10 Cecide whether lt WIYJlJ he best 10 h1l"llc the client or :he lie",e! ~nd the first 
m::ssage. Thu~, 10 permit rr:a,;:imum flexibility, the protocd ha;; been worded to be pur
po:>efuFyambiguous Unro:tunately. two implementations thal each follow ~nch a prc
to.::o; C<ID dearl1ocl;:~ II prq,>rdmmer w:to implements the cli':nt &ide Imght as~ume 6e :ni
(ial ffie">,a.ge will come from the "enter, while the prog:ntmmer who implements the 
:,;c:-ver side mighl assume Ihe initial me'>sage will come from the client. When the 



rcS:Jltu:g client and serv~r inl;t;ra.;-t, tbey each Nr'(:\.: waiting tor ar_ initial mes<;age to ar
rive hom Ih", other. 

To -.mder-land tow ullreiablc tran;,pcrt introduccs crmrs, consider .a rcqucsl
tC~p'm,c pro:oc·:>l de>;igncxi for a rdiahk tnmspor:: (c,,g-. TCP)_ The pmtocol ~ight 

spec;fy thm lhe clienl "lIou!d sC_1d a "Cq\jc~r and thc!! wail for a rc~P<'lI',SC If ,~ch a pro
t:leDj i, used mCf :m :J'lrdial)le Irall~pOfl (e,g" CDP), a message can be lo~1. vnfor
TUnaleiy. a 10"-1 n;-qut~! Of respor.se prodH",e~ il deadlock in ",h:",h Iht: die:ll renain~ 
nlDckt'd v,tllmg j;)f a Ie;,pOIl~t" whilt: th" ,e"er feuI3im blocked "'iliting f()!' the- next 
,","qoc,L 

28.6 Avoiding Deadlock In A Single tnteraction 

'lhclC aIT !';"r} v."y< I'l il"(1(1 deadlLxk between a siag;c cEcnt and -.l \C'n'C'L rirsL 
t~l(- appk:al,O:l p~otu~--v! ~li0cld ~ dt~!gne:J t{J ~pedfy "ynchol!llatioll_ Om:: side sT:mdd 
be a.~,,,guec .--e~rl>llSlbilily kr ir::liating tlie imcracci,)n (l.e , ,ending a r<equcHl. and the 
,'rc.er of ;:lkTa~tiun ".'mu!d be lmarr_h;gamJ~_ Sox,l"1d, the implem¢ntillion mu\t either 
1,,<:, t 7eli;lbk (ram-pon proto..;n l'f indude :l timer m<'Ch;mi",e. tr..a( ph\ce~ a ma:>.;:mEll 
bound '_>0 th" Ull~ lh",: a ~'Cld~~ will wait for :l ",.;pen.", -:JO'f"ft, T<;,lrarr~rr:iHiClg a rcque_,r. 

Alt:-:oq;h demJJo"k .Jjlj()llg a chen [lilel " ,en"" l~ IJnck~JrJble< the ploblem -Gil:;; af
kC(~ Iht ~1\ir of pwgfall1~ involved_ A shared ~ervcr hib an additi(ma! liahility hccau~e 
:lnl' prubkm lhal _'au;;es the 'l'r,'l'f wi;.:· Ln'..-mlitbk prevenh lIlber ckems fr..-m: 2C'CSS

FIg Ihe ~rn('e_ :Vlnr~ ilClPClrt2;l'.. " SEGer (t.;! i, ~,!sc,'ptir.k 10 ~nch problem" i, ",.Int';

able :n nuLd:lu< dicnh Ihill ;y~':enl -.er"i,:e to OU-.Cf'_ 

28.7 Starvation Among A Set Of Clients And A Server 

Ttc tc.;-':ll s;".-w!!;,m i" J.;,,~d tv &,'>Crihc a ~i1U;j:io!1 ,n w'uen '>Om~ dienh nmllot 
,-,twin :accc~~ to d -eni;;e, whIle olhe: cliellt; :ar., S{;jfl-Jh)n "i()bte~ 1;", p:-illciple of 
LlIrnn~. wiliet ,1211t, that;J sent, mUH offc! ~ervke 10 ;:I! ch~nt~ equally. 

;\n ,[('ra;iY~ "~r¥er lhal permi!~ 2.rhi:rari!y long mkrm:tion :s i!1hen::mly -~nfJjr oc
(;;ill"" i! ;lH"w, a ~iflgk ~li~nt to l:"C (he ,erVH':: whIle other> He cxdurlcJ_ TIh'~. -most 
in:':r;Ktlve ~en-tF do .:lilt pennI! :< "ingle ~Ii=t Ie mve e-.;clu~i ... c, klng-krm lbe ~)l Ih~ 

~"fVlce. T;, gmll-:lntce luirn",;,\.. an imer<:.<:\i ... ~ "",rver can :imit Ilk' ;IJ:llbo:r {Jf IhjUe,t~ a 
gnen t:hcn: j;\ allowed ;0 ";eod For example. all itcra::iie. curmenlor.---Jriemed ~tl"'fer 

m:ghl do<,e the LOlHl<xl.on after hamlling a ~ing!c cL<'1iI r"'que,t. Alkcnatlvely, a ~er\'er 
might dose the t(lflna:tlO:I after <: fix~d 111= ~l:lpses_ 

"A" all .example of how a ffi3IidO<l, dient can prevent oL';er.; fmm using a service, 
n:;mider lie.". a diem Ulii exp!;Jit ali inura'::'ive. nmnectil>ll-orienwd scrver Suppo,-,e 
the prO!OCQ: ~pecJfres tila; ~hc c,ient sholiid !>end r~quests t(} which the server responds. 
To ~Iarve othen. a mallciOlls dienl <:--<in upen a nmnxtkm 10 the o;e~eL and therr never 
s~;!<J a requc~t. ihe >efVeT will bkx:k waiting for a elienl reqlle~L whi"h will nevcr a[

fwe. Meanwhile, no otherd;e..'1t can u~ the ~ef\rcr. 



Of course, a ~erver can preveffi such problems by including a tilTJ!f mecham:'\ffi Ihat 
aUlomaticall;.- dose~ all idle connection after a filted timeout. ""'hen Ii client first fonns 
a connection, the server starts the limer m zero. \Vhen a reqllf:st amves. the server
~tops !he timer, computes a response, and restart;, the timer at zero. If the timer reaches 
value T, the ~erver closes (he- conne>.:tioo. 

28.8 Busy Connections And Starvation 

Although the idle connectio:l timer d~ribed in the previou~ "Seclion handles Ihe 
ca,e wheIc a client does not send requ6\.';. ~tanration is still pCJ1sibk, To undev;rnnd 
why, we need m obsen·e two) facts. Flr~l. the idle- Inner mea~lH"CS the time hetv(een :he 
tr;1nsmiSf:lon of a tes"/X';,\:,e and the receipt rutile next rcquesL Second, a transport pro
tocol uses buffen arn.i implements flow contml. 

Tht' de{;]ils vf buffering .arc -mportant beca"se a transport protocol places !i buffer 
at each end o~· a connc{;[km. On the sending "ide, the :>ending application depo,irs oot
going dala in the send buffe- for TCP to Iransml1; on the receiving side, TCP deposi6 
tllOOming da:il: in the receive bu(f~r> where the receiving applkation extraC1S it. As lcng 
as >pace remains in the receiver's. buffn, TCP continues !O transmil data from the bllffer 
on the semi ~idc, 

How can adient ta\:;e a'1 unt£l!f jl'(IrtlOll of a server's tUrIe? Ttte dcent can delay (l{" 

prevent trnnsmissior., In partic:;lar, a die:;~ can: 

'" Specify a TCP rcrel' .. ·c buffer;,jze that l<; small compared to the amounl of data 
expectedt_ 

'" Send a reque~1 that requioes. lhe seITer W tranmlll data, 
'" Either allow t~ receive buffer 10 fill wilooul reading the incoming data 10 

prevenl t!an~miSSKl!l or read incomlng data slowly 10 delay transmission. 

[II such <;iLUalions, the sendillg TCP ..... ill tram;m:t data until Lite receiving TCP's 
buffer fill" nt whici'. time the receiver will advertise a zero window, The :seJlder cannm 
lransmil addilJOnal dat~ unlil s.p~cc bec{lll1es available III ttte re~'eiver's buffer Thus. 
tnl,Osmission halh umil the c;knt reaes data, 

On the sending s.ide. ree server continues w write -data inlO the outgOing buffer 
Became transmission i> delayed Of stoppe;:l the output b-Jffer evemually fills. WheT. 
the server aRempb m write into a filled burrel", the server Will be blocked, The sirua
don i& OO( solved by an idle connection timer because the server is not blocked waiting 
foc a request. lm;tead, the ~:-ver is blocked while sending a response, 



28.9 Avoiding Blocking Operations 

Ho'oV can a server a"on] blockmg during trun~mls~on'l In general, .h.ere are two 
soluliuns: the server can be amcmrerrt or the server car avoid Illilking calls :ha: block_ 
In the former c,,~e, because a separnte thread or process handks e<lch dient. a client tila: 
iUIToduces delay will not affect other dienn_ In the hu.:r ca'iC, a ,,,rver ;:;an implemem 
a ti:n'Ormt medmnism for a bt;sy c0uneclion. Before each call to a b"k;cking operation 
like _'md, t!'le server muSl "eri(~: Ihat the call will nut b;u..;k_ H the system report~ that a 
",ockel is ;10: ready tu ao;;ept dara, the server sets a timer. and then tnes again. If the 
~tK:k~t due" not :xx'Orne ready with-n I~C allotted timeout, the server Gill dese th~ CDll

necti:m. 

28.10 Threads, Connections, And Other Limits 

Although concurrency he_Ips sol.\'c many deadlock pmhleals. concurrency has limit.; 
as welL Chapter 15 poinn nut 31a; concurrency must be mJnaged occau,<;c unboundcd 
concurrency caIl canse problems_ In particular. a s.erve! that creates a new L'lread for 
each dienl connection is. Itulnenmle to dient;, that misbehave because operating system" 
do nN permit arbitrary concurrency. Evenlluliy. a nm.:nrre:lt server can ~:l.hauM sys
tern resource~. For example, the operating ~ystem lirrits the number of Ll:ireaili. the 
number of active sockets, the total descriptcf!i; l>v.!iil;;:bJc, and the numbcr of Tnm~mis
;'100 Control Blocks ([CBs) that TCP can allocate In addi:i(lJl. each open TCP com"lCC
lion uses blJ:fer space, so each aCditionai conflectiorl reqlllTes memory-, 

Tc avoid making a >crVcr suscep:ible 10 problems of mrvatiQfl. a programmer 
mw.t plan all resou.:ce utilization. including memory utiliz.alicll, open cOIlIleCliong, line 
the degree of concurrency. UnfOitJnalely. aIlt:cipaling or controlling rescurce utiliza
tion can be difficul1. Because a server is seldom built for a particular computer, :ht; 
progmmmer mmally docs not know about system iimiE when wriling code_ f<\:.n:ter
moTe, servcrs often e~ute O(} sophisu;:ated timesharing computer systems thal share 
resOl;rces an_lOng all executing programs_ Thus. tlk: re:>ources av.tilable to a server aI 

any time depend -00 the resources currently being w;oo by other applIcations. 
In cases where cotlCuner;cy alld re>Ollr-ce Il~ CilllllOl be anticipated OJ managed. 

progrnmmers can at leasl aITldlge to have a server report rroblems_ For exmr.pk, II 
server cnn ~-hel-k the return value from each system call and ese 11 log to repon errors 
A m~!Iager can examine the log periodically to tktermme whellIer the server ha~ eTl
coun:,cred difficulty _ [f errors occur. the manager can take further .action t{) deTermine 
the C3U~ Although such reports do nOT prcvtllt probieos from OCCllITillg. Ihey provide 
a !lleChamsm that allows a malUl.ger to monitor >efver behavior. 



Sec 2&'11 Cydes OfClierts AM Setvtt" 

28.11 Cycles Of Clients And Serve ... 

Perhaps the most pernickms form -of deadlock and starvation ames from inter
dependencies among multiple services. To understand the problem. recall that a server 
f-or one service can become the client of another. For example. imagine that a program
mer is buiktir,g a Hle server. If the fiIe !o'}'stem records the time when a fiie is last 
challged, the server may need to obtain the tirne .of day ",1<eru:ver it handks a write te

que:;t. 
In mOSI operating systems, an application program calls a sys.tem function to obtain 

the cmrent time. The system function extracts me current time from a hardware clock, 
and then returns the vaiue 10 the ~pplication. In a client-server environment, however_ 
the time I::an be obtained from a remote madIine. In esseru:e, the function that obtains 
the clUTeO.t time contains client code. The applicalion ihat calls be function becomes a 
clie.""lt of a lime server. The client sends a request, wailS for a response that contains the 
tim~. and then returns the 'v-alae to the calling applicatioo. 

In 'I".lCh enviroruner:ts, a deadlock can occur ~iIen cliems and servers inadvenently 
(onn a cycle. In the above example. suppose a prognunmer is assigned to modiJy the 
tim~ ser.et"". To help debug changes, the programmer might decide to emit a log of all 
calls to the time setVer. Unfortunately, if the log is written to a file, a circular depen
dency results: !he file server cans !he time server, which c£Js the file server to write a 
log message. If any of the servers is not concurrent, an immediare deadlock will result. 
If both servers are concurrent., the file seever ""n again call the time server, whi:h will 
call the fue ser.'e!", and thf: cycle will continue until resources are exhausted. 

The above example illustrates a problem known as !iveiodo:. Like deadlock, a 
llve:ock results from circular dependeru:ies. Unlike deadlock,. bowever, participants in a 
live:.ock are busy using t.he CPU and serding messages. In the eX!!IDple, liverock occurs 
if the clieuts and serven; are using a coonecti.onIeS$ pro1.o(;o! (0 communicate. The file 
iief"\ler sends a meilsage 10 a time server, and """ait;; for a reply. As the time server han
dles the message, it sends" a request to the file server_ 'hben the request amve:s, !he file 
seJ"'vef generate\; ;1 second mesgage fur me time server, clWsing the time server 10 gen
enue a third request. and so- Ofl. Although both servers are busy sending and receiving 
messages, the cycle wi1l never be broken. If either server is slow. its qGeue of incoming 
mes.'\age5 will bec{)flle full. cBusing one Of ITh)re messages to be lost. However, as soon 
m; a server reads ore message from the queue. anuther will arrive to take io; place. The 
!ierve~ cannot perform ~ul work because they are locked in an endless cycle of mes
sages. 

28.12 Documenting Dependencies 

To pawent cydes that lead to deadlock or livclock. programiners and HJlillagen 
mu~t avoid introducing cyclic dependencies among servers. As C1)mpuler s.ystems move 
wwaru a client-server environment. understanding such dependencies becomes more 
difficuk FOC" e~ample. althougb Ii Windows system can be cuufigured to use !\'FS to 
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a.x:eSS femOle files. file IlaffleS do not infonn users Of programmers that a file is remme. 
Similarly. client software that is embedded in system ::omrnands (e.g-, to retrieve the 
current time of day). may not be apparent. 

To help avoid inadvertent depen(lencics, programmers who work with cliem-servec 
software need tu understand whether each J:1xary routine or operating system function 
accesses a remote server. To pmvide the- necessary mf{)rmatinfi, an organization ~hould 
keep a detailed reccm:l of each server and the servers u;mD which it depends. Anyone 
who ::reales or installs softwan:' should update the list of depe:ldcndes. 

There are two appmache~ to keeping dependency infonnalion: coarse-grained and 
line-grained. Coarse-gcahed dependenC) aVQidance [TealS each servi.:e as a ~epanlte en
t:ty, and ensures Iha: flO ,yde~ e"ist among services. Foc eX;L.Tlple. if a remote fEe sec
vice dcp!:'IlQ~ on the time-of-day service. the time-cf-day <.ervkc c:;nnot he programmed 
to Us.! the remNi: file service. fine-grained d.'::pcndency a\loida~e treats ead! server M 
a separate entily, and cn.<;nrr,. that no cycles ex~st among servers. For example. file 
server X £an call time server r, .;<nc tlm~ server Y ..:an call me serve; Z (but not file 
serve; X). 

The chief aCvantage .of d warse-grained approach is that it i~ easy to document - a 
typical envlronment contains only a dozen _'ervice~, a,d there -are few depen(k"cies 
amor.g them. The ('hid disadva.,tlgc of the ccacse-grainee approac~ ;s unnecessary 
('oustraint on inrer ..... ---tion. In contrast, a fine-grail1oo approach allows maximal -tkpen
denciel> ~ a cycle can €'Jlj~t among 'iervice~ as long a~ no cycle exms among individual 
"eTVer-~. Th-e chief disad~antage of the fine-grained approach ari",,~ !mm the additional 
level of :litaol that must be kept. Tho: record of dependencies mUM be update::! whenev
er a serve: is added 1.0 the Sf" or wtenever a -.elVer c{}(J[;guration i~ changed_ 

28.13 Summary 

Je.ad:ock and SIan-anon are fundame:ltal pmhkms in a -dicnt-~ener environment. 
De-adtock refen 10 a cililditioo in wh;ch a sct «f two or more sy;tem cl\.Tlpunenb are 
hlucketl wditing for each other. Stan'ation i<; a more geflewl c.on.:epl thaI rclero. Il' any 
"ituation in which access to sCTVice b unfair: olle group of cli=:s obtain~ bette:- 2CceSS 
than another_ 

Jeadiock (an occur between a hlngle client and a SCl"Vcr. Such deadlocks u,;u:Jlly 
rcsull frOlTl .:lll runblgUOU~ pwtuciJl spenficlition or from using an unreliable traosport 
w:th ~ pro:\x:o] Ihal is de .. igned for reliable transport. 

';\!hen multiple cJient~ access .a ~ing1e server, deadlock cr li,,-e!u~'k between OllC 
cEenl and the ~crvcr can cause starvatioo. :neaning thai uther -clients are preventcd frmr. 
accc&~:ng the service. SlarvatKJn Gin be cauS«! hy a client that opens a COIlne-ctlon tu 
an inleraCli"e s~!"Ver, but docs not <end reque:;ts, or by a dien! that genenlt-es relju~t!.. 
but doel> [h"){ ulnsume responses. Idle conneclicm limooJt can. prevent me former case, 
but !l;), the latter. 



BecalJ~ .1 scrver \,:an tempOrarily become: a chern, a set of two 1lf more servers Clm 
deadlock if each :>erver in the set attempts 10 beoome a client of another serve; in the 
set. To p!eyent SUl'b deadlocks, cyclic dependencies among servers must be prooimted. 

FOR FURTHER STUDY 

MO.lt operating system text!>, including Peterson and Silberschatz II S85j, discuss 
,he problems of deadlock and ii"elock among program, running on a single computer. 

EXERCISES 

28.1 Make a chan of dependencie5 among service'S at YQur ocgarnzailo.". 

28.2 Makc a chan of dependencies among individual sef"l:J>; at y-;;mf orgll..;ization. 

28.3 Can a file >ysle.m on compwt:r A ~ NFS to 'ilCce~~ flies on wmpurer B ",hile (he file 
system on c0rnpu'e:r B;.)seI!?'FS (u acces, flies on.cl'mpu:er A? 8iplain. 

28.4 Can a dcadkx:k occw among mre\': servers 0"- a single conpuler? ExpilUR 

28.5 Experimen; ... itt: server, at yOUT orgarnUlIor: IG .,"« how ... ;my !<imukaneOIlS cDnrn:ctien~ 
tllel' permit 

28.6 Exami...., me cO:"ifigura:ion of your locd opetatiIlg system Will 11K: 5y~:em ron out of 
TeB., I>uffecs, or sockets fiN? 

28.7 If yOU had a <;twice of debugglllg a deadlock problem 01" a hve10ck proble!ll. wh:ch 
would)'oo dloose: WIt:-"! How would J<lu proceed? 

28.8 Can a ;:Iient tbat !lse~ 'fCP distinguish between" failm-e T.at O£CUfll o.eca,,-,," the connec
lion reque<;( queue fOl"" Ii Herve< h full 2nd a failure thaI OCClJrs becat>!le m.:- network ;0 
down~ 

28.!J In one il:lp[emen:al;on (!f CIoIfS. (he scoflWare tlu.t performed remote file .ystem mol.llll$ 
was bloclir,g - tbe NFS client soft ..... are would block UIlul (he remm" sySlem re>pOllded 
10 avoid de1idlack. a programmer used ping (ICMP echo) to deteJrnine wltcther anolJIer 
machine ""as available before 3ttempling In mO'J;\i it~ file sYSIel':I_ under ",,-bm cir
cumstances can a deadlock sull occur? 

28.10 Student!; in a ncw.-..:Irking coorse built ne(v.'Orl<. rnorulOl" de',-jces ~ba( analyzed traffIC <m 

!he nelwO<"k_ Two of the studenlS <ke"kd to use the X Winduw Syrtem w display their 
results on a coW! screen. Either group could run !heir p!OJe<:! separately, but "-' soon as 
bnth Y:arted. the I!efw<>r1<. became _~;;tllruled_ Explain. 





Appendix 1 

Functions And Library 
Routines Used With 
Sockets 

Introduction 

In the Windows Sockets API, network communication cente~ ijTmmd me socket 
abs:rnction. Appi1catio:t5 use a set of socket calls. to communi;cate with TCPIlP 
software in Ihe operating syslem. A client application create" a rocm coonects. it to a 
server ()[l a remote machine, and uses it to transfer data and to receive data from the re
mole machine, Finally, when the dient application finishes using the socket, ir doses 
it. A server creates a sockei, binds it to a well-known protocol port on the local 
machine\ and waits fru- clients 10 contacl ii, 

Each page of fhis appendb: describes one of the system calls or library functIOns 
that programmers use v;.hen writillg client Of server applkariOlls- The functions are ar
ranged ill alphabetic order, with one p:tge de .. -oted to a given functiOll. The funcliO!l5 
listed include: (lccepl, Mml, dOSl'sodret, connect, gellws/byaddr. gethostb}7UWI£, 
getlWSftUlme, getpeername, getpm[obyname, gelprotobymJmbn, geue-nJbynmnt'. get
servbyport, geHocio1ame, getsodwpr, hlonl, hrans, ll1£Caddr, inetJltoa, iJxtISOCki'I, 
li.sten, ntohl, n!ohl, YeCl', renirtJM, se,ect, M'mi, SCm/fo, "elSocil.Opf, Ihutdown, sock"", 
WSAClewzup, WSA&tLa5tbmr, and WSA.5lartup 

4~1 
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The Accept Function 
Include File 

Use 
retvalue '" accept (SOCKet, addr, adckten ); 

Description 
.iervus use the accept function to accept the ne ... t incoming conneclioo on a pas

sive socket after they have called !iocket to create a sockrt, bi?Ul 10 specify a local IP 00-
dres. and pmlocol port :r.umbeT, and [uter: to make the socKet passive and to set the 
lengtl of the connection request qucuc. Accepl removes the next connection request 
from the queue lor w-llit.~ until J conoection request arrives}, create!' a Ilew socket for the 
request, and returns the descriptor for the ne\\-- socket. Accept only applies to ~trcam 
sockets {e.g., those used with Tep). 

Arguments 

A'll 
sod.e( 

Type 
SOCKET 

Meaning 
A socket deK:riplor created by the wckel 
functlon. 

addr strucl socbddr FAR* A pointer to all addrel.s strucuue. 
Accept fills io the structure ""ith the lP 
address and protocol port number of the 
r.;more machine. 

addrlen int FAR* A pointer to an illleger tllat initially specifies 
the- size of the !iockadar arg.rment and. when 
the- call returns, specifieS the number 0f bytes 
st::lred in lH"gllmenr addr. 

Relumvalue 
If sm:ce~fnl, accepr retoms a wcket descriptor of type: 

SOCKET 

alld the value J.lvVAUD_SOCKET to indicate L'lat all error has OCCUlTed. When all eITOC 
does occur, W5:-tGeILastErr(H' J car; be called to rcu-kvc :> code. that giVes the spec/flc 
cause of the error. 



The Bind Function 
,nclude File 

Use 
retvalue "" bind (sod<:el, localaddr, addlieo ); 

Description 
Bind specdies li kx:al IP address and protocoL pon number for a socket. Bind is 

primarily -.!Sed try servers. witich need to specify a "'-eII-lnmvn prolOlXli pori. 

Arguments 

A ~ ______ ~T ~.~ ____ ~ __ ~~~~M~N~n~';OO~~~ __ ~ __ 4 
socket SOCKET A wcker descriptor created by the suc/cet 

10ccladdr ronst suuct sockaddr FAR" 

oodrlen int 

function. 
The address of a s:ruct\m: that specifies 
an IP aridre!;s and protocol port number. 
The s-iz.e of the addre:;s ilTUcture in the 
second argument in bYles', 

Chapter 5 contaias a description of the sockadtfr structure. 

Return value 
Bind retu.rns 0 if successful and SOCKET_ERROR to indicate that an ennT has. oc

curred. When an error does. occur, WSAGelfust£rror() can be called to retrieve a code 
mal gives ~hc specilIC cause of the error. 



The Closesocket Function 
Include File 

Use 
retvalue == closesocke1 { SocKet ); 

Description 
An appli,'alicn {'alh riv-,e"-,tJrf(.,r after ;1 finishe, using a Sl)CKct. CW..-eg>(:kel ler

mir'Jt~~ commullication gracefully and removes lhe suCkd. /\1:)' IIpreac data wilitmg at 
the SflCket wil: be diS<:ilrded. 

In prdclx:e, WinJow~ ~y<,ter::~ irnpkmem a reference count n:;cchapj~m 10 al:()'W 
ffiH.I!ipk appli..:atiun<. to ~hare a .,oche,. If" programs ,hare "" M:>ci<ct, the reference 
CO,,-I:! wilt be,,, CEose.'ad.f'l dc;;rerr;.::nts {he rcfefel1n~ <;0ti!11 ()n ealeh c<lIL Onc>: the 
reference coun: reache~ zero (i.c. JII app;ie-uL-on£ Ihal were m:ioj!. the SGckcr have e-aHed 
do;<c".""r/a·r). :hc :iockct will be de,lIlocatt'd. 

Arguments 

",g Type Meaning 
SOCKET The dcs.:r.ptm of :he wcket to he (km~d. 

Return value 
Cfv',n""-'~el rC-:l!fJlb G If o;ucc<:;ss[ul Hnd 'SOeKFT_ERROR. "c InUKate Lfmt ,ill ern)I 

'las occurred. When an error Joe~ OCCU:, WSAGerLasl£rrori J '-"ill bc ej,]e:d to rcL'1.'=vc a 
code that give, Ihe :;pe~"(K c&use (1r the crn:>r 



'" 
The Connect Function 

Include File 

Use 
retvah.re :- connect ~ socket. addr, addrlen ); 

Description 
COl'UIeCt allows :he cailer to specify the remOte endpoint address for a previmJSly 

created socket. If the wcke! uses TCP. ("()1IneCl uses the J~wa)' handshake [(f establish a 
connection: if the socket uses UDP, CO/lllt"Cf specirles the remote endpoint but does not 
transftt any datagrams to iL 

Arguments 

Arg Type" Meaning 

SQCket SOCKET A socket descnptoc created by the .rocket 
ftm.;;llon. 

addr cons! struct sockadd: FAR'" The remOle machine endpoint. 
addrlen iot The length of the seoond argumem. 

Chapter 5 contains II jescriptioo (If the sodmdor structure. 

Return value 
Connect returns 0 if successful and SOCKET_ERROR to indicate that an erwr nas 

occurred. When an error does OCCllr. WSAGerLa5l'Errorl i can be called to retrieve a 
code lhat gives the specifiC c&tW! of the error. 



Appe~d" t 

The Gethostbyaddr Library call 
Include File 

Use 
retvah.:e = gethostbyaddr (addr, a1en, atype); 

Description 
Gniwslbyudd, :,ean::hc~ for information aooU: a h(\~t given it, lP address_ 

Arguments 

Arg 
<>ddT 

aien 
aly?C 

Type Mea:lirg 

con,! cbu- FAR'" A IYJ1nlCr !.i) an arra) that conlc.ins. !hI! aJJrecl>s 
oj a !lost ie_g" JIl IP addrt~;.j. 

in: An inleger lhal give.; the a.ddrr:,s lentlh (4 fOf IP), 
in: An !f,lege, th .. ! gIve>' the lddrc"~ type (pFjNJ-.7 

fur a:l lP aJdre:,<;)_ 

Return value 
(Jf'fno,lhyudd, rcrum~ a poim:;:- tn a h,,!tem ~trudure if ~t.-,ccc"ru! .and a ,VUIL 

poirller Iv inJicutc ljut an error has occurred. WhCT an f:-rL~ cto<::~ OCCW'. W5AGi'f
Las-Error,"! can be .:.:idled f0 retrieve" code lhat gin>'> (he "peeifi;; cac'oe Dr the err<Jr 
The S)OSTHli l>twctm1: is declared to he: 

I , 

/., a:Uy for a host 
/* official los=- r.ama 

cl-.ar FAA.* R'ffi* h_a:ia.ses~;;I" list. of ot..~ a::.::"ases *j 

sr.m:t ::_ad±t'.,iIle; I"" r.JJ6c acHcess type ·1 
slxJ.rt h_lergth; I" lengt.': of host address */ 
cl-.ar FPR* FA."-* 1-,,-ad'h::_list.; 1* list of afrh:-esses for 0Cls:C .. / 



The Gethostbyname Library call 
Include File 

Use 
retvalue '" gethostbyname ( name ); 

Descriptkm 
Gerhoslbyrumw map~ a ~osl na .. "Ile 10 a[l IP addres~. On mo"t sy~tcms_ !tel/m.,;

bynume cuns.uJ:" the lnle:-net'~ Domam ]\;arne Spurn {DNSj 10 perfonn the mapping 

Arguments 

Arg 

name 

Return value 

Type Meaning 

The addrc"-,, of a charader slnl1g that 
cunl<tin" a hose name_ The name is 
rail-terminated 

Ge£noslb),lf£Imc relc;m!> a puinter 1<J a hoste.'iJ stWo.-'lurc if successful and a N!JLL 

pointer to indicate tha: all cum- ha\ occurroo. When an ermr d..'}Cs occur, WSA.Ge1-
wsrErmI(j cao he called to :1:mcvc a code thai gi· .. e~ {he spedf:e cau;;c nr the erro~. 
The hmurrt structure is dec1ued to be: 

1* entl:y for a ~ 

official tDSt narre char FAA" l'ulan"e: r 
char PAA~ FAR" h_aliases:[] ;1* 

sh::!rt h.....ad::trt-.YPe; ;* 
hst .of otber a:jases 
tDs::: <rlit:ess qpe 

short b....;.enqtl:; /. l~. of host eo:lltess 

*; 
'/ 

'/ 
,; 

char FAR~ FAR" lLaXirJist; 1* 11-st of adires.ses for host ..- / 



AI'l"'",b ! 

The Gethostname Library Call 
Include File 

Use 
relvaiue = gelhoslname { name, nar18len); 

Description 
Gerhosm<lme remITS the ;x:inftry name of the com:;mter on which it is inn,kcd :n 

the :{Jnn of <I text s.tring. 

Arguments 
Arg 

,.,arne 

flamelen 

Type Meaning 
cha> FAR" The address of .he characteI a..-ray inlo which 

L'le name should be pLaced. 
int The- !er..glh of the name arrdY !:t should be at 

least 65). 

Return value 
Getho5tname plac~ a null-tcrmif1llled Slring in the array gil'en h) the fLTh: acgu

men: :md re1uffi1> 0 If successful. Officrwi;:.e, the ~all returns SOCKET_ERROR When 
an error does occur, WSAGetLastError-(i can be .:.aIled to retrieve a CLue that gj~"Cs ,foe 
sptc(ific C<>li.. .. e of tire error_ 



The Getpeemame Function 
Include File 

Use 
retvalue = getpeemame (socket, remaddr, addrler. }: 

Description 
An application UiieS gdPeLWll1DI£ to obtain the address of the remote computer to 

which II. socket i;; connected, Usually. II. client knows T;"e remote endpoint address be
cause it calls COtlfU',·t to set it. However, a server that IHe, !lCO':p! to obtain a CG!IJleC. 

don may need 10 interrogate {he socket {c fUld out the remote addf'Css. 
Note lhal although getpeemame can be used on either a datagram or stream socket 

the socket muSI be coanected. 

Arguments 

Arg Type 
SOCKET 

remaddr s.truM sockaddr FAR· 

addrlen in! FAR· 

Meaning 
A socket descriptor created by the socket 
fUDCtion. 
A pointer to a si.xduuidr stroctute lha( wit! 
contain the addreS5 of the remote endpoint 
to which the soc'o:et is connected. 
A pointer to an integer thaI (XImruJ}s "!he 
length of the second argument initially, and 
the actual length of the endpoint address upnn 
return. 

Chapter 5 contains a description of the HJClcaddr structure. 

Retumvalue 
Gerpeenwme returns 0 if socce~sful and SOCKET_ERROR to indicate 1nat an error 

has occurred. When an error does occur, W5.A.GetLastErro-r( J can be called to retrieve a 
code mat gives the specifn: cause of the error. 



The Getprotobyname Library Call 
Include File 

Use 
retvalue = getprotcbynane ( name i. 

Description 
t'jlpli,"",tinn~ cail "elp,O!o".'·nu",,' W oh!:a.b mfr>nt<l1WI1 "bout a prulUC\-.1 fwm !(~ 

'''UI'''_ ':!u' i;;fo[Ifl<llioll ITlum~d i;::dllde~ Ih" offi-.:wl ;"'leg>;:, ""Ice. 

Arguments 

Arg_ Type,==-c _--=~_--cc-.--,M~e~a~c~dng",-c-____ _ 
COIN chilr F AR ~ Th~ alklre",-~ of ~ t--lring :h;rt cOlllams 

lhO;;' protoccl name. 

Return value 
(;nprOf"J{'y.wme reHlJTh a 'Jomter to -:. ,Iwctme of type proWI'It' If 'illc-.:e'1>ful a:ld a 

NFI.I. p<.JlnlO;;'r :0 mdu.::ate !rw.: an e!Tor h,b oc.:urred. When arJ error doe:;; ()c..:~r, 

W5,1G,·Ii.(mFrn'rlj ,'an be cdlb.l \(J rttrie-~e <l codc Ihat give" the ~pt:cif,c C<luse of the 
e1T'5. SL'"lL:lure !'roh'f"-'11 j, ~edsrcd to he: 

st..--uct protoent r ;" a-ttr'1 t.1a!:. descr-ibes d proto::cl *1 

) ; 

char FAR* p_r~; /" official nane of prot=l .. / 
char FAA" FAR~ p_aliases; /* list of aliases for the prif...ocol ~! 
short. p.srrcto; /-0 official prDt0col nuN:er .. / 



Tho GetprolObynurobe.- Lim",y Con '" 
The Getprotobynumber Library Call 

Include File • 
IHncl'.rle ~.h> 

Use 
retva#ue = getprotobynunber ( number); 

Description 
Appltcations can gelprotobYflumbu to obtain mf()IlDation about a prmocol from its 

namber. The inf{)[matioo relumed includes the cfficial name, 

Arguments 

TyPe Meaning 
number 'The number of a protOCOl (in the native byte 

Clrder of the local. host) 

Retumvalue 
Gerprm"bYl1umber returns a poimer Ie a S!Iucture of type prolOeni if successful 

am! a NULL pointer 10 indicate that an error h.." occurrecl \\'hen an error doe::; OCClf, 

WSi\GtiwstErrmi) can be caned \0 n:-rne,,"!! .II cvde that gives lhe ~pecj!ic eause of ,he 
error. Slru.;."turc pmlOen:l is declared 10 be: 

s'trUCt p!':'Otoent [ 
char FAA* p...,;narre; 

c.1)ar FAR~ FAR* p_al' aces; 
smrt p...,PrOto; 

J" ~try t...~ dE!scribe:s a protccol */ 
I" official narre of proto;:xJ1 "1 
r Iisl: of a11 'EISel for the prr>tco;:>l *:-
! ~ official protocol nmi:er 



Appe~d!x ! 

The Getservbyname Library Call 
lnclude File 

Use 
retvalue = getservbyname ( name. proto ); 

Description 
Getscrvbym,me ohtain~ an entry fwm the network ,ef'.:ices databa~ given a servi .. -e 

[lame C1Je:lts and server,; bo~h call gNsavi>Yllame 10 w..ap a ierv;<:e name to a proTocol 
port number. 

If the &eCDl1d argument l;; TIUil·IlUl!. %{'r:;fll'l'-'mame IT.lllChes both the :service oame 
Jr.d protocol. If the <'ccond ar?umeIlI i~ null. r:;nser;'bYlUlml! ignores the ~ument and 
matcbc.i unly the n3me. 

Arguments 

Type 

name COIhlcharFAR* 

proto constcharFAR* 

Return value 

Meaning 
A pointer 1.0 a "Iring of ctaTac~f"'> thai contains 
a l.eFICe name. 
A poinler!O a ~'nng of cb!racten, that contaim 
the name {.f lhe prol'xui to be used (e.g" '"Ie!' ') 
or the value NULL. 

CHscr>'i'YlIt-lml! reHlms a pointer In a SCTvrnl ~lruclUrc If ;.uc""e~sful and a NULL 
pu:nler W :oo:cate lhat an er.-or has {)ITtlrTcd. The ~'tTI-YI!l slfLcture i .. d~dared to be: 

s-...r.lct servent { 
char FAR" s_:rzrne 
char FAR'" F.\R" s_aliase:s; 

s....lX\rt-: 

,< 
j< 

;. 
j< 

j' 

~ se....'"Vice ~.'Y 'J 
official serv::.ce narre <j 

list of or-l"'..er a2.ia.ses 'f 

pore USEd f= tllli; aer.r::.ce 'j 
0="=1 usej f= sen'i= <f 



The Getservbyporl Library Call 
Include File 

Use 
rewa/ue = getservbyport {port, proto ); 

Description 
Gf!15ervbyport obtains iII! enrry from the network services database given a port 

lmrr:ixr. Although used infrequently, getseITbypon clin map a protocol port number 10 
li service name. 

If the socorn:l !irgurnent ;s 1l000-null, gel3eniJypon matches both the protocol port 
Iluu:bex and the protocol if the second argument is null, gf!tsen;byporr ignores me ar
gun:ent and matches only the post. 

Arguments 

Arg Type Meani1g 
port int A protocol port number in netwod: byte O£ocr. 

pnJ.D COfiS( cnar FAR.· A pointer to II: string ::If characters that contains 

Return value 

the name of the protocol to' be med (e.g., fep) 

or the value NVU. 

GeHervbypon returns II pomteT to a senenf structure if successful and a NUlL 
pointer W indicate that an errC>f has occurred. The lif:fTffll structure i<; declared to be: 

st...~ SE!r\.elt [ 

dar F71R* s....;nane 
<bar FAR" F1IR' S i!!~jases; 

/* me service mtIy 

/* official service nane 

OJ 
OJ 

/* list. of ot:he::: al i as:s .. / 
'''' port used for this service .. / 
/* prooxnl used for serllice ... ! 



The Getsockname Function 
Include File 

Use 
retvalue", getsock.name ( socket, name, namelen ); 

Description 
Gd.",dnam" "hulIn_'- the 10<:41 "ddre~" <lIlJ prufocd ;)(Ir: r:IJ<Ilbcr lOf the ,petjht-'J 

~kc(. 

Arguments 

Type 
SOCKET 

\'1~~~~ ____ . __ . ___________ _ 

A ~ock['"\ dc'-.niplof CH'3.le,j by rile ",,.;.er 
fl1flCii;>ll_ 

'-,mJct <;odwilih FAR"" rhc .addf{"~ of a ~ln ... 'tl1fC t!la'_ ,-"ill COillam 

Return value 

'lle lI' dddrt','" ?..r.c t:wlccol ron Ilum~;;r "f 
the su.,'k"'L 
ImliaJly'. IJr Il!lnDt"f;Jf po:>'i-,tio~.<; in lite "",,,;,, 
,tru."urc-, On p:tum, i1 c,,-ntains the ,i?c z,f 
t..'lL· ~!HlC!Lle in byto;>,_ 

G,,;w'-;af<Jm<, rdelHl, f) if :-Ul'Cl:-s,;f!l! ;:m1 SOCKET._ERI?()R)j llnj:;,lle that don e!TO! 

;;ox, CK:~'\lrr.:J. "':her! an CfTm Jnc< DCCU,. W'dG";iJo.F, rorr J ;:afl ~ <::alkd :0 r<:[rich' a 
cod" that g;"~~ the ~!,C{'ifi\: ci'Llsc-nf iilt: (·!Tor 



The Getsockopt Function 
Inelude File 

Use 
refvaltte ':= getsockopt ( soc:"=el, level, op1, optval, optlen ); 

Description 
Geuvclwpt permits- an application to obtfcin the value ill a parameter (OpriOfl) for a 

soc"et or a protocol the socket u~es. 

Arguments 

'YP" Meaning 
socket SOCKET A 'lOCket des.::riptor created by the sod<ei 

fucction. 
ievd 
cpt 

optval 
oprlen 

jilt An inreger that idefllifie,<, " pr<}{ocm level. 
mt An integer that id~n1ifies an option. 

.-:har FAR" Tht: add:-ess of a buffer fm- the value re!urned. 
tnt FAR' Inilially_ the size of buffer oprval; on relurn. 11 

contains I~ le1\gttJ of 1be value fcurn:!. 

E;>;amplcs of socket optiOlls :OCltKle" 

SO_BROADCAST 
SO_DDNTROUTE 
SO_ERROR 
SO_LINGER 
SO_OOBINUNE 
SO_RCVBUF 
SO_SNDBUF 

Return va1ue 

Permission to transmit broadcasl messages? 
Bypass routing for outgoing messages? 
Get and clear the tast error for file socket 
Uf'ger on close it data present? 
Receive out-ol-band da:a in band? 
Buffrn- Size for inpul? 
Buffer SIZE for output? 

Germckopr returns () if succe~sful lIld SOCKET _ERROR to il1dJCate that an error 
has oc{;urr~d. V.'herr an eITOI" does occur. WSAGetLaJlErmr() can be called !O retrieve a 
code ml'il give; the ,pccific cause of the errOl". 



Ap~;" ) 

The Htonl Function 
Include File 

Use 
retvalue "" htonl (hostlong }; 

Description 
Hronl convcrts an ullsigned long i!lIlOger from the iocal !lOst'~ na(l.'c by!c order ro 

the network byte onler. 

Argument 

,Arg Type rvteaning 
hmtiong The 32-bit integer to convert_ 

Return value 
Hwni rcturns t~c value in nen,urk byte (tfder. 



'" 
The Htons Function 

Include File 
.. inch.,.. <wi:nsoc:k.h> 

Use 
retvalue "" htons \ hoslShort}; 

Description 
H/ons converts an unsigned skon integer fmm !he local :aos,'s native byte order tu 

!he lk'ctwori;: byle order. 

Argument 

Meaning 
hostshort The 16-bit integer to CURven, 

HlOns rewms the , ... aloe in netwod byte Ofder. 



,----------------------------------------, 
The Jnet_sddr Function 

'nelude File 

Use 
rewalue", ineCaddr (dotted ); 

Description 
Bt;th ,.:::ricm~ and sef','en; m.e' tile mecadd?' fWKtiun 1f1 OHlVen a:l :P adtires~ i:t d<.>t

ted deciJr.al fr:rm til .he interna; hi • ..;:!f)' form {hat ,xker ftifICt;;ms cxpaL 

Argument 

Return value 

_~~_--"'Meaning 
A <;,ring thaI cQ'Ilaim an IP addre.'i" ill dotled 
decunal nOl2.;ion 

If 'l.K(<:~"fllt 1'"",--",:1;;, n::trrn, an tHEigneti Jang ihat ClJlllams the !P ll(}dre,s io 
bW:lry fum', Oth:;rwl~:. ille,_adilr return,> f.'vADDRj,'OIVE (0 HlJi.:al<.' (hat lilt: arg"
mall Jne" not ,'o;Jt<!in ;1 val:d Gelleu Je<.:i:nai a';rirc~.' (e.g.. p!le of he va!ue~ ~~ lar;::er 
!iJ;m :LE or there ctrc m;-;;:{.'" thaI: kur numDcr, .'>CpaLlJW by tlo!~) 



The IneLntoa Function 
I ncl ude File 

Use 
re1value '" ineemoa ( ipadd-); 

Description 
Application software that must display lP addresses fill tumans calls ill£CnJaa to 

-convert an address from the internal binary form to a [ext string that contains the ad
dress in dotted decimal fann. 

Argument 

A", 

Return vaJue 

Type- Meaning 
The IP address to be converted 

If successful. inecnraa retlffilS 11 value of type 

char FAW PASCAL FAR 

that is a pointer 10 a bl)ffe~ ~ont:linir.g a null-terminated nring that gi",es the addn:J~ in 
dotted de..'imal form. When an error D0CUfS. inn_nloa retoms NUlL. 



The loctlsocket Function 
Include File 

Use 
retvalue = iocllsocket (socket. Cf'!1d, argp): 

Description 
loc[,'mrht is used to relrie"e or set iufonnaTion abou~ a socKet. For e~ampk. 

11,cr:wK"k¥t c.lll be used Jo delennine wlt::thcr the socket is Nocking or whether a:1 out
of-band cala has been n:ad. 

The name of this function i~ derived fwm lhe Berkeley U;-.iIX iDCI! ~ornmaf1d, 

which can be used 10 control any !fO de~'h;e. locrlsocket provides a wh,el of :he wal 
functlOnaiity for sockets only. 

Arguments 

~od::c: 

eme 

Type 

SOCKET 

long 
"_long FAR* 

Return value 

Meaning 

A sockl:t d~~criptor :rea.:ed by the ,HJcket 
function. 
The ~oeclfic command to pcrfonn on the socket. 
The a::ldres~ of parnILCI~T.5 for U7'..d. 

/ocllwh:k<:.1 returns (; if ;;uLce~fllL and the "allie SOCKET_ERROR Ie iudicate lhlit 
3" error has occurred. \Vhen an error does occur. WSAGeIWS!Errrnf) can be cal;ed to 
retrieve a code thaI give~ :he 'pecific cause of the eITO£. 



The Listen Function 
~nclude File 

Use 
retvalue "-' isten ( socket, queuelen ); 

Descriptfon 
Serve!S use liSlel'! to make a &octet pass:ve (ie., ready to accept an incoming re, 

que...<t}. Lisren also :.et<; the numbel of incoming connection requests that the protOCol 
software <>hould enqueue fur a given socket while the server handles another reqUesL 
LI.~1n! only applies to sockets used with TCP. 

Arguments 

Arg Type Meaning 
;,ucket SOCKET A ~k.et descriptor crealed by !he sm.'kn 

flUlction, 
queaeiell in! The !>b:e of the incnmlng connection request queue 

\Up 10 a maximum of 5). 

Return value 
Listen returns 0 if succ~~ful a"ld SOCKET_ERROR 10 indiCllle um an error has 

occurred. When an error ~ occur, WSAGe1Last£TTorf} can be called to retrieve a 
code that g,ves the specifl(: caure of !be error. 



The Ntohl Function 

Use 
retvallle '" ntohl t netlong}; 

DeSCT.ption 

/Iltoh: <:on\'~rts hl: IHl;;lgne<l long in!e!,ef fH.-'l11 the netw;;rk bye" (lr(ier In the Itlca! 
IKt~C~ ml(lVC by~t" or{]CL 

Argument 

Arg 

llctk;ng 

Return value 

_Typ~e ___ _ 
u_lnng 

Me~nin,g,-_ 

The J2-bil i:ueger 1-0 <.:(.n~el1. 

Nioh/ reluEls It..c va~ue ir. hCSl hy;c mdc:r. 



The Ntohs Function 
Include File 

Use 
retva!ue = mons ( netshort ); 

Description 
Ntohs converts an Wlsigned silort integer from network byte ~ to the local 

host's runive byte order. 

Argument 

"'0 

Return value 

Type 
The 16-bit integer to convert. 

Ntohs return.; the value in host byte order. 



The Recy Function 
Include FUe 

Use 
retvalue "" recv (soci;e1, buffer- length, flags); 

Description 
Rff'1' obtain;. the nClLt meoming mes"age from 11 socke1. For stream socket>., ree, 

retricvcs data '-If! to r~c sire of (he huffer. FIN datagram ~ockeTh. reel' obtains data up tc 
~he size of the buffer from one datagram {if the buffer is smaller than ct::e datagram. tbe 
rem~l!1jllg d:;![lI frum thm datagram i:i ;mt}. 

Arguments 

Ar;! Type Meaning 
socket SOCKET A socket descriptor created by the mckel 

bllffer d13.r t'AR" 
Jel:g1h inl 
fla~s iot 

Return value 

funaiott. 
The address of a buffer to hold the message. 
The length of the buffer. 
Control bil& that specify whel..h.er \c ren:i.e ollH,f-band 
datE and whct'ter to iO()k ahead foc r.lessages. 

R'~'n' ["('.(urns It!<: flambe; of bytes ill fhe message received if sucressful, 0 if t~e 
connectiQIl has been dosed. and SOCKET_ERROR t.) indicate (hat an eiTor ha~ 0(:

culJ"C"d. 'When an error doc>- occur. WSAGetLa.HErrorO can he called to retrieve a code 
tfl.:!t g:ves the specific cause (If [he error. 



475 

The Recvfrom Function 
Include File 

Use 
retvalue '" recvfrom (socket, buffer, buflen, flags, from, lromien ); 

Description 
Ret:vfrOfll extracts the nexl message ilia: arrives at a socket and recor~ the :;ender's 

address (enabling the caller to send a reply). Recv/rDm is c:>pedally usep.ll for unt:on
neeted datagram sockets. 

Arguments 

"0 
socket 

buffer 
bnflen 

fl'", 

Tv"" 
SOCKET 

duuFAR* 
in! 
inl 

[::om slntet sockaddr FAR" 

frcrnIen int FAR* 

Meani 
A socket des.criptoc created by the sm"ket 
ftmctioo. 
The address of a buffer to hold me message. 
The length of the buffer. 
Control bin; Ihat specify out-of-band data oc 
message look·ahead. 
The address of a structure to hold the 
.sender's address. 
Initiallv. the size of the from buffer; 
returned as the size of the addn:ss illjrom. 

Chapter 5 COlltaillS a de!iCription of the wckuddr s:ruc-tcre. 

Return value 
Recvfrom returns the, nu:nber of bytes in Ihe mesuge if successful. 0 if the con!leC

tion has been closed, and SOCKET_ERROR to indicate that an efT()f" has occurred. 
When an error does occur. WSAGEILostError(j can be called 10 retrieve a wde thaf 
gives the specific cause of the error. 



The Select Function 

Use 
fetvalue = select ( ignore, rffidS, wrfds, exfds, time ); 

Description 
Select proVIdes i>Srndw.Jfhms ItO by penmn.ng J, "ingle pr[Bes~ II) wail for the 

firs.t d aflY SOiC!;.t:t d.::scrip('>n;. :n a spet-'"ifictI M:t to OCCOIP-e rtad}. The caller call al~ 
~pecify a maximtlm tlmcollt for the- wIli! 

Arguments 

fef,d~ f(C,;et FAR'" 
wrfd~ fd_sct fAR"" 
nfc> fd_sel FAR* 
time CrnlS! ~tmd timn-a) FAR'" 

Mear-ling 
NOI use;.! (included Iu IT_ake ..-.elect under 
Windows (;ompatibk wah the UNIX vcr;im;)_ 
Address of fi~c- des.:riptQfS f<Jf illp:a. 

Addre~s of file des.:nptoTh :Ot OUl;)UI. 
AJd:-el>s ill file cle>criptoTh f'l\' exteptiuns. 
Maximum time ID w<lit or NULL kl 
W<lit forever. 

A~l1menl.<; !hal rdcr to sets of des;;nptors cat1 be manipulated ""'110 macros. Mac
m~ FO_CLR Of FD_SET dear or set mdividual -descnplOrs. Macro FDjSSET tests 
whe:her II descrip~or is set, and macro FD _ZERO initiaii=:, an entire sei 10 empty_ All 
mauus use vilriank FD_St.75tL.E!(l dctcnnille the llllP.imum number of de:seriptD!"l; per 
<;eL 

Return value 
SdeCI returns L'1e ntlmhcr uf ready Ek descnptOI"S If SIlCCes-<;i"U!, () if the time limit 

was r>!ached, ijnd SOCKET];R!?Oi? tv indica.te that an error has occurred. When an er~ 
ror docs occur. WSAGnL.:i;fError() CM! be called to retrieve a cooe Iii;)\ give<. lhe 
specific .;: .. u-;,e of the error. 



The Send Function 
Include File 

Use 
retvalue- ~ send ( SQCket, msg. msgten. flags ); 

Description 
Applications call send ro transfer a mes!>!l.ge to another machtoe using a previou!>ly 

created socket, 

Arguments 

sod:et 

~g 

msgkn 

flog' 

Type 
SOCKET 

const chac FAR'" 
in! 
iat 

Retumvafue 

Meaning 
Socker descriptor oeared by the sod.ei 
function. 
A pointer ro the mes~. 
The length Df me me,.~age in bytes. 
Control bits that specify out-of-band data oc 
me'>Sage look-ahead. 

Send retllms the number of characters !lI!I1t if successful and SOCKEr_ERROR to 
indicate that an err« has occurred, 'W"ben an errOl" does occur, WSA.GI!'lLas!Error() can 
be called to retrieve a code milt gives the specific cause of the error. 



The Sendto Function 
Include Fne 

Use 
relVaiue == sendto (socket msg, msg!ep, flags, to, tolen ); 

Description 
Send/(! ser.ds a message by takmg the de~(m<ltion addJeM from a st:"uctllre. Server, 

Il~ing datagram f.ockev; u,e snnifo 10 re:urn a message l() a diem 

Arguments 

A'll Type Meaning 
SOCKET Socket deKriptor ;::reated by :he soc"-e! 

function. 

m'g 
mS13len 

rugs 

cons! chat FAR'" A po:intcr to me message. 
JJ1t 1be length of the ID\:S$age in bytes. 
in! Conlroi bib that specify out-of-b-,mrl data 

or message look-ahead. 
cor~~t Slmct SCockadJr fiAR* A pointer to the addcess ~:mcture. 

hi! The !eng!!) of the addre5s in byteF_ 

Chapter 5 c-ootains a descr.ptioo of (he roci;;;u!dr S[n;ctlfre. 

Return value 
SeMla returns the /lumber of bytes .'>em If soc{-e.s~ti;1 WlO SOCKE.f_ERROR [0 ir

dk,,!<' mal ml error has oc;;urred. WheT. an error does (lCC;Jt, WSAGaLol.,IError(j ;::an be 
callee to retrieve a ende that gives the spe<.:ific (flUSe of the urill. 



'" 
The Se_ckopt Function 

Include File 

Use 
retvalue "" setsockopt ( socket, levet, opt. optval, aptian ): 

De .... lptton 
Setsodwpf permits. an application to change an option associaled with a socket or 

the protocols it uses.. 

Arguments 

"'9 

level 
opt 

optval 

opden 

TYP" 
SOCKEr . " 

;rn 
ernl5t diar FAR· 

jot 

Meaning 
A socket descriptor created try \he socket 
fUncl.!Ofl. 

An integer that identifies a protocol (e.g .• TCP.! . 
An integer that identifies an op-jon. 
The address of II buffer that Cootains II 
value (nonzero!O enable an option or zero ro 
disable it). 
The length of optvaJ. 

Tile oplioos supported by JeIWCkopt include: 

SO_BROADCAST 
SO_OONTROUTE 
SO_LINGER 
SO_OOBINLINE 
SO_RCVBUF 
SO_SNDBUF 

Return value 

Permission to transmit broadcast messages 
Bypass routing fo; outgoing messages 
Unger on close if data present 
Receive out-of-band data in band 
Set buffer size for input 
Set buffer si2e for ou1~ut 

Sel:wckopt returns 0 if successful and SOCKET_ERROR 10 indicate that an error 
has occurred. When an error does occur. WS4.Ge!LnS!Er.rori! can be called 10 retne"e a 
code lhat gi"e~ tbe specific cause of the error. 



The Shutdown Function 
Include File 

Use 
letva:ue = shutdown ( S<lcket how ); 

Description 
The !lnutdown function i~ U,,"'G :0 tenninale Inm~i~~i{}n_ re~-eption. or both. Tte 

function j~ orlen *-M with a <.:onll.e.;;terl TCP \Dckd ro dos<: :he cmmeclion in olle dIre>:
IIUIl (e.!':., to ci{)~e a data Con:!ectlOn fWill a cliem to " sencr. btll allow t.l)e se""Ver 10 
f£nd;n the client). 

Arguments 

Arg Type 
socke: SOCKET 

how m, 

Return value 

Meanmg 
A socket ~riptor created by tte sO! keJ 

fuoclien. 
The Qrel'li0n ill which ~huldcwL i~ de~uetJ: 0 IDe'.m,.; 10 
terminate further reception, 1 mean,.; to tenninate further 
trammi~sioll. and 2 means to [cnninatc both. 

The ,hulooWfl call return, 0 if the cperalwn ~lKC"t:OCS O"f SOCKET_ERROR to :ndl
cate t::Jat :m error has occurred. Wher. an eJror -docs occur. WSAGelw~[Ermrl) .;an be 
called to retrieve u ,ode that give., the specjfk cuuse of the e.\TOr. 



'" 

The Socket Func1ion 
Include File 

Use 
retvall,Je = socket ( alam, type, protocol ); 

Description 
The SOckCI function creates a socket use-d for network communication, and returns 

an integer descriptor for that socket. 

Arguments 

Arg Type 
efam int 

'y!'" int 

prolOCo! int 

Return value 

Meaning 
Protoco, (IT address family (PF JNET for TCPnp). 
Type ofrervke (SOCK_STREAM for TCP nf 
SOCK_DGHAM for EDp). 
ProtOCOl lIumber to uSe with the werel or () 10 Uf.e the 
stalldarc. protocol that matches the $pecified afam 
and ope value,>. 

The socket call returns a de!.cnpror for the De""t.,. created socket if successful. oc 
INVALID_SOCKET!() indicate that an error bas occu..'Ted. When an error doe~ occuc 
WSAGetLastError(J can be called to relrieve a code that gives the spenfic cause of the 
.~. 



482 

The WSACleanup Function 
Include File 

Use 
re~alue = WSACleanup ( void ); 

Description 
AI: applicalJOil u:,>~ the WSACIt>anup fun:tio:110 tenninHC all further u~e of :ruck., 

c::; l.~hc"il i! fj,llme, ~J<IT!Jting. Open SOI.:k.et:'> ~"ould be doste wah Cl,ysesodu!t hdore 
an .applkatiOJl in .... oi(i~s WJAClo·cnu!'. In nonnal opcraticn. ;;jients lennio:.ate but sen:en; 
r.m [(>revet. 

Arguments 

Return value 
WSACff"llnllp reu:ros 0 jf successful. and lhc vall.:c SOCKET_ERROR [0 indicate 

:hat <fl eIT\JI ha~ xi:urred. W:'1en at' e:ror doe, occur, WSAGdLastErrot!) can be called 
:0 ret:ie .. e a code that give~ the ~pecific cau$\;' of the error. 



The WSAGetLa>!Errcr Fa"",,,,,, '" 
The WSAGetLastError Function 

Include File 

Use 
retvalue = WSAGatLastError {void); 

Description 
An application J:alls the WSAGetLasrErrOT function to retrieve !he specific error 

code following an l,;fisucressful socket function call. WSAGerlaslErm.r is !:he WindoW!; 
Sockets replacement for !:he global variable ernla that is used in earlie£ sockets imple
mentations, but which cannot he Ilsed in a multithreaded environment. 

Note: an application should ;;all WSAGt!lUm£rror immediare1y after a socket 
function returns an error indiJ:atioR. 

Arguments 
WSAGerLasrErTor does not take any arguments.. 

Retumvalue 
WSAGt>rLasJEl7or caUs the underlying functiOll GerlnstError, which is used to re

triev:: error iitatils for all Win3Z API: functions. 



The WSAStartup Function 
Indude File 

Use 
retvalua '" WSAStal1up ( rvers, Vvsinpl ); 

Description 
An applkatioli Must .:all {he WSAS!anup funniul: to initialize the socket softwa:-e 

beiQre u~jng lilly of the sL'l:ket function>. BOLi. c~kms and Sef¥ers \I~:O WS.4.Swr!up_ 

Arguments 

Type 
fvers WORD 

WSADAfA 

Return value 

tv1eaning 
A two-byte requeM ['N a version of the Wir.Jows 
Sockel~ API. The high-nrdcr b)tc specifies a 
mi:KJf version and the low-(l~der byte specifies 

" ma.;cr ven;iem. 
A poi:Jler te>.a struct:lfe ir.1a wh;ch (he ,'unction 
will SIOIT illfonnmioll about the ImplemeoHilioo 
of Winoow£ So:::kcu being -.J;.ed. 

\l'SASturlup rerums 0 if successful Otherwi,e. It returns 0.,1" pi' the followi:'l£ cr

fOf cudes: 

Vai.e 
WS,-\SYSr->OTREADY 

WSAVERNOTSIJPPOIHED 

~'SAEI!,;VAL 

Cause ot the Error 
The network subsysler:t is [l0( ready fer 
Mtwork cummuoicalic-n._ 
Tne local Windows 5u:kdS ;mplemef1tation 
docs not .ru!,?on the version reqllt,ted. 
1:le DLL being usee docs not support 
the version requested 



Appendix 2 

Manipulation Of Windows 
Socket Descriptors 

Introduction 

In Windows, all fretwork: input and output operations use an ab~rncti()n kr:o""n a~ 
the socket lkfUipWT, A IX"{lgrnn: cans Un: sachet function to obtain a dcscripmr Ii.-.ed 
for network communication. Olapten; 4 and 5 describe the socket interface. Chap'Cf 
23 descri~ Windows de:.criptots and 110 in lLore detail; it pcims out that a newty 
created 1)m:ad inherits acce.s to aU wcket descripton Ihat the parent ha~ open at the 
time of creation. 

Tni'; appendix describes how programs can use If 0 descriptors as arguments. and 
illustrates how a parent can inform a child which dcscriptar 0. descnptOrs the ch:ld 
must use. The technique is ?rimarily used in concurrent s.erven;. that invoke a separate 
thread to handle each d:ent. 

Descriptors As Arguments 

When the Windows _begimhread function ereates a !lCW thread, ihe newly created 
chi:d inberi(s access to all the ,ocket descripto~ t!tat tne parent hal. open. Furthurnore. 
lhe child shares the ru<;:let des..Tipm£ (ahle. meanitlg that the de~criptor for <l given sock
el is exactly the same for both pateDI and child. Thus, if descriptm 5 ill tl:.e parent 
corresponds 10 a TCP wcket. the 'lewly created ctuld can alw U~ 5 {(l acc~., the '>aIDe 

~el. 



Conceptually. ~ockt'l cewripwl'> ell:: tonn mq;]cil or explldl argumcnl~ !.() neWly 
..,rt";;ted tbread", In t'J", e:o.phu: CWiC. a pa ..... nt pa.~l.e'> <Ill a:,?,,;rJC:l: te lh.; ~hild IQr ead: 
i.le>.{riptw lhat the dnl:l 'ntl\! U'2. For e\mr.ple, sur:po~ a parem ope(1~ a TCP cmmcc
uon for the child lC [I'>e. F\Jnhcr 'npP<'N· L.<:iat Win,iows Socbeb <llIoratc~ dc<enNor" 
to tl:c CO:lfle~'liml. To inform the ~'hlhl ;llml1l the Clmr!e';tHXl. the parent f1<:~<;.e~ (he in· 
Ii'Eer .. a~ <In drgumell, when crec.llng the ckl<.L \\'hen il h-~gin~ exn-ulion. tho;: chlid 
u~\:s :h~ argument 1u an;e~s It,,, Tel-' ::onnectKm. 

BCCJu<c Wmd(",,~ c.llDw$ thre;lL!. .. tt> sn,n: ITKIn"ry, CO!¥~urn:[)t rro.?nml\ can maJ<.e 
descriptor, impliCIt argmncnK To pa\~ an impli<::i: lifgu:llo;:nc. the pa~cm p:ac'es the 
valt;e in ~h<l~eu memory. l'Of ("xarapk, a pan:nt (an open a M.>Ckel, and then plac.; lte 
rc~ulting lk\nipwr ill ;, ~IHreJ .... anabl-t \VhC!l tht' clnld begim, excution. i( e:\lr.ad~ 
lhe ·.a:ut Jrom the o..'Ja,'cd mem'JH', 

To ~ummari7.e' 

XdlYork '-"""""""''''/''''1 It\'e~ s,-,ckeli n::.;f, of "'hid! i, a-''<lg1:<~{ un in· 
!cger descriplnr. A ,'>tu'en U7!1 ".'" impfit'ir Of e.tplicif argw1'le!lls 10 

pas.1 <i .. " rlpu;rs IV a tIL'I'.'i,,' ,-rr":,,,d rll"!d rfif<!",J. 

Implicit Arguments And Concurrency 

Implicn ~lrgumelll' ha~<: ;,e .. er,,] Gi~aJvan(af;"~. Most irrportam. they m,:k<: Pf{)' 
grarLt mere d,fficu'; 10 unden.tand ami modi!}'. Un::Io.e c.'-plkil argU;ilefi:S, ;v[neh 'pec'
r,.. Il:c valu.:~ ct'Hlg pa~s~d fnilll parcm IV <.:hiki, Imri:ciT orgl.lmenlS Me hiffikn. lr! fact 
tfie paren: ~j,r. a.,c..i):.'l a va:uc I,) a ,hared memory variahle <:1 allY lime .- lhc code that 
lEake, Ihe <l,,~igllment may mH be iocm~d ncar th: ",)!je l:la! create~ a thr"ad thJ( will 
1I<;C Ill" v"rJa:,k, Thu~, a programmer mLl~l rcad nIH..! un(kr~larnl the (:oCc thorough,y, 

Progr,;mmCf'; whn ;\Ire nt'l ;KCJ~to11lcd to <:OI1<.:mn:nt pw~ramminf can make mi:,
lakt'> wIth implicil argIH:lef!'s. Tn,=, [e'l.:hing <:1TCf~ nm: be difficult to find am.I dehug 
~('illhe :he·}' d~rc:)d ,,:1 Iht- order in wllk;) th~ cperaling sy~tclll cwo~s to fJ'l 'hct"a,h, 
Tc >e'O how such "'Tn'r~ t>CCT, ...0nsidN \i '~'J;r~urrC:l! pn:"1-t'l.1ll Ihill u"",s thl:' al2:,)rithm 
~ho""'l1 ,n ;'igu"" A2,1. 

t, pngram tha' follnw<. rhe nlgorilhm :11 the tigl.ire l"'\:~ "har<'u vJriahlc x Ie holj 
311 i::lpilC'it arg:l.rrlCnL The pare:t ,rorcI a vJlt:e III " !Je:u:e neatmg a c'Jilct . .Elll lh~ 
~'hilt! cxtncI<. Ihe "ahle I,orn.' when 11 begir., executioli. 1 he code for Nth Lh(' rareH 
and ;:hild lbreaC~ m~ been jl"ngrmnmed lO Il,C var;3;']>: ," a:: <II:; impl:nt argulrclll: " 
docs no! ~ppear in me ":3ll :0 j''''R'!;rfllf'ad. 



Parent: 

Child: 

do forever, I 

} 

accep1 next TCP connection from client: 
place descriptor for connection in shared variable x~ 
create child thread to hafldle connection; 

eXlract descriptor for the client TCP connection from shared 
variable x and place in local variable d; 

handle cormedion using descriptor d; 
close descriptor d; 
exit; 

FiglIn" Al.1 An e-JO.am~ of an al~oriUJm using tlllplicil arguments !hlK COOl
lai,oS a flaw. The progTam may ... ~r< corn:ctly or im:Qi"Tet:tly. 
depending OIl how ~ ojlCl'lIflng systeKl schedules thread,;. 

'" 

Unf;;>rtunately. sll::h a program is incorrect. To understand why, remember that an 
operating systrnl does not guararrtee the O£Uer of el'.ecutWn among threads. Consider 
wh[l( happens jf the operating sy~m choose5 to run the pa.."l!nt fur a long time before 
running a child. The pan::nt mlght run long enough tu acccp! tWi> connoctions and 
Creale two chiLdren HO\\'ever, the pwgrnm only ',lSCS a single, slrnrnd variable for lm
pli':l! arg>Jments. Suppose the flfSl cliem connectio."l arrives on descriptor 5, 1be parent 
will pillet: 5 in varillble x and ;;reate a thread. Becam.e the parent continues to run, it ac
cepts tl:.e second dient ;;onnection. If the second conm:::lion arrives on descripmr 6, the 
parent wul overwrite x with the value 6 and create a s.eo:md thread.. When the operating 
system flffilf!y runs one of the two new threads. the tr,read will find the value 6 in x. 
\\then the operating sys:em runs the other new threac. thai thread will also fod the 
value 6 in x. Thus. both cbiklreo will attempt to cmnmUDJC3te with the same client. 
The point j,,: 

Jmpiicitargume>lt passing requires roonliMlion; iI parent calf/lOt use 
Ihe "ame shared variable to pas~' implkil argumenlS la multiple chil
dren. 

Hov. ea:. one av"id the problem illustrated a":Jove? The program must be written to 
a .. old any possible reuse of a shared variable before the first u,;e i~ complete. There are 
three possIble approaches. The simplest and usually the most efficient way to avoid 
reuse is to eEnunate shaf,ng ['.e., use only explidl arguments). Another approac~ alle
cate;; a separate area in shared memory for me implicit .aI"gllments ilia! are passed to a 
given thread. The parcol pE..'i.ses all expilcit argumellilo the child that cootaifls the loca
lion in shared rr..emQry of the C::'1i1d s impl.icit argnments. Of course. if the orJy implicit 
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argument consists of an integer, pa~"ing t~e value of the ngumen[ to the child lS a, easy 
a~ placing the value in ~hared memerry and pas.s.ing the location. Thus., the $Ccond ap
prooch is u~ onl)' when a pareR! IS passing many implidt arguments_ The third ap
proach u~;:s coordination primirives. supplicc by the operaung ~yMem to allow ~he 

paren 3..'1d chijd 10 mordinale lIse of shared memory. After a pafe:!t creates a child, IlK 
parer! waits IQr:l1e child ({) read impliCit arguments_ O::ce it firus!le" nlIacling values. 
the child ip.fonns the operut:ng system thai the parent can ,;or.tiuue executJOn. Sud 
coordmation V, seldom used fo: implicit argument,. because i: is difficult to program and 
inIToduces run-lime o"emt:3d. 

Summary 

Cc;nrurrelll program~ that communic:ne over nelwmk, often p;u;s socket descriptor; 
as argument:;. when cre<;ling a !;ew thread. The argume;}!~ tc a ch:d thread ean be ex· 
pliCH 0< implKrl. F.~pliei[ arg(lmerd~ are included ill the call to _begimhread; implicit 
m-gurnenls:tre placed in ~:CJared memory. 

When u!>ing implicit argLments. threa.ds must coord~nate to =U~ that only one 
,'hiJd thread use~ a given .~hared variaNe at II time. Abrence of coordination can result 
in a program that fails undCt" some circumstances_ Co:m:lination errors are especiall} 
hard to debug heulll~e they depelld on !he operating system and tne- timing of network 
C(lnncr:tion;, m:iking them diff;cult 10 reprodoce. 
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