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In December 2013, AAMA Executive 

Director Donald A. Balasa, JD, MBA, wrote 

about how CMS audits could enforce the 

requirements for order entry into the CPOE 

system. The following text is taken from a 

post on his Legal Eye: On Medical Assisting 

blog and from the Centers for Medicare and 

Medicaid Services. 

During the coverage of the Centers 
for Medicare and Medicaid Services 
(CMS) Stage 2 rule, there was some 

thought that CMS auditors would not have 

the authority to inquire about the credential 

status of medical assistants entering orders 

into the computerized provider order entry 

(CPOE) system.

	 This thinking is incorrect. To qualify 

for payments under the Electronic Health 

Records (EHR) Incentive Programs, pro-

viders will be required to present docu-

mentation of all entries, many of which 

are automatically kept by the EHR system. 

The auditors do have the authority to 

determine whether entry of medication, 

laboratory, and radiology orders has been 

made by licensed health care professionals 

or credentialed medical assistants. If it is 

discovered that order entry was done by 

individuals other than licensed profes-

sionals or credentialed medical assistants, 

the auditors could note this finding, and 

it is possible that the order entry by these 

individuals would not be counted toward 

meeting the meaningful use thresholds. 

As a result, the eligible professional may 

not meet all the core objectives and con-

sequently would not receive incentive 

payments.

CMS audits and credentialing issues  
for order entry

	 The reality of these audits only serves 
to emphasize the importance of employing 
credentialed employees in the health care 
setting. A description of the CMS EHR 
audit process follows1:

[EHR Incentive Program] Will [CMS] 

conduct audits as part of the Medicare 

and Medicaid Electronic Health Record 

(EHR) Incentive Programs?

Any provider attesting to receive an EHR 

incentive payment for either the Medicare or 

Medicaid EHR Incentive Program potential-

ly can be subject to an audit. Here’s what you 

need to know to make sure you’re prepared:

Overview of the CMS EHR Incentive 

Programs Audits

l	 All providers attesting to receive an 

EHR incentive payment for either the 

Medicare or Medicaid EHR Incentive 

Programs should retain ALL relevant 

supporting documentation (in either 

paper or electronic format) used in the 

completion of the Attestation Module 

responses. Documentation to support 

the attestation should be retained for six 

years post-attestation. Documentation 

to support payment calculations (such 

as cost report data) should continue 

to follow the current documentation 

retention processes.

l	 CMS, and its contractors, will perform 

audits on Medicare and dually-eligible 

(Medicare and Medicaid) providers.

l	 States, and their contractors, will per-

form audits on Medicaid providers.

l	 CMS and states will also manage appeals 

processes.

Preparing for an Audit

l	 To ensure you are prepared for a poten-

tial audit, save the electronic or paper 

documentation that supports your 

attestation. Also save the documentation 

that supports the values you entered 

in the Attestation Module for Clinical 

Quality Measures (CQMs). Hospitals 

should also maintain documentation 

that supports their payment calcula-

tions.

l	 Upon audit, the documentation will be 

used to validate that the provider accu-

rately attested and submitted CQMs, 

as well as to verify that the incentive 

payment was accurate.

Details of the Audits

l	 There are numerous pre-payment edit 

checks built into the EHR Incentive 

Programs’ systems to detect inaccuracies 

in eligibility, reporting, and payment. 

l	 Post-payment audits will also be com-

pleted during the course of the EHR 

Incentive Programs.

l	 Medicare audit notification will come 

from Figliozzi and Company, or the 

EHR Meaningful Use Audit Team.

l	 If, based on an audit, a provider is found 

to not be eligible for an EHR incentive 

payment, the payment will be recouped. 

l	 CMS has an appeals process for eligible 

professionals, eligible hospitals, and crit-

ical access hospitals that participate in 

the Medicare EHR Incentive Program.

l	 States will implement appeals pro-

cesses for the Medicaid EHR Incentive 
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Program. For more information about 

these appeals, please contact your State 

Medicaid Agency.

What information should an eligible 

professional, eligible hospital, or 

critical access hospital participating in 

the Medicare or Medicaid Electronic 

Health Record (EHR) Incentive 

Programs maintain in case of an audit?

An audit may include a review of any of 

the documentation needed to support the 

information that was entered in the attes-

tation. The level of the audit review may 

depend on a number of factors, and it is 

not possible to include an all-inclusive list 

of supporting documents. 

	 The primary documentation that will 

be requested in all reviews is the source 

document(s) that the provider used when 

completing the attestation. This document 

should provide a summary of the data that 

supports the information entered during 

attestation. Ideally, this would be a report 

from the certified EHR system, but other 

documentation may be used if a report is 

not available or the information entered 

differs from the report. 

	 This summary document will be the 

starting point of most reviews and should 

include, at minimum:

l	 The numerators and denominators for 

the measures

l	 The time period the report covers 

l	 Evidence to support that it was gener-

ated for that eligible professional, eli-

gible hospital, or critical access hospital

Although the summary document is the 

primary review step, there could be addi-

tional and more detailed reviews of any of 

the measures, including review of medical 

records and patient records. The provider 

should be able to provide documentation 

to support each measure to which he or she 

attested, including any exclusions claimed 

by the provider.

A few examples of additional support are 

as follows:

l	 Drug-Drug/Drug-Allergy Interaction 

Checks and Clinical Decision Support—

Proof that the functionality is available, 

enabled, and active in the system for the 

duration of the EHR reporting period.

l	 Electronic Exchange of Clinical 

Information—Screenshots from the 

EHR system or other documentation 

that document a test exchange of key 

clinical information (successful or 

unsuccessful) with another provider of 

care. Alternately, a letter or e-mail from 

the receiving provider confirming the 

exchange, including specific informa-

tion such as the date of the exchange, 

name of providers, and whether the 

test was successful.

l	 Protect Electronic Health Information— 

Proof that a security risk analysis of 

the certified EHR technology was per-

formed prior to the end of the reporting 

period (e.g., report which documents 

the procedures performed during the 

analysis and the results). 

l	 Drug Formulary Checks—Proof that 

the functionality is available, enabled, 

and active in the system for the duration 

of the EHR reporting period.

l	 Immunization Registries Data Sub- 

mission, Reportable Lab Results to 

Public Health Agencies, and Syndromic 

Surveillance Data Submission—

Screenshots from the EHR system or 

other documentation that document a 

test submission to the registry or public 

health agency (successful or unsuc-

cessful). Alternately, a letter or e-mail 

from registry or public health agency 

confirming the receipt (or failure of 

receipt) of the submitted data, includ-

ing the date of the submission, name 

of parties involved, and whether the 

test was successful. 

l	 Exclusions—Documentation to support 

each exclusion to a measure claimed by 

the provider. 

For Medicare eligible professionals and for 

hospitals that are eligible for both Medicare 

and Medicaid EHR incentive payments—

When a provider is selected for an audit, 

they will receive an initial request letter 

from the audit contractor. The request let-

ter will be sent electronically by the audit 

contractor from a CMS e-mail address 

and will include the audit contractor’s 

contact information. The e-mail address 

provided during registration for the EHR 

Incentive Program will be used for the 

initial request letter.

	 The initial review process will be con-

ducted at the audit contractor’s location, 

using the information received as a result of 

the initial request letter. Additional infor-

mation might be needed during or after 

this initial review process, and in some 

cases an on-site review at the provider’s 

location could follow. A demonstration of 

the EHR system could be requested during 

the on-site review. A secure communication 

process has been established by the contrac-

tor, which will assist the provider to send 

any information that could be considered 

sensitive. Any questions pertaining to the 

information request should be directed to 

the audit contractor.

	 States will have separate audit pro-

cesses for their Medicaid EHR Incentive 

Program. For more information about 

these audit processes, please contact your 

State Medicaid Agency. 

Questions? Contact Donald A. Balasa, JD, MBA, at 
dbalasa@aama-ntl.org or 800/228-2262. 

Reference
1.	 [EHR Incentive Program] Will the Centers for 

Medicare & Medicaid Services (CMS) conduct 
audits as part of the Medicare and Medicaid 
Electronic Health Record (EHR) Incentive 
Programs? Centers for Medicare and Medicaid 
Services.  https://questions.cms.gov/faq 
.php?id=5005&faqId=7711. Updated November 
19, 2013. Accessed February 3, 2014.


