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2. Authorize the Chief of Police or designee to execute the sub-recipient agreement with the
County and to negotiate, execute and submit any other necessary agreements and
documents, subject to the review and approval of the City Attorney as to form and legality;

3. Authorize the Los Angeles Police Department (LAPD) to submit grant reimbursement
requests to the grantor and deposit grant receipts in the Police Department Grant Trust Fund
No. 339, Department 70;

4. Authorize the Controller io establish a grant receivable in Fund 339 in the amount of
$1,140,000 and establish an appropriation account, account number to be determined,
within Fund 339, Department 70, for the receipt and disbursement of grant funds;

5. Authorize the LAPD to spend up to the grant amount of $1,140,000 in accordance with the
grant award agreement and requirements; and,

6. Authorize the LAPD to prepare Controller's instructions for any technical adjustments,
subject to the approval of the City Administrative Officer, and authorize and instruct the
Controller to implement the instructions.

FISCAL IMPACT STATEMENT

Approval of the recommendations within this report will allow for the expenditure of the 2010
Infrastructure Protection Program: Buffer Zone Protection Program Grant award totaling
$1,140,000. There is no impact to the General Fund as a result of these actions. These actions are
in compliance with the City’s Financial Policies as one-time revenue is used for one-time expenses.
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January 30, 2012 BPC #12-0032
The Honorable Antonio Villaraigosa The Honorable City Council
Mayor, City of Los Angeles City of Los Angeles
~City Hall, Room 303 cfo City Clerlc’'s Office

Los Angeles, CA 90012

Dear Honorable Members:

RE: TRANSMITTAL OF THE GRANT AWARD AGREEMENT POR THE FISCAL YEAR
2010 INFRASTRUCTURE PROTECTION GRANT PROGRAM BUFFER ZONE
PROTECTION PROGRAM GRANT

At the regular meeting of the Board of Police Commisstoners held Tuesday, Janvary 24, 2012, the
Beatd APPROVED the Department’s repost felative to the above matler,

This matter is being forwarded to you for approval.
Respecifuily,

BOARD OF“POLICE COMMISSIONERS
7Y I Lo e

MARIA SILVA
Commission Executive Assistant
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TO: The Honorable Boar_d of Police Commissioners
FROM: Chief of Police

SUBJECT: TRANSMITTAL OF THE GRANT AWARD AGREEMENT FOR THE FISCAL

YEAR 2010 INFRASTRUCTURE PROTECTION GRANT PROGRAM:
BUFFER ZONE PROTECTION PROGRAM GRANT

RECOMMENDED ACTIONS

1. That the Board of Police Commissioners (Board) REVIEW and APPROVE this report.

2. That the Board TRANSMIT the atiached grant award, pursuant to Administrative Code
Section 14.6(a}), to the Mayor, Office of the City Administrative Officer (CAQ), Office
of the Chief Legislative Analyst and 1o the City Clerk for committee and City Councii
consideration.

3. That the Board TRANSMIT the report concurrently to the Mayor and City Council.

4, That the Board REQUEST the Mayor and City Council to:

A,

AUTHORIZE the Chief of Police or his designee to ACCEPT the award of the Fiscal
Year 2010 Infrastructure Protection Program: Buffer Zone Protection Program (BZPP)
grant funds in the amount of $1,140,000 from the County of Los Angeles, a sub-recipient
of California Emergency Management Agency (CalEMA) for the period of August 2,
2011 through February 28, 2613.

AUTHORIZE the Chief of Police or his designee to negotiate and execute the sub-
recipient agreement and submit any necessary documents relative to the grant award,
subject to City Attorney’s approval as to form and legality;

AUTHORIZE the Los Angeles Police Depariment (LAPD) to spend 2010 BZPP grant
funds consistent with the grant requirements;

AUTHORIZE the Controller to st up a grant receivable in the amount of $1,140,000 and
establish an appropriation account, account number to be determined, within
Fund No. 339, Department No. 70 for the disbursements of 2010 BZPP grant funds;

AUTHORIZE the LAPTD to submit grant reimbursement requests (o grantor and deposit
grant receipts in Fund No. 339, Department No. 70; and,
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. AUTHORIZE the LAPD to prepare Controller instructions for any technical adjustments,
subject to the approval of the CAO and AUTHORIZE and INSTRUCT the Controller to
implement the instructions,

DISCUSSION

On Seplember 8, 2011, the LAPD received notification from the County of Los Angeles of the
2010 BZPP grant award in the amount of $1,140,000 for the period of August 2, 2011 through
February 28, 2013, The County of Los Angeles is the primary grant recipient and the LAPD is a
sub-recipient of funding allocated through the Department of Homeland Security.

The purpose of the 2010 BZPP grants i3 to help state and local governments profect pational
critical infrastructure and key resources from terrozrist attacks, The program supports the
implementation of Buffer Zone Plans by providing the funding to buy equipment and support
plarming efforts.

‘the LAPD will utilize the entire grant award of $1,140,000 for the purchase of preveutive and
protective equipment from City approved vendors through the Department of General Services.

If you have any questions regarding this matler, please contact Chiel Information Officer
Maggie Goodrich, Commanding Officer, Information Technology Bureaw, at (213) 486-03710.

Respectfully,

(5N

CHARLIE BECK
Chief of Police
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Subrecipient Agreement

With the City of Los Angeles

Grant Year 2070 |

Buffer Zone Protection Program




AGREEMENT
BETWEEN THE COUNTY OF LOS ANGELES
AND
THE CITY OF LOS ANGELES

THIS AGREEMENT is made and entered into by and between the County of
Los Angelss, a political subdivision of the State of California {the "County of
l.os Angeles™, and the City of Los Angeles, a public agency {the “Subrecipient”)

[V G, T Lo S L

WHEREAS, the 1.3, Department of Homeland Security Title 28 C.F.R. through
the Office of Grants and Training (G&T), has provided financial assistance from the
Buffer Zone Protection Program, Catalog of Federal Domestic Assistance (CFDA)
97.078 directly to the California Emergency Management Agency (CalEMA) for the
2010 Buffer Zone Protection Program (BZPP); and

WHEREAS, the CalEMA, provides said funds to the Los Angeles County Chief
Executive Officer (CEQ), on behalf of the County of Los Angeles, as its Subgrantee,
and CEQ is responsible for managing and overseeing the BZPP funds that are
distributed, by CEO, to other specified jurisdictions within Los Angeles County; and

WHEREAS, this financial assistance is being provided to the Subrecipient in
order to address the unique equipment and planning management needs of the
Subrecipient, and to assist the Subrecipient in building effective prevention and
protection capabilities to prevent, respond 1o, and recover from threats or acts of
terrorism,; and

WHEREAS, the CEO as Subgrantee has obtained approval of a BZPP 2010
grant from CalEMA for the Subrecipient in the amount of $1,140,000; and

WHEREAS, the CEO now wishes to distribuite BZFP grant funds to the
Subrecipient, as further detailed in this Agreement; and

WHEREAS, the CEQ is authorized to enter into subrecipient agreements with
cities providing for re-allocation and use of these funds; and o execute all future
amendments, modifications, extensions, and augmentations relative fo the subrecipient
agreements, as necessary; and

WHEREAS, the County of Los Angeles and Subrecipient are desirous of

executing this Agreement and the County Beard of Supervisors on August 2, 2011
authorized the CEO to prepare and execute this Agreement.

NOW, THMEREFORE, the County of LLos Angeles and Subrecipient agree as foliows:

Grants/BZPP 2010/Subrecipient Agreement/Los Angeles



SECTION |

INTRODUCTION

§101. Padies to this Agreement

§102.

The parties to this Agreement are:

Gounty of Los Angeles, a political subdivision of the State of California, having its
principal office at Kenneth Hahn Hall of Administration, 500 West Temple Street,
Los Angeles, CA 90012; and

City of Los Angeles, a public agency, having its principal office at 200 Notth
Spring Street, 1.os Angeles, CA 90012.

Representatives of the Parties and Service of Notices

. The representatives of the respective patties who are authorized to administer

this Agreement and to whom formal notices, demands and communications shall
be given are as follows:

1.

The represeniative of the County of Los Angeles shall be, unless
otherwise stated in this Agreement:

‘Caroi Kindler, Manager

Chief Executive Office, Los Angeles County (LAG)
500 W, Temple Strest, Room 754

l.os Angeles, CA 90012

Phone: (213) 974-1154

Fax: (213) 687-3765

Ckindier@ ceo.lacounty.gov

With a copy to.

Norman Brayerman, Grants Manager
Chief Executive Office, LAC

500 W. Temple Street, Room 754
Los Angeles, CA 90012

Phone: (213) 893-7955

Fax: (213) 687-3765
Nbraverman @ ceo lacounty.gov

Granls/BZPP 2010/Subraciplent Agreement/Los Angsles



2. The representative of Subrecipient shall be:

Name and
Title:

Organizaiion
Address:
City/State/Zip:
FPhone:

Fax:

Email

With a copy to:

Name and
Title:

Organization
Address:
City/State/Zip:
Phone:

Fax:

Emall

B. Formal notices, demands and communications to be given hereunder by either
party shall be made in writing and may be effected by personal delivery or by
registered or cerlified mail, postage prepaid, retumn receipt requested and shail
be deemed communicated as of the dale of mailing.

C. lf the name and/or title of the person designated 1o receive the notices, demands
or communications or the address of such person is changed, written notice shall
be given, in accord with this section, within five (5) business days of said charige.

5103. Independent Party

Subrecipient is acting hereunder as an independent party, and not as an agent or
employee of the County of Los Angeles, No employee of Subrecipient is, or shall
he an employee of the County of Los Angeles by virtue of this Agresment, and

(&%)
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Subrecipient shall so inform each employese organization and each employee
whao is hired or retained under this Agreement. Subrecipient shall not represent
or otherwise hold out itself or any of its directors, officers, pariners, employees,
or agenis to be an agent or employee of the County of Los Angeles by virtue of
this Agreement.

§104. Conditions Precedent to Execution ¢of This Adreementi

Subrecipient shall provide the following signed documents to the County of
Los Angeles, unlfass otherwise exempted.

A. Certifications and Disclosures Regarding Lobbying, attached hereto as Exhibit A
and made a part hereof, in accordance with §411.A,74 of this Agreement.
Subrecipient shall also file a Disclosure Form at the end of each calendar quarter
in which there occurs any event requiring disclesure or which materially affects
the accuracy of the information contained in any Disclostre Form praviously filed
by Subrecipient.

B. Certificalions Regarding Debarment, Suspension, Ineligibility and Voluntary
Exclusion, attached hereto as Exhibit B and made a part hereof as required hy
Executive Order 12549 in accordance with §411.A.12 of this Agreement .

C. Certification Regarding Drug-Free Workplace, attached hereto as Exhibit G and
made a part hereof, in accordance with §411.A.13 of this Agreement,

. Certification of Assurances — Non-Construcition Programs, altached hereto as
Exhibit D and made a part hereof, in accordance with §411.C of this Agreement.
SECTION 1}

TERM AND SERVICES TO BE PROVIDED

§201. Time of Performance

The term of this Agreement shall commence upon execution by all parties and
shalt expire on the later of February 28, 2013, or if as of such date, not all
activities required by this Agreement have been completed, then the Agreement
shail expire on such later date that all such required activities, including close-out
activities, are completed. Said term is subject to the provisions herein.

§202. Use of Grant Funds and Compliance with Protected Critical Infrastructure
Information Regquirements v

A. Subrecipient has previously completed a budget/expenditure plan, hersinafter
"Budget,” tor the BZPP 2010 Grant, which has been approved by CalEMA. This
information has been validated as Protected Critical Infrastructire Information

Granls/BZPP 2010/3ubrecipient Agrecment/Los Angales



(PCiD) and is exempt from release under the Freedom of Information Act (5
U.5.C. 552) and similar State and local disclosure laws, 1o include the California
Public Records Act (California Government Code §§6250-6270). Unauthorized
release of this information or any newly created document containing PCIHl may
result in eriminal and administrative penailties. This information and any newly
created docurment containing PCll is 1o be sateguarded and disseminated in
accordance with the Critical Infrastructure Information Act of 2002, 8 U.S.C.
§8§131 et seq., the implementing Regulation at 6 C.F.R. Part 29 and PCIl
Program requirements, a copy of the Final Rule: Procedures for Handling
Protected Critical Infrastructure Information is attached to this Agreement as
Exhibit E. Subrecipient acknowledges that it is familiar with ali pertinent statutory
and regulatory requirements which govern the marking, storage, handling,
dissemination and destruction of PCil.

Any request by Subrecipient to modify the Budget must be made in wiiting with
the appropriate justification and submitted to CEO for approval. i during the
County’s review process, additional information or documentation is required, the
Subrecipient will have ten (10) business days to comply with the request. If the
Subrecipient does not comply with the request, CEO will issue written notification
indicating that the requested maodification will not be processed. Modifications
must be approved in writing by the County of Los Angeles and CalEMA during
the term of this Agreement. Upon approval, all other terms of this Agreement will
remain in effect.

Subrecipient shall utilize grant funds in accordance with all Federal regulations
and State Guidelines. Any subcontract entered into by Subrecipient, refating to
this Contract, to the extent allowed hereunder, shall include ihe provisions of this
paragraph and be subject to such provisions, and shaill attach a copy of the Final
Rule: Procedures for Handling Protected Critical Infrastructure Iinformation,
which is attached hereto as Exhibit £

B. Subrecipient agrees that grant funds awarded will be used to supplement existing
funds for program activities, and will not supplant (replace) non-Federal funds,

C. Subrecipient shall review the Federal Debarment Listing at
www.apls,gov/eplsisearch.do prior to the purchase of equipment or setvices to
ensure the intended vendor is not listed and alse maintain documentation that
the list was verified,

0. Prior to the purchase of equipment or seivices costing $100,000 or more utilizing
a sole source contract, justification must be presented 1o CEQ, who upon review,
will request approval from CalEMA. Such approval in wriling must be obtained
prior 1o the comrnitment of funds ;

E. Subrecipient shall provide any reports requested by the County of Los Angseles to
the CEQ indicating Subrecipient’s performance under this Agresment, including
progress on meeting program goals. Reports shall be in the form requested by
the County of L.os Angeles, and shall be provided by the 15" of the following
month. Subrecipient shall timely submit claims for reimbursement,

o
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F. Subrecipient shall provide a copy of their Annual Single Audit Report, as required
by Otfice of Management and Budget circular A-133, to CEQ no 1ater than
March 31% of the vear following the reporting period.

(. Subrecipient shall provide a Corrective Action Flan to CEO within 30 days of any
audit finding.

H. Subrecipient will be monitored by the County of Los Angeles on an-annual basis
to ensure compliance with CalEMA grant program requirements. Said moniloring
will inciude, at a minimum, one on-site visit during the term of this Agreement,

I, Any equipment acguired pursuant to this Agreement shall be authorized in the
G&T Authorized Equipment List (AEL) available online at www, kb, us.
Subrecipient shall provide the County of Los Angeles a copy of its most current
procurement guidelines and follow its own procurement requirements as long as
they meet or exceed the minimum Federal requirements. Federal procurement
requirements for the BZPP 2010 Grant can be found at OMB Circular A-102, Title
28 C.F.R. Part 66.36, and Office of G&T Financial Guide.

Any equipment acquired or obtained with Grant Funds:

1. Will be made available under the California Disaster and Civil Defense
Master Muiual Aid Agreement in consuliation with representatives of the
various fire, emergency medical, hazardous materials response services,
and law enforcement agencies within the jurisdiction of the applicant;

2. Will be consistent with needs as identified in the State Buffer Zone
Protection Program Guidance and will be deployed in conformance with
that plan; ‘

3. Will be made avaiiable pursuant to applicable terms of the California

Disaster and Civii Defense Master Mutual Aid Agreement and deployed
with personnel trained in the use of such equipment in a manner
consistent with the California Law Enforcement Mutual Aid Plan or the
California Fire Services and Rescue Mutual Aid Plan.

J. Equipment acquired pursuant to this Agreement shall be subject to the
requirements of Title 28, C.F.R. 66.32, 66.33 and Office of G&T Financial Guide.
For the purposes of this subsection, "Equipment” is defined as tangible
nonexpendable property, having a useful life of more than one year which costs
$6,000 or more per unit. ltems costing less than $5,000, but acquired under the
“Equipment” category of the Grant shall also be listed on any required Equipment
Ledger. ‘ .
1. Equipment shail be used by Subrecipient in the program or project for

which it was acquired as long as needed, whether or not the project or
prograim continues to be supported by Federal funds. When no longer
needed for the original program or project, the Equipment may be used in
other activities currently or previously supported by a Federal agency.

Grants/BZPP 2010/Subrecipient Agreament/Los Angeles



2. Subrecipient shall make Equipment available for use on other like projects
or programs currently or previously supported by the Federal Government,
providing such use will not interfere with the work on the projects or
program for which it was originally acquired. First preference for other use
shall be given o other programs or projects supported by the awarding
agency.

3. An Equipment Ledger shall be mainiained listing each item of Equipment
acauired with BZPP funds. The Equipment Ledger must be kept up to
date at all times, Any changes shall be recorded in the Ledger within ten
(10) business days and the updated Ledger is to be forwarded to the
County Disaster Administrative Team. The Equipment Ledger shall ‘
include: {a) description of the ltem of Equipment, (0) manufaciuwrers model
and serial number, (¢) Federal Stock number, national stock number, or
other identification number; (d) the fund source/grant year of acquisition of
the Equipment, including the award number, (e} date of acquisition; (f) the
per unit acquisition cost of the Equipment, (g) location and condition of
Equipment and {h) disposition data, including date and sale price , if
applicable. Records must be retained pursuant to Title 28 C.F.R.

Part 66.42.

4, All Equipment obtained under this Agreement shall have an appropriate
identification decal affixed 1o it, and, when practical, shall be affixed where
it is readily visible.

5. A physical inveniory of the Equipment shall be taken by the Subrecipient
and the resuits reconciled with the Equipment Ledger at least once every
two years or prior 1o any site visit by State or Federal auditors/monitors.
The Subrecipient is required (o submil a letter certifying as to the accuracy
of the Equipment Ledger to the County of Los Angeles, in the frequency
as above. ‘

K. Any planning paid pursuant fo this Agreement shall conform to the guidelines as
fisted in the 2010 Buffer Zone Protection Program, Program Guidance and
Application Kit or subsequent grant year programs.

SECTION 11

PAYMENT

§301. Payment of Grant Funds and Method of Payment

A. The County of Los Angeles shall reimburse Subrecipient up to the maximum
grant armount of $1,140,000 as expenditures are incurred and paid by
Subrecipient and all documentation is reviewed and approved by County. Al
expenditures shall be for the purchase of equipment and planning as described
in Section Il of this Agreement, The grant armount tepresents the amount
aliocated to Subrecipient in the 2070 BZPP Grant Award Letter from CalEMA.

Grants/BZPP 2010/Subrecipient Agraement/Los Angeles



B.

§401.

Subrecipient shall submit invoices to the County of L.os Angeles Chief Exacutive
Office requesting payment as soon as expenses are incurred and paid, and the
required supporting documentation is available. Said timeframe should be within
ten (10) business days of Subrecipient’s payment to vendors and/or prescribed
due dates by CEQ and/or CalEMA, Each reimbursement request shall be
accompanied by the Reimbursement Request Checklist and Form {attached
hereto as Exhibit F). All appropriate back-up documentation must be altached to
the reimbursement form, including invoices, proof of payment and packing slips.

For planning reimbursements, Subrecipient must include a copy of the final
tangible product as a result of the planning project.

Gounty may, at its discretion, and with CalEMA approval, reallocate unexpended
grant funds 1o another Subrecipient. Said reallocation may occur upon
completion of an approved project, or by notification to County by Subrecipient
that a portion of the grant funds identified in §301 A., above, will not be utilized.
Notwithstanding the provisions of §502, below, any increase or decrease in the
grant amount specified in §301 A, above, shall not require a written amendment
to this Agreement,

Paymant of final invoice shall be withheid by the County of Los Angeles until the
County has determined that Subrecipient has turned in all supporting
documentation and completed the requirements of this Agreement.

It is understood that the County of L.os Angeles makas no commitment to fund
this Agreement beyond e terms set forth herein.

. 1. Funding for all periods of this Agreement is subject to continuing Federal

appropriation of grant funds for this program. In the event of a loss or reduction
of Federal appropriation of grant funds for this program, the Agreement may be
terminated, or appropriately amended, immediately upon notice to Subrecipient
of such loss or reduction of Federal grant funds.

2. County shall make a good-faith effort to notify subrecipient, in wiiting, of such
non-appropriation at the earliest time.,

SECTION 1V

STANDARD PROVISIONS

Construction of Provisions and Titles Herein

All titles or subtitles appearing herein have been inserted for convenience and
shall not be deemed to affect the meaning or construciion of any of the terms or
provisions hereof. The language of this Agreement shall be construed according
1o its fair meaning and not strictly for or against either party.

Granis/BZPP 2010/Subrecipient Agreemant/Los Anggies



§402.

§403.

5404,

§405,

§406.,

Applicable Law, Interpretation and Enforcement

Each party's performance hereunder shall comply with all applicable laws of the
United States of America, the State of California, and the Counly of Los Angeles,
This Agreement shall be enforced and interpreted under the laws of the State of
California and the County of Los Angeles.

If any part, term or provision of this Agresiment shall be held void, illegal,
unenforceable, or in conflict with any law of a Federal, State or Local
Government having jurisdiction over this Agreement, the validity of the remaining
portions of provisions shall not be affected thereby.

Applicable Federal or Staie requirermnents that are more restrictive shall be
followed.

Integrated Aareement

This Agreement sets forth all of the rights and duties of the parties with respect to
the subject matter hereof, and replaces any and all previous agreements or
understandings, whether written or oral, relating thereto. This Agreement may be
amended only as provided for herein,

Breach

If any party fails to perform, in whole or in pari, any promise, covenant, or
agreement set forth herein, or should any representation made by it be untrue,
any agygrieved party may avail itself of all rights and remedies, at law or equity, in
the courts of law. Said rights and remedies are cumulative of those provided for
herein except that in no event shall any party recover more than once, suffer a
penalty or forfeilure, or be unjustly compensated.

Prohibiton Against Assignment or Delegation

Subrecipient may not, unless it has firsl obtained the written permission of the
County of Los Angeles:

Assign or otherwise alienate any of ils rights hereundar, inciuding the right to
paymeni; or

. Delegale, subconiract, or otherwise transfer any of ils duties hereunder,

Permits

Subrecipient and its officers, agents and employees shall obtain and maintain all
permits and licenses necessary for Subrecipient’s performance hereunder and
shali pay any fees required therefor. Subrecipient further certifies 1o immediately
notify the County of Los Angeles of any suspension, termination, lapse, non
renawal, or resitriction of licenses, cerlificates, or other documents.

Grants/BZPP 2010/Subrecipient Agreement/Los Angeles



§407.

§408.

Nondiscrimination and Affirmative Action

Subrecipient shall comply with the applicable nondiscrimination and affirmative
action provisions of the laws of the United States of America, the State of
California, and the County of Los Angeles. In performing this Agreement,
Subrecipient shall not discriminate in its employment practices against any
employee or applicant for employment because of such person's race, religion,
national origin, ancestry, sex, sexual orieniation, age, physical handicap, -mental
disability, marital status, domestic partner status or medical condition.
Subrecipient shall comply with Executive Order 11246, entitled “Equal
Employment Opportunity,” as amended by Executive Order 11375, and as
supplemented in Department of Labor Regulations {41 CRF Part 60).

if required, Subrecipient shall submit an Equal Employment Opportunity Plan
("EEQP") to the DOJ Office of Civil Rights (“OCR"} in accordance with guidelines
listed at www,oip.usdoj.gov/about/oci/eeop.hitm.

Any subcontract entered into by the Subrecipient relating to this Agreement, to
the extent allowed hereunder, shall be subject 1o the provisions of this §407 of
this Agreement.

indemnification

Each of the parties 10 this Agreement is a public entity. This indemnity provision
is wrilten in contemplation of the provisions of Section 895.2 of the Government
Code of the State of California, which impose certain tort liability jointly upon
public entities, solely by reason of such entities being parties to an agreement,
and the parties agree that this indemnity provision shall apply and shall be
enforceable regardless of whether Section 895 et seq. is deemed to apply to this
Agreement. The parties hereto, as between themselves, consistent with the
authorization contained in Government Code Sections 895.4 and 895.6 agree to
each assume the full liability imposed upon it or upon any of its officers, agents,
or employees by law, for injury caused by a negligent or wrongful act or omission
occurring in the performance of this Agreement, to the same exient that such
liahility would be imposed in the absence of Government Code Section 895.2.
1o achieve the above-stated purpose, each party agrees io indemnify and hold
harmless the other party for any Hability arising out of its own negligent acts or
omissions in the performance of this Agreement {i.e., the Subrecipient agrees to
indermnnify and hold harmiess the County of Los Angeles for liability arising out of
the Subrecipient's negligent or wrongful acts or omissions and the County of

Los Angeles agrees o indemnify and hold harmless the Subrecipient for fiability
arising out of the County of Los Angeles' negligent or wrongful acts or
omissions). Each party further agrees to indernify and hold harmless the other
party for fiability that is imposed on the other party solely by virtue of Government
Code Section 895.2. The provisicns of Section 2778 of the California Civil Code
are made a part hereof as if fully set forth herein. Subrecipient certifies that it
has adeguate self insured retention of funds to meet any obligation arising from
this Agreement.

10

Grants/BZPP 2010/Subrecipient AgreementLos Angelos



§409.

A,

G,

Conilict of Interest

The Subrecipient covenanis that none of its directors, officers, employess, or
agents shall participate in selecting, or administrating any subcontract supported
(in whole or in past) by Federal funds where such person is a director, ofiicer,
employee or agent of the subcontractor; or where the selection of subconiractors
is or has the appearance of being motivated by a desire for personal gain for
themselves or others such as family business, ete.; or where such person knows
or should have known that:

1. A member of such person's immediate family, or domestic partner or
organization has a financial interest in the subcontract;

2, The subcontractor is someone with whom such person has oris
negotiating any prospective employment; or

3. The participation of such person would be prohibited by the California
Political Reform Act, California Government Code §87100 et seq. if such
person were a public officer, because such person would have a "fiinancial
or other interest” in the subcontract.

Definitions:

1. The term "immediate family” includes but is not limited to domestic partner
and/or those persons related by blood or marriage, such as husband, wife,
father, mother, brother, sister, son, daughter, father in law, mother in law,
brother in law, sister in law, son in law, daughter in law.

2. The term "financial or other interest" includes but is not limited to:

a. Any direct or indirect financial interest in the specific contract,
including a commission or fee, a share of the proceeds, prospect of
a promotion or of future employment, a profit, or any other form of
financial reward.

b. Any of the following interests in the subcontractor ownership:

‘ partnership interest or other beneficial interest of five percent or
more; ownership of five percent or more of the stock; employment
in a managerial capacity; or membership on the board of directors
or governing body.

The Subrecipient further covenants that no officer, director, emplovee, or agernt
shall solicit or accept gratuities, favors, anything of monetary value from any
actual or potential subcontractor, supplier, a party to a sub agreement, (or
persons who are otherwise in a position o benefit from the actions of any ofticer,
amployee, or agent).

. The Subrecipient shall not subcontract with a former director, officer, or

employee within a one year period following the termination of the relationship
batween said person and the Subrecipient.
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G.

§410.

§411.

Prior to obtaining the County of Los Angeles' approval of any subcontract, the
Subrecipient shall disclose to the County of Los Angeles any relationship,
financial or oitherwise, direct or indirect, of the Subrecipient or any of its officers,
directors or employees or their immediate family with the proposed subcontractor
and its officers, directors or employaes.

For further clarification of the meaning of any of the terms used herein, the
pariies agree that references shall be made o the guidelines, rules, and laws of
the County of Los Angeles, State of California, and Federal regulations regarding
conflict of interest,

The Subrecipient warrants that it has not paid or given and wiil not pay or give to
any third person any money or other consideration for ebtaining this Agreement.

. The Subrecipient covenants that no member, officer or employee of Subrecipient

shall have interest, direct or indirect, in any contract or subcontract or the
proceeds thereaof for work to be performed in connection with this project during
his/her tenure as such employee, member or officer or for one ysar thereafter.

The Subrecipient shall incorporate the foregoing subsections of this Section into
every agreement that it enters into in connection with this grant and shali
substitute the term "subcontractor” for the term "Subrecipient” and "sub
subcontractor” for "Subcontracior”.

Restriction on Disclosures

Any reports, analyses, studies, drawings, information, or data generated as a
result of this Agreement are to be govermnad by the California Public Records Act
(California Government Code Sec. 6260 et seq.).

Statutes and Regulations Applicable To All Grant Contracis

Subrecipient shall comply with all applicable requirernents of State, Federal, and
County of Los Angeles laws, executive orders, regulations, program and
administrative requirernents, policies and any other requirements governing this
Agreement. Subrecipient shall compiy with applicable State and Faderal laws
and regulations pertaining to labor, wages, hours, and other conditions of
employment. Subrecipient shall comply with new, amendad, or revised laws,
regulations, and/or procedures that apply to the performance of this Agreement.
These requirements include, but are not limited to:

1. Otfice of Management and Budget (OME) Circulars

Subrecipient shall comply with OMB Circulars, as applicable: OMB v
Circular A-21 (Cost Principles for Educational Institutions); OMB Gircular
A-87 (Cost Principles for Siate, Local, and Incian Tribal Governments);
OMB Circular A-102 (Grants and Cooperative Agreemenis with State and
Local Governments); Common Rule, Subpart G for public agencies or
OMB Circular A-110 (Uniform Administrative Bequiremenis for Grants and
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Other Agreements with Instifutions of Higher Education, Hospitals and
Other Non-Profit Organizations); OMB Circular A-122 {Cost Principles for
Non-Profit Organizations); OMB Circular A-133 (Audiis of States, Local
Governments, and Non-Profit Organizations.

2. Single Audit Act

Since Federal funds are used in the performance of this Agreement,
Subrecipient shali, as applicable, adhere to the rules and regulations of
the Single Audit Act, 31 USC Sec. 7501 et seq.); OMB Circular A-133 and
any administraiive regulation or field memos implementing the Act.

3. Americans with Disalbilities Act

Subrecipient hereby certifies that, as applicable, it will comply with the
Americans with Disabilities Act 42, USC §§12101 et seq., and its
implementing regulations. Subrecipient will provide reasonable
accommaodations to allow qualified individuals with disabilities to have
access to and {o participate in its programs, services and actlvities in
accordance wiih the provisions of the Americans with Disabilities Act,
Subrecipient will not discriminate against persons with disabilities nor
against persons due to their relationship to or association with a person
with a disability. Any subcontract entered into by Subrecipient, relating to
this Contract, to the extent allowed hereunder, shall be subject to the
provisions of this paragraph.

4, Political and Sectarian Activity Prohibited

None of the funds, materials, property or services provided directly or
indirectly under this Agreement shall be used for any partisan political
activity, or to further the election or defeat of any candidate for public
office. Neither shall any funds provided under this Agreement be used for
any purpose designed to support oy defeat any pending legisiation or
administrative regulation. None of the funds provided pursuant to this
Agreement shall be used for any sectarian purpose or to support or henefit
any seciarian activily.

Subrecipient shall file a Disclosure Form at the end of each calendar
quarter in which there occurs any event requiring disclosure or which
materially affects the accuracy of any of the information contained in any
Disclosure Form previously filed by Subrecipient. Subrecipient shall
require that the language of this Certification be included in the award
documents for all sub-awards at ali tiers and that ali subcontractors shall
certify and disclose accordingly. '

5, Records Inspection

At any time during normal husiness hours and as often as either the
County of Los Angeles, the U.5. Comptrolier General or the Auditor
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General of the State of California may deem necessary, Subrecipient
shall make available for examination alt of its records with respect to all
matters covered by this Agreement. The County of Los Angeles, the U.S.
Carmptroller General and the Auditor General of the State of California
shall have the authority to audit, examine and make excerpts or transcripts
from records, inciuding all Subrecipient’s invoices, materials, payrolls,
records of personnel, conditions of employment and other data relating to
all matters covered by this Agreement.

Subrecipient agrees to provide any reports requested by the County
regarding performance of this Agreement.

6. Records Maintenance

Records, in their original form, shall be mainiained in accordance with
requirements prescribed by the County of Los Angeles with respect to all
matters specified in this Agreement. Original forms are to be maintained
on file for ali documents specified in this Agreament. Such records shall
be retained for a pericd of five (58) years aiter the expiration or earlier
termination of this Agreement and aiter finai disposition of all pending
matters. "Pending matters” includs, but are not limited to, an audit,
litigation or other actions involving records. The County of Los Angeles

“may, at its discretion, take possession of, retain and audit said records.
Records, in their original form periaining to matters covered by this
Agreement, shall at all times be retained within the County of Los Angeles
unless authorization to remove them is granted in writing by the County of
Los Angeles.

7. Subcontracts and Procurement

Subrecipient shali, as applicable, comply with the Federal, State and
County of Los Angeles standards in the award of any subcontracts. For
purposes of this Agreementd, subcontracts shall include but not be limited
to purchase agreements, rental or lease agreemenis, third party
agreements, consultant service contracts and construction subcontracts,

Subrecipient shall, as applicable, ensure that the terms of this Agreement
with the County of L.os Angeles are incorporated into all Subcontractor
Agreements. The Subrecipient shall submit all Subcontracior Agreements
to the County of Los Angeles for review prior 1o the release of any funds to
ihe subcontractor. The Subrecipient shall withhold funds from any
subcontractor agency that fails to comply with the terms and conditions of
this Agreement and thelr respective Subcontractor Agreement.

L]

8. Labor
Subrecipient shall, as applicable, compty with the Intergovernmental

Personnel Act of 1970 (42 U.S.C. §§4728-4763) relating to prescribed
requirements for metit systems for proegrams funded under ang of the 19
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statutes or regulations specified in Appendix A of OPM's Standards for a
Merit System Personnel Administration (5 C.F.R. 800, Subpart F).

Subrecipient shall comply, as applicable, with the provisions of the Davis-
Bacon Act {40 U.S.C. §§276a to 276a-7), the Copeland Act (40 U.5.C.
§276c and 18 1.5.C. §874), the Coniract Work Hours and Safely
Standards Act (40 UL.S.C. §§327-333), regarding labor standards for
federally-assisted construction subagreements, and the Hatch Act (5 USC
§§1501-1508 and 7324-7328).

Subrecipient shall, as applicable, comply with the Federal Fair Labor
Standards Act (29 USC §201) regarding wages and hours of employment.

None of the funds shall be used to promote or deter Union/labor
organizing activiies. CA Gov't Code Sec. 16645 et seq.

9. Civil Rights

Subrecipient shall, as applicable, comply with all Federal statutes relaling
to nondiscrimination. These include but are not limited to: (a) Title VI of the
Civil Righis Act of 1964 (P.L.. 88-352) which prohibits discrimination on the
basis of race, color or national origin; (b} Title 1X of the Education
Amendments of 1972, as amended (20 U1.8.C. §§1681- 1683, and 1685-
16886), which prohihits discrimination on the basis of sex; (c) Section 504
of the Rehabilitation Act of 1973, as amended (29 U.5.C. §794), which

- prohibits discrimination on the basis of disabilities; (d) The Age
Discrimination Act of 1975, as amended (42 U.S.C. §§6101-6107), which
prohibits discrimination on the basis of age; (e} the Drug Abuse Office and
Treatment Act of 1972 (P.L. 92-255), as amended, relating to
nendiscrimination on the basis of drug abuse; (f) the Comprehensive
Alcohol Abuse and Alcoholism Preveniion, Treatment and Rehabilitation
Act of 1970 {P.L. 91-616} as amended, relaiing to nondiscrimination on
the basis of alcohol abuse or alcoholism; () §8523 and 527 of the Public
Health Service Act of 1912 (42 U.5.C. §§290 dd-3 and 290 ee 3), as
amended, relating to confidentiality of alcohol and drug abuse patient
records; (h) Tile VIl of the Civil Rights Act of 1968 (42 U.5.C. §§3601 of
seq.), as amended, relating to non-discrimination in the sale, rental or
financing of housing; (i) any other nondiscrimination provisions in the
specific statuie(s) under which application for Federal assistance is being
madle; (j) the requirements of any other nondiscrimination statute(s) which
may apply to the application; and (k) P.L. 93-348, National Research Act,
regarding the protection of human subjects involved in research,
development, and related activities supported by this award of assistance.

10, Envirenmental

Subrecipient shall, as applicabie, comply, or has already complied, with
the requirements of Tilles Il and 11 of the Uniform Relocation Assistance
and Real Property Acquisition Policies Act of 1970 {P.L., 91-6486) which
provide for fair and equitable treatment of persons displaced or whose
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property is acquired as a result of Federal or federally-assisted programs.
These reqguirements apply to all interests in real property acquired for
project purposes regardless of Federal participation in purchases.

Subrecipient shall comply, as applicable, with environmenial standards
which may be prescribed pursuant to the following: (a) institution of
environmenial quality controf measures under the National Environmental
Policy Act of 19689 (P.L. 91-190) and Executive Order (EQ) 11514, ()
notification of violating facilities pursuant to EQ 11738; {c) protection of
wetlands pursuant to EO 11990; (d) evaluation of flood hazards in
floodplains in accordance with EO 11988; (e} assurance of project
consistency with the approved State management program developed
under the Coastal Zone Managemen! Act of 1972 {16 U.5.C. §§1451 et ‘
seq.); (f) conformity of Federal actions to State (Clean Air) Implementation
Plans under Seclion 176(c) of the Clean Air Act of 1955, as amended
(42 U.5.C. §§7401 el seq.); {g} protection of underground sources of
drinking water under the Safe Drinking Water Act of 1974, as amended :
(P.L. 93-523); (h) protection of endangered species under the Endangered |
Species Act of 1973, as amended (P.L. 93205}; and {i} Flood Disaster :
Protection Act of 1973 §102(a) (P.L. 93-234).

Subrecipieni shall, as applicable, comply with the Wild and Scenic Rivers
Act of 1968 {16 U.8.C. §§1271 et seq.) related to protecting components
or potential compoenents of the national wild and scenic rivers system.

Subrecipient shall, as applicable, comply with the Lead-Based Paint
Poisoning Prevention Act (42 U1.5.C. §§4801 et seq.) which prohibits the
use of lead-based paint in construction or rehabilitation of residence
slructures.

Subrecipient shall, as applicable, comply with the Federal Water Pollution
Control Act (33 U.8.C. §1251 et seq.) which restores and maintains the
chemical, physical and biological integrity of the Nation's waters,

Subrecipient shall, as applicable, ensure that the facilities under its
ownership, lease or supervision which shall be utilized in the
accomplishment of this project are not listed in the Environmental
Protection Agency’s (EPA) list of Violaling Facilities and that it will notify
the Federal Grantor agency of the receipt of any cormmunication from the
Director of the EPA Office of Federal Activities indicating that a facility to
te used in the project is under consideration for listing by the EPA.

By signing this Agreement, Subrecipient ensures that it shall comply, as.
applicable, with the California Environmental Quality Act (CEQA), Public
Resources Code §21000 et seq.

Subrecipient shall, as applicable, comply with the Energy Policy and
Conservation Act (F—"l 94-163, 89 Stat. 871).
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Subrecipient shall comply, as appiicable, with the provision of the Coastal
Barrier Resouirces Act (P.1L. 97-348) dated October 18, 1982 (16 USC
3501 et. seq.) which prohibits the expenditure of most new Federal funds
within the units of the Coastal Barrier Resources System.

11.  Preservation

Subrecipient shall, as applicable, comply with Sectiont 106 of the National
Historic Preservation Act of 1966, as amended (16 U.8.C. §470),

EQ 11593 (identification and protection of historic properties), and the
Archaeological and Historic Preservation Act of 1974 (16 U.5.C. §§46%a-1
et seq.).

12, Suspension, Debarment, Ineligibility and Voluntary Exclusion

Subrecipient shali, as applicable, coraply with Title 28 C.F.R. Volume 67,
Number 228, regarding Suspension and Debarment, and Subrecipient
shall submit a Ceriification Regarding Debarment required by Executive
Order 12548 and any amendment thereto and attached hereto as
Exhibit B. Said Certification shall be submitted to the County of

Los Angeles concurrent with the execution of this Agreement and shall
certify that neither Subrecipient nor its ptincipals are presently debarrad,
suspended, proposed for debarment, declared ineligible or voluntarily
excluded from participation in this transaction by any Federal department
head or agency. Subrecipient shall require that the language of this
Certification be includad in the award documents for all sub-award at all
tiers and that all subcontractors shall certily accordingly.

13, Drug-Free Workplace

Suprecipient shall, as applicable, comply with the federal Drug-Free
Workplace Act of 1988, 41 USC §701, Title 28 Code of Faderal
Regulations {CFR) Part 67; the California Drug-Free Workplace Act of
1990, CA Gov't Code §§8350-8357, and Subrecipient shall complete the
Certification Regarding Drug-Free Workplace Requirements, attached
hergio as Exhibit C, and incorporated herein by reference. Subrecipient
shall reguire that the language of this Certification be included in the
award documenis for all sub-award at all tiers and that all subcontractors
shall certify accordingly.

14. Lobbying Activities

Subrecipient shall, as applicable, comply with 31, U.S.C,1352 and
complete the Disclosure of Lobbying Activities, (OMB 0038-0046), ;
attached hereto as Exhibit A, and incorporated herein by reference.

15. Miscellaneous

Subrecipient shall, as applicable, comply with the Laboratory Animal
Welfare Act of 1966, as amended {P.L, 88-544, 7 USC §8§2131 et seq.).
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B. Statutes and Regulations Applicable To This Particular Grant

Subrecipient shall comply with all applicable requirements of State and Federal
taws, executive orders, regulations, program and administrative requirements,
policies and any other recuirements governing this particular grant program.
Subrecipient shall, as applicable, comply with new, amended, or revised laws,
regulations, and/or procedures that apply to the performance of this Agreement.
Thase requirements include, but are not fimited to:

1. Title 28 CFR Part 86; EO 12372; (Financial Management Guide US
Department of Homeland Security Directorates Preparedness January
2006, Financial Guide, U.S. Department of Homeland Security, Office of
State and Local Government Coordination and Preparedness, Office for
Domestic Preparadness, ODP WMD Training Course Catalogue; and DOJ
Office for Civil Rights.

Standardized Ernergency Management System (SEMS) requirements as
stated in the California Emergency Services Act, Governmeant Code
Chapter 7 of Division 1 of Title 2, §8607.1(e) and CCR Title 19,
§§2445-2448,

Provisions of Title 2, 6, 28, 44 CIFR applicable to grants and cooperative
agreements, including Part 18, Administrative Review Procedures;

Part 20, Criminal Justice Information Systems,; Part 22, Confidentiality of
jdentifiable Research and Statistical Information; Part 23, Criminal
intelligence Systems Operating Policles; Part 30, intergovernmental
Review of Department of Justice Programs and Activities; Part 35,
Nondiscrimination on the Basis of Disability in State and Local
Government Services; Part 38, Equal Treatment of Faith-based
Organizations; Part 42, Nondiscrimination/Equal Employment
Opportunities Policies and Procedures; Part 61, Procedures for
Implementing the National Environmaental Policy Act; Part 83, Floodplain
Management and Wetland Protection Procedures; Part 64, Floodplain
Management and Wetland Protection Procedures; Federal laws or
regulations applicable to Federal Assistance Programs; Part 69, New
Restrictions on Lobbying; Part 70, Uniform Administrative Requirements
for Granis and Cooperative Agreements (including sub-awards) with
institutions of Higher Learning, Hospitals and other Non-Frofit
Organizations; and Part 83, Government-Wide Requirements for a Drug
rree Workptace (grants).

Nondiscrimination requirernents of the Omnibus Crime Control and Safe
Streets Act of 1968, as amended, 42 USC 3789(d), or the Juvenile Justice
and Delinquency Prevention Act, or the Victims of Crime Act, as
appropriate; the provisions of the current edition of the Office of Justice
Programs Financial and Administrative Guide for Grants, M7100.1, and all
other applicable Federal laws, orders, circulars, or regulations.
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[6%]

Travel Expenses

Subrecipient as provided herein shall be compensated for Subrecipient’s
reasonable travel expenses incurred in the performance of this
Agreement, 1o include travel and per diem, unless otherwise expressed.
Subreciplent’s fotal fravel for in-State and/or out-of-State and per diem
costs shall be included in the contract budget(s). All travel including out-
of-State travel not included in the budget(s) shall not be reimbursed
without prior written authorization from the County of Los Angeles.

Subrecipient's administrative-related travel and per diem reimbursement
costs shall be reimbursed based on the Subrecipient’s policies and
procedures. For programmatic-related travel costs, Subrecipient’s
reimbursement rates shall not exceed the amounts established by the
County of Los Angelss.

Noncompliance

Subrecipient understands that failure to comply with any of the above
assurances may result in suspension, termination or reduction of grant
funds, and repayment by the Subrecipient 1o the County of Los Angeles of
any unauthorized expenditures.

. Compliance With Grant Requirements

Teo obtain the grant funds, the State required an authorized representative of
the County of Los Angelss 1o sign certain promises regarding the way the grant
funds would be spent. These requirements are included in the 2010 Program
Guidance and Application Kit and in the “Grant Assurances”, attached hereto
as Exhibit D. By signing these Grant Assurances and accepting the Program
Guidances, the County of Los Angeles became liable to the State for any funds
that are used in violation of the grant requivements. Subrecipient shali be liable
o the Grantor for any funds the State determines that Subrecipient used in
violation of these Grant Assurances. Subrecipient shall indemnify and hold
harmiess the County of Los Angeles for any sums the State or Federal
governiment determines Subrecipient used in violation of the Grant Assurances.

§412. Federal, State and Local Taxes

§413.

Federal, State and local taxes shall be the responsibility of the Subrecipient as
an independent party and not of the County of Los Angeles and shali be paid

prior to requesting reimbursement. However, inese taxes are an allowable

expense under the grant program.

Inventions, Patents and Copyrights

Reporting Procedura for Inventions

If

any project produces any invention or discovery {Invention) patentable or

otherwise under Title 35 of the U.5. Code, including, without limitation, processos
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and business methods made in the course of work under this Agreement, the
Subrecipient shall report the fact and disclose the Invention promptly and fuily to
the County of Los Angeles. The County of Los Angeles shall report the fact and
disclose the Invention to the State. Unless there is a prior agreament between
the County of Los Angeles and the State, the Siate shall determine whether to
seek protection on the invention. The State shall determine how the rights in the
Invention, including rights under any patent issued thereon, will be allocated and
administered in order to protect the public interest consistent with the policy
(“Policy™) embodied in the Federal Acquisition Regulations System, which is
hased on Ch. 18 of title 35 U.5.C. Seclions 200 et seq. (Pub. L. 95-517, Pub. L.
98-620, Tille 37 CFR Part 401); Presidential Memorandum on Goverament
Patent Policy to the Heads of the Executive Departments and Agencies, dated
2/18/1983); and Executive Order 12591, 4/10/87, 52 FR 13414, Title 3 CFR,
1987 Comp., p. 220 (as amended by Executive Order 12618, 12/22/87, 52 FR
48661, Title 3 CFR, 1987 Comp., p. 262). Subrecipient hereby agrees to be
bound by the Policy, and will contractually require its personnel to be bound by
the Policy.

B. Rights to Use Inventions

County of Los Angeles shall have an unencumbered right, and a non-exclusive,
irrevocable, royalty-free license, to use, manufacture, improve upon, and allow
others to do so for all government purposes, any Invention developed under this
Agreement.

C. Copyright Policy

1. Unless otherwise provided by the State or the terms of this Agreement,
when copyrightable material (Material) is developed under this Agreement,
the County of Los Angeles, at the County’s discretion, may copyright the
Material. |f the County of Los Angeles declines to copyright the Material,
the County of Los Angeles shall have an unencurmbered righi, and a non-
exclusive, irrevocable, royalty-free license, 1o use, manufacture, improve
upon, and allow others io do so for all government purposes, any Material
developed under this Agreement,

2. The Siate shall have an unencumbered right, and a non-exclusive,
irrevocable, royalty-free license, to use, manufacture, improve upon, and
allow others to do so for all government purposes, any Material developad
under this Agreement or any Copyright purchased under this Agreement,

3. Subrecipient shall comply with Title 24 CFR 85.34,
0. Rights to Data -

The State and the County of Los Angeles shall have uniimited rights or copyright
license to any data first produced or delivered under this Agreement. “Unlimited
rights” means the right to use, disclose, reproduce, prepare derivative works,
distribute copies to the public, and perform and display publicly, or permit others
to do s0; as required by Tille 48 CFR 27.401. Where the data are not first
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§414.

§415.

§501.

§502.

produced under this Agreement or are published copyrighted data with the notice
of 17 1.8.C. Section 401 or 402, the State acquires the data under a copyright
license as set forth in Title 48 CFR 27.404(1)(2) instead of unlimited rights.

(Title 48 CFR 27.404(a)).

Obiligations Binding on Subcontractors

Subrecipient shall require all subcontraciors to comply with the obligations of this
section by incorporating the terms of this section info all subcontracts.

Child Support Assignment Orders

Under the lerms of this Agreement, Subrecipient shall comply with California
Family Code Section 5230 et seq. as applicable.

Minority, Women, And Other Business Enterprise Quireach Program

It is the policy of the County of Los Angeles to provide Minority Business
Enterprises, Women Business Enferprises and all other business enterprises an
equal opportunity to participate in the performance of all Subrecipient's contracts,
including procurement, construction and personal services. This policy applies o
all of the Subrecipient’s contractors and sub-coniractors.

SECTION V

DEFAULTS, SUSPENSION, TERMINATION, AND AMENDMENTS

Defaults

Should either party fail for any reason to comply with the coniractual obligations
of this Agreement within the time specified by this Agreement, the non-breaching
parly reserves the right o terminate the Agreement, reserving all rights under
State and Federal law.

Amendments

Any changes in the ferms of this Agreement, including changes in the services to
be performed by Subrecipient, and any increase or decrease in the amount of
compensation which are agreed to by the Subrecipient and County of Los
Angeles must be incorporated into this Agreement by a written amendment
properly executed and signed by the person authorized to bind the parties
therelc.
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SECTION VI

ENTIRE AGREEMENT

§601. Complete Agreement

This Agreement contains the full and complete Agreement between the two
parties.. Neither verbal agreement nor conversation or other cormmunication with
any officer or employee of either party shall affect or modify any of the terms and
conditions of this Agreement.

§602. Number of Pages and Atiachments

This Agreement may be executed in two (2} duplicale originals, each of which is
deemed to be an criginal. This Agreement includes (23) pages and (8) Exhibits
which constitute the entire understanding and agreement of the parties.
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IN WITNESS WHEREQF, the Subrecipient and County of Los Angeles have caused
this Agreement to be execuied by their duly authorized representatives.

COUNTY OF LOS ANGELES

By

WILLIAM T FUSOKA
Chief Exscutive Officer

By

SACHI A. HAMAI
Executive Officer, Board of Supervisors
APPROVED AS TO FORM

ANDREA SHERIDAN ORDIN
County Counsel

BY ) S
Principal Deputy County Counsel

By
WENDY L. WATANABE
Auditor-Controlier

BY : ——

City Represeniative/Title (signaiure) {Print Marme) Data
APPROVED AS TO FORM
BY

City Attorney (Signature) (Print Name) Date
ATTEST
By . . -

Chy Clerk (signature) {Print Name) Dale
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=xhibit A

Exhibit B

Exhibit C
Exhibit D

Exhibit E

Exhibit F

Certification and Disclosures Regarding Lobbying

Certification Regarding Debarment, Suspension, ineligibility and
Voluntary Exclusion Lower Tier Covered Transactions and

Certification Regarding Drug-Free Workplace
Grant Assurances

Final Rule: Procedures for Handling Protected Critical Infrastructure
information

Reimbursement Request Checklist and Form



DISCLGSURE OF LOBBYING ACTIVITIES

- EXHIBIT A

CalEMA 2.292
Approved by OB 0348-0048

Complate this form o disclose lobbying acivilies pursuant to 31 9.8.C, 1352

1. Type of Federal Actlon:

. cordract

grant

. cooperalive agresment,
loan

. loan guaraniee

. loan insurance

b. nltial award
¢. postaward

mEan e

2, Btatus of Federal Astlon:

[:] a. bidfofferfapplication

3. Report Type:
E Ea initial filing

b. matesial change

For Materlal Change Cnly:

Year .. Quarter.

date of last report

4. Name and Address of Reporting Entity:

Subawardee

Prime

Tier, #f known:

Congressional District, i knowr:

8. If Reporling Entity In Ho. 4 Is Subawardee,
Enter Mama and Address of Prime;

Gongressional District, i frown;

8, Federal Department!Agency:

7. Federal Pregram Name/Description:

GFDA Murmber, If applicabie:

8. Federal Actlon Mumber, i knowss:

9. Award Amount, i koo

0. 2. Name and Address of Lobhbying Entity
(¥ Indlvidual, last name, first name, M)
{adlach Conlinuallon Sheat(s) SF-LLL-A, If nucassary)

b Individuals Performing Services
{lasl nama, first name, M - include address if different from 10a)

1. Amount of Payment (check alf that apply) 1

b Actuai Plannes

42. Form of Payment {check all that applyl:

3. ¢ash e e
) B
boinkindspecify: 5

valwe

nature

18.Type of Payment (check all that apply):
7] a. retalner

EY b
e
[
B e

f. ather; spacify:

one-time foe
COmmIsSion
coniingent fee’

defarred

14, Brief Bescription of Servises Performed or to be Performed and Date(s) of Service, including officer(s), employee(s), ar
WMember(s} eontacted, for Payment indlcated in item 141 (attach Coninuatlon Shest(s) SF4LL-A, T necassery

18, @ Yas No

Gontinuation Sheestts) SF-LLL-A aflached:

i6.

tess than $10,000 and not more than $400,000 for each such Hilurs,

Informatlon requested through this farm Is authorized by Titfe 37 LL5.C. Section 1352,
This disclosurs of lobbying activiles is a material representation of fact upon which
reliance was placed by the tler sbove when this transaction was made or enlerad into.
This diaciosure is required pursuant fo 37 U.S,.C. 1352, This information wis be
reported {0 the Congress semi-annually and will be avallable for public Inspection, Any
perzon who falls fo file fhe required disclosure shall be subjedct to a civil papaliy of not

Signature: N

Name:
Title:
Tetephore:

(sran oodaf
Date:

Federal Use Qnly:

Authorized for Lotal Reproduction
. Btandard Form - LLL

Blsclosure of Lobbying Activifles - CalEMA 2-232 (Revised 24172008}




DISCLOSURE OF LOBBYING ACTIVITIES

CONCONTINUATION SHEET

Continuation of 40 a-h: additional sheels may be addad if necessary

Reporting Entity:

Appraverd by OMD 03480046

Continuation of 14: (additicnal sheets may be added if necessary)

Brief Description of Services and Payments indicated in item 11

Autharized for Local Reproducton
Standard Form ~ LL1L-A

Disclosure of Lobbying Activities - CalEMA 2-232 (Revised 2/1/2000)

Last Name First Na.me M
" Address cy - dip
Last Mame First Name M
Address " City T Zip
Last Namea First Name Mi
Address City Zip
Last Name ) First Name T M
Address Gty Zip



CalEMA 2232
Approvat by QM8 0343-0046

INSTRUCTIONS FOR COMPLETION OF 3F-LLL,
DISCLOSURE OF LOBBYING ACTIVITIES

This disclosure form shall be completed by the reporting entity, whether sub-awardes or prime Federal
reciplent, at the inftiation or recelpt of a coversd Federal action, or a materlal change to a previous filing,
nursuant fo Tile 37 U.S.C, Sacfion 1352, The {iting of a form is required for sach payrnent or agreemant
to make payment to any lobbying entity for Infuencing or attemplting lo influence an officer or employes
of any agency, a Member of Congress, an officer or emplovee of Congrass, or an employee of 8
Membaer of Congress i connectlon with a covered Federal aclion. Use the SF-LLL-A Continuation
Sheet for additional informatlon if the space on the form Is inadequate., Complete all Hems thal apply for
hoth the inltial filing and material change repart. Reder to the implementing guidance published by the
Office of Management and Budget for additional infarmation.

1.

[dentify the type of covered Federal action for which lobbying activity is andfor has been secured
to influence the outcome of a covered Federal action,

Identify the status of the covered Federal action.

ldentify the appropriate classification of this report. i this is a follow-up report caused by a
matertal change to the information previously reported, enter the year and guarter in which the
change occurred, Enter the date of the iasi previously submitted report by this reporting entity
for this covered Federal action,

Enter the full narne, address, city, state and zip code of the reporting entity. includs
Congressional Dislict, if known, Check the appropriate classification of the reporting entity that
desionates if it is, or expects to ba, 8 prime or sub-award recipient. ldentify the tler of the
subawardes, 8.9., the first subawardes of the prime Is the 1st fler. Subawards include hut are
not imited to subconiracts, subgrants and coniract awards under grants.

If the organization filing the repart in item 4 checks "Subawardee,” then enter the full ramse,
address, oify, state and zip code of the prime Federal recipient, Include Congressional District, If
known.

Emter the name of the Federal agency making the award of loan commitment. Include et least
one organizational lavel below agency name, if known. For example, Depariment of
Transportation, {nited States Coast Guard.

Enter the Federal program name or description for the covered Federal action {item 1), I
known, enter the full Catalog of Federal Domestic Assistance {CFDAY number for grants,
cooperative agreements, loans, and loan commitmenis,

Enter the rrost appropiiate Faderal identifying number available for the Federal action identifisdg
in item 1 {e.g., Request for Proposal (RFP) number; invitation for Bid {IFB) number; sub-grant
announcement number; the contract, subgrant, or loan award number; the applicationforoposal
cortrol number assigned by the Federal agency). Include prefixes, e.g.,"RFP-DE-80-001,"

For a coverad Federal action where thers has been an award or loan commiiment by the
Federal agency, enter the Faderal amount of the award/ioan cormitment for the prime ently
identified in tem 4 or 5. )

Disclosure of Lobbying Activities - CalEMA 2-232 (Revisad 2/12008)



10,

11.

12,

13.

14,

18.

16

CalEMA 2.202
Approvad by OxMBE 034803046

{a.) Enter the full name, addrass, city, state and zip code of the lobbying entity engaged by the
raporting entily identified in item 4 to influenca the covered Federal action.
{b.) Enter the full names of the individuai{s) performing services, and include full address if
different from 10 (a). Enter Last Nama, First Name, and Middle Inigial (M1).

Enler the amount of compensation pald or reasonably expected to be pald by the reporiing entity
{fer 4} to the lobbying entity {(tem 10). indicate whether the payment has been made (actual)
or will be made {plannad). Check all boxes that apply. if this is a material change repart, enter
the cumulative amount of payment made or plannad to be made,

Check the appropriate box{es). Check all hoxes thet apply. If payment is made through an in-
kind contribution, specify the nature and value of the in-kind payment.

Check the appropriate box(es), Check all boxes that apply. If other, specify nature,

Provida a spacific and detailed description of the senvices that the lobhyist has performed, or will
be expacted 1o perform, and the date(s) of any sarvices rendered. Include all preparatory and
related activity, not just time spent in actuat contact with Federal officials. 1dentify the Federal
officlal{s) or employes(s) contacted or the officer(s), employes(s), or Member(s) of Congress
that were contacted.

Check whether or not g SF-LLL-A Conlinuation Sheel(s) is attached.

. The cerfifying official shall sign and date the form, print histhar name, title, and telephone

number.

Fublic reporting burden for this collection of information Is estimated to average 30 minules per
response, including fime for reviewing instructions, searching existing daia sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send
comiments regarding the burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, fo the Office of Management and Budgst,
Paperwork Raduction Project (0348-0046), Washington, D.C. 20503.

Dizclvsure of Lobbying Activities ~ CalEMA 2-232 (Revised 2/1/200%)



EXHIBIT B

CEBRTIFICATION REGARDING
" DEBARMENT, SUSPENSION, INELIGIBILITY AND VOLUNTARY EXCLUSION
LOWER TIER COVERED TRANSACTIONS

This certification Is required by the regulations implementing Exaculive Order 12549,
Debarment and Suspension, 24 CFR Par t 24 Section 24.510, Participants’
respansihilities.

(READ ATTACHED INSTRUCTIONS FOR CERTIFICATION BEFORE
COMPLETING)

1. The prospective recipient of Federal assistance funds cerlifies that nelther it
nor fts principals are presently debarred, suspended, proposed for
debarment, declared ineligible, or voluntarily excluded from paﬂlczpaﬂon in
this transaction by any Federal department or agency.

2. Where the prospactive recipient of Federal assistance funds is unable to
certify to any of the staiements in this cenification, such praspeaiwe
participant shall attach an explanation to this proposal.

AGREEMENT NUMBER

CONTRACTOR/BORROWER/AGENCY

NAME AND TITLE OF AUTHORIZED HEF’F%ESENTATEVEI

SIGNATURE DATE



INSTRUCTIONS FOR CERTIFICATION

By signing and submitting this document, the prospective recipient of Federal assistance
is providing the certification as set out below.

The certification in this clause i 8 material represantation of fact upon which reliance
was placed when this fransaction was entered Into. i titis later deterrnined that he
prospective recipient of Federal assistance funds knowingly renderad an erronecus
certification, in addition to other remedies available to the Federal Governmeni, the
depariment or agency with which this transaction orginated may pursue available
remedies, including stspension andfor debarment.

The prospective recipient of Federal assistance funds shall provide irmmediate written
notice to the person 10 which this agreement is entered, if at any time the prospeciive
reciplent of Federal assistanca funds learns that its certification was erronsous, when
submitted or has becoms erpneous by reason of changed cirocumstances.

The terms “covered transaction,” "debarred,” “suspended,” “ineligible,” “lower tier
covared transaction,” “partiGipant,” “person,” " primary covered transaction,” ‘principal,”
“proposal,” and “veluntarily excluded,” as used in this clause, have the meanings set out
in the Definitions and Coverage sections of rules implementing Exscutive Order 12549,

. “The prospective recipient of Federal assistance funds agrees by submitting this proposal

that, should the proposed covered transaction be entered into, it shall nat knowingly
enier into any lower tier covered transaction with a person who is debarred, suspended,
declared ineligible, or voluntarily excluded from participation on this covered transaction,
unless authorized by the department or agency with which this transaction originated.

The prospective recipient of Federal assistance funds further agrees by submitting this
proposal that it will include the clause titled “Cerlifleation Regarding Debarment,
Suspension, Inellgibility and Voluntary Exclusion Lower Tier Covered Transactions,”
without modification, in all lower tier covered transactions and in afl solicitations for lower
tier covered transactions.

A participant in a covered transaction may refy upon a certification of a prospective
participant in a lower tier covered {ransaction, unless it knows that the cerfification is
grreneous. A particlpant may tecide the method and frequency by which it determines
the eligibiiy of its pringipals. Each participant may, but Is not requirad 1o, check the List
of Parlles Excluded from Procurement or Non Proourement Programs.

Nothing contained in the foregoing shall be construed 1o require establishment of
systemn of records in order to render in good faith the certification required by this clause,
The knowledge and Information of a particlpant is not requirad to exceed that which is
normally possessed by a prudent person in the ordinary course of business dealings.

Except for transactions authorized under Paragraph 5 of these instructions, if g
participant In a covered transaction knowingly enters into a lowar tier cavered
transaction with a persen who is suspended, debarred, ineligible, of voluntary excluded
form pariicipation in this transaction, in addition to other remedies available 1o the
Federal Governmeant, the department or agency with which this transaction originated
may pursie available remediss, Including suspenslon and/or debarment,



EXHIBIT C

CERTIFICATION REGARDING DRUG-FREE WORKPLACE ACT REQUIREMENTS

The Cortractor certifies that & will provide a diug-free workplace, In accordance with Siate law and State
Employment Development Department (EDD) Directive No. D907 by:

1.

Publishing a statement notifying employees that the unlawiul manutacture, distribution,
dispensing, possession or use of a controlled substance s prohlbited in the Contractor's
workplace and specifying the actions that will be taken against employees for violatlon of
such prohibition,

2, Establishing a drug-free awarenass program {o Inform employges about

4. The dangers of drug abuse in the workplase;

b, The Contractor's policy of maintaining a drug-free workplace;

c. Any avallable drug counseling, rehabilltation and empioyee assistance programs; and

d. The penalties that may be imposed upon employees for drug abuse violations ocourring
in the workplace.

3. Making i a requirsment that each employee to be engaged In the performance of this
program be given a copy of the statement required by paragraph 1.above,

4. Notitying the employes In the stalement required by paragraph 1. thal, as a condilion of
smployment under this progiam, the employee will:

a.  Abide by the terms of the statemant, and
b. Notify the Gontractor of any criminal drug statute convictions for a violation ocourring in
the workplace ne later than five days after such conviction,

5, Notifying the County within ten days after receiving notice under subparagraph 4.b. from an
employee or otherwise receiving actual notlce of such convietion,

8, Taking one of the following actions, within 30 days of regeiving notice under subparagraph
4.b. with respect to any employes who is so convicted by taking appropriate personnel action
against such an employes, up 10 and including termination.

7. Making a good faith effort to continue to maintain a drug-free workplace through
implementallen of the provision of this certification.

CONTRACTOR/AGENCY

NAME AND TITLE OF AUTHORIZED REPRESENTATIVE

SIGNATURE OF AUTHORIZED REPRESENTATIVE

DATE



EXHIBIT D

OME Approvel Mo, 03483-0040

ASSURANCES - NON-CONSTRUCTION PROGRAMS

Public reporting burden for this collection of informetion is estimated io avarage 15 minutes per rasponise, Including tlme for reviewing
insteuctions, searching existing data sources, gatherlng and maintalning the data needed, and complating and reviewing the colleslion of
information, Send ootments regarding the burdsn astimate or any other aspect of this collection of information, eluding suggastions for
redusing this burden, to the Dffice of Management and Budget, Paperwork Reduction Froject (348-0040), Washinglor, DC 20503,

PLEASE DO NOT RETURN YOUR COMPLETED FORM TO THE OFFICE OF MANAGEMENT AND BUDGETY.
SEND IT TO THE ADDRESS PROVIDED BY THE SPONSORING AGENCY.

HOTE: Cerlain of these assurancas may not be applicable to your project or program. i you have questians, pleasa conlact the
awarding agency, Further, cartain Fedoral awarding agencies may require applicants to cerlify to additional assurancea. If such

As the duly authorized representative of the applicant, | certify that the applicant;

t

is the cass, you will be notified,

Has the lagal authorlty io apply for Federal assistance
and the instituional, managsrial and linanclal capability
{including funds sufiicient to pay the non-Federal share
of project cost) to ensure proper planning, management
and complellon of the project described in this
application,

Wilt give the awarding agency, the Complroller Ganeral
of the United States and, ¥ appropsiate, the Siate,
through any authorized representative, accass o and
the right to examine all records, books, papers, of
documents related fo tho award; and wilf estahlish a
proper accourting system in accordanse with generally
accepled accounting stendards or agency directives.

Will establish safeguards to prohlbit employees from
using thelr posiions for a purpose that constiiutes or
presents the appearance of personal or organlzationat
conflict of interest, or persanal galn.

Will inlfiate and complets the worlk within the applleable
time frama after receipt of approval of the swarding
B{ancy.

Wil camply with the Intergovarnmentat Personnal Act of
1970 (42 U.S.C. §§4728-4783) relating to prescribed
standards for merit aystems for programs funded under
ona of the 19 statules or ragulations specified In
AppaendiX A of OPM's Standards for a Merlt System of
Personnel Adminlstration {5 C.F.R. 980, Subpart F),

Will comply with all Federal staluies relaling lo
nondiscrimination. Thesa include but are not limlted to:
(8} Tite VI of the Civi! Rights Acl of 1564 (L. B8-353)
which prohibits diserimination on the basis of racs, onlor
or national osiging (b) Tite X of the Education
Amentdments of 1972, as amendad {20 U.8.C. 881681~
1683, and 1885-1686), which prohiblis discrimination on
the basis of sex; {c} Section 504 of the Rehabiiltation

Prevlous Edijten Usable

Authorized far Local Reproduction

Act of 1973, as amended (29 U.S.C, §794), which

prohibits discrlminaticn on ihe basls of handicaps; {d)

the Age Discrimination Act of 1975, as amended (42
1.8.C. §5§8101-6107), which prohibits discylminalion

on the basis of age; (8} the Drug Abuse Office and

Traatment Act of 1972 (F.L. 92-255), as amended,

relaing to nondiserimination on the basls of drug

abuse; (f) the Comprehensiva Alcohol Abuse and

Alcoholism Preventlon, Treaiment and Rehahilitatlon

Act of 1970 (P.L. 91-818), as amended, refating to

nendiscrimination on the basis of alcohol ahuse of
alcohafism; {g) §§523 and 527 of the Public Healih
Service Act of 1912 (42 1.8.C. §5§290 dd-3 and 260 ee-
3), as amended, relating to confidentiality of alcchol
and drug abuse patient records; (h) Tile VIl of the
Civil Rights Act of 1968 (42 U.8.C, §§3601 et seq.), as
amended, relating fo hondiscrimination in the sale,
rental or financing of housing; () any other
nondiscrimination provisions in the specific statute(s}
under which application for Federal assistance iz haing

madse; and, () the reguirements of any other
nondiscrimination statute(s) which may apply to the
application.

Will comply, or has already complied, with the
raquiraments of Tifles § and i of the Uniform
Relocation Assistance and Real Property Acquisition
Policies Act of 1670 (L. 91-848) which provide for
falr and equitable treatment of persons displacad or
whose property Is acquired as a reaull of Federat or
fadarally-asslstad programs. These raquirsments apply
to afl interests in real property acquired for project
purposes regardless of Federal porilcipation in
purchasas,

L]
Will comply, as appileabla, with provisions of the
Hateh Act (6 LLE.C. $§1501-1508 and 7324-7328)
which fimit the potical activities of employees whoss
principal employment ackvities are fundad in whole or

Jin part with Faderal funds,

Standard Form 4248 (Rev, 797}
Proseribed by OB Ciroular A 02



9.

10,

i1

Will cernply, as applicable, with the provisions of the Davis-
Bacon Act (40 L1.8.C. §§276a to 276a-7), the Copaland Act
(40 U.8.C. §276c and 18 U,8.C. §874), and the Contract
Wark Hours and Safety Standards Act (40 U.5.C. 88327
333}, fegarding labor standards for federally-asslsied
vonskuction subagreements.

will comply, #f applicable, with floed inswance purchase
raquirements of Section 102{a) of e Flood Disastar
Protection Act of 1973 (P.I. 93.234) which requires
raciplents in a special floed hazard aveato pariicipate in fhe
program and {0 purchase flood insurante §f the total cost of
insurable construction and acquisition is $10,000 or mora.

Wilt comply with environmentaj siandards which may be
presoribed pursuant o the following: (a) insfitubion of
environmental quality contrel measures under the National
Environmental  Polley Act of 1962 (P.L. 91-190} and
Executive Order (EQ) 11514; (b) nolificaion of violallng
{achities pussuant to EO 11738; (¢} prolection of weliands
pursuant to EQ 11990; {d) evaluation of floed hazards in
floodplaing In sccordanca with EO 11288; (o) assurance of
project consistency with the approved State management
program developed under the Coastal Zone Managamant
Act of 1972 (16 U.S.0, §§1451 et seq.); () conformity of
Faderal actions to State (Glean Alr) Implsmentation Plans
under Section 176(c) of the Clean Alr Act of 1855 as
amended (42 U.S.C. §§7401 et seq.); (g} protection of
underground sources of drinking water undsr the Safe
Dvinking Water Act of 1974, as amended {P.L. 93-523);
and, (h) pratection of endangered species under the
Endangered Specles Aot of 1973, as amendod (P.L. 93-
208).

14.

Will comply with the Wild and Socenlc Rivers Act of

- 1988 {18 U.8.C. §§1271 of saq.) related io prolectng

13,

4.

15.

16.

17,

components or potential components of the npationat
wild and scenic rivers system.

Will assist the awarding agency in assuring compiance
with Section 106 of tha Netlonal Histeile Presgrvation
Act of 1968, as amended {16 U.8.C. §470), B0 11553
(identification and protection of historle properties), and
the Archaamoiogical and Historic Presarvation Act of
1974 {16 U.8.C, §8§488a-1 el s8q.),

WIH gorpply with P.L. 93-348 regarding the protection of
numan subjacts nvelved in research, development, and
refated activities supporied by this award of assistance,

Wil comply with the Laboratory Anlmal Weifare Act of
1966 (PL. 89-544, ag amendad, 7 L.5.C. §§21317 et
sa.} partaining to tha care, handiing, and treatment of
warm blocded anlmals held for research, {saching, or
oiher aclivities supporied by this award of assistance,

Wi comply with the tead-Based Paint Polsoning
Frevenlion Act {42 U.S.C. 854801 el saq} which
prohibits the use of lead-based paint in constuction or
rehabilitation of residance structures.

Will cause to bs performed the required financial and
sompllance audits In accordance with the Single Audit
Act Amendments of 1998 and OMB Circular No. A-133,
"Audits of States, Local Governments, and Non-Profit
Organizations,”

Will comply with all apphcable requirements of all other
Faderal laws, execulive orders, regulations, and policles
govaring this program. '

BIGNATURE OF AUTHORIZED CERTIFYING OFFICIAL

TIVLE

APPLICANT ORGANIZATION

DATE SUBMITTED

Standand Form 4248 (Rev, 7-97) Back
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September 3, 2006

Part 1V

Department of
Homeland Security

6 CFR Part 20

Procedures for Handlng Crltdcal
Infrastructure Information; Final Rule
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Fedaral Register/ Vol 731, No. 170/ Friday, Septewber 1, 2005/ Rules and Regulations

DEPARTMENT OF HOMELAND
SECURITY

Ofifee of the Secretary
i CFR Part 29
N tE0t-Anld

Procedures Tor Handing Critlcal
Infrastructare Informatlon

AGENGY: Oifice of the Secretary, DHS,
AGTION: Finel rula,

SUMMARY: This final mle amends the
February 2004 Intarkm Rule establishing
uniform procedures ko imploment the
Critical Infrastructure Tnformaiton Act
of 2002. These procedures govern the
recelpt, validation, hendling, storags,
marking, and vse of critical
infrasttucture information voluntarily
submitted o the Department of
Homeland Secarity. The precedures ssa
applicabla to all Yederal, State, Jocal,
and tribal government agenciss and
contractors that have access to, handle,
use, or store oritical infrastucture
information that enjoys protection
under the Critical Infrasirucige
Information Act of 2002,

DATES: Bffective Dote: This final rule s
effective September 1, 2006,

fOR FURTHER INFORMATION COMNTALT:
Laura Kiraberly, Divectorate for .
Preparedness (202} 360--3923, not a lall-
free call,

SUPRPLEMENTARY INFORMATION:

Table af Contents

L Intraduction
L Mujor Issues in tha Fobynery 2004 [ntexim
Rula
A Iadiract Submissions of PCII
B, Definitlonal [ssues Afecting Qualifying
Information
{1) In tho publiz demain
(2) Voluntazy or voluntarily
C. Protocted and Noa-Profecied
Tnforsnatios
{1] Portion Marking
{2]) Dafinition of PCI
{3} Sourca of the nformation
(4} Interplay of Sections 214(3)(3}G) and
214(c) of the CIi Act
{5) Good Faith Submlission of CIT
18} Communications with the Submitdng
Person or Eniity
. Loss of Protected Statug
E. Shuzring of PCII with Foreign
Governmonts
F. Bmergensy Dgclosime of PCIL
1L Other Changos to tha Ride by Section
4. Purpase and Scopa: Sectlon 79,1
B, Definitfons:; Section 29.2
C. Eifsct of the Pravisions: Sentien 29.3
D. PCH Program Administration: Seclion
28,4
E, Requitemenis fox Protection; Seetion
235
*{3) Express Slatoment on e Information
[2] QOzal Stuterments

{3} Gortilioation Statemeaat

{2] Submission 1o the Program

¥, Acknowledgment of Receipt, Validation,
and Marking: Section 29.8

(1} Proswnption of Protoction

{2) Marking

(8) Acknowledgement

{4) Determinations of Nen-Protocind Status

{5} Chemges from Proterted to Mon-
Protecied Status

G. Safbgueding of POk Section 29.7

K. Disclosure nf PCIL: Section 290.8

1. Investigatlon snd Reporting of Vielatien
af PCL Procaduras: Secton 29.8

TV, Ravigion of Part 29
W, Conslderation of Vazious Laws and

Bxoculive Orders

A, Adminlsteative Procedures Act

B, Executive Grder 12066 Assessment

C. Regulatory Flaxibility Act

D, Unfunded Mandates Raform Acl of 1985

E. Small Business Ragulatory Bnfpicoment
Act of 1998

F. Exacutive Order 13132—Federalism

G, Exocutive Order 12988—-Civil fustive
Raform

H, Paperwork Reductlon Act o[ 1085

1. Envizonmental Analysis

PARY 23—-PHOTECTED CRITICAL
INFRASTRUCTURE INFORMATION

Tabla of Ahbrevialions
In 1his document, the followin,
abbseviations are comumtonly used:
APA—Adminisiradve Procedurs Act
Cii—Critlesl Infrastrociure Information
O Aci—{siticsl Infrastestcture Information
Act of 2002
DHS-—Daparkinent of Homeland Secuity
FOLA—Frasdom of formation Act
HS5A—Homeland Sacurity Act of 2002
I5AQ—Information Sharing and Analysis
Organdzation
NPERM—Notine of Propesed Rilemaking
PCIl—Proteted Cridesl Infrastructure
Information
POHMS-~Pratactad Crities) Infrastructure
Inforreaiion Management System

L. Introduction

The Cridcal Infrostrocture
Information Act of 2002 (CI] Act)®isa
eruclal tool in facilitating the
Depariment of Homeland Security's
[DHS) analysis of Infrastruckurs
vilnerability and related indformation for
plamning, preparadness, wanings and
other purposes. The Gl Act enables
DHS to collaborate sffectivaly to protect
America’s critical Infrestructure, aighty-
five porcent of which is in the private
sactor’s hands, The Ul Act suthorized
DES to accept information relating to
critieal infrastructurs from the public,
ownars and aparators of critical
infrastrocture, and Stats, Jocsl, and
tribal governmental entities, while
limniting public disclogure of that
sansitive information under the

*Homaland Secucdty Act of 2002 (HSA) Pub, L,
108275, 15t I, aubikt. B soc. 221, 110 Stat. 2135,
2150 fNay, 28, 2002} {G 11.5,C, 131-124).

Froedom of Information Act, 5 1,5,C.
552 {FOLA), apd other laws, rules, and
Processed,

In responding te commanis and
draftlog this final rule, IS has besn
cazeful to further the puiposes of the
Protacted Critlcs! Infrasiracture
nformation (PTIT) Program as an
offactive antb-terroxism too] while also
carefully observing ks limitations, For
the PCIE Prograin to be successful, DHS
believes that the rule must be a clear
und cortain as possible, yet flexible to
Tespond to chunging conditions. Among
othar menrsures, this fined yoje

¢ Clarifioa that a submittal valideted
a3 PCH wikl not therealler lose its
protected status axcept under & very
narrew set of chigurmstanges {section
20.5(g));

= Royguires that PGl will ba shared
enly for the Hometand Security
purposes specified in the statute and in
no event for other vollateral regulatory
purpoeses (section 29.3{b});

a Pravides the PCH Prograwm Manager
with the Aexdbility to designate certain
types of infrastructure information as
presumptively valid PCIL in order to
accelerate the validation process and
provide groater cerlointy to potential
submitiers {section 29.6()))

s Provides that submissions not
validated as PCII be returnad to the
wubrailter or destroyed (section
20.8(a)(2](i1));

= Provides for submission of CI1 for
protection through DHS field
reprasentatives (section 2&.5(a}{1));

¢ Identifios procedures for indivect
submigsions 1o DHS thwough other
Federal agencisa (sections 29,3(f),
29.5(a){1), 20.6(h), (d)); and

» Simplifies the lnformation
submission process (aection 29,6}

On April 15, 2003, DHS published a
notice of proposed yulemuking [NPRM)
regarding the establishment of the PG
Program, 88 FR 18523 [Apr, 15, 2003),
Whittens coraments wers accapiod
through june 18, 2003. DHS received
117 sets of gomaments,

DHS subssguently pubHshed ao
{rterim rule on Febrnary 20, 2004 ai 69
FR 8074, In the February 2004 Interlm
Rule, DHS responded to the public
comznents received in responss to the
Initial NPRM und iavited additional
public comments. DHS recelved 42 sety -
of responsive commends fram varjous
entitisy, including trade organizations
wriling on hebalf of their membership,
privats sector and public fntevest
entities, one State government agency,
and individual commenters, Tha
comuments may bo reviewed at htip://
www.dky.gov/dhspublic/intarapp/
editorial{editorial 0239, xml,
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IL. Major Issnes o the February 2004
Interim Euals

DHS bhas resolved several majar issues
raised in public commants on tha
Fabruary 2004 Intorim Rule. The
following sections identify specific
igsues raised by commenters and
describe how these issues have besn
resolved,

A, Indirect Submissions of PCU

Ths preamble ta the February 2004
Interian fale discussed indirest
submission” of CIT. Section 28.2 of the
WPRM = defined “submission of U1l i
DHS," to include “either diractly or
indirgctly via pnother Federal agency,
which, upon receipt of the CI will
forward it to DHS.™ In section 29,500)(1),
the proposed ruls provided that CIl
would receive the protections of the CIT
Aot only when the information was
submitied either "divectly to the IATP
[Preparadnass] Directorate or indirectly
to the DHS TATP Direciorate by
submitling it to any Tederal agency
which then * * * forwards the
information to the DHS AT
Diractorate.” Other provisions of the
proposed rla specilically raquired
submittals to ba made to the PCH
Program Menager, either directly or
indirpctly,

DHS responded to the public
commsnts on indirect subrmission
racaived in the February 2004 Interim
Final Rule, The preambls stetad that, in
light of subatantial concern sbout
allowing indireet submissions, DHS had
removad referonces to indiract
sabiissions kom the rale and mads
clear that submissions snust be mode to
the PCI Program Manager or the POIT
Program Manager's designees, At the
same 1bme, DHS noted that it had
recoived coraments veoicing support for
indirect submntssions, These comments
favored the NPRM original intent,
which was to facilitate information
gharing with the Federal government
through established relationships
between owners of the nation’s eritical
infrastruchire and those Faderal
sgencies that are sactor leaders for
partiowdar infrastructure, Accordingty,
after the PCI Program had become
operational, and pending fiuther
anatysie, the final mie might allow for
indirest submissions. The Fabr
2004 Intorim Rule invited additional
public compment,

Twanty additional sets of comaments
on this subject wers recelved. Nine
commentary opposed allowing indirect

* For nass of reforonce, oll referanced in this nal
cule 1o dections or paragraphy without fal] citatien

rafer 1o soctions and paragrapls of promulgatad &
CFR pazr 2g.

submissions, citing such conbidesations
as the restrictions imposed on the use of
PCH, copcerns ahaut the protection of
submutted CH within agencies athar
than DHS, the patential for confusion as
to what other agencies mey do with
information in their posgession, and the
visk of an appearanca that PCI had been
misused. 8b¢ other comenters
considered indirect submissions

-problamatic and belleved that

parmitting such submissions would
reuire additional clarification or »
aystom of chiecks and balances, On the
other hand, five oigantzations warned
that not allowing indirect submissions
wounkd run contrary to their normel
inforsmation flow with Fedaral agenciss
ather than DHS,

Upon considering these comynents,
DHS has congluded that certain Fadaral
porsormsl outside the Program
Managsr's Office at DHS {"Program
Offive™), lnchading certain: DHS field
roprasectatives and certain personnel in
ntfler faderal agencies, shmudd by
perraiited o receive and forward Clf ta
the Program Manager, but that (absent a
categorical inclusion, discussed balow
at section OLF.) only the PCI{ Program
Ofiice withdn DHS will be authoyized 1o
make ths desision as to whether to
validate a subiissien as PGI, The POIE
Program Manager will autharize
porsonnel in Federal governmesdal
entities other than (he PCH Program
Offica to arcept 3 submission on hehalf

. of the Progsam Otfics, but only when

such persounel are trained to ensura
compliance with the requirements of
this tinal rule. The PLI Program
Manager will normally take this stap
only whan the particular governmental
entity; {1} Hes appointed a PG Officor;
{2} has the nacassary staff, who ara
tralned in PCH proceduces; {3} has
implemented mapaures to comply with
this final rule; and {4) hae agroed that
the PCI Program Oifice may at eny tims
varify that agency’s compliance with the
Final Rule and other progrem,
raquiremsnts. See section 28,5, Note
thet this final rule doss not restrict the
wntharity of the Secretary ox the PCIT
Frogram Manager tv designate ofilcials
t2 receive CIf ox taks other actiors in
axigent clrcumstanges,

B. Definitional Issues Affacting
Qualifying Information

According to section 214[){1) of the
CIE Act {8 TLS.C, 133(a)(1)), "oritical
infrastruchere Information” that ls
“yoduntarily submitted”™ to & *covered
Federel agenay’ (.o, DHS) for its use
for the apecilied purposes, whan
aceampaniad by an Maxprass
statemnsnt,” quakifies for Gl Act
protections, Section 2123} of the CT¥

Act (8 U1.8.C, 131(3)) defines "critical
infrastructors juformation” to meax, in
pertinent part, “information not
customarity in the public domain,” and
sectlon 212(7) of the CI Act (6 U1.S.C,
1347)) defines “volantary.” Ia the final
wule, changes have baan made to two
definitions that are ralovant to these
statutary provisions, and corollary
definitions have been added.

(1) It the Public Domain

1o the preamble to the February 2004
Enterim Rule, BHS declined to interpret
fuzther the mesning of “information not
sustomarily in the public domain,”
Three commentsrs on the February 2004
Tnterim Pule urged that this phrase be
defined. In response, in sectior 29.2{d),
DHS has defined "in the public
domain® in part as “information
lewiully, properly and regularly
disclosed gansrally or brandly to the
public.” This definitior draws in part
on seciion 214c) of the C Act (5 U1.5.C.
133(c)}, which silpuletos that nothing in
section 214 constrains the cellection of
critten] infrastructurs information
“facluding any informetion luwfully
wid properly disclosed generally or
broadly to the public * * . The new
definition further identifies cortain
types of information that are considered
not 1o be in the public domain—
epecifically, “tnfermation reparding
systamns, facilities, or oparational
sacrity, or that is proprietary, business
sansitive, or which might ba used 10
identify o submliting person ox entiey.””

(2) Voluntary or Voluntacily

The definition of “veluntary” in
section 29.2 of this rule rmplements
section 212{7)(A} of the CIF Act (8 U.8.C.
1917}{A}), which provides that s
mbrodital of GIF is not “voluntary” if
auch information is provided pursuant
to the exarcige of legal suthority by T3S
{the "novered agency™) to compel access
to or submission of the informakion,
Four commenters atgued for a broader
disqualification of information
submitted to other Federal agancies
pursnant to such agencles’ exerciss of
their legal autharity, The language of
sections 212{2) and 212(7)(A) of the CII
Act {8 U8.C. 191{2) and 132(7}(4)} do
not support such & reading and I1HS has
not adopted i,

Whethar information provided to the
PCH Program manager is “vohuntarily
submitted” is {o ba determined at the
timo Ol is subsmaitied, Tha terms
Ygubiuitted” and “reliad upon" in
soction 21.2(7)(BYiH) (5 1L5.C,
13147}(B)(ii}} are hoth Tetraspectiva in
nature, Doth employ the past tense and
botk apply to actions before the date
that infermation is submitted to the PO

L
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Progeant Manager, As diswussed below
in gection I, the provision in section
29.6(f) of ibe Fobiuary 2004 Interim
Fnis allowlng a change of status from
“Protected” 1o "non-Protectad”’ besed
on a subsaquent requirement that the
information be submittsd to DHS bas
been eliminated. This does nol mean
that DHS conld not obtain related GO
available undar other DFS legal
authority leter in fima, It does mean,
however, that the apecific deoouraents
voluntarlly submitted as PG will not be
publicly released. See saction 214{c) of
the CH Ast (6 U,5.C. Iaaéc)].

Section 212(7){B)(1) of the Cl Act (B
U.S.C 131{7(B){14)), excludas from the
definition of "voluntary,” information
or atatements *‘submittad or relled upon
a3 a basts for making licensing or
permitting determinations, or during
regulatory proceadings.” Nalther the
tersn “Hicensing or peumitting
deferminstions” nor “regnlatory
proceedings” is defined in the CII Act,
and the CII Act does niot atate explicitdy
ta whors the information or staternents
must have been submitted or which
agency redied wpon them, One
commenter urged greater procision {n
the definition of “voluntary,"” and meny
commettory expressed concern over the
potential impact of the PCI Program in
a "regulatory”™ context.

3HS agraes thet the terms ghould be
defined with greater pracision, kt is clear
throughont the statute that the tarms
“voluntary” and “voluntarily"” refar
wanly to submiseions intended to raach
DHS. See section 212(2) of the CH Act
{6 LE.G. 131{2)) {*covared Federal
Apancy" means the Department of
Hoseland Security); sections 212(7)(A),
and 214(a)(1) of the GII Act (8 TLS.C.
131(%){A), 233(a])(1)}. Section
212(7)(B}ii) of the CIf Act (6 U.8.0,
39 U7HBY), Incorporates the concept
of “voluntary submissions,” which, by
its definition, involves only submisgion
to DHS. Subsaction 212(7){b)i1) limity
only the scape of a voluntary
submission to DHS, Thus, it i
reasenable and appropriate to interprat
the terms “lcensing or permiiting
determinations” and “regulatory
proceedings” n section 212(7){B)i1) ns
teferring to such actvities within DHS
and DHS bas doge so. This is fully
consistent with other provistons of the
ClI Act {soctions 212{c) and 212{d)),
Any broader interprelation would be
inconsistont with Congress' purpose in
craating tha Act and impossi%la o
administer effectivaly, Indsed, it i
diffioult 1o imagine how DHS could
faastbly dstevmine if and when any
"informatlon or staternents' in GIU bad
been previously submitied to or volied
upou by any Foderal sgency other than

DHS ox any State, local or tribal entity
in 2oy public or private proceeding
fhroughoeut Hime,

¥Further, the definition has been
altered to reflact that snbmisslons may
be accepted from a *single state or local
governmental entity; or a privats sntity
ar person; ar by an I5A0 acting on
behalf of itg members ot otherwise™ to
addvess confusion sxpressed by
petyntial submitters bagssd on
tnnecessecily narrew constructions of
the definition of a submitter.

C. Protected and Non-Protected
Information

Several tasuas have exisen as to what
portiong or aspects of submitted
information should enjoy the
protections of the CII Ack, end under
which clrcunisieaces inforimation
should unjoy protection.

{3) Portion Marking

The preamblo te the Febriary 2004
Interlm Rule raparted that aithough six
public comments rdvocatad a
1equirement for maxking those portions
of submitied inforrmation that are
entitled {o protaction under the CIT Act,
DHS hed concluded that “portion
marking” should not be required. Una
gommentsr on the Februnry 2004
Interim Rule contestad this position.
HS bas considered these comments
but has not aliered lis conclusion.
Accordingly, vo portion marking will ba
raquirad.

(2) Definition of PCI

The CH Act definas CH i saction
212{3) {6 1U.5.C. 131(9)). DHS balieves
that any information, statements or
uvther material reasofably necassary to
explain the CII, put the Il in context,
or deseribe the Importenge or nse of the
Cli are appropriately within the scope of
the protections intended by the CH Act,
Accordingly, the definition of
“Protectad Oritical Infragtructore
{nformation,” ox YPCILY in sestion
28.2{g) bas been wmodified o reflect this
clavification.,

(4) Sairce of the Information

Tha definitiun of “Protected Critical
Ifrastructure Tnformation,™ ox "PCH” in
secton 29.2 of the Febmary 2004
Interim Rule provides that the “identity
of the suhmitting person or antity"
erjoys the protections of the QI Act in
parity with thae information submitted,
Two somoments exprassed concern abouy
the “anonymity” of thoge on whose
bahalf an Iaformation Sharing and
Analysis Organization (ISAD) might
subrnit CIL DHS recognizas that
information may be submittad on behelf
of othexs by an ISAQ pr trade

association, HS agraes and section 29.2
hes heen amendad ta clarify that the
Act’s protections extend to the identities
of those persons or entitiss un whose
behalf the information was sebmitted
and 1o any other fnformation that could
be used to discover such identities.
Section 29.8{n), relating to disclosure of
infonmation to eppropriate entities oz to
the peneral public, has been conformed,

{4) Interpley of Secilons 214(a)(1{C) and
214{c) of the CIT Act

Cuestions have slso artven regarding
the meaning of ssction 214(a}1)€) of
the CH Act (6 U,8.C, 133fa}(2){CN: PCI
“shall nut, withou! written consent of
the parson o entity submitting such
information, be usad directly * * *in.
any civil Utigation * * * if such
information 1s submitted [to DHS} in
good fith,” The issue is whether
information in the hunds of submitters
will, by virtue of volumtary submdssion
to THHS under this provision, be
unavatlable for use in civil litigation,
When CH s submlited axd validated fox
protection under the Act, the
information and decuments provided,
eng drafts and copies thereof retained
by the submittar(s) or person working
with the submitterfs), as well as any
discussions with DHS yegarding the CH,
shall be considered PCI and canmot be
the subject of civil disgovery or other
dirsct uee in any civil litigetion without
the submitter's consent. DHS interprety
the statwtory phrase “any civil action”
in section 214{a){1)}{C) of the C Acito
include civil litigation in any form or
forum whether the United States s or is
not u party. DHS disagrees with the
notion, suggested by some, that the,
statutory language would pevmit civil
discovery of such information while
prohibiting 1ts use as evidence at biial,
This dichotomy makes Httle sense,
“DHscovery” of the information in & civil
acton, with all it entails, 19 in fact
“direct” use of the information. The Act
is structured to spur gwners of G and
others 1o avaluate and shave CIT
vulnerabilities and other sensitive
information with the Departmens,
Greating a clvil discovery loophale to
the pratections of the Adt would impeda
such cocperation and be fundemaatally
oconaistent with the languaga and
purposes of the Ant. .

It is slso important o focus on section
234(e} of the CH Act (6 U.8.G, 135¢c)).
Thet provision {ndicates that the Act
shall not *be construed ta linit or
otherwise aliact the ability of a State,
local, or Faderal goverament entity [or
private litigant] * * * {0 ehtain critfeal
Infrastructure taformation in a manner
not covered by saction 214(a) {8 11.3.C.
133{a}}, While PCH, including the
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apinions, evaluakons, conclusions or
analyses that were submitted, may not
be used direcily in clvil litigation,
independently extsting fastual
information obisined independently by
a civil litigant from sonrces other thex
the PCII cen. peesent a different question,
wnder sacton 214(c).

{5) Good Faith Submission of 0T

Seciion 29.2(n) was boseried In.
response to a commenter's request for a
definition of “good faith.” This new
section provides that any information
that cuuﬁd b ressonably considered CIf
information, as defined in the
roguletions, is subruittad ko good faith,
The subsequent validation af auch
Information ea PCH by the PCI Program
Office, or the inclusion of such
information in « category of pre-
validated information, definitlvely
astablishes the submission as having
haon madsa in good faith.

(8] Communications With the
Submitting Person er Entity

Another matter that the February 2004
Interim Rufe did not address is
cormuonications of the PCH Program
Cfice, or of other authorized recipients
of PCH, with the suhmitting person or
entity about the submittal oz the
submiited information. Part of the
purpoze of the CII Act ia to encourage
fronk and epen discussion with DHS
regarding CO. it would defeat the
purpose of the Act to daclare such
axchanges as outside the context of PCIL
Certain communications are specifically
intended to perform the fonctions
smumerated m sections 29.6(d), (8){2)
and {f}, 29.8(e}, and 28.9(c), or to inguirs
whether the submitting person or entity
consents to disclosures of the submitted
infommation. Chenges to sactions 29.8()
and 29.8{d}{2), and new section
20.8(6)(2)(i}(1] £l the void by
anthorizing the disclosurs of PCU by
Fedsaral government officers, employees,
and conteactors, as woll as State, local,
and tribal governmental entities in order
to facilitate communications with a
submitting person or an authorized
person on behalf of a submitting entity,
about & CH subrnissiup by thet parzon or
ettty

D, Loss of Profected Status

Section 20.5(1) of the Februaty 2004
Interim Rule responded to commeants by
providing for changes from “Protected”
to “non-Protacted™ slatus when the
submitting person or antity xequasted
the chaoge in writing, or when the PCI
Progran Manager: ot his or her designee
determined that "the infivmation was
customarily &1 the public domain, is
publicly available imugh legal means,

or &g requized to ba submitted to DHS by
Federal law or regulation,” Two
comangnters sought clarification ofor a
change to this section.

Two of these criteria allowlng a losa
of protectod status have besn removed
by this #inal rude. Fivgl, the test that
would allow a lpss of protacted status
bacausy the submitted information "is
publicly available through legal means™
has been deleted becanse the CH Act
does not provide for a chenge in status
on this grourd, Second, as notad above
in the dlscussion of the deflnition of
“yolurtary or voluntartly," the test that
wodd allow a loss of protected status
becauss the submitted information “is
required to be submitted to DHS by
Fereral law or regulation’’ has been
gliminaied, This changs haa beon mada
bacause the definitional exclugion in
sectlon 212(7)(A) aof the Cif Act (8 1.5.C.
132{7){A)}, and the secton 28.2
definition of “voluntary ar voluntadly”
vofars expresaly to the time of submittel
and ig thus retraspective only. This doss
not, of course, prevant IHS from using
current or future puthosity o mandate
submission of any Informetion.
However, prior voluntary submissiong
under the Gl Act may only be utilized
in accordancs with the Act's provisions.

B, Sharing of FCIT With Forsign
Goverrinents

Ten cormmenters exprossad comcarns
abeut the Febraary 2004 Interim Rule's
provigion on “Disclosure to foreign
governments” in saction 29.8{}). Some
pointed to wn smbiguity as to whether
this subsection was intended to aliow
{he sharing of PCI with forsign
povernmsnts, without the consent of the
submitting person or entlty, 16 an extent
greater than would result from the
issnance of advisories, alerts and -
warnings under section 214(g] of the CIX
Agt. Commenters argued that if that was
the Intent, it waes unautherized by the
CI Adt,

DHS envisions sitvalions in which
intarnational cooperation is required to
combat terrorism, and PCIE may form
pazt of 8 warning to a foreign
governmenial entity, In thosse cases,
sppropriate cooperation may be
socomplished as a warning undar
section 214(g) of the CIF Act.
Accordingly, former section 29.8(j) i«
unnaceseary snd hae baea omitted.

F. Emexgency Disclosure of PO

One commenter noted that excepiions
should be dralted inte the final Tuls that
allow for the disclosare of spectfic
tnformation when there is an emergency
that threatens wideapread infuzy or loss
of 1tfe, and that sueh discloaira must
not be contingent on the prior writlen

gonsent of the submitter, In rasponse to
this comment, DS has modified
section 29,8{e) to permit the use of PCTH
in advisories, alerts, and wamings
without the consent of the submitting
parson or antity, but prior {e doing so,
IFHS must “iake appropriste actions to
protect * * * informetion that is
proprietary, business sensitive, velates
spacifically to the submitting persas, or
entity, or is otherwlee not appropriately
in the public domein™ (section 214(g) of
the GIf Act (6 U.5.0. 133(g)).

121, Other Changes to the Xule by
Secting

A, Purpose and Scope: Section 28.1

The Febrnary 2004 Interim Ruls .
Emuided that warnings conld be {ssuad
y DHS that were predicated upor CIE

sobmaiasiony provided that the
“identity” of the submitter was
protacted end the diselosmee did not
rosult in the public dissemination of tha
submitter's business proprietary/
sengitive informetion [i.e, information
that is not “customarly avatlable” in
the public domain}. The requizament to
protect the “identity” of the disclosure
bas bieen broadened te pratect fhe
“souzee’ of infarmaation, n well as
information thet might ba nsed to
{dentify the subroitting peséon of entity,
This broader formulstion tracks the
lenguege in section 214(g)(1) of the CO
Act {6 U.8.C. 133{g)(32)). it also
recognizas that thare may be instances
inwhich PCIL is provided to DHS by an
1SA0 or trade association. In such a
cage, confidentiality should extand ta
both thy submitter of the information
(the [SAG or trada sssociation} and fo
ths individual that providad the CI to
tha ISAQ for submission. s hes
benome particularly important with the
developntent of collaberailon with
induptry-wide working groups and
I8ACs. The phrase “otherwise not
appropriately in the public domain”
was drawn from saction 214{g){2) of the
CH Act (8 U.5.C. 183{gH2]), and replaces
“eustomerily available,” This change s
intended to conform the language in this
final rule to the statute and to be mors
protective of an owner or cpezator's
proprigtary or business contidential
information. Then relavart portions of
the revised definition of “in the public
domein” fn section 29.2, discussed in
detall in section Il ehove, has beon
added to this section,

With respact to the “Scops” of the
$OH rude set forth in section 28.1(5), tive
comomenters asked for clarification of
the intenalationship bebwean the
proceduras established by this mle and
the reguirernents fox the handlng of
other types of homeland security
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information, such as Sensitive Secusity
Informaetion {S31). This rule covers Gil
volunteriky submitted to DHS when
accompanied by the statatory express
statement, While other Faderal spencies
are not raquived to partteipaie in the
PO Programa, those hat do desive to
perticipate must first undergo
sppropriate fralning programs and iske
necassary steps to adiere to the statute
and these regulations tv onable the
owners of the information to reneive the
full protentions for their G provided for
in the CII Act. When information that is
voluntarily stbmitted to the Federal
government wests the definitton of 851
n 48 CFR part 1620 and is also
designated as CIf by the PCT Program
Office, it will be marked end protected
in accordence with these procedures as
PCIIL but can alse snjoy SSE profection.
To provide greatar clarity, howaever,
section 29,1(b} has been revised and
simplified to raflect that these rules
apply to anyone authorized to handls,
use, or stora POIT or that otherwise
receives PCIL

B. Definitions: Section 29.2

Five cormmenters addeossed one or
maore definitionsl guestions, The
commenis suggested changes to defined
terms and alse noted that same
important tesms were sot dafined at all.

Critfval Infrastructure and Criticol
Infrastrocture Information, Several
comments asked for a more explicit
definition of these terms, The terms are
defined in statutory Janguage and no
changas wers made, For claity, the
statutory references on which section 2
of the Homeland Securlty Act of 2002 {6
U.5.C. 101}, was based have been
included.

Protected Critical Infrastruciure
Information Program, or PCIT Program,
The previously defined term “Critical
Infrastructure Information Progrem’' has
been tuplaced with the wors descriptive
term “Frotected Crilics] nfrastructare
Infermation Program,” or YPCIL
Program.”

Information Sharing ead Analysis
Orgonization, or ISAQ, Two comenents
concerning the anonymity of these on
whose belialf an 1ISAO might submit axe
discussed in ssction 1.0.(2) abave, An
additions] commant specifically asked
fox clarification thet I3A0s have 1he
cupability to make Gfl suhmissions on
boehalf of their sector participants, That
cormmant does not requilre a change in
the definition. The definltion of the
texms "'voluntary or voluntarily” and
“Protocted Gritical Infrastracture
Information,” discussed below, make
cloar that ISADs may submit CH on
behalf of members,

Protected Gritfeal Infrasiructure
Information, or PGH, This definition has
been changed to make clesr that the
identitigs of botk the original providars
end subsequent submilters of
information ars included withia PCU
when gn I3AC or trade associdtion bas
submitted the CH for validation es PCH.
The definition wae alse expanded to
include any information hat is
nocessay (o exxplain of provide context
for the PCIL In responss to a commant,
the last sentrnce of the deflnition in the
Febroary 2004 Interimn Rude hae hesn
maoved 10 secton 29.6() becanse it
gontainaed a policy statewment rather thao
an element of a definiticn,

Purposes of the GIf Act, This term,
which couforms with the usags at 6 CFR
29.5(a), 1a more apt than the previously
definad “purpose of CIL"

Tha tarms “In the public domain,”
“Ragulatory provesding” “ State,”
"Submitted in good faith” and
"“Volantary or volunterily"” are
discussed in detail in Section IL

C. Bffect of the Provisions: Seclivn 29.3
Beveral commentery oxpressed

concern that PCH could be used for

purposes ather than socuring critical

-Infrastructurs, such as zegulating

workplace safely or monitoring
compltance with environmental laws.
Congress was very clear on this polat in
the ClT Act, specifying a very nerrow
range of appropriate uses for POIL
Tnformation in the PCII submission may
be employed * * * regarding the
sesuzity of critical infrastructure and
protested systems, analysis, warning,
feterdspendency stady, recovery ot
Feconstitution or other lnformation
purpose * ¢ * Section 214(a)(1) of the
CIL Act (8 .56, 133(a)(1)} Tndesd, the
stajute exprassly forbids usa 0f PCIL, and
aeta forth a criminal sanction, for
purposes other than those specified in
the Axt, See section 242(8)(1){0) of the
CH Act (8 18,0, 133(0){1){D)) {noting
also appropriate nse "in fortherance of
a velminal investigation or in tha
prosecution of a crlmipal set,” or when
shared subject to these Yegquirements
with specified persous in the legislative
bremehy; section 224(8} (6 U.5.C. 133(g)
fpenalties). Section 213(a){1)[F}
oxprossly forbide state and local
govermments from disclosing or using
PCH materisl ''other than for the
purposes of protecting critieal
infrastructurs or protected systom

£ % -tn)l id.

These and other provisions of the GIl
Act are unarmbiguous; PCH may not ba
disseminated to other federa], state ox
Iocal agencies for other regnlatory
prposes, Nas may any reciplent of PCIT
utltize any information in the PCH for

other regulatory purposes, The PCI
Frogram Office will impose appropriats
reutvictions oo ald recipiente of PCIL and
will require appropriate treindng and
oversight to ensure compliences with
these lagialative mandates,

Cortain coynmenters have also
suggosted that an individual with
eciiateral regulatory responsibility (e.g.
waorker heodth and safety) would not ba
able fo segragats knuwlsdge galned from
PCU information (once learned) kom bis
day-io-day deties on non-security
issnes, and thus would “inevitably" wia
such PCI Information for nan-security
purpesas. The FCIE Program Office 1s
awars of this congern and will take it
into account when determiningthe
appropriate parsons with whom to sitare
particular PCIL A person proposing io
subimit CIl may consult with the PCH
Program Qffice regarding approprista
restrictions applicable ta nse of the
particular potential submission prior to
making that submission,

D. PCIH Program Administration: Sscifon
284
Three commenters eddrossed the

provisions of this section. Only one
paxagraph was changed, Paragraph (a)
was modified from the February 2004
Interim Rule to make clear that the
“development® of the Protected Critical
Infrastructnre Information Managemesnt
System (PCIIMS) is the responsibility of
the PCII Program Manager,

sp commentars swgpested tat the
PCHMS contain onty what could be
called the tracking detn and that the
actual PCIE should be kept elsewhere.
The suggestione will not be adopied.
The tracking data may includs
information that identifies tha
submiiter, and tn tha extent that it does,
itis included in the revisad definition
of PCIE {ssction 28.2) under the CUI Adt,
DHS has an obligation to safeguard all
PCIL Accordingly, DHS will maintein
PCH according to a distributed modal
with information stored in a nimber of
databoses Including the PCIIMS.

E. Requirernents for Protection: Secifon
ALE
Eleven commenters nddressed varions

aspects of the reguirements for
protection, and a substanttel nuxcher of

changes buve besn made 1o section 29,5,

{1} lixpress Statement on the
Information

As the vomsments suggest, the
“Information and records” provided as
PCIL are acsasionally not easily
suscepiible to labeling with an “sxpress
statement.” requirad for o proper
submission. For that xeassn, the final
rule provides for the use of a sepacate,
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written "'express stalement” as set forth
in paragraph (a}{aXi).
{2} Oral Statemants

Two comments were received
ragarding oral submiselons during an
ongoing crists. These coraments
suggested that, where thers might be
many submiselona, sither the
requivemnents for a wrltten follow-up
could be walved or PGH statug could be
agsigned once ond maintgined
thronghout the crisis, THS agrses with
this puggestion and the rule has been
changed to expand this capacity to the
extent practioal, The requirement for
both an express statement end a
certification statemsnt has not been
changed, However, the tims in which
thesa statements are vequired has been
changed to “a reasenable perfed”, as
determined by the PCI Program
Menager on a caso-by-cese basis, afler
CiI submission, in whataver form.
Fuather, IHS has added a section to
make cioar that electronic submissions
ara snthorized and to establish
appropriate procedures for such
submissions.

(3) Certification Statemeant

Thres cominenters noted the
requirercant for a certiftcation statemant
iz not statutory. The gertification
statement i considered necessary,
howaver, for effective program
management and the role contlnies to
rofuire a certification statement in
paragraph {a}{4). The commenters
suggastad that there may be a public
burden in submltting snch & statement,
and DHS has, in ragponse, significently
simpiified the submission xeguirements,
The only information required in the
certification statement is the subinitter's
contact information and any language
considered necessary by fhe PCU
Progzam Manager, ’

Ona cormmenter suggested that
aubmiiters be requived to identify the
stapa that the submitter itself takes to
protact the CIL The commenter
stiggested this information would assiet
the PCH Progeam Manager in
determining a more approprinte and
acturste deterimination of stetus, DHS
has not adoptad the suggestion.

One commenter suggosted Diat the
certification staiement should be traated
a8 PCIL The identifying informatton
within the certiication staternent will
ba treated as POIL Some substantlve
requirements of the cerliflcation
staternant have changed, however. The
certlfication has heen madified 1o
Incorporate provisions that the PCQ
Progeam Office hos found necessary
from es oporating standpoetnt, For
ingtance, PCI Program Office needs to

know with whom i is dealing aad how
to contact reeponsible ndividoals, Cne
commentor wag concerned thet
unauthorized individuals might submit
informatjon on behalf of an enfity, and
suggestad that, 4s a result, DHS astablish
parameters as o who is eligibla to
submait on bebalf of au institation. DHS
declines {o do so. Even If pararneters
wore established, there would be no
practical way for DHS to determinag
whether the submitting individual is
authorized Ly the entity ta do so,

A commenter sxggeslad DHS should
provide forms for the PCH Program,
Porms arn wot currently provided, and
DHS dues nat believe thal specifle forms
are neaded. 1S has posted guidelines
for submitiers on the DHS Weh site to
assist potential submitters,

(4} Subiniasion to the Program

The secand sentance in pasagraph {b)
of the Fehmary 2004 Injerim Rule
relating to submnissions to DEHS
compenents other than the
Proparedness Diraciorate has boen
dseleted as wenecessary, The PCII
Prograre Muonager or the Program,
Manager's designees should receive
submutiela of CIL, s discussed above in
Sectlom 1L A, This process effectively
rasponds to 4 commenter that

. quastinned the isnternal DHS raceipt of

CIL

Another commenter ssked for special
consideration for Gl inadwvertently
submitied to the wrong agency ox
perdon, DHS belisvas its process is
stralghtforward snd further
consideration for inadvertent
submission Is urmecessary, S will
meke avallable 1o potential snbmitters
the roeans for submitting CII, snd thoss
means will be consistent with the
protactions of the Act.

A gommenter suggested that 4t wounld
ba helpful 1f DHS could maks advance
determinations that any record falling
within a cexinin class or category would
be validated onca and w0t svery Hine o
subenlasion is made. &0 discussad
belaw, DHS has added a new section
29,8(f) that addressss this issue and
weould bo plessed to confer with any
potantial subonitter regarding a possible
submission.

F. Acknowledgment of Recelpt,
Validation, and Marking: Section 29.6

Sevtion 28,6 was revised extensively
in rasponae to the conimenta recatvad
from the twelve commenters on this
section and in Hght of operational
docialons made by DHS,

{1) Prosumitlon of Protsction

Three cominenters exprassed their
support {or the presumption of

protection afforded by this provision. To
conform to the dafinition of PCH in
section 20,2, new langnege clarliies that
volunterily submitted OI is PET when
submitied with an express stafement
aven if the certification statement
required by section 28.5{a)(4] 1s not
initieily received, See oled ssction
28.6(d]. If the information 1s deficient,
the PCIE Program Manager will attempt
to contact the submitter to afford the
submitier an opporlunity to rectify the
extor or withdraw the submission and
may praperly labsl the submission him
o1 hevself,

{2) Marking

One commenter snggested that
submitters be required to merk portions
of submlssions. DHS does not agres for
roasans articulated elsewhare,

In rosponse to another comnent,
langnnge has been added to the marking
statement contained in paragraph {c) o
hightipght the criminal and
adminlstrative ponalties that could
rasult from unavtharizad release, This
statemsent was omitted from tha
February 2004 Interim Rude proviston,

The lest sentence of marking
statement included in paragraph {¢)
addraesses what could otherwise ba an
alternative interpretation based on a
Hioral roading that the regulation
raguiras the submitter o maintain the
submitted iaformation in accozdance
with tha proceduras and requitements
sstablished by DHS rather then in
acoordance with its own procedures,
That is not infended,

{3} Acknowladgement

A change to paragraph. (d) adjusts the
February 2004 Interim Rule statement
ragavding what is required before a
submission receivas the prasweaphon of
protection. Siota submitied Informailon
need only be accompanied by an
“express statement” in oxder 10 enjoy
the presumption of protection, It is
unnacessary to provide a certification
hefore the PCH Program Manager or the
PCI Program Moneger's designas
acknowladges receipt and takes action.

{4] Determinations of Nomx-Frotacted
Status

Nine commanters addrassed the
handling and disposition of information -
that is found ineligible for protection.  °
undet the CIL Agt, proposing the
repgnired destruction or the required
raturs of the information; complisnce
with the submitter’s tastructions; or
asstrancs thet the nformation will
citinug o ba traated confidentially
and withheld from disclosure undsr the
POIA, As stated Jn the preamble ta the
Fehoary 2004 luterim Rule, DHS wiil
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return submisslons in almost ali cases
when it doss ot gualify as PCIL

The added wards, “within thirty
calendor days of making a final
determination,” provids a new e
timit fur disposition of non-validated {10
submissions, which ie consletont with
thé period employed jn the last sentence
of the subparagrapl., The 30-day parlod
will run from the date of the notification
rather than from the date of recelpt of
the notification by the submitter. The -
changes also supply & step previously
missing from the languags in the
February 2004 Tnterim Rule vegarding
this pravision, i.e,, that the PCII
Program Oifice will make the inltial
determination final.

A commanter suggested that a 30-day
time pesiod for the Program Office o
ncknowlsdge receipt of a PCH
submission was excessive; another
requested the establishment of a time
ported to complate the velidstion
pracess, Neithar suggestion will be
adopted. The volume of submissions is
unpredictable, and 30 days ta
acknowledge ceceipt is o reasonable
povled, Recognizing the jmportance of
timeliness, the PCH Program Manager
will ensure that all processing is
efficiently performad,

While notification o the submitter
may, at the PCH Program Offles’s
vption, contain an explanation of why
submitted informetion ig not considered
te ba PO vnder paragraph (e}{2](i1),
DHS daes not accept the suggestion of
two commmentars that such an
explanation be made obligatory.
Additionally, pacagraph (e)(2)E){A} has
been modified ta reflect the possible
need to ask tha submittsr to pravide the
statement callad for by section
29,5(a){4). or any of the certificalions
that the statement is requirerd 10 iaclude,
in order to perfect a subsmisgion.

Purther, & new paragraph hes been
added at section 20.6 to allow far
“cuiegoriesl Inclusions™ in response to
comments. This provision claxifies the
Program Menager's authority to
vutalilish categories of information for
which PUII statua wil]l automaticatly
apply without & separate act of
yalidation by the POI Program Office,

{8) Changss From Protecied te Non-
Protected Status

Changes o paragraph (g} regarding a
changa in status from protected to non-
protected are explaingd above in
Section 1L [o response to s comment,
this section has also been changed to
specify that the procedures in paragraph
{2]{2) of this section will be used prior
Iz final determination of s change of
status, As statad in the discussion of
section 28.3(b) above, proposals that

DHS sithar continuously veview or
entablish g fixed achedule for regularly
reviewing all PCH bave been rejocted,

G. Sefegnarding of PCIL: Section 28,7

Nine commaentsts addveasad
sufuguarding lssues in section 29,7, and
two changes were made, In paragraph
fb), the plwesa “in accordenue with
procedures prascaibed by the PCH
Program Manager” was added In
responge to severs] gomments asklng for
graator specifivity In procedures foruse
and stozape. The second change deletes
& phrase in the Februasy 2001 Interim
Rule ai the and of the paregraph that
three commenters interpreted as giving
the PCI Program Manager the discrefion
to astablish "terad” levels of security.

Oie comumentsr askad for a definition
of “official duties' ag that term is used
in paragraph (c] regerding reproduction
of PCIL Because the recipients of PCIHL
are diverse, no general delinition of
“officlal duties” spplicable to all is
appropriate,

Two comumenters belloved paragraph
{4} should specify that disposel should
be in accordance with the Federal
Rocords Act, 44 LL8.C, 3301, Thia
seciion applies ta Federal as well as
othor entities and DHS ballaves thai
regairing nen-Federal antities to adhere
to the Federal Records Act would be
unnecessaxily burdensome.

Two commenters suggested that
parageaph (I require transmission by
sacure qnd encrypted means, Another
comunenter ssked for examples of what
might be considered secure means. The
PO Program Manager wili, sy the ruls
states, dotermine the method of secura
transmisston, The method of
fransmission will not be the same in all
cases, Enceyption may be practical in
some cages but not in othars,

H. Diselosure of PCI; Section 28.8

This soction was revisad extensively
based on commexnts received from
sixisen connnantsrs and on the
operating axperiencs of the PCIE
Frogram Office.

In yesponsee to bwo comments, a
clarifying crass-referencs in paragmph
(n) was inserted in order to avold giving
this subsection an unintanded legal
elfect that renders the subsequent
provisions superfiuons, Othar tanguags
wag deleted from this provision in the
February 2004 Interim Rule becansa 3t
wag duplicative.

Four gommenters proposed the
invelvement of submitters in DHS’
tuformation sharing daeizions, DHS has
not accepted these suggestions. Another
coromentsr’s ebjection (o provistons
requlting the sabmitter's consant to
Furthar disclosures of PCII Hkawise was

rgjected, DHSE must make disclosure
dectsions besed in fhe Inferests of the
United States us 5, whols, including the
interests of the submitters and the
spacilic ressons snd events thet may
warrani disclogure,

DYHS is clarifying the disgnetion In
pasagraph (b) between how PG may be
ussd by the Faderal government, and
how it may be used by Stats, lutal, and
tribal agencier, The Gl Act lHimits the
purposas for which State, logal and
tribal gavernments may use PCH and
Low State, local and fribal governmesnis
may share PO Ageording to sactions
214(a)(1)(E) () and (1) of the CH Act (6
1.5.C. 133(a)2)(E)8} and (i}, PO
may not be used by those governments
for purposes other than proiectin
ceitieal Infrasbmicture of protacte
systerns, o1 In Furtherance of an
Investigation or the prosecution of a
criminal act, and an agency of those
govsmments may not further disclone
the information without the consent of
the submitter, These lirmitations ers
achoed in paragraphs (d)(1} and (3} of
the February 2004 Interim Rule. The
ravision of this subsection brirgs the
State, local snd tribal sharing provisions
into conformity with the statuts and the
other relatad mle provisions. The Aral
senfence aliers the raquirement that
State, local and tribal governmant
entities enter into written agreemants
with. the PCII Program Manager,
spacifying thet thoy must insteed onter
into arrangements with the PCIT
Program Menager. This change was
made 1o proyuots fexibiltty and, in
exigent cireuwmstances, a speedy sharlng
of information.

In response 1o eight commenters who
axpresssd concern over possible
unsuthorizad State, Ioua! or izibal
government disclosures of PCI that
might be provided to them, or whe
urgad the adoptien of strict contrels on
the shaving of such fnfermation with
8tate, lovel and txibal governments,
these artangaments, except in sxigent
eircwmsiances will ba very apedific, will
require safeguardicg, handling,
viciation reporting, and other
procedures consistent with this rule,
and will further provide for compliance
monitoring, In most caves DHS
anticipates that thase arrangements will
bs In the form of a Memorandum of

Agreercent (MOA) that will slso g

racognize the proemivence of PO stetus
under the O Act and these ragulations
in ralation tg any Stats, territorial, or
tribal public disclosure laws or policies,
Further, DS has added language that
Fakes a:llea_? that PCI may net ba used
or Tegulato 0883,

In {;glmgr:gl?}gfﬂla flrst change

alarifies that State, local and hibal

1
;
i
:
h
i
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coniractors can receive PCH under the
sama conditlons es Federal conteactors.
As in the case of Federal contractoxs,
Stats, lacal, end fribal vontractors are
sgents of a governmental entity, carying
out the functicns on bebalf of the
govermnment in furtherance of its misslon
and undsr #1a diraciion. Therefors, DHS
does not considar State, lacat and tribal
contractors to be pracluded from
rageiving PGH ag "any other party;”
rather, DHS considexs them an
axtension of the State, local or tribal
governmental entity,

The second change is to employ a
term defined in section 28,2, 10 replace
the subjoctive term, ''purposes of DHS”
will the term “purposes of the CH Act.”
This change aiso hetter lands itself to
PCH Program Office rertilidations of
rontractors to Federal agencies other
than GHS. All contractor employese
working on PCIE Program matters snid
having access to PO, rather tham the
move absiract "'jdentified category” of
employses, will be requized tu sign a
nondisclosure agreament (NOA), Alse
added ia & provision thet the NDAZ will
be in 4 form prescribed by the PG
Program hManager. Based on PCIE
Program Oifice operating expszionce,
rafersnce o “‘coniracior” signatura of
NI}As has heen deleted; contractors will
continue ta he obliged to agres, by
contract, to comply with all
programmatic requlrements,

Additionally, as diggussed above in
section ILC, a change wea made to
permait employees of Federal, State,
local, and tribal contractors who are
sngaged in the performance of services
in support of tha purposss of the CH
Acl, to communicate with a sebmitting
person or an awthorized person of a
submitting entity sbout thelr submitial
or information when autherized by the
PCIl Program Menager or & PCH Program,
Manager's designee, The previous
prohibition againat disclosure to any of
the contragtors’ components and the
reference to “addiiional employess”
posed ax unoecessary operating
difficnlty for contractos, which was
noted by one cormenter, These
provigions have been replaced by the
ranre comprehensible but sufficiendly
sirict prohibition on disclosing o “sny
nthar party,” This i the term used in
section 28,8{d){1}, which prohibite
Stats, focal, and tribal governments from
making disclosures to "any other party
not already authorized to recefve such
information,’”

A commenter paggested that a PCRH
Othicor cortify the distribution of PCI 0
Frdaral contraciors on a specific PCI
case-by-vage basis rather than based on
a cagtification that 1be contrector was
performing services on bebalf of DHS,

This sugpastion will not be edopted,
Such a reguirement could be
burdensoma, anid maoraover, is
wenaceszary, PCIE will only be
disteibutad as required for the
coniractor’s use, The singls certification
does not entitls the contractor to all
PCII, but only PCII the governmenial
agency determines the contracior needs,

Anether commenter asked for
clarification of what lype of Janguage
would constitute 1he authorization from
1be submitter to enable sharing of PCIL
The relevant question is how DHS will
ask for permission, mod DHS envisions
that tha request will be in. writing, state
the tracking samber previousty
provided o the submitter, identify the
requester and the intended zecipient,
and psk for a vesponse withis a certala
number of days.

Consistant with the changas discussed
above, 2 change was made in paragraph
(d}1) 1o sliminate the idea that consent
to furthor disclosure could ba mada by
smingone “on whoss behalf” information
was submitted.

A comment guestioned the statement
in the preamble to the Februery 2004
Intprim Rule that Siate, local and fxibal
governments "will be agksd to track
further disclosures' and soggosted the
sequirement to track should remain with
DHS. At the comment notad, any
further distribution by S1ate, local, and
tribal govsenments requirss submitter
permission, 8 progess adminisiratively
handled by DHS. DHS will impose a
tracking requirement on Stata, local and
tribal governmeents and will also have itg
own records of pecralssions in the
PLIIMS,

Changes in paragraph [e] of this
section have besn explained in detail in
section If sbheve, An additional chenge
to paragraph (e} not discussed ahove ia
that the languege now allows net only
the Directorate for Fraparestnoss, but
also other Federal agencies, as well g
State, local and tribkal government
ontities, to use PCIL in preporing
advisories end similer communications.
Tha list of things to be protecied fom
disclosure has besn rephrased in the
disjanctive, correcting the undualy
taatrictive conjunctive phrasing, which
was nolad by one commentar. The Bl
change addas language that permits
Fodaral, Stata, local and tribal
govermmental entities to contact
subrnitters directly to confer if thate is
1 guostion about the PO to be usad in
the advisory, alert, or warning,

A comment suggested that paragraph
{13}, which Hrmits s or disclosure
of PCI by Federal eraployess axcept as
nuthorizad, is ifhportant snough to
warrant its own rule pravision. The
romment. was considersd; howavar,

further changes ware not demmed
aecysery. However, in reviawing the
porapraph it fa clear thet sections of the
11 Act sther than 214{a){1)[D] and (§)
(6 ULS.C. 133(a)(2){D), [B}}, for example,
wers applicable to the general category
of "Exceptions for disclosive,” The
languege in the subparagraph was
therefore modified to make clear thet it
appliad to entities and parsons other

an officars and amployses of the
United Statas.

noge was added to meke
paragraph (TH{E)[A) nonsistant with the
position that State, local, and teibal
investigations or progacutions should be
coardinated by a Faderal law
anforcement nfficial, I also racogulzes
that PGH could be used in furtheranoce
of a foreign government investigation or
prosectition, and imposes, for any,
disclosure {0 the foreign government,
the same roquirsment for coordination
by a Federal lav enforcoment official,

Paragraph (f{1)EHE) has baen limited
to the disclosure of information by an
officer or exeplayes of the Unitad Statas,
as this paragraph Hits clearly within the
confines of seciion, 214{a)(1){1}] of the
€I Act {6 1.8.C. 133(a){1}{D)}

Section (f)(3) of the 2004 Intorim Final
Rule reforrad to the Whistlablower
Protection Act and has been omittad
bocauss is meraly restates the law of the
fand, Section {f}{4) of the Pebruary 2004
Interim Rule bas been delsted becanss
it was desmed nnnacessary.

DHS hes mopdified the language in
paragraph {i) to more acenrately reflect
the intantion of the statutory langnage
I saction 234(a)l{AHENE) of the CIT Ack,

As discussed in Section I, paragraph
{j) has baen deleted in its antirety,
Further, pavagraph (k) has been dalotad
because it improperly rested sole
authority to requast submitter consent
for further disseminetion in the PCH
Program Manager, thus limiting
flexibillty and effecttveness, sspeeially
in exigent circumsiances.

L Investigation and Rapocting of
Violation of PCH Procedures: Seclivn
28.9

8ix comments oxpressed concarn that
there wers no provisions for the
imposition of peneltias of sanctions on
Stute, focal and tribal povernment
smployees or on contyactors, The
provisions of subsaction {d) reflact the
langunge of section 214{8 of the CIE Act
{5 1L.8.0. 133(8)}, This section apphics
unambiguoualy only to officers and
amployees of the United Siates. DHS
has oo authority to make theta
provisiona applieabls to enyone else,
However, IHS will place in the MOAs
for State, local and fribal governments,
whan used, or when an arteogoment

3
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other than an MOA is usad, then to the
exiont practicable, languags thet will
require the Skate, Tocal, or tribal
governmeni 1o consider breuches of the
agreemanis by amployees g matters
subjact to the arimina code oy to the
applicable smployes cods of condued for
that jurisdiction, While States do not
heve laws that were wriltenz specifically
with PG in mind, they do have laws
that govern theft, eonspiracy, trada
seerety, and the like, which could apply
to emplayees and to rontraciors as wall,
Tha CIf Act doss not lirit any other
enforcemsnt mechanism; the CH Act
adds a specific celminal enforcerent
provision applicable 1o Faderal
employees.

A commenter sugpested that this
section should specifloally require that
the DHS Inspoctor General, the PCIL
Program Manager, or the P:‘epsradnass
Securiy Officer investigate
unautharkzed discloseres by State, jocal
and tribel governments, As previously
noted, the relavent MOAs or elternative
arcangements will generally provide for
DHS to monitor ail State, local and
iribal governments with respect to thekr
somphance with the guidance vegarding
handling PCIL

A comzmentex asked whether DHS had
vonsidered the applicability of the
Privacy Act of 1974, 5 5.5.C. 5524, to
any pert of the submissions process.
DHS has comsiderad and continnes to
consider the injerrelationship betwesn
the CU Act snd the Privacy Act, snd,
throvight the Program Office and tha DHS
Privacy Officer, whl ensure that the PCTE
progran conducts all activities related
to the PO Program in conformanca
with the Privacy Act,

1V, Revision of Paxt 28

After conaidering ail of the comments
and tha changes warranted, DIS
determined that the sntire part should
be revizad rather then making
individual amendmenis to the specific
sections and paragrephs, Individual
rmendmants lo each section and
paragraph would have created a very
lasge numbexr of mswuctions to the
Faderal Register and rendared the
amended ragulation ditficult, if not
irmpossible, 1 understand without
reading the amendments side-by-side
with the current regulations,
Accordingty, DS has repromulgeted 811
af the provisions of part 29, whather
smeaded by this Hual rule or as in the
February 3004 Interim Ruls, ta pssist the
readar.

¥, Consideraton of Verious Taws and
Exenutivy Orders

A, Administative Procedure Aet

DHS has determined that gaod cense
exists to maks this regulation effecilve
upou publicaticn in the Federal
Register under § (2.5.C. 553{d}(3). This
final rule clarifios ambiguities in the
February 2004 Interim Ruje thetwere
identitied by the public comments and
thaa the sdvantage of taking into
consideration opereting experience with
submitteys gained since the February
2004 faterim Rule becamns effective on
Febeuary 20, 2004, DHS belisves that
submitters are mors 1ikely to provide
information that qualifies for protection
undser the Gl Act of 2002 when the final
Tuie goes inte effect, Such PGH wonld
help DHS implement sacurity measures
and issug warnings. Afler considering
the Likelihood that velusble information
13 now being withheld because of
concerh aid confusion a3 1o how it
might be handled uoder the Felruary
2604 Intarim Rule, and the possibility
that this Information could ﬂa ngefl in
daeterrving or responding to a securlty
incident, the Department has concluded
that gaod canse exists for meking the
regulation sifective immediately.

B, Bxeculive Ocder 12866 Assessmeni

DHS 15 required to Implament this
rule wnder the Criticel Infrestructure
information Act of 2002, Title 11,
Subtiils B, of the Homeland Security
Astof 2002 (6 11,50, 217 of seq.). This
riale is constdered by DHS to e s
significant xagulatory action nnder
Extocutive Order 12066, 58 FRE1736
{Qct. ¢, 1993), Ragulatory Planning and
Reviow, segtion 3{f}, Accordingly, this
regnlation has been submitted to the
Offles of Management and Budgat
(OB} for xaview,

DS bas performed an analysis of the
expected costs and benefite of this final
rule. A similar anslysis was parformead
befare the February 2004 Intexim Rule
was made effactive. This new analysis
censidars comments received regerding
staff costs and storage assumptions,
Consideration of these comments dosg
not change the previous conalusiols,

The final rle aifects persons and
entities in the privats sector thal have
CIi they wish to share with DHS, Tha
final rule elso affects State, local and
iribal gavernments with which DHS has
signed ngrovmonts detailing the
procedyres on how PCIL must he
safaguarded, wsed, and destrayad when
it i no tonger needed.

Frivato acetor submitters of CIL pomat
determing fest whether to parlicipate
and if 80, develop and follow intornal
progcedures for subamissives thet comply

with this regnlation. Recipients of PCIE
rmast follow the procedures established
fn thvis vepulation ond as spacified in
agresmenis with the PCII Program
Menagar,

Costs

DHS believes private entities that
subrait GU will not incur significant
coats, For submitters of Gl other than
individuals, there will likely be a one-
tima dacision procass to determine
whether participation is appropriate,
and if 50, the establisiurent of {ntarval
operating procedures. A legel review of
those submitters’ proedures would
likely be undertaken internally to
emsure that they result in submissions
that will receive the protoctions of the
CH Act, The tosts 1o develop the
praceduras wonld be a non-racurying
expenso and it is unlikely thata
separate legal review would ba raquired
for each submission, Individuais who
might want to submit CIf wilt probably
read {he appliceble procedurss posted
on the DS Wsh site and have no non-
recurring costs. Recurring expensss for
subinitting entitles could includa the
cowt of transmitting the CII, offtce
supplieg, costs associated with internal
marking of retainad copies of CIL, and
the expense of making aveitable a point
af contact with DHS jo discuss the
sntity's subrolssion, The non-recurriog
costs describod will be different for each
entity and also depend on how
frequently submissions aze made, but it
is untikely an sntity will be required to
incrense its workfores, The costs are
axpecied to be only a slight increment
to ongoing total cosis and managerially
insignificat, perhaps even
unidentifiable,

Coats for State, Josnl and wlbal
governments that are the recipients of
PCH will inaluds the appointment of a
PR Officer to ensvre safeguarding and
destruction in necordance with these
procedures and in the required writton
agreaments. The position of PCI Officur
fnr State, locel, end tribal govermments
is not eniicipaiad to be a full tme
position, al ou§h it could be. Should
the position avolve lnte a full iime one
for a State, the costs should not exceed
$150,008 per yvar per State. In the
unlikely avant all 50 States had full time
PCU Officers, these cosis would be
spproximatsly 7,500,000 per year, i
Thesa costs ere based on DES astimatey
based on eguivalent Federal positions
and costs. A POO Officer will be
reggulred o become familier with
procedures and he responsible for tha
training of othars, DHS will develop
training reatertel and provide tainsrs
for this efforl. DHS antiripates that
Btates will, 1o a lage exient, appoint a
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PCIE Offtcer whose 1esponsibilitios will
inglude overseeing loce] and tribal
government participation. Thus, in mosf
ceses it will not bs vecessary for local
and iribal governments to appoint PCIL
Officers. DHS balioves that the costs to
State, local end tribal governments other
than thosa asspclated with POI Oficers
will include storuge capabilities,
supplieg, general overhead expenses

and record keeplig systema, These sosts .

are variable and will depend on the
volume of PCI received. Thae total of
thess costs is not expected to be
stgnificant,

Benefits

This program wil permit the private
sector to provide GII to DHS wi
confidence that it will not be
inappropriately released to tha public.
"The axpeeted banafit of this program iu
centralized knowledga of the country's
ceitical infrastructure everyons uses o
conduct the daily affairs of life. As
noled abovs, 85% of critieal
infrastruchiry is not possessed by the
United States Government. Destruction
of this infrastructuze, or Interruptions in
its aperating capabiiity, could be
catastrophic, With such knowledge
comes the ability to issue wamnings, to
conduct analyses of systemic
weaksesses, and to take actions to
prevent terrorist acte, If the information
provided resuits in but ane thwarted
tarrorist act, or perhaps deters even the
attempt, the benefit has been realized.
Monetarily, the benefit might be
caleulated as the avotdance of the
reconstrucilon cost of the factlity
damaged. and ihe loss in commercial
activity atribuiable to the lost farility.
WNot all the benefits of this regulation
ean be eagily quantified as the benefils
of this rale inchade preventing a
texrorist event and tha prohebility and
conseguances from thel event aze
extromely difficult 10 predict, Given the
relatively small implementation costs,
IDHE beliaves the potential henafits
outweigh costs by  large mazgin,

C. Regulutory Flexibility Act

The Regulatory Flexdbility Act {5
U.5.C. 601 of seq.) (RFA) roquires an
agency to review ragulations fo rssess
thelr impact on smail satities, An
apency must eonduct a reguiatory
flexibility analysis urdesy it determinas
and eortifios that a ruls is not sxpected
to have a significant impact on
substanital number of small entitles,
DHS bas reviewad this final mle and, by
appraving It, certifles thai this mie witd
not have a significant econemic impact
on a substantial wumber of small
entities, )

Many of the entities expectad to
voluntarily submit CIF to DHS will bs
pravidess of infrastroeturs and
protectad systems, Typically,
infeastructure providers ara lmge public
utilifles or companies end providers of
protected systems are Jargs companies
that will not meet the definition of small
businessas for purposes of tha RFA. Tt is
possibla that small non-profit
organizations or any other smafl entitias
that provide criticel infrasiructurs, such
as telaphone or elsctric cooperatives,
wight from thso ta time provide CI,
The costs to sand the CIf to DHS &re
axpecied to be small and depend in
laxge measure on the Mregquency of
mubmissions, It is unlikely that a small
utility cooperative, or any other small
entities, will send CH on any ongoing
tasis, and hence any costs will not bave
o significant impact on any osganization
that thooses {o padicipats, Small
governmental jurisdictions ava expected
to depend on the Siate government for
warnings and analysis and ganerally not
appoint PG Officers or establish
spparatn progeatms, Those small
jurisdictions will likely bs anly
recelvers, not provides, of information
that is produced and distibuted by the
I'CIE Program Offlce and this mule will
bave no sigaificant impeot,

D, Unfunded Menadates Reform Act of
1858

This rule will not rasult in the
expenditure by State, looal and tibel
governmenls, in the apgragats, or by the
private seactor, of $100 million or more
{adjusted arwually for lniflation) in any
ons year, and it will bot significently or
uniquely affect email governsnents,
Thesefars, ne actlons wers decmed
nggessary uander the provisions of the
Unfunded Masdates Reform Agd of
19495,

B, Sl Business Regulatory
Enforcement Act of 1998

This rule is Bot a majer rake, as
defined hy saction 804 of the Smail
Business Regulatory Enforcement Act of
1006. This role wil not result in en
annual affoct on the Uniiad Statas
economy of $100 million or mors, resudt
in a major ingrease In costs or prices, or
significant adverss offocts on
sompatition, smployment, investoent,
vraductivity, innavation, or oo the
ability of United States-based
companies to compste with forsign-
based companies in domastic and
export markets,

F. Bxscutive Order 13133—Federalism

The preamble to the February 2004
Interim Rule requested comment on. the
federelism fmpact of e Fabruary 2004

Interire Bule. No somuments wara
receivad,

This final rale wed anatyzad in
accordanca with the principles and
oriteria contained in Bxeoutive Order
13132 { Federallsm"), This muleraaking,
ns raguired by the underlying stamte,
preampts Btate, locel snd tribal laws
that might otherwise require disclosurs
of PCIE and prociudes use of PCH in
certain State eivil actions uoless
parmission of the submitier is phtained,
This preemption is sxpactad to inure to
the henefit of tha States by rosking it
poseibla for PCT that {s provided o the
Federal Govermment 1o be shared with
the States, The rule does not impose any
regilation that hed aubstential divect
effects on the States, the peslatiouship
botween the national government and
the States, nx the distribution of pawer
end ragponsibliities among the varous
lsvels of govermnent, ‘Therefore, the
censultation raqniraments of Execulive ;
Urder 13132 do not apply. i

G. Executive Order 12988---Civil Justice i
Heform

This rule mests the applicable
standards set forth in sections 3(a) and
3{b}{2) of Exacutive Drder 12088,

H. Paperwork Reduction Act of 1995

Undor the Paperwork Reduction Act
of 1898, 44 11.5.C, 35033520 (PRA), a
Foderal agency rust nbtain approval
from the OMB for each colloction of
information It conduets, sponsors, or
raquires throngh regulations. This mje
does nol contain pravisions for
coliection of information, dees not meet
the deftuition of “information
collectlon’” s defined under § CIFR part
1320, and is therefore exempt from the
raquirernents of the PRA, Accordingly,
there is no requizamant to obtain OB
approvel for Information collection,

L Environmental Analysiz

BHS has analyzed this regulation for
purposas of the National Environmental
Policy Act and has concludsd that this
rula will not have any signifloant fmpat
om ths gualily of the hwmean
environment,

Liat of Subjects in 8 CFK Part 29

Confidential business information,
Reporiing and recordkeeping
TOQUATEMEnis, y

Anthority end Issuangs

For the rzesons discussed in the
proamhls, 8 CFR paxt 29 is revised to
read ag follows;

PART 20--PROTECTED CRITICAL
NFRASTRUCTURE IMPFORMATION

Sno,
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25.1 Purposs sud scepe, authorized to handle, use, or store PCIT incapaciiation problem related to
29,2 Lafinitiens, of that otherwise accept raceipt of PCTL,  criticed fufrastruciure or protected
26,3 Bffect of provisions, systems; and .

294 Pratecied Critical Infrastrciure §20.2 Dafinltions.

Information Program adminlstation.

29,5 Reguiremants for protection.

29.8  Acknowledgment of receipt,
vatidation, end maiking,

29.7 Safeguerding of Prolected Criticel
Enfrastructiure Information.

29.8 Divclosure of Prolected Qritical
Enfrastructurs Informetion,

26,8 Investigation and reportiug of vioietion
of PLIT procedures,

Authority: Pub, L, 107-288, 116 Stal, 2138
16 11.5.C. 1 et seq.); 5 ULS.G. 401,

§29.1 Purposs and acope,

(2} Purposa of this Part, This Parl
irnplements sactions 213 through 21§ of
the Homsland Secuzity Act of 2002
{HiSA) through the establishment of
nwniform procediures for the recelpt, care,
and storage of Critical Infrastructure
Information (CI) voluatarily submitted
to the Department of Homeland Security
{DHS). Title T, Subtitle B, of the
Homeland Security Act is referred to
herein as the Critical Infrastrmctore
Tnformation Act of 2002 (G Act),
Congiatent with the statutory mission of
DHS to prevent terrorist attacks within
the United States and reduce the
vulnerability of the United States to
tarrerism, DHS will encourage the
voluniary submission of Gl by
safeguarding and protecting that
infermation from unesuthorized
disclosure and by ensuring that such
information is, as necessary, securaly
shared with State and locs] government
pursuant to section 214(a) through (g) of
the Gl Act, As required by the CH Act,
these rules establish procadures
regarding:

1} The acknowledgemant of recsipt
by DHS of voluntarlly submiited CIf;

(2} The receipt, validstion, handling,
storage, pyopar marking and use of
information sa PCI:

(3) 'The safoguezding and maintenance
of the confidentlality of such
information, ap t{gmpriate sharing of such
tnformation with Stete and log
goveroments parsuant lo seclion 2144)
through {g} of the HSA,

(4) The issvance of advisories, notices
and wamings telatad to the protection
of eriticel infrastracture or protected
systems in such a panner a3 to protect
fromn unauthorized disclosure the soirce
of eritical infrasteuciure information
that formas the basis of the warning, and
any information that is proprietery or
businsess sensitive, might bs used to
idemil;yhﬂm subiiltiug person or entity,
or is pthevwise not appropriately in the
public domein.

{b) Scope. The regulations i this Part
apply to a1l persons and entitiss that ure

For purposes of this part:

(s} (E‘Iﬁfmf Infrastructure has the
meantag stated in section 2 of the
Homeland Security Act of 2062
{referemeing the tarm used in ssction
1618{e} of Public Lew 107-56 (42 U.S.C,
519%5c(e)).

(b} Critical Infrastructure Information,
or {1, has the sams meaning a9
established in section 212 of the OIT Act
of 2002 and means information not
customarily in the public domain and
rolatod to the security of eritical
infraskucture or protected systemns,
inciuding documents, records ar other
information concerning:

(1) Astual, potential, or threatened
interforence with, attack on,
compromisa of, or Incapacitation of
critical infrastrucivre or protectad
systema by sither physical or computer-
based attack or other strailar conduct
{taclhuding the misuse of or
rnauthorized access to ail types of
commanications and dats fwansmission
systerns) that violates Federal, Stats,
Jocal, or tribal law, harms Interstate
commerce of the United States, or
threatens public health or safety;

{2) The ability of any critical
lnfeasteucture or protected sysiom to
rastst such interforence, tomypromiss, or
incapacitation, Including any plannad
or past sssessment, projection, or
estimnats of the velnerability of oritieal
infragtructure or a profecied system,
including security testing, risk
svaluation thereto, risk-menageraent
plenning, or risk audil; or

(3) Any planned or past operational
problem or selution regarding critical
infrastroctare or protoctod syslems,
includlng xepair, recovory,
reconsiruction, insurance, or continuity,
to the extent i is related to such
interference, compromise, or
incapacijation,

{c) Information Sharing end Analysiz
Organization, or ISAQ, has the same
maaning as is ostablished in section 212
of the CII Act of 2002 and means any
formal or informal entity or
nollehoration created or employed by
public or private sector organizations for

npurposes of:

[13 GCathering and analyzing Cli {a
ordar fa hetier understand sacuxity
problems aod interdependencias related
{o critical infrasfructure and protacted
systemms, so as 1o ensure the evailabiltty,
integrity, and relisbility thereof;

(2) Comrnuntcating or disslosing CH
to halp prevent, detsct, mitigate, or
recaver from the sffects of an
intorferesce, compramise, or im

€3] Volunterily dissemineting Gl ta its
mombers, Federal, State, and loeal
goveraments, or any other entities that
may be of sssistance in carrying ont the
purposes specified in paragrephs (c)(1)
and {2} of this section.

() I the public dempin meang
infarmation lawfusily, properly and
ragularly disclosed genarally or brondly
to the public. Information regarding
system, facllity or operational security is
not "in the public domain,” Information
submitted with Cli thai is proprietary or
business sensitive, or which might be
usad o identify a submitting person or
entity will not be considered *in the
public domato,” mformation may be
“business sensitive™ for this purpose
whether or not # is cosmumercial in
natuge, and even if its release could not
demonstrably cause substantial harm to
{he competitive position of the
submitting person or antity.

(o) Local government has the samna
meaning as is established fa section 2 of
the Homeland Scourlty At of 2002 and
means;

(1) A county, municipaiity, city, town,
township, loca) public authority, achool
distric?, special district, intrastate
distriet, counel] of governmants
(regardlens of whather the council of
govesrunents is incosporated as a
nenprofit corporation under State law),
rogional ar imterstale government entity,
oF agengy or instromentatity of a local
government;

(2] An Tndian wibe or authorized
tribal organization, or in Alaska a Native
viilage or Alaska Regional Nativa
Corporstion; and

(:-fD) A rural community,
unincorporated town or village, or other
public entity,

{f) Program Maonager's Designes
mpans a Federal employes ouiside of
the PCI Program (ffice, whether
eraployed by HS or another Federal
agency, to whom certein fanctions of
the PGII Program Office are delegated by
the Program Manager, as determined on
a casa-hy-oage hasis,

() Protacted Critical Infrastructure
Infermation, or PCH, means validated
a1, including Information covered by 6
CFR 29.8(b} and {f), including the N
identity of the subsuitting person oz
entlty and any parson or entity on
whase beholf the submitting person or
entity submits the Cli, that is voluntarily
subritted, direstly or indirsetly, to
3HS, for its uge rogarding the sacurity
of critical fnfrastructure and protscted
systeme, enalyeis, warning,
interdependency study, recovery,
reconstitntion, oz other appropriaie
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purposa, anl any informeation,
atatementa, sompilations or other
mgterials reasonably necessary ta
explain the CIT, put the Cll in confaxt,
describe the importance or use of the
CIL when sccompanied by an express
staternent as deacribed in 6 CPR 2605,

(b} Protected Critical Infrastruchure
Infexmation Program, or PCI Program,
maang the program implementing the
€I Act, including the maintonance,
management, and raview of the
nformation provided in fustherarce of
the protections provided by the CIT Act.

(iFPmiectﬂd systemt has the meaning
sat forth in section 212(6} of the GIF Act,
anel mesns any service, physical or
compuier-hased system, procesy, or
procedure that divestly ar indlrectly
allects the viability of a facility of
critical infrastructure and inclodes any
physical or computer-hased systerm,
inchuding & computer, comgputer ayslem,
computer or communications network,
or any component hardwara or slement
thereof, software program, processing
instructions, or information or data in
{rangmission or storage thersin,
irvespective of the madium of
frunsmission o stovags,

{j} Purposes of the O Act has the
meaning set forth in section 214(a)}(1) of
the CH Act snd inchades the security.of
eritical infrastructurs and protected
systems, enalysls, warming,
inlerdependency atady, recovery,
reconstitution, or other informational
purpose.

(k} Regulatary proceeding, as used in
Section 212{7} of the U1 Act and these
rules, meons admlnistrative proceadings
in which IS is the adjudiceting entity,
and does not include any form or type
of regulatory proceeding or other matter
ouisida of JHS,

{1) Strie hag the same meaning set
forth in section 2 of the Homeland
Sacurity Act of 2002 and means any
State af the United States, the District of
Columbie, the Commonwealth of Puerta
Rico, the Virgin Islands, Guasn,
American Ssmoa, the Cornmenwealth of
the Northem Marlana Islands, and any
possesaton of the United States.

{m) Submission as referenced in thasa
procedures means any fransmittal,
either directly or indiracily, of Cll to the
* DHS PGH Program Manager or the PCI]
Program Manager's designos, as set forth
hersin.

(o) Submitted in good foith means any
submissivn of Information that vould
reasenably be defined as Ol or PCH
under this section, Upon validation of a
subwmission as PCI, DHS has
sonchusively established the good faith
of the submission.” Any information
gualifying as PCIL by virlue of 8
categorical inplusion ideatified by the

Program Menager pursuant to secton
214 of the GIE Act and this Put Is
submiited in good faith.

(0} Voluntary or valuntarily, when
wsed In zaferencs to any submission of
CHi, means the submittal thereof ts the
absence of an exsicise of legal antharity
by DHS to compel access to ox
submissiog of such Information.
Volumtery submlasion of ClI may be
accomplished by (i.e., come from) &
single state or local governmental entliy;
private entily or person; or by an ISAO
acting on hebalf of its members or
otherwiss, Thers are tweo exclustons
from thiz definition. In the case of any
action brought nndsr the secorities
laws--as 1s defined in soction 3(a){47) of
tha Sacurities Exchanpe Act of 1934 [15
11.5.C, 78c(a){47))—the term
“yoluntary” or “‘voluntavily” doss oot
inchude inforrontion or statements
contained in any documents o
muaterials filed, pursuant ta section 12(i)
of the Securitles Exchange Act of 1834
(15 U.3.C, 781{l)), with the U.5,
Sepurities and Exchange Commission or
with Federal banking vegulators or &
writlng thal accompanied the
solicitation of an offor or a sale of
sacurities. Information or slatements
praviously submitted to DHS in the
coursa of & regulatory proceeding ora
licensing or permiiting determnination
are not “voluntarily submitted.” In
addition, the submission of information
to DHS for purposes of seeking a Federal
prefusence or benefit, including GO
submitted to suppart an spplication for
a DHS grant 1o secure critical
inkestruckire will be considerad s
voluntary submission of information.
Applications for SATETY Act
Dasignation or Certification under 8
CFR Part 25 will also be considered 8
volunlazy submiasion.

fp) The term reed directly by such
agency, any other Federal, State, or
toval outhority, or any third perty, in
any edvil action arfsing under Fedora! or

. Stnte law in yection 214{a){1)(C) of the

CIl Act moans any use in any
provending ether then a rriminal
prosecution before auy court of the
Hnited States or of a State or otherwise,
of any PCH, or any drafta or coples of
PO vetained by the submitter,
including the opiniens, evaluetions,
aualyses und conclusions prepared and
subenitted as G, as avidencs at trisl or
in any pretrial or other discovery,
notwithstanding whether the United
States, s agencies, officers, of
amployeas is or are a party to such
procseding,

§29.3 Eitesd of grovisions,
[a) Freadeom of Information Act
disclosure exemptions, Information that

is separately exem£t from public
disclosure under the Fresdom of
Information Act or applicable State,
local, or tribel law doss not Jose iis
ssparate exemption from public
disclosure due to the applicability of
these provedures or any faihwe to follow
am,

{b) Restriction on use of PCIH by
regulatory and other Fedaral, Siate, and
Local agencies., A Federal, State or logal
aganey that recelves PCT may utilize the
PCH only for purposes appropriste
uader the CIl Act, Including secaring
aritical Infrastructurs or protected
systeme. Such PCIl may not he utilized
for mry other collateral regulatory
purposes without the written consent of
the PN Progea Manager and of the
subinditing persen or entity. The PCI
Program Manager or the PCIE Program
Manager's designes sheall xot share PCH
with Tedsral, State ur loce] government
agencies without instituting appropriste
measures to ensurs that PCI s used
only for appropriate parposss,

§29.4  Prolooted Critical Infrarirustury
Information Program administration.

(a} Preparedness Diractorate Program
Muonagement. The Secratary of
Homeland Security hereby designates
the Under Secretary for Proparednang as
the senior DHS effictal responsible for
the direction and administration of the
PCH Program, Ho thall adrainister thia
program through the Agsistant Servetary
for Infrastructura Protacton.

(B) Appoirtment of @ FCH Program
Manager, The Under Secratary for
Preparadaess shall:

(1} Appuoint a PGH Program Manager
sarving woder the Assistant Sscrotary for
Infrastructure Protection whe is
respopsible for the adminlstration of the
FCH Progran;

{2} Commit resousces netessexy for
the efirctive implamantation of the PCH
Program;

{3} Ensure that sufficient peraonael,
including such datetlees or assigness
from other Foderal national security,
homelend security, or law snforcement
antities as the Under Secretary deemns
appropriste, are assignad to the PCI
Program to facililats secure information
shoring with appropriate authorities,

(4) Promulgate implamenting
directives and prepere training materials :-
?’BG lﬁpro;:nriaia for the propsr treatment of

(t} Appointment of PCI Officers. The
PCI Program Manager shall astablish
procedures o ensurs thet sach DHS
component and ¢ach Faderal, Stais, or
Incal entity that works with PCO
appoint one ox more employass to serve
as a POH Officer in order ta carey oot the
vesponsibilities stated tn paragraph {d)



Ba274

Federal Register/Vel. 73, No. 170/ Friday, September 1, 2006/ Rules and Regulations

of this section, Persons appointed 1o
_serve as PCH Officars shell be fully
famnilior with these procsdures.

{3) Hesponsibilities of PCH Offivers.
PCH Officers shall:

{1) Overses the handling, ves, ond
storage of PCIL

(2] Ensure the seoure sharing of PCIT
with appropriate authorifies and
individuals, es set forth in 8 CFR
28.1(a), and paragraph (h){3) of thiz
saction;

(3) Establish and maintain an ongoing
salf-inspection progeam, to nclude
periodic review and assassynent of the
comphance with handling, use, and
storage of PCIT

{4) Bstablish additional proceduraes,
mensures and penalties as necessary lo
pravent unanthorized acceas fo PCIE;
and

{5} Ensure prompt and appropriate
coordination with the PCH Program
Manager regarding any request,
challenge, or complaint arising ont of
the implementation of these regulations.

{e) Protacted Critical Infrastructure
Information Management System
(PCHMS). The PCIE Program Manager
shall develop, for use by the PCI
Program Manager and the PCIT
Manager's designeas, rn elecironic
databass, to be known as the "Protected
Criiical Infrastnicturs Information,
Managerment System” (PGUMS], to
record the receipt, acknowledgernent,
validation, storage, dissamination, and
destruction of PCIIL This compllation of
PO shall be safeguarded and protected
I accordance with the provisions of the
CI Art, The PCI Program Managar may
requirs the complation of appropriate
background investigations of an
lndividual hefore granting that
ladividual ageess to any PCL.

§208.5 Requiremants for protection,

fa} C shall recoive the protestion of
saction 214 of the C11 Act when:

£1) Such information is voluntarily
suhmitted, diroetly or indizecily, to the
PCH Program Menager or the PCIE
Program Manager's designes;

(2) 'Fhe information ie submitted for
protected use ragardiung the securlty of
eritieal infrastructurn or protected
systema, analysls, warning,
interdependency 3h}dy, THCOVELY,
reconstitution, or other appropriate
Furpnses including, withoat Heitation,

or the tdsntification, analysis,
prevention, presmption, distuption,
defense against and/or mitigation of
terrorist threats to the hameland;

{3) The information s labaled with an
expross statement as follows:

E} Ix: the case of documentery
subraissions, written marking on the
information oz tecords substantially

similer to the following: “This
Information is voluriarily sabmitted in
the Federal goversnent in expsctation
of protection from disclosure as
provided by the provisions of the
Critical Infrostructure nformation Act
of 2002"; or

{i1} T the vase of oxal information;

{A) Through an aral statement, made
at the tme of the oral aubmission ar
within a reasonshle period thespafter,
indicating g expectation of protaction
from disclosurs as provided by the
provisions of the CII Act; and

{B) Theough a written sistement
substantially similar io the ons specified
above accompanied by a decument thar
mamoriatizes the nature of oral
information initlally provided reveived
by the PCI Program Manaper or the PCH
Progear Manager's designes within a
reasonable perjod after nsing oral
submtastox; and

{iii} Tn the case of elscironic
information:

{4} Through an slactromically
snbimittad staternent within a reasonabla

. perled of the slactronic submnission

indicating an expeciation of protaction
from disclosure as provided by the
pravisions of the CIT Adt; and

(B} Threugh a non-electrontoally
submitted written statement
substantially similar fo the one spacified
above accompanied by a docement that
memerielizes the natare of e-mailed

- information initially provided, ta bs

received by the PCI Pragram Menager
or tha POH Program Manager's desigaee
within a raqsonabla perlod after using o-
mai] submission. ‘

{4} 'Tho submitted nformation
additlonelly js sccompanied by a
staternent, signed by the submittog
person or an authorized person on
behalf of an entity ideatifying the
aibmitting person ov entity, containing
sisch contast information as is
conaidered nacessary by the PCIL
Program Mansger, and oertifyinc? that
the information being submitied s not
onstomarily in the publc domaing

(b} Information that is not submitied
to the PCU Program Manager or the PCIL
Program Manager's designess will not
gualify for protection weder the CIU Agt,
Only the PCIE Prograra Manager or the
PCH FProgram Manager's desigiiees are
anthorized to acknowledge receipi of
information being submitted for
consideration of prolection woder the

Act,

{c) All Fedaral, State esud local
government entifles shall protect and
raaintain information as roquired by
theas xules or by the provisions of the
CII At whan that information is
provided ic the entity by the PCI
Program Mazager or the PCH Progeam

Managar's designes and ia rnarked as
raguired in & CFR 28.6(c).

d) All subinissions sesking PCI
stetus shall be presuaned to have bean
subsnitied In good faith until validatlon
or g detevmaination not to validate
pursuent tn thess mies,

§20.6 Acknowiedgmonl of receipt,
vajldation, and marking.

{) Aulhorized offfuials. Only'the DHS
PCIE Programe Manuger is authorized to
validate, and mark fnformation ea PCIE,
The PCH Progrem Manager o the
Progrera Manager's designess, may mark
information qualifying woder categorical
taolusions puranant to 8 CFR za.a[ﬁ),

{b] Prestireption of proteciion. A,
fuformation submitted in accordance
with the procedures set forth hereby
will be presumed ta be and will be
treaied as PCIE, enjoying the protections
of saction 214 of the CIf Agt, from the
time the information iz raceived by the
PCH Program Office or the PCIH Program
Munager's designee, The information
shall rameain protected unless and until
{he PCH Program Qffice renders a final
declaion that the information is not
PCHL The PC Progeam Office will, with
respect to information that {s not
properly submitted, inform the
submitling person or entity within thirty
deys of receipt, by & meana of
comnmmuication to be prescribed by the
PCIT Program Managar, that the
submittal was procedurally defective.
Tha submitter will then have an
additional 30 days ta remedy the
deficlency from veceipt of sach notice,
If the subnitiang persan or entity doss
not cure the deficiency within thirty
calandar days of the date of raceipt of
the notification provided in thia
pacagraph, the PCE Program Office may
determine that (he presumption of
protection is terminated. Under such
circumatances, the PCTE Program Offtoe
may cuze the deficlency by Jabeling the
snbmisalon with the information
required in 6§ COFR 28,5 o7 may notify the
applicant thet the submission does not
gaalify as PCIL No O submission will
loss Its presumptive statug as PCT
axcept ag provided in 6 CFR 29.6{(g).

(c] Murking of information, All %FB
shall be cleaxly identified throngh
markings made by the PCI Program
Offico. The PCH Program Offics shall
mark PCH materials as follows: “This  +
docwment contatns POIL e accordance
with the previsions of 8 CFR Part 28,
thiz dotmmend is sxempt from releass
umder the Freadem of nformation Act
(3 15,0, 552(b){3)) ond similar lnwa
requiiring public disclosare, |
Unauthorized release may result in
crimine] and administrative panaities.
This document js 1o ba safeguardad and
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disseminated in sccordance with the CIf
Act and the PCH Program
requizements.”” When distributing PCIT,
ihe distributing person shall ensure that
thy disteibuted information containa this
marking,

{d} Acknowledgament of receipt of
information. ‘The PCI Program Office or
the PCIL Program Manager's designess
shipll acknowledge receipt of
inforsnation submitied as CIl and
accompanied by an axpress stoteraent,
and in 3o doing shell:

{1} Contaet the submitting person or
antity, within thirty calendar days of
reoeipt of the submission of ClY, by the
weans of delivery proscribed in
procadures developad by the PCIT
Prograro Meneger. in the cass af oval
submissions, vecetpt will ba
acknowledged in writing within thirty
calendar days aftar receipt by the PCH
Program Office or the PCH Program
Manager's designes of a wrilten
statoment, certification, and docurnents
that memorialzs tha orel submission, as
roferenced in 6 CFR 20.5(a){3)(i1):

(2) Enter the appropriate data into the
PC(I!IMS td reguired in 6 CFR 26.4(a);
and

() Provide the submitting pezson or
entity with a unigue tracking number
that will sccompany the infoymation
from the tims it is received by the PCH
Program Office or the PCIF Program
Managex's deslgnees.

(e) Validation of information. (1} The
P Program Manager shatl ba
rasponsible for reviawing all
submissions that reguast protection
under the CII Act. The PCH Program
Manager shall review the submittad
informetion as seon as practeable. I a
final determination 1s made that the
submitted lnformation meets the
raquirements for proteciion, tha PO
Pragram Manager shall ensure that the
Information hes besn marked as
required in paragraph (c) of this section,
notify the submitting person or entity of
the datermination, ang disclose 1t only
pursuant to § CFR 29,8,

{2) 1 the PCIL Program Office makas
an jniiial dstermination that the
informetion submitted does not meet
the requirements for protection under
f:}ielci:ﬂ Act, the PCII Prograwe Office
shall:

(i) Notify the submitiing person ar
entity of the initial determination that
the information is not enngidarad ta he
PCI. This notificstion also shall, as
necassary:

{A} Reguest that tha submitting
pezsan or exntity coraplate the
requitamants of 6 GFR 29,5(a}(4} or
further explain the nature of the
tnformation and the submitiing person
or axtity's basis for helleving the

information quatifies for protection
undear ths O Act; ’

(8) Advisa the submitiing person or
entity that the PCII Program Office will
review any further information provided
bafors rendering a flus! determination;

(C} Advisa the submiting pezson or
entity that the submission cen be
withdrewn st any time before a final
determination is made;

(D] Notify-the submitting person or
cidlty that wotid a fnal determination is
mada the submission will be treated as
PLT;

{B} Motify the submitiing Tgﬁrsmt or
entity that sny response to the
notification must be recelved by the
PCI Program Office no latar than thirty
calenday days after the date of the
notification; and

{¥) Requast the submitting person ox
antity to state whather, in the event the
PCH Program Office makes a final
daterminatioa that eny such information
is not PCIL, the submitiing person or
entity prefers that the information be
mainjained without the protections of
the G Act 4r xsturned te the snbmitter
or desteoyad. I a request for withdrawal
is mada, all such infoermation shall be
raturned to the submitttog persen or

antity.

(1) i the information submitted has
nat heen withdrawn by the subsmitting
person or entity, and the PCI Program
Qffice, aftor following the procedures
sot forth in peragraph {a)(2){i} of this
seation, renkes a final determination
that the tnformation iz not PCII, the PCU
Progesan Office, in accordance with the
submitting parson or enkity's written
preférence, shall, within thirty calendar
days of making o finaf determination,
return the information to the submittez,
If return to the submitter is impractical,
the PCH Program Office shall destroy
the infarmation withia 30 deys. This
process i3 consistent with the
appropuiate National Avchives and

* Records Administretion-approved

racords disposition schedule, If the
submitting person ot snlity tannot be
uotified or the submliting pesson or
antity’s rasponse i not recelved within
thirty calender days of the data of lhe
notification as pravided in paragraph,
{a}{2)(i) of this section, the PCH Program.
Office shall make ths initial
detarmination final and retwsn the
information to the submitter.

() Gategorival inclysions of Gertain
Types of Infrasirdeture as PCH. The PCT
Progrem Manager has discretion io .
dusclars certain subjact matter or typoes of
Information catsgorically prolecied sg
PCH and to set procedurss for recaipt
and prosassing of such information.
Tnforeeation within s categarical
imcluston will be considesad velidated

upon receipt by the Program Office or
any of the Program Manager's designees
without further review, provided that
the submitior providss the exproas
statement required by section 214{a)(1).
Designees shail provide to the Program
Manager Information submitted nndera
calegorical inclusion.

(g?Chﬂnging the status of PG to nen-
PCH. Onco information is validated,
ouly the PCII Program Office may
changa the status of POl to that of non:
PCIHE and remove its PCI markings.
Status changes may only take place
whan the submiiting person or antity
requasts in writing that the informatian
no Ionger be protected undet the CIT
Acty or when tha PCU Program Office
datermines that the lnformation was, at
the time of the submission, customesily
in the public domain. Upon making an
initizsd determinetion that a change in
status may ba warranted, but priot to a
final determination, the PGIT Program.
Office, using the procedures in
paragraph (8)(2) af this section, shall
inform the submitting person ar entity
of the inttia] determination of a change
in status, Notics of the final change in
status of FCII shall be provided to all
recipients of that PCI{ uadex 6 CFR 29.8,

§29.7 Safequsrding of Protecied Critlen?
Infrasirocturs Informalien.

(a) Safeguarding, Al pereons granted
access to PCIL aye rosponsibla for
safsguarding such information in thele
possession or gonirol, PCIL shali be
pratected at all timaes by sppropriate
storage and handbing. EacE person wha
works with PCH is personally
rasponsible for teking proper
presautions to ensure that unavtherizad
parsons do not gain access to it.

(b} Background Chevks on Persons
with Arceess to PCIL For thoss wha
reguire aceess o PCIT, DHS will, to the
extent practicable and consistent with
the purposss of the Act, undetteke
appropriate backgrouwnd chacks to
ensure that individuals with access to
PG do not poss a thrsat to national
ascurity, These checks may also be
waived in exigeni cirocumstancas,

fc) Use and Stornge, When PCH is in
the physical possession of & parson,
rensonabla steps shall be talen, in
acuordance with procedires presoribed
by the PCI Program Manager, fo
mintroize the risk of access to PO by
unautherized persons, When PCI1is not
in the physical poseession of g parsou,
it shall be stared in a sesure
anvirgament.

{d) Heproduction, Prisuant te
procadures prescribed by the PCI
Program Manager, 2 document or sther
matsrial containing PCI may ba
repreduced 1o the extent necessary
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consistent with the veed to cary out
officlal duties, provided that tha
reproduced documents or material ars
marked and protected in the same
manzer 4 the original docwments or
matarial.

(e} Dispusal of informution.
Documenis and materiel containing PCH
may be disposed of by sny wethod that
pravents unautkorized retrieval, such as
shradding or focineration. :

{f) Transmission of Information, FCH
shall b transmitted ondy by securs
means of delivery as detenmined by the
PCH Program Menager, and in
nonformance with appropriaie faderal
standards.

{g) Automuted Information Systems.
The PN Prograsm Manager shall
establish security requirements
dosigued to protect information to the
meximuem extent practicable, and
consistent with the Act, for Automatad
Information Systems that contain PCIL,
Snrh securtty refjuivements will be in
conformance with the information
technology sscurity reguirsments in the
Federal Information Security
Management Act and the Office of
Masagement and Budget's
implementing policies.

§29.8 Disclosura of Protacted Crlilest
Infrasisocture Information,

{n) Authorizafion of access, The
Undar Socretary for Prepazedness, the
Asgistant Secrotary for Infrastructure
Protection, or either's designes may
chinose t provide or suthorize access o
PGl under ons or mora of the
subsections below when i is
dgtermined that this access supporis a
Jawiul and authorized govarmment
purpose ag snuunerated in the CIF Act o
other law, regulation, or Jegal suthority.

(b} Federal, Stete and Loval
govarnment sharfng. Tho PCII Program
Managar or the PCH Prograre Manager's
designaes may provide PG to an
employes of the Faderal government,
provided, subjact to subsection (f] of
this section, thai such informaiion s
shaved for purpeses of seeuring the
ceitical infrastructure or protected
systams, analysis, warning,
interdependency stady, recovery,
raconstititian, or foy another
appropriate purpose inclediog, withous
Jimitation, the identification, enalysis,
preveniion, preemption, andfar
dismption of terxorist threats 1o the
homeland, PCIE may not e used,
diractly or Indivectly, for any collateral
regdatory puzpase. PO may be
provided to a State or local governmant
entity for the purposs of protecting
ceitienl infrastructure or protected
systems, of in furtheranee of an
Investigation or the prosecution of a

criminel act, The provielon of PCH te a
Siate or tocal governiment entity wiil
normally be made only pursuant to sn
arrangement with the PCII Program
Managar providing for compliance with
the requirsments of parsgraph {d) of this
section and acknowledging the
undexstending and respansihilities of
the resipient, State and local
governments raceiving such information
will acknowledge in such amangenents
the primacy of PCIE protectians under
the CJI Act; agree to assert all available
legal defenses to disclosure of POIE
under State, o local public disclosure
laws, statutes or ordinences; and will
agree ta treat breaches of the agreements
by their smployess or conbragtors as
maiters subjact #o the ariminal coda ox
1o the applicable smployes code of
capdust for the jurisdiction,

(c) Disclosura of infermation to
Federal, State and Iocal government
contractars. Disclosure of PCIH to
Faderal, State, and lacal contractors may
be made when necessary for an
apprapriste purpose under the CIL Act,
and only after the PO Program Manager
or a POI Officor certifies that the
contractor is performing services in
support of the purposes of the CI Act,
The contractor's employoes whe will ba
handiingf PCH wust sign individual
nondiscloguze agreomands in a form
prescaibed by the PLI Progeam
Mausger, and the contractor must agres
by coniract, whensver and to whatever
sxtant possible, to comply with all
ralevant requizements of the PCH
Pragram, The contractor shall safegnard
PCI i acaordence with thess
pracadures and shall net remave any
PO markings, An employes of the
contractor may, in the performence of
services in support of the purpases of
the CI Act and when autherized to do
g0 by the PCH Program Monges or the
PCI Program Manager's dasignee,
communicate with a submittiog porson,
or an authorized person of a submitting
antity, about a submittal of mformation
by that paraon or entity. Contractors
shall not furthex disclose PCH to any
other party net alveady sulhocized to
recelve such Information by thy PCTE
FProgram Manager oy PO Program
bManager’s Designee, without the prior
written approval of the PCI Program
Mamnager oy the PCH Program Manager's
dagignes,

(d? Further use or disclosurs of
informution by State, and local
governments, {1} State and local
gavernments recelving isformation
marked “Protected Crilicsl
Tofrestruchurs Taformation” ahali not
shars that information with any othar
purty not alveady autharizaed to raceive
such laformation by the PCIT Program

Manager or PCIl Program Manager's
daesignas, with the sxception of thoir
contractors nfter comeplying with the
raquirements of paragraph (c) of this
agotion, or remove any PG markings,
without fivst ebtaining suthoriation
from the PCU Program Managst ox the
POU Programs Manager's designees, who
shall be responsible for requesting and
obtaining written consant from the
submitter of the information.

(2} Siate and loeal govenuments may
use PCH only for the purposs of
protecling critical infrastructare or
protected systems, or ag sot forth
alsewhers in these rules.

(e) Diselosure of information to
appropriate entities or to the general

- publiv. PCI may be used to propare

advizorias, alerts, and warninga to
ralevant companies, targeted sactors,
govarnmentsl entities, ISAOs oy the
eneral public regardiog potential
?]n“eats and vulnerabilitios to aritical
infrastructure as appropriate pursiant to
the GIL Act. Unless exigant
circumstances raquire otherwiss, ay
such warmnings to the general public will
be ruthovized by the Secratary, Undex
Secratary for Pzeparedness, Assistant
Secratary for Cyber Security and
Teleconmunications, or Assistant
Secretary for [nfrastmetivs Protection,
Buch exigent siveumstances exist only
when spproval of tha Sacretary, the
Under Sacratary for Preparadness,
Apglstant Secvetacy for Cyber Security
and Telecommunications, or the
Assistant Secratary for Infrastracture
Protscton cannot be oblained withing
ramsonable time necassary to lsuus an
affective advisory, slert, or waming. In
Issning advisoriey, alerts and warnings,
DHS shall consider the exigency of the
sitvation, the sxtent of possibla barm to
the publie e to critical infrestructurs,
and the necessary scops of the advisory
or warndng; and take appropriate actions
ta protact from discloswre amy
information that is proprietary, business
sonsitive, relaios specitically to, or
might ba used to tdantify, the
stbmitting person or entity, or any
pessons oz entities oin whoss behalf the
ClE was submitted, or is not otherwise
appropriately in the public domain,
Daponding on the exigency of the
cirenmstances, DHS may conanlt or
cooperate with ke submitter In making
such advizorfes, alorts or warnings, v
(5} Disclosurs for low enforcement
purposas and communication with
subitters; access by Congress, the
Comptroller General, and the Inaspector
General: and whistlebluwer
profection—{1] Bxceptions for
disclosure, {§} PG shall not, withous the
written consan? of the person or entity
subraltting such information, bs used vr
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disclosaed for purposes other than the
purpuses of the CII Act, except—

(A)In furtherance of an investigation
or the presacution of a criminel act by
the Pederal government, or by a Stete,
local, or foreign governmend, when such
disclosure is conrdinated by a Faderal
law entfarzemany official;

[B) To communicate with a
submitting person or an anthoriced
person on behalf of a submitting eatity,
about a submittal of infermetion by that
person or entity when authorized to do
80 bry the PCII Program Mansger or the
PO Program Manager's dssignee; or

(C) When diselosure of the
information is muads by any offtcer or
waployes of the United States—

(1} To either House of Gongrass, or fo
the extent of matter within ita
jorisdiction, any committes or
subcormmities therenf, any jeint
committen theraof ar subcommmittec of
any such joint committes; or

{2} To the Comptrolter General, or any
authorized representative of the
Compiroller General, in the course of
the performance of the duties of the
Govarnment Ancountability Offico,

{ii} If any ofticer or employee of the
Unitod States muokes any dizclosure
pursuant to these exceptions,
contemporanecus written notification
st be provided to DHS through the
PCH Prograsn Menager,

(2) Consistent with the authority to
disclose information for any of the
purposes of the CH Axt, disclasure of
PCH may he made, without the written
consent of the person or entity
submitting such information, tn the DHS
Inspector Genaral,

(g) Hesponding to requests made
under the Freedom of nformation Act
or State, Jocal, and teibal information
access laws, PCH shell bu troated as
exempt from disclosure under the
Freedom of Information Act and any
State or Jocal law requiting dlsclosure of
records or information, Any Taderal,
Stata, Jacal, or tbal government sgency
with questiona regarding the protaction
of PCH frorn public disclosurs shall
contact the FOI Program Manager, who
shall in tumn consult with the DHS
Office of ths General Couusel,

{h) Bx pare cemununications with
decistonmaking officiols, Puysuant 1o
section 234{a)(1)(E) of e Homeland
Security Act of 2002, PCH i3 not subject
in sny agency rules or judiclal decirine
regarding ex parte commusicstions with
a g:::isionma}dng offivial,

{i) Restriclion on use of PCH fn civil
actions. Puxsunant to section 214{a3(13(C)
of the Homelend Sscurity Act of 2002,
FCI shall not, without the written
congeni of tha person or entity
submitting such informetion, be used
directly hy any Federal, State or local -
autherity, or by any third party, in any
eivil action erising wuder Federal, State,
local, or wibal law.

§20.9 Investigation and reponing of
violatian of PCH procedures.

{a) Haporting of possible vielations.
Parsons authorized to have access to
FCI shall report any suspactad violation
of securlty proceduyes, the luss or .
misplacement of PCH, and any
suspected unautherized disclosure of
PCII immedistely to the PCH Program
Mauager or the PCI Program Maneger's
designees, Suspectad violations may
adso be yeported to the DHS Inspector
General. The PCYE Program Manager or
the PCII Program Manager's designaes
shall fa tarm raport the incident to the
appropriate Secuxity Officer and to the
DHS Inspector Ganeral,

(b) Rovisw and investigation of writien
report. The PCI Program Manager, or
theg appropriate Security Officar shall
notily the DHS Inspector General of
their intent to Investigate any alleged
vinlatinn of procedurss, loss of
informetion, snd/or waautherizad
diavlosars, prior to inlHating any such
investigation, Evidence of wrongdoiog
rasulting from any such investigetions
by apencies other than the DHS
Inapector General shall be repotted ta
thie Deparhmant of Juatics, Criminal
Division, through the DHE Offics of the
Ganers] Counsel. The DHS Inspectar
General also has authorlty to conduct
such investigations, and shall rapott any
evidence of wrongdoing to the
Pepartment of fustice, Criminal
Bivision, for consideretion of

proseoution.

(&) Notification to eriginaier of PCIL, 1§
the PCI Program Manager or the
appropriate Security Officer determines
that a loss of information or sn
unanthorized disclosure has orcurrad,
thee POH Program Manager or the POH
Progrem Manager's dasignees shall
notify the person or entity that
submittad the PCIT, unless providing
such notificativn could reasonably be
pxpactad to hemper the relevant
invasiigation or adverssly affect any
athar law enforcament, national
securily, or homeland security lnterest,

{d} Criminal and admintstrative
penulties, (1) As establishad in seaton
214{f} of the Cil Act, whoever, belng an
officer or employes of the United States
nr of any dspartment or agency thereof,
knowingly publishes, divelges,
discloses, or makes knowm in any
inanner or te any extent not authorized
by law, any information protected from’
disclosura by the GII Ast coming to the
officer or employee in the course of his
ot hor employment or official dutles ar
by reason of any examination ox
invastigation made by, o¢ return, report,
or record mads to or filed with, such
dapartment or agency or officer or
employee thereof, shall be fined undar
title 18 of the United Statee Code,
imprisoned not more than one year, or
bath, aad shall be removed from offica
or sraployment,

(2} In addition to the penalties sat
forth in paregraph {4)(2} of this section,
if the PCII Program Manager dotermines
that an entily or person who has
raceivad POH has viclated the
provisions of this Part or used PCHI for
an Inappropriate purposs, the PCH
Progrem Manager may disqualify that
eniity or persen fom future renoipt of
any PCH or future receipt of any
sansitive homeland security information
under section 882 of the Homeland
Sgcurity Act, provided, however, fhai
any such decision by the PCI Program
Manager may ba appesled to the Office
of the Under Secretary for Preparednsss,

Michaal Chevtoff,
Seecetary,

(FR Doe, 68-7378 Fited £-31-05 8145 s}
BHLING CODE 4490-10-0




8 This docoment containg PCIL. T accordancs with the provisions of 6 C.B.R, Part 29, it is exempt from release under the Preedom of
A Information Act (5 11.5,0, 552) and similax State and laca) disclosare baws. Unanthorized release may result In criminel and administrasive  |f
l penalties. It is fobis safeguarded and disseminatad in accordance with the Critical Infrastruoitas Inforsnation Aot of 2002, 6 US.C 3§ 131 =t
t# 1., the implementing Reguiationat 6 C.B.R. Part 2% and PO Program requirements. :
By roviewing this cover sheat and accepting the aitsehed PLIE you ave agreeing not to divelose it to other ludividuals without g
8l following the access requivemsds and 1o abide by the goidanca conleined herein, Youy accopinoce provides immerdiate soness only [j
g to the attacked PCIL
1 A yoz have not compieted PCI user waining, yow are veyulved to send a vequest fo pil-trainlpp@dbhe.zov within 20 doys of veceipt
3 of this mi‘ommﬁon, You will receive an emnjl wnta.mmg the PCII wser tralnlu 2, Folloy the Inslruetions incladed in flie emalL

The reciplent yoost comply with the requicements stated in the Ciltical Infrasbructare Information Act 7 2002 fownd i §
Us.LC § 131 et scq. tmd ﬂ:e imp!emenﬁng Regulnimn at 6 C F R. Pm ?9

Stomge When notin your possmsmn, stors in a seoure emrlmﬂmeni such asina locked dask deex or locked conwnar Bx} hut
ieave this document wpatiended,
Traasnuission: “Yon may lransmit PCH by the following means to an cligible individual who msets the access requirements listed
above, Inall cases, the yecipiunt must accept the terme of the Non-Dhsclosure Agroement before being given access to PCIL
Tiand Dglivery: Authorized individuals may tand carry material as long as access o the material is controted while in transit.  {f
Fiuull: Focryption showld be used, Howaver, when this is Impractical or unavailabla you roay trsnsmit POTE over regular emajl {d
chacneis, | encryption is not avaitehle, send PCII a5 & password protected atischsnent and provide the password woder separate {§
cover. Do not send PO fo personsl, non-psmployment velnted emoll sccounis. Whenever the recipient {orwards or |3
dissemninates PCT via email, place that information in an attachsment.
Malk USPS Pirst Class saail or commerais! equivalent. Flace in an opague envolope or container, sufficiently sealed to prevent i
inadverient opening and to show evidence of taxoperiug, and ther placed in a second envelope that has no marking on it to Iy
identify the contents as PCU. Envelope of conlainer must beer the complels namw and address of the sender and addressee, |
Iltwelnpa will have no outer markings that indieate the contents are PCIE and must baar the following belew the retirn addrexs: {f
“POSTMASTER: DO NOT FORWARD. RETURM TO. SENDIER Adhere to the afmﬁmmﬂmneri requirements For 1
interofflcs mail,
Fax: Yeu pre encouraged, bt not regulred, 10 uge a secwre fax, When sending via non-secure fax, coordinate with the reciplent jo
enswre that the faxed materats will not be left umitended or subjected to wnauthorized disclosare on the resaiving ead,
Telsphone: Yon are rneouraged to use a Secura Telephone UnivBruipment. Hse cellular phones ondy {n cxipent clroumstances,
Repreduction: Fosvrs thal a copy of this sheal i8 the first page of all seproductions comiaining PCIL. Clear ¢opy machine
malfunctiong and cnsure all papor paths are cheaked for PCIL Destroy all unusable pages immediately.
Destyweton; Destroy (Le., shred or burn) this document when no longer needed, For Japtops or CFUSs, delste file and empty
recycle bin

= [Is proprietary, busioess sensitive, of mada aeorpts
=  Relates specificatly 1o, or idennﬁcs the aubrmlimg person or entliy (explicitly or implicitly): and
oﬁx

i Mol any ncwiy crcamd document commmng PC& wﬂh Pmtected C;meal h:ﬁasuucmre Information™ on ﬂ:e top and botton of

# cach page that contains PCIE. Mark “(PCILY* beside each paragraph containing PCH. Place a copy of this page over all newly
created documsnts containing PCIL The PCII Tracking Numbnx(s) of the sovree document(s) most b inclided on the derivativaly
created documcnt in the Forem of an endnote, v




. EXHIBITF
2010 BUFFER ZONE PROTECTION PROGRAM REIMVIBURSEMENT FORM '
AWARD NUMBER: 2010-BF-T0-0020
PERFORMANCE PERIOD: 6/1/10 - 2/28/13

Chiaf Exacutive Dffice/County Disaster Administrative Team
COUNTY OF LOS ANGELES

Thank you for particlpating in the Buffer Zone Pratection Program. In order to complete your claim, please follow the checklist on the fiest
tab of this workbeok and attach tha required supperting documents for alf ltems for which you are requesting refimbursement,

Please submit involces g5 soon as expenses are incurred and the required invoice and other supporting documentation Is available, Do i
NOT accumulate and submit alt daims and invelees on the final due date. Failora to submit your calm in a imely manner with the required
supporting documents eould result in unreimburseable expenses and/or reallocated awards. :

DATE TAXPAYER IDI
L “ i ]
- - MAKE CHECKS PAYABLE 103 T ‘

I ]

h MAILNG ADDRESS 7
S —

"""""" T T oy, zie

[ ] ] _ J
— e PHONE E-mail

AUTHORIZED SIGMNATURE AUTHORIZED SIGNER MAME/TITIE

Unider Peaalty of Perfory | certify that:
- am tha duly authorizad offices of the claimant haretn,
- This claim is in alf respect true, cortect, and all expenditures were made In accordance
with applicable faws, rules, regulations and grant conditions and assurancas, Please fax or e-mail reimbursement requests to:

Merrn Bravermar: Fax (213) GB7-3765
E-Mathnbraverman@cao.lacounty. goy




California Emergency Management Agency
Eguipment inventory Ledger

Acquired
5] Date Condition
~§,’~ AEL Funding Tatal Cost (physically & Deployed tocalion
@ Equipment Dascription # AEL Tike Saurce fnvoice ¥ Vendor General rsceived) [ Tag# Dispostion {address reguired}
-
i
TOTAL CLAMED AMOUNT [$ -

Equipment inventory Listing -
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