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2010 INFRASTRUCTURE PROTECTION GRANT PROGRAM: BUFFER ZONE 
PROTECTION PROGRAM 

The Los Angeles Police Department (LAPD) requests authority to accept a $1,140,000 grant award 
for the 2010 Infrastructure Protection Grant Program: Buffer Zone Protection Program Grant 
(BZPP) from the California Emergency Management Agency (Cai-EMA) through the County of Los 
Angeles (County) for the period August 2, 2011 through February 28, 2013. 

The major objective of the BZPP is to increase the preparedness capabilities of jurisdictions 
responsible for the safety and security of communities surrounding high-priority critical 
infrastructure and key resources (CIKR) assets, including chemical facilities, financial institutions, 
nuclear and electric power plants, dams, stadiums and other high-risk/high-consequence facilities . 
BZPP funds are utilized to build effective prevention and protection capabilities that will make it 
more difficult for terrorists to conduct site surveillance or launch attacks within immediate vicinity of 
CIKR assets. 

In August 2011, the County received a BZPP grant award of which the City is a sub-recipient. On 
September 8, 2011, the City was awarded a grant of $1,140,000. Under the terms of the grant, the 
City will be reimbursed for the purchase and installation costs of preventive and protective 
equipment. Acceptance of the grant does not require a direct match. Further details on the grant 
are provided in the attached correspondence from the Board of Police Commissioners dated 
January 30, 2012. 

RECOMMENDATIONS 

That the Council, subject to the approval of the Mayor: 

1. Authorize the Chief of Police or designee to accept the 2010 Infrastructure Protection 
Program: Buffer Zone Protection Program Grant (BZPP) in the amount of $1,140,000 from 
the California Emergency Management Agency (Cai-EMA) through the County of Los 
Angeles for the period August 2, 2011 through February 28, 2013; 



CAO File No. 

0220-03695-0112 
PAGE 

2 

2. Authorize the Chief of Police or designee to execute the sub-recipient agreement with the 
County and to negotiate, execute and submit any other necessary agreements and 
documents, subject to the review and approval of the City Attorney as to form and legality; 

3. Authorize the Los Angeles Police Department (LAPD) to submit grant reimbursement 
requests to the grantor and deposit grant receipts in the Police Department Grant Trust Fund 
No. 339, Department 70; 

4. Authorize the Controller to establish a grant receivable in Fund 339 in the amount of 
$1,140,000 and establish an appropriation account, account number to be determined, 
within Fund 339, Department 70, for the receipt and disbursement of grant funds; 

5. Authorize the LAPD to spend up to the grant amount of $1,140,000 in accordance with the 
grant award agreement and requirements; and, 

6. Authorize the LAPD to prepare Controller's instructions for any technical adjustments, 
subject to the approval of the City Administrative Officer, and authorize and instruct the 
Controller to implement the instructions. 

FISCAL IMPACT STATEMENT 

Approval of the recommendations within this report will allow for the expenditure of the 201 0 
Infrastructure Protection Program: Buffer Zone Protection Program Grant award totaling 
$1,140,000. There is no impact to the General Fund as a result of these actions. These actions are 
in compliance with the City's Financial Policies as one-time revenue is used for one-time expenses. 
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BPC #12-0032 

The Honorable Antonio Villaraigosa 
Mayor, City ofLos Angeles 

T~e Honorable City Council 
City ofLos Angeles 

. City Hall, Room 303 c/o City Clerk's Office 
Los Angeles, CA 90012 

Dear Honorable Members: 

RE: TRANSMITTAL OF THE GRANT AWARD AGREEIVIENT I' OR TI-IE FISCAL YEAR 
2010 INFRASTRUCTURE PROTECTION GRANT PROGRAM BUFFER ZONE 
PROTECTION PROGRAM GRANT 

At the regular meeting of the Board ofPolice Commissioners held Tuesday, January 24, 2012, the 
Board APPROVED the Department's repmt relative to the above m<'j.tter. 

This matter is being forwarded to you for approval. 

Respectfu1ly, 

BOARD OF POLICE COMMISSIONERS 

( ' '---;'7 ..--., . .· . 
! ' / I /? .. -J J t(j 

/ ,__i" l--·v 

MARIA SILVA 
Commission Exect1tive Assistant 

Attachment 

c: Chief of Police 

1\N EQUAL EMPLOYMENT OPPORTUNITY- AFFlRMATIVE ACTION EMPLOYER 
www.LilPDOnlirw.org 

www.joinLA.PD. com 



\6fc ,:!:{12-0o3·~;___ 
cr--

JNTRADEPARTMENTAL CORRESPONDENCE RECE~VE[t c::, -· 

January 12, 2012 
1.17 

TO: The Honorable Board of Police Commissioners 

FROM: Ch1ef of Police 

.JAN 18 2G12 

POUCE COMMISSiON 
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•••• -1- ,. \.:~'I' ,• t I.~~-'· :'c,l-~ ~~h ... ~ ... -" ..... ,~':i~ 

SUBJECT: TRANSMITTAL OF THE GRANT AWARD AGREEMENT FOR THE FISCAL 
YEAR 2010 fNFRASTRUCTURE PROTECTION GRANT PROGRAM: 
BUFFER ZONE PROTECTION PROGRAM GRANT 

RECOMMENDED ACTIONS 

L That the Board of Police Commissioners (Board) REVIEW and APPROVE this report. 

2. That the Board TRANSMIT the attached grant award, pursuant to Administrative Code 
Section 14.6(a), to the Mayor, Office of the City Administrative Officer (CAO), Office 
of the Chief Legislative Analyst and to the City Clerk for committee and City Council 
consideration. 

3. That the Board TRANSMIT the report concurrently to the Mayor and City Council. 

4. That the Board REQUEST the Mayor and City Council to: 

A. AUTHORIZE the Chief of Police or his designee to ACCEPT the award of the Fiscal 
Year 2010 Infrastructure Protection Program: Buffer Zone Protection Program (BZPP) 
grant funds in the amount of $1,140,000 from the County of Los Angeles, a sub-recipient 
of Califonlia Emergency Management Agency (Ca1EMA) for the period of August 2, 
2011 through Februm·y 28, 2013. 

B, AUTHORIZE the Chief of Police or his designee to negotiate and execute the sub
recipient agreement and submit any necessm·y documents relative to the grant award, 
subject to City Attorney's approval as to form and legality; 

C. AUTHORIZE the Los Angeles Police Department (LAPD) to spend 2010 BZPP grant 
funds consistent with the grant requirements; 

D. AUTHORIZE the Controller to set up a grant receivable in the amount of$1,140,000' and 
establish an appropriation account, account number to be determined, within 
Fund No. 339, Department No. 70 for the disbursements of2010 BZPP grant funds~ 

E. AUTHORIZE the LAPD to submit grant reimbursement requests to grantor and deposit 
grant receipts in Fund No. 339, Department No. 70; and, 
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F. AUTHORJZE the LAPD to prepare Controller instructions for any technical adjustments, 
subject to the approval of the CAO and AUTHORIZE and INSTRUCT the Controller to 
implemenl the instructions, 

DISCUSSION 

On Seplember 8, 2011, the LAPD received notification from the County of Los Angeles ofthe 
2010 BZPP grant award in the amount of$1,140,000 for the period of August 2, 2011 through 
l•'ebmary 28, 2013. The County of Los Angeles is the primary grant recipient and the LAPD is a 
sub-recipient offunding allocated through the Depattment of Homeland Security. 

The purpose of the 2010 BZPP grants is to help state and local governments protect national 
critical infrastructure and key resources from terrorist attacks. The program supports the 
implementation of Buffer Zone Plans by providing the funding to buy equipment and support 
planning efforts. 

'11Je LAPD will utilize the entire grant award of $1,140,000 for the purchase of preventive and 
protective equipment from City approvetl vendors through the Department of General Services. 

If you have any questions regarding this matlcr, please contact Chief Information Officer 
Maggie Goodrich, Commanding Officer, Information Technology Bureau, at (213) 486-0370. 

Respectful! y, 

CHARLIE BECK 
Chief of Police 

Attachment 
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AGREEMENT 
BETWEEN THE COUNTY OF lOS ANGELES 

AND 
THE CITY OF LOS ANGELES 

THIS AGREEMENT is made and entered into by and between the County of 
Los Angeles, a political subdivision of the State of California {the ''County of 

Los Angeles"}, and the City of Los Angeles, a public agency {the "Subrecipient") 

WHEREAS, the U.S. Department of Homeland Security Title 28 C.F.R. through 
the Office of Grants and Training (G&T), has provided financial assistance from the 
Buffer Zone Protection Program, Catalog of Federal Domestic Assistance (CFDA) 
97.078 directly to the California Emergency Management Agency (CalEMA) for the 
201 0 Buffer Zone Protection Program (BZPP); and 

WHEREAS, the CaJEIVIA, provides said funds to tl1e Los Angeles County Chief 
Executive Officer (CEO), on behalf of the County of Los Angeles, as its Subgrantee, 
and CEO is responsible tor managing and overseeing the BZPP funds that are 
distributed, by CEO, to other specified jurisdictions within Los Angeles County; and 

WHEREAS, this financia~ assistance is being provided to the Subrecfpient in 
order to address the un[que equipment and planning management needs of the 
Subreciplent, and to assist the Subrecipient in building effective prevention and 
protection capabilities to prevent, respond to, and recover from threats or acts of 
terrorism; and 

WHEREAS, the CEO as Subgrantee has obtained approval of a BZPP 2010 
grant from CalEMA for the Subrecipient in the amount of $1 ,140,000; and 

WHEREAS, the CEO now wishes to distribute BZPP grant funds to the 
Subrecipient, as further detailed in this Agreement; and 

WHEREAS, the CEO is authorized to enter into subrecipient agreements with 
cities providing for re-allocation and use of these fund$; and to execute all future 
amendments, modifications, extensions, and augmentations relative to the subrecipient 
agreements, as necessary; and 

WHEREAS, the County of Los Angeles and Subrecipient are desirous of 
executing th[s Agreement and the County Board of Supervisors on August 2, 2011 
authorized the CEO to prepare and execute this Agreement. 

NOW, 1T1EREFORE, the County of Los Angeles and Subrecipient agree as follows: 

Grants/BZPP 201 0/Subrecipient AoreernonVLos Angel as 
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SECTION I 

INTRODUCTION 

§1 01. parties to this Agreemen! 

The parties to this Agreement are: 

A County of Los Angeles, a political subdivision of the State of California, having its 
principal office at Kenneth Hahn Hall of Administration, 500 West Temple Street, 
Los Angeles, CA 90012; and 

B. City of Los Angeles, a public agency, having its principal office at 200 North 
Spring Street, Los Angeles, CA 90012. 

§1 02. ReQresentatives of the Parties and Service Qf Notice~ 

A. The representatives of the respective parties who are authorized to administer 
this Agreement and to whom formal notices, demands and communications shall 
be glven are as follows: 

1. The representative of the County of Los Angeles shall be, unless 
otherwise stated in this Agreement: 

Carol Kindler, Manager 
Chief Executive Office, Los Angeles County (LAC) 
500 W. Temple Street, Roorn 754 
Los Angeles, CA 90012 
Phone: (213) 974-1154 
Fax: (213) 687-3765 
Ckindler@ ceo. lacounty .gov 

With a copy to: 
Nonnan Braverman., Grants Manager 
Chief Executive Oifice, LAC 
500 W. Temple Street, Floorn 754 
Los Angeles, CA 90012 
Phone: (213) 893-7955 
Fax: (2.13) 687-3765 
Nbraverman@ ceo.lacounty.gov 
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2. The representative ot Submcipient shall be: 

Name and 
Title: 

Organization 

Address: 

City/State/Zip: 

Phone: 

Fax: 

Email 

With a copy to: 

Name and 
Title: 

Organization 

Address: 

City /State/Zip: 

Phone: 

Fax: 

Email 

B. Formal notices, demands and communications to be given hereunder by either 
party shall be made in writing and may be effected by personal delivery or by 
registered or certified mail, postage prepaid, return receipt requested and shall 
be deemed communicated as of the date of mailing. 

C. If the name and/or tltle of the person designated to receive the notices, demands 
or communications or the address of such person is changed, written notice shall 
be given, in accord with this section, within five (5) business days of said chartge. 

Subrecipient is acting hereunder as an independent party, and not as an agent or 
employee of the County of Los Angeles. No employee of Subrecipient is, or shall 
be an employee of the County of Los Angeles by virtue of this Agreement, and 

3 
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Subrecipient shall so inform each employee organization and each employee 
who is hired or retained under this Agreement. Subrecipient shall not represent 
or otherwise hold out itseH or any of its directors, officers, partners, employees, 
or agents to be an agent or employee of the County of Los Angeles by virtue of 
this Agreement 

§1 04. CqnditiQD.s Precedent to Execution of This Agreement 

Subrecipient shall provide the following signed documents to the County of 
Los Angeles, untess otherwise exempted. 

A. Cer.tifications and Disclosures Regarding Lobbying, attached hereto as Exhibit A 
and made a part hereof, in accordance with §41 i .A. 14 of this Agreement. 
Subrecipient shall also file a Disclosure Form at the end of each calendar quarter 
in which there occurs any event requiring disclosure or which materially aHects 
the accuracy of the information contained in any Disclosure Form previously filed 
by Subrecipient. 

B. Certifications Regarding Debarment, Suspension, Ineligibility and Voluntary 
Exclusion, attached hereto as Exhibit 8 and made a part hereof as required by 
Executive Order 12549 in accordance with §411.A.12 of lhis Agreement , 

C. Certification Regarding Drug~ Free Workplace, attached hereto as Exhibit C and 
made a part hereof, in accordance with §411.A.13 of this Agreement. 

D. Certification of Assurances~ Non~ConstrucHon Programs, attaclled hereto as 
Exhibit D and made a part hereof, in accordance with §411.C of this Agreement. 

SECTION 11 

§201. Time of Perfprmanc~ 

The term of this Agreement shall commence upon execution by all parties and 
shall expire on the later of February 28, 2013, or if as of such date, not all 
activities required by this Agreement have been completed, then the Agreement 
shall expire on such later date that all such required activities, including close~out 
activities, are completed. Said term is subject to the provisions herein. 

§202. Use of Grant Funds and Compliance will:J Prot~cted Critical Infrastructure 
lnformati~m Requirements 

A. Subrecipient has previously completed a budget/expenditure plan, hereinafter 
"Budget," tor the BZPP 20'10 Grant, which has been approved by CaiEMA. This 
information has been validated as Protected Critical Infrastructure Information 

Granls/BZPP 2010/Subrecipient Agreement/Los Anoeles 
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(PCH) and is exempt from release under tt1e Freedom of Information Act (5 
U.S.C. 552) and similar State and local disclosure laws, to include the California 
Public Records Act (Callfornia Government Code §§6250-6270). Unauthorized 
release of this information or any newly created document containing PC! I may 
result in criminal and administrative penalties. This information and any newly 
created document containing PCil is to be safeguarded and disseminated in 
accordance with the Critical Infrastructure Information Act of 2002, 6 U.S.C. 
§§131 et seq., the implementing Regulation at 6 C.F.R. Part 29 and PCil 
Program requirements, a copy of the Final Rule: Procedures for Handling 
Protected Critical Infrastructure Information is attached to this Agreement as 
Exhibit E. Subrecipient acknowledges that it is familiar with all pertinent statutory 
and regulatory requirements which govern the marking, storage, handling, 
dissemination and destruction of PCI!. 

Any request by Subreclpient to modify the Budget must be made in writing with 
the appropriate justification and submitted to CEO for approval. lf during the 
County's review process, additional information or documentation is required, the 
Subrecipient will have ten (10) business days to comply with the request. If the 
Subrecipient does not comply with the request, CEO will issue written notification 
indicating that the requested modification will not be processed. Modifications 
must be approved in writing by the County of Los Angeles and CaiEMA during 
the term of this Agreement. Upon approval, all other terms of this Agreement will 
remain in effect. 

Subreciplent shall utilize grant funds in accordance with all Federal regulations 
and State Guidelines. Any subcontract entered into by Subrecipient, relating to 
this Contract, to the extent allowed hereunder, shall include the provisions of this 
paragraph and be subject to such provisions, and shall attach a copy of the Final 
Rule; Procedures for Handling Protected Critical Infrastructure Information, 
which is attached hereto as Exhibit E. 

B. Subrecipfent agrees that grant funds awarded wiH be used to supplement existing 
funds for program activities, and will not supplant (replace) non~Federal funds. 

C. Subrecipient shalt review the Fodera! Debarment Listing at 
www.epls.gov/epls/search.do prior to the purchase of equipment or serv1ces to 
ensure the intended vendor is not listed and also maintain documentation that 
the list was verified. 

D. Prior to the purchase of equipment or services costing $·1 00,000 or more utilizing 
a sole source contract, justification must be presented to CEO, who upon review, 
v:vil! request approval from CaiEMA. Such approval in writing must be obtained 
prior to the commitment of funds 

E. Subrecipient shall provide any reports requested by the County of Los Angeles to 
the CEO indicating Subrecipient's performance under this Agreement, including 
progress on meeting program goals, Reports shall be in tt~e form requested by 
tr1c County of Los Angeles, and shall be provided by the 15th of the following 
month. Subreciplent sllall timely submit claims for reimbursement. 
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F. Subrecipient shall provide a copy of their Annual Single Audit Report, as required 
by Office of Management and Budget Circular A-133, to CEO no later than 
March 3f;t of the year following the reporting period. 

G. Subrecipient shall provide a Corrective Action Plan to CEO within 30 days of any 
audit finding. 

H. Subrecipient will be monitored by the County of Los Angeles on an annual basis 
to ensure compliance with CaiEMA grant program requirements. Said monitoring 
will include, at a minimum, one on-site visit during the term of this Agreement 

I. Any equipment acquired pursuant to this Agreement shall be authorized in the 
G&T Authorized Equipment Ust (AEL) available online at www.rkb.us. 
Sub recipient shaH provide the County ot Los Angeles a copy of its most current 
procurement guidelines and follow its own procurement requirements as long as 
they meet or exceed the minimum Federal requirements. Federal procurement 
requiremen1s tor the BZP P 20 t 0 Grant can be found at OMB Circular A- i 02, Title 
28 C.F.R. Part 66.36, and Office of G&T Financial Guide. 

Any equipment acquired or obtained with Grant Funds: 

1. Will be made available under the Callfornia Disaster and Civil Defense 
Master Mutual Aid Agreement in consultation with representatives of the 
various fire, emergency medical, hazardous materials response services, 
and law enforcement agencies within the jurisdiction of the applicant; 

2. wm be consistent with needs as identified in the State Buffer Zone 
Protection Program Guidance and will be deployed in conformance with 
that plan; 

3. Will be made available pursuant to applicable terms of the California 
Disaster and Civil Defense Master Mutual Aid Agreement and deployed 
with personnel trained in the use of such equipment 1n a manner 
consistent with the California Law Enforcement Mutual Aid Plan or the 
California Fire Services and Rescue Mutual Aid Plan. 

J. Equipment acquired pursuant to this Agreement shall be subject to the 
requirements of Title 28, C.F.R. 66.32, 66.33 and Office of G&T Financial Guide. 
For the purposes of this subsection, "Equipment" is defined as tangible 
nonexpendable property, having a useful life ot more than one year which costs 
$5,000 or more per unit. Items costing less than $5,000, but acquired under the 
"Equipment" category of the Grant shall also be listed on any required Equipment 
Ledger, 

1. Equipment shall be used by Subrcciplent in the program or project ·for 
which it was acquired as long as needed, whether or not the prolect or 
program continues to be supported by Federal funds. When no longer 
needed for the original program or project, the Equipment may be used in 
other activities currently or previously supported by a Federal agency. 

Gron\s/BZPP 2010/Subrecipicnt Agrecmenl!Los Anwcoles 
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2. Subrecipient shall make Equipment available for use on other like projects 
or programs currently or previously supported by the Federal Government, 
providing such use will not interiere with the work on the projects or 
program for which it was originally acquired. First preference for other use 
shall be given to other programs or projects supported by the awarding 
agency. 

3. An Equipment Ledger shall be maintained listing each item of Equipment 
acquired with BZPP funds. The Equipment Ledger must be kept up to 
date at all times, Any changes shall be recorded in the Ledger wtthin ten 
(i 0) business days and the updated Ledger is to be forwarded to the 
County Disaster Administrative Team. The Equipment Ledger shall 
include: (a) description of the item of Equipment, (b) manufacturer's model 
and serial number, (c) Federal Stock number, national stock number, or 
other identification number; (d) the fund source/grant year of acquisition of 
the Equipment, including the award number, (e) date of acquisition; (t) the 
per unit acquisition cost of the Equipment, (g) location and condition of 
Equipment and (h) disposition data, including date and sale price , If 
applicable. Records must be retained pursuant to Title 28 C.F.R. 
Part 66.42. 

4. All Equipment obtained under this Agreement shall have an appropriate 
identification decal affixed to lt, and, when practical, shall be affixed where 
it is readily visible. 

5. A physical inventory of the Equipment shall be taken by the Subrecipient 
and the results reconciled with the Equipment Ledger at least once every 
two years or prior to any site visit by State or Federal auditors/monitors. 
The Subrecipient is required to submit a letter certifying as to the accuracy 
of the Equipment Ledger to the County of Los Angeles, in the frequency 
as above. 

K. Any planning paid pursuant to this Agreement shal1 conform to the guidelines as 
ilsted in the 2010 BuHer Zone Protection Program, Program Guidance and 
Application Kit or subsequent grant year programs. 

SECTION 111 

§301. Payment of Grant Funds and Method of Payment 

A. The County of Los Angeles shall reimburse Subrecipient up to the maximum 
grant amount of $1,140,000 as expenditures are incurred and paid by 
Subrecipient and all documentation is reviewed and approved by County. All 
expendi1ures shall be for the purchase of equipment and planning as described 
in Section 11 of this Agreement. The grant amount represents the amount 
allocated to Sub recipient in the 2010 BZPP Grant Award Letter from CaiElVlA. 

Gmnls/BZPP 2010/Subrecipienl Agreomeni/Los i\ngeles 
7 



B. Subredpient shall submit invoices to the County of Los Angeles Chief Executive 
Office requesting payment as soon as expenses are incurred and paid, and the 
required supporting documentation is available. Said timeframe should be within 
ten (10) business days ot Subrecipient's payment to vendors and/or prescribed 
due dates by CEO and/or CaiEMA. Each reimbursement request shall be 
accompanied by the Reimbursement Request Checklist and Form (attached 
hereto as Exhibit F). All appropriate back .. up documentation must be attached to 
the reimbursement form, including invoices, proof of payment and packing sHps. 

For planning reimbursements, Subrecrplent must include a copy of the final 
tangible product as a result of the planning project. 

C. County may, at Its discretion, and with CalEMA approval, reallocate unexpended 
grant funds to another Sub recipient. Said reallocation may occur upon 
completion of an approved project, or by notification to County by Subrecipicnt 
that a portion of the grant funds identified in §301 A., above, will not be utilized. 
Notwithstanding the provisions of §502, below, any increase or decrease in the 
grant amount specified in §301 A., above, shall not require a written amendment 
to this Agreement. 

D. Payment of final invoice shall be withheld by the County of Los Angeles until the 
County has determined that Subrecipient t1as turned in all supporting 
documentation and completed the requirements of this Agreement 

E. It is understood that the County of Los Angeles makes no commitment to fund 
this Agreement beyond the terms set forth herein. 

F. 1. Funding for all periods of this Agreement is subject to continuing Federal 
appropriation of grant funds tor this program. In the event of a loss or reduction 
of Federal appropriation of grant funds for this program, the Agreement may be 
terminated, or appropriately amended, lmmediately upon no\ ice to Sub recipient 
ot such loss or reduction of Federal grant funds. 

2. County shall make a good-faith effort to notlfy subrecipient, in writing, of such 
non-appropriation at the earliest time. 

SECTION IV 

STANDARD PR_9V!S10NS 

§40·1. Construction of P..rovisiQJ1S and __ TitlesJ1erein 

All titles or subtitles appearing herein have been inserted for convenience and 
shall not !Je deemed to affect the meaning or construction of any of the terms or 
provisions hereof. The language of this Agreement shall be construed according 
to its fair meaning and not strictly for or against either party. 

8 
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§402. Agplicable Law,Jnteq2retation and Entorcelll?nt 

Each party's performance hereunder shaH comply with all applicable laws of the 
United States of America, the State of California, and the County of Los Angeles. 
This Agreement shall be enforced and Interpreted under the laws of the State of 
California and the County of los Angeles. 

lf any part, term or provision or this Agreement shall be held void, illegal, 
unenforceable, or in confHct with any law of a Federal, State or Local 
Government having jurisdiction over this Agreement, the validity of the remaining 
portions of provisions shall not be affected thereby. 

Applicable Federal or State requirements that are more restrictive shall be 
followed. 

§403. Integrated Agreement 

This Agreement sets forth all of the rights and duties of t11e parties with respect to 
the subject matter hereof, and replaces any and all previous agreements or 
understandings, whether written or oral, relating thereto. This Agreement may be 
amended only as provided for herein. 

§404. 12_reach 

If any party fails to perfonn, in whole or in part, any promise, covenant, or 
agreement set forth herein, or should any representation made by it be untrue, 
any aggrieved party may avail itself of all rights and remedies, at law or equity, in 
the courts of law. Said rights and remedies are cumulative of those provided for 
herein except that in no event shall any party recover more than once, suffer a 
penalty or forfeiture, or be unjustly compensated. 

Subrecipient may not, unless it has first obtained the written permission of the 
County of Los Angeles: 

A. Assign or otherwise alienate any of its rights llereunder, including the right to 
payment; or 

B. Delegate, subcontract, or otherwise transfer any of its duties hereunder. 

§406, Permits 

Subrecipient and its officers, agents and employees shall obtain and maintain all 
permits and licenses necessary ior Subrecipient's pertormance hereunder and 
shall pay any fees required therefor. Subrecipient further certifies to immediately 
notiiy the County of Los Angeles of any suspension, termination, lapse, non 
renewal, or restriction of licenses, certificates, or other documents. 

9 
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§407 .. t:Jondiscrimination and Afflrmative Action 

Subrectpient shall comply with the applicable nondiscrimination and affirmative 
action provisions of the laws of the United States of America, the State of 
California, and the County of Los Angeles. In performing this Agreement, 
Subrecipient shall not discriminate in its employment practices against any 
employee or applicant for employment because of such person's race, religion, 
national origin, ancestry, sex, sexual orientation, age, physical handicap, mental 
disability, marital status, domestic partner status or medical condition. 
Subrecipient shall comply with Executive Order 1'1246, entitled "Equal 
Employment Opportunity,'' as amended by Executive Order 11375, and as 
supplemented in Department of Labor Regulations (41 CRF Part 60). 

If required, Subrecfpient shall submit an Equal Employment Opportunity Plan 
("EEOP") to the DOJ Office of Civil Rights ("OCR") in accordance with guidelines 
listed at www.qj12JJ?doi.QQY/abouVocr/eeopJTIIJJ· 

Any subcontract entered into by the Subrecipient relating to this Agreement, to 
the extent allowed hereunder, shall be subject to the provisions of this §407 of 
this Agreement. 

§408. lndemnification 

Each of the parties to this Agreement is a public entity. This indemnity provision 
is written in contemplation of the provisions of Section 895.2 of the Government 
Code of the State of California, which impose certain tort liability jointly upon 
public entities, solely by reason of such entities being parties to an agreement, 
and the parties agree that this indemnity provision shall apply and shall be 
enforceable regardless of whether Section 895 et seq. is deemed to apply to this 
Agreement. The parties hereto, as between themselves, consistent witll the 
authorization contained in Government Code Sections 895.4 and 895.6 agree to 
each assume the full liability imposed upon it or upon any of its officers, agents, 
or employees by law, for injury caused by a negligent or wrongful act or omission 
occurring in the performance of this Agreement, to the same extent that such 
liability would be imposed in the absence of Government Code Section 895.2. 
To achieve the above-stated purpose, each party agrees to indemnify and hold 
harmless the other party for any liability arising out of its own negligent acts or 
omissions in the performance of this Agreement (i.e., the Sub recipient agrees to 
indemnify and hold harmless the County of Los Angeles for liability arising out of 
the Subrecipient's negligent or wrongful acts or omissions and the County of 
los Angeles agrees to indemnify and hold harmless the Subrecipient for liability 
arising out of the County of Los Angeles' negligent or wrongful acts or 
omissions). Each party further agrees to indemnify and hold harmless the other 
party for liabllity that is imposed on the other party solely by virtue of Government 
Code Section 895.2. The provisions of Section 2778 of the California Civil Code 
are made a part hereof as if fully set forth herein. Subrecipient certifies that it 
has adequate self insured retention of funds to meet any obligation arising from 
this Agmement. 
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§409. Conflict of lnt~?rest 

A. The Subreclpient covenants that none of its directors, officers, employees, or 
agents shall participate in selecting, or administrating any subcontract supported 
(in whole or in part) by Federal funds where such person is a director, officer, 
employee or agent of the subcontractor; or where the selection of subcontractors 
is or has the appearance of being motivated by a desire for personal gain for 
themselves or others such as family business, etc.; or where such person knows 
or should have known that: 

1. A member of such person's immediate family, or domestic partner or 
organization has a financial interest in the subcontract; 

2. The subcontractor is someone with whom sucll person has or is 
negotiating any prospective employment; or 

3. The participation of such person would be prohibited by the California 
Political Reform Act, California Government Code §87100 et ~~-g. if such 
person were a public officer, because such person would have a "financial 
or other interest" in the subcontract. 

R Definitions: 

1 . The term "immediate family" includes but is not limited to domestic partner 
andfor those persons related by blood or marriage, such as husband, wife, 
father, mother, brot11er, sister, son, daughter, father in law, mother in law, 
brother in law, sister in law, son in law, daughter in law. 

2. The term "financial or other interest" includes but is not limited to: 

a. Any direct or indirect financial interest in the specific contract, 
including a commission or fee, a share of the proceeds, prospect of 
a promotion or of future employment, a profit, or any other form of 
financial reward. 

b. Any of the following interests ln the subcontractor ownership: 
partnership interest or other beneficial interest of five percent or 
more; ownership of five percent or more ot the stock; employment 
in a managerial capacity; or membership on the board of di(ectors 
or governing body. 

C. The Subrecipient further covenants that no officer, director, employee, or agent 
shall solicit or accept gratu~tles, favors, anything of monetary value from any 
actual or potential subcontractor, supplier, a party to a sub agreement, (or , 
persons who are otherwise in a position to benefit from the actions of any officer, 
employee, or agent). 

D. The Subrecipient shall not subcontract with a former director, officer, or 
employee within a one year period following the termination of the relalionsh!p 
between said person and the Subrecipient 
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E. Prior to obtaining the County of Los Angeles' approval ot any subcontract, the 
Subrecipient shall disclose to the County of Los Angeles any relationship, 
financial or otherwise, direct or indirect, of the Sub recipient or any of its officers, 
directors or employees or their immediate family with the proposed subcontractor 
and its officers, directors or employees. 

F. For further clarification of the meaning of any of the terms used herein, the 
parties agree that references shall be made to the guidelines, rules, and laws of 
the County of Los Angeles, State of California, and Federal regulations regarding 
conflict of interest. 

G. The Sub recipient warrants that it has not paid or given and will not pay or give to 
any third person any money or other consideration for obtaining this Agreement. 

H. The Subrecipient covenants that no member, officer or employee ot Subrecipient 
shall have interest, direct or indirect, in any contract or subcontract or the 
proceeds thet·eof for work to be performed in connection with this project during 
his/her tenure as such employee, member or o-fficer or for one year thereafter. 

l. The Subrecipfent shall incorporate the foregoing subsections of this Section into 
every agreement that it enters into in connection with this grant and shall 
substitute the term "subcontractor" for the term "Subreciplent" and "sub 
subcontractor" for "Subcontractor". 

§41 Q_ Restrictlo[l on Disclosures 

Any reports, analyses, studies, drawings, information, or data generated as a 
result of this Agreement are to be governed by the California Public Records Act 
(California Government Code Sec. 6250 et seq.). 

§411. Statutes and Regulations Applicpbfe To All Grant Contracts 

A. Subrodpient shall comply with all applicable requirements of Sta.te, Federal, and 
County of Los Angeles laws, executive orders, regulations, program and 
administrative requirements, policies and any other requirements governing this 
Agreement. Subrecipient shall comply with applicable State and Federal laws 
and regulations pertaining to labor, wages, hours, and other conditions of 
employment. Subrecipient shall comply with new, amended, or revised laws, 
regulations, and/or procedures that apply to the pertormance of this Agreement 
These requirements include, but are not limited to: 

1. Office of (Yianag__~ent _'3_nd Bug_get (OMB) Circular!?_ 

Subredpient shall comply with OMB Circulars, as applicable: OMB 
Circular A-21 (Cost Principles for Educational Institutions); OMB Circular 
A-87 (Cost Principles for State, Local, and Indian Tribal Governments); 
OMB Circular A-1 02 (Grants and Cooperative Agreements with State ancl 
Local Governments); Cornman Rule, Subpart C for public agencies or 
OMB Circular A- i 1 0 (Uniform Administrative Requirements for Grants and 
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Other Agreements with Institutions of Higher Education, Hospitals and 
Other Non-Profit Organizations); OMB Circular A-122 (Cost Principles for 
Non-Profit Organizations); OMB Circular A- ·t 33 (Audits of States, Local 
Governments, and Non-Profit Organizations. 

2. Single Audit Act 

Since Federal funds are used in the performance of this Agreement, 
Subrecipient shall, as applicable, adhere to the rules and regulations of 
the Single Audit Act, 31 USC Sec. 7501 et seq.); OMB Circular A-133 and 
any administrative regulation or field memos implementing the Act. 

3. Amerlcans with Disabtlities Act 

Subrecipient hereby certifies that, as applicable, it will comply with the 
Americans with Disabilities Act 42, USC §§121 01 et seg., and its 
implementing regulations. Subrecipient will provide reasonable 
accommodations to allow qualified individuals with disabilities to have 
access to and to participate in its programs, services and actlvitfes in 
accordance with the provfs[ons of the Americans with Disabilities Act. 
Subrecipient will not discriminate against persons with disabilities nor 
against persons due to their relationship to or association with a person 
with a disability. Any subcontract entered into by Subrecipient, relating to 
this Contract, to the extent allowed hereunder, shall be subject to the 
provisions of this paragraph. 

4. Political and _Sectarian Activity Prohibited 

None of the funds, materials, property or services provided directly or 
indirectly under this Agreement shall be used for any partisan political 
activity, or to further the election or defeat ot any candidate for public 
office. Neither shall any funds provided under this Agreement be used for 
any purpose designed to support or defeat any pending legislation or 
administrative regulation. None of the funds provided pursuant to this 
Agreement shall be used for any sectarian purpose or to support or benefit 
any sectarian activity. 

Subrecipient shaH file a Disclosure Form at the end of each calendar 
quarter in which there occurs any event requiring disclosure or which 
materially affects the accuracy of any of the information contained in any 
Disclosure Form previously flied by Sub recipient. Sub recipient shall 
require that the language of this Certification be included in the award 
documents ~or all sub"awards at all tiers and that all subcontractors shall 
certify and disclose accordingly, 

5. Records Inspection 

At any time during normal business hours and as often as elther the 
County of Los Angeles, the U.S. Comptroller General or the Auditor 
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General of the State of Californta may deem necessary, Subrecipient 
shall make available for examination all of its records with respect to all 
matters covered by this Agreement The County of Los Angeles, the U.S. 
Comptroller General and the Auditor Genera! of the State of Cantornia 
shall have the authority to audit, examine and make excerpts or transcripts 
from records, including all Subrecipient's invoices, materials, payrolls, 
records of personnel, conditions of employment and other data relating to 
all matters covered by this Agreement. 

Subrecipient agrees to provide any reports requested by the County 
regarding performance of this Agreement. 

6. Records Mai.ntenar:t~ 

Records, in their original form, shall be maintained in accordance with 
requirements prescribed by the County o·f Los Angeles with respect to all 
matters specified in this Agreement. Original forms are to be maintained 
on file for all documents speclfied in this Agreement. Such records shall 
be retained for a period of five (5) years after the expiration or earlier 
termination of this Agreement and after tina! disposition of all pending 
matters. "Pending matters" include, but are not limited to, an audit, 
litigation or other actions involving records. The County of Los Angeles 
may, at its discretion, take possession of, retain and audit said records. 
Records, in their original form pertaining to matters covered by this 
Agreement, shall at all times be retained within the County of Los Angeles 
unless authorization to remove them is granted in writing by the County of 
Los Angeles. 

7. Subcontracts and Procurement 

Subrecipient shall, as applicable, comply with the F~deral, State and 
County of Los Angeles standards in the award of any subcontracts. For 
purposes of this Agreement, subcontracts shall include but not be limited 
to purchase agreements, rental or lease agreements, third party 
agreements, consultant service contracts and construction subcontracts. 

Subrecipient shall, as applicable, ensure that the terms of this Agreement 
with the County of Los Angeles are incorporated into all Subcontractor 
Agreements. The Subrecipient shall submit all Subcontractor Agreements 
to tr1e County of Los Angeles for review prior to the release of any funds to 
the subcontractor. The Subrecipient shall withhold funds from any 
subcontractor agency that fails to comply with the terms and conditions of 
this Agreement and their respective Subcontractor Agreement 

8. Labor 

Subrecipient shall, as applicable, compty with the Intergovernmental 
FJersonnel Act of 1970 (42 U.S.C. §§4728-4763) relating to prescribed 
requirements "for merit systems for programs funded under one of the 19 
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statutes or regulations specified in Appendix A of OPM's Standards for a 
Merit System Personnel Administration (5 C.F.R. 900, Subpart F). 

Subrecipient shall comply, as applicable, with the provisions of the Davis
Bacon Act (40 U.S.C. §§276a to 276a-7), the Copeland Act (40 U.S.C. 
§276c and 18 U.S.C. §874), the Contract Work Hours and Safety 
Standards Act (40 U.S.C. §§327-333), regarding labor standards for 
federally~assisted construction subagreements,, and the Hatch Act (5 USC 
§§ 1501-1508 and 7324-7328). 

Subrecipient shall, as applicable, comply with the Federal Fair Labor 
Standar.ds Act (29 USC §201) regarding wages and hours of employment. 

None of the funds shall be used to promote or deter Union/labor 
organizing activities. CA Gov't Code Sec. 16645 et :::;eq. 

9. .Civil Rights 

Subrecipient st1all, as applicable, comply wittl all Federal statutes relatlng 
to nondiscrimination. These include but are not limited to: (a) Title VI of the 
Civil Rights Act of 1964 (P .L. 88-352) which prohibits discrimination on the 
basis of race, color or national origin; (b) Title IX of the Education 
AmendtTlents of 1972, as amended (20 U.S.C. §§1681- 1683, and 1685-
1686), which prohibits discrimination on the basis of sex; (c) Section 504 
of the Rehabilitation Act of 1973, as amended (29 U.S.C. §794), which 

. prohibits discrimination on the basis of disabilities; (d) The Age 
Discrimination Act of 1975, as amended (42 U.S.C. §§6101-6107), which 
prohibits discrimination on the basis of age; (e) the Drug Abuse Office and 
Treatment Act of 1972 (P.L. 92-255), as amended, relating to 
nondiscrimination on the basis of drug abuse; (f) the Comprehensive 
Alcohol Abuse and Alcoholism Prevention, Treatment and Rehabilitation 
Act of 1970 {P.L. 91-616) as amended, relating to nondiscrimination on 
the basis of alcohol abuse or alcoholism; (g} §§523 and 527 of the Public 
Health Service Act of 1912 (42 U.S.C. §§290 dd-3 and 290 ee 3), as 
amended, relating to confidentiali1y of alcohol and drug abuse patient 
records; (h) Title Vlll of the Civil Rights Act of 1968 (42 U.S.C. §§3601 et 
seq.), as amended, relating to non-discrimination in the sale, rental or 
financing of housing; (i) any other nondiscrimination provisions in the 
speclfic statute(s) under which application for Federal assistance is being 
made; (j) the requirements of any other nondiscrimination statute(s) which 
may apply to the application; and (k) P.L. 93-348, National Research Act, 
regarding the protection of human subjects involved in research, 
development, and related activities supported by this award of assistance. 

' 
10. Environrrrental 

Subrecipient shall, as applicable, comply, or has already complied, with 
the requirements of Titles II and Ill of the Uniform Relocation Assistance 
and Real Property Acquisition Policies Act ot 1970 ( P. L. 91-646) which 
provide tor fair and equitable treatment of persons cHsp!aced or whose 
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property is acquired as a result ot Federal or federally-assisted programs. 
These requirements apply to all interests in rea! property acquired for 
project purposes regardless of Federal participation in purchases. 

Subrecipient shall comply, as applicable, with environmental standards 
wl1icll may be prescribed pursuant to the following: (a) institution of 
environmental quality control measures under the National Environmental 
Policy Act of 1969 (P.L. 91-190) and Executive Order (EO) 11514; (b) 
notification of violating facilities pursuani to EO 11738; (c) protection of 
wetlands pursuant to EO 11990; (d) evaluation of flood hazards in 
floodplains in accordance with EO 11 988; (e) assurance of project 
consistency witll the approved State management program developed 
under the Coastal Zone Management Act of 1972 (16 U.S.C. §§145·1 et 
seq.); (f) conformity of Federal actions to State (Clean Air) Implementation 
Plans under Section 176(c) of the Clean Air Act of 1955, as amended 
(42 U.S. C. §§7401 et seq.); (g) protection of underground sources of 
drinking water under tho Safe Drinking Water Act of 1974, as amended 
(P .L. 93-523); (h) protection of endangered species under the Endangered 
Species Act of 1973, as amended (P.L. 93205); and (i) Flood Disaster 
Protection Act of 1973 §102(a) (P.L. 93-234). 

Subreclpient shall, as applicable, comply with the Wild and Scenic Rivers 
Act of 1968 (16 U.S.C. §§1271 et seq.) related to protecting components 
or potential components of the national wild and scenic rivers system. 

Sub recipient shall, as applicable, comply with the Lead-Based Paint 
Poisoning Prevention Act (42 U.S.C. §§4801 et seq.) which prohibits the 
use of lead-based paint in construction or rehabilitation of residence 
structures. 

Subrecipient shall, as applicable, comply with the Federal Water Pollution 
Control Act (33 U.S.C. §1251 et seq.) which restores and maintains the 
chemical, physical and biological integrity of the Nation's waters. 

Subrecipient shall, as applicable, ensure that the facilities under its 
ownership, lease or supervision which shall be utilized in the 
accomplishment of this project are not listed in the Environmental 
Protection Agency's (EPA) list of Violating Facilities and that it will notify 
the Federal Grantor agency of the receipt of any communication from the 
Director of the EPA Office of Federal Activities indicating that a facility to 
be used in the project is under consideration for listing by the EPA. 

By signing this Agreement, Subrec1pient ensures that it shall comply, as 
applicable, with the California Environmental Quality Act (CEQA), Public 
Resources Code §21 000 et seq. 

Subrecipient shall, as applicable, comply with the Energy Policy and 
Conservation Act (P. L.. 94-163, 89 Stat. 871 ). 
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Sul)recipient shall comply, as applicable, with the provision of the Coastal 
Barrier Resources Act (P.L. 97-·348) dated October 19, 1982 (16 USC 
3501 et. seq.) which prohibits the expenditure of most new Federal funds 
within the units of the Coastal Barrier Resources System. 

i 1. Preservation_ 

Subrecipient shall, as applicable, comply with Section 106 of the National 
1·-listoric Preservation Act of 1966, as amended (16 U.S. C. §470), 
EO i 1593 (identification and protection of historic properties), and the 
Archaeological and Historic Preservation Act of 1974 (i6 U.S.C. §§469a"1 
et seq.). 

12. Suspensiof), Debarment, Ineligibility and Voluntary Exc]usion 

Subrecipient shall, as applicable, comply with Title 28 C.F.R. Volume 67, 
Number 228, regarding Suspension and Debarment, and Subrecipient 
shall submit a Certification Regarding Debarment required by Executive 
Order 12549 and any amendment thereto and attached hereto as 
Exhibit 8. Said Certification shall be submitted to the County of 
Los Angeles concurrent with the execution of this Agreement and shall 
certify that neither Subrecipient nor its principals are presently debarred, 
suspended, proposed for debarment, declared ineligible or voluntarily 
excluded from participation in this transaction by any Federal department 
head or agency. Subrecipient shall require that it1e language of this 
Certification be included in the award documents for all sub-award at all 
tiers and that all subcontractors shall certify accordingly. 

13. Drug-Free Workplac_~ 

Subrecipient shall, as applicable,_ comply with the federal Drug-Free 
Workplace Act of 1988, 4 ·1 USC §701, Title 28 Code of Federal 
Regulations {CFR) Part 67; the California Drug-Free Workplace Act of 
1990, CA Gov't Code §§8350-8357, and Subreclpient shall complete the 
Certification Regarding Drug-Free Workplace Requirements, attached 
hereto as Exhibit C, and incorporated herein by reference. Subrecipient 
shall require that the language of this Certlfication be included in the 
award documents for all sub-award at all tiers and that all subcontractors 
shall certify accordingly. 

14. I obby\[lg Activities 

Subrecipient shall, as applicable, comply with 31. U.S. C.1352 and 
complete the Disclosure ot Lobbying Activities, (OMB 0038-0046), 
attached hereto as Exhibit A, and incorporated herein by reference. 

15. Miscellaneous 

Subrecipient shall, as applicable, comply with the Laboratory Animal 
Welfare Act ot 1966, as amended (P.L. 89-544, 7 USC §§2131 et seq.). 
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B. Statutes and Regulations Applicable To This Particular Grant 

Subrecipient shall comply with all applicable requirements of State and Federal 
laws, executive orders, regulations, program and administrative requirements, 
policies and any other requirements governing this particular grant program. 
Subrecipient shall, as applicable, comply with new, amended, or revised laws, 
regulations, and/or procedures that apply to the performance of this Agreement 
These requirements include) but are not limited to: 

1. Title 28 CFR Part 66; EO 12372; (Financial Management Guide US 
Department of Homeland Security Directorates Preparedness January 
2006, Financial Guide; U.S. Department of Homeland Security, Office of 
State and Local Government Coordination and Preparedness, Office for 
Domestic Preparedness, ODP WMD Training Course Catalogue; and DOJ 
Office for Civil Rights. 

Standardized Emergency Management System (SEMS) requirements as 
stated in the California Emergency Services Act, Government Code 
Chapter 7 of Division 1 of Title 2, §8607.1 (e) and CCR Title 19, 
§§2445-2448. 

Provisions of Title 2, 6, 28, 44 CFR applicable to grants and cooperative 
agreements, including Part 18, Administrative Review Procedures; 
Part 20, Criminal Justice Information Systems; Part 22, Confidentiality of 
Identifiable Research and Statistical Information; Part 23, Criminal 
Intelligence Systems Operating Policies; Part 30, lntergovernmental 
Review of Department of Justice Programs and Activities; Part 35, 
Nondiscrimination on the Basis of Disability in State and Local 
Government Services; Part 38, Equal Treatment of Faith-based 
Organizations; Part 42, Nondiscrimination/Equal Employment 
Opportunities Policies and Procedures; Part 61, Procedures for 
Implementing the National Environmental Policy Act; Part 63, Floodplain 
Management and Wetland Protection Procedures; Part 64, Floodplain 
Management and Wetland Protection Procedures; Federal Jaws or 
regulations applicable to Federal Assistance Programs; Part 69, New 
Restrictions on Lobbying; Part 70, Uniform Administrative Requirements 
for Grants and Cooperative Agreements (including sub-awards) with 
Institutions of Higher Learning, Hospitals and other Non-Profit 
Organizations; and Part 83, Government-Wide Requirements for a Drug 
Free Workplace (grants). 

Nondiscrimination requirements of the Omnibus Crime Control and Safe 
Streets Act of 1968, as amended, 42 USC 3789(d), or the Juvenile Justice 
and Delinquency Prevention Act, or the Victims of Crime Act, as 
appropriate; the provisions of the current edition of the Office of Justice 
Programs Financial and Administrative Guide for Grants, 1Vl71 00.1, and all 
other applicable Federal laws, orders, circulars, or regulations. 
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2, Travel Expenses 

Subrecipient as provided herein shall be compensated for Subrecipient's 
reasonable travel expenses incurred in the performance of this 
Agreement, to include travel and per diem, unless otherwise expressed. 
Subrecipient's total travel for in-State and/or out-of-State and per diem 
costs shall be included in the contract budget(s). AH travel including out
of-State travel not included in the budget(s) shall not be reimbursed 
without prior written authorization from the County of Los Angeles, 

Subrecipient's administrative-related travel and per diem reimbursement 
costs shall be reimbursed based on the Subrecipient's policies and 
procedures. For programmatic-related travel costs, Sub recipient's 
reimbursement rates shall not exceed the amounts established by the 
County of Los Angeles. 

3, Noncompliance 

Subrecipient understands that failure to comply with any of the above 
assurances may result in suspension, termination or reduction of grant 
tunds, and repayment by the Sub recipient to the County of Los Angeles of 
any unauthorized expenditures. 

C. Compliance With Grant Requirements 

To obtain the grant funds, U1e State required an authorized representative of 
the County of Los Angeles to sign certain promises regarding the way the grant 
funds would be spent. These requirements are included in the 2010 Program 
Guidance and Application Klt and in the "Grant Assurances", attached hereto 
as Exhibit D. By signing these Grant Assurances and accepting the Program 
Guidances, the County of Los Angeles became liable to the State for any funds 
that are used in violation of the grant requirements. Subrecipient shall be liable 
to the Grantor for any funds the State determines that Subreclpient used in 
violation of these Grant Assurances. Subrecipient shall indemnity and hold 
harmless the County of Los Angeles for any surns the State or Federal 
government determines Sub recipient used in violation of the Grant Assurances. 

§412. Federal, State and Local Taxes 

Federal, State and local taxes shall be the responsibility of the Subrecipient as 
an independent party and not of the County of Los Angeles and shaH be paid 
prior to requesting reimbursement. However, these taxes are an allowable 
expense under the grant program. 

§4 i 3. I nv~f')tfons,_ PE.lJents a~~t Copyrig~t§. 

A Reporting Procedure for Inventions 

If any project.produces any invention or discovery (Invention) patentable or 
otherwise under Title 35 of the U.S. Code, including, without limitation, processes 
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and business methods made in the course of work under this Agreement, the 
Subrecipient shall report the fact and disclose the Invention promptly and fully to 
the County of Los Angeles. The County of Los Angeles shall report the fact and 
disclose the Invention to the State. Unless there is a prior agreement between 
the County of Los Angeles and the State, the State shall determine whet11er to 
seek protection on the Invention. The State shall determine how the rights in tho 
Invention, including rights under any patent issued thereon, will be allocated and 
administered in order to protect the public interest consistent with the policy 
("Policy") embodied in the Federal Acquisition Regulations System, which is 
based on Ch. 18 of tltle 35 U.S.C. Sections 200 et seq. (Pub. L. 95-517, Pub. L. 
98-620, Title 37 CFR Part 401); Presidential Memorandum on Government 
Patent Policy to the Heads of the Executive Departments and Agencies, dated 
2/18/1983); and Executive Order 12591,4/10/87,52 FR 13414, Title 3 CFR, 
1987 Camp., p. 220 (as amended by Executive Order 12618, 12/22/87,52 FR 
48661, Title 3 CFR, 1987 Comp., p. 262). Subrecipient hereby agrees to be 
bound by the Policy, and will contractually require its personnel to be bound by 
the Polley. 

B. Rights to Use Inventions 

County of Los Angeles shall have an unencumbered right, and a non-exclusive, 
irrevocable, royalty"tree license, to use, manufacture, improve upon, and allow 
others to do so for all government purposes, any lnvention developed under this 
Agreement. 

C. Copyright Policy 

1. Unless otherwise provided by the State or the terms of this Agreement, 
when copyrightable material (Material) is developed under this Agreement, 
the County of los Angeles, at the County's discretion, may copyright the 
Material. If the County of Los Angeles declines to copyright the Ma1erial, 
the County of Los Angeles shall have an unencumbered rigt1t, and a non·· 
exclusive, irrevocable, royalty-free license, to use, manufacture, improve 
upon, and allow others to do so for all government purposes, any Material 
developed under tl'lis Agreement. 

2. The State shall have an unencumbered right, and a non-exclusive, 
irrevocable, roya!ty·free license, to use, manufacture, improve upon, and 
allow others to do so for all government purposes, any Material developed 
under this Agreement or any Copyright purchased under this Agreement. 

3. Subrecipient shall comply with Title 24 CFR 85.34. 

D. Rights to Data 

The State and the County of Los Angeles shalt have unlimited rights or copyright 
license to any data first produced or dellvered under this Agreement. "Unlimited 
rights" means the right to use, disclose, reproduce, prepare derivative works, 
distribute copies to the public, and perform and display publicly, or permit others 
to do so; as required by Title 48 CFR 27.401. Where the data are not first 
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produced under this Agreement or are published copyrighted data with the notice 
o'f 17 U.S.C. Section 401 or 402, the State acquires the data under a copyright 
license as set forth in Title 48 CFR 27 .404(f)(2) instead of unlimited rights. 
(Title 48 CFR 27.404(a)). 

E. Obligations Binding on Subcontractors 

Subrecipient shall require all. subcontractors to comply with the obligations of this 
section by incorporating the terms of this section into all subcontracts. 

Under the terms of this Agreement, Subrecipient shaH comply with California 
Family Code Section 5230 et seq. as applicatJle. 

§415. Minority, Women, And Other Business Enterprise Outreach Program 

It is the policy ot the County of Los Angeles to provide Minority Business 
Enterprises, Women Business Enterprises and all other business enterprises an 
equal opportunity to participate in the performance of all Subrecipient's contracts, 
including procurement, construction and personal services. This policy applies to 
all of the Subrecipient's contractors and sub··contractors. 

SECTION V 

DEFAULTS, S\.lSPEN~!ON, TERMINATlQt:l. AND AMENDMENTS 

§501. Default~ 

Should either party fall tor any reason to comply with the contraclual obligations 
of this Agreement within the time specified by this Agreement, the non-breaching 
party reserves tl1e right to terminate the Agreement, reserving all rights under 
State and Federal law. 

§502. Amendments 

Any changes in the terms of this Agreement, including changes in the services to 
be performed by Subrecipient, and any increase or decrease in the amount ot 
compensation which are agreed to by the Subrecipient and County of Los 
Angeles must be incorporated into this Agreement by a written amendment 
properly executed and signed by the person authorized to bind the parties 
thereto. 

21 
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SECTION Vl 

ENTIRE AGREEMENT 

§601. Complete Agreement 

This Agreement contains the full and complete Agreement between the twei 
parties .. Neither verbal agreement nor conversation or other communication with 
any ofhcer or employee of either party shall affect or modify any of the terms and 
conditions of this Agreement. 

§602. Number of Pages and Attachments 

This Agreement may be executed in two (2) duplicate originals, each of which is 
deemed to be an original. This Agreement includes (23) pages and (6) Exhibits 
which constitute the entlre understanding and agreement of the parties. 

Clrants/BZPP 2010/Subrecipien\ Agreemenl/Los Angeles 
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lN WITNESS WHEREOF, the Subreciplent and County of Los Angeles have caused 
this Agreement to be executed by their duly authorized representatives. 

COUNTY OF LOS ANGELES 

By--,-----~-"--
WILLIAM T FUJIOKA 
Chiei Executive Officer 

By _______ ·----·-·--
SACHI A HAMAl 
Executive Officer, Board ot Supervisors 

APPROVED AS TO FORM 

ANDREA SHERIDAN ORDlN 
County Counsel 

BY 
Principal Deputy County Counsel 

Date 

By -----
WENDY L WATANABE 
Auditor~Controller 

BY 
-~~-- --------~------~-~-

City Represerrtntive/THic [Signature) (Print Name) Date 

APPROVED AS TO FORM 

City Attorney (Signature) (Print Name) Date 

ATTEST 

BY 
Cfty Clerk (Signature) (Print Nan1e) Date 

GmnLs/BZPP 2010/Subrecipienl Agreement/los Angeles 
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C:xhibit A 

Exhibit B 

Exhibit C 

Exhibit 0 

Exhibit E 

Exhibit F 

EXHIBITS 

Certific<:ltion and Disclosures Regarding Lobbying 

Certification Regarding Debarment, Suspension, Ineligibility and 
Voluntary Exclusion Lower Tier Covered Transactions and 

Certification Regarding Drug-Free Workplace 

Grant Assurances 

Final Rule: Procedures for Handling Protected Critical Infrastructure 
I nforrnation 

Reimbursement Request Checklist and Form 

,_ 
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OISCL.OSURE OF LOBBYING ACTIVITIES 

- ~late this form to disolose lo~g ac!.ivlties pursuant to 3'! U S.C 1352 -· 
1. Ty pe of Feder<'!! Action: 2. Staw:e of rederai Actkm: 

a. t.'Ontract D a. bidlofhr/appllcatlan 
b. grant b. lnltlal award 

0 
(], cooperative agreement c. post-award 
d. loan 
e. Joan guarantee 

EXHIBIT A 
CaJEMA2·232 

Approv~d by OM(! 034!l.c004S 

3: Report Type: 

Oa. initial flling 
b. matBrial change 

For !1/laterlal Change Only: 

Year QuarteL 

., 

f. loan insurance ·---- --·--
date of last rep(}rl ·---........ _.....~_....,._,.. .. 

4. N ama and Addre!ii$ of Reporting Entity: 5. If Reporting Entity In No. 41s Subawardee, 
Enter Name and Addr<es$ of P rhne: 

: 
" 

., 

'· IZ]l Subawardee ·. Prime 

Tier, If 1m own: 

Con gnmslonal District, if known: Congressional District, if known: 
~ 

6. F edera! Department/Agency: 7. Federal Program Name/Description: 

CFDA Number, if applicable: 

a. F eueral Action Number, if known; 9. Award Amount, if knpwa; 
·-- - -~· c.= 

. Name and Atldra~>s of Lobbying Entity b. Individuals Performln'il Services 
(II In dlvidual, laM name, firs! n>1me, Ml ): 

(last nama, first name, Ml · intlude addmos If <:iifferBnt from 'lOa) 
h ConUnuaUon Sheel(s) SF-Ll~·A, If net:t:msary) 

10.a 

[a;lac 

-· h00,..............,.,. 

moqnt of Payment (check all that apply) ; 13. Typa of Payment (check alf thae apply}; 

!;] Actual !II Planntffi D a. relalner 

11. A 

" . 

12.F orm of Payment (c:heck alf that appfy): [] b. one-lime fee 
'c.-, a. cash · ... - - ' ... - ·- ,, , . ~- . +· •• . ' • - ••• ">V"d ,, L] r;. cammisslon ;-' 

J 

' [,~ b. in"kind; specify: ' ' D con\ingen\ fee· ,·-~·· ' ' 
d. 

··~ ·~ " ·~ -. ~ .... ,, ... ·~ - ., . -· ·~ - .. -· ~ .... - ~ .. ,. ·-. 

[] 
m 

Ill e. deferred 
nature ~------ ........ ~~~ value -~---- [] f. other, specify: . 

-· ·-
i4, Briet Oe.scrlptlon of Servi;:;es Performed or to be Performed and Date(s) of Service, including <Jffic~;~r(s), employee('>), or 

MemiJer(sl contacted, for Payment lndlcated in item 1'1: ("'lt~cll ccnUnuallon Shael(s) SF-Ul·A, ~ nscessety} 

Continuation StlE#:!t(s} Sf-LLL-A attached: ({j) Yes @>No 
~,---·~~~--~.-

15. 

16. lnformatlon requested through thl~ farm Is authorized by Tflle 31 U.S. C. Section 1352. 
This dlsolosura or lobbying activities is a majerial representation of fact upo11 which 

Slgnatura: 
~-~-~~~-~' ---

N~me: 
··----~~~-reliance was placed by the tle r above when this transaction was made or entered into. 

This dtsc!osure is required pursuantto 31 U.S. C. 1352. This infonnation will be Tille; 
--~---~-~---

reportud to the Cor~gres.s seml-annually and will be avallable for public Inspection, Any Telephone; ·-.. ~ person who falls to file lhe required disclosure shall be subject to a civil p~nalty of no\ {•"'• cod•) 
less than $10,000 and not more !han $100,000 for each such failum. 

Date; -~----~·-~-.. ---
~· -~ - -----.......... ..~-·------,_, 

e ral Us1l Only: Authorized for lQt:al Reproduction 
Standard form~ t..Ll. 

Fed 

-- -~~~·~ 

Disclosure of Lobbying Activitle~- CaiEMA 2·232 (Revised 2/1/21)09} 



DISCLOSURE OF LOBBYING ACTMT~ES 
CONCONTINUATION SHEET 

Continuation of 10 a~b: additional sheets may be added if neCBssary 

Reporting Entity: 

Last Name Flrst Name 

Address 

Last Name First Name 

Address 

LastNEl.me First Name 

Address City 

First Name 

Address City 

Continuation of 14: (additional sheets may be added if necessary) 

Brief Description of Services and Payments indicated in item 11: 

Authorized for local Reprodur::tion 
Standard Form ~LLL-A 

Disclosure of lobbying ActlviUes- CaiEMA 2-232 (Revised 2/i/2009) 

llppravocl by OMB 03<1&-GU45 

Ml 

Ml 

Zip 

Ml 

Zip 

Ml 



CBIEMA 2·?.32 
ApprovBd by OMB 034!1-0046 

INSTRUCTIONS FOR COMPLETION OF SF~lLL, 
DISClOSURE OF LOBBYING ACTIVITIES 

This disclosure form shall be completed by the reporting entity, whether sub-awardee or prlme Federal 
recipient, at the initiation or receipt of a covered Federal action, or a material change to a previous filing, 
pursuant to Title 31 U.S. C. Section 1352. The filing of a form Is required for each payment or agreement 
to make payment to any lobbying entity for Influencing or attempting to influence an officer or employee 
of any agency, a Member of Congress, an officer or employee of Congress, or an empfoyee of a 
Member of Congress il'l connection with a covered Federal action. Use the SF-LLL-A Continuation 
Sheet for additional informaUon if the space on the form is inadequate. Complete all items that apply for 
both the initial filing and material change report. Refer to the implementing guidance published by the 
Office of Management and Budget for additional Information. 

1. Identify the type of covered Federal action for which lobbying activity is and/or has been secured 
to Influence the outcome of a covered Federal action. 

2. Identify the status of the covered Federal action. 

3. Identify the appropriate classification of this report. If this is a follow-up report caused by a 
materlal change to the information previously reported, enler the year and quarter in which the 
change occurred. Enter the date of the last previously submitted report by thls reporting entity 
for this covered Federal action. 

4. Enter the full name, address, city, state and zip code of the reporting entity. lnclude 
Congressional District, if known. Check the appropriate cfassificatioh of the reporting entity that 
d1;1s!gnates if it is, or expects to be, a prime or sub-award recipient Identify the tier of the 
subawardee, e.g., the first subawardee of the prfme is the 1st tier, Subawards include but are 
not !imlted to subcontracts, subgrants and contract awards under grants. 

5. If the organlzation filing the report in itern 4 checks "Subawardee," then enter the full name, 
address, clty, state and zip code of the prime Federal recipient. Include Congressional District, if 
known. 

6. Enter the name of the Federal agency making the award or loan commitment. lnclude at least 
one organizational lave! below agency name, If known. For example, Department of 
Transportation, United States Coast Guard. 

7. Enter the Federal program name or description for the covered Federal action {item ·J ). lf 
known, enter the full Catalog of Federal Oomestfc Assistance (CFDA) number for grants, 
cooperative agreements, loans, and loan commitments. 

8. Enter the most appropriate Federal identifying number available for the Federal action identified 
ln item 1 (e.g., Request for Proposal (RFP) number; lnvitailon for Bid (IFB) number; sub·grant 
announcement number; the contract, subgrant, or loan award number; the applicationfproposal 
control number assigned by the Fedora! agency). Include prefixes, e.g.,"RFP-DE-90-001," ' 

9. For a covered Federal action where lhere has been an award or loan commitment by the 
Federal agency, enter the Federal amount of the award/loan commitment for the prime entity 
identified in item 4 or 5. · 

D!sclosur8 of Lobbying Activities- CaiEMA 2-232 (Revised 2/i/2009) 



Ca\EMA 2·2~2 
Appmvod ~y OMS 034U·OQ46 

10. (g.) Enter the full name, address, city, state and z:ip code of the lobbying entity engaged by the 
reportrng entity Identified in item 4 to influence the covered Federal action. 

(b.) Enter the ful1 names of the individual(s) performing services, and include full address if 
different from i 0 (a). Enter last Name, First Name, and Middle initial (Ml). 

11. Enter the amount of compensation paid or reasonably expected to be paid by the reporting en1ity 
(item 4) to the lobbying entity (item 1 0). Indicate whether the payment has been made (actual} 
or will be made {planned). Check all boxes that apply. If this is a material change report, enter 
the cumulative amount of payment made or planned to be made. 

i2. Check !he appropriate box(es). Check all boxes that apply. If payment is made through an inp 
kind contribution, specify the nature and value of the in-kind payment. 

13. Check the appropriate box(es): Check all boxes that apply. If other, specify nature. 

14. Provide a specific and detailed description of the services that the lobbyist has performed, or will 
be expected to perfo'rm, and the date(s) of any services ren.dered. Include all preparatory and 
related activity, not just time spent in actual contact with Federal officials. Identify the Federal 
officlal(s) or employee(s) contacted or the officer(s), empJoyee(s), or Member{s) of Congress 
that ware contacted. 

15. Check whether or not a SF-LLL·A Continuation Sheet(s) is attached. 

16. The certifying official shall sign and date the iorm, print his/her name, title, and telephone 
number. 

PubUc reporting burden for this collection of information Is estlmatod to average 30 minutes per 
response, including time for reviewing instructions, searching existing data sources, gathering and 
maintaining the data needed, and completing and reviewing the collection of information. Send 
comments regarding the burden estimate or any other ~spcct of ti11s collection of information, 
including suggestions for reducJng this burden, to the Office of Management and Budget, 
Paperwork Red1Jctlon Project (0348-0046), Washington, D.C. 20503. 

Disclosure of Lobbying Activities- CaiEMA 2~232 (Revised 2/"1/2009) 



EXHIBIT B 

CERTifiCATION REGARDING 
DEBARMENT, SUSPENSION, INEUGiBlLITY AND VOLUNTARY EXClUSION 

LOWER TIER COVERED TRANSACTIONS 

This certlflcat!on ls required by the regulations implementing Executive Order '12549, 
Debarment and Suspension, 24 CFR Part 24 Section 24.510, Participants' 
resp o nsibillti es. 

(READ ATTACHED INSTRUCTIONS FOR CERTIFICATiON BEFORE 
COMPLETING) 

1. The prospective recipient of Federal assistance funds certifies that ne[ther it 
nor its princlpals are presently debarred, suspended, proposed for 
debarment, declared ineligible, or voluntarily excluded from participation in 
this transacHon by any Federal department or agency. 

2. Where the prospective reclp~ent of Federal assistance funds is unable to 
certify to any of the statements in this certification, such prospective 
participant shaU attach an explanation to this proposal. · 

AGREEMENT NUMBER 

CONTRACTOR/BORROWER/AGENCY 

NAME AND TITLE OF AUTHORIZED REPRESENTATIVE 

SIGNATURE DATE 



1. By signing and submitting this document, the prospective recipient ot Federal assistance 
is providing the certification as set out below. 

2. The certification in this clause is a material representation of fact upon wl1!ch reliance 
was placed when this transaction was entered into. If tit ls tater determined that he 
prospeotive recipient of Federal assistance funds knowingly rendered an erroneous 
certification, in addition to other remedles available to the Fedsral Government, the 
department or agency with which th.is transaction originated may pursue ava11able 
remedies, including suspension and/or debarment. 

3. The prospective recipient of Federal assistance funds shall provrde immediate written 
notice to the person to which this agreement is entered, if at any time the prospective 
recipient of Federal assistance funds learns that lts certification was erroneous, when 
submitted or has become erroneous by reason of changed circumstances. 

4. The terms "covered transaction," "debarred," "suspended," "inel1gibfe," "lower tier 
covered transaction," ''participant," "person,"" primary covered transaction," 'principal," 
"proposal," and 'voluntarily excluded," as used in this clause, have the meanings set out 
in the Definitions and Coverage sections of rules implementing Executive Order 12549, 

5. ·The prospective recipient of Federal assistance funds agrees by submitting th[s proposal 
that, should the proposed covered transaction be entered into, it shall not knowingly 
enter into any rower tier covered transaction with a person who is debarred, suspended, 
declared ineligible, or voluntarily excluded from participation on this covered transaction, 
unless authorized by the department or agency with which this transaction originated. 

5. The prospective recipient of Federal assistance funds further agrees by submitting this 
proposal that It will include the clause titled "Certification Regarding Debarment, 
Suspension, Ineligibility and VoluntaiY Exclusion Lower Tier Covered Transactions," 
without modification, in all lower tier covered transactions and in all solicitations ·tor lower 
tier covered transactions. 

7. A participant in a covered transaction may reiy upon a certification of a prospective 
participant ih a !ower tier covered transaction, unless it knows that the certification is 
erroneous. A participant may decide the method and frequency by which it determines 
the eligibility of its prlnclpals. Each participant may, but is not required to, check the Ust 
of Parties Excluded from Procurement or Non Prqcurement Programs. 

8. Nothing contained ln the foregoing shaU be construed to require establishment of a 
system of records in order to render in good faith the certiflc:atlon required by this clause, 
The knowledge and information of a participant is not required to exceed that which is 
normally possessed by a prudent person in the ordinary course of business dealings. 

9. Except for transaGtions authorized under Paragraph 5 of these instructions, if a 
participant In a covered transaction knowingly enters into a tower tier covered 
transaction with a person who Is suspended, debarred, Ineligible, or voluntary excluded 
·forrn participation in this transaction, ln addition to other remedies available to the 
Federal Government, the department or agency with which this transaction originated 
may pursue available remedies, including suspension and/or debarment 



EXHIB~T C 

CERTiFICATION REGARDING DRUG-FREE WORKPLACE ACT REQUIREMENTS 

The Contractor certlfles that it will provide a drug4ree workplace, !n accordance with State law and State 
Employment Development Department (EDD) Directive No. 0907 by: 

1. Publishing a statement notilylng employees that the unlawful manufacture, distribution, 
dispensing, possession or use of a controlled substance fs prohibited in the Contractor's 
workplace and specifying the acUons that will be taken against employees for violation of 
such prohibition, 

2, Establishing a drug-tree awareness program io Inform omployees about 

a. The dangers of drug abuse in the workplace; 
b. The Contractor's policy of maintaining a drug~free workplace; 
c. Any available drug counseling, rehabilitation and employee assistance programs; and 
d. The penalties that may be imposed upon employees for drug abuse violations occurring 

In the workplace. 

3. Making it a requirement that each employee to be engaged ln the performance of this 
program be given a copy of the statement required by paragraph 1.above. 

4. Notifying the employee In lhe statement required by paragraph 1. that, as a condition of 
employment under thls program, the employee will: 
a. Abide by the terms of ihe statement, and 
b. Notify the Contractor of any criminal drug statute convictions for a violation occurring in 

the workplace no laterihan five days after suoh ~;:onvictlon. 

5. Notifying the County within ten days aiter receiving notice under subparagraph 4.b. from an 
employas or otherwise receiving actual notice of such conviction. 

6. Taking one of the following actions, within 30 days of receiving notice under subparagraph 
4,b. with respect to any employee who Is so convicted by taking appropriate personnel aGt!on 
against such an employee, up to and including termination. 

7. Making a good faith effort to continue to maintain a drug-free workplace through 
implementation of the provision of \his certification. 

CONTRACTOPJAGENCY 

NAME AND TITLE OF AUTHORIZED REPRESENTATIVE 

-~~~-·----------· 

SIGNATURE OF AUTHORlZED REPRESENTATIVE 

DATE 



EXHIBIT D 

OMEl ApPruVBI No. 034 B-0040 

ASSURANCES • NON.CONSTRUCTION PROGRAMS 

Public reporting burden for thls collection of informalion is estimated to average 15 minutes per rasporna.l, Including lime for reviewing 
Instructions, searching existlng data sources, gathering and maintaining lho data needed, and completing and reviewing the wlleclion of 
Information. Send comment:; regarding the burden estimate or any other <:~sped of this collection of information, Including :.;uggastlons for 
reducing this burden, lo the Office of Management and Budget, Paperwork ReduG!ion Project (0348-0040). Washington, DC 20503. 

PLEASE DO NOT RETURN YOUR COMPLETED FORM TO l"HE OFFICE OF MAHA.GEMENT AND BUDGET. 
SEND IT TO THE ADDRESS PROVIDED BY THE SPONSORING AGENCY. 

NOTE:: Cerlain of these assurances may not be applicable to your project or program. J! you have questions, please contact the 
awarding agency. Further, certain Federal awarding agencies may require applicants to certify to additional aso;urancea. lf such 
is the case, you will be notified. 

As the duly <IUihorized representative of the appJlcant, I certify that the applicant: 

'1. Has the legal authority to apply for Federal assistance 
and the instltutlonal, managerial and nnanclal capability 
(Including funds s,uffh::ient to pay th~ non-Federal share 
of project cost) to ensure proper planning, manayement 
and ~A~mp\e!lon of the project described in this 
appUcalion. 

2. Wm give the awarding agency, the Comptroller General 
of the United States and, tf appropriate, the State, 
through any aulhorized rep!<lsentatlve, access to and 
tile right to examine all records, books, papers, or 
uoc1.1ments related to tho award; and will establish a 
proper i'lcoounting system In accordance with generally 
accepted accounting standards or agency dfractives. 

3. Will establish safeguards to prohibit emptoyees from 
u,ing their positions for a purpose !hat constltutes or 
P''esents the appean~nce of personal or organizational 
con1llct of interest, or personal gain. 

4. Will lnltlata and complete tho work within the applicable 
time framB after receipt of approval of the awarding 
ogenay. 

5. Will comply with the Intergovernmental Personnel Act of 
1970 (42 U.S.C. §§4728-4763) relating to prescribed 
standards for merit systems for programs funded under 
one of the 19 statutes or regulations spacl!ied In 
AppendiX A of OPM's Standards for a Merit System of 
Personnel Adm!ntsiralion (5 C.F.R. 900, Subpart F). 

13. Will comply With all Federal statutes. rela!ing to 
nond\scrlmin<~tlon. These Include but are not limited to: 
(a) Tf~e VI of the Civil Rights Act of 1964 {PL 88-352) 
which prohibits discrimination on the basis of race, color 
or national origin; (b) Tille IX of the Education 
Amendment~ of 1972, as amended <2D U.S.C. §§1681-
1683, and 1885-1686), which prohibits discrimination on 
the basis of sex; (r.} Section 504 ol the Rehabilitation 

PtiOVIOtiS Edii\a<i Usabl" 

Act of 1973, as amended (29 U.S.C. §794), which 
prohlblts discrimination on the basis of handicaps; (d) 
the Age Olscrlmlnatlon Act of '1975, as amended (42 
U.S.C, §§6'101·6107), which pmhlbl!s discrimination 
on the basis of age; (e) lha Drug Abuse Oflice and 
Treatment Ad of 1972 (P.L. 92-255], as amended, 
relating to nondiscrimination on lhB basis of drug 
al:luse; (f) the Comprehensive Alcohol Abuse and 
Alcoholism Prevention, Treatment and Rehabilitallon 
Act of 1970 (P.L 91·616). as amended, rela!tng to 
nondisarlrn!natlon on lha basis of alcohol abuse or 
alooho!ism: (g) §§523 and 527 of !he Public Heal!h 
Service Act of 1912 (42 U.S.G. §§290 od-3 and 290 ee-
3), as amended, relating to confidentiality o1 alcohol 
and drug abuse patlent records; (h) Tille VIII of the 
Civit Rights Act of 1968 (42 U.S.C. §§3601 et seq.}, as 
amended, relating to nondiscrimination in !he sale, 
rentrd or financing of housing; (f) any other 
nondiscrimination provisions in the speciflo statute(~) 
under which application for Fed~ral assistance is being 
made; and, (i) the requirements of any other 
nondiscrlmlna~lon staMe(s) which may apply ~o !he 
application. 

7. Will comply, or has already oomplied, wltll the 
requirements of Tilles ll and Ill of the Uniform 
Relocation Assistance and Real Property Acqulsltlon 
Policies Act of 1970 (P.L. 91-646) which provide for 
fair and equitable trea\ment of persons displaced or 
whose property rs acquired as a result of Federal or 
federally-assisted programs. These requirements apply 
to aU interests in real property acqulred for project 
purposes regardless of Federal partlcipaHon in 
purchases. 

8. Will comply, 11s applicable, with provisions of ltla 
Hatch Act (5 U.S.C. §§1501-1501:1 and 7324-7328) 
whlch Hmlt the political act!vl!ias of employees whose 
principal employment activities me funded in whole or 

.rn part with Federal funds. 

Authorized !'or Lncal Heproductkm 
S!andartl furm 4?,4B (Rev. 7-97) 

Pres~rlbed by OMB Clrcu(~r A~1 02 



9, Will comply, as appli(!abf!;!, with the provisions of the Davis
Bacon Act (40 U.S,C. §§276a to 276a-7), the Copeland Act 
(40 U.S.C. §276c and 18 U,s.c. §874), and thi;J Contract 
Work Hours and Safety Standards Act (40 U.S.C. §§327-
333}, regarding labor standards for federaiiY-<l!>Sis\ed 
construction subagreamen1s. 

10. Will comply, If appltcable, wi!h flood insurance purchase 
requirements of Section 1 02(a) of the Flood Disaster 
Protection Act of 1973 (P.L.. 93·2J4) which requires 
recipients in a special nood hazard area to participate in the 
program and to purchase flood Insurance If the total cost of 
Insurable construction and acquisition is $10,000 or more. 

11. Will comply with environmental standards which may be 
prescribed pursu<mt lo the following: (a) lns1itution of 
environmental quality oon1ro! measures under tl;a N<~tional 
Environmental Polley Act of 1969 (P.L, 91-190) and 
Executive Order (EO) 11514; (b) notification of vlolaUng 
facilities pul"Suant to EO 11738; (c) protection of wetlahds 
pursuant to EO 11990; (d) evaluation of tlnod hazards in 
floodplains In accordance with EO 11988; (e) assurance of 
project consistency with the approved State management 
program devaloped under !he Coastal Zone Managemant 
Act of 1972 (16 u.s.c. §§1451 et seq.}; (f} r;onformity of 
Federal actions to State (Glean Air) lmplamentation Plans 
under Section 176(c) of the Clean Air Ac! of 1955, as 
amended (42 U.S,C. §§7401 et seq.); (g) protec~on of 
underrrround sources of drinking water undar the Safe 
Drinking Water Act of 1974, as amencled (P.L. 93-523); 
and, (h) protection of endangered spades under the 
Endangered Species Act of 1973, as amendod (P.L 93· 
205). 

12. Will comply with the Wild and Scenlc Rivers Act of 
· 1968 (16 U.S,C. §§1271 at seq.) related 1o protecting 

components or potenllal components of the national 
wifd and scenic rivers system. 

i 3. Will assist the awarding agency in assuring compllance 
with Ser,;Uon 1 06 of the Na.Uonal Historic Pra11arvatlon 
Act of 1966, as amended (16 U.S.C. §470), EO 11593 
~dentifiaation and protection of historic properties), and 
the Archaeological ancl Historic Prooarvatlon Act of 
1974 (16 u.s.C. §§469a~1 et seq.). 

14, Will comply with P.L. 93-348 regarding the protection or 
human subjects Involved in research, development, and 
rela!ed activlties supported by this award of assistance. 

15. Will comply with the Laboratory Animal Welfare Act of 
1966 (P.L. 69·544, a$ amended, 7 U.S.C. §§2131 et 
saq.) pertainlng to the care, handling, and treatment of 
warm blooded animals held for research, leaching, or 
olher ac\ivities supported by this award of assistance, 

16. Will oomply wl!h the Lead-Based Paint Poisoning 
Prevention Acl (42 U.S.C. §§4801 et seq.) which 
prohibits the use of lead-based paint !n construclion or 
rehabilitatlon of residence structures. 

17, Will cause to be performed the required financial and 
r.nmpllanGe \'ludlts ln accordance with !he Stngla Audit 
Act Amendments of 1996 and OMB Crrcular No. A-133, 
"Audits of States, Local Governments, and Non·Profit 
Organizatlons." 

'18. Will r,omply with all appllcab~n requirements of all other 
Federal law~. ext;:cl.!tlve orders, regulations, and polidas 
governing this program. · 

r,S~IG~N~A~T~U7R~E~O~F~A~U~~TH70~R~I~Z-E~D-C_E_R_T~IF-Y-IN-G~O-F_F_I_CI_A_L--~--~.1TITI.E--.-~~~~--APPLICANT ORGANIZATION DATE SUBMITTED 



EXHIBIT E 

F:riday1 

:Septembet' l~ 2006 

Part IV 

Department of 
Hon1eland Secu.rity 
6 CFR Part 29 

Procedures foX" Handlbng Critical 
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DEPARlMEN! OF HOM !:OlAND 
SECURITY 

Office ul lhe Secretary 

GCFR Par!29 

RIN 1601-A.A 1'l 

Procedures 1or Hammnu Critical 
h;fmstructl.lre lnformatlt~n 

AGENCV1 Office of the Secretary, DHS, 
AC1lON: Fin6J rule, 

SUMMARY: This final ru lu amends the 
February 2004: Interim Rule astabli~blng 
nniform procedures to impl()mant the 
Critic~ 1 Infrastructure Information Act 
of ZOOZ, Thes~: procedures govern the 
receipt, validation, handling, storage, 
marking, ll1ld use of critical 
infrastructme information voluntarily 
submitted to the Department of 
Homeland Semirity. The procedmes are 
applicable to all Fedora!, Stata, local, 
and tribal government agencies and 
contractor~ tha.t have access to, handle, 
use, or store Driticol J.n.frasll-ucture 
!nfol.'matlon that enJoys protection 
under the Critical Infrastructure 
lnformation Act of 2002, 
DATES: Effective Dote; T.bh final rule ls 
effective S spternber 1, Z006. 

fOR fURTHER INFORI'IIATIOf>l CONTACT~ 
Laura Kimberly, Directorate foi , 
Preparedness [202) 360--3023, not a toll
free calL 
~UI'Pl.El/IENTAAV INFORMATION; 

Tot.Je <:>fGontants 

I. Intraduc1lon 
!l. Major Issues tn th• Fabrua:ry ~604 !J>torim 

Rule 
A. Jndl1act Subn1isslons ofl'CO 
B, Definitiomu Issues Affecting Qualifying 

Wormation · 
(1) In tho public domain 
12) Voluntllly or vohmtarlly 
C. Protor.ted and Non-Protru:!ed 

Infon:nathm 
W Portion M.,.kJng 
(:Z) Definition ~f PCI! 
(3) Somca of !he l:nfm:m~lion. 
(4) lnterplayof Soot.ioru 214(a)(J)IG) i\.nu 

211(c) uflhe CJl Act 
(~) Good P~itlJ Submlsslo11 of err 
{6) Cummunlcations wUh !he Submltting 

Pel"$on or Entity 
D. Loss of Protected Statu~ 
E. Shnrlng uf PCD with F orcign 

Govemmonh 
F. Emergency Dlsdosnre ofPCJl 

lit OttN~ Chango~ to tha Rula by SeGtion 
A. Purpose and Scope: Section ?.Q, 1 
B, Definitions; S action 29.7. 
C. Effect of ths Provisions; Section 29.3 
D. PQIProgrrun Admlnlstration~ Section 

29,4 

E. Requirement• fm1'roter:lion: Section 
29.5 

· (1) llxpre~ :itat~m~nt on lltc Information 
(2] On1l St11tomento 

{3) Cor\Hioal\on Statement 
(4) Suhrni.~lon to the P~ogmm 
F. Acl:nowl~dgment ofReceirt, Validation, 

and Mw:klng: Section 7.9.6 
(1) Prosumpt!on of Pro taction 
(~) M~Ltl<.lng 
(3) Ackoowledgament 
(4) Dehrrmiu~tions o[No:n-Pro\<:~clod Status 
(5} Chang as from Protar.ted to Non• 

Protected Stant• 
G, Safaguro:di:ng ofPGll~ Section 29.7 
H. Dlocl<>sw-e ofllCII~ S~tlon Z{).!l 
I. Invastig11.tlon ~nd Rap orting Qf V1oMi!>n 

ofl'Clll'.roced11ree: Section 29.0 
IV. Revision ofrart 29 
V. Coos1darution ofVatious Laws and 

llxncutlve Orders 
A, Adrnlltl$ltllti'l& P~ocedu:ro Acl. 
B, KxacuUve Order 12666 Assessment 
C. R&gulo.to:ry ;Flexibility Act 
D, Unfundad M!llldat.w Reform Act of 1995 
E. brnall Ilusines~ Regulatory Enfo,coment 

Act ofl996 
F, Executive Ocd~r t 313Z-Fedwalism 
G. E'xocutlve Ordor 1Z988---Givil Juslica 

R<lform 
H. PapHlWO:.-k Reduction A~t of 1995 
t Ji!nviromnental A:n.Jysls 

f>AFIT2-PAO'fECTIW Ci'IITICAL 
INFRASTRUCTURE! INI"OBMATION 

'Tabla af Abh~•w1alions 

ln. !his document, the foHowl.n~;: 
abbreviations ara r.ommonly u~ed: 
fiP A-.t\d:rnlrdsttative Proeedura Act 
CI1---Grltical Infu>stru~ture InformatiDll 
Cfl Aot-Grltico l l:nfrastrnctura InfmrnaUon 

Act nf2002 
DHS-Daparl.m~nt of Bomelo.nd SeciLI'ity 
FOIA-Freedmn ofJnforrn3tlon Act 
HSA-1Iomoland Sac:w:lty Act of 2<102 
ISAG--lnfonnution Shrrrlng B1ld Ana.ly>ls 

Organh::ation 
NPRM-Nolif:e of Pmposed Ru.lemaking 
PCII-l'rotectad Critical Infrastruclura 

lnfoWlolioll 
PGJ!MS-Ptotacted Critical Infrastructure 

Information Management System 

I. IntxoductiOJ:l 

'X'he Cdtical InfraGtructme 
Information Act of zopa (CIT Act) 1 is a 
Gl'Uclal tool in facilitating the. 
Dapurtment of Home];md Securlty's 
(DHS) analysis oflnfrastruoture 
vulnerability and related information for 
plax~ning, pfepartJdness, warnings and 
other purposes. The Cll Act enables 
DHS to collaborate effectively to protee;t 
Arr:wrica's c:ritio~:~l infhlail'Ucture, eighty· 
fivo percent of whioh is in th\l private 
sector's handB, The CIT Act uutharized 
DHS to acoept )nfonnatian relating to 
critical inl'I:a~U:uctu>e from the public, 
ownars and operators of critical 
infrasto:uctme, and 0tate, local, and 
tribal goverruneatal entities, while 
limiting public disclosme of that 
smu.:itive information under tho 

1 Homolo.nd Sooll.ctty Act nf zuao, [f!Sil) Pub, L, 
108-275, tlt.ll, mb1lt. B. ooc. zn, HR Siol. Z135, 
~150 (Nov, 25, 2002) (G U.S,C. H:l-1 31). 

Freedom oflnfoillliltlou Act, 5 U,S,C. 
552 (FOIA), and other law9, mles, and 
process~:~s. 

In responding to commants and 
drafting this f.inal.rule, DHS has bean 
careful to fu:rlher the purpooan of the 
l?rotectsd Critlcellrtiramrnctma 
hlformatian (PCli) Program as an 
offsctive anti-tetto~ism tool while also 
carefully observlng its limitations. For 
the PCII Program to be sua::es21ful, DHS 
believes that the rule must be a a clear 
tmd certain as possible, yet flexible to 
respond to clnmglng conditlonB. Among 
other rosa=oo, this finnlrula: 

• Clarifies that a submittal valhiated 
as PCII will not thera~!l.er lnse its 
protected statu> except unde( a very 
na:trow set of dxcurnslam::es (seetion 
29.8(g)); 

" Requires that PC!l will be shared 
only for the Homeland Security 
puzyoses spm::ifind in thu statute and In 
no event far other collateral regulatory 
purposes (section Z9.3(b}); 

a Provldea the PCUPioBTam Manager 
with the flexibility to designate certain 
ty:{les of Infrastructure infon:nation as 
presumptively valio l'CIT in order to 
accelerate the validation process and 
pwv1de groater OE~l1uinty to potential 
submittera (soction Z9.6(f)); 

• Provides that 6ubmis~)ons not 
validated as PCU be returned to the 
aubmiUcr or destroyad (section 
29.!l{a)(2)(ii)]J 

~ Provides for submission o1 C!l for 
protection through DHS field 
representatives (section 29.5(a){1)); 

~ ldenti fia8 procadmes for indirect 
submis~lona to DHS thJ:ougb otha~· 
Fedor<:~ I aganciea (saetion~ :1.9, 1(t), 
29.5(a)(1). 29.6(b), [d)); and 

., Simplifies the information 
submi11Bion process (aec!!on 29,6}, 

On Ap:til15, 2003, DHS publlshed a 
notice of proposed rulemaking (NPRM) 
regoo:ding tha establishment of the PCII 
Piogram. BB FR 1B523 (Apr, 15, 2GOJ), 
Written comments were accapted 
through June 16, 2003. DHS received 
1:17 sets of l:!Oinmenl:B. 

DHS subsequenHy pu.bllshod an 
!ntarim rule on February 20, 2004 at 69 
FR 8074. In the Februa.:cy 2004 Interim 
Ru!a, DHS responded to the public 
comments taGeivad in response to the 
initial NPRM snd invl!Dd addltiana l 
public comment~, DHS received 32 sets 
ofiespowive commar~ts from various 
entitles, including trade organb:~tions 
wo;iting on behalf of their membership, 
Ptlvata sector and public Jnte~est 
eutit.ios,. one State gavor.u.rnout agency, 
aud mdn,Mual oommentets, 'fhe 
comments may be ;reviewBd at http;// 
www,cliw.gov/dhspublic/jntemppl 
Gdi!odaT(editnrin/_0•:138.xrnl. 
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n. Major Issues in the February 2004 subroi8aions, citing $UGh con5idcmtioru 
lnt~<rim Rule as tht~ raBtrictions imposed on the uso of 

DHS has resolved several majo~· ismes PGli, concerns about the protection of 
raised in public comments on thti submitted Cll within agencies otheT 
FabruaTy 2.D04lntorim Rule. The than DHS, tb.a potential for confusion as 
following sections Identify spadflc to what other agencies may do wiU1 
issues xaisod by comm8ntfml and informatlcm in !heir possession, and the 
del!cribe how thnse )ssuas 'have been :d~k of an appeara.nca that PCU had been 
mso1vod. misused. Six othor commenters 

considered indirect submis~iollll 
A. I.ndimct Submissions of PCil ·problematic u:od beHaved that 

The preamble to !ha February 2004 permitting ~uch submi~slons wonld 
Interim Rule discMsed "indirect raq11ira additional clactfication or a 
submlssio!l" of err. Section 29,2 of Ute system of checks and balances. On !he 
NPRM ~ defined "submission of L'II to other hillel, five organ!zntions warned 
DHS," to includa "either directly or that not allowing indirect submission$ 
indi~uGtly via another Federal agency, would run oontra:ry to tbai.r normal 
which, upon receiptoftha err will Jnformation flowmth Federal agencies 
forw!ll'd lt ~o DHS.'' Iu scctloJJ. 29,5{b)(1), othe1 than DHS. 
lhe ptoposed rule provided that C!I Upon considedng these comments, 
would ra<.:eivo the protections of tha Cli DRS hus conduded that certain Federal 
Act only when the informAtion wns personnel outside the Program. 
submitl:od aithor "din.>ctly to the IAIP Manager's Office at DHS ("Progl'Om 
(PreparadnessJ Directorate or indhactly Offit;e"), including certain DHS field 
to the DHS IAIP Directorate by representatives and certain per~onncl in 
submittl11g it to any Federal agency other federal agencies, should bu 
which 1h@ * • • forwards the pam:dUed to HIC6iva and forward CII to 
lnfnrmntion to the DHS IAIP tha Progratr1 Manaeer, but that (absent a 
Directorate.'' Other provisions of the categorical inclusion, discussed below 
proposed rula specifically required at section lli.F.) only tho PCll Program 
submittals to ba made to the pcrr Office within DHS will be authorized to 
Program Manager, either directly or make the decision as to whether to 
irrdirectly. validate a submission an PGll. The l>Cn 

DHS responded to th.a public Program Manager wlll authorize 
comments = indirect submission per~onnel in Federal govarnmental 
received in the February 20M {nterim entitiea olhar than !he PCU Program 
Final Rule. Tho preamble stetad lhat, in Office to accept a submission on behalf 
light of substantial concern ebout . of the Program Office, but only when 
<~1lnwing indirect ~ub:missions, DBS had ~uoh pataonnel are tmined to ensurij 
removed toferonce!J to indirect compliance with the :requlrementn of 
submissions from the rule and made !his finalrule. The PCII P~ogr<>m 
clear that anbmissiom must be madn \o MAJJager will normally take thiR stap 
the PCll Prnw:am Manager or the PCII only when the pflrticula.t governmental 
Program Manager's designees. At tho entity; (1) Has appointed a PGIT Officer; 
same \hue, DHS notctd tJmt it had (2) has the necessary staff, who are 
recoivod corrunonts V!licing support for tralnad in PCU procedures; (3) has 
indirect euLmiosions. These comments implamanhtclmenmues to comply with 
favored the NPRM original intent, this final rule; and (4) has agroed th!'lt 
whh:h was to facilitate inforrnatlon tho PC!I Program Office may at any tima 
shat!ng with !he Federal government Vl!dfy that agency's compliance with the 
through established relationships Finaf Rule and other progtam 
between owners of the nation's Gfiticsl requl.roman1s. See section 29.5. Note 
infraslructura and those Federal that thio final mla does not restrlm tha 
agencies that are sector lead~JrS for authority of the Sacmtary or the PC !I 
particular infrastruatlUR. Acco~dingly, Program Manager to designata o.ff.lr::lals 
after the pen Program had become to recttive CU o~ take other actions in 
operational. and pending further exigent clrcurnslanoes. 
analysis, the finsln1le might allow for B. Definitional Issues Affecting 
indirect submissions. 'fha Fabromy QualifYing Information 
2004 Interim RullO\ invited additional Accardi"" to sac:tlon 214(a)(1) of the 
public comment • ., 

Twouty additional sets of comments CJI Act (B U.S.C. D3(a)( 1}), "critic.o'll 
on this subject were received. Nme infrastrudmc l:oformaUon" that 1s 
comrm:nlat!l opposGd allowing indirect "voluntarily aubmitted" to a ''covered 

Federal. aganay" [i.e., DHS) for its u~e 

~ Fnr r.nll:O ofr-flforo.n-co, o1l wfer.enr:l)3 in thi~:~ .firrnl 
ntle 1<> ••ouons o~ P"'Og.tdph• Wlthout full cltotlon 
1·dfar to- sor.:I:Jons and paragrapha ofpnJmulg!il.od 8 
CFR part~~~. 

for !he apcoified purposoo, when 
Rr.r.ompanied by an ''express 
statement," qualifies for CD Act 
prote<rtlons. Section 212(3) of tl1e CTI 

Act (81J.s.C. 131(3)} defimm "etHical 
!niraah·uctura information'' to mean, in 
pertluent part, "information not 
customarlly !n the publlc dom11in," and 
sactilln 212(7) of the CI1 Act (6 U.!l.C, 
131(7)) defines "voluntary." In tha final 
:J:Ule, cllanges ]lave been made to two 
definitions that aro mlovant to these 
statutory provisions, and corollary 
definitions havo boon added. 

(1) In the Public Domain 

In tho preamble to the February Z004 
Interim Rule, DHS declined to interp~et 
futtlwr the meillling of "infonnation not 
custom!II'lly in the public domain." 
Three commenters on the February 2004 
lu.terim Rula u.rged that thiB pl:iraso be 
deftnod. In response, in section Z9.2(d), 
DHS has defined "in the public 
domain" in part as "information 
lawfully, properly and rsgulady 
disclosed galteraUy Ot broHdly to the 
pll bile." '!'his definition draw5 in part 
on Reclion 214(c) of the CUAct (6 O.S.C. 
133[c)}, which stlpullltas thnt nothing In 
section 214 constrains the cflllaction of 
cdtlcallnfrastructura .information 
"including any information lawfully 
lllld properly dlsdoRed generally or 
broadly to tho public: • " ~. '' The new 
definition further identifies certain 
typeij of iofonnaHon that are considered 
not to ba in the public domaln-
ap ecifically •.''.l~fonn3tion regardilJ8 
systems, faCJlihes, or operational 
~~Gll~ty, or th.~t is proprhtary, business 
sans1tlve, or which might ba used to 
id•.mtlfy a submitting person o~ entity." 

(2) Voluntary or Volunwcily 

The definition oJ' "voluntary" in. 
S!lctir:m 29.2 of thls rule implements 
section 212(7)(A) of the en Act (8 lJ,S.C. 
131(7)(A)), which provides fuat a 
wbrolttal uf CIT Is :not "voluntluy" lf 
~~~ch information 1& pl'ovlrled p\ll'suant 
to the exercise of legal authority by DHS 
(the "r:overed agency") to compel access 
to or ~ubrnission of the information. 
Fom coromentm-a ro:gued for a broader 
disqualification of information 
submitted to other Federal agendeu 
pursuant to S\tch agencies' axm:cisa of 
their legal authurity, 'the language of 
sections 212{2) and 212(7)(A) of t1to C!I 
Act IB U.S.C. 131(2) and 13l(7}(A)) dv 
not B11pport such a ~eading and DBS has 
not adoptt>d it 

Whether information ptovidcd to the 
PGll Pl:ogr~~ manager is "voluntarily 
submitted l3 to be determined at tlw 
timo CJJ is oubmitled. 'flu! terms 
"Bubmitted" and ''relied upoP." in 
soction 212(7l(B)(ii) (0 U.S.C. 
131{7}(B)(H)) are hoth retrospect!va in 
nature. Doth employ the past tense lilld 
both apply to am)ons before tbe dato 
that information is submitto d to the PCU 
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PrO!_((am Manager, As disrn:tssed below 
in s~otinn ill, the provision in section 
29.6({) of the February Z004Intm-im 
Rula allowing a change of status from 
"Protected" to "non-Protected" based 
on a subsequent requirement that tho 
information be mb:mitted to 'OHS bas 
been eliminated. This do6$ not mean 
that DHS could not obtain related CIT 
available under other DHS legal 
authority latedn time, Jt does mean, 
howcvor-, that the epm::Hic dmmmants 
volo.n<arlly 8ubmittad as PCli will not be 
publicly releaaE!d. See section 314(c) of 
the Gil Act (6 U,S.C. I33[G)). 

Section 212{7){B)(H) of the C1l Act (6 
U.S.C. 131(7)(B)(1i)), excludes from the 
definition of "voluntary," information 
or stntements ''aubmittad or rallad upon 
as a basis for making licensing or 
permitting determinaUons, or during 
regulatory proceedings." Naither the 
term "licensing or permitting 
determinations" nor "regulatory 
pwceedings" b defined in the en Act, 
and the CII Act does not 6tate explicitly 
to whom ilia information ot statements 
ml<St have been submitted or which 
agency xHlied upon them. One 
com manter urged greater precision in 
the definition of"voluntary," and 'rmruy 
commenta!'s expressed concern over tlle 
potential impact of the :rCII Program in 
a "regulatory" context. 

DHS agraets that the ter.ms should be 
defined with greatetr precision, It is clear 
thmugb.out the stan~te that !h a terms 
"voluntary" and "voluntarily" refer 
only to mbmissions intended to reach 
DHS. Sea 9ectlon 212(2) of the CII Act 
(o U.S. C. 131(2]) {"covare.d Federal 
Agtmcy" m~an.s the Deparbncn! of 
Homeland Security}; ~ec!iong 212[7)(A), 
and 214(;;~)("1) (lfthe Cll Act (8 U.S. C. 
131(7)(A), l33(a](l)). Section 
212(7)(B){ii) ofthc en Act ts u.s.c. 
131(7)(B)(Ii)), lncorpo[atas the concept 
of"volunlary sub:wJ~~ona," which, by 
its doftnltlon, involves only subm!sei(m. 
to DHS. Subsection 212(7)(b)(ii) limitu 
only the acopa of a voluntary 
submission to DHS. Thu$, it is 
1-easonable and apptopdatEJ to interpret 
the 1erxns "licensing or permitting 
detarminations" and "reg1.1latory 
proceedings" In seation 212(7){J3){ii] ns 
TBferrittg to such activiUoo wifu\n DHS 
and DHS has dono so. Thls Is fully 
consistent with other provislom of the 
CIT Act {soctions Z12(c} and 212(cl)). 
Any bxoader interpretation would be 
incomiatont with Congress' pmpose in 
cr~ating thl'l ,Act and impossible to 
administer a:f:fectivaly. Indeel'l, it is 
difficult to imag:ina howDBS could 
foasibly determine if BTid when any 
"information or statement$" in err bad 
been prev\Olls)y ~ubmitted to on:oliod 
upou by any Fade:ral agency other llian 

DHS or ll.ny State, local or tribal entity 
in any public or private proceeding 
!h:roughout lime, 

Further, the daliliition has bP.en 
altered to reflact that submisslom may 
be accepted from a "single state or local 
governmtm.tal entity; or a private entity 
or person; or by an ISAO acting on 
behalf of its members or otherwise" to 
address confusion expresnad by 
potential eubrnitters basad oil 
u:unecesst~tlly narrow constructions of 
the definition of a submitter. 

C. Protected cmd Non-Protected 
Jn[ormatkm 

Saverallssuas have arisen. as to what 
portions or aspects of submitted 
infonnati(m should enjoy tha 
ptotectlons of tha Cll Act, and under 
which clrcumst.rmces information 
ahould un)oy protedion. 

(1) Portion Marking 
The preamble to the February 2001 

Jnterlm Rule reported that although six 
public conunenl$ advocated a 
1aqu!-rement for mro:king thosE'! po~l\nns 
of submitted iufcmnatlon that are 
entitled to protection under the Gil Act, 
DHS had concluded that "portion 
marldng" should not be required. On~ 
commentar on th\1' Februro:y ZOO'l. 
Interhn Rule contested this position. 
'OHS bas !.mnsidcred these c:ommenls 
but has not altered its conclusion. 
Accordingly, no pmtion marking will ba 
req\LITad. 

(2) Definition ofPCII 

The CII Act definag eli iu section 
212(3) (6 u.s.c. 131(3)). DHS b<illftV<;iS 

thot any information, statements or 
other material raasotmbly necessary to 
explain the err, put the en in context, 
or dee~Tibu tho !n1portunce or use of lhe 
CU are appropriately whhirr the scope of 
the protections intended hy the CIT Act. 
Accordingly, the definition of 
"Protected C:ritir.a! lnfrastructunl 
Information," or "PCll,'' l-n SE:tttlon 
2 9.Z{g) has been modified to reflect thi~ 
darifh:ation, 

(3) SoUrt:a of the Information 

The definition of "Protected Critical 
!nfrastructura Information,'' M "PC!l" in 
section 29.2 of the Febn1ru;y 2004 
Interim Rule provide:: timt the "identity 
of the submiUing per& all or entity" 
!'>njoys the _protectiona of tl\e Cll Act in 
paflty with lha information submitted, 
Two comments Bxpr;:.ssed concern about 
the "anonytnity" of those on whoso 
be hall an Infurmation Sharing and 
Analysis Organization (!SAO) migM 
submit Cli. DHS recognlzas !:hat 
in(onnation may bl! submitted on behalf 
of oth<:~ts by an ISAO ))( trade 

association. DHS agroos and 8ection 29.2 
has bean amended to dadfy that the 
Act's protectioru extend to the identities 
of those parsons or antitis~ OJ! whose 
behalf the Information was eubmltted 
and to any other information that could 
ba used to discover such identities. 
Section 29.a(o), relating to disolosur~;~ of 
info:rmatlon to appropdatc entities Of to 
the general public, h<W bean conformed, 

(4) ln1arplay of Sections 214[a)(1}(C) and 
214(c) of tha CII Act 

Questions huve also ari~on ragudlng 
the mffiilling of saction 214(a)(I)(C) of 
the Cil Act (6 U,s.c, 133(a)(1){C)); PCTI 
"shall not, without written consent of 
the parson or entity uubmitting such 
lnfo:rmatlon, be used dirsctty x • * in 
any civil litigation ~ " • if such 
information is submitted [to DHSl in 
good faith," The issue is whether 
inforniati en in tho bands of sub mitten 
will, by virtue of voluntaJy submission 
to DHS under this p~ov!sion, be 
unavailable for use in civil litigation, 
When CII ls submitted and validated fox 
protection under the Act, the 
information and documents ptavlded, 
and drafts and Gopies thereof retllined 
by the submitter($) at person working 
with the submitter(s), aa well a5 any 
discussions with DHS Jegarding thu Cil, 
shall be considere:il PCTI and cannot bo 
the subject of civil disc;ovary m other 
direct use in any civil litigation without 
the sllbmittar's consent. 'OHS interpret~ 
lh{l 5tatutory phrase "any civil action" 
in section 214(a)(l}(C) of the Cll Ac:t to 
include civil litigation in any form or 
forum whether tho United Statea is or is 
not a party. DRS di~agraeB with the 
notion, ~nggested by some-, that the. 
st<Itutory language would parmit civil 
discovery of sucb information wbila 
prohibiting its use as P.vidence at h'ial. 
This diclwtomy makes little sense. 
"Discovery'' of 1he lnforma1!on in a civil 
action, with alllt entails, Is in fact 
"direct" use oftha :l:nfmmatlon. 1'he Act 
is structu:red to spur owners of Cl] and 
others !o evaluate and share en 
vulnerablllties and oilier sensitive 
information wlth the Department, 
Creating a civil discovery loophole to 
the protections of tha Act would impede 
su\'.h coopwation and be fundn.mautally 
lncormistent with the lanBuage end 
purposes ohha Act. . 

lt Ia also important to focus on section 
214[c) of the CUAct [6 U.S.C, 133(c)). 
'That provision indicates that the Act 
shall not "be construed to limit or 
oth..,rwise affoct the ability of a State, 
1ocul, or Fader<U government entity [ox 
privata litigant] " * • tn oht~ln critical 
infrastructure information in a manner 
not covered by" section 21<l(a) (6 U.S.C. 
133{a)). While Pen, including ths 
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opinions, evaluations, conclusions or 
analyses that were submitted, may not 
be usad directly in dv!llitigatlon, 
imlapandently existing fact1ta1 
in formo.t!on obtained independently by 
a ci-vil litigant from somceg other than 
the PCU can p:resent a different quaatlon 
undersection 214(c). 

(5} Good Faith Submission of Cil 

Sec!ion 29.2(n) was Inserted In 
~esponse to a commentar's .:equest for a 
definition of "good faith." This new 
section provides that any infatmalion 
that could be reasonably r.onsideroo err 
information, as defined in the 
regulations, is submitted in good faith. 
The subs6quer1i validation of aucli 
tnfo:rmatinn a a PC !I by the PCII Pmgram 
Office, or the Inclusion of sur:ili 
informaltan in a o::l>tngory of pre· 
va!idutad information, dofinitlvely 
establishes the aubmiss lou as havi:ng 
boon made in good faith. 

(6) Camm\mications With the 
Submitting Person or Entity 

Another matter that the Febmacy 2004 
Interim Rule did not address is ' 
commun~oations of the PCill'rogram 
Office, or of ol.hm: <1uthocized recipients 
of PCTI, with the "uhmittiug per&Dn or 
entity about the submittal m: the 
submitted information. Part of tha 
purpose of th~ CIT Act is to encourago; 
frauk and open discussion with DHS 
regarding CTI. it would defeaUbe 
purpose of the Act to declare sucli 
oxchanges as outside the ~::onlext of PCII. 
Certain communiclltions are spadfically 
intended to perform the fnnctiona 
enumm"atf'td in sections 29.6(d), (e){a) 
and (f}, 29.8(e), and 2e.9(c), or to inquire 
whether the submitting person or entity 
consents to disclosmos of th~ ~\\bmittad 
information, Changes !o sections 29.6(c) 
and Z9.0(d}[2), and nDW Bection 
29.8(fJ(1)(i)(l1} fill thf'> void by 
auth.otiz.!ng tl\a discloaure of PCU by 
Federal govenunent officers, employoos, 
and contractors, as wall a.s State, local, 
and tribal governmental entities in order 
to facilitate comnnmkations with a 
subruittlng person or an authorh:ed 
per~ou on behalf oi a submitling entlty, 
abOl\t a Cll submlsslun by that parson or 
entity. 

D. Loss of Praleotcd Status 

Section 29.6{.1) of the Febuary 20 04 
Interim Rule responded to comments hy 
providing for t:hanges from "Protected" 
to "non· Protected" 31.atus when tho 
submltting person or entity req,ua.91ed 
the change in writing, or when. tho PCU 
Pxogwm Managar or h:is or her designee 
determined tltat "the inj'mmation wn.s 
cmtamarily l.n the public domain, is 
p<\ blicly available through legal mellns, 

or is re[{Uil:ed to ba subroil:ted to DHS by 
Fadarallaw or regttlatian, ·• Two 
comment arB aoufiht c!BJ."ification of or a 
nhango to this section. 

Two of these ro:Herla allowing a lase 
of protected status have been removed 
by this final rule. First, the tmrt: that 
would allow a loss of protacted stetUB 
hacaUSij the submitted information "is 
publicly avn!labia through legal mmms" 
has been delated because the CU Act 
does not p~ovida for a cliMge in status 
on this gro<md. Second, as noted above 
in the discussion of the defln\ti.on of 
"voluntacy or voluntarily," the testthat 
would allow a lr1ss of protected status 
bec~usa the submittl:ld lnfarmatlon "is 
required to be submitted to DHS by 
Federal law or regulaUon" has been 
eliminated. Thi~ change hM baon made 
bacauso 1ho definilio:o.U exclusion in 
section 212(7)[A) of tho CU Act (!l U.S.C. 
131(7)(A)}, and !he section 2.9.2 
definition of "voluntmy or voluntarily" 
ra:fm:s exp~e~~1y to the time of su~mittal 
anti is thus retrospective only. This doa3 
not, ot course, pt;lllant DHS from using 
cunr;mt or future BUthodty to mendat<:: 
submiasian ofany lnful'lllat.lon. 
Howevor, prior voluntary 9Ubroia~:~ionl:l 
under the CII Act may only bo utilized 
i:n accordance with the Act'9 provisions. 

E, Shoring of PCII With Foreign 
Governments 

Ten coromeuters expresaed concerns 
about the Fubrua:ry 2004 Intedm Ru1o' s 
provlslo:n. on "Disclosure to foreign 
govemmants" in section 29.B{j). Some 
pointed to an ambiguity a9 to whether 
this wbs!lction was !ntondod to allow 
lho 3lwring of PGJJ with foreign 
governments, without the consent of the 
submitting p~t'son or entity, to an extent 
greater than would result from tho 
iMuanco of advisories, alerts and 
wa:rnings under section 2.14(gl of tho en 
Act. Commrmla-rs argue-d that ift.b;1t WM 

tha intent, it was unauthr.>rl:.:a-d by the 
CII Aut. 

DHS anvision9 situations in wbich 
intamationnl cooperation is requ.ired to 
combat terrorism, ond PCil may form 
part of a warning w a foreign 
governmenial ~ntlty. ln these L'J!Sus, 

appropriate cooperation may be 
accomplished as a wRrning under 
section 214fg} of the CD: Act. 
Accorrllngly, former section 29.6G} [s 
unnecessary and has boon omitted. 

F. Emc~gemcy Disclosure of PC11 
One cammentor notad that axc;eplions 

should be cl!'Bfted into the final :mle that 
allow for the disclosure of sp eel fie 
h1fumr.atir:m wban them Is an e:roe:o:gency 
thut threatens widespread inJury or loss 
of Hfa-. and that SUI:'..h disclosnre must 
not ba contingent on the prior written 

~ 

consent of the snbmlttar. In rnsponse to 
!.his comment, DHS has modified 
section 29.8(e) to permit fun use of PCll 
it1udvisori6!t,n1erts, and w=ings 
without ilia consent of the submitting 
person or anUty, but prior to doing so, 
OHS must "take appropriate actions to 
piotoct ~ ~ • ioformation that is 
p-roprietary, busina~s sensitive, 1ela!es 
spacillcally to the submitting pflraon or 
entity, o~ is otharwlae not appropriately 
i1l the publtc domain" (section 214(g) of 
tha CIT Act (B U.S.C. 133(g)]). 

III. Other Changes to the Rule by 
Section 

/1.. Purpose and Scope: Section 2,'1.1 

Thr:. !lebruary 2004 .Interim R11lR . 
provided Utat warnings could be issuBd 
by DHS that were predicatfJd upon CU 
subrniadort~ provided that the 
"identity'' of the aubm!tter was 
protected and Um disolomu:e did not 
result .in the public dissumi!tation of the 
submitter's bu.siness proprietary/ 
sen~ithre information (j.~ .. information 
that is not "customarily ava!lable" in 
the public domain). The requi.J:ament to 
protect the "identity" of the dbclosurc 
has been broadened to protect fu~ 
"somr::a" of iofom.'lation, as well as 
in:farmatian that might he us~d to 
Identify the submitting pe{lion o~ antity. 
This btoadnr formulntion tracks thR 
ltm[lU6flB in a action 2 H(g}(1) of the CII 
Act {6 U.S. C. 133[g)(1)). It also 
recognizes that there may be instances 
in whlch PCH is provided to DHS by an 
ISAO or trade nMociation, In ~uch a 
case, confidentiality should extend to 
both thu submittat ofthe information 
(the ISAO or trade association) and to 
ilia individual that p~avlded the err b 
the !SAO fot submission. This has 
become pa:tticula.:rly Important with tbe 
development of collaboration wlth 
induDtry-wida working grm.1ps and 
ISAOs. Tha plua~11 "otherwisa not 
appropriately in the public domain" 
was drown from g~rction 214{g){Z) of the 
Cll Act [6 U.S.C. ta3(g}(2)), and mphu::cs 
"customarily available," 'T'Ms change b 
intended to conform l:he language in this 
final rule to the statute ~nd Ia ba more 
protective of an owner ot operator·.~ 
propriataxy or busine!IS confidential 
inform.ation. Then relevant portl.ons of 
the Ieviaed definition of "in the public 
domain" in secti.on 29.2, discussed in 
detail in section II e.bov11, has bean 
<lddod to this eection, 

With respect to ilia "Soop~" of the 
I'GII rule 3et forth. in section 29.1lb), 11 ve 
com.menter.1 asked for cladfical:ion of 
the !ntflnelationship between tbe 
procedures established by this rule and 
the requ.iroments for tho handling of 
other types of homeland securi1y 
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information, such as Sensmvo Security 
Infonnation (SSI). Th.is rule o::;over8 CII 
voluntarily submitted to PHS when 
accGmpan.ied by the statutory express 
statement. Whlle other Federal agencies 
arc not required to participate in tlte 
PCI! Program, those that do desire to 
participate must fust undergo 
t1pprop:riate training programs and take 
nece88a.:ry steps to adhere to the stahtto 
and thase regulatiorut to enable the 
ownats of the information to l'eceivelhe 
full proteation& for their en provided fur 
in tha CII Act. When infonnatlon that is 
voluntarily submitted to ilia Federal 
government meets the definition of ssr 
in 49 CVR part 152.0 and is also 
designated as Gil by the PCll Program 
Office, it will ba marked and protectarl 
in ~ccordlU1Ca with these procadut6S as 
PCII, but c:au also enjoy SS[ protection. 
To provide greater clarity, however, 
section 29.1(b} bas bean revised and 
simpUflod to reflect fuat these rules 
apply to anyone :authorized to handle, 
use, or store PCU or !hat otherwise 
receivlls PCJl, 

IJ. Definitions: Ser:;lion 29.2 

Five commenter.s addressed one or 
more definitional qm~sUons, The 
commen1s suggested ch~nges to defined 
tenus and nlso noted that some 
importan! teYms were not defined at all. 

Cl'i!lcal JIJfrastruoture and Critical 
Infrastructure Jnfonnation. Several 
comments ask~d for a mole explicit 
definition of these term~, The terms are 
dafinad in atatutury language fl.nd no 
changes wore mads. For dro:ity, the 
stah11ory >aferences on which secUcm 2 
of the Homeland Security Ad of 2002 (6 
U.S. C. 101}, wa~ basad have \re,m 
indudad. 

P!'Otected Critical Jnfrasttuc!ure 
lnforma/ion Program, or PCII Program, 
The previously defined term "Critical 
rn frastructure lnfox:mation Pro yam'' has 
been ruplacad with the mme descriptive 
term ''Protected Crltical Infrastruct:rne 
Informalhm Program," ot "PCII 
Program." 

fnfprmatian Sha!'iilg und Analysis 
Organization, or JSAO. Two comments 
concerning the anonymity ofthosa on 
whose behalf an 1SAO might submit m:e 
discussed in aect]ou llC.(Z} above. An 
addttlo.Ml comn1~ut spocilically aHkBd 
fox clarl:ficatlon that lSAO~ have lhe 
tm.pallility to make CU submissiong on 
bohaH of lliair sector participant... That 
<;:omm~nt does nut requlre a ahenge in 
the defin Hi on. Tho definltlon of the 
terms "voluntary or vohmtarily" and 
"Protoctod Grltical Infrastructure 
Iu.formation," discussed below, make 
dcmt that ISAOs may submit CII m1 

be hair o[ u"'ml>ers. 

Protected Critloal Infmmuctme 
Information, 01 PGll, This dafinltion has 
been changed to makll clear that thfl 
identiti~s ofbolh the original providers 
and subsequent submitters of 
information axe included within PCU 
when an ISAO or ttade association has 
submittod the Cll for validation as PCil. 
The definition WaG also expanded to 
include any information iliat ia 
necessncy to explain or provide context 
for the PGII. In xeaponse to a comment, 
the last sent~m:a of tbe definition in tbe 
February 2004 In.tsdm Rula ba~ been 
moved to sealion 29.6(b) boc:anse lt 
contained a policy stateumnl rathe~ than 
an element of a definition. 

l-'urpo5eS of the Gil Act. This term, 
which. conforms with the u.sage at 6 CFR 
29.5(a), In more apt than ths previously 
de fin a tl "purcoae of en." 

The terms 'In ths pubfjc dor1Win," 
".Regulato1y proceeding,'' "State," 
'' Submittod in goad faith" and 
"Voluntary or voltmtarlly" are 
discussed in detail \n Sac:tlon II. 

C. Effect oftlre ProvisiaJls: Seulion 29.3 

Several GOmmemtar~ expressed 
concern that PCTI could be used ~or 
purposes other tban soc:u1ing critical 
.infrastructu.ra, such as regulating 
workplace safely at' monitoring 
compllanco with environmental laws, 
Congress was very cleat on tb.i3 point in 
tha Cil Act, specifying a. very nlllTow 
range of appropdate uses for PCTI. 
Information in the PCII submission may 
be employed • * • regarding the 
secw:ity of critical infrastructure ru:ul 
proteotad sysmm.~. analys\3, WBrning, 
inte~dependsncy study, recovery or 
teconst.itution or ot1er infotmation 
purpose* • *Section 214{a)(1) of the 
CII Act (6 U.S.C. 133(a)(1}). Indeed, fue 
st&tut!l axpr~JSsly forbids use ofl'Gll, e.:nd 
sets forth a criminal sanction, for 
pUJ:_pQSSs other than those. spaclfled In 
the Act, See .section 241(a){1)(D) offuo 
C!I Act (6 U.S.C. 133(a)(1)(D)) (noting 
also appropriate u.aa "in furtherance of 
a crhni.nal investigation or in the 
pwp~CUtion of a criminal act," or when 
shared subject to these lequi:remanta 
with specified porsons in the legislative 
bxamih.); section 214(fl (6 U.S.C, 133(!:1] 
(penaltle~). Section 213(a.}(1)[E} 
explassly fat bids st~te ll!ld local 
govermneu ta from disclosing m using 
PCil materisl "atha~ than fo:c thf) 
pm:po~as of protecting c.dtl.cal 
infrnstruatur~ or protected system~ 
* * *''). Id. 

Tl!e"e and other provisiona of tbe en 
Act ~e unrunbiguous; PCll m;<y not be 
cH~s~minatocl to other federal, st~te or 
1oca1 agencies for other regulatory 
pw:poaes. No~ may any recipient ofPCIT 
utiHzo any infarmutlml in the PCII for 

oilier Ycguiatory pmpoSalJ, The PCll 
Program Office will impose appropriBta 
reat:ric;tioru;; on all racip!onts of PCH, and 
will raq\\l:re appropriate training rmd 
mre\'llight to enmrra compliance with 
these l8j::islutive rnandates. 

Certam conunentm:s have also 
suggosted that an individual with 
coUnteral nlgulatory responsibUity (e.g. 
worker hoolth and saiety) would :not be 
able to segregate lcnuwllldge galned from 
PCll information (once learnE~d) from his 
day-to-day duties on non-sacmity 
issues, and thus would ''inevitably" uaa 
such PGIT lnformatlon fo~; non·6aGUrlty 
purposes. The PCII Progtam Office Is 
aware ofthls com::etn Bnd will tab it 
1nto account when determining-the 
app:ropriat!l persons with whom to share 
particular l'CIJ. A parson proposing io 
submit CIT may consult with the PCU 
Program Office regarding appropriate 
restriclious applicable to use of the 
partktllar potential submission prior to 
making that submlssivn, 

D. PCil Progrom Administration: Sactio.H 
29.4 

'l'hrea comrnantara add.rasaetd tho 
proviaionu of ilil8 sedion. Only one 
rrru:agraph was changed. Paragraph (a) 
was modified from the February 2004 
Interim Rule to make clear that the 
"dBvelopment" of the Protected Critical 
Inf:raatruclme Information Management 
System (PCIIMS] is the responsibility of 
the PCII Program Manager. 

ThKae c;ommenters suggested that the 
PCIIMS contain only what col.lld be 
caUed the tracking data and that the 
actual PCII should be kept fllsswhere. 
The suggestions will not be adopted. 
'l'ha tnu:king data way include 
information that identifies ths 
submitter, and to th!l extent that it does, 
it is included in tho revised definition 
Df PCIT {saation Z9.2) under !he en Act. 
DHS bas an obligation to sllieguoxd all 
PCTI. Accordingly, DHS will maintain 
PCIJ according to a distributed modal 
with info:nnalion storarl in a number of 
databases Including tho PCllMS. 

E, Requirememts for Protection: Section. 
.29.5 

Ehven comm~nters nddrcssed various 
aspects of tlm raquirm:nents for 
ptotecUon, and a aubstantlalnmober a£ 
changeshuvo been mada to ~action Z9,5 •. _ 

(1.) }:xprass Statement on tbe 
lnfonn~lion 

As the commentn snggast. ihll 
"information and rccordll" provldad as 
:PCTI fiTe occillliOnaHy not easlly 
S\lgcep1ib!e to lsbaling with an ''axpress 
statement." rsqnirad fnr a proper 
~u.bmission. For that reason, the fi.nal 
role provides fox tb~ use o{ a sepoxate, 
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written "express statement" as set forth 
in paragraph (a}(3)(i). 

(2) Oral Statements 

Two comments were recetved 
regarding o~al submissions during an 
ongoing crisis. These cornmanlll 
suggested that, whe:ro th€>ra migl1.t be 
many subrnisaiona, either the . 
requirements for a written follow-up 
could be waived or l'CU lltatus could be 
assigned once nnd maintldned 
tln"<mghout the crisis. DHS agrees with 
this auggestion and the rule has bean 
changed to oxpaod thi.s capacity to the 
extent practical. The requirement foJ: 
both an axpress statement and a 
certifiaation stateml'!nt ha5 not been 
r-.hanged. However, the time in which 
these stetf>ments are raqulrod has baen 
changed to "a. reasonable period", ns 
determined by the PC!l Program 
Manager on a caso-by-caSfi basis, after 
GU submis~iort, in whatever fmm. 
Fmthcr, DBS has added a section to 
make dol!l' that electronic aubmis8ians 
BTe authorized and to establish 
approptiate procedmas for .>Ucb 
Stlhrniaaions. 

(3) Ce;rtif!cation Statement 

Throe commantals noted the 
requirement for a certification statomont 
is not sta1utory. The certifimttion 
!il:alement is considered necessary, 
however, for efflll;tivo p~ogram 
management and the rule contlnue~ to 
requrre a certification statement in 
paragraph (a)(4). The cormnentera 
suggllstod that there may be a public 
bw:d.en in submitting such a statement, 
and DRS has, in raspcmse, significantly 
simplified the submission tequircmanta, 
The o:o]y in.fonnation required in the 
certif.lcation statement is the BUbmilte~'s 
contact inf11l'rnatlon and any language 
considered necessary by the PCU 
Program Manager. 

One con:uncntar suggested that 
submitters be required to idl'lntify the 
steps that the aubmiltet· itself takas to 
protect the CII, The commenter 
suggested thls information would assist 
the PCU Program Manager ill 
determining a more appropriate end 
accurate determination of s:tatua. DHS 
bas not adopted the Nuggestion. 

One commontet suggested that the 
certification a!atement should be treated 
RR PCU. Tha irleill:ifying information 
w ilhin the cerlification statema:ot. will 
ba treated as PCU. Some substantive 
req11irements of th~:t ccrlHlcaLion 
stetE~ment have r:hfinged, howover. The 
cerl.lfication has been modWed to 
in<::orp orate provisions th~tt tha PCIT 
P.rog:mzrl Office has found necessary 
from an operating standpoint. For 
insl.i!Jlce, f'CllProgram Office needs to 

know with whom lt is dealing and how 
to contact xesponsiblo !ndividu~h One 
commantar we.s concerned that 
unauthorized individuals might submit 
Information on behillf of an entity, and 
suggested that, as a result, D:HS establish 
pa.roonotars as to who Is eligible to 
sobmit on behalf of an institution. DHS 
declines to do so. Even if parameters 
wore established, there would be no 
practical way for DHS to detcnn!no 
whether the subroitUng individual is 
authorized by the entity to rlo so. 

A commanter suggested DHS should 
provide forms for the PC[] Program. 
Forms ru:e not cu:rren1ly provided, ;md 
DHS doos not believe that specific forms 
ru:e neadod. mm has posted guidallnes 
fr;~r submltters on the DHS Web sita to 
.assist potential submitta:rB, 

( 4) Submission to the :Program 

The second senta:nco in paragraph {b) 
of the Febtuary Z004lnted:m Rule 
relating to submi~siuus to DHS 
com.pr:>nents other than the 
l>.rapa:rcdness Directoralll has boon 
delated as unnecessary, The PCil 
.Program Menagor or tho Prr;~grrun 
Manager's designees should receiva 
submittab of CII, as discussed above in 
Section li.A, This proGl"lss offecUve!y 
responds tu a ~ommenter that 

_ questioned the internal DHS 1aceipt of 
GIL 

Another couunenter asked for ~pec:ial 
consideration for Cll io.advertently 
submitted to the W1'ong agency or 
person. DHS b?llwves lts process i~ 
straightforward and furrber 
consideration for inatlvertent 
submission is UIJ.IlBCBSSary, OHS will 
make avall.uble to potential submitters 
the means for aubm!tHng err, and thosa 
means will ba consistent wlth tbe 
protections of the Act. 

A commantar suggested that it would 
be hdpful ifDHS could make advance 
detorminat!ons that any record falling 
wi.thin a Gextnin class or category would 
be validated onca and not ovary limo a 
~ubmiss!on is mads. Xa di~cu~~ad 
below, DHS has added a. new section 
29,6(£) that add~essea this isaue and 
wc,mld be pleased to confer with any 
potential submitter regarding a possible 
aubmission. 

F. Aaknowlcdgmant of Receipt, 
Validation, and Marking: Section 29,6 

Section 29.6 was revised extemlvely 
in rasporue to the commenhl1•eceivod 
from the twelve cummeuters ou this 
section and in light of operational 
docia1ons made hy DHS, 

(1) Presumption of Protection 

Th1·ec commenttn·s axpressetl !heh· 
support for th!l presnmption. of 

protection affmded by this provision, To 
conionn to the definition ofPCII in 
section 29.2, new languBga clarifies that 
voluutro'i1y zubmittad C!l is PCII when 
submitted with an ro:xpres9 stote"mont 
even if the certifiaatlon statement 
required by section 29,5(a)(4) is not 
initially receivfld. See alsd aaGtion 
2.9,6[d]. If the information is deficient, 
the PCill'rog.<.lm Manager will attempt 
to contaat tho 8ubmitter to afford thl.l 
submitter an opportunity to roctify tb.a 
enor or withdraw the sub:misslon and 
may properly label tha submission him 
or herself. 

(?.] Marking 
One commenter suggoot.;~d that 

sublnittm·s be raquitl'ld to mark poruon3 
of submlssions, DHS does not agree for 
reasons alticulated elsawher6. 

Io respome to another commllnt, 
l8.1lgnage has beon added to !.he marking 
statement contained ln paragraph (c) !o 
highlight the criminal and 
adminlstratlve ponalties that could 
result from unauthorized rDlaasa, This 
statement was omittBd from !be 
February 2004 Interim Rule provi~ion . 

Th£l l ~st sentence of marking 
statement included in paragraph (c) 
add.Iesses what could otherwise be an 
alternative interpretation baead on a 
ll tora1 ron ding ilia t the regulation 
rsquil'as the submitter to rnaintuin the 
submitted infon:nation in accm:dam:a 
with the procedures and requitamfmts 
astabliehed by DHS 1·ather than in 
acoordanci;J with ils own procedures, 
That ls not intended. 

(3) Ad:nowl6dgament 

A change to paragraph (d) adjusts the 
:rebruary 2004 ln1erlm Rule st~temant 
r('Jgatding what is r<:lquired before a 
submission receives the preswnption of 
protection. Sincn auhmlttr>rl Information 
need only be accompaiD,erl by an 
"express statemant" in ox dar to er1joy 
the rresumption of protection, lt is 
unnacMsary to provide a certification 
bafote !he PCU "ProgJ:aro Manager or the 
PCll ProgJ:am Mnnager's designee 
acknowledge~ receipt and taJms action. 

{4) Determinations of Non·Frotactsd 
Statu~ 

Nine oomme.u.lefs addressad th(l 
!lllnd1ing and disposition of information · · 
that is found ineligible far protection ' 
under the Gil Act, prop using the 
required destruction or the required 
retm:u ofthu infotmation; compliauce 
with the submitter's lnsb:uction3; or 
aS$t\I<lnc8 that the information wiU 
continua \o ba b:~atad confidentially 
and withheld from discloaure =dar thP. 
FOIA. A~ st11.ted Jn tho preamhlo to the 
Febmmy 2001 I.nhnim Rulo, DHS wUI 
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ret\J.ln "'lbmisstans in almost all cases 
when it doss not qualify as PCU. 

The addad word~. "withln thirty 
calendar days of making a final 
determination," provide a new timfl 
limit for dispo~ition of non-validated CI1 
subrnlf;sious, wh1oh is OOllSlatant with 
the period employed in the last sentence 
of i:ha aubparagroph. The 30-day peclod 
will run from ilia data of the notification 
railier than from the date of receipt of 
the notification by the ~ubmitter. The · 
changes also supply a stsp previously 
missing from tho language in llto 
February 2004 InteJ:im Rule regru"dlng 
this provision, i.e,, that the PC!! 
Program Offica wlll make tha iniUal 
determination final. 

A commanter suggested fuat a 30-day 
time period for the Ptow<tm Offica to 
acknowledge receipt of a PCIT 
submission was excessive; another 
requested the esto.bli~hment of a time 
pe~lod to cornpleta the validaticm 
process. Neither suggestion will be 
adopted. The volume of submissions is 
unpredictabla, and 30 days to 
acknowledge teceipt is e reasoAable 
pedod. Recognizing the importance Df 
timeliness, the l'GII PTogram Manager 
will ensure that all processing is 
efficiently petfonned, 

While notification lo the :mbmitter 
umy, at the PCH Progmm Offlco's 
option, contain an explanation of why 
submitted inf=elion is not conSidered 
to be PCl1 unde< paragraph [e)(2l(ii), 
DHS does not accept the suggestion of 
two commentors that such an 
explanation be made obligatory. 
Additionally, paragraph (e)(2)(i)(A} has 
been modified ta :reflect the possible 
need to ask thB submittal' to provid<:> the 
statement called for by section 
~9.5(a)(4), or any ofthe certificlllions 
that the statement i~ requhflfi to include, 
in o~der to perfect ~ submission. 

Further, a new paragtaph has lmen 
addoo at ssction 21M to allow for 
"cutegoricnl inoluaiona" in tesponse to 
comments. Thia provision datifios the 
Pxogmm Manager's authority to 
eslablish categories of information for 
which PL11 status will automatically 
apply without a separate act of 
validation by the PCJJ Pragrrun Office. 

(5) Changes From Protected to Non
Protected Status 

Ch®ges to paragraph (g) regarding a 
t::hange in status from ptotactod to non
protected are IDcplalned above in 
Sccl"ion TI. In response to A oo:mment, 
this section has also been changed to 
spcdf'y that the procedures in paragraph 
{ e}{2) of this sect.iou will be used prior 
Lo Hnal det~unination of a c:hange of 
status, As stated in thA rHscrussion of 
section 29.3(b) above, proposals that 

PHS either continuously review or 
aatablish a fixed schedule for regularly 
reviewing all PCII bave been rejected. 

G, SafegriOrding of PCII; Section 29.7 
Nine commanters addxeased 

~afeguarding issur:ts in a action 29.7, illld 
two chsnges ware rnaile. m par11gJ;aph 
(b}, the pbrosa "in acc:(}rdlll1oe with 
procedu-res presc:ribed by the PC!l 
Program Man;~ger" was added in 
response to sacvpral omnments ask.l:ag for 
greatm• specificity in procedures for usa 
~md storage. The second change deleies 
a phrase !n the February 200'1 Interim. 
Rule at the end of ilia poo:agraph that 
three comm(:nters interpreted as giving 
the PCII Program Manager the di:mretion 
to establish "tierad" level$ of sacurUy. 

Ono oommanter asked far a definition 
of "official duties" as tlmt term is used 
lu paragraph (c) reg~tding repiodul.ihm 
of FCIT. Jlecause Uw :roGipients of PC !I 
are diverse, nu ganeral dci1nlt!on of 
"official dC~ties" applicable to all is 
appropriate, 

Two conummters bolhlved paragraph 
(d) should J;pecil'y t1u1t dbposilshould 
be in eccord;mce with the Fedlilral 
Rocords Acl, M U.S,C. 31101. 'fhi,q 
sec:\\on applies to Federnl M well as 
othor entities and mrs bellaves that 
requlringnon~F'ederal entities to adhere 
to the Federal Reco:nls Act would be 
unn6!lessarHy burdunsome. 

Two commenters suggested iliat 
pa:tagraph (f) r.aqu lxe transmission by 
secma and encrypted means. Another 
commBl\ter asked fax examples of what 
migM bB considered sacura means. The 
PGIT Program Managt>.:r will, as the rule 
states, datetlnine ilia method of secure 
transmission, The meiliod of 
transmission will not ba tbe same in all 
cases. Encryption may be practical in 
some cases but not in others. 

11, Disclosure of Pl.If; S6ction Z9.B 
This section was revised extensively 

baaed on conummb received from 
sbctr.en oomma!del'S and on tbe 
opomting experience ohhe PC'JJ 
Program Office. 

ln l.'88pOMe to two comments, a 
clarifying c~oss-raferanca in p~~ragrnph 
(a) was irulerted in order to avoid giving 
llus 5Ubsection an unintended legal 
effect ihal renders fua subsequent 
provisions auporfluons, Otl1a~ 1anguagB 
was deleted from thls provision in the 
February 2004 lntm:im Rula because H 
was duplicative. 

Fot:~r cmnmentsTs proposed the 
involvement of submitters in DHS' 
information iiliaring dac\sions. DHS has 
not uccepted these suggastians. Another 
commente~'s objection to pxovislons 
wqutdng the aubmitte:r's ccmsent to 
fuxther disclosures of PCIT lik<lwisa was 

rejected, DHS must make disclosuro 
declsiona based in the lntareats of the 
United States !IS a whola, including the 
intQr&&b of the submittere and ll1a 
sped fit: reMons e.nd events tltat may 
wanant disclosuro. 

DHS is clarifying the distinction ln 
pw:ag:raph (b) between how PCIT may be 
used by the FadetRI government, and 
how it may be used by State, Jo(:a}, and 
tdbnl agencies. The Cll Act limits th<J 
purposes for whiob State, local and 
tribal governments mar, usa }'CU and 
how State, local and tribal governments 
may share PCU. According to aact!ons 
Z14(a)(l)(E)(ji) and (iii) of the CIT Act (6 
U.S.C, 133(a)(1)(E)(ii) and {iii)), PCII 
may not be used by fuosa governmenb 
tor purp O$<;~S othe~ fuan protacting 
cdtical infrasbmctw:e at protected 
systems, or ln furtherance of an 
Jnvostigation or the prosacution of a 
o·im!na1 act, and an agem:y of fuosa 
governments may not further disc loRe 
thu i:nforruatlon without the. conaant of 
the submitter, Thi!se limitations artJ 
echoed in pro:ag~aphs [d)(l} and (3} of 
the February 2004 Interim Rule. Tbe 
revision of !hi~ subsection brings the 
State, local and tribal :iharlng provi3ions 
into conformity with the statute and iha 
other related tu1a provisions. Tha final 
sentence alt;;~rs tha raquirement th11t 
State, local and tribal goveri1J11ant 
entities enter into written agre&manls 
with tho rca Pwgl'aro. Ma.-..ag~r, 
specifying that they must lnstoad enter 
Into BITangements with the PCII 
Pzogram Manager. This change wa~ 
made to promote flexiblllty and, ln 
exigent clrcurnstancea, a speedy >~harlng 
of infm:mation, 

In teaponso to eight commenters who 
oxprasMJd concern ovm possible 
uneuthorizfld Steto, local or tribal 
government disclosures ofPCU that 
might be provided to them, orwh~:~ 
urged the adoption of strict contro!a on 
the shaling of such information with 
Stet<>, local and tribal governments, 
these an:angernenta, e::~cepl in exigent 
circumstances will be very apooUic, wm 
>equlre saf{)guardlng, handling, 
violation reponing, and other 
procedures consistent with this rule, 
and will further provide for compliance 
monitoring, {n most caH6S DHS 
anticipates that these arrangements will 
ba in the form of a Mema;ran.dmn of 
Ag~eeroent (MOA) tbat will aho 
.ceoogn.i.ze the procmi.oenc\l of PCIT status 
under tho err Act and Umse regulati!JUl;! 
in relation to ~ny State, tenitorial, ot 
tribal public di3dosura laws or policieo. 
Fnrt:b.e~, DHS bas added language that 
makas dear that PCU may :not be used 
for wgulatory pttrpases. 

Xn parograpli (c), the first change 
darifies that Stato, local flnd tribal 
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contractors can receive PCII nnder the 
same conditlo:us as Federal contractors. 
As in the case of Federal contractors, 
State, lac,], Ellld tribal (:ontractors are 
agents of a govem.mentalantity, carrying 
out tlw fun<.:tions on behalf of the 
government in furtllllra.m:a of its mlsslon 
~nd undi)I' its direction. Therefore, DHS 
doos not con5ider State, local and tribal 
contrac;tors to be preclud<Jd from 
receiving PGil >;~s "any othf!~ party;" 
rathel:", DHS considers them an 
extension of the State, local ot tribal 
govenunental entity. 

The second change is to employ 11 
term defined in section 29.2, to roplace 
the subjective term, '' purpos&n of Dl:IS'' 
with the tcao "'puryo~es of the CIT Act." 
This changB also better lands itself to 
PClJ Program Office r:ertilkations of 
r.ontractors to Federal agencies other 
than. DHS. All contrac:to~ employee& 
working on PCU Program matters and 
htrving access to PCU, rather than the 
more abstract "ldentified cat~gory'' oi 
employees, will be required to sign a 
nond\sdo~me agreamf'.nt (NDA). Also 
added i8 a provision that the NDAs will 
be in a form prescribed by the PCil 
Program Mannger. Based on PCII 
Program Office operating e:xperianco, 
reference 10 "conn:aotor'' signature of 
NDAs has been delated; contractors will 
continue to be obliged to t~g("Ae, by 
contract, to r:omply with all 
programmatic requirements, 

Additionally, as disoossed above in 
Sllctlon ll.C, 11 change WBll mado to 
pDrmlt omployee~ of l''edcral. State, 
local, und tribal contractors who ru.·e 
angagod in the pcrlonmmr:e of sarvlces 
in ~;upport of tlie purposes of the en 
Act, to commtwicata with a submitting 
person or an authorized person of a 
submitting entity ubout their suhmittal 
or infonnation when authorb:od by tha 
PCU Program MMage:r or a PCil Prograill. 
Managm's designee. The previoug 
pxohibltion agalnlrt diRclosur"' to any of 
lha contractors' components and thg 
reference to "additional employees" 
posed an unneceiiSal'Y opetaHng 
difficulty for contractors, which was 
noted by one commenter. The~e 
provisions have been repla<.:ed by the 
mom comprclumsihle but sufficien1ly 
slrict pwh.ibition on disclosing to "any 
nthAr party." Tills is the te.r.m used in 
section 29.8{d)(1}, which prohibits 
Stela, local, and tl'iba] governments from 
rnaklng disdoslli"es to "any other party 
not already uuthOl·lzed to rec:eive such 
information," 

A commenter ~nggested that a PCIT 
Officut certify ilia distribution ofPCIT to 
FAdeml eontrnctor3 Oll a sped.fic PC!I 
ca~e-by-~am'l basis rather than b~sad, on 
a cs:ctificatiou th~t !he contractor was 
perfou:n.ing services on b@balf ofDHS. 

Thls suggestion will not be adoptl0, 
Sucll a requirement could be 
burdansomo, and moreover, is 
nnnec~ssary. PCII will only be 
distributed as required for the 
contractor's Wl!l. The single cartlficat\on 
does not entitla the contractor to all 
PCII, but only f'CII the governmental 
agency determines the contractor needs. 

Another com manter asked for 
clnrJficalion of whRt tyPe oflanguaga 
would constitute 1he authorization from 
the submitter to enable sharing ofFCH. 
The relevant question is how DHS will 
ask for permission, and DHS envisions 
that the ~aqnost will be In wdting, state 
the tracking nuro.bo:r previously 
provided to fue submitter, identify the 
requester und the intended recipient, 
zmd ~sk for a response within a certain 
lnnn.bei' of days. 

Consistent witl:t !he changes discussed 
above, a Ghanga was made in paragwpb 
(d)(l) to eliminnte ilio idea th~t r.olll!ent 
to furlhor disclosure wuld ba madR by 
someone "on whose behalf'' infonnation 
WEI.S ~ubmitted. 

A comment questioned the stelernent 
in the preamble to the Fab:nta:ry ZOQ>l 
lntadm Rule that State, local and tribal 
governments "will be ask~:~d to track 
furlher dl$closures" and suggasted the 
requirement to track slwuld remain with 
DHS. As the comment noted, any 
further distribution by Stato, local, a.nd 
trJba1 governmenta requires submitter 
permission, a process administrativaly 
handled by DHS. DHS will !mposo a 
tracking raquiromsnt on State, local and 
tribal governmonts aJJ r\ .will also have its 
ow:n. rec:ords of perrois~ious in the 
PCTTMS. 

ChangeR in paragraph (e) of this 
SBCtion ltave been eJqJlained in datal! in 
saction Jl ~bove. An additional change 
to paraflT'Jph (a) not disclltlsad abnVI') l9 
that the language now allow8 not only 
the Directorate for Prnpatedneaa, but 
also othf)l.' Federal agencies, as well as 
State, local and tribal govemnumt 
ontitiBs, to use Pen ln preparing 
advisories and llimiler communicationB. 
The list of tiungs to be pro tactcd from 
disclosure has been rephra.!led in the 
disjunctive, correcting the unduly 
{aslrictive con)WJ.ctlva pbra6ing, whicb 
waB noiad by one c:ommepte~- The flnal 
change adds language that p!!rotits 
Federal, State, local and tribal 
governmental entitioo to contact 
submitters directly to confe:o: if thare is 
a question about the PGll to ba usl'ld in 
ll>.a e.dvi~ory, ~lert, orwam.lng. 

A comment suggasied th~t pa<dwaph 
(f}(1)(j), which JJmits Ull!l or disolosma 
of PCI! by Federal employees except as 
~uthor!zed, is hhporlant unough lo 
wfu-:o:ant its own rule pxovhion. The 
r,omrnenl was considered; howAVEJr, 

furthe~ ('hungos ware not deemod 
necas~sry, However, in reviewing the 
pm:agrapl!. il is dear that Motions of the 
CU Act nther than 214(a}(1){D) and (E) 
(6 US.C. 133(?1)(1}(D), (E)), for example, 
wore applicable to lhe ganmal category 
of ''Excoptions for disc:losur&." The 
language in the subparagraph was 
therefore modified to male clear that it 
appliad to entities and parsons other 
tban officer~ and employees of the 
United States. 

Langnage was added to ranke 
paragraph (f}(l)(i)(A) consi3tent with tho 
position that State, local, and tribal 
investlgulione or plouacutions should be 
com-d!nutod by a Federal law 
anio~cement official. I1 also recognizes 
that PC !I could be u~ed in furtherance 
of a foreign government invasllga!ion ot 
prosecution, and iropos~s. for any. 
disclosme to the foreign government, 
tba same ruquirement for coordinadon 
by a f'ederollaw enforcornent official. 

Paragraph (f1[1)(i)(Cl has been limited 
to the disclosure of information by an 
officer or employee of the United Stetgs, 
as this paragraph fits clearly within tha 
confines of 3Bctlou 2.14(a)(1)(D) of the 
CII Act (6 U.S.C. 133(a)(1)(D)}. 

Section (f)(3) of the 2004 Interim Final 
Ru,lo rofcrtad to the Whistleblower 
Protection Act and has been omitted 
bocauaa i3 merely rostatea the law ol tlte 
land. Section {f)(4) of the February 2004 
Interim Rule has been delated biJC<llt~a 
it was dearo.ed unnncessary. 

DHS has modified the language in 
paragraph (g) to mm'Q accurately reflect 
the intention of lhti statutory langna.ge 
ln section 214{a](1)(Il)(l} of the CIT Act. 

As disc:ussed in Section It paragr~ph 
(j) has been deleted in its entirety, 
Further, paragraph (k) has been deleted 
becauBe it improperly restr~d ~ole 
authority tc> roq1u•st subrnittor consent 
for further dbsaminatlon ~u th~ PCII 
Pwgr:am Manager, thus llmiting 
flaxibillty and effectlvt>ness, especially 
in exigent circumalnncas. 

1. lnvestfga tfan and Ropo1·llng of 
Violation of PCIT ProcBdur&s: Ser.:Uon 
29.9 

Six comments expressed concern th~t 
there were no provisions for the 
imposition of penalties or aanctiona on 
Stl\te, loc:ali!Jld tribal government 
smployees or on c;ontractor,~. The 
provisions of subcoction (d) reflect the 
!angu.ngo of aection 211[fl of the CH Act 
(6 U.S.C. 133(!)), 'fhis sac:tion applies 
unambiguou~ly only to officers and 
employees oftha United Slates. OHS 
has no autl1odty to mate thana 
proviftiona applicu ble to anyone else. 
However, DHS will pbc:e !n the MOA~ 
for State, local and tribal governments, 
when uaod, o:r when an anangerosnt 



52270 :federal Registar/Vot 71, No, 170/Friday, September 1, 2006/Rules md Regulation3 
w::JL """""'"' t; r=<:r. =:~& ~ .. 

other than an MOA is usarl, then to tbe 
extent 'pnmtlcable, language that wm 
require fua State, local, or tribal 
government to co:nsider brauches of the 
agreem~nta by employtJes as matters 
subject to the criminal coda 0.1" to the 
applicable employes code of conducl for 
that jurisdiction. Whila States do no! 
have laws that were written specifically 
with PCil in mind, they do have laws 
that govem theft, conspiracy, trade 
soc1·ets, lllld thellk11, which could upply 
to employeos and to Gonttactors &s well. 
The Cll Act does not limit any otber 
~nfol'Cement mechanism; th!l Cll Act 
adds a .specific criminal enfotcE<ment 
provision applicRhle to Federal 
employaes. 

A commenter sugg~sted that thi!! 
seclion should apccif!cally require that 
the DRS Inspector General, the PCU 
Progrnm Manager, or the Pl,eparedness 
Security Ofllce1· Investigate 
unauthorized disclosrn:as by State, local 
and tribal governments. As previously 
not<Jd, the relsvant MOAs or alternative 
<U'.t'a.ugements wiU geMra1ly provide for 
DHS to monitor all Slate, local and 
tribal governments v.ith respect to lhelr 
complianco with the guidance regarding 
handling PCli. 

A commenter asked wheth"'' DHS had 
considered the applh:ability of tho 
Privacy Act of1974, & U.S.C. 552.a, to 
any plll't of the submissions process. 
DHS ba~ conRidered and continues to 
consider the interrelationship betwmm 
the CIT Act end tho;~ Privacy Aot, e.nd, 
through the Program Office aod ·the DHS 
Privacy Officer, will ensure that the PCIT 
j)l'Ogram conducts all activities :co lated 
to the PCU Pmgrarn in conformance 
with the Privacy Act. 

lV. RevMon ot"Part 29 

After nonsidering all of the comments 
=d the chunges warranted, DHS 
detemtioed that thfllln1ire part should 
be revised rather therL n;taklng 
individual amendments to tile specific 
sections and paragrapbs.lndividual 
amendmants lo euch section and 
paragraph would have created a very 
large numbe~· ofinstructions to the 
Federal Regisle!' and rendered the 
amonded regulation difficult, if not 
irnpos~ible, to understand without 
reading !:he amendments side·by-sida 
with the current :regulations. 
Accordingly, DHS hns repromulgated all 
of the provision.'! of pRrt 29, whether 
ru:o.endad by this lln.aimlo or as in the 
February 200-\1 Interim Ru1e, to assist the 
reader. 

V. Constuel1l.tion of V arlo us I.aws and 
F.xomutivu Ordern 

A. Administmtive Pwmuiuro Act 
DES has determined that good en use 

exists to make this regulation eifaGtl ve 
upon pu biication in tha Fed'l'!rru 
Rt<pmt under 5 U.S.C. 553(d)(3), This 
final rul!l clarifies a:mbiguilie~ !n tho 
February 2004 Interim "RlUe th~t.were 
identified by the public comments and 
has ilia 11.dvantage of ta.king into 
coJllliderutiou ope~fltlng oxpodenco wlth 
submi tten~ gained aiuca the Februa:ry 
2004 ~nterim Rule became effective on 
February 20, Z004. DHS believes that 
submitters are more llkely to provide 
lnfoTITiation that qua!ifie~ for protection 
under lha Cll Act of :2002 when the final 
rul"' goeG into effect. Such PCIT would 
Jtulp DHS implement security measures 
and issue Wllming~. Afler considering 
the likelihood that valuable information 
is now being withhtlld because of 
concern and confusion a~ to how it 
mlght ba handled under tha Fobmru:y 
2004 Interim Rule, and the possibility 
that this lnformation could be usefulln 
datun-ing or responding to a security 
incident, tile Department has concluded 
that good cause exist.s for making the 
regulation effective immediate-ly. 

B. Exacut.ive Orriet 12866 A8se~~meni 

DHS is :~squired to Implement this 
rule under tho Critical Infrnstnl.ctme 
lnf()rmation Act of 2002, 'J.'Hla TI, 
Subtitle )3, of the Horo.el'ond Security 
Act of2002 (6 U,S,C. 211 et seq.). This 
role is considered by DHS !o bo a 
signiflt:ant!egul&tory action undor 
Executive Otd!Jt 121386, sa FR 51735 
(Oct. 4, J 993), Regulatory .l'lalilling and 
Review, nel;tlon 3(f), Accordi.ngly, tbis 
regulation he~ been submitted to the 
Office of Management and Budget 
(OMB) for nwiew. 

DRS has parfonned <~n analysis of tho 
expectad c::osta and benllfits of this flnill 
rule. A similar malysis W£13 performed 
before the Febmary 2004 lntndm Rule 
was made affectivu. Thts :oew analysis 
consida:rs comments :receivt>d regarding 
staff costs and atmega assumptions. 
Com;ideration of these comments do as 
not change the previous condusio!Ls. 

Tho final rule affEJC\s persons and 
entitles in the private sector thai have 
Cll fuoy wish to shru:e with DHS, The 
final rule also aifects State, loc:al and 
trjba1 governments with w bic:h DBS has 
signed ngraomoots detailing tho 
pm~d\\HJB on how PCII til ust be 
safeguarded, <\sed, and destmyed when 
it is no longer needed. 

Pl'lvato sector submitte1s of Cll JU11St 
datermina fin;t whetlli:r to pal'licipate 
and if ao, develop and follow !ntotnal 
procedures fo:r snlml..issious that comply 

wlth this reg11lation. Raclpients l)fJ'Clf 
mu~t fullow tile proceduroa ustob!ished 
in this regulation and as specified in. 
a.gxeame:o.ts with ilie PCII Program 
Mllllagar. 

Costs 

DHS believes private entities that 
submit err will not incur sign.ificnnt 
coals, For submitters of CU other fuan 
individuals, thero will likely be a om::·· 
time decision process to detamrine 
whethsr participation is appropriate, 
and H so, the establishment of internal· 
operating procedmes. A legal reviaw oJ' 
those submitters' prctc~dures would 
likal y be undertaken internally to 
ensure that they result in submissions 
that will receive tha protoctiona of the 
Crl Act, The C!l:rts to develop the 
proceduma would be a non·recu:rring 
expense and it is unlikely that a 
separa'e legal revl~w would be required 
for each submission, Individua1s who 
m!gb.t want to submit Cll will probably 
read tlJEt applir.ebla procedures postsd 
on the DBS Wab ~ita and have no non
recurring r;ostB. Recuning expenses fo't 
submitting entitles could Jncluda the 
co&t of transmitting ilu: CII, office 
suppliea, costs asaot.:iated with. internal 
marking ofretained copies of en, tmd 
the expense of making available a point 
of contact with DHS io discU&s the 
entity's submis8ion. The non~tecurr.ing 
costs described will be different for each 
entity and also depend on how 
frequently submissions ru:e n1ade, but it 
is unlikely ~n snUty will be xaquired to 
increasr. its workiorc:e. The costs are 
8xpec:lild to be only a slight in.ccamant 
to ongoing total costs and managerially 
lnsignlficant, perhaps even 
unldentlliable. 

Goats for State) local and tribal 
governments tha.t are tha ~eoipients of 
PCU will inaluda the appointment of a 
PCli Officer to ensure safeguarding and 
dea!ructio:u in accordance with these 
procedures and in the requirad writoon 
agteaments. The position of PCIT Offh:ur 
for State, locnl, nnd tribal governments 
is not a:nt\cipaied to be a full time 
position, although it could be. Should 
the position ~vo1ve Into a full lime one 
for a State, the costs ~>hould not exceed 
$l50,000 per year per State. In the 
1.J:olikely evant all 50 Stat!ls had full ~\m a 
PCU Offlc:ers, thaae cost·s would be 
approximal~tl)' $7,500,000 p!H year. 
These costs W'e baaed on PBS eatim~tes 
based on equiva ltmt Federal position$ 
and costs. A .PCII Officet· will b<l 
ruquln1d 1o b~come famiHar with 
pmcedures and be reapon~lb!e for tha 
b:'aining of others. DBS wiU dtwBlop 
training rnRt~Jrtal and provide b:'a.iners 
foJ.' th!u effort DHS anticipates that 
Statas will, to a larga extent, appoint a 
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PC II Officor whoua re~poru.ibilitiea will Me.ny of the entities axpectad to 
include overseeing local and tribal voluntarily aubmit CIT to DBS will ba 
goverrunent participation. Thus, in most providers of i:nErastrnctwe ~md 
casas it will not be nec:1'Jssary fo( local protected systems. Typically, 
and tribal govermnenta to appoint PC!l infrastructure provider~ are large p ulJ!ic 
OffiGars. DHS ba1iev(Js that the costs to utilities or compa1~ie~ and providers of 
State, loaallllld tribal goverrnmmtfl other proter;t~d aysteros. a:ra laq):e companies 
than those a.:soc!ated wl th PCII Officers. that will not meet the dafinWon of small 
will indudc storage capabilities, businessas ;!'or purposes ofthf:l RFA. It is 
supplias, general overhead expanses possible that ~mall non-profit 
and rec:Drd keeping systems. These costs . organlze.tiona or any othe~ small enHties 
JUB vadable and will depend on the that provide crltical infraslructu~!l, such 
volume of PCII received. Tho total of as telephoml or el octrlc .::ooperativea, 
the.se costs is not expoct<Jd to be might from timo to time p>ovide err. 
sigrilficant. The costs to sand the Cll to DHS w:e 

expected to be small and dapand in 
large mearuro on thE! frequenay of 
submisslona. It is unlikely that a small 
utility coop~rative, or !lny other small 
entities, will send CIT on any ongoing 
basis, and hance my costs will not have 
a significant impact on any orgunizs tion 
that r.huoses to par!idpate. Small 
gov\lrnment;J jurisdlctions ate expected 
to depevd on the State government for 
warnings and analysis a:nd generally not 
appoint PCll Officers or establish 
ssparat~ program~. Those small 
jurisdictions will likely b6 only 
receivers, not providol:ll, of info:rmation 
thnt is produced and distributed by the 
I'GII Program Officv and llils rul!l ·will 
hvvo no significant impnct. 

Benefits 

This program wHl permit tho priva!"' 
sector to providu Cl1 to DHS with 
coufldem:s that it w!H not ba 
inappropriately relllaSed to tbe public. 
The expected benefit of this program is 
centralized knowledge of the country'~ 
critical infrastrur.hlre vvery<.ma uses to 
conduct the daily affairs of life. A~ 
no1cd above, 85% of critical 
infmstructm~ is not posses-sed by the 
lhrited States Guvorrunent. Destruction 
of this infrastructure, or interruptions in 
its operating cnpabillty, could be 
cata~trophio, With such knnwledge 
como~ the ability to issuo Wllmingfl, to 
conduct anelysoo of syotomic 
weaknesses, and to take actions to 
prBV1'lnt terrorist acts. If the information 
provldod r~snlts in hut one thwarted 
terrorist o.cl, or perhaps deters even the 
~Hempt, tho benefit has been realized. 
Monetarily, tha 'benefit might be 
c"lculatcd as the avoidance of tha 
reconatruction cost of the facility 
damaged and the loss in commercial 
activity attribu!ablfl to the lost !'aclltty. 
Not all the b~neflts of lliis regulation 
can ba easily quantli'ied.sa the benefits 
of thin rule int:lnda preventing a 
tenods1 event and th.a probability and 
consequences from that avant axe 
extramely difficult to predict Given the 
relatively small implementation costs, 
DHS believes the polantial benefits 
outweigh cosb by a lnrge ntargin. 

C. tlegu lot01y FlexibllJty Ar.f 

'rhe Regulatory FlexibUity Act (5 
U.S.C, 601 et seq.) (RFA) requ!.res an 
ag~ncy to mview regulations to assess 
their impact on small entities. An 
agency must condnct a regulatory 
flexibility analysis unl !l/J.Ij It determines 
and corti fios thflt a ~:Ule ia not expected 
to huvu u nignillcant impact on a 
~'ubs!antillllnuuber of ,~mall enUties. 
DHS ban reviewsd thh final rule and, by 
approving it, certifies that th.is rule wJil 
not have a sjgnificant economic impact 
on a substantial number o£ small 
entitles, 

D. Unfundf'ld Mrmdatec Refol'Irl Act of 
1095 

This rule '1-vill not rasu1t in the 
expenditu:re by Stats, looal11nd tdbel 
governrnenls, in the aggrBgBta, or by !he 
private sHt:!or, of $100 mn!ion or mors 
(adjusted Rrumally for Inflation) in any 
one year, und it will not signlfica.ntly m' 
uniquely uffect amaH governments. 
Therefore, no action, wl;lre dscmed 
Til;lCessory undm· the provi.siona of tho 
Unfunded Mandates Reform Act of 
1995. 

E. Small Buoinessllagulatozy 
Enforcement Act of 1 !;196 

This rule is not a major rule, aB 
defined by soction 804 of the Small 
Business Regulatory Enforcement Act of 
1906. Tb.\s rule will not rosultin an 
annuul affect on the Unit ad States 
economy of $100 roilHon or mora, xasult 
in a major increase in costs or prices, o~ 
significant adverse uffacts on 
competition, employment, investment, 
productivity, ionovalion, or on the 
ability of Unitod State~-based 
companies to compete with foreigu
ba$ed companies ln domestic and 
export markew, 

F. ExscutiVa Order t3132-FI'lderaUsm 

The preamblf:l to th!'l February 2004 
Intertm Rulfl requested comment on the 
fcderali8m impact of ilia F3bruary 2001 

Interim Rule. No uomments Wtlra 
receivnd. 

This final rule.wa~ analyzed in 
ac:cordancs with ilia principles fii!d 
crltarla contained In Executive Order 
13132 ("Federali:rm "}. This n:~lemaking, 
us required by the under1yiJlf$ statute, 
preempts Stata, local and tribal laws 
that might ofue:rwi11a require disclosure 
ofPCII and precludes usa of'PCI! In 
certain State ci vii {l.Ctlons unless 
permission of the submitter is obtained, 
This preemption is expected to inma to 
tha benafit of the States by making it 
po.<~ible for PCII that Is provided to tho 
Federal Government to bo shared wilh 
the States, Tba rule doaa not impose any 
regulation that ba.~ ~ubstantiul direct 
cffecl3 on the States, tha ~elationship 
between the national goverrunent and 
tha States, m tha distribution of power 
and responsibilities among the various 
levels of govommunt. 1'herefora, the 
consultation raqui:nmu:nts of F.xm::ui:lVll 
O:rde~ 13132 do nut app[y. 

G. Executive Order 12988-Civil ]usrice 
Reform 

Thb xule me~ts th!! appllcabls 
s!andards G\lt forth ln sections 3(a) and 
3(b)(2) ofF.xecutive Order 12{188, 

H. Pqperwork Reductiort Ac:t of 19!!5 

Undor the Paperwork Reduction Act 
of 1995,44 U.S.C. 3501-3520 (PRA). a 
Federal agency must obtain app1:ovul 
&om the OMB for each ~ollection of 
information it conducts, sponsors, or 
:requ.irBB t.hrouq!.t regulations. This rule 
does not con tam provlshms for 
collection ofinformation, does nat meet 
the doft:nitlon of "infmm~tion 
nollectlon" ull defined und6t 5 GFR pu.:rt 
1320, and is therefore exempt from the 
requirements of the PRA, Accordingly, 
there i.~ no ref}uirem~n.t to obtain OMB 
approval fo:r information collection. 

I. Envllonmental Analysio 

DRS has 1maly-l6d this legulation for 
pm:posas of the National Euv ironmen1al 
Policy Act and has concluded that thls 
rule will not have any s!gnifiaant Impact 
o:o t.h.s quality of the human 
environment. 

List of Subjects in !l CFR Part 29 

Confidential business i oforroation, 
Ropo:ctlng aud J:ecordkeeping 
Toquit-~ments. 

AJJ.tborily ~md Issuauo::e 

m For the reasons d;scussed iu !he 
proamble, a CFR part 29 is revised to 
read as foUows: 

PAFIT 29-·~PAOTECTED CRI'f!CAI... 
INFMSTflUCTIJRE lNFOfiMATI ON 

Sec. 
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29.1 Purpos>J and scope. 
29.2 Doflnitlons, 
29.3 llffuct of provisions. 
<!9.4 Pro!act~d Critlcallnfrastruct\IT8 

lnfotm8tion P<og.tam admlnlstJ:atlou. 
Z9.5 Requiremenw for protection. 
29.H Acknowledgment ohuceipt, 

valld~tlon, Rlln ma:rklng. 
29.7 Safegii<Uding o£ Prot acted Critical 

(nfrru;tructw:a Information. 
29.8 Dlsclonrre of Protat";too Ct\tlcal 

l.nl'rostnmtura lnfo:rmaUon. 
29,9 lnvastlgaUon Rlld reporting of violation 

ofPCIT procedures, 

Autbmily= Pub, L, 107-.29G,11G S1at. 2135 
(o U.S.G. 1 et seq,); 5 U.S. C. 301. 

§ 29.1 PuTj)OSf;l and .scop~. 
(a} Purpose of this Part. Thin Part 

imp!emenls sections 211. ilirough 215 of 
tha Homeland Security Act of 2002 
(HSA) through the establishment of 
unifo:rru p1ocodures for the Iecoipt, caro, 
and storagu of Crltlcal Infrastructure 
Information (CTI) voluntarily submitted 
to the Department of Homeland Security 
(DHS). Tit!c U, Subtitle B, of the 
Homeland Secu:dty Act is referred to 
herein as tile Critical InfrastructurE! 
lllfomtattop. Act of 2002 (CIT Act). 
Consistent with the statutocy l!llS5ion of 
DHS te prevent terrorist a tinGles wlthin 
the United States and reduce the 
vulnerability of the United States to 
tarrodsm, DHS "11"ril\ encourage fue 
voluntary submission of en by 
safeguarding and protecting that 
information from unauthorized 
di.Jclosura and by an~ucing that such 
information is, as necessa:l'y, securely 
shared with State and locl\1 government 
pursuant to secthm 214[a) Lb:n)ugh (g) uf 
the CU Act. As required by the Cll Act, 
tbese rules 8$lab1ish procedt.J.r6s 
l.'i!.Sllrdi.ng~ 

l1) The acknowledgeman! oheceipt 
by DHS of voluntarily submittod CU: 

(~}The receipt, validation, handling, 
~torage, p~opm: m!lrking I!Ild use of 
information as PCII; 

(3) Tha safegullJ'ding and maintenance 
of the confidentiality of such 
informatioxt, ap proprlate sharing ofsuch 
information with. State and local 
governments pursuant to section 214(al 
through (g) of the HSA. 

(4) The issuance of advisories, notices 
and warnings related to the protection 
of critical infnurtm.cture or ptotected 
systems i:n such B manner as to prated 
from unauthorized disclosure the sowr;e 
of critical inf.ra~b:ucture inionnation 
that forms the basis of thf.! W<lrning, and 
tmy information that ia proprietary or 
businass sensttive, might be used to 
identify the submitting parson or entity, 
m: is oiherwise not appropriately in the 
public domain. 

fb) Soope. Tho r<Jgulations in this Part 
apply to uU persons and entities ihat 010 

autho:t:izad to handle, use, m' store PCU 
or that otherwise accapt rectlipt of PCil. 

§ 29.2 Deflnl1icms. 
For purposes or this past: 
(a) G.rlticnl!nfrastnw!ute has the 

meaning stated in section 2 of the 
Homeland Sac;lll'lty Act of 2002 
(rafa:ral!I)ing the term used in section 
10:\fl{e) of Public Lsw 107-56 (42 U.S, C. 
519tlc[e}). 

(b) Crltfoal lnfrostroctwe Jnjol'lnutfon, 
or Cll, has the same roearung llll 
eatul>lis:h..,d in section Zl2 of fue·CII Act 
of 2.002 and means ]nformatio11 not 
cul1lom!U'ily in the public domain ami 
related to the security of critical 
infl'astructme or protected sysroms, 
including documents, records or othar 
information concerning: 

(1) Actual, potential, or threatened 
tn.terfarenca with, attack au, 
compromise of, or incapacitation of 
crilic6l infrastructure or protected 
systems by either physical or computar
bas!l"d attack or othsr similas cnndud 
(including the misuse of or 
unauthorized acces3 to all types of 
communication3 and data transmisslon 
By.atems) that violates Fede<al, State, 
local, m: lrlballaw, harms interstate 
comm~rce of tho United State~, or 
thiaatens public health 01.' safety. 

(2) The ability of any critical 
Infrastructure or protected system to 
resist such i.ntgtforoncf>, compromise, or 
Incapacitation, including any planned 
or past u~oossment, projection, or 
estlrnata of lha vulnerability of critical 
infrastructure or a prQtected system, 
including 8ecurlty testing, risk 
evll1naUQn the:reta, risk-management 
plmming, or risk audit; o~ 

(3) Any planned or past operational 
p~oblem or solution regarding ccitica! 
infra~t:n:u::turo or protoctod systems, 
including repair, fecovllry, 
mconslruction, insurance, or contin'.:lity, 
to the extant it i,q related to ~ch 
intarferanca, compromise, or 
ince_paci1ation, 

(c) information Sharing cmd Analysis 
Organization, or !SAO, has lha sam~ 
meaning as is established in section 212 
of tho en Act of 200Z ancl means ~ny 
formal or informal entity or 
collaboration created or employed by 
public or p.rivata scdor organizations for 
pu~osea of: 

(1J Gathering and analyz.lng CIJ in 
orda~ to be Her understand security 
problems aud interdepw.dencies relntcd 
to critical infrestl'uctura and protectsd 
~ystems, so as to ~o.sw:e the availability, 
integrity, and I'eliability thereof; 

(2J Communtcatlng or di~olo~ing en 
to help pxevont, detect, mitigate, or 
recover from fue affect~ of an 
intorfor<::uca, compwmt~l.!, or l)n 

incapecitati on pwbl!lm related to 
critital infra~lructure or protected 
systems; and · 

(3) Voluntlll'Uy dissamlnating Cll to Jts 
members, Fodcrul, Statu, nnd !acal 
govemroents, or any other en titian that 
may bu of assistanc!l' In carrying ont tha 
purpo~e~ specified in paxagcapbs (c)(1) 
and (2) of this aed!on. 

{d) In thtl public domain means 
information lnwfully, prop~;~rly and 
regularly disclosed generally or broadly 
to the public. Info.rmatlon regarding 
system, facility or Opllrat!onal samrrity ls 
not "lnllie public domain," Information 
submitted with en that is proprietary or 
business sensitive, or which might be 
usad to identify a subrnitthtg person or 
antity wm not be considered "m tha 
public domain.'' Information may be 
''business sensitiva" for this purpose 
whether or not it is commercial in 
natme, and even if its release could not 
demonstrably cause substantial harm to 
thil competitive position of the 
submitting person or entity. 

(o) Local government has the same 
:meaning as is est&blhhed ln seotlon 2 of 
ilia Bomelund Sccmlty Act of 2002 md 
means: 

(1) A county, municipality, Gity, town, 
townahlp, local public authority, school 
district, special dismct, intrastate 
district, council of governments 
(l:egwdlaas of whether the councH of 
govemroentll is incocyorated as a 
nonprofit c;orpotation under State law), 
~e!lion al "t inter:;tate government el~tity, 
or agency or hwtrumantality of a local 
government; 

(2) A~~ JndiiiD tribe or authorized 
tribal organh:ation, or in Alaska a Native 
v lllaga ox Alaska Regional N at!va 
Corl!oratlon; =d 

(3J A rural wmmunity, 
unincorporated town or village, or other 
pub1ic entity, 

(f) Program Manager'8 Desig11ee 
means a Federal ~mplayea oulside of 
the PCII Program Office, whether 
ernployad by DHS or another F!lderal 
agency, to whom certain functions of 
th a PCII :Program Office ara del~gatad by 
the Program Manager, as determined on 
a case-by-case basis. 

(g) Protactad Critical lnftastructure 
JnfoimatJon, or PCll, means validated 
CH, Including information covered by G 
CFR 29.8(b) and (f), including the 
identity of tho suhluittlng pa:raon or 
antH:y and any parson or entity on 
whose behalf the submitting pt~rson or 
entity submits the Cll, that is voluntarily 
submitted, directly or indirectly, to 
DHS, for Hs use regarding tha ~<m:urity 
of (:riti~al blli:astructure and protected 
systlm:;s, tu:mlya!s, warnlng, 
inierdapendency study, recovery, 
reconstitution, or other appropriutfJ 
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puJ:pose, and any information, Program M11nage~ pursuant to soc.Uon 
atatemonta, cnmpi!ntions or othe~ ZH of the CllAct and this Pat! Is 
materials reasonably necessary to submitted in good faith. 
explain the CIT. ptlt the CU in context, (o) Voluntmyot voluntarily, when 
desc;ribs the importance or use of th~;~ used in referenl::e to any submission of 
Cll, when accompanied by an expreaa CIT, means the submittal ther{lof in the 
stat,.mant as de3cribed in fl CB'R. 29.5, nbs once of au exexclse of legal authority 

(h} Protected Critical Infraslructura by DHS to complll access to or 
lnforrnaUon Program, or PCii Pn:>gram, submission of ~uch lnfo:rmatlon. 
msam the program implementing the Voluntary submission of CIT may be 
GII Act, including tha mruntonv.n.ce, acDDmplisbed by (i,e., come from} a 
management, B.lld review of the single state ot local governmental entity; 
iufo:mmtion provided In :furtherance of private entity or paM on; or by nn ISAO 
the protections provided by the CIT Act. acting on behalf of its nmmbars or 

(i) P.ro!eL"i:Bd system h.as the meaning otherwba. Therij are two exclusions 
set forth in sBction 212(6) offua CIT Act, from this definition. In the case of any 
und me!llw any service, phy~ical or actio.n brought under tha secutities 
co:mputer·llasod system, J?rm:esu, or laws-113 is defined in section 3(a)(<!7) of 
procedure that di~autly or indlrm::tly tha Sacuritiea Exchungc Act of 1934 (15 
affecla ilia viability of a facility of U,S.C. 78c(a)(~7))-the tenn 
crltical.i.tll.r-dstmcturs and lncludcw uny ''voluntary'' or "voluntw:ily" does not 
physical or compu!er-basad system, include lnformation or slatornents 
including a curuputar. comput!.'r system, COl\tained ln any documents ut' 
comput& or cmmnnn\cations network, mal&ial~ .filed, pursuant to section 12.(i) 
o( 11ny component be:rdwera or element of the Secu:dllas Exclulnge Act of :1.934 
thereof, software program, processing (15 U.S.C. 761(1}), witb. the U.S, 
lnstrur;tions, or Jnformatiot1 or data in Securities and Exchange Commiseion or 
transmission or sto~age therein, with Federal banking regulators or a 
irrespective of the medium of wl'ltlng tha~ accompanied !he 
transmission or stmaga. solicitation of an offer or a sale of 

(jl Purposes of the Cll Act has fue securities. Information or slatements 
meaning set forth in section 214(a)(1) of previously submitted to DHS in the 
th9 C:U: Act 1md includes the socur!ty.of course of a tt:gulatory procccding or a 
critical inf.rastmctuxo and protected liceming or permitting daterm.!nation 
systems, Emalys!s, warning, am not "voluntarily submitted." In 
in!ordependancy atudy, recovery, addition, fun submission of iufm:mation 
Hlconatit~tion, o~ other informational to DHS for purposes of seeking a Federal 
purpose. prafurur.!cfl or benaf!t, including err 

(k) Regulat01y proceeding, as used in submitted to support an application for 
Section 2.12(7) of the err Act and these a DHS grant to secure criti.cal 
rules, means adm!nlstralive vrocoadings lnfrastruct1tre will be considered B 

in whit;h DHS ls !ln~ adjudiC!lting entity, voluntary submission o~ information-
and doEl8 not include any form or type Applications £or SAFIITY /let 
oi regnlalory p>o~::eeding o~ other m<~tter Dasiguation or Certification 1mdot' ll 
outsido of DHS, CFR Part 25 will also be considered a 

(!) 8tnta has fu~ Mme meaning set voluntary submission. 
forth in sectimi 2 of the Homeland (p) The term used directly by suah 
Security Act of 2002 and metnns any agem:y, any other F~dewl, State, or 
State of the United States, the Dbtrict of local autlwrify, orcmy third party, in 
Columbia, the Commonwealth ofPuerto arwcivll cwtfon arising under Fedora! or 
Rico, tha Vhginislands, Guam, . State law in9ection 211(a)(1)(C) of the 
American Samoa, the Commonwaalth of CII Act moans any use in any 
the Northern Mariana Islands, and any proceeding othar than a r.riminel 
possession of tho Unit!"ld Slates. prosecution before any court of !he 

(rn) Submission as ~eforenced in these United States or of a State or otherwise, 
r:ocedmas mean~ any transmittal, of a:ny PCII, or any drafts or copies of 
e1lher direc!ly or mdll'ectly, of CIT to the PC!ltetained by the subm[tter, 
DHS PCII Program Manager or the PCII Including the opinions, evaluations, 
Program Managar's dsslgnoe, as set fortb aualyses Wld conclusions prepared and 
herein. su bmitteu as Cll as evidence at trial ur 

(n) Su?miltlld in goo~ joir11 meaus any in any p1eb%l ~other discovery, 
submlsswn of lnf?rmal.ion !.hat 1.a1uld notwithstanding whether the United 
reasonably be defmed as CIT or PCIT States its agem:i9s offi.ce)'s Ol.' 

undat; ~s section. U_pon validation of a ampldyaas fa or ar~ a party to such 
subm!ss1on as PCll, DHS has proceeding. 
conclusively established the good fdifu 
of the submission.' Any information 
qualifying as PC!l by virlua of a 
categodcal indusion identified by the 

§ 29.3 Etl!i!cl of pmvisi011s. 
(a) Freedom of Information Act 

disclosure exemptions. 1nform;,tion that 

is sepaxately exempt from public 
disclosure U1lder the Fta>Jdmn of 
I.uformatlon Act or appliosbla StatE'!, 
local, or ttibal law does not lose Ha 
sepm:ata exemption from publio 
disc1osuro duo to the applicability of 
thBse procodures or any failu1e to follow 
!:ham, 

(b) Restriction on use of PCll by 
regulatory and other FedBro], State, and 
Local agencies. A FP.deral, .StAIB or local 
agency that receives PC!I may utilize tha 
PCU only fo> purposes appropdate 
under the CII Act, Including sec::urlng 
crit[callnfmstruotmn or protected 
systems. Such. PCit may not be ut;ilized 
for any otJwr colla! oral regulato-ry 
purposes without the written conG<mt o£ 
tha PGll Program Msnager and of tho 
submitting person or entity. Th~ PCTI 
Program Manager or tho PCJI Program 
Manager's designee shall not share PCri 
with F"dffl.'al, State ur local govarnment 
agencies without instituting appropdate 
mea~'Uff.l~ to ensllro tlmt PCII is used 
on1y fo;r app1oprlat~;~ purposes, 

§29.4 Prolootecl Grillcallnfrasll'tlcturo 
lnfommtlon Pr<,lQTilm admlnletmlion. 

(a} Prepamdness Directomte Program 
Munagement. The Secretary of 
Homeland Security horoby designates 
the Undar Socrotary for PraparednA~S as 
ilia senior DHS official responsible for 
ilie dhoction and administration of tl!B 
.\'Cll Program. Ho 6holl odminlstor thia 
program furongh llie Assistant Ser.ralary 
for Iufraat.ructure Protaction.. 

(b) Appointment of a PCII Program 
Monclger. Th~ Under Secretary ior 
Preparedness ~hall: 

(1) Appoint a PC!l ])'ogram Manager 
serving under the Assistant Sacrotnry for 
Infrastructure Protection who is 
responsible for ilia administration of the 
PCU Pmgratu; 

(2} C'.ommit resources nacussaxy for 
the effactivs implementation of the PCII 
Program~ 

(3} Ensure that sufficient personnel, 
lnduding S\\ch data1lees or assign~eB 
from other Federal national aeourity, 
homeland _seClll'lty, or law aniorr:amant 
entities aG the UndBr Sa~~etary deems 
appropliate, are as.signad to thB PCII 
Progrrun to fadlitata secure information 
shoxing with appropriate authorities. 

(4) Promulgate implamen!:ing 
directives and prepare ttaining matat\als · c 

as pptoprmte for the proper b:eatrmfnt of ' 
PCII, 

(c) Appointment of PCll Offtcern. The 
PCII l"rogcam Manager shall establish 
_procedures to ensure !hat each DHS 
componen1 and oach Foderal, State, or 
lm::al entity that works with PC:U 
appoint one o:r mom employees to sorve 
as u PCIT Officey iu ardor to carry Otlt tbe 
tr.spomibl!ities stat<>d bl puragraph (cl) 
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of this ~aation. PersonB appointed to 
. sewe M PCll Officers shrill be fully 
familiar with these p1ocedures. 

(d) Respomibiliti6s of PCII Offic6I'S. 
PCil Officels shall: 

(1) Oversea the handling, use, and 
storage of PC!!; 

(2) Ensure the seaure sharing of PCIT 
with appropriate authorities and 
individuals, M set fotlh in a CFR 
29.1(:.), and paragraph (b)(3) ofthis 
section; 

(3) Establish and maintain an ongolng 
solf-insper:tion. progr-am, to include 
periodic reviaw and a~sAssment of the 
compliance with handling, use, ond 
storage of PGII; 

(4.) Establish additional procedmes, 
maasur<J~ ami. penalties ~s necessary to 
p-revent unauthorir.ed acce~" 1o PCil; 
and 

(5) Ensure prompt and app~opriate 
coordination with tho PCII Program 
Manager regoo:ding any request, 
challenge, or complaint ads!ng out of 
tho implementation of those regulations. 

(e) Protacted CrJUcal .Tnfrastmcture 
Information Managament System 
(PCl.fMS), The PCU Prog~ll.ID. Manager 
shall develop, for use by the PCH 
Program Manager and the PCII 
Manager's dosignoos, rm electronic 
datebas11, tQ be known as the "l'>otected 
CJ:itlcal fnfrastmcture Jnfonnation 
Managemant Syr;tem" (PCUMS}, to 
rer;o~d the receipt, acknowledgement, 
validation, storage, dissemination, and 
destruction ofPCII. Th!s conpllation of 
rcu shall be safeguarded fliJd protected 
in accordance with the provisions of tho 
CIT Aat. The PCli Program Manager may 
require the completion of appropriate 
b~Gkground investlgation6 of an 
individual beforB granting that 
todividual am:a~s to any PCll, 

§ 29.5 Rnquiramant.s for protection, 
(a} Cli shall l'fiCt>lV\l thu pl:OtucUOl"l,<J Of 

~action 214 of the Cll Act when: 
(1) Such information is volnntarily 

submitted, directly or indirectly, to the 
PCU Program MElllager or the PCII 
Prosram Ma.nagBl''s deaignea; 

(2) 'rhe :i:oformation Is submitted for 
protecteJ;! u~e regarding the security of 
critical infrastructure or protected 
systems, analysis, warning, 
interdependency study, 1'6Cawny, 
mcon~titutlon, or other apptopdate 
purposes Including, wlthout limitation, 
for the ida:utlfkation, analysb, 
pnwantion, preemption, disruption, 
defense asai.nst and for mUigi.ltion of 
terwrist threats to the llomeland; 

(3) Tho information i~ labaled w:itb an 
axpross statement aa follows; 

[i) [n the case ef docum~nt&ry 
submissiern, mitten marking on the 
information or l"eco..-ds substantially 

similar to the following; "This 
information is voluntarily subm1tted to 
tha Federal government .in expectation 
of protection from disdosuro as 
piOvidad by tha pl'o-v!alons of thu 
Critical I:ufrastructuro In.fonnatlon Act 
of 2002"; or 

(ii) fu the case of O!al information; 
{A) Tl\l'ough an ora! atatement, made 

at the time of the oral submission m· 
within a reasonable period ihe~after, 
indicating an expectation of protection 
from disclosure as provided by the 
provisions of tha Cli Act; end 

{B) T.lu:ough a wcitt.-.n atatement 
substlmtiaUy similar to the one spaoified 
abow accompaniad by a document that 
).l.l.l.lmor!alizas the natmo of oral 
information initially provided ral."tlived 
by the PCII Progtam Manager or the PCTI 
Progtam Manager's designee withln a 
reasonable pet! ad after using oral 
submission: and 

(iii} In the case of electronic 
information: 

{A} Thro11gh an alijclronical.ly 
submitted statement witl1in a reasonable 
parlod of tho elocl:tohic submission 
indicating an expea!ation of prn~ection 
from disclosure as provided by the 
provisions of tho CIT Act; and 

(H) Through a non-electronically 
submitted written statement 
substantially similar to thu ono specified 
abow accompanied by u documant that 
memorinliz.oa tlle n.atu~-e of a-mailed 
infonnati on initially provided, to be 
xacaived by the PC!l Program Manager 
or tho J'Cil J;>rogram Manager's designee 
witMn a reasonable period after 11sing a-
mail rnbmission. · 

(4) Tho submitted information 
addltionally is m::companied by Q 

statement, signed by the submitting 
paxaon or an authorized person on 
behalf of en entity Identifying the 
submitllng person or entity, containing 
such contact information as is 
con..-ddetad neo<~~sa:ry by the PGU . 
Program Manager, and certifying that 
the information being submitted is not 
austomarily in the public domain; 

(b) Infonnatlon that Is not submitted 
to the PCll l'rogram Manager Ol' the PCI( 
Program Man1:1ge;'s "designees will not 
qualify for protection under the C!I 1\.ct, 
Only the PCII Program Manager or the 
PCll hog ram Managex' s dosigJUles are 
authorized to acknowledge receipt of 
Information being submitted fox 
considemtio:u of p:wtecUoo under the 
Act. 

(c) AH Fedaral, State end local 
govarnment entitleff shall protect and 
maintain information as toquJ.rori by 
these :ru1es or by the provbio.ns of the 
CII Act whBn th~t information is 
proyided to the entity by the PCU 
Prog<E\Hl MauagBr or ths PCIT Progru:m 

Manager's dr.signaa and is marked as 
required in 6 CFR 29-.6(c). 

[d) AU submissions soaking PCli 
status shall be preunmed to have bmm 
submitted in. good fuith until validation 
or a dataiTIJ.I.uation not to valid ate 
pursuant t~;~ tho:t~e rules. 

§2!1.!3 Aclmowiedgmon! of rooriipt, 
va!ldath:m, und marking. 

(!!) Aul.lwdz!'d vffioialB. Only'th13 DHS 
PCIT Prvgram Managa1· is auiliorized to 
v~lidata, and mark information aa PCII, 
The PCil Progrnm Manager OF the 
Program Mao.ager'5 designaea, may mark 
information. qualifying und~r categorical 
lnoluaioru: pursuant to 6 CFR 29,0[.f), 

{b) PraBumptioll of prot6Gtion, All 
huormation submitted iu accordance 
with the procedures set forth hereby 
will be pmm.uned to be and wlll be 
traattld as PCU, enjoying the protections 
of section 214 ot" the CII Act, from the 
time the infermation. Js receiv!ld by the 
PCli Ptogram Office or the PCII Program 
Mnnager's designee. The information 
shall remain protected unless and until 
the PCll Program Office renders a final 
decision that the information is not 
PCIT, 'The PCll Program Office wiU, with 
respect to informaUon !hat is :nQt 
propody submitted, inform the 
submiUing person onmtity within thirty 
days of receipt, by a means of 
communication to be prescribed by tb.s 
PCIJ Program Managal', that the 
submittal was procedurally defective. 
Tho subrnittar will then ho.ve an 
additional30 day8 to remedy the 
defidency fl'Om receipt of such no\ka. 
If fue submitting pe~aon or entity dQ09 
not cure the deficiency within thirty 
calendar days of the date of receipt of 
the not!flcation provided in tiD9 
parograph, the Pen Program Office may 
determine that the presumption of 
protection is terminated, Under such 
cin::umsta.m::es, the PCII Program Offico 
may cLU:e the deficiency by labeling the 
aubmisalon. with the information 
requ.ired in tl CFR Z9.5 or may notify the 
applicant that the submission does not 
q\lalify ~~~ PCli. No CU aubmisslon will 
lose its presumptive status as PCil 
excspt as provided in a GFR 29.6(g). 

(c) Marking of info:rmalion, Alll'CU 
shall be clearly identiflad Uu-ough 
markings made by thac PCH Program 
Offlca. ThB PCU Program Offica shaH 
ma.rk PCII matarials as follows: "T.h.l.s • 
document co.ntah1~ PCIT. In accordance 
with the provisions of6 CFR Part 29, 
this document is exampt from :release 
under the Fraedom of Information Act 
(ti U,S,C, 55Z(b](3)} onu sltnilnc lawo 
requiring publlc disclooure, 
Unauthoriz{ld release may r;mult in 
criminal and udmini.:ltrative pa:ualtles. 
This document !s to be 8efeguardad and 



Federal Register/Val. 71," No, 170 I Friday, September 1, 2006 /Rules and Regulations 522.75 
~=If! >;: W:!1.1!ll!.ll.~ :a::::: \1 £& •mO@"""""""' ~ ~-~ .. ...-.~ IJlilli!o¢<0~ ...... 

disseminated in uccordance with ilia en 
Act and the PCIJ Prognun 
requll:ements." When distributing FCD:, 
the distributing pecrson shall ensure that 
the distr1butod inftn:mation contal.na thin 
marking. 

(d) Acknowlodgement of receipt of 
information. 'l'he PCII Program Office or 
the PCll Program Manager's designaea 
sl:wll a<:ko.owledge receipt of 
infomJation submitted as en and 
accompanied by an oxprcss statement, 
and in so doing shall: 

(1) Contact the submitting person or 
entity, within thirty calenda~· days of 
receipt oft.b.e submission ofCl!, by the 
\Jleans of do]ivacy prescribed in 
procedures devalopod by the PCH 
Program Manager. f.n tha caaA of oral 
submissions, receipt will ba 
acknowledged in w:rith1g within thirty 
r.alandar days after receipt by the PCIT 
Program Office or the PCI! Program 
Manager's daslgnoa of a Wl"itl!m 
statement, certliicatlon, and docmoants 
that rnemorializa the oral subm1asion, ao 
referenGad in 6 CFR 29.5(a)(J)(ii): 

(2) Enter tho approprJate data into the 
PL1IMS as required in 6 GFR 29Afa); 
and 

(3) Provide the submitting person or 
entity with a unique b:ackiug number 
that will accompany the information 
from th.a time it is received by the PCll 
Program Office or the PCIT ,Program 
Mauage:r's dcnlgnees. 

(o) Validation of information. (1) The 
PCII Program Manager shall ba 
responsible for mviawlng all 
~ubmissions that requast protection 
uniler the CII Act. Tha PCTT Progmrn 
Manager shall review the aubmitted 
info~rnaUon ~s soon as practicable. If a 
final dotormination is made that tha 
submitted Information meeb the 
requirements for ptotar.:tion, tha PCII 
Program Manager shall emure that th~ 
lnformation haB bean marked as 
required in paragraph (c) ofthis ,gectlon, 
notify ilia submitting p~rson O\: entity of 
the deteml!oution, and disclose it only 
pursuant to 6 CFR 29,!1, 

(2) If the PCli Pwgnun Office make~ 
an initial detemrinatiun that the 
informstion submitted do&s not meat 
!he >equh:ements for protaclion under 
the CIT .A{.'t, the PCJl Program Offico 
shall; 

(i) Notify the ~ubmitting parson or 
entity of tha in!iial determination that 
the in formation is not consi d amd to be 
PCJl. This notifi~Rtion also shall, as 
necessary: 

(A} Request that tha submitting 
pei1lDll 0~ amity COmplete the 
ruquirsmentll of fl CFR 29.t\(a)(4) or 
further explain ilia natma oHha 
lnfonnstionand lhn submitting person 
or entity'~ basis fo:r bolloviug the 

info:rrnation qualifies for protection 
under thH CII Act; · 

(B) Advise the submitting pexaon or 
entity that the PCJl Program Office will 
review any fl.uther Information pwvided 
before rendering a final determtnatlon; 

(C) Advise ilia submitting pexso:n or 
entity that the submission can be 
withdrawn at any time befora a final 
determination is made; 

(D) Notify-the submitting person or 
~lttlty that w1til a final determination b 
1nade the submisslon will ba trantad as 
PCll; 

(E) Notify tho aubmittlng porsml or 
entity that any response to the 
notification must be rece:lvcd by the 
PCIT Program Offico no later than thirty 
calendar days after the date of ilia 
notification; and 

(F) Request the submitting person or 
entity to state whether, in the ev~nt the 
PCII Program Office mukes !l final 
datennination that any such information 
is not PCir, the submitting person or 
entity prefers that the information be 
m.ainlainad wi.fhout th& protections of 
the CIT Ar;t f}r xehlrrl6d to the submitter 
or desl:l'oyad. rr a requ.-.sl for withdrawal 
is made, all such information shaH be 
Tetu:med to the submittl:og person or 
entity. 

(iijlf the infonnatiul! submitted has 
not been withdrawn by the submitting 
person or entity, and the PCU PJ-ograrn 
Oifica, o.ftor following tho procaduros 
set forth i:u paragraph (e}(2)[i} of this 
section, makes n final datermination 
that the tnfmmation jg not PCJI, the PC II 
Program Offh;s, in accordance with tho 
submitting pe~sou ot ent-ity's wrilten 
preference, shall, within thirty calendar 
days of ntaking a final determination, 
return the info.rmation to tl1e- submittal'. 
If retmn to the submitter is impractical, 
tJm PCII l'rogmm Ofnca ahall destroy 
the Information within 30 days. Thls 
proct~ss is.conslstent with the 
npproprlnto Natlonal AniliiVas and 

· Recorda Administrelion-npproved 
recorda cliaposiUon schadule.lf the 
submitting person or entity cannot be 
uoillled or the submt tting parson or 
entity's response ia not received within 
thirty calenclf,\1,' da)'ll of the date of lh.a 
notification a~ provided in paragraph 
(e)(2J(i) of this soctiou, the PCII Program 
Office shall make the initial 
determination final and return tha 
information to the submitter, 

(f) Categoricallnc:lusions of Certain 
Types of lnfmstriwture as PCil. The FCII 
Program Manager has diacratiou to . 
declare certain subject mattflr or typos of 
information categorically protected as 
PC!l e.nd to sat procedures for reca\pt 
and p~ocasslng of such information. 
Information within a categorical 
lncluslo:u wlll be consldm:ad valide~ted 

upon raceipt by the Prog:\'ant Office ot 
any offhe Program Manager's designees 
without f'u:cther review, provided that 
the submitter provides the express 
stuternent roquirccl by section 2.14(a)(1). 
Designees ahull provide to the Program 
ManagBr lnfonnation submitted under a 
categorical inclusion. 

(g} Changing the status of PCll lo )lon
PCU. Once information is validated, 
only the PGII Program Office may 
change the status ofPCil to that ofnou• 
PCIT and fflrnove its PGli markings. 
Status changes may only taka place 
w han the Huhrnitting po~son or entity 
:requests in vmtlng that the information 
no longer be protected Und&l' fuA CIT 
Act; or when thl'l PCU Pwgram Office 
dsterntines tho.t tho information wns, ot 
tho time of the submission, cusfomiiTily 
hdhe public dornnln. Upou making an 
initial determination that a change in 
dntus may be warranted, but prior to a 
!Wal determination, the PCIT Program 
Office, using the procedures in 
paragraph (a)(2) of this section, shaH 
inform the submitting person or &ntltv 
o.f the inttial dete1minatlon of a change 
in status. Notice of the flnal change in 
status of PCll shall be provided to all 
recipients of that Pen under 6 CFR 29.6. 

§ 29,7 S!1fl'!ll!!lfdlng of Prot&~: led Crltlcnl 
lnfras!ructure Information. 

(a) Sajf.lguarding, All peuom granted 
access to PCU aro tcsponsible for 
safeguarding such information in tha!r 
possession or control. PCII shull be 
pL·ote{.'tfJd at all !irnas by appropriabJ 
stomge and h:mdllng. Each person who 
works willl PCIT is p<~rs<mally 
tssponsible for taking proper 
p:r6cautions to snsl]l:a 1hat unauthorized 
persons do not gain accoss Ia Jt. 

{b) Baukground Glwoks on Persons 
with Access to PCJI. Fot those who 
req\lire access to PCil, DHS will, to the 
extent prnctlcD blo and c:onslsten t with 
the purpoaas of the 1\.ct, undertake 
appropriate backwound checks to 
en~'Ul:a that lndlvldu~ls with access to 
PCIT do not pose a th.taat to national 
aaetu:ity. These checks may also be 
waived in axigent circumstances. 

(c) Utm and Stomge. When PCJI is in 
th& physical possession of a potrson, 
reasonable steps shall bo taken, in 
acco~:dan1Je with .procedure& prescribed 
by the PCll P•ogram Manager, to 
minimize the risk of access to PCil by ' 
unaufuoxized parsons. Whau PCJI is not 
ln the physical posoes~ion of a parson, 
it ~hall be stored in a secu.re 
environment. 

(d) Reproduction, Pursuant to 
procedures p1-escdbetl by !he PCH 
Program Manuser, a document or othm: 
material containing PCli may be 
reproduced to the extent necessa>.y 
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consi9tenl witlJ. tlw u.eed to carry out 
offic:lal duties, provided that tha 
l'sproduced documsntu or material ars 
marked and protacted in the same 
manner as the original dumlments or 
material. 

(e) Disposal of information. 
Dor.umenla and material cuntainiug FCD' 
may be dispClQed Clf by any method that 
preven!E unaufuonz~d retrieval, such as 
shredding orindnerution. · 

(f) Transmission of infomu;tJon. PCIT 
shnll bo transmitted only by sm:ure 
means of tlelivary as determined by the 
.PCU :Program Man~ger, and in 
r:onformance wilh appropriate fedsnll 
standards. 

{g) /1. utomafed Irifonnotion Systems. 
The PC!1 hogram Manager shall 
establish secmlty requirements 
designed to protect information to the 
maxlmum extent precticsble, and 
consistent with the Act, for Automated 
Jn.fClrmation Systems that contain PCII. 
Such sscurlty re(J.uirements will be in 
conformance wifu the information 
technology security rcquimments in the 
Federal fnfmma.tton Security 
Management Act and the Office of 
Management and Budget's 
intplernenth1g policies. 

§ 29.a Dlsclosurs of Prott!cted Crltlc:d 
lnfm~;lruPII..tl'a lnrorrnallan. 

(~) Authorization of m:;cesli'. Th~:~ 
Undm Secretary for Preparedne3s, tbe 
Assistant Socrotru:y for Infrasl.ruatrne 
Protection, or either's designeet may 
choose to provide or authorize accass to 
PCU under one or more of the 
subsectiom below when H is 
determined that this access supporls a 
lawful and authorized govilrnrnent 
p urpo~e lls snumtnated in tho en: A(.'l. Ol' 

otba!' law, regulation, or legal authority. 
(b} Fede~-u/, State and Local 

government sharing. Tho PGII Pxograrn 
Managar or the PCil Prow:aro Manager's 
designees may provide PGll to an 
employoo of the Fedofal government, 
pl'Ovided, subject to subsection (f) of 
this socUon, that such information is 
shoxcd for purposes of securing 1he 
critical infrastructure or protected 
system$, analysis, W9.l'ning, 
interdependency study, recovery, 
r~consti tutiou, or fo• anothet 
appropriate purpose including, wHhout 
limitation, the identlflcQtion, analyals, 
prevention, p~eemption, =dfor 
disruption of tenor:ist threatll to the 
ho:melano. PCII may not be used, 
directly or Jndh'octl y, for any c:o1hteral 
rsgnlatory pw:posB. PCIT may be 
provided to a State or loc~l eovernmant 
entity for the purpose of proteding 
cdtlcal infrastmcture or pwtacted 
systems, m· in furtb.eranc.e of en 
investigat\un or t118 prosaeution of a 

criminal act.. Tho provision ofJlCJ1 to a 
Slate or local government entity will 
no.rmaUy be made only pursuant to an 
atratlgBmen.t with tlJ.e PGTI Program 
Manager pruvlding fo~ compliance with 
th!ll'aquirsmonts of paragraph (d) of this 
section and acknowladging 1hs 
undstatanding and reaponsibilit:l es of 
the recipient. State and local 
governmants mc.:eiving BUch information 
w1Jl acknowledge in such an:angemcn!;; 
the primacy of PCU px·otoctlons under 
tho CU Act; agree to assel1: all available 
legal defenses to disclorure of PCH 
under State, c>t local public dtsclosute 
law~, statutas or ordinmces; and will 
agree to treat bread:~ a~ of th11 11greements 
by their omployees o~ contractorG as 
matter8 ~l~bjact to the m'iminal coda m 
to the applicable amployee coda of 
conduct for th~ jurisdiction. 

[c) Disclosure of information to 
FedeNI1, State and locol govemmc11 t 
contractors. Disclosure of PCII to 
Federal, Stnto, and local contractors may 
be :made when :necessary for an 
.appropriah pngmse> u.ndar ilia CII Act, 
and only afte~ the PCU Program Manager 
or a PCll Officer certifies that th'a 
contractor is p.;.rforming se:rvices in 
support of the purposes of the en Act. 
The cDntraetor'a entployaes who will ba 
ha:ndll.ng PCU must sign indivi rlual 
nondisclosure agreoman1s iu a form 
presmlbed by the PCII P~;Tigram 
Meruager, and tha coiJtl'acto~ must agree 
by contract, wheneve; and to whatever 
extent possible, to comply wifu all 
relevant requirements of the l'Cil 
l'!:ogra!ll, The contractor shall safeguard 
PGn in accordance with these 
procedures and shall not remove an.y 
"PCll" markings. An employee of the 
contractor may, !n the performance of 
services In support of the purposes of 
tho CII Act lilld wllen authorized to do 
so by the PCD Program Mro1nge~ or the 
PCil Progrnm Manager' a desigaee, 
communicate wil.h a submitting person 
or Bl1 authorized pareon of a submittmg 
entity, about a. aubmittal of information 
by that paraon or entity. Conb:actor~ 
shall not furth& diaclose PC!I to any 
other party not already aulhorh:ed to 
receive such infortnalioll by th~ PCl1 
Program Mauag&r or PCII Pxogn:1m 
Manager's Designee, without the prlor 
written appxoval of the PCII Ptogram 
Ma:negex o¥ the Pen Program Manager's 
de~isn.ee, 

(d) Further use or disclosure of 
informntion by Stata, and looal 
govemmems. (1) State BILd local 
guvemmflnts receiving iofonnation 
marked "Protected C:dtical 
Infraotructure fnf01'tnlttion" aha U not 
sbara that information with u.uy other 
pnrty not already authorized to rocaive 
such information by the PCTI Program 

Manager or !'CIT Program Managar's 
designee, with the exception of thllir 
contl'actors after complying with the 
~equilflrn!.lnta of p!ll'agraph (c) of this 
asction, or remove any PCII m<~rkings, 
without fust obtaining authorization 
from the PCli Program Man~gar o:r tho 
PCII Frogram Manager's designees, who 
shall be re~ponsible fDr requesting and 
obtaining written consent from the 
submittal' oftha information. 

[Z} State and local gtivatnmenls may 
Ulle PCU only for tho pm-pose of 
prote~::ting critical infrastructure or 
protected syBtems, 01 as nat forth 
elsewhere m these rules. 

(e) Disdosura of Information to 
appropriate entities or to the genm:al 

· publiu, PCTI may be used ttl ptcpllta 
advisorie~, alerts,. nnd wurning~ to 
Ielevant companies, targeted sectors, 
governmental entities, ISAOs or the 
general public regarding pohmtial 
threats and vulnerabilities to critical 
irt.fra~~tructul'e as appropriate punuant to 
thfl CIT Act Un.lesa exigent 
clrc:umstances mquire otherw3se, any 
such W3l'Uings to the ganll!al public will 
b., S\lthmized by th~ Secrmary, Undox 
Secrata:ry for Pmparadnll~s, Ass!shJ!t 
Secretary fat cyber Security alld 
Talecommunica.tions, or Assistant 
Secretary fm: Xnfrastmctma Protection. 
Such exigent choumstances exlat only 
when approval of the Secretary, the 
Under Secretal'J for Proprrredne~s, 
Assistant Sam(,)tary for Cybe~ Security 
and Telecomnumicationu, or the 
Assistant Secretary lor Jnfrastructmo 
Protection cannot be oblainijd within a 
re~sonable time necessary to ls~u!lllH 
effective advism:y, ahrt, Ol waming. In 
issuing advisories, alerts and warniugt~, 
DHS shall cDll.sider the exigency of the 
~ituation, the extant of possible hann to 
the pubUc or to critical infrastructure, 
and tf,le necessary aC<~pe of the advisory 
or warning; and taka appropriate ectlom 
to protec! from disdosu1:e any 
information that is pwpdetary, bu~iness 
aenaitiva, rdatos specifically to, or 
might he used to ldenUfy, the 
submitting person or ~ntity, or any 
parson.s or entities on whose behalf the 
CU was submittBd, or Is not otherw:U:o 
appropriately in the pubUc domain. 
Depending on the exjgem:y of the 
ci<cumstancas, DHS may can~ult or 
cooperate with l.he submltter !n making 
such advisodes, nlurta or warnings. , 

(f) Disclosure fo:r law cnjorcemrmt 
purposac and oommunication with 
submitters: access by Congress, tf1e 
ComptroJler Genera!, and the lnspector 
General; and wMstieblower 
protcctiott,-{1] ExcepUon,q for 
disclosure.{!} PCIT shall not, without the 
written f!OnsBnt of the pm-•on or entity 
submitting ~uch information, h<> used or 



Federnl Register/VoL 71, No. 170/Friday, September :1, Z006/Rules and Regulations 52277 
IS' ~¢ t • ""- \liiULU!n -.: 'O!I'i:IBoi!!''S!IIrill"' 

disclosed fur pmposes other than the 
purposes nf tha en Act, except-

(A) Ill furtherance of an investigation 
or the prosecution of a criminal act by 
the Fede:ral gonmmant, or by a Statr:, 
local. or fomign govemman1, when such 
disclosute is coordinated by a Federal 
law enfcrrcamimt official; 

[B) To communicate with a 
submitting paraon or a.n aulliorh:ml 
parson on behalf of a submitting entity, 
about a. submittal of .i.nformBtion by that 
person or entity whan ;ruthoriznd to do 
so by the PCII Program Manuger or the 
l?CU Program Manager's da!lignae; or 

(G) When disclosure of the 
Information is mud;, by any officer or 
employee offua United StBtas-

(1) To either Houso of Congl'sss, or to 
tho extant of matter within itg 
jwisdiction, any committee or 
subcommittee thereof, any joint 
committee thereof or subcommittee of 
any such joint committee; or 

{2} To the Comptroller General, or any 
authori;>.ed representative ofth\l 
Comptroller General, in the course of 
the pm-formance of the dutie~ of the 
Govornment Annountability Offico. 

(ii} If any offic:er or employee of the 
Unitod States makas any disdosum 
pUl;suant to these exceptio:oa, 
contemporanauus writlen notification 
must be provided to DHS t.h:rough Ute 
PCIT Program Manager. · 

(2) Consistent with th<1 authority to 
dlscloso information for any of tho 
purposes of the (,'II A~;t, disclosure of 
PCU may be made, without the w:ritten 
c:onsent of the patson or entity 
submitting such information, til the DHS 
lnsper:tor General. 

(g) Responding lo .requests mode 
under the Freedom of Information Act 
or Slate, Joca1, Dnd trilml iflformotlon 
crccess laws. PCII shall bo heated as 
oxcmpt from disclosure undor tho 
Freedom ufloformation Acl and any 
State or local law requldng dlsdosu:m of 
records or information, Any Fadaral, 
State, local, or tr:\bal government agency 
with question~ mgarding the protection 
ofPCll from public rlisdosuro shell 
contact the PCU Program Manager, who 
shall in tum consult with the DHS 
Office ofths General Cou:u.sel. 

{h) Ex parte communications with 
decisiomnakins officiols. Pmsuaut to 
section 214(a)(1)(B) of ilia Homeland 
Security Act of 2002, PCills not subject 
lo any ~gam::y rules or judicial doctrin a 
tugarding ax parte camnumications with 
a declslonmaking offioia1. 

(i) Restriction on use of PCIJ in. civil 
actio11s. Puxsuant to sadion 2H(a)(l)(C) 
of the Homeland Sac:urity Act of 2002, 
PCTI Bhall not, without tha written 
conasnt uf tlm parson or entity 
submitting such information, be used 
directly by any Federal, State or local · 
!1\lthority, or by any thiTd party, in any 
civil action ari~i:ng under Fedoral, State, 
local, or tribal law. 

§ 29.9 lrwestlgalinn and reporlltlg of 
violation ol PCII procedures. 

(a) Reporting of possible violatim1s. 
Parsons authorized to have access to 
PCU shall report any suspected violation 
of security procedures, th~< loas or . 
rniaplace)nent of PCif, and any 
suspected unauthorized dbcloarna of 
PCI! immediately to the !'CII Prog;•am 
Manager or the PCII Program Manegar's 
designees, Suspectml violations may 
ulso be reported to thfl DHS Jn~pector 
GeneraL The PCU Program M.u:u1ger or 
the PCH Program Manager's cleslgnaes 
shall in tum raJJOrt the incident to the 
appropriate Secu:rity Office~ and to the 
DHS Inspector General. 

(h) R~;Jviaw and investigation of written 
roporl... The PCf( Ptogram Manager, or 
tha appn>priate Security Officar shall 
not!fy the OHS !nnpector General of 
theix intent to investigate any allegorJ. 
violation of procedu:ms, loae of 
information, aud/or unauthorized 
diadosuro, prior to lnltiatlng any such 
inv~sligation. Evidence of wrongdoing 
resulting from ony ouclt lnveatigatl.;m~ 
by agencies other than the DHS 
IOBpector General s.hilll be repoctod fo 
the Department of Juatica, Criminal 
Division, through the DRS Office of the 
Gener11l CounseL Tho DBS Inspector 
Genorul a!~o hM ~1\thor!ty t~ conduct 
suc.h in.vestigations, and shall report any 
evidence of wrongdoing to the 
Deparbnant of Justice, Criminal 
Division, fo1 consideration of 
prosem1tion. 

(i':) Notification to originator of PCII. If 
the PCI! l'rog:mm Manager or the 
appl'opl'iate Set.'u:rity Officer detenulmm 
that a loss of information or an 
unauthodzod disdo~ure has occurrad, 
the PClll'Eogrsm Managar or the PCU 
Progt•am Manager's designees shall 
notify the person o~ ulltity tlult 
submitted the PCH, unless providing 
such notification cmdd reasonably be 
expected to hamper the relevant 
investigation or adversely affect any 
otb.flr law onforr:emeut, national 
secudty, or homeland security intere~t. 

(d} CrimirHJl and administrative 
ponaltie~. (1) As established in sootlou 
214{f) of tlw Cli Act, whoever, bulng an 
officer Ol' omployea of the U.uitod StatP.s 
o~ of any departmr;mt or agency tltereof, 
knowingly publiahes, divulges, 
di~closas, -or makes known in rmy 
manna1' or to any extant not authodzad 
by lew, ony !nfonnation p<otectud from 
disclosure by Ute CIT Act coming to th<J 
officer or employee in the course of his 
or hllr omployment or nffir.ial d\ltlos or 
by reason of any ~xamlnation O\' 

iuvestlgntlon made by, or return, report, 
or record madll to or filed with, nuch 
dopart.msnt or agency n1; officer or 
employee thereof, shall ha fined undf!r 
tit1e111 of the United Stat~s Code, 
imprisoned not more than onG year, or 
both, and shall be removed from office 
or employment. 

(2} In addHion to the penalties set 
fortJ~ in paragraph {d)(l} of this 3ecHon, 
if the PGU Prog~am Manager doterrnines 
that an enUiy or person who has 
received PC!l has violated the 
provialons of thi8 Part o:r used PCII for 
au inappropriate purpose, the PCII 
P!'ogram Man~ger may diaquaH.fy that 
enHty or per~on from futura tecoipt of 
=y PCU qr fut11.1:0 receipt of any 
sensitive homeland security information 
undeuection 89Z of the Homeland 
Secw:ity Act, provided, bowovar, !.hat 
any sunh dt1cislon by the PC!l Program 
Manager may ba appealed to the Offke 
of the Under Secretary for Prepatedne~s. 

Mlcha!!l Chet'l<lff, 
Secretary, 
(FR Doc. OG-?378 Filr.d 8-31-oB 8:45 ~u1] 
BIUINU COD!' 0410-10-P 



do•~unJenl contains FC!l. lit accordance with the provisioos of 6 C.F.R. Part 29, it is exempt from mlcase: under the Fn:edom of 
Ill lnftmDifiti•~n Act (5 U.S,C, 552) end simile{ State and local disclo!!Ure laws. Unauthoriteri Je!ease ll11lJ rr::su!t !n erlmlnaland admJ:ulslrat.ive 

penalties.ll is Ia be safeguarded and disseminated in accordance wl!l11he Critical Infrastructure lnfonnation Act of 4002, 6 U.S. C. §§ 131 et 
seq., the implementing RegJJiatioQ at 6 C.F.R. hrt 29 and l'Cll Program requir.,men\s. 

By rnvicwing thill (:~ver sheet ami a!:>!:epting the- atl:'aehed PCll ;ron a:re agre,emg .11ot {Q dillclose it to other imlivi\h:mts without 
foUowJ.ng the iltcfRI requil'em;mts aud io !ll>iclc by the guidanl:il contained herein, Y ant f!t:J;:eptoo~ p:ro11iiles immet!latc ao:ess only 

to the attached PCU. 
lf you have nnl w:mp1eted Pcll user trruning, you are required to sood a reguest to wiihin 3-0 days of receipt 

tbill thE! included 

lndividnals eligibl~:> to access the all ached. PCIJ must be Fed em!, Stntc or lac a lg<:>vetmnent employees or contractor:; ~nd mus\ meet 
the following :requirements: 
Assigned to homelaud security duties relnted to this criticul infrastructure; and 

Demonslrutc a valid need-to-know, 
'l'lle recipient must oomp1y wUll ille reqniremBirl!S .&tated in the Critical Inftn~tructure Jntonnatlon Act of 1.002 funnii at 6 
U.S.C. § 1311f:t llild tbe at 6 C.F.R. Part 1,9. 

Storage: When not in your possession, store in a secuteenvironml!nt such as h1 a locked desk drawer or locked conUI.ine.r.Dllnot 
l~ve lhU; document nnauended. 
Trausm.ission: you may Lransmit rcn by the f<,'liOWUlg melll'lS tn RPI cligible individual who JUCoe(S the acc;CS!; requirements listed 
abov~. Jn aU cases, the recipi~nt !litiS! accept the term& of the Nou-Disclosure A groement before b~ing giver~ access to PCIL 

H!lnd lJdiYery: Authorized indiv1dwlls mEJ.y hand carry ITUlkrialas long ll& acGess to the mntorial is controlled while in trnnsil 
E1mill: Encryption should be u~crl. Howover, when tltis is lmpraclical or unavailRb!e you may transmil PCTI over rcgu!B.l" email 
channels. lf encryption is nol available, send PCII as a password protected atlllchm:::nt and provide llie password unrler separate 
cover. Do not sand PCU to perrolllll, non-cmploynwnt related cmoll accou:nts. Whenevel' the rec iplent forwMds or 
disseminates PCIJ via email, pl~ce that infomJation in an attachment. 
Mt.UJ: USPS F':m;t Class lllilil or commercial equiv~lent. Place in nn opagoc envelope or container, suffir.:iently sealed to prevent 
i nadv<:rient opening and to show evidence of tamp~:dng, and then placed ln a second envelope that has no mrtrking on it to 
identify Um contents as PCll. Envelope Qt con1~lner must be»r !he coroplet.e: ll<UHP >mil address of the sender md addresste. 
Etlvelope. wm have no outer markings 1hat inoil!llte the contents are PCl1 and must bear the following below llle retmn addt"CSS! 
··poSTMASTER" DO NOT FORWARD. lU!:TURN 'l'O. SENDER." Adhere to the afmentelltioned requir~roents for 
interoffice m~U. 

Fa;-,:: You =encouraged, but not required, to ll$e a secure fax, W"lwn &etuling via oon·Socure fax, coordinate with !he recipient lo 
enSI)J"e that the faxed materials wiH not be left un!l.Uc11ded or &ubjocli;d to unauthorized disclosure on the receiving end. 
Telapbo~e: Y m1are encouraged to use a Secure 'l'olephorte Unl!JEquipment. Use ~ellulitr phonea only in erigent circqrnstance3, 
Reprodw:tlon; Eu~ur-e that a copy of this sheet is tlu: fust page of all rcprodll(::tions r,ontaJnlngPCU. ClMr copy machine 
malfunctions and Cl'lSllre all papt>r patb:l ru-e che:d(l;ld f<:>r PCIL Destroy aU unusable pages lmmediately. 
nesaruclion: Destroy (I.e., shred m bum) this docmn\lnt when no longer needed. for hptops o:r CPUs, delele file and empty 
recycle bln. 

You may \lso PCH to creatn a work product. 'l'he product must no! reveal any infonn~Uon th~t: 

Is propriel:ll.rJ, bu&i;:n:, .. <;S mmsitive, or lrnde Sl'.or~t; 
Relates ~pecitlcaUy to, or Mentififll; lhc submitting person or ontlty (explicitly or Implicitly); and 

Mnrk ='1 newly created documcnl COil1atning PCII with ''Protected Cdlical Irrfmsl!ucture lr:lib:rmation" on the top and botwm of 
each page that cootains PCH. Mark "(PCII)" beside each. paragraph con!JJ.ining PCII. P1ace a copy of this page ovet an newly 
created documents containing PCf!. The f'Cll Tracking Nu.mbct($) of the source do~ument(s) mml be include-d on the dc.rlvativcly 
~aled document in !he form oJ an end11ot(l, · • 
For JID)re informa!i&n about deh'ivath•e products, l>ile UJ., PCIT Work Prolilllcls Guide o:w BJwmk wlih your l"Cll Officex, 



EXHIBIT F 
2010 BUFFER ZONE PROTECTION PROGRAM REIMBURSEMENT FORM 

AWARD-NUMBER: 2010-BF-T0-0020 

PERFORMANCE PERIOD: 6/1/10- 2/28/13 

Chief Executive Offke/County Disaster Administrative Te<~m 

COUNTY OF LOS ANGElES 

lh~nk ym1 for participating in the Buffer Zone Protection Program. In order to cornplete your claim, please follow the checklist on the first 
tab of this workbook and attach the required supporting dot1Jments for alii terns for which you are requesting reimbursement. 

Please submit Invoices as soon as expenses are incurred aficJ the required invoice ami other supporting documentaffon Is oval/(1b/e. Do 

NO! accumulate and submit aU daims and invoices pn the final due d~te. Failure to submit your claim in a timely manner with the required 
supporting documents wuld result in unreimburseabte expenses and/or reallocated aw.::.rds. 

DArE TAXPAY!'R 1011 

------·~··~-------· '"] 
---- MI\KE CHEm'"'S-cei'A-ccY-ccAB'""'L'ET=:D:-:-----------~~---~· .......... ~. 

Mi\lllNG ADDRESS 

L 
Cll"Y, ZJP 

[_ ..... =--. ·~-·····~--~] 
PHOIIIE 

c-~=,~_j 
AUTHORIZED SIGNA Tli~E 

Under f'ermlty of ?erj"ry I certify tltat: 
-I am the dvly <~Vthori1~d officer of lhe daimant heret~. 
-\his d i:'im is in alt respect true~ -c.:o(tect~ and all expendltur~l wen;! mt~d:e In .:tccord~nce 

w!th applicable bw;r;, ru!e.s~ r~gulatkms anP p;t811t comJitian;; illld m-s.ur;:~nc~. 

----~~-- ·----~~~-----~ 

~-] 

c-=-~ ~---~-~ 
AUTHOlltZEO SIGN~ri NAME ITii' 

Ple~se fax or e-m~!l reimbursement req(Je~ts to: 
Norm Braverman Fax (213) 687-3765 
E-Mail:11br<1vemwn@cro:o.lacounty.gov 
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