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Introducing Altaro Hyper-V Backup

{) Altaro Hyper-¥ Backup

HYPER-V Backup

1S[=] E3

~ LTARO

- Your Backup Drive iz connected v Last Backup aon 31 Jan 2012 at 15:09

Click hera to sstup a Mirored Backup Drive...

L& Refrezh status Mo backup schedulad

ﬁ Dashboard
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%) Advanced Restore Options
% Import Backup from another Host

File Level Restore

@. Fire Crill

B, HVH3A
3.{ Current Mode (Master Contraller)  Seiected s will be backed yp Click here to configure. .

A, hun3-2
ig Altaro Agent detected and active  Selected Vs will be backed ap  Click here to configure...

4., hun3-3
3.% Altaro Agent detected and active  Seiected Vs will be backed up Click here to configure

_jl Reports
(-} Backup History

L2} Restore History

Updated node status st 12:43 PM
Refresh node status now

@ About Alaro Hyper Backup | 4 License Key 7 Suppart J User Guide 30470

Main features in Altaro Hyper-V Backup:

Hot Backups - MS VSS Integration

Back up live VMs with zero downtime by leveraging the Microsoft VSS Hyper-V Writer.
Restore Clones

Restore VMs to the same Hyper-V Host but with a different name.
Restore to different Hyper-V host

Restore an individual or a group of VMs to a different Hyper-V Host.
ReverseDelta Incremental Backup

Incremental Backup Technology for hyper-speed efficiency.
File Level Restore

Mount backed up VHDs and restore files without having to restore a whole Virtual Machine.
Backs up Hyper-V clusters

Cluster support for larger installations.

Backup schedules



Set different backup schedules for different VMs.

- Restore different versions

Restore from multiple points in time rather than 'the most recent backup’
- Supports Microsoft Hyper-V Server (Core)

Works with the free Microsoft S Hyper-V Server (Core).

- FireDrill Restore Tests

Build a plan to make sure that in case of disaster you're fully covered.

- Backs up Hyper-V Snapshots

If your VMs have snapshots than you can back up the snapshots as well.

Different Editions

Free Edition

Back up 2 Hyper-V Guest VMs per Hyper-V Host Yes
Store up to 4 weeks of old versions Yes
Restore as clone. No
Restore backups from different hosts No
File Level Restore No
Backs up VMs on Hyper-V Cluster (Full CSV Support) No

Standard Edition

Back up 5 Hyper-V Guest VMs per Hyper-V Host Yes
No limit on number of old versions stored Yes
Restore as clone Yes
Restore backups from different hosts Yes
File Level Restore Yes
Backs up VMs on Hyper-V Cluster (Full CSV Support) No

Unlimited Edition

Back up unlimited Hyper-V Guest VMs per Hyper-V Host Yes
No limit on number of old versions stored Yes
Restore as clone Yes
Restore backups from different hosts Yes
File Level Restore Yes

Backs up VMs on Hyper-V Cluster (Full CSV Support) Yes



Getting Started

System Requirements
Supported Backup Destinations
Contacting Technical Support

System requirements
Supported Host Operating Systems:

Windows 2008 R2 (all editions)
Windows 2008 R2 SP1
Windows Hyper-V Sener R2 (core installation)

Please note that Altaro Hyper-V Backup needs to be installed on the Hyper-V Host (not within the guest).

Reqguired Specifications:

128 MB RAM
100 MB Hard Disk Space (for Altaro Hyper-V Backup Program and Settings files)
MS .NET Framework 2.0

Supported Backup Destinations

Altaro Hyper-V Backup supports backing up to:

USB External Drives

eSata External Drives

USB Flash Drives

Fileserver Network Shares using UNC Paths

NAS devices (Network Attached Storage) using UNC Paths

PC Internal Hard Drives (recommended only for evaluation purposes)
RDX Cartridges

Contacting Technical Support
Email Support

Contact us via email - we will reply within 24 hours (business hours and weekdays)..

You can contact us via email on support@altaro.com.

Check our Online Community Forum

Find answers to most common questions, suggest new feature ideas and see how other users are making
use of our software.

Access the Online Community Forum here: http://community.altaro.com



mailto:support@altaro.com
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Installing & Uninstalling

Installing Altaro Hyper-V Backup
Entering the License Key
Checking which version is installed
Upgrading to a new build
Uninstalling Altaro Hyper-V Backup

Installing Altaro Hyper-V Backup

If you do not have a copy of the installer for Altaro Hyper-V Backup please obtain a copy from ww.altaro.
com before following this tutorial.

1. Launch the downloaded file: altarohypervbackupsetup.exe. On certain Operating Systems you
may receive a warning informing you that certain downloads may be unsafe. Altaro Hyper-V
Backup is signed using Altaro's digital signature and therefore this warning can be ignored.

2. Next you will be presented with the welcome screen of the installer. Simply click [Next].

i Altaro Hyper-VBackupSetwp_________________________ MEE)|
HYPER-V

Backup

Welcome to the Altaro Hyper-V Backup
Setup Wizard

The Setup Wizard will install Altaro Hyper-Y Backup on wour
computer, Click Mext to continue or Cancel ko exit the Setup
Wizard.

~ LTARO

Back

Cancel |

3. You will now see the End User License Agreement into which you will enter with Altaro Ltd. Please
read through the agreement and check the “l Accept...” checkbox. Once you have agreed to the
terms and conditions in the EULA you can press [NEXT].


http://www.altaro.com
http://www.altaro.com

ii-E‘ Altaro Hyper-¥ Backup Setup
End-User License Agreement
Please read the Following license agreement carefully

END USER LICENSE AGREEMENT i’

IMPORTANT! READ CAREFULLY.
THE FOLLOWING IS A LEGALLY BINDING AGREEMENT.

BEFORE YOU CHOOSE THE "l ACCERPT" BUTTOM AT THE BOTTOM
OF THIS WINMDOWY, CAREFULLY READ EACH PROWISION OF THIS
AGREEMENT. BY CLICKING OM THE "l ACCEPT" BUTTOR YOLI
WARRANT AND REPRESENT THAT:

(=1

W 1 accept the terms in the License Agresment!

Print Back. I = I Cancel |

4, At this point you will be prompted for the Destination Folder of the installation. In most normal
cases you should leave the installation path as default. Altaro Hyper-V Backup will be installed

within your Program Files folder.

fi? Altaro Hyper-¥ Backup Setup I =] l
Destination Folder
Click Mext to install ko the default Folder or click Change to choose another.

Install Altara Hyper-Y Backup ko

IC:'I,F‘ru:ugram Filestalkarolaltaro Hyper-Y Backuph,

Change. .. |

Cancel |

Back.




5. Next you will see a screen asking you for confirmation to install. Please press [Install].

i%‘a Altaro Hyper-¥ Backup Setup [_]C] |

Ready to install Altaro Hyper-¥ Backup g

Click. Install to begin the installation. Click Back to review or change any of wour
installation settings, Click Cancel to exit the wizard,

6. At this point the installation will begin. You will be presented with a progress bar updating you with
the progress of the installation. Installation should only take a few seconds. Please note that if
you have UAC enabled on the Server then a UAC prompt may be displayed. Please click
allow for the installation to complete. UAC is required for the following reasons:

Files are being copied to the Program Files Folder.

A Windows Senice is being installed.

7. Once the installation is done you will be presented with the successful installation screen. A
checkbox is displayed and checked by default indicating whether the Management Console
should be launched automatically.



i'-E‘ Altaro Hyper-¥ Backup Setup |

HYPER-V

Backup

Altaro Hyper-V¥ Backup has
been installed successfully

Click the Finish button to exit the Setup Wizard and dlick on
the deskkop ican bo begin,

¥ Launch Management Consale

~ LTARO

= Bach

Zancel |

Should a screen informing you that the installation has failed appear please contact support.

8. Finally the Altaro Hyper-V Backup Management Console will appear. Please click here for a
tutorial on configuring your Backup Profile.

Entering the License Key

Once you order Altaro Hyper-V Backup you will receive an email containing your unique License Key. The
License Key is a block of letters.

To enter your license key please follow these steps:
1. Launch the Altaro Hyper-V Backup Management Console.

2. Click 'Enter your License Key..." from the bottom menu:

—

& About Altaro Hpper Backup T 22 Licenze Key 7% Suppark

OR you may click on 'Click here to get License Key' from the dashboard screen.



Your Backup Drive i connected v Last Backup Yesterday at 16:14

Click here to zetup a 2nd Backup Drive...

L_/j Befresh status No backup scheduled
y./
| 1y Your trial version will expire in 10 days Click here to get & License Key... |
Backup Drive Status | Show Backup Size £ Wk Total Backup Size /Day | &l Hyper-w Guests * Total Backup Size / Day «
11.75G8
11.5G8
Oither Backup 11.25G8
155 860 10.6GB 11GB

3. Next the license key window will appear as shown below.

{_) altaro Hyper-¥ Backup License Key

HYPER-V Backup

Your License Key is listed below
'ou may change your License Key by copying and pasting a new one below,

E ach license key activation iz logged through a call to our Web Service. Mo personal infarmation
iz logged. | pou do not have an intermet connection pou can sl enter pour icenze key and the
activation will be logoed later.

Paste. .. Load Licenze Key File...

Buy a new Licensze Key | Werify License Key | Cancel ||

4. Now open the email that contains your License Key. Once you select the License Key, right-click on it
and select Copy.

5. Go back to the License Key window, right-click on the white text box and select Paste.

6. Click the button [Verify License Key] to verify your License Key. Once \erified the window will change
to confirm that the License Key was accepted by thanking you for purchasing the product.



Additional Steps when running under a Hyper-V Cluster Environment:

If a Cluster Environment is detected, then in the steps abowe, instead of the [Verify License Key] button you
will see a [Choose Nodes...] button. This button will bring up the following Window which facilitates the
licensing of each Node in the cluster.

Simply use the checkboxes in the list to identify which Nodes you would like to license. The number of
Nodes allowed is dependent on the number of activations allowed by the License Key.

{_ Altaro Hyper-¥ Backup License Keys | x|

HYPER-V Backuo ~ LTARO

Licen=se key valid for 1 node (Can be used for 1 additional node)

Enter License Key Here

Select which Modes to license | License Statuz |
O QEI-WHEJ Licensad waing different Licenss Kely
O g;}jhwﬂ-z Licensad waing different Licenss Kely
O N hhm3-3 Licenasd Maing different Licenss Kew

Each licenze key activation iz logged through a call to ourweb Service. Mo perzonal information iz logged. | wou do not hawve
an internet connection you can zhll enter your icenze key and the activation will be logged later.

Licenze Selected Nodes Cancel |

Checking which version is installed

Checking which version of Altaro Hyper-V Backup is installed is easy. Simply launch the Management
Console by clicking on the Altaro Hyper-V Backup Start Menu item and check for the version number at
the bottom right hand side of the Window.



# Yesterday at 16:14: Mo changes. (Duration: 10 seconds)
w “Westerday at 15:59: Mo changes. (Duration: & seconds)
# “esterday at 15:59 Mo changes. (Duration: 5 seconds)
& “esterday at 15:59 Mo changes. (Duration: 3 seconds)
& + 7 oider backups..

| User Guide 20870

In the example above version 2.0.67 is installed.

Upgrading to a new build

To upgrade Altaro Hyper-V Backup please follow the following three steps:
1. Exit the Altaro Hyper-V Backup Management Console from the top right control box.

2. Download the latest version of Altaro Hyper-V Backup from www.altaro.com. You can download the
evaluation version and your license key information will be transferred to the new version.

3. Launch the installer and follow the Installing Altaro Hyper-V Backup.

Your old backup settings, backup history and license key information will be migrated to the new
version.

Important Note: The only difference between a first time installation and an upgrade is that the
management console must be closed before attempting to upgrade. If the installer detects that the
management console is running then you will be prompted to close it with the following dialog box.

ji Altaro Hyper-¥ Backup Setup X]

Files in Use

Some files that need to be updated are currently in use.

The Following applications are using files that need ko be updated by Ehis setup, %ou can let
Setup Wizard close them and attempt to restart them or reboot the machine later.

Alkaro Hyper-Y Backup

f+ Close the applications and attempt o restart them,

i~ Do not close applications, A reboot will be required.

Cancel |



http://www.altaro.com

Uninstalling Altaro Hyper-V Backup

Important Note: Uninstalling Altaro Hyper-V Backup will only remove the software from your Sener. Any
backup data and settings created during usage of the application will be left on the Server and Backup Drive.
This is important in case you need to restore data in the future.

Method 1: Using the Uninstall a program feature under the Windows Control Panel

1. Click Start, then on Settings, then click Control Panel.

2. In Control Panel select [Uninstall a program].

3. Once the window opens up you'l see a listing of the programs you have installed on your
computer.

4, Highlight Altaro Hyper-V Backup and click [Remove] or [Uninstall].

5. The program will begin to uninstall and will ask you for confirmation.

6. When the uninstall is completed you'll notice that it is no longer \isible in the program list.

7. Close the dialog, and close the Control Panel.

Method 2: Using the original Altaro Hyper-V Backup installer

1. Launch the original installer: altarohypervbackupsetup.exe. On certain Operating Systems you
may receive a warning informing you that certain downloads may be unsafe. Our software is
signed using Altaro's digital signature and therefore this warning can be ignored.

2. Next you will be presented with the welcome screen of the installer. Simply click [Next].



i Altaro Hyper-V Backup Setwp _________________________ MEEK|
HYPER-V

Backup

Welcome to the Altaro Hyper- Backup
Setup Wizard

The Setup Wizard will install Albaro Hyper-Y Backup an wour
computer, Click Mext to continue or Cancel ko exit the Setup
Wizard,

~ LTARO

Bark:

Cancel |

3. You will now see a screen with three options. At this point please choose the [Remowe] option.

i%‘a Altaro Hyper-¥ Backup Setup

Change, repair, or remoye installation

Select the operation you wish ko perfarm.

Change |

alkaro Hyper-Y Backup has no independently selectable features.,

Repair I

Repairs errars in the maost recent inskallation by Fixing missing and corrupk
files, sharkouks, and registry entries,

Remove

Removes Altaro Hyper-Y Backup From your computer,

Back. (= Zancel

4. You will now be prompted with a confirmation to remowve Altaro Hyper-V Backup. Please choose



[Remowe] again.

i'é'a Altaro Hyper-¥ Backup Setup Hi=

Ready to remove Altaro Hyper-¥ Backup

Click Remove ko remove Altaro Hyper-Y Backup From vour computer, Click Back to review
ar change any of yaur inskallation setkings, Click Cancel ko exit the wizard,

5. Ifthe Hyper-V Backup Management Console is running you will be prompted to close it. Please
close it and proceed.



i Altaro Hyper-¥ Backup Setup

Files in Use

Some files that need to be updated are currently in use.

The following applications are using files that need ko be updated by this setup. ¥ou can let
Setup Wizard close them and attempt to restark them or reboot the machine later,

Alkaro Hyper-Y Backup

{* lose the applications and attempt to restart them.

{~ Do not close applications. & reboat will be required.

Zancel |

6. The uninstall progress will be displayed now. This should only take a few seconds.

i'é'a Altaro Hyper-¥ Backup Setup

Removing Altaro Hyper-¥ Backup

Please wait while the Setup Wizard removes alkaro Hyper-Y Backup,

Stakus: Skopping services

Back B[

7. Once Hyper-V Backup has been removed completely from your Sener you will be presented with



the following screen.

i'é'a Altaro Hyper-¥ Backup Setup

HYPER-V

Backup

Your changes to Altaro
Hyper-¥ Backup have been
applied successfully

Click the Finish button to exit the Setup Wizard,

~ LTARO

= Back

Should a screen informing you that the changes hawe failed appear please contact support.

Restart Backup From Scratch

To start backing up again from scratch you can simply use the "Discard Current Backup Profile" feature in
the Altaro Hyper-V Backup Service Controller. You can learn how to access the senice controller here.

Discard Current Backup Profile: This tab allows the user to discard the current backup profile and start a
new one. Once the old backup profile is discarded, Hyper-V Backup can be reconfigured using the
Management Console as described here.



{_) Altaro Hyper-¥ Backup Service Controller [_ ] %
File:

|' Start / Stop Backup Service | Discard Current Backup Profile | Switch to Secondary Backup Drive |

By dizcarding vour current backup profile a new one will be created allowing you
to reconfigure your backup settingz. The ald backup files will remain stared on
wour backup drive to allow you to restore them in the future.

Digzard Current Backup Profile

Are you sure you would like to discard this backup profile?

By discarding wour current backup profile a new one will be

l & created allowing you bo reconfigure your backop settings, The old
backup files will remain stored on vour backup drive ko allow vou to
restore them in the future.,

K I Cancel




Configuration - Quick Start

Installing Altaro Hyper-V Backup in a Cluster CSV Environment

Instructions for setting up Altaro Hyper-V Backup within a Cluster Environment

Altaro Hyper-V Backup First Run

On first launch the Altaro Hyper-V Backup Evaluation mode will be enabled and you will be presented with
the following dialog:

HYPER-V sackup

Thank you for installing Altaro Hyper-V Backup!

You will now begin running a fully featured 30 day trial of Altaro Hyper-Y Backup
Unlimited Edition.

After 30 days the Unlimited Edition trial version will expire and switch to the
free Express Edition.

You may upgrade to a paid version at any time by entering your License Key.

Get Started

At any point during the evaluation you will be able to enter a License Key to activate a Hyper-V Backup
Edition. If you choose not to purchase the software then you can activate the free Express Edition at the
end of the Evaluation period. Read instructions on entering your license key here.

The first time that you run Altaro Hyper-V Backup the Management Console will launch into a special
configuration mode. This will help you to:

1. Select which Hyper-V Guest VMs you would like to backup. Read instructions here.
2. Select which Backup Drive to backup to. Read instructions here.
3. Enable and disable backup and restore notifications. Read instructions here.



() Altaro Hyper-¥ Backup

HYPER-V Backupo =~ LTARO
I-' :'l Click here to setup & Backup Drive.. O First Backup iz still pending
Click here to setup & 2nd Backup Drive... :
|._/j Refresh status No backup scheduled

@ Dashboard

| @ Setup 1/3: Use the checkboxes to select which Hyper-V Guest YMs to add to your Backup Plan |

% Configure Virtual Machines Select &ll Select Nune]
4 Mame I
® O _:i Exchange Server
) Step 2: Select a Backup Drive O & SOL Server
O = Testwindows 7 Machine
@ Step 3: Setup Notifications O 3 webServer 1

O 3 webSeve 2

=N

g #l Backup / Restore Guest VMs

Y) Advanced Restore Options
%, Import Backup from another Host

File Level Restore

@ Fire Dril

_g_) Reports

() Badkup History

() Restore History

GotaStep 2 of Setup... > Save Changes | 36 Discad Changes

@ About Altara Hyper Backup | 2 License Key 2 Support J Uszer Guide

Opening the Management Console

The Management Console is opened automatically after you first install Altaro Hyper-V Backup.

After this you can launch it easily using one of the following methods:

Clicking on the Altaro Hyper-V Backup item within the "Start Menu > All Programs > Altaro" group.

Launching "Altaro Hyper-V Backup.exe" application from the install location. By default this is "C:
\Program Files\Altaro\Altaro Hyper-V Backup".

Enter the command STARTALTARO into a command prompt window. This may not work immediately

after first install until you log out and in to the Sener due to the Environment Variables not being
refreshed.

If the Management Console is already running in the background simply double click on the Altaro
Hyper-V Backup System Tray icon.

Choosing VMs to back up

To select which Hyper-V Guest VMs to backup simply open the Management Console and select the
option [Select Hyper-V Guest VMs] from the left hand side main menu.

Read instructions on how to open the Management Console here.



Dashboard

@ Select Hyper-Y Guest WMs
Y Select a Backup Drive
(-} setup a Backup Schedule

ﬂ Setup Mokifications

e 1

i’;j Backup / Restore Guest ¥Ms
A

%9 Advanced Restore Options
%%, Import Backup From another Hosk

File Level Restore
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Once you select "Step 1" you will be presented with the following panel:



‘ 6 Use the checkboxes to select which Hyper-¥ Guest YMs to add to your Backup Plan

Virtual Machines ﬂ Free Up Disk Space - Select Al Select Mone

Mame I Clugter Mode -

O 3 withOutOS [test switch 2] FIFT*SEVEM

O _a WithOutOS [test restore to prog files) FIFTYSEVEM

O ;i WAithOwtOS [Test after switch) FIFTYSEVEM

O 3 withOut0S [(25-05-2011 09kd1 m32 Clone) FIFTSEVEM

O 3 withOutOS [25-05-2011 09kd1 m32 Clone) FIFTSEVEM

O 3 withOut0S [25-05-2011 09hd1 m32 Clone) FIFTSEVEM

O 3 withOut0S [23-05-2011 17h00m25 Clone TEST ML) FIFTSEVEM

O 3 windows 7vM FIFTYSEVEM b

Save Changes . Dizcard Changes

2. Simply use the checkboxes to select which Hyper-V Guest VMs you would like to add to your
backup plan.

- You can return to this screen at any time to add / remove Hyper-V Guest VMs.

- The selected VMs will not be backed up automatically until you setup a backup schedule
or take a manual backup.

- Hyper-V Guests that have been deleted from the Hyper-V Host but have already been
backed up will continue to show up in this list.

3. Once the selections have been made simply click on [Save Changes] to update your backup plan.

Selecting VMs on another Node within the Cluster:

If you wish to select VMs for backup which are currently hosted upon another Node within the cluster, you
simply select them using the same steps abowve. The user interface will be a bit different within a cluster
environment and you can read further instructions here.

You must hawe first configured Altaro Hyper-V correctly for Cluster Support as explained here.

Selecting Backup Drive

To select a drive or network path as your backup destination, open the Management Console and select
the option [Select a Backup Drive] from the left hand side menu.

Read instructions on how to open the Management Console here.
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Once you select "Step 2" you will be presented with the following panel:



| 6 Use the buttons below to select a Primary Backup Drive. A Mirror Backup Drive is optional.

Frimary Backup Drives (&) | -Backup Dirive Miroring ™ |

'—‘..}1 Primary Backup Drive
HNo Drive Selected

Select Backup Drive. ..

[" Enable Multiple Backup Drive Swapping Learn biore. .
Muttiple Drive Swapping allovws you to configure & list of hackup drives which are sarted by priority.
The connected drive with highest priority st any time will be toggled as your backup drive.

2. Simply use the [Select Backup Drive...] and [Select Mirror Backup Drive...] buttons to select your
backup drives.

- For instructions on configuring a backup drive click here.
- For instructions on configuring a mirror backup drive click here.
- For instructions on backing up to UNC network paths click here.

3. Once the selections have been made there is no need to click save as changes are sawed
automatically.

Selecting a Backup Drive within a Cluster Environment:

An additional step is required to share the backup drive with any Altaro Agents upon other nodes as
explained here.

Scheduling VM Backups

To schedule automatic backups for the selected VMs you need to create a number of Schedule Groups and
add the VMs to them. To do this simply open the Management Console and select the option [Setup a
Backup Schedule] from the left hand side main menu.

Read instructions on how to open the Management Console here.




{:E’ Dashboard

‘ 6 Drag and drop Guest ¥Ms from the left to the right to configure a backup schedule.

% Configure Guest VMs Selected for Backup Schedule Groups @ A Mew Schedule Group
Guest Wi
I-i;'l Select Hyper-i Guest Vs (3% New Vittual Machine I Default Schedule Group 2 Edit Delete W Enabled
B eahupDrve (% Win7NoCluster [RDELTATEST) (0. = Eedupen e et ZEHID
{2} Setup a Backup Schedule h & Tomoioe o 23040
\2 Sundlay, Jan & ar 2300

@ Setup Motfications o Saidiay, Jan 14 ar 2300

d 2 Backup / Restore Guest ¥Ms Default Schedule Group 1 Ecit Delete | Enabled

(2) Backup on Waskdays a1 01:00

%) Advanced Restore Dptions \& Monday. Jan 8 ar 0760
\i Tuesday, Jan T0.ar 0700
2
%, Import Backup from another Host \ Weohesoay, Jan T7ar 0700

File Level Restore

Default Backup Schedule Groups

If you have not yet created any backup schedule groups then two default groups will be created for you.
These default groups can be used as they are, edited or deleted. In any case when the default groups are
created you will be notified by the following Dialog prompt.

Default Schedule Groups Created | x| |

@CE You have not yet created a backup schedule, Two default
'-. | schedule groups have been created automatically, You can
= choose to edit these schedule groups and then add Guest YMs to
them by dragging and dropping ¥Ms from the left to the right,

Adding a VM to a Schedule Group

Guest VM= Selected for Backup Schedule Groups

Guest Wi I
Gz Mew Virtual M achine
(g WinsMoCluster [RDELTATEST](0...

Default Schedule Group 2

5 Mew Virtual Machine
W2 Tomonroee ar 23040

W2 Sunday, Jan & ar 23300
W2 SarurdEy, Jan T4 ar 2300

Simply drag a VM (or multiple VMs) from the left hand side panel to the right hand side panel to add it to a
Schedule Group. Once the VM is added it will be listed within the Schedule Group panel to indicate that it
has been added successfully.

A single VM can be added to multiple schedule groups and a single schedule group can contain multiple
VMs.

You must press [Save Changes] at the bottom of the screen to commit changes.

Removing a VM from a Schedule Group




| W Remaowe ¥M From this Schedule Group ]
|

To remove a VM from a schedule group simply right-click on the VM in the group's VM list and choose
"Remove VM from this Schedule Group”. The VM can be re-added at any time in the future.

You must press [Save Changes] at the bottom of the screen to commit changes.

Editing / deleting / disabling Schedule Groups

Default Schedule Group 2 Edit DCelete v Enabled
() Backup on Weekends at 23:00 I |

2 Mew Virtual Machine
WA Tomowroey aF 231000

WA Suno@y Jan & ar 23100
VA Sarunday, Jan T ar 2300

At the top left of each schedule group are three buttons:

- Edit - change the schedule group backup schedule.

- Delete - discard the schedule group. Any VMs belonging to it will be unassigned from it first.

- Enabled [y/n] - choose whether the group is active or has been disabled. Backups will not take place for
disabled schedule groups.

You must press [Save Changes] at the bottom of the screen to commit changes.

Create a Schedule Group

To create a new schedule group click on the "Add New Schedule Group" button. You will be presented by a
Window which will prompt you for the schedule group settings.

Group Label: a name given to the group to help you to identify it. This name is simply used for the user to
identify the group easily.

Recurrence Pattern: whether you would like to configure a weekly or monthly reccurrence.

Backup Times / Options: settings to specify the backup times / days




{) Schedule Group E

Backup Schedule Group:

WWith a Schedule Group you can configure a set of backup times when a group of Yirtual Machines will be backed up.
The Virtual Machines configured in & Schedula Group will be backed up sequentially at one of the scheduled times,
Yirtual Machines can be added to this group once these settings are configured.

Group Label:
-
= I
5 |
ut Recurrence Patterr: _L-}:I Addd Mewy Schedule Group
iy & weekly  Monthly
; Edit Delete | Enshled
% Backup Times:

m
f=N
=

Delete [ Enabled

@ Add Backup Time |

Backup Schedule Calculator:

The Backup Schedule Calculator will shaw pou the list of times / dates when the Yitual Machines: azsigned ta thiz
Schedule Group will be backed up.

The times / dates are calculated based on the settings configured in thiz dialog.

(2} RunBackup Schedule Calculator

Save Cancel

Weekly Recurrence

1. Select the weekly radio button.
2. Click "Add Backup Time" to add a new backup time entry to the list.
3. Configure multiple backup times. eg. 10am on Mon, Tue and Friday.

4. These backup times will be repeated on a weekly basis.

Recurence Pattern:
0 wieekly i Maonthly

FMFMTVMwWwMTVMFMsV;: ®
FMFEFTNVNwWwFEITFVMFF:sV: ¥
oo HPFPMFTFWwREIFNFFsFs ¥

o Add Backup Time




Monthly Recurrence

1. Select the monthly radio button.
2. Choose whether you wish the backup to take place on the:
- Xth day of every month. eg: 10th day of every month.

- The Xth day of week of every month. eg: 2nd Wed of every month.
Recurrence Pattern:
i wWeekly £ Monthly

Bac g

i Day |1 3: of every Month at IEIEI:EIEI 3:
= The IFirst j j of every Manth at IEIEI:EIEI 3:

b onda

Wednesday
Thurzday
Friday
Saturday
Sunday

Run the Backup Schedule Calculator before saving changes

You can \erify the abowve settings by simulating the next 25 backup times. To do this click on [Run Backup
Schedule Calculator] and you will see a list of the next 25 backup times.

{_) Guest ¥M - Backup Schedule Overview

Schedule Ouverview:

The list below displays the times and dates whe
These times are hased configured schedule sel
Backup Schedule Calculator:

] fonly the next 25 backup times are shown
The Backup Schedule Calculatar will zhaw you t

Schedule Group will be backed up. () The 1zt Tuesday of evemn Month at 10:00

The tmes / dates are caloulated bazed an the se ,-- Tuesday, Fab 7 af 70:00

) Run Backup Schedule Calculator ﬂ:‘ ;ﬁﬁﬁ if;:::g;g
,.-' Fuegdaw, Mar T af 18000
o Fuesdap Jur 5 af 100
o Tuesdap Juf 3 af 1800

,.-' Fuegday, Awg 7 af 1800
,.-' Fuegday, Sap  af 1000
o Fuesdap, Ocf 2 af 7000
Vo Frgaedar a8 aF 100




Conclusion

Once the Backup Schedule has been set you will notice that the schedule label in the Backup / Restore
screen has changed.

In the case of a VM with no backup schedule set you will see:

- - Weh Server 2

g.f: Manual backups only 1y Mo Backups Taken

In the case of a VM where a backup schedule has been configured you will see:

- Weh Server 1
r = 1
é/ Backup onWeekdays at 10000 Uy Mo Backups Taken | Mext backup in 65hrs S1m

Enabling Notifications

To select which notifications to receive simply open the Management Console and select the option
[Setup Notifications] from the left hand side main menu.

Read instructions on how to open the Management Console here.

{‘ﬁ-a’ Dashboard

% Configure
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1. Once you select "Setup Notifications" you will be presented with the following panel:

| 6 Configure the notification settings and mail server detailz below to receive alerts.

Notification Settings

Event Log Matifications Email Maotification Settings |

[T Addan entry ta the Event Log for Successful Backups
[T Addan entry ta the Event Log for Backups with skipped fles
[T Add an entry ta the Event Log for Failed Backups

[T Addan entry ta the Event Log for completed restore operations

Save Changes ¥ Dizcard Changes

2. Simply use the checkboxes to select which notifications you would like to receive.

- To learn how to configure Event Log notifications click here.
- To learn how to configure Email naotifications click here.

3. Once the selections have been made simply click on [Save Changes] to update your backup plan.
Email Notifications

Email Notifications allow users to receive Backup / Restore Reports by email. These reports indicate:

Backup Reports
The status of each backup and the Hyper-V Guest VM that was backed up.
The date and time of each backup.
The amount of data backed up.
The number of changed files.

The number of skipped files.



The duration of the backup.

Restore Reports
The status of each restore operation and the Hyper-V Guest VM that was restored.
The date and time of each restore operation.

The duration of the restore operation.

Here is an example of a Backup Report:

Altaro Hyper-V Backup: Backup Report for C74 (08 Jun 2011 16:17)  1nbox | x

show details 8 Jun (2 days ago)

HYPER-V Backup

4= Reply

¥

v Today at 16:14 Successful Backup Testin2_scsi (08-06-2011 13h18m07 Clone)

Backed up a total of 532.02 MB for 4 changes. (Duration: 36 seconds)

v Today at 16:14 Successful Backup Testin?_scsi (03-06-2011 12h24m46 Clone)1

Mo changes. (Duration: 18 seconds)

v Today at 16:14 Successful Backup Testing3 _iso
Mo changes. (Duration: 13 seconds)

v Today at 16:14 Successful Backup Testing1
Mo changes. (Duration: & seconds)

v Today at 16:14 Successful Backup Testin?_scsi
Mo changes. (Duration: 10 seconds)

Altaro Backup Software

hitp:lhanari. altaro. com

Here is an example of a Restore Report:



Altaro Hyper-V Backup: Backup Report for C74 (08 Jun 2011 15:21)  1nbox | x

show details 8 Jun (2 days ago) | 4 Reply | ¥

HYPER-V Backup

v Today at 15:20 Restore Successful Testing3 iso (03-06-2011 12h27m07 Clone)1
Successfully restored the backup of 08-Jun-2011 14:17 in 32 seconds.

Altaro Backup Software

hitp:liwanw. altaro. com

Configuring Email Notifications in order to receive Backup Reports:

Namvgate to the Setup Notifications screen as shown here.

Once within the Setup Notifications screen simply select the [Email Notification Settings] tab.



‘ @ Configure the notification settings and mail server details below to receive alerts.

Motification Settings
|. “Event Log Motifications E mail Matifization Settings

™ Send Email notifications for Successful Backups
[ Send Email notifications for Backups with skipped files

™ Send Email notifications for Failed Backups

[ Send Email notifications for completed restore operations

¥ Send Email notifications Immediately Emailz will be zent at leaszt 5 minutes apart

' Queus Emai notifications and send a3 a daily Email at IEIEI:EIEI 3:

SMTP Server Address |

SMTP Server Port |25 3:

Usge S5L Encryption I I

[ The outgaing mail zerver [SMTF] requires authentication

dser Mane |

Passwiard I -

Save Changes ¥, Discard Changes

Use the checkboxes to specify which notifications you would like to receive by email:

- You can choose to receive notifications for: successful backups, backups in which one or more file
was skipped, failed backups and completed restore operations.

- If you choose to receive natifications for failed backups you will also be alerted when a backup is
skipped because your backup drive is not connected.

Next specify the frequency of your Email notifications. There are two options:

- Immediately after the operation has completed. (Emails will be sent a minimum of 5 minutes apart
and multiple notifications may be grouped into one email).

- As a daily email digest at a specified time each day.

Finally configure your SMTP mail sener settings and the email recipients. The [Send Test Email]
button can be used to test the SMTP settings.

Once you've finished configuring the Email notifications click on the [Save Changes] button at the
bottom of the screen.

Event Log Notifications



Event Log Notifications can be viewed within the Event Viewer console on Windows Sener. These are ideal
for monitoring the backup and restore operations remotely from another sener.

These log entries indicate the following information:

Backup Reports
The status of each backup and the Hyper-V Guest VM that was backed up.
The date and time of each backup.
The amount of data backed up.
The number of changed files.
The number of skipped files.

The duration of the backup.

Restore Reports
The status of each restore operation and the Hyper-V Guest VM that was restored.
The date and time of each restore operation.

The duration of the restore operation.

Configuring Event Log Notifications in order to receive Backup Reports:

Namvgate to the Setup Notifications screen as shown here.

Once within the Setup Notifications screen simply select the [Event Log Notifications] tab.



| 6 Configure the notification settings and mail server detailz below to receive alerts.

Notification Settings

Event Log Matifications Email Maotification Settings |

[T Addan entry ta the Event Log for Successful Backups
[T Addan entry ta the Event Log for Backups with skipped fles
[T Add an entry ta the Event Log for Failed Backups

[T Addan entry ta the Event Log for completed restore operations

Save Changes ¥ Dizcard Changes

Use the checkboxes to specify which notifications you would like to log:

- You can choose to receive notifications for: successful backups, backups in which one or more file
was skipped, failed backups and completed restore operations.

- If you choose to receive naotifications for failed backups you will also be alerted when a backup is
skipped because your backup drive is not connected.

Once you've finished configuring the Event Log notifications click on the [Save Changes] button at the
bottom of the screen.

Configuring a VM's Backup Settings

The final step in configuring Altaro Hyper-V Backup is to configure an actual Backup Plan for each
selected Guest VM. This is simple and can be achieved by navigating to the "Advanced Settings" window of
each Guest VM.

This can be achieved by following these steps:

1 Open the Management Console as described here.

2. Navigate to the "Backup / Restore Hyper-V Guest VMs" screen.
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3. You will be presented with the following screen. Please note the "Spanner and Wrench" icons to
the right hand side of each VM.



|'-.rirtua| Machines | & Backup | %y Eestore) Restorefs.. | Enable £ Disable Schedule - SelectAll SelectMaone
— [ Exchange Server p 8
gf: Manual backups anly 1y Mo Backups Taken Settings
r - SOL Server p S
gf: Manual backups anly 1y Mo Backups Taken Settings
- - Test Windows 7 Machine b
gf: Manual backups anly 1y Mo Backups Taken Settings
r I wWeb Server 1 ‘? 4
gf: Manual backups anly 1y Mo Backups Taken Settings
r - Weh Server 2 &
gf: Manual backups only 1y Mo Backups Taken Settings
[:}:j Add [ Femove Hyper-Y Guest Yhds from wour backup plan...
7\ Confiqure your backup drive...
. icking on a "Spanner an rench" icon will display the "Advanced Settings" window for the in
4 Click S dw h Il display the "Ad d Sett dow for the VM

question.



{_) Hyper-¥ Guest ¥M Backup Settings E

Settingz for Win7OnCluster

Reverselelta '.Backup Retention |' 150 Settings | Backup Times / Frequency : |'..-'1'-.dvan|:ed |

@ ¥ Enable ReverseDelta™

@ ¥ K.eep a full copy of the file every |‘||:| 3: WETZIONE,

YWhen Reverselelta iz enabled, multiple backup verzions will require less space
on your backup drive az it only zaves the changes bebween each version of a
changed file.

With Reverselelta the latest verzion of a file iz always made available in itz
entirety and not az a delta file.

The main advantage iz that when restoring recent Wb versionz, less delta files
need to be rebuilt and therefore less CPU cycles are required. This translates
into wery fast restore operations when restoring the more recent versions, This
iz important since tepically the most recent backups are likely to be restored.

IMPORTANT HNOTE:
Dizabling Reverselielta means all backups are stared in full,

Save Changes | | Cancel I

5. From the advanced settings Window you can do the following:
- Enable / Disable Rewerse Delta. Click here fore more details.

- Choose how many wersions to keep of the VM and choose a schedule for deleting old versions.
Click here fore more details.

- Choose whether to backup ISO files which are attached to the VM. Click here fore more details.

- Choose whether to enable Live Backups for Non-VSS Aware Guests (Crash-Consistent Backups).
Click here fore more details.



Backup for Cluster Environments

The Master Controller Node vs. Background Agents

Configuring for a Hyper-V Cluster Environment

Dashboard Cluster Status Tab

Selecting VMs for backup (Cluster Environment)

Selecting a backup drive (Cluster Environment)

Configuring the Altaro Agent upon a remote Node

Other considerations when using Altaro Agents

Firewall Rules / Communication between nodes

The Master Controller Node vs. Background Agents

Hyper-V Cluster (CSV) Environment

[ BACKUP FOLDER ]

A
m Node 2 Node 3 Node 4
Master Controller Background Agent Background Agent Background Agent
4 4 4
| 2 ke ———— A ———— 4

The Master Controller Node

The Master Controller node configures and controls all the Altaro Background Agents on the cluster.
The Management Console User Interface must be run on the Master Controller.

Select which VMs to backup across the Cluster

Select / Manage Backup Drive

Configure Backup Schedules

Initiate Manual Backup / Restore Operations

Altaro Background Agent Nodes

Run in the background and accept backup and restore requests from the Master Controller node for any
Guest VMs running on that particular Node.



Configuring for a Hyper-V Cluster Environment

When installing for the first time within a Hyper-V Cluster Environment a Setup Wizard will be displayed.

{_)' Altaro Hyper-¥ Backup Setup Wizard _ (O x|

H YPER =\/ Backup

Step lof 3: Welcome to the Altaro Hyper-¥ Backup Setup Wizard. .

SMm Hyper-V Cluster Environment Detected
= Use this wizard to install an Altaro Agent on each Mode.

You will configure a Master Controller Node

Configures and controls all Ataro Agents on the Cluster. The Management Console can only run on the Master:

- Select which Whs to backup across Cluster
- Select [ Manage Backup Drive

- Configure Backup Schedules

- Initiate Manual Backup / Restare operations

Other Nodes will run the background Altare Agent

Run in the background and accept Backup / Restore requests from the Master Controller for any Guest YMs
running on that particular Hode.

Back HNext | Cancel

1. Choose which node will be the Master Controller Node and which nodes will be installed as Background
Agents. It is recommended that the node upon which you are running the setup wizard is configured as the
Master Controller Node.



€)' Altaro Hyper-¥ Backup Setup Wizard

HYPER-V s5ackup

Step 2 of 3, Configure Altaro Agents..,

To configure Atara Hyper-Y Backup you need to choose the node from where you will manage the backup and restores of
all the %M across allthe nodes. Thiz node iz referred to as the Altaro Master Contraller.

The node belowy has been chosen sutomatically a2 the node where the Ataro Mazter Contraller will be installed. Please note
that thiz setting can be changed |ater.

Install the Altaro Master Controller on the node:

9 HVN3-1 (Recommended) -

|- F |
To back up YMs running on all the nodes an Altaro Background Agent is reguired on each node inthe cluster. The Altaro
Backup Agent is controlled and receives requestions from the Altaro Master Controller.

Choose which noedes to install the Altaro Backup Agent on:
These wyill be controlled by the Altaro Master Controller Mode

1
wyk | . vI
- ' hwn3-2 IInstaII Background Backup Agert

Selected Wis on thiz node will be backed up.

-l
= ! hun3-3 IInstaII Background Backup Agent j
Selected WMz on this node will be backed up.

Back HNext Cancel

Any node which has not yet been configured can be chosen as a Master Controller Node.

Install the Altaro Master Controller on the node:

N =
- | HYN3-1 (Recommended)
HYN3-1 (Recommended)

To back ug hn3-3 ground &gent is req
Backup A hn3-2 o the &ltaro Master

2. Review the configuration settings and click on "Install and Configure Agents".



{)'Altaro Hyper-¥ Backup Setup Wizard

H YPER -\ Backup

Step 3 of 3: Review and Install...

;f' = Please review the configuration selected and press [Install and Configure]

Click [Back] should you wish to modify your configuration.

W HyM3-1 (Current Mode) will be configured as an Altaro Master Controller
¥ hvn3-3 will be configured as an Altaro Agent
¥ hvn3-2 will be configured as an Altaro Agent

Install and Configure Agents...

Back HMext | Cancel

3. You will now be presented with a progress bar. If you have many nodes then this may take a few
minutes. Once the installation is complete you will see a summary of the installation results as shown
below. If any of the nodes fail to install press [BACK] and try again. Otherwise press [NEXT].

7 Altaro Hyper-v Backup has heen installed successfully
Click [Mexd] to configure your hackup settings.

w HWM3-1 successfully configured as the Master Controller.
w hwvn3-3 successfully configured as an Altaro Agent.
w hwn3-2 successfully canfigured as anAltara Agent.

Note: If you chose to configure the current Node as a Background Agent then you must switch to
the Master Controller Node to launch the Management Console.

4. The Management Console will now be launched automatically if the current node was configured as the
Master Controller. You will be then be taken to the Hyper-V Guest Selection Screen.

Next Steps:



Choosing which Guest VMs to backup within a Hyper-V Cluster Environment

Configuring a Backup Drive in a Hyper-V Cluster Environment

Dashboard Cluster Status Tab

When running Altaro Hyper-V Backup in a Cluster Environment a new tab will appear within the Dasboard
Screen.

Cluster Status Tab

ﬁ Dashboard
| 1y Your trial version will expire in 30 days

(? 2 Configure Backup Drive Status | Show Backup Size £k Total Backup Size /Day | 2 Hyper- Guests = Tatal Backup Size 7 Day =

@ Select Hyper-V Guest ¥is

£V Select a Backup Drive

(=) Setup a Backup Schedule

| No Data
6 Setup Motifications a
105.12G8
3 # Backup / Restore Guest ¥Ms —
e
?, Advanced Restore Options Cluster Status | Latest Backups i  2nd Backup Drive History [ Restore History |"' Enmors Since Last Backup |

HVYH3-1

ok v 'l
“A.  Import Backup from anather Host -ﬁz Currernt Mode (Master Contraller)  Fvaluation Mode: 30 days feft Click here to confioure..
22

Filz Lewvel Restore

@ Fire: Dill

hvn3-2
Altaro Agent detected and active  Evaluation Mode: 20 days Jeft Click here to configure..

3. hen3-3
- aZ Altaro Agent detected and active  Evaluation Mode: 20 days Jeft Click here to configure..
22\ Reports

(-} Backup History

(-} Restore History

Updated node stetus at 1:23 PM
Refresh node status now

The Cluster Status Tab will show a list of nodes on the cluster. The cluster status is refreshed every 5
minutes automatically, but a refresh can be forced by clicking on the "Refresh node status node" button.
The following information is shown alongside each node:

- The Name of the node
- The Status of the Altaro Agent on that node:

- Altaro Agent not detected.

- Altaro Agent detected but must be upgraded to a newer version.

- Altaro Agent detected and active.

- Altaro Agent detected but is running as a Master Controller. This means that it cannot be
configured from the current node. Click here to learn more.

- The Evaluation Details of the Altaro Agent on that node: (if the agent is currently within Evaluation mode)

- Number of days left for evaluation.
- Whether the evaluation period has expired or not.



- Whether the selected license key includes support for Cluster Environments.

- A "Configure Button":

- Can be used to configure / update / install / uninstall the Altaro Agent upon that node.
- Can be used to license the Altaro Agent upon that node.

Click here to read more about configuring agents.

Selecting VMs for backup (Cluster Environment)

When selecting which Hyper-V Guests to add to your backup plan within a Hyper-V Cluster Environment an
additional panel is displayed. This panel displays a list of nodes on the cluster and indicates the status of
the Altaro Background Agent on each node.

The Hyper-V Guest VM list will now show all VMs available on the Cluster (including those that are not on
the current node). An additional column will appear to show which node the VM is currently running upon.
You can add any VM from any Node on the Cluster to your backup plan.

Before proceeding read the chapter on Choosing which VMs to backup.

{I/'J'LI\' Dashboard

% Configure
®
Y} Seleck a Backup Drive
() Setup a Backup Schedule

@ Setup Motifications
= M Backup / Restore Guest ¥Ms

1) Advanced Restore Options

| @ Use the checkboxes to select which Hyper-¥ Guest YMs to add to your Backup Plan

Hodes in this Cluster

4. HYH3A1

.—"35 Currernt Mode (Master Controller)
Evaiuation Mode: 30 days left
Click here to configure..

4L, hvni-2

3 Altaro Agent detected and active
Evaiuation Mode: 20 days left
Click here to configure ..

b, hen3-3

3 Altaro Agent detected and active
Evaiuation Mode: 20 days left
Click here to configure ..

Virtual Machines '3 Free Up Disk Space -

Mame I Cluster Hode I I
O = empTY brvri-2

O 3 Mew Virtual Machine hywn3-3

a _-_i Mew Virtual Machine [16-12-2011 1.8 HWM3-1

O 3 Mew Vitual Machine 4 HWM 31

O 3 win?MaCluster (RDELTATEST) HuwM 21

O 3 win7MoCluster (RDELTATEST) (05.0 hwn3-2

O 3 win?MNoCluster (RDELTATEST) (05.8 HYN3-1

O 3 win7OnCluster (SIMON-OFFICE) hwn3-2

O 3 win7OnCluster (SIMON-OFFICE) heven3-3

—

If a Background Agent on a specific node is not configured correctly then you will be unable to choose VMs
from that node for backup. To configure the node correctly click on the button "Click here to configure

correctly...".




Hodes in this Cluster Virtual Machines '3 Free Up Disk Space -

3. HYH3A M ame | Cluster Mode |

.-"Jﬁ Current Mode (Master Contraoller) O _-i EMPTY hwr3-2
Fualuation Mode: 30 days feft D _a Mew Wirtual Mackine b33
LUk NEP2 L COMIELES. O 3 Mew Vitual Machine (16122011 1., HYN3-1

.., hun3-2 O _-i Mew Wirtual b achine & HWM3-1

S0\ Ataro Agent not detected O 3 win?MoCluster [RDELTATEST) HWH3-1
Vs on this node will not g i ed up 2 winPNoCluster (RDELTATEST)(0S.. hwn3-2
LT e I eI e e [ 3 win?NoCluster (RDELTATEST) (05 HVN3-1

3. hun3-3 O 3 win7POrCluster [SIMOM-OFFICE] hvnd-2

i‘iz Aftaro Agent detected and active Unable to backup one or more selected Guest ¥M

Evaiyation Mage: 20 days left
Click here to configure. ..

W% Vou have selected one or more Guest YMs For backup which are
'-._ I currently upon the unconfigured Cluster Mode hvn3-2, You musk
= ensure that the Altaro Hyper-Y Backup agent is installed correctly

on a Mode if wou wish to backup YMs running upon it.

Selecting a Backup Drive (Cluster Environment)

To see how to select a backup drive please read this chapter. This article will describe an additional step
which is required when selecting a backup drive in a Cluster Environment.

Also please note that special considerations must be taken when selecting a backup drive in a Cluster
Environment.

Configuring the Altaro Agent upon a Node

At any point you may choose to confugure an Altaro Agent upon a specific node. Configuration options
include:

- Update / install / uninstall the Altaro Agent upon that node.
- Switch a node from a Master Controller to background agent.
- License the Altaro Agent upon that node.

To access the conifguration panel simply use the Dashboard Cluster Tab and click on "Click here to
configure..." besides the required Node.

Tab 1: Configure Agent

Three buttons are present at the bottom of the tab page:

- Install Agent: installs the Altaro Agent on the Node and configures it correctly.

- Configure Agent: switches a node from a Master Controller to background agent Node.

- Uninstall Agent: remowes the Altaro Agent from the Node.

- Update Agent: Updates the Altaro Agent on the Node to the current Master Controller Version.



{_ Configure Backup Agent on Node

4, hwni-2
SN Ataro Agert not detected
Iz an this hode wiil not be backed up

Configure Agent | Licensing |' Promote Agent to b aster |
Altaro Agent verzion on zelected Mode: Mot Detected

The Altara Agentwas not detected on thiz node. An Altaro Agent iz needed to backup Yhds an thiz node.
[fthe node iz off pleaze switch it on or elze install the Altaro Agent frorm the 'Install' button belowe.

Install Agent Uninstall Agent pdate Agent

Cloze |

Tab 2: Licensing

This tab allows you to push a license key to the selected Node. Just click on the [Enter / View License

Key] button and the following Window will appear which facilitates the licensing of each Node in the cluster.

Simply use the checkboxes in the list to identify which Nodes you would like to license. The number of
Nodes allowed is dependent on the number of activations allowed by the License Key.




{) Altaro Hyper-¥ Backup License Keys

HYPER-V sackup ~ LTARO

License key valid for 1 node (Can be used for 1 additional node)

Enter License Key Here

Select which Modesz to licensze | Licenze Status |
O %H\MBJ Licensed Maing different Licenss Kel
O g‘%mma-z Licensed Maing different Licenss Kel
O N hm3-3 Licensed yaing differant Licanse Key

Each license key activation ig logged through a call to our Web Service. Mo personal information is logged. [f vou do nat hawve
an internet connection you can still enter vour licenze key and the activation will be logged later.

Licenze Selected Nodes Cancel |

Tab 3: Promote Agent to Master

This tab simply provides instructions on how to promote the selected Agent as a Master Controller. Click
here for instructions on how to do this.



£ Configure Backup Agent on Node [ x|

.. huni-2
M Aftaro Agent detected and active
Fuaination Made: 20 days Jeift

|'-E0nfigure.-'3«gent |' Licensing- Promote Agent to Master

All backups are managed, configured and scheduled by the Master Contraller Made.  For backups to take place then the
llaster Contraller Made must be availakle. “You can praomate any Cluster node to the WMaster Contraller Made at any time.
There can only be one Master Contraller Mode active on a Cluster at any time.

Ta promate the selected Agent as the Master Contraller pleaze fallowy these steps:
Upon the current Cluster Node:

1. Exit the Altaro Managemert Conzale on thiz Made.

Login to the Cluster Node that you wish to give control to:

1. Open the Ataro Agent Conzole. Start Menu = Akaro = Altaro Hyper-% Backup.
2. Yau will be presented with the Altara Agent Cansole.

3. Click the [Fromaote Agent az Master Controller] button.

ou weill nowe be able to configure Attaro Hyper-% Backup from the neww Waster Contraller Mode.
If wou are backing up to a local USB drive then pleaze connect the LS8 drive to the new Master Controller Mode,

Cloze |

Other considerations when using Altaro Agents

Altaro Agent User Interface

Promoting an Altaro Agent as the Master Controller

Altaro Agent User Interface

As discussed earlier in this section the Management Console can only be accessed from the Master
Controller Node. Attempting to launch the Management Console from other nodes will only launch a simple
Status Console as shown below.

To launch the Agent Console please use one of the following methods:

Clicking on the Altaro Hyper-V Backup item within the "Start Menu > All Programs > Altaro" group.
Launching "Altaro Hyper-V Backup.exe" application from the install location. By default this is "C:
\Program Files\Altaro\Altaro Hyper-V Backup".

Enter the command STARTALTARO into a command prompt window. This may not work immediately

after first install until you log out and in to the Sener due to the Environment Variables not being
refreshed.



{) Altaro Hyper-¥ Backup - Background Agent Mode

HYPER-V sackup ~ LTARO

This nede is configured to run as a Background Backup Agent

This agent runs in the background and accepts Backup f Restare requests fram the Master Contraller for any GuestWYMs running an
this Mode.

To configure Altaro Hyper- Backup log in to the node where you installed the Altara Master Cantraller and start the Altaro Hyper-v
Backup Management Console from there.

'_f 3 by

el =l

B‘ Agent Senvice is running Stop | B‘ HWH3-1 is running as Master

1y Evaluation Mode: 20 days left

Refresh Mow Fefresh Mow

Enter License Key... | Fromate Agent as Master Caontroller
| What iz a Master Controller Mode?

Check for Software Updates

Uszer Guide | Close Window

30380

This console mainly provides status information but allows for the following:

- Entering a License Key.

- Checking for Sofware Updates.

- Accessing the User Guide.

- Stopping / Starting the Agent Windows Senice.

- Promoting the Agent as the new Master Controller.

Promoting an Altaro Agent as the Master Controller

Please Note: Before reading this article it is important to understand the difference between a Master
Controller Node and a Background Altaro Agent. Click here to read more on this topic.

If you wish to promote a node to the Master Controller you must open the Agent Console using one of the
following methods:

Clicking on the Altaro Hyper-V Backup item within the "Start Menu > All Programs > Altaro" group.

Launching "Altaro Hyper-V Backup.exe" application from the install location. By default this is "C:
\Program Files\Altaro\Altaro Hyper-V Backup".
Enter the command STARTALTARO into a command prompt window. This may not work immediately

after first install until you log out and in to the Sener due to the Environment Variables not being
refreshed.

Once launched you will see the following screen:



{) Altaro Hyper-¥ Backup - Background Agent Mode

~ LTARO

This nede is configured to run as a Background Backup Agent
This agent runs in the background and accepts Backup f Restare requests fram the Master Contraller for any GuestWYMs running an
this Mode.

To configure Altaro Hyper- Backup log in to the node where you installed the Altara Master Cantraller and start the Altaro Hyper-v
Backup Management Console from there.

)

[

o] ]

‘
3

B' Agent Senvice is running Stop | B‘ HWH3-1 is running as Master

1y Evaluation Mode: 20 days left

Refresh Mow Fefresh Mow

Enter License Key... | Fromate Agent as Master Caontroller

What is a Master Controller Mode?
Check for Software Updates | R

Close Window

Uszer Guide |

30380

1. Click on "Promote Agent as Master Controller" to begin. The first screen that will appear is simply an
information screen explaining what a Master Controller node does. Promoting an agent will demote the
previous Master Controller.



{) Altaro Hyper-¥ Backup Promote this Agent as Master Controller

H YPER =\/ Backup

This Wizard will allow you to promote this agent as the Master Contraoller...

= ' Promote this Node as the Master Controller

Each cluster must be configured to have one Master Controller Mode

The Master Controller node configures and controlz all Ataro Agents on the Cluster.
The Management Consale can only run on the Master:

- Select which “hs to backup across Cluster
- Select f Manage Backup Drive
- Configure Backup Schedules
- Initiate WManual Backup ! Restore operations

{Note: The current Master Controller node will switch to an Altaro Background Agent)

Back HNext | Cancel

2. The next step is to select the backup folder currently being backed up to by the old Master Controller.

- Only backup folders of the same Cluster will be displayed.

- You may choose to attach to a UNC Path.

- You may choose to connect the backup drive directly to the new node.

- If you do not find the backup folder, click on "Specify a subfolder..." to choose the parent folder of the

AltaroHyperVBackup folder which contains the backup files.
- You can check the "Last Backup Time" to ensure that you are attaching to the correct folder.



{_) altaro Hyper-¥ Backup Promote this Agent as Master Controller

HYPER-V Backup

Step 2 of 3; Locate the Backup Folder..,

e VoL have chosen o attach to the Backup Folder:
‘ HYPER' administrator

Choose a UNC Path from here
ﬂiv/ , Chioose a Metwaork Path (UMCY containing your backup. ..
Specify a subfolder containing vour Altaro Hyper-' Backup backup Choose a Subfolder from here

M: Drobo

D |- HYPER\administrator Last backed up on 12/16/2011 S:42:37 PR,
G: STORAGE

|- HYPER \administratar Last backed up on 162012 3:03:02 PM.,

Choose the appropriate Backup Folder by

checking the Last Backup Time

Refresh Backup Plan List

Back HNext Cancel

3. Confirm that you would like to promote the agent as Master Controller. Once again please note that the
previous Master Controller will be demoted to a background Altaro Agent. If the old Master Controller node

is currently offline / unavailable then it will be demoted the next time it starts or connects to the backup
drive.




{) Altaro Hyper-¥ Backup Promote this Agent as Master Controller

HYPER-V Backup

Step 3 of 3; Promote MNode as Master Contoller

The current agent is ready to be promoted as Master Confroller,

Please click [Promote Agent to Master Controller] to Canfirm,

Promote this Agent as Master Controller | _

Back Hext Cancel

4. The operation will begin and a progress bar will show the current action. This may take a few minutes.

Promaoting agent as Master Contraller...
Demaking Masker Conkroller Mode HYM3-1 to a background backup agent. ..

J

5. Once the promotion is completed the progress bar will be replaced by a message. It can either be
successful as displayed in the example below or an error could be listed. In the case of an error please
refer to the error message, resolve the issue and try again.

An example of an error is that the current Master Controller node is currently busy taking a backup - in that
case promotion of other nodes is not allowed.

{) Altaro Hyper-¥ Backup Promote this Agent as Master Controller Hi=] E3

HYPER-V Backup

Step 3 of 3; Promote MNode as Master Contoller

Please press the MWext' button to launch the Management Consale,

7 The current agent has been successfully promoted as Master Contoller



6. Finally if the promotion was successful the the Managment Console will be launched. It is possible that
the Management Console will not start automatically. If not please launch it manually from the Start Menu.

The Management Console will be loaded |

Alkaro Hyper-Y Backup will now restart and launch the
'-._ | Management Console, Should it Fail to launch please launch the
= Management Consaole from the Skark Menu,

Firewall Rules / Communication between Nodes

It is important to note that Altaro Hyper-V Backup performs the following IPC and TCP communication:
1. Within the same Node

- Between the Management Console and the "Altaro Hyper-V Backup" Windows Senice.
IPC Ports used

2. Between Nodes on the same Cluster

- Between the local Management Console and the "Altaro Hyper-V Backup" Windows Senice on

the remote node.
TCP Port: 24252

- Between the "Altaro Hyper-V Backup" Windows Senice and the "Altaro Hyper-V Backup"
Windows Senice on the remote node.
TCP Port: 24251

To facilate this communication the Altaro Hyper-V Backup Windows Installer create the Windows Firewall
rules below which allow communication between the following processes:

- Altaro Hyper-V Backup.exe
- Altaro.HyperV.SeniceEngine.exe

# Wwindows Firewall with Advanced Security

File  Action Wiew Help
L AEIESTIEN 7|

W Windows Firewall with Advanced 5 BT G

Inbound Rules
P inboun: - | Profile Enabled Overtide Program
E¥ outbound Rules
i Connection Security Rules Altaro Hyper-4 Backup Console (domain) Domain  Yes Mo Ci\Program Filesalkarolalkaro Hyper-¥ BackupiAltaro Hyper-¥ Backup.exe
1 Manitoring lkaro Hyper-Y Backup Console {private) Private Ves Allaw Mo Ci\Program Files' Alkarolalkaro Hyper-Y BackupiAltaro Hyper-¥ Backup.exe
lkaro Hyper-¥ Backup Service (domain) Domain  Yes Allaw Mo C:\Program Files! Alkarolalkaro Hyper-Y Backuptalkaro HyperY, ServiceEngine. exe
'.Q.'Ntarn Hyper-¥ Backup Service (private) Private Yes Allaw Mo C:\Program Files\AlkaroiAltaro Hyper-y Backup Altaro, Hyper, ServiceEngine. exe




Understanding Altaro Hyper-V Backup

The Altaro Hyper-V Backup program is made up of four main components:

The Altaro Hyper-V Backup Management Console

- User interface for users to interact with Altaro Hyper-V Backup.

- Read more here.

The Altaro Hyper-V Backup Service

- aWindows Service that runsin the background and is responsible for backup, restore and
maintenance operations.

- Read more here.

The Altaro Hyper-V Backup Service Controller Console

- User interface for users to stop and start the service and to discard and restart their backup
plan.

- Read more here.

The Altaro Hyper-V Backup Error Reporter

- User interface for users to build an error report which automatically collects all necessary
logs and configuration files. The user can then send the error report by email.

- Read more here.

In this section a brief overview of each component will be given. The overview will focus on the user
interface layout of each one. More details of their features will be given in upcoming sections.

Management Console Workspace

To learn how to access the Management Console please read this tutorial.



{_) Altaro Hyper-¥ Backup

HYPER-V Backup ~ LTARO

il Your Backup Drive iz connected w Last Backup an 31 Jan 2012 at 15:09

Click here to setup a Mirored Backup Drive...

| =
| @ Refrash status Mo backup schadulad

ﬁ‘ Dashboard
Backup Drive Status | Show Backup Size £ 4k Total Backup Size ! Day | All Hpper- Guests > Tatal Backup Size / Day ~
S 4 27.25GB
& Configure Backup 27GB
26.1GB 26.75GB
l'i_-:l Select Hyper-4 Guesk WMs / 26.5G8
" 26.25GB
\ Crhe ¥ o] © (5]
)} Select 3 Backup Drive e V 1 2668
89.4GB 2575G8
{2} Setup a Backup Schedule 25.5GB
5 / 25.25GB
@ Setup Motifications - 2568
g S 24.75GB
31 Jan 01 Fab 02 Fab
5.
= ¥ Backup / Restore Guest ¥Ms e g e .
—— Cluster Status | Latest Backups | Miror Backup Drive History | Restore History | Errors Since Last Backup |
: 3, HYH3-
1\, Advanced Restore Dptions :3:55 Current Mode (Master Controller)  Sefected Vs will be backed p Click here to configure...
=&, Impart Backup From another Host 3. hun3-2

3Z Altaro Agent detected and active  Seiected Vs will be backed up  Click here to configure...
File Level Restore

= - 3, hun3-3
@ Fire Crill %
~ Altaro Agent detected and active  Sejected Vs will be backed up Click here to configure...
J_\ Reports

{2} Backup History

{2} Restare History

Updated node status at 12:43 PM
Refresh node status now

@ About Akaro Hyper Backup | 42 License Key % Suppaort | User Guide 30470

The Manager window has the following layout:

Top Banner: The top banner simply displays the product logo.
Top Status Bar: This bar is divided into two sections:

0 Section 1: The primary and secondary backup drive status is shown here. The primary
backup drive is also displayed as connected or disconnected.

0 Section 2: Here the last backup status is shown. If you have configured a secondary

backup drive then the time stamp of the last synchronization between backup drives is
shown too. Finally the number of pending changes for backup and the estimated time to
the next backup is shown.

Left Hand Side Menu: This menu allows users to Navigate to each section of the Management
Console. Upon clicking on a section it will be displayed in the main panel at the center of the
Manager screen. The available sections are:

o Dashboard: This panel is selected by default and presents backup statistics and logs.
These include the status of the latest backups, a restore history, current backup size etc.

A more detailed explanation of the dashboard can be found here.

o Configure: From this panel the user can change settings related to the backup such as
which VM's to backup, which drive to backup to and what notifications to receiwe.



More information related to configuration can be found here.

o0 Backup and Restore: The main backup and restore operations can be managed from
here:

- Backup / Restore Hyper-V Guest VMs - take manual backups, restore and
configure backup settings for each VM.

More information can be found here.

0 Advanced Restore Options: All backup and restore operations can be managed from
here:

- File Lewvel Restore - restore individual files or folders from a VM Backup.

- Import Backup from another Host - have access to the backup drive of another
Hyper-V Host? You this feature to import a VM backup from another host.

- Fire Drill - verify your VM Backups.

More information can be found here.

0 Reports: Three detailed reports can be found in this section. These are made up of:

- Backup History — a list of all backups including their status and the files that were
changed during each backup. The amount of data transferred during each backup
and the duration of the backup is also listed here.

- Restore History — a list of all restore operations including their status. The duration
of the operation is also listed here.

- Errors Since The Last Successful Backup - errors which occurred during the last
failed backup are listed here. Once the VM is successfully backed up then the
error list for that folder is cleared.

More information can be found here.

System Tray lcon

The System Tray icon and Context menu

When the Management Console is running in the background you will notice that an icon has appeared
within your Windows Sener system tray.

P oaibas

Icon States:



Rotating: This indicates that Altaro Hyper-V Backup is busy performing a backup or restore
operation.

Alert Icon: This indicates that an unresolved error has occurred since the last successful backup.

Standard: This indicates that Altaro Hyper-V Backup is idle. At this point it is simply monitoring
file changes and waiting for the next scheduled backup.

Right-Clicking on the system tray icon will bring up the following context menu:

Affare Hvper |l Backup fras nof been configurad el

Manage. ..
Backup a Hyper-W Guest Wi,

Restore a Hyper-¥ Guest YM...
Disable all Backup Schedules

Enter vour License key. ..
Check For Online Updates
Other Setkings

Clase Management Console

J Alearo Hyper-Y Backup A [FD [E Ly 13_23,.?111 ]

The context menu provides the following options:

Manage: This option will bring up the Management Console window.

Backup a Hyper-V Guest VM: This option will take you to the Backup / Restore screen of the
Management Console.

Restore a Hyper-V Guest VM: This option will take you to the Backup / Restore screen of the
Management Console.

Disable / Enable Backup Schedules: This option will disable / enable the backup schedule for all
VMs.

Enter your License Key: A window will appear to allow you to paste your license key which you
received upon purchase of the software.

Check For Online Updates: This option will connect to the Altaro software update serer and
check whether any newer critical updates are available. It is important to note that newer versions
may be available from the Altaro website even if this option indicates that there are no newer
versions.

Other Settings: Here additional settings can be configures without having to open the Manager



window.

Close Management Console: Closing the management console will simply exit the user interface
and remowve the system tray icon. The Altaro Hyper-V backup senice will continue to run in the
background and any scheduled backups will continue to take place.

Double-Clicking on the system tray icon will bring up the Management Console. This will be described in
more detail in the next section.

Service Controller

In Altaro Hyper-V Backup the user interface runs separately from the Backup Engine. The Backup Engine
is deployed as a Windows Senice and runs in the background. The Backup Engine Senice performs the
following operations:

Backup schedules

Backup operations

Restore operations

Scanning of backup folders for file changes

Synchronization of the primary and secondary backup drives
Sending of email backup reports and event log notifications

Maintenance of old versions.

Should the user require stopping or starting the backup engine the senice controller should be used. This
application can be found within the Altaro Start Menu folder.

The interface of the senice controller is made up of three tabs:
Start / Stop Backup Service: This tab contains three buttons.
0 Refresh: updates the status of the backup engine.

0 Stop: stops the windows senice from running. The senice will start again when Windows
is restarted.

0 Start: starts the windows senice.



£_) Altaro Hyper-¥ Backup Service Controller =l
File

Start / Stop Backup Service | Digcard Current Backup Prafile : |

The Backup Service is:
Started

Refrezh Statuz |

Start Service I

Stop Service |

Discard Current Backup Profile: This tab allows the user to discard the current backup profile
and start a new one. Once the old backup profile is discarded, Hyper-V Backup can be
reconfigured using the Management Console as described here.

{_) Altaro Hyper-¥ Backup Seryice Controller =]
File

I. Start / Stop Backup Service | Dizcard Current Backup Prafile

By dizcarding your current backup profile a new one will be created allovwing yau
to reconfigure your backup settings. The old backup files will remain stored on
vour backup drive to allowve you to restore them in the future.

Digcard Current Backup Profile

Switch to secondary backup drive: This tab allows the user to switch to secondary backup drive
as described here.

Error Reporter

The Error Reporter can be found in the Start Menu > All Programs > Altaro program group.



Once opened simply enter the error details, check the disclaimer check box and press generate. Next
simply email the generated error report to Altaro.

{ ) Altaro Hyper-¥ Backup Error Reporter

H YPER =/ Backup

Step 1: Enter Details / Description (Qptional)
Marme [Optional) ||
Email Address [Dptional] |
Description of Problem ;I
=
Screenshots / Related Files File Mame | Add File... |
gt Click fo ramave)
Step 2: Generate Error Report
[T ko generate and include myp System Information Details [optional)
r | am aware that the emor report may contain the names and paths Generate Report

af the files and folders that | have chosen for backup.

Step 3: Send Error Report by Emall (supporti@ataro. car)

[Pleaze click on the "Generate Report” button abowe.]

Exit |




Dashboard

You can view the dashboard by opening the Management Console.

do this.

Charts & Statistics

Backup History

Restore History

Errors since the last backup

Cluster Status Tab

Read here for instructions on how to

Backup Drive Status | Show Backup Size £ Total Backup Size /Day | &l Heper- Guests = Total Backup Size £ Day +
45068
40058 1 ® F
Cither Backup 35058 00008 o000 o00?®
2206958 ~— T~ 255.56GB 300G o o
250GE A @ o000
- . 200581 Py
e =pace; |
\, 15885 62GB / 15065 | g 008
N e e B S B B A A A . .
- R R R R L R L R SR U BN, S, S S
RPN ,.;\\&\ ..:h‘z‘ ,f;ﬂ.\::\ .._j-.@ -f«‘.‘t\ NS
Latest Backups | Restare Histary '|"' Erors Since Last Backup |

BILILDER - Wik XP 32 Bit

LIEN - HABAMA,

LIEN - ZGL Server 2008 onWin 7 6481t
BILILDER - Wik XP 32 Bit

BILILDER - Wik XP 32 Bit

BILILDER - Wik XP 32 Bit

LIEN - HoBAM A,

LIWEN - Sl Server 2005 onWin 7 G481t
BIILCER: - Wik HP 32 Bit

LIEN - HoBEAMA,

D + 39 older backuns...

Charts & Statistics

v Today at 03:00: Backed up 5 total of 1.5 GB for 5 changes. (Duration: Th 1m)

o Today at 01:30: Backed up 5 total of 97919 MB far 4 changes. (Duration: 1Th 11m)

" “esterday at 21:30; Backed up atotal of 4 46 GB for 4 changes. (Duration: 1k 49m)

v “esterday at 12:50; Backed up atotal of 2.74 GB for 5 changes. (Duration: 1k 6m)

Ay Yesterday at 10:44: You aborted the bhackup. (40113

v 06 Jume 2011 at 03:00; Backed up atatal of 1.25 GB for 5 changes. (Duration: Th 2m)
w06 Jurme 2011 &t 01:30: Backed up & total of 685.72 MB for 4 changes. (Duration: 1h 12m)
w05 June 2011 at 21:30: Backed up & total of 385,69 MB for 1 change. (Duration: 1h 39m)
w05 June 2011 at 03:00; Backed up & total of 1.38 GB for 5 changes. (Duration: 1h 3m)
w05 June 2011 at 01:30; Backed up & total of 691.22 MB for 4 changes. (Duration: Th 11m)
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The top half of the dashboard displays a number of charts and statistics. The following charts are available:

Backup Drive Status:
0 A pie chart displaying space used by your backup, other files and the remaining free space.

0 A pie chart displaying percentage of space allocated to each backup folder selected. Click
on [Show backup Size/VM] to toggle this chart.

Backup Trends: By default the graph displays the trend for all VMs, but a drop down list is
available to view the trend for each VM separately.

0 A line chart displaying the total backup size / day.
0 A bar graph displaying the average backup duration / day.
0 A bar graph displaying the total data transferred / day.

0 A line chart displaying the total number of backups / day.

List of Latest Backups

In the bottom half of the Dashboard you will find a tab control with three reports.

Latest Backups | Restore History | Emors Since Last Backup )

The first tab displays a list of the latest backups. The following information is displayed:
The VM name that was backed up.
Date and time of the backup.

The backup status indicating whether the backup succeeded, succeeded with skipped files, or
failed.



The number of files backed up.
The total size of the data that was backed up.

The duration of the Backup.

View List of Skipped Files

Double-clicking on a backup which has a warning icon or error icon will bring up a list of files that
were skipped during that backup. A reason why the file was skipped is also given.

View List of Backed up Files

Double-clicking on a successful backup will bring up a list of files that were backed up during that
backup. Information on whether the file was created, changed, renamed or deleted is also given.

Alternatively you may right-click on a backup to bring up a context menu with all options.

View a Report of all older backups

This list will only display the most recent backups. At the bottom of the list you will find alink to
view the complete backup history report.

List of Latest Restores

In the bottom half of the Dashboard you will find a tab control with three reports.

Latest Backups Festore History | Emors Since Last Backup |

The second tab displays a list of the latest restore operations. The following information is
displayed:

The VM name that was restored.
Date and time of the restore operation.
The restore status indicating whether the restore operation succeeded or failed.

The duration of the restore operation..



View aReport of all older restore operations

This list will only display the most recent restore operations. At the bottom of the list you will find a
link to view the complete restore history report.

List of Errors since Last Backup

The third tab displays a list of any errors that have occurred since the last successful backup. The following
information is displayed:

Date and time of the error.
A description of the error.
The error code.

This list will be cleared once the VM causing the error is backed up successfully.

Cluster Node Status Tab

Click here to read more about the Dashboard Cluster Node Tab.



Backup & Restore

Access to the Backup & Restore section of the Management Console can be achieved as follows:

This can be achieved by following these steps:
1 Open the Management Console as described here.

2. Namvigate to the "Backup and Restore" menu item at the left hand side of the screen.
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Backup Settings

Modifying Backup Settings for a VM is simple and can be achieved by navigating to the "Advanced Settings"
window of each Guest VM.
This can be achieved by following these steps:

1. Open the Management Console as described here.

2. Navigate to the "Backup / Restore Hyper-V Guest VMs" screen.
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3. You will be presented with the following screen. Please note the "Spanner and Wrench" icons to
the right hand side of each VM.
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{_) Hyper-¥ Guest ¥M Backup Settings

Settingz for Win7OnCluster

Reverselelta '.Backup Fetertion |' 150 Settings |' Backup Times / Frequency : |' Advanced |

@ ¥ Enable ReverseDelta™

@ ¥ K.eep a full copy of the file every |‘||:| 3: WETZIONE,

YWhen Reverselelta iz enabled, multiple backup verzions will require less space
on your backup drive az it only zaves the changes bebween each version of a
changed file.

With Reverselelta the latest verzion of a file iz always made available in itz
entirety and not az a delta file.

The main advantage iz that when restoring recent Wb versionz, less delta files
need to be rebuilt and therefore less CPU cycles are required. This translates

into wery fast restore operations when restoring the more recent versions, This
iz important since tepically the most recent backups are likely to be restored.

IMPORTANT HNOTE:
Dizabling Reverselielta means all backups are stared in full,

Save Changes | |

Cancel I

5. From the advanced settings Window you can do the following:

- Enable / Disable Rewerse Delta. Click here fore more details.

- Choose how many wersions to keep of the VM and choose a schedule for deleting old versions.

Click here fore more details.

- Choose whether to backup ISO files which are attached to the VM. Click here fore more details.

- Choose whether to enable Live Backups for Non-VSS Aware Guests (Crash-Consistent Backups).

Click here fore more details.
Backing up Hyper-V Guest VMs

Scheduled Backups

Manual Backups

VM Live Backups
Requirements for Live Backup

ISO Backups

Scheduled Backups




To configure automatic scheduled backups please setup schedule groups as explained here.

Manual Backups

To take a manual backup first navigate to the Backup / Restore Hyper-V Guest VM screen as explained
here.

You will now be presented by this screen:

"u‘irtual Machines | @ Backup | "y Bestore/Restoress.. | Enable £ Disable Schedule - Selectall Select Mone
r -/ Exchange Server 7
é.a‘ Manual backups only 1y Mo Backups Taken Settings
r ~[\| SOL Server -
é.a‘ Manual backups only 1y Mo Backups Taken Settings
r = TestwWindows 7 Machine b
é.a‘ Manual backups only 1y Mo Backups Taken Settingz
- - Web Server 1 &
é.a‘ Backup on Weekdays gt 10:00 1y Mo Backups Taken  Mext backup in 6Shrs 18m Settings
r - Web Server 2 >
é.a‘ Manual backups only 1y Mo Backups Taken Setting=
[@-] Add f Remove HyperY Guest YAz from vour backup plan...
! 1'| Configure vour backup drive...
1 Select the VMs which you wish to backup now using the checkboxes to the left.
2. Click on the [Backup] button at the top of the panel and the selected VMs will be backed up.
3. You will know that a backup is taking place because the progress bar at the top right of the
Management Console will be active.
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VM Live Backups

Before a backup is started, Altaro Hyper-V Backup creates a Volume Shadow Copy on the host machine.
During this stage, Altaro Hyper-V Backup integrates with the Microsoft Hyper-V VSS writer in order to



specify to the latter which virtual machines are about to be backed up.

In many cases, instead of saving the child VM while the shadow copy is being prepared, Hyper-V may use
the VSS inside the child VM. This is called “cascading” the shadow copy or performing a "Child VM
Snapshot".

The advantage of this method is that VSS aware applications running within the child VM, such as
databases etc., may also flush their data to the VHD into a consistent state before the backup is taken, and
this may be done without stopping the child VM or any of its running senices.

For this method to be supported, all of the following conditions must be met:

Backup (wolume snapshot) Integration Senice is installed and running in the child VM. The senice
name is "Hyper-V Volume Shadow Copy Requestor".

Windows 2000: Backup Integration Service is not supported.
The child VM must be in the running state.

The Snapshot File Location for the VM is set to be the same wlume in the host operating system
as the VHD files for the VM.

All wolumes in the child VM are basic disks and there are no dynamic disks.

All disks in the child VM must use a file system that supports snapshots (for example, NTFS).

The following screenshot shows the settings of a VM within the Hyper-V management window. For child VM
snapshots to be enabled, the Integration senices option “Backup (wlume snapshot)” must be enabled:
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Requirements for Live Backups

Backup (wolume snapshot) Integration Senvce is installed and running in the child VM. The senice
name is "Hyper-V Volume Shadow Copy Requestor".
Windows 2000: Backup Integration Service is not supported.

The child VM must be in the running state.

The Snapshot File Location for the VM is set to be the same wlume in the host operating system
as the VHD files for the VM.

All wolumes in the child VM are basic disks and there are no dynamic disks.

All disks in the child VM must use a file system that supports snapshots (for example, NTFS).

Live Backups for non-VSS aware VMs

Some VMs may not have the option to cascade a Shadow Copy from the host in order to render any data
transactionally consistent on the VHDs for that VM.

The reasons for this may be due to the fact that the OS does not support VSS shadow copies, for example
Windows XP (pre-SP2), Windows 2000 or Linux VMs.



If these VMs are running at the time of a backup, the standard behawvior of the Microsoft Hyper-V VSS Writer
in this case is to save the VMs while the Shadow Copy is being taken on the host, and then restore the
VMs to the running state once the Shadow Copy on the host is completed.

This ensures that the data on the VHDs for these VMs is in a consistent state during the backup.

Although this process rarely takes longer than a few seconds, this may not necessarily be the desired
effect, since saving the VMs implies that the VMs will be taken offline for a specific time interval.

You may bypass this standard behavior by selecting a checkbox as follows:

1) Click on the “Backup/Restore Guest VMs” option in the main panel to the left of the Management
Console window.

2) Click on the Settings icon for the VM or VMs in question.
3) Click on the Advanced tab in the window that appears.
4) Click on “Additional Settings for Non-VSS Aware VMs” button.

5) Select the “Enable Hot Backups” checkbox.

6) Click OK.
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Note: Enabling this setting may lead to inconsistent data on the backup drive, so please read the
warning carefully and make sure all the criteria are met before enabling this setting. It is
recommended to leave this setting switched off unless you are sure of the implications of
enabling this option. If in doubt, please do not hesitate to contact support@altaro.com
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ISO Backups

Altaro Hyper-V Backup offers the possibility to back up any ISO files that are attached to any child
VMs as CD or DVD image files. These many times are installation media, and do not need to be
backed up (this is the default setting).

However, the image files could potentially contain data that should be backed up, and the “ISO
Setnng t&bhntle e netninngen thinthrs machto, as shown in the following image:

{_) Hyper-¥ Guest ¥M Backup Settings E

Settings for TestJPR

| Backup Times / Frequency | Reversellelta | Yerzion Maintenance |50 Settings

™ Do not backup any 150 files connected to this Hyper Guest W CD/DYD Virtual Drive [Recommended
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Important:

There may be cazes when an 150 iz referenced in the Virtual CO/DWD Drive Guest WM zettings but
the actual 150 file does not exizt on disk. Pleaze chooze how vou would like to handle such cases:

% Backup Guest VM angway but report an ermar,
™ Fail the backup if the actual 150 file is not found.

Save Changes I Cancel

Clicking the second radio button option will cause 1SO files to be included in the backup. If a machine
was backed up with this setting enabled, and is then restored, the ISO file is also restored along with
the VM. In the sane nt a “Rentn e Ove w bteg, the VM is not overwritten but a separate file is created

in case the ISO file is in use by any other VM.

This setting may be enabled and disabled at will. If a previous version of a VM is restored from a
backup time when this setting was enabled, then the ISO files are restored, even if the setting may
have been disabled for subsequent backups.



An extra setting at the bottom of the window enables you to specify if the backups should continue
or fail if any ISO files referenced in the configuration are not found. In both cases, a notification
email is sent to warn about the missing file.

Restoring Hyper-V Guest VMs

There are five options when it comes to restoring a Hyper-V Guest VM:

1. Restore Overwrite

The Hyper-V Guest VM backup will be restored back to its original location and will retain the same
name. If the original Hyper-V guest is still hosted by the Hyper-V server then it will be overwritten.

Read more here.

2. Restore as Clone

The Hyper-V Guest VM backup will be restored to a new location and will be given a new name.
The original Hyper-V guest will not be overwritten and you will end up with the cloned VM running
side by side with the original VM.

Read more here.

3. Restore to a different Hyper-V Server

A Hyper-V Guest VM backup which was taken by Hyper-V host A can be restored to Hyper-V host
B. The VM will be restored to a new location on the new host and will be given a new name.

Read more here.

4. Fire Drill
This feature allows you to perform test restores of your backed up Hyper-V Guest VMs.

Read more here.

5. File Level Restore

This feature allows you to restore individual files and folders from any Guest VM backup.

Read more here.

Restore Overwrite

To Restore Overwrite a VM backup first navigate to the Backup / Restore Hyper-V Guest VM screen as
explained here.

You will now be presented by this screen:



"u'irtual Machines | ¢ Backup | %y EestorefRestorefs.. | Enable / Disable Schedule SelectAll SelectMone

- | Exchange Server
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é/ hanual backups only 1y Mo Backups Taken Seftings
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F hanual backups only 1y Mo Backups Taken Settings
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é/ Backup on Weekdsys st 10:00 1y Mo Backups Taken  Mext backup in 6Shrs 15m Setting=
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é/ hanual backups anly 1y Mo Backups Taken Settings

[@-j Add f Remove Hypery Guest Yhdz from vour backup plan...

1'| Configure vour backup drive...

1. Select the VMs which you wish to restore now using the checkboxes to the left.
2. Click on the [Restore / Restore As] button at the top of the panel.

3. You will now be presented with the Restore Console as shown below:



{_)'Hyper-¥ Guest ¥M Restore Console !E

g Hyper-¥ Guest VM Restore Console

Flease choose which versions you wwould like to restare. You may also choose to restore as a
neny cloned Hyper- Guest Wid.

S0L Server
¥ Restore the version which was backed up on: |1D June 2011 17:45:29 j

¢ Festore to original location [thiz will ovenwrite the curent quest i)

" Restore a5 clone to a different location (thiz will restore the backed up guest VM as a new VM)

Restore Selected Cancel
5. Ensure that the "Restore to original location" radio button is checked for each VM that you wish to
restore overwrite.
4, You can use the backup time combobox to choose to restore a previous version of the VM.
SOL Server
¥ Restore the version which was backed up on: 10June 20171 17:45:29 j
% Restore to original location [this will ovenarite the curment guel AR ) I FECHRE

10 June 2011 16:57:57
i Restore az clone to a different location [thiz will restore the backed up guest Vi az a new W]

5. Click on the [Restore Selected] button to begin the restore operation.

6. You will be presented with a dialog notifying that the "Virtual Machine Management Senice" will be
restarted during the restore operation. This is normal and you should press OK.



A Hyper-¥ Service required for restore operations will be restarted

The [Hyper-¥ Yirtual Machine Management] service which is

l % required For restore operations must be restarted, Should wou
proceeed with the restore operation it will be restarted
automatically,

Wiauld ywou like to proceed with the restore operation and
automatically restart this service?

Ik I Cancel

7. Once the restore begins you will notified by the following dialog.

The restore operation has been initiated successfully E |

@B The restore operation will run in the background and its progress
' ' can be monitored from the Progress Bar panel at the top right of
= the Manager screen,

8. You will know that a restore is taking place because the progress bar at the top right of the
Management Console will be active.

[SQL Server] Attaching Restored VM to Hyper-v
| ]

9. Finally you will be notified that the restore is completed by a popup dialog, email and ewvent log
notifications if they are enabled.
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V SOL Server has been restored successfully

ou can now viewy the restored %M from the Hyper-% Management Console.

If it does not appear simply restart the "Virual Machine Management Service".

0K, |

Restore Clone

To Restore as Clone a VM backup first navigate to the Backup / Restore Hyper-V Guest VM screen as
explained here.

You will now be presented by this screen:

"u‘irtual Machines | @ Backup | "y BEestore/Restoress.. | Enable £ Disable Schedule - SelectAll Select Mone
- Exchange Server

- =N u 7
é.a‘ Manual backups only 1y Mo Backups Taken Zettings
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O .
é.a‘ Manual backups only 1y Mo Backups Taken Settings
= TestWindows 7 Machine ;

- | 7
éx‘ hanual backups only 1y Mo Backups Taken Settings
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- | .
g/' Backup on Weekdsys st 10:00 1y Mo Backups Taken  Mext backup in 6Shrs 15m Setting=
e Weh Server 2

- | s
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[@-j Add f Bemove Hyper Guest YAz from vour backup plan...

1'| Configure vour backup drive...

1. Select the VMs which you wish to restore as clones using the checkboxes to the left.
2. Click on the [Restore / Restore As] button at the top of the panel.

3. You will now be presented with the Restore Console as shown below:



{_)'Hyper-¥ Guest ¥M Restore Console !E

Flease choose which versions you wwould like to restare. You may also choose to restore as a

Q Hyper-¥ Guest VM Restore Console
neny cloned Hyper- Guest Wid.

S0L Server
¥ Restore the version which was backed up on: |1D June 2011 17:45:29 j

¢ Festore to original location [thiz will ovenwrite the curent quest i)

" Restore a5 clone to a different location (thiz will restore the backed up guest VM as a new VM)

Restore Selected Cancel
5. Ensure that the "Restore as clone to a different location” radio button is checked for each VM
that you wish to restore as a clone.
S0L Server
[¥ Restore the version which was backed up on: |1E|June 2011 17:45:29 j

" Restore to original location [this will ovenwrite the cument guest W)

% FRestore as clone to a different location [this will restore the backed up guest W as a new W]

Guest Wi Mame: ISE!L Server [10-06-2011 17h45m23 Clone]

¥ Disable network card [recommended to avoid P conflicts)

Aezfara Configuration Fias fo; || _I

Resfore WHD FAVHD fies fo: |

4, You can use the backup time combobox to choose to restore a previous version of the VM. You will
also be prompted to enter a new name for the Cloned VM as well as the restore location for the
configuration files and the VHD, AVHD files. Both locations can be pointing to the same folder.

By default the network card of the new cloned VM will be disabled so as to prevent IP Conflicts.
You can choose not to disable the network card by unchecking the checkbox "Disabled Network
Card".




SOL Server
[¥ Restore the version which was backed up on: 10June 2011 17:45:29 j

" Restare to ariginal location [this will ovenarite the cument gug 5 _
' Restare a5 clone to a different lacation [this will restore the backed up guest VM a5 a new VM)

Guest WM Name: |5QL Server [10-06-2011 17hd5m23 Clone)
¥ Disable netwark card [recommended to avoid |P conflicts)
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5. Click on the [Restore Selected] button to begin the restore operation.

6. You will be presented with a dialog notifying that the "Virtual Machine Management Senice" will be
restarted during the restore operation. This is normal and you should press OK.

¥ Service required for restore operations will be restarted |

The [Hyper-4 Wirtual Machine Management] service which is

l % required for restore operations must be restarted. Should vou
proceeed with the restore operation it will be restarted
aukomatically,

Wiauld wiou like ko proceed with the restare operation and
automatically restart this service?

Ik I Zancel

7. Once the restore begins you will notified by the following dialog.
The restore operation has been initiated successfully E2 |

@B The restore operation will run in the background and its progress
' ' can be monitored from the Progress Bar panel at the top right of
the Manager screen,

8. You will know that a restore is taking place because the progress bar at the top right of the
Management Console will be active.



[SAL Server] Attaching Restored VM to Hyper-v
| ]

9. Finally you will be notified that the restore is completed by a popup dialog, email and ewvent log
netifications if they are enabled.

{ ) Altaro Hyper-¥ Backup

HYPER-V Eackup

w S0L Server has been restored successfully

Yiou can nowy viewy the restored Wi from the Hyper-Y Management Console.

If it does not appear simply restart the "Virual Machine Management Service".

0K, |

Restore to different Hyper-V server

To import a backup from another Hyper-V guest and restore it you should use the Restore Import Wizard.

This can be accessed as follows:

1. Open the Management Console as described here.

2. Navigate to the "Advanced Restore Options" menu at the left hand side of the screen and click on
the [Import Backup from another Host] sub-menu item.
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Using the Restore Import Wizard:




{

Altaro Hyper-¥ Backup Restore Import Wizard

H YPER -V Backup

Welcome to the Altaro Hyper-Y Backup Restore Import Wizard, .,

Import a Hyper-V Guest ¥M from the backup of another Host

Choose a backup drive from where to restore your Guest Vi

Back Next  Cancel

1.

When viewing the welcome screen click on [Next] You will now be presented with a screen where
you can choose a backup drive which contains the backup that you wish to import.




{_) Altaro Hyper-¥ Backup Restore Import Wizard

H YPER -\ Backup

Step 1 of 3; Choose a Backup Flan to restore from..,

Please choose a Backup Folder to restore from
@ Connect a drive now or choose one from the list below...

) Chioose a Metwork Path (UNC) comtaining your backup. ..
Specify a subfolder containing your Altaro Hyper-t Backup backup. ..

I: New Yolume
D |1 CrhAdministrator Last backed up on 03-Jun-11 2: 17102 PM.,

D I Cr\Administrator Last backed up on 10-Jun-11 5:45:29 PM,

Refresh Backup Plan List

Back MNext Cancel

2. Select the Backup Folder containing the required backup and press [Next].
Please note that you can use the label buttons at the top of the screen to:
- Choose a UNC network path upon which the required backup is stored.

- Specify a subfolder within the backup drive or UNC Path which contains the backup folder if it is
not stored in the root folder.

3. Next you will be presented with a list of VMs which have been backed up within the selected
backup folder.



{_) altaro Hyper-¥ Backup Restore Import Wizard

HYPER-V Backup

Step 2 of 3; Select which Guest YiMs yoll wish to restore,,

gf'.?-' Thee following Hyper-Y Guest Wis are available for restore in the selected Backup Folder:

Please select which Guest YMs ko restare and press next

Hyper-v Guests

O ;"'New Wirtual Machine
01 WinTDFiiz2spr

[ JWin2008DCExchange

O ; 1 Mew Virtual MachineLowerCase

Back HNext Cancel

4. Now select the VM or VMs which you wish to restore to the current Host and press [NEXT].

5. You will now be presented with a Restore Console as shown below:



{_) altaro Hyper-¥ Backup Restore Import Wizard

HYPER-V Backup

Step 3 of 3; Restore the selected Guest Wis, .,

The selected Hyper-Y Guest WMs are ready to be restored,

Please choose which versions wou would like to restore and the destination where to restore to,

Hew Wirtual Machine

Restore the version which was backed up on: IDE bay 20171 14:05:56 j

Guest Vi Name: INew Wirtual Machine [05-05-2011 14h05mEE Clone]
¥ Disable netwark card [recommended to avoid IP conflicts)

Aasfore Configurafion Figs fo: ||
Aestore VHD /AVHD Fiesfo |

35

Back Restore | Cancel

6. You can use the backup time combobox to choose to restore a previous version of the VM. You will
also be prompted to enter a new name for the Cloned VM as well as the restore location for the
configuration files and the VHD, AVHD files. Both locations can be pointing to the same folder.

By default the network card of the new cloned VM will be disabled so as to prevent IP Conflicts.
You can choose not to disable the network card by unchecking the checkbox "Disabled Network

Card".
6. Click on the [Restore] button to begin the restore operation.
7. You will be presented with a dialog notifying that the "Virtual Machine Management Senice" will be

restarted during the restore operation. This is normal and you should press OK.



A Hyper-¥ Service required for restore operations will be restarted

The [Hyper-¥ Yirtual Machine Management] service which is

l % required For restore operations must be restarted, Should wou
proceeed with the restore operation it will be restarted
automatically,

Wiauld ywou like to proceed with the restore operation and
automatically restart this service?

Ik I Cancel

7. Once the restore begins you will notified by the following dialog.

The restore operation has been initiated successfully E |

@B The restore operation will run in the background and its progress
' ' can be monitored from the Progress Bar panel at the top right of
= the Manager screen,

8. You will know that a restore is taking place because the progress bar at the top right of the
Management Console will be active.

[SQL Server] Attaching Restored VM to Hyper-v
| ]

9. Finally you will be notified that the restore is completed by a popup dialog, email and ewvent log
notifications if they are enabled.



{ V' Altaro Hyper-¥ Backup

HYPER-V Backup

v SOL Server has been restored successfully

ou can now viewy the restored %M from the Hyper-% Management Console.

If it does not appear simply restart the "Virual Machine Management Service".

0K, |

Fire Drill

The Fire Drill feature allows you to plan and execute test restores at a scheduled time. That way you can
easily verify that your VMs are being backed up correctly.

Before starting a Fire Drill Restore please ensure that at least one successful backup has been taken for the
VM in question.

To begin open the Management Console as described here and select the Fire Drill Screen from the left
hand side menu.

{% Dashboard

|@ Use the Fire Drill feature to routinely perform test restores upon your ¥M backups.

¢ lLophone | '!') Perform a Fire Drill Mow.... I
IZ-}:J Step 1: Seleck Hyper-¥ Guest YMs
) step 2: Select a Backup Drive Fire Dl S.etti.ngs (" Fie Drills | Fire Crrill Histony b |

@ Step 3t Setup Motifications . - .
Fire Drill iz a feature that helps you plan and execute test restores at a scheduled time.

=} Temporary save location for restored configuration /WHD /£ AWHD files:

= N Backup / Restore Guest ¥Ms
e IG:\T estR estaore |

Save Changes Dizcard Changes
4% advanced Restore Dptions = |

%, Import Backup from another Host

File Level Restore

Fire Drill Reminders are sent via Email Motifications

T2\ Reports _ . o s |
SMTP Settings must be configured from the Matifications Screen Test Your SMTP Settings

() Backup History Confiqure Mail Server Settings

(z) Restore History

Configuring Fire Drill Settings

Before performing a Fire Drill you must first specify a default location where to store temporary restored files.



This location must have enough free space to hold any VMs which are temporarily restored to it.

Fire Drill Settings Fire Drills | Fire Drill Higtary |

Fire Dnll iz a feature that helps you plan and execute test restores at a scheduled time.

Temporany save location for restored configuration £ WHD # AWHD files:

G:ATestRestore | |

1 Save Changes | % Digcard Changes |

Should you which to receive Fire Drill reminders and notifications then it is important to configure your SMTP
Settings as explained here. Fire drill email notifications are sent for the following events:

An automatic Fire Drill will begin in 1 hour.
A reminder for a Fire Drill has been scheduled.
A Fire Drill restore has completed.

Fire Drill Reminders are gent via Email Motifications
SMTP Settings must be configured from the Motifications Screen Test Your SMTP Settings

Configure Mail Server Settings

Performing a manual Fire Drill

By performing a manual Fire Drill you will perform a test restore on one or more VMs. These VMs will be
restored as clones to a new location and will be attached to Hyper-V. The names of the test VMs will
contain the text "Fire Drill" and a timestamp of the backup version restored.

1. To perform a manual Fire Drill simply click on the button "Perform a Fire Drill Now".

ﬁ Use the Fire Orill feature to routinely perform test restores upon your ¥M backups.

1.', Perform a Fire Dnll How.__

Fire Drill Settings Fire Drillz: | Fire Drill Hiztam |

2. Select which VM backups and which backup versions you would like to include in the Fire Drill.



{_)'Hyper-¥ Guest ¥M Fire Drill Console

= Hyper-¥ Guest YM Fire Drill Console
|
FPerforming a Fire Drill Restore allows you to restore a Wk as a new test WM, The test Vil will then appear in

the Hyper-Y Management Consale allowing you to start it and werify that it has been restored correctly.

Windows 7 VM

[¥ Test Restore the version which was backed up on:

Erter the name for the test Wi and the new location below

Guest LA Mame: IFIHE DRILL “windores 7 %M (28-07-2011 17h12m33 Clone)

Aestore Locakion IG:'\TestF!estole

Perform Fire Drill Restore Cancel

3. Click on "Perform Fire Drill Restore".

Are you sure vou would like to initiate the fire drill for the selected
l % Hyper-¥ Guest VMs?

Ik I Cancel

4. Confirm that you would like to proceed and you will see that the Fire Drill restore has begun from the top
right progress bar.

[Windows= 7 YM] Restoring... File 1 of 9
I [ i
.tore WFIRE DRILL Yindowes T Wb [22-07-2011 17h12m33 Clone]W™yT_new whd [4.97 GE)

5. Once the restore has completed then you will be notified on whether it was successful or not. If it was

successful you will find that the new test VM has been attached to Hyper-V and can be used to erify that it



has been restored correctly.

Please note that to avoid conflicts the Network Card is disabled for VMs which are restored using Fire Dirill.

Configuring automatic scheduled Fire Drill Restores / Reminders

A great feature of Fire Drill is that users are able to schedule routine Fire Drill Restore operations or
reminders.

Scheduled Fire Drill Restore Operation

At the scheduled time the VM in question will be restored as a clone and attached to Hyper-V. One hour
before the fire drill restore begins, users will receive an email notification followed by a second email once
the restore is completed. (Emails will only be received if the Mail Notifications are configured correctly.)

Scheduled Fire Drill Email Reminders

In this case at the scheduled time - instead of restoring the VM - a simple email reminder will be sent to
remind the user to perform a Fire Drill restore. (Emails will only be received if the Mail Notifications are
configured correctly.)

To configure schedule restores / reminders you must use the "Fire Drills" Tab.

| Fire Dirill Settings Fire Drrills Firg Diill Histany |

*3 Run Fire Drill For Selecked. . ) Add Mew Dril | 7 Edit Selected Drill | € Delete Selected Drill(s)
Rerminder for Guest Wi | Reminder 5chedule | Comments |
O <5 windows 7 WM Rerminder We at 20:00 Wheekly Fire Dril

1. To add a new Fire Drill schedule simply click on the "Add New Drill* toolstrip button. Any you will be
presented with the following dialog.



Fire Drill Settings B

Chooze the Hyperf W that you want ta et up a Fire Drill far;

= Choose a Guest ¥M -

Fire Drrill 5 chedule: liél Add Date ¢ Time

™ Perform Test Festare on Schedule

Comments:

Fire Dl Reminders are zent via Email Matifications

Fire Drill Reminders are only sent when the Altaro Hyper¥ Backup Service iz inning

74 Save Changes | w Dizcard Changes

2. Select a VM upon which you wish to schedule a Fire Drill restore or Reminder. This can be done by
clicking on "Choose a Guest VM".

3. Add a number of date / time rows to the Fire Drill Schedule panel. You can choose a combination of
schedules such as "Mondays at 6pm and Saturdays at 10am and 10pm".

4. Choose whether you would like a Fire Dirill restore to begin automatically. This can be done by checking
or unchecking the "Perform Test Restore on Schedule". If you leave this option unchecked then you will
simply receive an email reminder. Please note that to avoid conflicts the Network Card is disabled for VMs
which are restored using Fire Drill.

™ Perform Test Restare on Scheduls

Comments:

5. You may also add some comments to document the Fire Drill schedule.

6. Finally click "Save Changes" and your new Fire Drill schedule will be enabled.

If you wish to edit or delete existing Fire Drill schedules simply use the toolstrip buttons at the top of the
tab.



| Fire Dirill S ettings Fire Drrillz Fire Dirill Histam |
%3 Run Fire Drill for Selected, ., o add Mew Dril | 7 Edit Selected Dril | 3 Delete Selected Drill(s)

Fire Drill History / Deleting Temporary Restored VMs

Finally the "Fire Drill History" tab will provide users with a history of any Fire Drill restores which have been
performed.

| Fire Drill Settings | Fire Dirillz Fire Drrill Histary
% Delete Selected Fire Dril YMis) (MMs restored as a Fire Drill)

Fire: Diill Tirme | Restored Wi | W Status |
O ¢ r#e2a/2011 5:01:45PM | FIRE DRILL -New Vitual Machinedd [13-07-20011 01h00... %M has been deleted from Hypery
O <) 7/28/2011 71509 PM FIRE DRILL -Mew Yitual Machinedd [12-07-20171 13013, M has been deleted from Hyper-
O ) 7429/2011 11:07:09 4  FIRE DRILL -New Yirtual Machinedd [13-07-2011 01h00... %M has been deleted from Hyper

Each time a Fire Drill is performed an entry is made in the Fire Drill History list. A status column also
indicates whether the restored VM is still attached to Hyper-V.

Should you wish to delete any temporarily restored VMs simply select them from the list and click on
"Delete Selected Fire Drill VM(s)". At this point they will be detached from Hyper-V and deleted from the
temporary restore location.

Once deleted the entry will still appear in the History list, but the status column will indicate that the VM
has been deleted from Hyper-V.

File Level Restore

The File Level Restore feature allows you to explore the contents of the VHD / AVHD files of a VM backup.
That way you can easily restore specific files and folders from a VM backup without having to restore and
attach the entire VM.

Please note that:

- if you wish to perform a File Lewvel Restore for a VM which contains AVHD snapshots then you will need to
follow an alternative procedure.

- if you wish to perform a File Lewvel Restore an older backup version of a VM then you will need to follow an
alternative procedure.




Before starting a File Level Restore please ensure that at least one successful backup has been taken for
the VM in question.

1. Open the Management Console as described here and select the File Level Restore Screen from the
left hand side menu.

!LI,'I_Iﬂ\ Dashboard

Use the File Level Restore feature to restore individual files directhy from a backed up YM's File System.

P Configure File Level Restore | Settings .|

@ Select Hyper-¥ Guest YMs 1, Start File Level Restore....

Y Select a Backup Drive

The following ¥YM Backups have been prepared for File Level Restore:
{2} Setup a Backup Schedule
Click on an entry to Mount § Dismount the drives inwindows Explorer.

Sekup Motifications . e o 7
6 2 Restared Wi | Restored Yersion | Mounted in Windows Explarer | Drive Letters | Filz Level Restare Methad

5 Backup / Restore Guest ¥Ms
=L

“%  Advanced Restore Options

k. Import Backup From another Host

@ Fire Dril

J_‘ Reports
(-} Backup History

L) Restore Histary

2. If this is the first time that you are using this feature then you must setup the temporary restore location
by using the settings tab. The temporary restore location will contain any temporarily restored VHD / AVHD
files. These can then be deleted automatically once you are done from the File Lewvel Restore.

|' File Level Restore Settings

Chooge a location where the temparary 4 files will be stored. wWhen a File Level restore iz started the Wi iz restored
to a temporany folder 2o that files can be reztored from the Wiz digks. Pleaze make sure that the temporary location
haz adequate free space to store the WM dizks that you want ta restore from.

Fleaze note that this iz a temporany location and once you restore the files pou have the option to clear out the temporary location.

Temporary zave location for regtored WHD # AWHD files:

G:M\Temparary File Level Restare Files |

Save Changes ¥ Dizcard Changes |

3. Once the temporary folder has been chosen you can simply click on "Start File Level Restore..." to begin.
You will then be presented with a list of VM Backups available for File Level Restore.



Please note that:

- if you wish to perform a File Level Restore for a VM which contains AVHD snapshots then you will need to
follow an alternative procedure.

- if you wish to perform a File Level Restore an older backup version of a VM then you will need to follow an
alternative procedure.

Simply select which VM backups you wish to load for File Level Restore using the checkboxes in the list.
The VHD files of the selected disks will be mounted directly from the backup drive. A particular method is
used here to ensure that the original VHD files are not modfied in any way.

{_ Hyper-¥ Guest ¥M File Level Restore Console _ O x|

i Hyper-V¥f Guest VM File Level Restore Console

From this console you can choose which YW backups you would like to mount for File Level Restore.
The required ¥HD and AHD files of the selected ¥Ms will be mounted instantly and can be hrowsed
using Windows Explarer,

Onee maounted you can unmaount therm at any time from the File Level Restare List.

Click here to pedorim a File Level Hestore from an older backup version...
Click here to pedorm a File Level Restore for Whis which contain Snapzhots (8WHD Files). .

Wirtual Machine Backups | Details |
O 3 Mew Vitual Machine & Latest WHD backup filez will be mounted.
O s winFOnCluster [ M-OFFICE] Cannat locate latest backup. [Cannat maount directly from backup drive)
Mount Selected For File Level Restore Cancel

4. Once you hawe selected the required VMs click on "Mount Selected for File Level Restore" and click OK
when you are prompted to confirm.




Yirtual M achine Backups [ miataile |

] Mount the selected ¥M backups for File Level Restore? Ed

O Ay WinFOrCluster (51 om backup drive)

The ¥HD backups of the selected ¥Ms will be mounted and the

! & wirtual disks can then be browsed using Windows Explorer, While
these virtual disks are mounted backups for the selected YMs wil
be disabled. Unmount the virtual disks using the WHD list on the
File Level Restore screen to resume backups, To continue the
restare press O,

K Cancel

Mount 5elected for File Level Restore I Cancel

5. Once you confirm the abowve step you will see a progress bar for a few seconds and assuming that all is
successful the relevent Virtual Disks (VHDs) will be mounted and a Windows Explorer window will appear for
each drive letter.

It is possible that a drive letter is not automatically assigned by Windows when the disks are mounted. If
this happens then you must use the Disk Management utility in the Windows Server Manager console to
assign drive letters. Once you do you can then manually browse the mounted disks using My Computer.

6. Finally you will see that the VHD disks belonging to the VMs selected abowve are now listed in the File
Lewvel Restore screen. Right-clicking on a VHD / AVHD entry in the list will bring up a context menu with the
following options:

- Unmount
- Browse using Windows Explorer

Unmounting a Virtual Disk which was mounted directly from the backup drive will automatically remowe the
entry from the list and delete any temporary files.

Important Points:

- Backups will be disabled for any VM which currently has one of more VHDs mounted. To resume
backups for this VM then simply unmount the VHDs from the File Level Restore screen.

Fie Level Restore for AVHD Files / Older Backup Versions

When performing File Lewel Restore for a VM which contains snapshots (AVHDs) or from a older delta
backup then the virtual disks first need to be restored to a local temporary folder. They are then mounted
from this temporary folder instead of being mounted directly from the backup drive. Therefore there are a few
extra / different steps required as listed below.

Please Note: If you simply want to perform a File Level Restore from the latest backup of a VM (VHD files
only) then follow this procedure. Virtual Disks do not need to be restored first and are mounted instantly.



Before starting a File Level Restore please ensure that at least one successful backup has been taken for
the VM in question.

1. Open the Management Console as described here and select the File Level Restore Screen from the
left hand side menu.

!LI,'I_Iﬂ\ Dashboard

Use the File Level Restore feature to restore individual files directhy from a backed up YM's File System.

P Configure File Level Restore | Settings .|

@ Select Hyper-¥ Guest YMs 1, Start File Level Restore....

Y Select a Backup Drive

©) Setup a Backup Schedule The following ¥YM Backups have been prepared for File Level Restore:
Click on an entry to Mount § Dismount the drives inwindows Explorer.

Sekup Motifications . e o 7
6 2 Restared Wi | Restored Yersion | Mounted in Windows Explarer | Drive Letters | Filz Level Restare Methad

5 Backup / Restore Guest ¥Ms
=L

“%  Advanced Restore Options

k. Import Backup From another Host

@ Fire Dril

J_‘ Reports
(-} Backup History

L) Restore Histary

2. If this is the first time that you are using this feature then you must setup the temporary restore location
by using the settings tab. The temporary restore location will contain any temporarily restored VHD / AVHD
files. These can then be deleted automatically once you are done from the File Lewvel Restore.

|' File Level Restore Settings

Chooge a location where the temparary 4 files will be stored. wWhen a File Level restore iz started the Wi iz restored
to a temporany folder 2o that files can be reztored from the Wiz digks. Pleaze make sure that the temporary location
haz adequate free space to store the WM dizks that you want ta restore from.

Fleaze note that this iz a temporany location and once you restore the files pou have the option to clear out the temporary location.

Temporary zave location for regtored WHD # AWHD files:

G:M\Temparary File Level Restare Files |

Save Changes ¥ Dizcard Changes |

3. Once the temporary folder has been chosen you can simply click on "Start File Level Restore..." to begin.
You will then be presented with a list of VM Backups available for File Level Restore. Since we are not

restoring the latest backup in the case we need to click of one of the following options: (highlighted in the
screenshot below)



- "Click here to perform a File Level Restore from an older backup version..."
- "Click here to perform a File Level Restore for VMs which contain Snapshots (AVHD Files)..."

{_)' Hyper-¥ Guest ¥M File Level Restore Console =]

Fror this console you can choose which WM hackups you would like to mount for File Level Restore.
The required WYHD and AYHD files ofthe selected Whs will he mounted instantly and can be browsed
using Windows Explarer.

i Hyper-¥ Guest VM File Level Restore Console

Once mounted you can unmount them at any time from the File Level Restore List.

Click here to petformn a File Level Restore frorm an older backup wersion..
Click here to performn a File Level Bestore for Wiz which contain Snapshots (8WHD Files)...

Wirtual Machine Backups | Details |
O i MewVirtual Machine & Latest WHD backup files will be mounted.
O s winFOnCluster [SIMON-OFFICE) Cannat locate latest backup. [Cannat mount directly from backup drive]
Mount Selected for File Level Restore Cancel

4. You will then be prompted to choose which VM (or VMs) you would like to prepare for File Level Restore.
You will also be asked to choose which backup version you would like to restore from.

Simply select and click on "Prepare Selected for File Level Restore".



M= B3

{_ Hyper-¥ Guest ¥M File Level Restore Console

Frarm this console you can choose which YW backups you wauld like to prepare for File Level Restare.
The required WYHD and A/HD files of the selected hackups will then be restored to a temporary location
and will he added to the File Level Restore list.

Q Hyper-¥ Guest YM File Level Restore Console

Once the WHD rAYHD files are restored successfully you can mount therm from the File Level Restore List,

Windows 7 ¥M
I Prepare for File Level Restore the version which was backed up on: |23 July 20011 17:12:33 j

The 1 will be restored to the following temporary location and name

Temp i Mame: IW’indows 7 Wh-129065426642022834

Rasfore | ocation IG:'\Temporary File Level Restore Files

Prepare selected for File Level Restore Cancel

5. You will be prompted to confirm your selection. Simply click OK.

Prepare the selected ¥Ms for File Level Restore? |

To restore files using the File Level Restore the Wirtual Machine

l % needs to be restored ko a temporary folder, Please noke that the
restored wirtual machine will nok be started and the restored
Wirtual Machine and will not be accessible in the Hyper-Y
Management Console, To continue the restore press OF,

Ik I Cancel

6. You will now notice that the progress bar at the top of the Management Console has been updated to
show the progress of the restore operation. This simply indicates the progress of copying all required virtual
disks to the the temporary restore folder.

£ ]] Your Backup Drive is connected [Windows 7 ¥M] Restoring... File 1 of 9 i

Click here to setup a 2nd Backup Drive... [ I
f &= ...y File Lewel Restore FilesWyindowes 7 Wwhd-129568 42664252 28307 _new whd [4.97GE)
l— 4 Refrash status




7. Once the temporary files are restored you will be presented with the following dialog.

{_ Altaro Hyper-¥ Backup

HYPER-V Backup

v The Hyper-Y'VYM has been prepared for File Level Restore successtulhd

This WM has been restored to & temporary location.

To restare files from the restored WHD FAVHD disks simply navigate to the File Level Restare sreen
from the left hand side Menu. You will then see the temporarily restared YHD f2HD files listed.
Right-click on a “HD ! &HD file and choose "Mourt" to browse the disk in Windoves Explorer.

oK, |

8. The next step is to view the File Level Restore screen once again. One or more VHD / AVHD files
should now be listed in the list of virtual disks available for File Lewvel Restore.

File Level Festore | Settings .'|

'ili) Load a ¥M Backup for File Level Restore. ..

The following ¥YM Backups have been prepared for File Level Restore:
Click on an entry to Mount ! Dismount the drives in Windows Explorer.

R estored %4 | Reztored Yerzion | kounted in 'wfindows Explorer | Dirive Letters |
o windows 7 WM W7 _new FRCOFFCS-E..  28-Jul-2011 1712 Hat tMounted

7. Selecting Mount will attach VHD / AVHD disk and assign a drive letter to each of it's partitions. The
partitions will then be opened automatically in Windows Explorer allowing you to browse their contents and
copy any files that you wish to restore. The partitions are mounted in Read Only mode.

If for some reason the disks are mounted but no drive letters are assigned - then it simply means that the
drives were not yet ready. Unmount them and try and mount them again.



R eztored Wi | Reztored Yersion | Mounted in Windows Ewplorer | Dirive Letters |
2 Windows 7 WM W7 _new 7ECOT7CSG..  28-Jul-2011 1712 M ounted J:

The ¥HD file has been mounted successfully E3 |

i "'-I ou may now choose to browse the mounted partitions in
L. ¥ 4 windows Explarer,

Options available for the selected YHD ! AVHD:
Wincowes 7RO _nesy P SCO7TC9-5536-40A0-5577-B1 347 ZFFFEEZ avhd

Mount WHD | Unmount WHD

Browze in Windows E=plarer

Delete termpaoramn WHD file and remove from list

Restored W4 | Restored Wersion | Mounted in "Windows Esplorer I Dirive Letters I
2 Windows 7yWM: W7 _new TECOFFCS-5..  28-Jul2011 1712 M aunted J:
& Local Disk (1:)

g: ;“: ;J i‘—“’ + Computer = Local Disk (1) - - lmll Search Local Disk (1:)
Crganize «  Include inlibrary ~  Share with -
Mame = Date modified | Type Size
$Recycle.Bin 41212011 2:06 PM File Folder
Opti ilab
s Sy Diocuments and Settings 7/14/2009 6:53 &M File Folder
Waindowes 7 W
| PetflLogs 711412009 4:37 AM File Folder
MountWHD | Ur
Eromse in Windot | Program Files 711412009 9:51 AM File Folder
Dl i) ProgramData 711412009 6:53 AM File Folder
Recovery 411212011 2:05 PM File Folder

11. Finally you may optionally choose to delete the temporarily restored VHD / AVHD files and remowve
them from the list. This can simply be achieved by choosing "Delete temporary VHD / AVHD Files and
Remove from list" from the context menu. If this option does not appear then you should unmount the
disks first.

You will be presented with the following dialog - simply click OK and the temporary files will be deleted for
you.



Please confirm that you want to delete this temporarily restored ¥™

l Are you sure you would like to delete the temporary restore Folder
1
G\ Temporary File Level Restore Files\Windows 7
YM-129565426642522534

which contains the selected YHD [ AwHD File?

Onee you delete this temporarily restared Y you will no longer be
able ko mount and restare files Fram this kermporarily reskared WM
disks, IF you delete this temporary WM and ywou realize that wou
skill need ko restare individual files then vou would need ko use to
restore the YM again, This will not affect ary backups or live Ys,

Ik I Cancel

Boot From Backup Drive

File Server

This feature allows you to temporarily boot a VM directly from the backup drive without having to perform a
full restore. This allows you to get the VM up and running within a very short amount of time. Allowing you
to postpone a proper full recovery until a time when VM downtime is acceptable.

This works by creating a temporary differencing VHD file upon the backup drive. The differencing VHD is

then attached to Hyper-V Server and booted. Eventually you can choose to commit the changes made while
booted from the backup drive to the Hyper-V Host

Phase 1 - Boot From Backup Drive Procedure

1. A differencing VHD is created on the backup drive, configured to point to the VHD backup.
2. A VM s created on Hyper-V and configured to use the differencing disk.

Result: - The VM is booted directly from the backup drive ready to be used.

Phase 2 - Commit Changes and Restore VM / Discard Changes

Option 1 - Commit Changes and restore the VM to the Hyper-V Host (Within 36 hours of booting)

1. Inthis case the temporary VM is shut down and a restore is started.



2. Once the VHD files are copied locally then the differencing VHD is merged with the original VHD
backup.

Result: - All changes are commited and the VM is available on the Hyper-V Host. (May take a few hours)
Option 2 - Discard temporary VM and all changes
Should you choose to discard the changes done with the VM during Phase 1. Simply choose discard and

the temporary VM will be removed from Hyper-V within seconds.

Important Considerations:

The longer the VM is booted directly from the backup drive - the longer the merge (go live) process will
take.

Beta Technology
VM Performance may be slower when booted directly from the backup drive.
All backup and restore operations will be disabled while a VM is booted directly from backup drive.

Boot from backup drive is only supported on locally connected disks and USB disks. Booting from a
network path is not supported.

Diagram showing the Boot from Backup drive procedure:
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Phase 1: Boot a VM directly from the backup drive

Before reading this step by step tutorial please read the this section explaining the Boot From Backup drive
feature and important considerations.

1. To Boot a VM directly from the VM backup first open the Altaro Management Console as explained here.

2. Once the Management Console has opened click on "Boot From Backup Drive" on the left hand side
menu under "Advanced Restore Options".

{) altaro Hyper-¥ Backup [_[O[x]
HYPER-\ 5ackuo ~ LTARO
Your Backup Drive i connected w Last Backup Today at 16:07
R Cartridge Rotation Enabled
D Refiach status Mo backup scheduled
ﬁ} Dashboard
Backup Drive Status | Show Backup Size /WM Total Backup Size / Day | &l Hyper- Guests ~ Total Backup Size f Day =
e 817KB
. Configure = B16.75KB
& 816.5KB
& Select Hyper-¥ Guest YMs Other: B16.25KB
44 31GB 816KB
Y Select a Backup Crive . | B15.75KB ()
Frda Spaca | 815.5KB1
() Setup a Backup Schedule 104.73GB / B15.25KB
A B15KB+
Setup Motifications B14.7548
s B14.5¢B
30 Mar
- '3
='W Backup /Restore Guest¥™Ms  f - g . e - - .
had Cluster Status Latest Backups | Mimor Backup Drive History | Restore History | Erors Since Last Backup |
L By HYH3A
*‘, Advanced Restore Dptions iz current Mode (Master Controller)  Selected Ms will be bached up  Click here to configure...
X, Import Backup from another Host 3, hen3-2

iz Altaro Agent detected and active  Selected Vs will be backed up Click here to configure. ..
File Level Restore

@ Fire Dl iy hun3-3
iz Altaro Agent detected and active  Selected Vs will be backed up Click here to configure. ..
| Boot From Backup Drive “
,![l Reports

{2} Backup History

() Restors History Updated node status at 408 PM
Refresh node status nowe

@ About Altaro Hyperd Backup | 2 License Key <% Support 7| User Guide 3160

3. You will now be presented with the "Boot From Backup Drive" screen, assuming that the following
requirements are met:

- You have selected a backup drive, selected VMs for backup and have taken atleast one successful
backup.

- The backup drive is connected.

- The backup drive is a locally connected / USB drive and not a network path.
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4. The Boot From Backup Screen will display a list of backed up VMs in a horizontal row. A horizontal
scroll bar will appear below if they do not fit in one screen. Howering the mouse over a VM will highlight it.

File Server

5. Click on a VM to bring up the Boot Window. This Window will allow you to boot the VM. Before you can
click "Boot Selected VM" you must check all checkboxes on the Window. These Checkboxes ensure that
you hawe read all the important considerations before proceeding.

These are the important considerations:

The longer the VM is booted directly from the backup drive - the longer the merge (go live) process will
take.

Beta Technology

VM Performance may be slower when booted directly from the backup drive.



All backup and restore operations will be disabled while a VM is booted directly from backup drive.

Boot from backup drive is only supported on locally connected disks and USB disks. Booting from a
network path is not supported.

£ Boot from Backup Drive =]

I:l File Server

Thig feature allows wou to temporarily boot a W directly from the backup drive without having to do a full restore. This allows you to get
the %M up and running in a very shart amount of time. This way vou can chooze to postpone a proper full recovery at a time when b
downtime iz acceptable. Wk Pedormance may be slower when booted diractly fram the backup drive.

Fhase 1 - Boot From Backup Drive Frocedure

1. & differencing WHD iz created on the backup drive, configured to point to the WHD backup.
2. AWM iz created on HyperY and configured to use the differencing disk.

Razulf - Faa A fe boofad dieclfy fiom e backyp dive raady fo ba used

Fhase 2 - Commit or Discard changes

Option 1 - Commit Changes and restore the ¥M to the Hyper-¥ Host [Within 36 hours of booting]
1. In thiz case the temporary M is shut down and a restore is started.

2. Onece the WHD filez are copied locally then the differencing WHD iz merged with the original WHD backup.
Aasul - Af changes are commifad amd e 14 & avadabie o fe Hipar I Host  ap fake 3 few hours)

Option 2 - Discard temporary ¥M and all changes:

Should you chaooge to discard the changes done with the VM during Phaze 1. Simply choose discard and the temparary Wi will be
remaved fram Hyper within seconds.

F

Before booting this ¥M directly from the backup dnve kindly agree to the following:
[ This feature is currently experimental technolagy (B eta Feature).
o backup and restare procedures (for all Whz) will be dizabled while this Wi iz booted.

Changes made to the Wi while booted directly from the backup drive must eventually be merged. This may take some
time and the WM will be stopped in the meantime.

I The langer the Wh iz booted directly from the backup drive - the langer the merge [go live] process will take.

“ Boot Selected ¥M | Cancel I

6. Click the "Boot Selected VM" to boot the VM from the backup drive. As with other restore operations
the Hyper-V Virtual Machine Management Senice must be restarted before you can proceed. Confirm that
this is OK and the boot procedure will begin.

A Hyper-¥ Service required for restore operations will be restarted

The [Hyper-¥ Wirtual Machine Management] service which is

! % required For restore operations must be restarted. Should wou
procesed with the restore operation it will be restarted
automatically,

Wiould you like to proceed with the restore operation and
automatically restart this service?

Ik I Cancel




Restarting the Hyper-¥ ¥irtual Machine Management Service...

7. Once the Boot procedure begins you will see that the global progress bar is active and it will keep you
updated on the progress. This will normally take a minute or two. You will also notice that the VM in the
Boot From Backup drive screen is now highlighted and displayed in yellow. A small "Booting..." status will
be displayed abowe it to indicate which VM is booting.

While a VM is booting you cannot close the Management Console or return to the Manage Screen.

[File Server] Attaching Restored WM to Hyper-Y
[ L]

Boot Mode

Boot From Backup Drive

8. After a minute or two, the VM will be booted directly from the backup drive and a dialog will be displayed
indicating this. From this dialog you can choose to start the VM and connect to it using VMCONNECT. To
do this click on the "Connect to VM Now" Button.

Click OK to dismiss the dialog and return to the Managementr Console.
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v The Hyper-v Y has been booted from the backup drive successfulbd

The %M hasz been hooted from the backed up YHD files on the backugp drive.

While the WM iz booted all backup and restore operations for all Wiz will be paused. The Wi should only be
hooted temporarily - uze the "Boot From Backup Drive" Screen to either:

Cption 1: Save changes made to the YW while booted and restare the W ta the host.

Cption 20 Cancel the Boat and dizcard all changes made to the Wi while booted.

Connect to Wik Mow | | ] I

9. If you choose to connect to the Booted VM you will see the "Virtual Machine Connection” Window as
displayed below.

ﬂ File Server (Altaro Boot From Backup) on localhost - ¥irtual Machine Connection
File Action Media Clipboard Wiew Help

© b3

The virtual machine 'File Server (Altaro Boot From Backup)' is
turned off

T start the virtual maching, select 'Start’ from the Action menu

Skakus: CFF Stop succeeded | RNNRNREGEGEGEGEEEE




10. You will also notice that the VM on the Boot From Backup drive screen is now displayed in green and a
"Booted" status is displayed above.

You can boot multiple VMs simultaneously but when one or more VMs are booted you will be unable to
return to the Manager Screen.
It is also important to note that all backup and restore operations for all VMs will be disabled while a VM is
booted from the backup drive.

11. A quick look at the Hyper-V sener manager will show that a new VM has been created and is listed in
the VM list. This VM is booted directly from the backup drive and has a suffix of "(Altaro Boot From
Backup).

File Server ff

3
= File Server [&lara Boot From Backup) _ Off

Phase 2:

While a VM is booted directly from the backup drive and is used it can be assumed that changes will be
made to this VM. Therefore users have two options on how to deal with a VM that has been booted directly
from the backup drive.

Option 1: Commit changes to the VM and restore it back to the host.
Option 2: Discard changes made to the VM and cancel the boot.

It is important that should Option 1 be chosen this is done within a recommended 36 hours from the boot
from backup drive. This is recommended because a merge must be performed to commit the changes to
the VM. The longer the VM has been booted for the more changes there will be and therefore the longer a
merge will take.

A merge can take many hours and during a merge the VM must be turned off. Therefore the merge shoud
be scheduled when VM downtime is possible.

Follow a step by step tutorial on Boot from Backup Drive: Phase 2 here.




Closing the Boot From Backup Drive screen and returning to the Manager Screen

At the top right corner of the Boot From Backup Drive screen is a close button which will return you to the
Manager Screen.
This button is disabled while one or more VMs are booting or booted.

Boot From Backup Drive

Phase 2: Commit Changes and Restore VM / Discard Changes

Before reading this step by step tutorial please read the this section explaining the Boot From Backup drive
feature and important considerations.

While a VM is booted directly from the backup drive and is used it can be assumed that changes will be
made to this VM. Therefore users have two options on how to deal with a VM that has been booted directly
from the backup drive.

Option 1: Commit changes to the VM and restore it back to the host.
Option 2: Discard changes made to the VM and unboot it.

It is important that should Option 1 be chosen this is done within a recommended 36 hours from the boot
from backup drive. This is recommended because a merge must be performed to commit the changes to
the VM. The longer the VM has been booted for the more changes there will be and therefore the longer a
merge will take.

A merge can take many hours and during a merge the VM must be turned off. Therefore the merge shoud
be scheduled when VM downtime is possible.

Option 1: Commit changes to the VM and restore it back to the host




- May take many hours.
- The VM must be turned off while restoring. (Schedule during acceptible VM downtime).

1. From the Boot From Backup screen click on a Booted VM. Booted VMs are always displayed in green
and have a "booted" status displayed abowve them.

2. Once you click you will see the Boot Window. Three options are displayed: "Save Changes and Go
Live", "Discard Changes and Cancel Boot", "Connect to VM". In this case we will be using the "Save
Changes and Go Live" option.

{_ Boot from Backup Drive |_ O}

I:l File Server

Option 1 - Commit Changes and restore the ¥M to the Hyper-¥ Host [Within 36 hours of booting)
1. In this caze the termporary WM iz shut down and a restore iz started,

2. Once the VHD files are copied locally then the differencing YHD iz merged with the original WHD backup.

Aesud - A¥ changes are commiffed amd fhe 4 & avadabie on fhe Heper-1¥ Host (Map fake a few howrs)

Option 2 - Discard temporary ¥M and all changes:

Should you chooze to dizcard the changes done with the WM during Phaze 1. Simply choose discard and the terporamy Wi will be
removed from Hyper-y' within seconds.

Restored Wb Name: IFiIe Server [Recovered]

¥ Disable network card [recommended to avaoid IP conflicts]

Aesfore Configuraliom Fes fo I _I

Resiore WD S AVHD Fies i |

% Save Changes and GO LIVE | 3 Discard Changes and Cancel Boot

Cloze |

Connect bo Booted Wi

3. This option will:

- Ensure that the Booted VM has been stopped.

- Copy all VM files from the backup drive to the Hyper-V Host.
- Merge all changes which were made to the VM while booted.
- Attach the newly restored VM to Hyper-V

4. Once the VM has been restored successfully the following dialog will be displayed. The new VM will be
listed in the Hyper-V Server Manager and the VM will no longer be booted directly from the backup drive.
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V File Server has heen restored successfulbd

You can now viewy the restored %M from the Hyper-% Management Console.

If it does not appear simply restart the "Virual Machine Management Service".

oK, |

Option 2. Discard changes and cancel boot

1. From the Boot From Backup screen click on a Booted VM. Booted VMs are always displayed in green
and hawe a "booted" status displayed above them.

2. Once you click on a VM you will see the Boot Window. If you do not wish to commit any changes made
while the VM was booted directly from the backup drive, you may simple click "Discard Changes and
Cancel Boot".

3. This will only take a minute or two and the VM will no longer be booted from the backup drive. You may
then choose to restore the last backed up version of that VM using the standard restore features.
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Option 1 - Commit Changes and restore the ¥M to the Hyper-¥ Host [within 36 hours of booting)
1. In this caze the temporary Wi is shut down and a restore iz started.

2. Once the WVHD files are copied locally then the differencing WYHD iz merged with the original WHD backup.

Aezul - A cfranges are commiffed amd i 14 & avadabde an e Seoarld Host (Map fake a few frours!

Option 2 - Discard temporary ¥M and all changes:

Should you choosge to discard the changes done with the Y during Phase 1. Simply choose discard and the temporary Y will be
reroved fram Hyper within seconds.

Restored WM Mame: |File Server [Recovered)

¥ Disable netwark card [recommended ta avoid [P conflicts)

Aesfore Condigurabon Fias fo | _I

Aestore VHD S AVHD Fes i |

w Save Changes and GO LIVE w Digcard Changes and Cancel Boot

Connect to Booted Wi | Cloze I

Closing the Boot From Backup Drive screen and returning to the Manager Screen

At the top right corner of the Boot From Backup Drive screen is a close button which will return you to the
Manager Screen.
This button is disabled while one or more VMs are booting or booted.



Boot From Backup Drive

Microsoft VSS (Shadow Copy)

The Microsoft Volume Shadow Senice (VSS) is Microsoft technology that forms part of Windows Sener
2008 R2. This component allows applications to access a "point in time" snapshot of a logical drive on the
host machine, including any VHD and related virtual machine files on that drive. This enables these files to
be accessed ewen if they are in use or locked. It also ensured that the VHD and related files are in a
consistent state and all data has been flushed to disk before they are accessed for backup purposes.

Altaro Hyper-V Backup comes with its own VSS Requester and communicates with the Microsoft Volume
Shadow Copy Senvce in order to trigger off and release shadow copies on the host machine.

Important facts and FAQSs:

The Volume Shadow Copy senvice is a part of the Windows operating system and any malfunctions in this
component are outside of the control of Altaro Hyper-V Backup, which acts only as a shadow copy
"requester" and does not possess any shadow copy functionality per se.

Shadow copies are done on a Volume basis, and cannot be done on a particular folder set only.
A shadow copy operation does not result in all the data on a wlume being copied over to a shadow copy,
but rather a point in time is set and any changes (writes) to the wvolume contents from that point on are kept

in a "changes" area. In that way a shadow copy can be completed in a matter of seconds.

The shadow copy requested by Altaro Hyper-V backup is non-persistent and is disposed after a particular
backup operation completes.

The owerall process may be visualized in the following diagram, which is a considerably simplified version of
what actually happens, but offers a good birds-eye view:
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Altaro Hyper-V Backup first requests a list of VSS writers from the VSS senice and then requests that all
the writers affected start preparing for the shadow copy by making their data consistent on the disk. Once
this is done, the VSS communicates with the VSS provider which actually executes the point in time
snapshot. The VSS senice then informs Altaro Hyper-V Backup about the details of the newly created
shadow copy.

After the backup completes, Altaro Hyper-V Backup instructs the VSS senice to release the shadow copy.

MS Hyper-V VSS Writer

One of the writers on a 2008 R2 system is called the Hyper-V VSS Writer, and this writer manages the
shadow Copy of all files related to the virtual machines running on the host machine, such as the VHD files.
When Altaro Hyper-V Backup triggers off a shadow copy (just before a backup starts), it integrates with the
Hyper-V VSS writer and passes on information to this writer about which virtual machines are about to be
backed up.

In turn, Hyper-V uses one of two mechanisms to prepare each VM for backup. The default backup
mechanism is called the "Saved State" method, where the VM is put into a saved state during the
processing of the shadow copy, snapshots are taken of the appropriate volumes, and the VM is returned to
the previous state after the shadow copy.

The other backup mechanism is called the "Child VM Snapshot" method, which will be discussed here.

ReverseDelta

RD Version 2 is now available with Altaro Hyper-V Backup version 3.0

Definition of Reverse Delta

Rewerse Delta Version 2 offers two advantages:

1. It is a space-saving technology developed by Altaro Software that enables Altaro Hyper-V Backup to keep
only the changes between each version of a changed VHD (or VHDX) file and another, rather than storing the
version of a file as a whole file every time it is changed.

This means that keeping multiple backup versions will require less space on your backup drive. In other
terms, chunks of a VHD file that are unchanged from one version of that file to the next are only stored once
on the backup disk. This is called data deduplication.



2. It also enables Altaro Hyper-V Backup to transfer only the changed blocks in a VHD file when there is
already a full backup available on the backup location, making incremental backups much faster than the
first backup. Notwithstanding this, the latest version of a VHD file is always stored as a full file on the
backup location.

What distinguishes Reverse Delta from other deduplication technologies?

The main concern about delta files is usually that in the event of heaw data loss, the version of a file you are
most likely to need is the latest one. Many users are apprehensiwe if this version may need to be rebuilt
from an older version and one or more delta files. With Rewverse Delta, the latest version of a file is always
made available in its entirety and not as a delta file.

This means that if you require the latest version of a file, it is possible to access it directly from your backup
drive without having to rebuild the file from delta files. The delta files are only used if you want to build a
previous ersion of the file, building one delta file at a time for each version as you travel back in time in the
reverse direction.

Periodically keeping full versions of the files

In the Advanced Settings window in Altaro Hyper-V Backup, there is an option to keep a full copy of a file
ewery Xwersions as shown in the screenshot below:
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@ ¥ Enable ReverseDelta™
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YWhen Reverselelta iz enabled, multiple backup verzions will require less space
on your backup drive az it only zaves the changes bebween each version of a
changed file.

With ReverseDelta the latest version of a file iz always made available in itz
entirety and not az a delta file.

The main advantage iz that when restoring recent Wb versionz, less delta files
need to be rebuilt and therefore less CPU cycles are required. This tranglates
ifko wery fast restore operations when restanng the mare recent verzionz, Thiz
iz important since tepically the most recent backups are likely to be restored.

IMPORTANT NOTE:

Dizabling Reverselielta means all backups are stared in full,

Save Changes | | Cancel I

Let's say we have a large file, say a 100GB VHD file, which is constantly changing and needs to be backed
up every hour. The first backup is for example at 9:00am. When you back up that file the first time, it is
simply copied ower to the destination.

At 10:00am, it is copied over again, and at 11:00pm again and so on.

Without Rewverse Delta, at this point we have 3 full versions on the backup drive: 9:00am, 10:00am, and
11:00am. That would mean 300GB are required on the backup drive in three hours, which is rather
excessive.

Altaro Hyper-V Backup howeer creates delta files of the older files (9:00am and 10:00am) so that our latest
file (11:00am) is available as a full file. The delta file is usually much smaller than the full file, and will
typically be less than 10% of the size original file.

Number of delta files to keep by example:

If we choose "keep full file every 30 versions”, this means that every 30 backups, the delta file is not taken,
so that you never have more than 30 delta files to rebuild if you need to restore a file.

Let's say you set this setting to "5". The picture would look like this:



Full file 10:00pm (Latest, 100GB)
delta 9:00pm

delta 8:00pm

delta 7:00pm

delta 6:00pm

Full file 5:00pm (100GB)
delta 4:00pm

delta 3:00pm

delta 2:00pm

delta 1:00pm

Full file 12:00pm (100GB)

etc.. etc.

If you need to restore the 2:00pm file, then Altaro Hyper-V Backup starts from the 5pm full file, adds on the
4:00pm delta, 3:00 pm delta and finally, the 2:00pm delta. These steps take some time, so this setting
ensures that you are never too far away from a full file. This of course happens in the background and is
totally abstracted from the user.

With Version 3.0 of Altaro Hyper-V Backup, the recommended value for this setting is around 30.

Visual representation of the Reverse Delta process:

The following image shows the way the process works in 5 steps. Step 6 shows a restoration procedure.



Step 1:
Source file is copied Version 1 > Version 1
to backup for first time

Step 2:

The next version of the
file is copied to the Version2 > version 2 Version 1
backup at the next
scheduled backup

Step 3:

Immediately after Step 2,
the older version is
compressed to a delta
file, leaving the latest
version as a full file

Version 2

Version 2

Step 4:

The process is repeated
every time the file
changes and is backed up

Version 3

Version 3

Step 5:

The oldest delta file can
be deleted to make space Version4 » Version 4
without affecting the
other versions

Step 6:

Version 2 can be rebuilt
automatically from the Version 3 Delta
latest version (Version 4)
by first app\ymg thg ) < —
changes in the Version 3
delta to recreate Version
3, followed by the
changes in Version 2 to
recreate Version 2.

Version 2 Delta

The older the version required for restore, the larger the number of
delta files that are required.

Each delta is used to recreate the next oldest full version of the file,
going backwards in time one version at a time.

Note:
The full file is usually left in the backup
every N versions (4 in this example), . [ ee— . [ g—— . -
skipping the creation of the delta file. ——
File

X Maximum delta files to rebuild to
In this way, the the number of delta recreate any one version = 4

files that need to be rebuilt in
sequence (or "superimposed" on the
full file) is limited, avoiding lengthy
restore procedures.

Display of Backup Progress with Reverse Delta




With Rewerse Delta Version 2 (available in Altaro Hyper-V Backup version 3.0), the progress bar during a

backup now shows further details about the current activity.

The main progress bar will show the current progress of the backup as in previous versions of Altaro Hyper-V
Backup. Howewer, when the software is creating a delta file, the main progress bar is paused, and the

current “fine grain” progress showing the deduplication (or delta file creation).

Once the deduplication progress is complete, the next file is started and the main progress bar will resume.

This is shown in the image below:
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) Select a Backup Drive

() Setup a Backup Schedule
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Version Maintenance

] I Current File Name I
\ Current File

Deduplication Progress

Version Maintenance can be configured using the VM Backup Settings screen as explained here.
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Once within the the VM Backup Settings screen select the "Version Maintenance" tab and you can
choose to limit which old versions to keep by version age. Don't forget to set a version maintenance
schedule otherwise maintenance will not run.

You can learn more on how version maintenance works here.
You can also learn on how to manually delete old versions here.

Cluster Support

Altaro Hyper-V Backup supports backing up virtual machines that are running on a failover cluster
node, both if they are using cluster shared volumes (CSVs) or not.

Cluster Shared Volumes

Cluster Shared Volumes or CSVs are shared storage devices, usually on SANs and similar hardware,
which are accessible from all nodes in a failover cluster. Altaro Hyper-V Backup supports backing up
VMs that have data stored on CSVs. This is done by indicating to the Shadow Copy component that a
backup of a VM on the failover cluster is about to begin. The node on which Altaro Hyper-V Backup is
installed temporarily takes ownership of the CSV and enables redirected 1/0. This enables the node
to perform a shadow copy operation on the CSV. Once the backup is completed, redirected 1/0 is



once again disabled.

Read this chapter for details on how to configure Altaro Hyper-V Backup in a Cluster Environment.



Reports

To view reports simply open the Management Console and select the option [Reports] from the left hand
side main menu.

Read instructions on how to open the Management Console here.

{%& Dashboard

Backup History
. ) This report will list all backups which have been taken until now, The outcome of each backup is

alsn listed, allowing you to tell whether the backup was successful or not, The report will also
allow you o check haw many Files were changed before each backup and the total backup size,
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Three Reports are Available:

Backup History Report
Restore History Report
Errors since the last backup Report

Backup History

The Backup History report displays the following information:
The VM name that was backed up.
Date and time of the backup.

The backup status indicating whether the backup succeeded, succeeded with skipped files, or
failed.

The number of files backed up.

The total size of the data that was backed up.



The duration of the Backup.

View List of Skipped Files

Double-clicking on a backup which has a warning icon or error icon will bring up alist of files that
were skipped during that backup. A reason why the file was skipped is also given.

View List of Backed up Files

Double-clicking on a successful backup will bring up alist of files that were backed up during that
backup. Information on whether the file was created, changed, renamed or deleted is also given.

Alternatively you may right-click on a backup to bring up a context menu with all options.

Restore History

The Restore History report displays the following information:
The VM name that was restored.
Date and time of the restore operation.
The restore status indicating whether the restore operation succeeded or failed.

The duration of the restore operation.

Errors since the last Backup

The Errors report lists any errors that have occurred since the last successful backup. The following
information is displayed:

Date and time of the error.
A description of the error.
The error code.

This list will be cleared once the VM causing the error is backed up successfully.



Managing Backup Drives

Supported Backup Destinations

Configuring Backup Destinations

Managing Backup Space

Supported Backup Destinations

The supported Backup Destinations are listed here.
Configuring Backup Destinations

Configuring your backup destination

Selecting a Backup Drive using the "Backup Drive Selector"

Selecting a Network Path using the "Backup Drive Selector

Changing your Primary Backup Drive Selection

Multiple Primary Backup Drive Swapping

Drive Swap using RDX Cartridges

Configuring a Mirror Backup Drive

Switching to the Mirror Backup Drive

Backup Drives in a Hyper-V Cluster Environment

Configuring your backup destination

To select a drive or network path as your backup destination, open the Management Console and select
the option [Select a Backup Drive] from the left hand side menu.

Read instructions on how to open the Management Console here.
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Once you select "Select a Backup Drive" you will be presented with the following panel:



| 6 Use the buttons below to select a Primary Backup Drive. A Mirror Backup Drive is optional.

Frimary Backup Drives (¢ | Backup Drive Minoring ] . |

._J Primary Backup Drive
HNo Drive Selected

Select Backup Drive. ..

[" Enable Multiple Backup Drive Swapping Learn biore. .
Muttiple Drive Swapping allovws you to configure & list of hackup drives which are sarted by priority.
The connected drive with highest priority st any time will be toggled as your backup drive.

The next step is to click on the “Select Backup Drive” button, before configuring any of the other options.
This will bring up the “Backup Drive Selector” window described here.

Important Terminology — Please read!

There are various ways the backup locations can be configured. Please read these definitions that are used
throughout the rest of this document. Setting up the different configurations will be explained in more detail
in the following sections of this document.

Primary drive:

A primary drive is a backup location to which the virtual machine files are copied directly from the host (via a
shadow copy of the VM files). Multiple primary drives may be configured, as long as none of them are on a
network path. If you specify a primary drive on a network path, then it must be the only configured primary
drive.

Drive swapping:

If the primary drive selected is a locally connected drive (USB, eSATA or similar), then you may specify
other locally connected drives as primary drives. Backing up different VMs to different primary drives is not
supported, and all primary drives will contain backups for the same VMs. Only one primary drive can be
active at any one time. If more than one primary drive is connected at the same time, the active primary
drive will be selected according to a user-assigned priority.

Mirror drive:

If only one primary drive is selected (and this is a requirement if the primary drive is on a network path), then
you may specify a mirror drive which is a redundant copy of the primary drive. Backup data is always
synchronized from the primary drive to the mirror drive, and backup data is never copied to the mirror drive
directly from the source files on the host. If the primary drive is not connected, no data can be synchronized
to the mirror drive.

RDX cartridges:



A different way of drive swapping, instead of choosing multiple drives and assigning different priorities to
them, is by selecting an RDX cartridge enclosure. Any cartridge inserted in the designated RDX enclosure
will be used as a primary backup drive.

In summary, these are the possible configuration options available in Altaro Hyper-V Backup:

1) Primary backup location is a network path (for example “\\Backup-Server\backups™):
- Drive swapping not supported.

- Mirror drive is supported.

2) Primary backup location is a locally attached drive:
- Addition of other locally attached primary drives for swapping is enabled.
- Mirror drive:
0 Only one primary drive selected: Mirror drive is available for configuration.

0 More than one primary drive selected: Mirror drive is disabled.

3) Primary backup location is an RDX enclosure:
- Drive swapping is supported in two ways:

0 Addition of any locally attached drives including non-RDX drives, but each RDX
cartridge must be inserted selected and added independently (as abowe).

0 RDXdrive rotation only: no other primary drives can be added, but any cartridge
inserted in the enclosure will be used as a backup drive without any prior configuration
or selection of the cartridge.

- Mirror drive is not supported.

Selecting a Backup Drive using the "Backup Drive Selector™

The Backup Drive Selector will show after clicking the “Select Backup Drive” button here.

Howewer, this window is also used in other areas related to the backup storage options, and other sections
further below will refer to this section when required.

This section will describe locally attached storage. For backup locations on a network path, see this article.

This is an example of a typical Backup Drive Selector view:



{_' Backup Drive Selector

HYPER-V Backup

It is recommended that you backup to a removable drive,

Connect a drive now or choose one from the list below...

Renwovable Disks (Recommended)

O I:'I -IIJ a: [Droba) 2044,29 GE Free MTFS

D r& It (RO 134,88 GE Free MTFS
Local Disks

i -'-J C: (Unititled Drive) 76 56 5B Free MTFS

O l-" -'-J Dt {Uintitled Drive) 167,26 GB Fres MTFS

O l-'l ."J E: [Untitled Drive) 101,98 GE Frae MTFS

Back up to netwark, path [UNC path)...

Refresh Drive List
Choose which folder to backup ko,

select Backup Drive  Cancel |

Removable Disks, which are usually recommended for this purpose ower fixed local disks will be grouped
together and shown at the top of the window.

Local Disks, although not recommended for backup storage, will still be shown under the heading “Local
Disks” and will also be available for selection.

The right hand column will show the free space for each drive, and also the format of the drive, which for the
purpose of Altaro Hyper-V Backup is recommended to be NTFS formatted.

Once you select a drive by clicking on the checkbox to the left of the drive icon, you will see the amount of
space on the drive to be used at the top of the window as shown in the example for Drive G: below:



{_' Backup Drive Selector

HYPER-V/ sackup

You have chiosen Backup Drive: G: (Drobo)

The first backup will require less than 19 of the drive's free space.

Renwovable Disks (Recommended) =
il '-J & (Drobo) 2044.29 GB Free MTFS
O rdx 1: (RO 134.38 GB Free MTFS
Local Disks
O il '-J €1 (Untitled Drive) 7556 GE Free MTFS
[ )
D | ) Ot (Untitled Drive) 167,28 GE Free MTFS
O l-' '-J E: (Untitled Drive) 101,93 GB Free MTFS
jhd

Back up to netwark. path [UNC path)...

Refresh Drive List
Choose which folder to backup ko,

. Your backup location wil be: G2 AltaroHyper¥YBackup®,

v’ Select Backup Drive  Cancal |

Using the same drive letter in the example abowe, the destination folder will by default be chosen as G:
\AltaroHyperVBackup.

This may be automatically changed to G:\AltaroSharedFolder\AltaroHyperVBackup in case the backup
location may need to be shared with other nodes on a cluster as described here.

Y ou can change the default backup folder by clicking on the “Choose with folder to backup to” link at the
bottom of the window as shown in the image below. Your backup location will be updated in the bold text
below the link:



{_' Backup Drive Selector

HYPER-V Backup

You have chiosen Backup Drive: G: (Drobo)

The first backup will require less than 19 of the drive's free space.

Renwovable Disks (Recommended) =
il '-J & (Drobo) 2044.29 GB Free MTFS

O rdx 1: (RO 134.38 GB Free MTFS

Local Disks

O il '-J €1 (Untitled Drive) 7556 GE Free MTFS
O l-' '-J Dt (Untitled Driwe) 167,28 GB Free MTFS
O l-' '-J E: (Untitled Drive) 101,93 GB Free MTFS

Back up to netwark. path [UNC path)... |

Refresh Drive List
| choose which Folder to backup to... |

| Your backup lacation will be: I G AltaroHyperVBackup®, I

v’ Select Backup Drive  Cancal |

Once you are done, click on the “Select Backup Drive” button at the bottom right of the window.

You will be returned to the main drive configuration panel, now showing the drive selected as shown below:

| @ Use the buttons below to select a Primary Backup Drive. A Mirror Backup Drive ig optional. |

Frimary Backup Drives [ & ".Backup Diive Mirroring ] : '|

Primary Backup Drive connected
G: Drobo {Local Disk)
CtftarotpenBackup,

| Change Selected Drive. .. I

[” Enable Multiple Backup Drive Swapping LearnbMore.
hultiple Drive Swapping alloves you to configure a list of backup drives which are sorted by priority.
The connected drive with highest priovity st any time will be toggled as your backup drive.




If you have a Hyper-V cluster set up, configuring a locally attached backup location may require an extra

step as described here.

Selecting a Network Path using the "Backup Drive Selector"”

Selecting a UNC Path as your backup drive is very easy with Altaro Hyper-V Backup. Simply follow the

instructions on selecting a backup drive here but click on the [Backup up to a Network Path (UNC

Path)...] button when presented with the drive list.

{ ' Backup Drive Selector

HYPER-\/ sBackup

You have chiosen Backup Drive: G: (Drobo)

The first backup will require less than 19 of the drive’s free space.

Removable Disks (Recornmmended)

I:I I'J a: [Drobo)
O rdx 1: (RO
Local Disks
D I:I I'J C; [Untitled Drive)
[ 1 . 5
D | ) Ot (Untitled Drive)
D l" "J E: (Untitled Drivel

I Back up to netwark. path [UNC path)...

Refresh Drive List
Choose which folder to backup ko,

. Your backup location will be:  GeyAltaroHypervBackup',

2044.29 GE Free

134,85 GB Free

7656 GE Fres

167 .28 GB Free

101,93 QB Free

%' Select Backup Drive

MTFZ

HTF=

HTFS

HTFS

MTFS

L« |

Cancel

This will bring up the following network path selection window:



Enter a UNC Metwork Path

H YPER -V Backup

UMC Metwork Path emample: W\WServerhShare
I"'."'.1 92.168.1.10MB ackups

Enter Account Credentials to use for Backup / Restare operations:

Dramain OF Machine |1E|2.1EEB.1 a0

Izer Mame Iadministratnr

Ixxxxxxxxxx71

Paszword

Plagze updale feze crademial ado' fima fhal fma pazewond axpires
or cftangas Yo can go fe fomr ive Dove Manager screarn

Test Credentialz |

| Add Metwaork, Location I Cancel

Enter the network path in the topmost field. The supported formats here are:
0 \\IP Address\Share, for example \\192.168.1.10\Backups
0 \\SenerName\Share, for example \\BackupServer\Backups
0 Both of the abowve with one or more extra folders, for example \\192.168.1.10\Backup\Altaro

Entering a server name or IP address alone, for example “\\192.168.1.10", alone with no share name, is not
supported.

In the three lower fields, you must enter the domain name, or else the IP Address, with no slashes, of the
backup destination, the username to be used to authenticate to the path, and the password. The password
is never stored as plain text in the Altaro Hyper-V Backup configuration files.

An IP address is usually used instead of the domain name when the backup destination is not running
Windows or is not part of the domain, for example a NAS drive enclosure or similar.

Once you are done, click on the “Test Credentials” to make sure the authentication works and then click
“Add Network Location”. This will add the network path as an option in the drive selector window alongside
the other detected drives:



{_ Backup Drive Selector

HYPER-V Backup

VoL have chiosen Backup Drive: 44,192.168.10.69 shared

The first backup will require less than 1% of the drive's free space.

Local Disks
O/ -'-J €1 (FULL) 18,05 GB Free MTFS
D I:'I .I'J @: (Mew Walume) 30,86 3B Free MTFS
D l-'l -I'J I: [Mew Yolume]) #32.22 GE Free MTFS

\ UNC Path
il '-J 11192,168,10.69shared 3052 GB Free LIMC Path

Back up ta netwark. path [UMC path]... I

Refresh Drive List

Choose which folder to backup ko, .. /

- Your backup location will be: %%, 192.168.10.69 shared, AltaroHyperVBackup

w' Select Backup Drive  Cancel |

You can also select any further subfolders to use for the backup location by clicking on “Choose with folder
to backup to” link, as described here.

Once you are sure of your selection, click on “Select Backup Drive” at the bottom of the window as
described here.

Changing your Primary Backup Drive Selection

If you are using a network path as your primary drive, or you have decided not to use the drive swap feature
as described here and use only one primary drive, you may want to change the drive to another primary
drive.

If you are using the drive swapping feature, you may also want to change the currently connected drive to a
new location, with the option of migrating all the data as described further below.

To do this, click on the “Change Selected Drive” button shown in the image below:



| @ Use the buttons below to select a Primary Backup Drive. & Mirror Backup Drive is optional.

Primary Backup Drives ¢ | Backup Drive Miraring ] |

lfz') Primary Backup Drive connected

G: Drobo {Local Disk)
GlaltaroHyperyBackup

| Change Selected Diive .| of——

r Enable Multiple Backup Drive Swapping Learn More. |
hultiple Drive Swapping allowes you to configure a list of backup drives which are sorted by priovity.
The connected drive with highest priority &t any time will be toggled as your backup drive.

Clicking the button will display the Drive Selector window, and you can choose an alternative primary drive
location, locally attached or on a network path, as described here and here respectively.

Once you have chosen the new primary backup drive, you will be prompted with three options as shown
below:

Migrate Backup Drive Tool

H YPER -V Backup

= Migrate all backup data and old wersions to the new Drive

A T Continue backing up to an existing backup folder
Y'ou have not zelected a zuitable AtaroHyperWBackup backup folder. Pleaze ensure vou
zelect the folder called AltaroHyperYBackup which containzs wour backup.

* Restart hackup fram scratch (vou will lose any older versions).

Change Drive I Cancel

The three options are explained below:
1) Migrate all backup data and old versions to the new drive.

This option is available when the previously selected primary drive is still available. If you choose this
option, all data will be copied over to the new backup location, and the new backup drive will resume



incremental backups seamlessly from the time of the last backup to the previously selected drive.

Please note that the migration procedure may take seweral hours depending on the amount of data that
needs to be transferred. Once the migration is complete, you will be shown the following alert, and from
that point on the backups may resume to the newly selected drive:

Migrate Backup Drive Tool

H YPER -V Backup

-.;:13'::' All your backup data has been migrated to the new Drive

Finizh Stop figrating

2) Continue backing up to an existing backup folder

This option is enabled if the software detects that the newly selected primary drive was already used
with the same backup configuration. You may choose this option if you would like to resume
incremental backups on the newly selected drive, automatically linking to the previous backup available
on that drive.

This option is useful when you want to move the location of the primary drive. For example if
you have performed the first backup on a drive connected via USB, and then connected that
same drive on a shared network path on another computer, you may re-map to the same
backup drive using this option.

3) Restart backup from scratch
Choose this option when you do not want to copy any backup data from the previously connected drive (if

available) and start the backups on the newly selected drive from scratch.

Multiple Primary Backup Drive Swapping

As described in more detail here:

If the primary drive selected is a locally connected drive (USB, eSATA or similar), then you may specify
other locally connected drives as primary drives. Backing up different VMs to different primary drives is not
supported, and all primary drives will contain backups for the same VMs.

Only one primary drive can be active at any one time. If more than one primary drive is connected at the



same time, the active primary drive will be selected according to a user-assigned priority.

To enable multiple primary drive swapping, first click on the “Enable Multiple Backup Drive Swapping”
checkbox.

If you have already selected a network path as your primary drive, this checkbox will not be enabled. If you
have already selected a locally connected drive as your primary drive, the checkbox will be enabled, and a
list of drives will appear below the checkbox, showing the primary drive that has already been selected:

| @ Use the buttons below to select a Primary Backup Drive. A Mirror Backup Drive is optional.

Frimary Backup Drives (&) | -Backup Dirive Miroring ™ |

._% Active Backup Drive connected

G: Drobo (Local Disk)
GhAltaroHyperyBackup

Change Selected Drive...

¥ Enable Multiple Backup Drive Swapping Lesarn More...
Muttiple Crive Swapping allows you to configure & list of backup drives which are sorted by priority.
The connected drive with highest priority at any time will be toggled as your backup drive.

@ Add Backup Drive | 3§ Remove Selected 4A Move Up % Move Down

Dirive | Fricrity |
& G: [Droba) 1

To add another primary backup drive, please click on the “Add Backup Drive” button as shown below.



| 6 Use the buttons below to select a Primary Backup Drive. A Mirror Backup Drive is optional.

Frimary Backup Drives (&) | -Backup Dirive Miroring ™ |

'—1\ Active Backup Drive TR

G: Drobo (Local Disk)
GhAltaroHyperyBackup

| Change Selected Drive... I

¥ Enable Multiple Backup Drive Swapping Learn biore. .
Muttiple Drive Swapping allovws you to configure & list of hackup drives which are sarted by priority.
The connected drive with highest priority st any time will be toggled as your backup drive.

@ Add Backup Drive | $§ Remove Selected @A Move Up 5 Move Down

Diive | Fricrity
& G: [Droba) 1

Clicking on the “Add Backup Drive” button, will bring up the Drive Selector Window. Please follow the
procedure described here in order to choose another primary drive. Please note that selecting a network
path will be disabled in this case.

You may repeat this procedure multiple times in order to add any number of primary drives. You may also
add and remowve primary drives at a later stage.

Only one primary backup drive may be active at any one time, so once the other primary drives have been
selected, you must specify which drives will be activated if more than one primary drive is simultaneously
connected. This is done by moving the drives' position up or down in the list in order to change their priority.
A drive with a lower number in the priority column will be preferred over a simultaneously connected drive
with a higher number in the column.

In other words, the drive with Priority 1 will have a higher priority over any other selected primary drives. To
change the relative priority of the drives, click on any one of the drives in the list and then click on the “Mowve
Up” and “Move Down” buttons at the top of the list as shown in the image below:



| @ U=ze the buttons below to select a Primary Backup Drive. A Mirror Backup Drive is optional.

Frimary Backup Driver (& | .Backup Dirive Mirroring ] . '|

"E Active Backup Drive connected

G: Drobo {Local Disk)
GhaltaroHyperyBackup

Change Selected Drive...

' Enable Multiple Backup Drive Swapping LearnMore.
hultiple Drive Swwapping allovws you to configure & list of backup ci
The connected drive with highest priority st any time will be

re sorted by priority.
chup drive.

@ Add Backup Drive | 3 Remove Selected 4 Move Up % Move Down

Dirive | Priarity |
& G [Drobo) 1
&1 [RDK) 2

The currently active drive is switched to another drive in two cases:
1) A drive with a higher assigned priority is connected.
2) The currently connected drive is disconnected and a drive with a lower priority is available.

If one of the above occurs, you will see the following alert appear if the Management Console is open:



{ Altaro Hyper-¥ Backup I8 [=I

HYPER-V 5ackup ~ LTARO

! Your Backup Drive iz disconnected

Multiple Drive Swapping Enabled

{:‘l Refresh status

4@ pashboard

% Configure

@ Select Hyper-¥ Guest ¥Ms

‘ @ Use the checkboxes to select which Hyper-V Guest VMs to add to your Backup Plan

Hodes in this Cluster I ‘\lir(unl Machines | 7 Free Up Disk Space =

iié Altaro Hyper-¥ Backup - Backup Manager

Select All Select None

B Select a Backup Drive HYPER A | /Backup
) Setup aBackup Schedule =
& 0DE1
Setup Motifications e

Altaro Hyper-¥ Backup is swapping the Active Backup Drive...

| Backup / Restore Guest ¥Ms
The Management Consale must clase to load the new active Backup Drive.

¥ Advanced Restore Options The kManagement Console will close automatically within 2 few seconds and pou may reopen it when needed
% Import Backup From another Host
Exit Management Consale Now I
Fil: Level Restore -
G Backup / Restore operations will nat be interupted.
@R Freon
1{_} Reports
() Backup History
L) Restore Histary
Updated node status st 213 PM
Refresh node status now
v Save Changes | $ Discard Changes
@ About ltaro Hyper Backup 2 License Key < Suppart | User Guide 30440

After a few seconds, the Management Console (if open) will automatically close in order for the new drive
details to be loaded. In the current version, the Management Console will not reopen automatically, and
must be launched again by the user if required.

Once you reopen the Management Console, you will only see the backup history of the newly
activated drive.

Please keep in mind that each independent primary backup drive will contain backup versions
corresponding to different times, and no two primary drives will contain the same backup
versions.

The backup history in the Management Console will change according to the active primary drive,
and whilst a drive is active, the backup versions that are available for restore will only be for
those backups that were done on the when the currently active drive.

Drive swap using RDX Cartridges
A different way of drive swapping is by using an RDX drive enclosure. If the first primary drive you
choose is an drive within an RDX enclosure, this feature is automatically enabled.

RDX enclosures are distinguished by the RDX logo beside the drive letter in the Drive Selector
window as shown below:



Youl have chosen Backup Drive: I: (RDX)

The first backup will require less than 1% of the drive's free space.

Removable Disks (Recommended)

d b It (RDH) 13488 GE Free MTFS

Local Disks

M Lt Intitled Drive 7F.CF R Free MTFS

If drive swapping is not enabled, then the RDX drive rotation feature becomes active and any
cartridge inserted into that enclosure is used as a primary backup location without explicitly selecting
each drive independently as with the standard drive swapping feature.

When the feature is enabled, the “Enatced D bve Swappinig shesktnx andthe b n D bve teath e
are automatically disabled. You will see the RDX logo in the drive configuration panel as shown
below:

| @ Use the buttons below to select a Primary Backup Drive. & Mirror Backup Drive is optional.

Primary Backup Drives (¢ | Backup Drive Miroring - |

'—l\ Primary Backup Drive connected

I: RDX {Remowvable Disk)
InAltaroHyperyBackupl

Change Selected Drive...

| Enable Multiple Backup Drive Swapping LearniMare...
tdultiple Drive Swapping alloves you to configure a list of backup drives which are sorted by priority.
The connected drive with highest priority st any time will be toggled as your backup drive.

rdx' Dock selected - backups will be taken to any RDH Cartridoe inserted into the Dock.
Multiple Drive Swap is not supported when UNC Paths are selected.

As with the standard drive swapping feature, please keep in mind that each independent RDX
cartridge will contain backup versions corresponding to different times, and no two cartridges will
contain the same backup versions.

The backup history in the Management Console will change according to the active cartridge, and
whilst a cartridge is active, the backup versions that are available for restore will only be for those
backups that were done on the when the currently active cartridge.



Note:

In order to revert to standard drive swapping, you will need to select the first primary drive as a
non-RDX drive (as described here). Once drive swapping is enabled, you can then re-add the RDX
enclosure as one of the primary backup drives, but only the currently inserted cartridge will be
added to the list of multiple drives. You can add multiple RDX cartridges to the list by inserting
them, selecting them and assigning their priority in turn.

If an RDX Cartridge is rotated while the Altaro Hyper-V Backup Management Console is open then the
console must restart itself in order to attach to the new cartridge. In this case the user will
temporarily see the following loading screen. This should only take a few seconds.

Configuring a Mirror Backup Drive

If you are using a network path as your primary drive, or you have decided not to use the drive swap feature
and use only one primary drive, then you have the option of assigning another drive as a mirror drive. As
described in here, a mirror drive is a redundant copy of the primary drive.

Backup data is always synchronized from the primary drive to the mirror drive, and backup data is never
copied to the mirror drive directly from the source files on the host. If the primary drive is not connected, no
data can be synchronized to the mirror drive.

To select a mirror drive, follow the following steps:
1) Click on the “Backup Drive Mirroring” tab at the top of the drive configuration panel

2) Click on the “Select Mirror Backup Drive” button. Then follow the “Drive Selector” procedure as
described in here and here to choose a locally attached or network mirror drive respectively.

3) You can then set a time (once per day) at which the drive synchronization from the primary backup
drive to the secondary backup drive will take place automatically. Please note that until the
synchronization is ready, no backups will take place. The synchronization will only start if the
primary drive is connected.

The three steps abowve are shown in the image below:




| @ Use the buttons below to select a Primary Backup Drive. A Mirror Backup Drive is optional.

|' : Primary Backup Drives & % Backup Drive Mimaring

2 Mirrored Backup Drive
=&

* No Drive Selected
'
Select Mirrar Backup Drive....
Sync 1ze your Backup ta the Mirar B ackup Dirive daily at I‘I 00 3: Save Sychronization Time

chronige your Backup to the Miror B ackup Drive Now |

You may start the synchronization manually at any time by clicking on the “Sychronize your Backup to the

Mirror Drive” button in the image abowe.

Switching to the Mirror Backup Drive

To switch to the Mirror Backup Drive simply use the "Switch to Mirror Backup Drive" tab in the Altaro
Hyper-V Backup Service Controller. You can learn how to access the senice controller here.

Switch to Mirror Backup Drive: This tab allows the user to discard the current backup profile and import
the backup profile saved on the Mirror backup drive. Once the backup profile is switched Hyper-V Backup

will treat the Mirror backup drive as the primary backup drive.



{_) altaro Hyper-¥ Backup Service Controller I ]
File:

|' Start / Stop Backup Service |' Dizzard Current B ackup Profile Y Switch to Secondary Backup Drive

Thig option will allow you b promate your Mirrored Backup Drive as your primary backup drive?
The old primary backup drive will no longer be uzed for backups.

Fath to the Mirror B ackup Drive:
A:altaraHypery'B ackuphadmin_113500171 444 karHwperty B ackupProfile

Secondary Backup Drive was lazt synchronized on: 2F-dun-2011 17:24
Mumber of Skipped Files during the last synchronization: Mo file were skipped

Switch to the Mirored Backup Drive I #

Once the "Switch to Mirror backup drive" button is clicked then the user will be prompted to confirm.

Switch to the Secondary Backup Drive? |

By switching to the Secondary Backup Drive wou will only be able

! % torestore backups taken before the last Synchronisation to wour
Secondary Backup Drive, The backup files upon wour current
Primary Backup drive will nok be deleted 0 as ta allaw yvou ko
restare them in the future,

Ik I Zancel

Once the switch is performed successfully then the user will be notified.

Successfully switched to the Secondary Backup Drive |

i . b Please launch the Altaro Hyper-¥ Backup Management Console ko
' continue working with the Secondary Backup Drive,

Important Note: Should the switch fail then you will find a backup of the old profile folder as follows:

C:\ProgramData\Altaro\AltaroHyperVBackupProfile_ BACKUP_TimeStamp

Simply rename this backup to:




C:\ProgramData\Altaro\AltaroHyperVBackupProfile

You may need to stop the senice first as explained here.
Backup Drives in a Hyper-V Cluster Environment

If you have a Hyper-V cluster set up, Altaro Hyper-V Backup will communicate with other cluster
nodes and instruct them to back up any selected VMs to the same backup location.

If your primary drive is a network location, the network path credentials are securely communicated
to the other cluster nodes so that they can authenticate to and access the backup location.

If on the other hand, your primary drive or drives are locally attached drives such as USB drives etc.,
then the backup folder on those drives are automatically shared using Windows file sharing, so that
the other cluster nodes will have access to the backup location.

When this setup is detected, an extra configuration window is shown after selecting the drive from
the Drive Selector window.

Atncde sacced “Acta nSha edFncde ghnahtnma sxco seated & te tpmmnt evet 1 te e ested
backup location, and this folder is shared using standard Windows File Sharing.

You will be prompted with the following window:

{_) share Backup Drive for other Cluster Nodes |

A Hyper-¥ Cluster Environment has been detected

For &lkaro Agents which are installed on other nodes to be able to backup to thiz backup dive
then the backup dive must be shared.

Folder to Share
IG:'\.-'-‘-.Itaru:uS haredF older

[T Access Share uzing P Address instead of Mode Mame
MEOITE: Lima finie apfart amde & o seand fo forea five Hackups fo rat over 3 soscdic /2

Specify a User Account
' Agtomatically create user account HYPER Alkara070948

i Choose a zer Account

|Jzer Account Credentials

Darnain OF Machine I

Ilzer Mame I

Pazzwiord I

Pagze updare ffeze credenial adck fima frar e pazeswond expires
or changes  You cat oo Frs fom fe Deive Manager zcreearn

Share Backup Folder Do Mot Share




At the bottom, the ebnanes m tced “Seshtoaare Asnhntg. This refers to the Active Directory
Domain User that will have access (both Share access and NTFS security permissions) to the newly
created share.

As shown in the image above, you can simply leave it in the hands of Altaro Hyper-V Backup to create
aspecial Active Directory Domain User for this purpose (Altaro070948 in the example above).

The created share will be accessible only by this user, and the randomly generated credentials will
be securely communicated to the other Hyper-V nodes when backup is required on another node.

The newly created share will only be accessible by the newly created user.

If you prefer to specify an already existing user, onh mao stbsk the “Chnnne aane Assnhntg adbn
button and specify the credentials as shown in the image below:

{_) Share Backup Drive for other Cluster Nodes EH |

A Hyper-¥ Cluster Environment has been detected

For &lkaro Agents which are ingtalled on other nodes to be able to backup to thiz backup drive
then the backup drive must be shared.

Folder to Share
IG:"«.-'—‘-.ItarDS haredF older

[T Access Share uzing P Address instead of Mode Mame
MEOTE: L iz apfart ol & pow seand fo foree five dackups fo rat over 3 soecidic (F
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With Hyper-V cluster setups, the cluster nodes may be connected to a Gigabit or faster network,
typically fibre channel, on which the Cluster Shared Volumes are set up. This is usually independent
of the standard domain network (the management network), which may not reach the same speeds.



What this means is that a remote cluster node may reach the shared backup drive using one of two
networks, one possibly being much faster than the other. If you would like to specify which IP the
remote cluster node should use in order to access the locally connected backup drive, you may select
the checkbox shown in the image below and specify the required IP.

{_) Share Backup Drive for other Cluster Nodes |

A Hyper-¥ Cluster Environment has been detected

For &lkaro Agents which are ingtalled on other nodes to be able to backup to thiz backup drive
then the backup dive must be shared.

Folder to Share
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If you do not specify this setting, the IP address of the current node (on which the backup drive is
shared) will be resolved using the node name on the remote cluster node.

Managing Backup Space

Limiting the age of older versions (Automatic Version Maintenance)
Manually deleting older versions (Manual Version Maintenance)
Delete Backups of VMs that have been removed from your Backup Plan




Limiting the age / size of Older Versions (Automatic Maintenance)

During each backup Altaro Hyper-V Backup stores the latest version of all files as a complete mirror copy.
In fact, the backup destination may be accessed simply through Windows explorer and the latest backup
may be browsed manually.

Whenewer a file changes (or is deleted) from the source data, the older version (or deleted file) is then moved
to the "old versions" repository. Ower time this "old versions" repository will continue to grow as files keep
on changing and more versions are stored. Altaro's ReverseDelta technology compresses older files to
reflect only changes between one version and another, while still leaving the latest version as a full copy.
This ensures that minimal space is required for the "old versions' repository. (See the section about
RewerseDelta in this manual).

As shown in the image below, the Restore Console shows the backup history allowing you to choose which
version to restore:

S50L Server

¥ Restore the version which was backed up on: 10June 20171 17:45:29 j
10 June 2011 17:45:29

10 June 2011 16:57:57

" FRestore as clone o a different location [thiz will restore the backed up guest VM az a new YH]

¥ Festore to original location [thiz will ovenarite the current gud

Altaro Hyper-V Backup gives you the possibility of restoring a Hyper-V Guest VM to the exact state it was
at the specified timestamp.

Each version contributes to the size of the total backup set on the backup drive. This increase in size is
dependent on the nature of the changes that occurred between that backup and the previous one. The way
Altaro Hyper-V Backup controls the increase in size is by referencing unchanged files across snapshots to
the same data on the disk, and also by making use of delta technology in order to store only the changes
within a file from one backup to the next.

Old versions may be deleted from the backup set, with the limitation that versions can only be deleted
contiguously starting from the oldest available version.

Some users may want to perform periodic maintenance their "old versions" repository to ensure that it does
not exceed a certain size limit or contain old and obsolete versions. There is one ways to limit the backup
size in Altaro Hyper-V Backup:

- Limit the age of the oldest file versions that are stored on the backup drive.

This can be taken care of automatically by setting a Maintenance Schedule. You can learn on how to do
this by reading this section.

The Version Maintenance tab shows a checkbox and also a schedule manager below it. The checkbox
enabled or disables maintaining your versions by age.

For maintenance to work in the background you need to specify scheduled Maintenance Times. Click on
the “Add Maintenance Time” at the bottom of the window and specify any humber of times per day you want
the maintenance to be performed. Each specified time may be scheduled to run on any number of days of
the week as shown in the image below, for example a 17:00 maintenance schedule from Monday to Friday
following and a 12:00 schedule on weekends:


http://www.altaro.com/manuals/files/isReverseDelta.html

{_) Hyper-¥ Guest ¥M Backup Settings E

Settings for Test Windowsz 7 Machine

|'. Backup Times / Frequency . | ReverzeDelta Werzion Maintenance | 150 Settings. | Advanced |

@ ¥ During Maintenance Purge versions older than |1 pear j

A% Anw files which pou delete can only be restored wp to 1 year after they were deleted.

Perform M aintenance Operations at these scheduled times: @ Add Maintenance Time
[ S FMFTFWwWRFIFFFsFs ¥
Save Changes I Cancel

You may click on the red “X' next to any scheduled time entry to remowe that entry. Please remember to
click “Sawe” at the bottom of the window each time you make changes to the Advanced Settings.

Maintenance by Age:

Select the checkbox “During Maintenance Purge versions older than...” and choose a time span from the
dropdown list.

As an example, let's assume today's date is the 15th January 2010 and | set my age limit to 2 months. This
would mean that any backups older than the 15th November 2009 will be deleted from the backup drive. This
does not happen immediately, but will be done by a maintenance routine within Altaro Hyper-V Backup
according to the maintenance schedule you specify (see abowe).

The latest version of each file will never be deleted even if the size limit remains exceeded after
all the older versions are deleted. The latest backup must perfectly mirror the source data, and
deleting any files from the latest backup would of course result in an incomplete backup. It isup
to the user to select a backup destination that can hold at least one version of each VM.



Common Questions:

Will maintenance ever delete all versions of a backed up file?

The maintenance operations will never delete all versions of a file, unless a file had been deleted from your
Sener for a period longer than the maintenance period set. Therefore using the same example, you hawe

chosen to delete all versions older than two months and a particular file was deleted from your Server say

three months ago.

Since that file was not present at any of the points in time displayed on the timeline then the file can no
longer be restored by Altaro Hyper-V Backup from the Restore Console.

What is the end result of maintenance being activated?

The result of all of the abowe is that, assuming that the changes to your data are more or less similar
between one backup and another, this will result in the backup size lewelling off as shown in the image
below.

This is because as one backup is added to the stack on the timeline, an older one is deleted, so your
backup window is always the same age or size, moving forwards one day at a time. This lewelling off is
of course only seen when the oldest backup hits the limit set by the maintenance schedule.
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Please note that if you have no Maintenance Schedule for quite a while, and then set the cut-off point to a
point in time that is considerably "younger" than your oldest backup, you will see a dip in the size as shown
in the graph below, as seweral backups in the timeline are purged simultaneously. You should then start
seeing some lewelling off in size thereafter.
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Remember that the lewelling off assumes that daily changes are fairly similar. If you add substantial amounts
of data then you will still see an increase in the size of the graph. With regards to the renaming of folders,
deleting of files etc. the files will remain in the backup history until they are flushed out by the maintenance
schedule.

How do | find the right setting for my Maintenance Schedule?

Sometimes, trial and error is required to find the right balance between available disk space and age of
versions to keep. Here at Altaro, we recommend that if drive space on your backup drive becomes an issue,
start with a high setting, which is just below the age of your oldest backup. For example, if you have
versions going back 3 months set the setting at 2 months. Next wait until your backup size is maintained
and you see a dip in size in the graph.

If after a few days you realize that drive space is still an issue, set the Maintenance Schedule to a shorter

time-window, and keep going until you achieve the desired balance.

Manually deleting older versions in the backup set (Manual Maintenance)

The Altaro Hyper-V Backup Drive space manager is a simple utility that can be used to clear out old
versions from your backup drive. This utility will free up disk space and will also be presented to the user in
the case that their backup drive is full or will soon be full.

To access the utility:

Open the Altaro Backup Hyper-V Management Console. (Instructions here)

2. Click on the Reports Tab on the left hand side of the screen.
3. Choose the "Backup History" report.

4. Click on "Delete old backups..." from the top right of the report.
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You will now be presented with the following screen:
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¥ Delste versions older than I'IEI June 2011

10 Jun

~

[T Delete versions older than I VI

[T Delete versions older than I

Kl

[T Delete versions older than I

L

[T Delete versions older than I

L

from Web Server 2

from Web Server 1
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Test Windows ¥ Machine

from SOAL Server
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Exchange Server

Delete old versions

Cancel

To delete old versions:

1. Choose the checkboxes to indicate on which VMs you would like to perform version maintenance.

2. From the drop down lists select a "delete if older than" date, which may be independent for each VM.
Versions which were created at a time which is older than the selected date will be marked for deletion.




3. Click on "Delete Old Versions".

4. You will now be presented with a progress bar which will indicate when the selected old versions have
been deleted.

Please keep in mind that the graphs show the maximum size that existed on any one particular day,
so the change in size may not be visible immediately on the dashboard.

Delete Backups of VMs that have been removed from your Backup Plan

When you remowve a VM from your Backup Plan (using the VM Browser as explained here) the backup folder
containing that VMs backup files is not deleted. This is intentional to allow users to reselect the VM and
restore prevous versions at a later date. There may be cases where the user is no longer interested in
keeping the old backup folders and would like to free up space on the backup drive.

This utility will facilitate deletion of old backup folder. Please note that once a backup folder is deleted then

you will not be able to restore that VM until it is backed up again.

1. You can access this feature from the VM Browser and the Backup History Report as shown in the next
screenshot.

ﬁ Setup 1/3: Use the checkboxes to select which Hyper-¥ Guest VM= to add to your Backup Plan
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2. Once launched the utility will list all VMs for which a backup folder exists on the backup drive, but the VM
is no longer being backed up.



{_) Delete Inactive Backups

%- The following Guest YMs are no longer included in your Backup Plan

Even though they have been remoaoved from yvour Backup Plan their backup folders
still exist upon yvaur Backup Drive.

[fyou do notwish to restare these YWs inthe future then you can choose to delete
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Whi Flame Status
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O & win 7 Japanese Latest Still attached to this Hyper-v Host
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O - FIRE DRILL -WithOutQS (26-05-2011 09h41m32 Clone) Still attached to this Hyper- Host

[relete Selected Backup Folders Cloze

3. You may use the check boxes to select one or more backup folders to delete. Once the selections are
made then you can simply click on "Delete Selected Backup Folders". You will be prompted for
confirmation before the deletion starts.

Are you sure you would like to delete the selected backup folders? |

You have selected 1 backup Folder For deletion, Once deleted wau
l % will nok be able to restore the selected WM backups

K I Cancel

4. Once deletion is complete you will be notified and the list of VM Backups pending deletion will be
updated.

The delete operation has completed successfully |

i e | The list of backup Folders pending deletion will be updated once
W vou press OF,
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